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About this manual   
v
	
	The eN-Crypt 100 Reference and Programmer’s Guide is intended for merchant service representatives and programmers who develop and support the eN-Crypt 100 and compatible applications and well as those who support eN-Crypt 100 systems.

The guide is divided into eight sections:

•
Introduction to the eN-Crypt 100

•
Installation and Operation 

•
Programming the eN-Crypt 100

•
Master/Session Packets

•
DUKPT packets

•
Appendices

•
Glossary 

•
Index 



	Description of Chapters
	Chapter 1, Introduction to the eN-Crypt 100, provides background information about the eN-Crypt 100, describing its hardware and operating features.

Chapter 2, Installation and Operation, describes general installation procedures, and provides some maintenance and troubleshooting tips.

Chapter 3, Programming the eN-Crypt 100, outlines a general approach for determining requirements for the application program which will control the eN-Crypt 100.

Chapter 4, Master/Session Packets, provides a detailed explanation for each message packet that can be used in this key management mode. Each explanation provides a brief definition as to its purpose, identifies the packet syntax and structure, as well as providing examples and protocol diagrams. 

Chapter 5, DUKPT Packets, provides a detailed explanation for each message packet that can be used in DUKPT mode. As in chapter 4, each explanation provides a brief definition as to its purpose, identifies the packet syntax and structure, as well as providing examples and protocol diagrams. 

The information presented in these sections is supplemented by various appendices, a glossary, and an index.


	Typographic

Conventions
	This document employs various typographic conventions XE  "typographic conventions"  to help describe eN-Crypt 100 functions and operations.

References made to other sections of this guide, other publications, or special terms, are shown in italics, for example:


See Transfer Master Key for more details.

Messages and prompts on the eN-Crypt 100 display are shown as follows:


PLEASE WAIT
References to specific keys on the keypad are shown in capital letters:


When the CLEAR key is pressed . . .

In some instances, keys are graphically rendered to improve readability:


  
Presentation of message packets involves the use of italics to indicate user defined parameters:


<STX> Z60. account number  <FS> working key <ETX>{LRC}

Examples of message packets are shown as:

<STX>Z51222222<ETX>{LRC}


	Related

Documents
	•
Data Encryption Standard (DES XE  "DES" ), NBS FIPS PUB 46, Federal Information Processing (Standards Publication 15-1-1977).

•
ANSI X3.28 XE  "ANSI X3.28" -1976, sub category 2.4 establishment and termination control procedures, 1976.

•
Financial Institution Retail Message Authentication, American Bankers Association. X9.19 XE  "X9.19" -1986

•
Guidelines for on-line Debit Card System at Point of Sale, 1987, American Bankers Association, cat. number 067600.

•
Personal Identification Number (PIN) Management and Security ANSI X9.8 XE  "ANSI X9.8" -1982.

 XE  "related documents" 


	Description
	The eN-Crypt 100, shown in Figure 1–1, is a peripheral data entry device that allows the customer to enter a personal identification number (PIN) and encrypts the PIN for security purposes.  The PIN is usually a 4–12 digit code which is known only by the customer and the bank.  The purpose in using a PIN during retail transactions is to verify that the customer is authorized to use the card offered. 

 XE  "PIN:described" 

	
	The eN-Crypt 100 connects to a controller, such as a eN-Crypt 2400 POS terminal, or other micro-computer based system.  The application running on the controller directs all eN-Crypt 100 operations, including the exchange of information with the host computer.




 XE  " eN-Crypt 100:described" 

 XE  " eN-Crypt 100: illustrated" 
Figure 1–1: The eN-Crypt 100 

                [image: image67.jpg]‘S Ingenico



        

	eN-Crypt 100

Advantages
	The eN-Crypt 100 is a compact and easy to use PIN entry device.  Some of its many advantages are listed below:

•
supports Master/Session method of key management

•
supports and meets VISA standard for Derived Unique Key Per Transaction (DUKPT) key management

•
adheres to ISO and ANSI standards for PIN encryption, key management, and Message Authentication Code (MAC)

•
Verifact Secure Chip (VSC) provides superior security and encryption capabilities

•
provides for comfortable and confidential data entry

•
features a single line, 16 character liquid-crystal display which reduces the need for prompt scrolling.

•
can emulate VeriFone® PINpads to be compatible with VeriFone® terminals

 XE  " eN-Crypt 100:advantages of" 

	Components
	The eN-Crypt 100 components include:

•
a single line, 16 character display

•
16-key (4x4) keypad

 XE  " eN-Crypt 100:components" 

	Display
	The eN-Crypt 100 has a single line, 16 character liquid-crystal display which can show fully-formed numerals, upper- and lower-case letters, and special characters.



	Using the Keypad
	The keypad’s 16 keys can be used for PIN and data entry (see Figure 1–2). When the display prompts for PIN entry, the customer presses the appropriate digits and presses OK to complete the entry.  Note that the customer can erase the last key entered by pressing CLEAR.  If CLEAR is pressed twice, the transaction is canceled.  XE  " eN-Crypt 100:keypad" 


Figure 1–2: eN-Crypt 100 Keypad

  [image: image2.wmf]   

	Controller

Interface Port
	Power and communications to the controller are connected to the eN-Crypt 100 using the 4-pin modular jack. XE  "controller interface port" 


	PINpad Operations
	The controller application program directs all PINpad device operations (such as text display and PIN entry sequences) by sending message packets. For further information regarding message packets, see Chapter 4, Master/Session packets and Chapter 5, DUKPT packets.



	PINpad 

Encryption
	PIN encryption is based upon the ANSI X3.92 DES XE  "ANSI X3.92 DES"  encryption algorithm as implemented in the eN-Crypt 100 firmware.  The eN-Crypt 100 is fully compliant  with ANSI X9.8 XE  "ANSI X9.8"  and ANSI X9.24 XE  "ANSI X9.24" .  If set in DUKPT mode, the eN-Crypt 100 uses the Derived Unique Key Per Transaction (DUKPT) method for security.  If in Master/Session mode, the eN-Crypt 100 uses the master/session key management method for key security.


	Selecting a location

 for the 

eN-Crypt 100
	Determine a location for the eN-Crypt 100 that allow for easy use and offers adequate ventilation and protection.

As a general rule, keep the eN-Crypt 100 away from:

•
excessive heat

•
oil or moisture

•
excessive dust

•
excessive electrical noise 

•
direct sunlight

 XE  " eN-Crypt 100:locating" 

	Power and ESD Protection
	The eN-Crypt 100 meets or exceeds high standards for protection against power line transient noise and environmental electrostatic discharges (ESD) XE  "environmental electrostatic discharges (ESD)" . However, there are environments which exceed these standards.

Noisy power, power disruptions, and environmental ESD may have harmful effects with respect to eN-Crypt 100 operations.  These factors do not usually result in permanent damage, but their presence can result in the corruption of eN-Crypt 100 memory, which would require reloading keys and other customized programming.  The use of surge suppressers, torrid noise filters, or un-interruptable power supplies (UPS) can help avoid device failure when using the eN-Crypt 100 in an electrically hostile environment.




	Unpacking
	Upon receipt of your eN-Crypt 100, inspect the shipping carton and its contents for damage. If the eN-Crypt 100 has been damaged during shipment, file a claim immediately with the shipping company and notify Ingenico.


 XE  " eN-Crypt 100:unpacking" 
	   [image: image3.wmf]
	WARNING
Do not use the eN-Crypt 100 if it has been damaged.  There is a danger of electrical shock and a potential for further damage to the unit or connected equipment.




	
	To unpack the eN-Crypt 100:

1.
Remove the eN-Crypt 100 from the shipping carton.

2.
Remove the protective plastic wrap and place the unit on a table or counter top.

3.
Remove the protective plastic wrap from the display panel.

4.
Replace all the packing materials, close the lid and save the carton for re-packing for future transport.




	Connecting the  eN-Crypt 100 to the Controller
	To connect the eN-Crypt 100 to the controller:

1.
Insert the 4-position modular plug on the PINpad cable into the modular jack in the back of the eN-Crypt 100, as shown in Figure 2–1. 

2.
Insert the other end of the cable into the appropriate 6-pin DIN port in the back of the controller.  Consult the documentation that accompanies your controller to determine the appropriate port.

3.
The eN-Crypt 100 powers up when the controller is powered up.




 XE  " eN-Crypt 100:connecting to the controller" 

 XE  "controller:connecting to the eN-Crypt 100" 
Figure 2–1: Connecting the eN-Crypt 100 to the controller

[image: image4.wmf]
	Cleaning
	Clean the eN-Crypt 100 as required by using a clean, slightly damp cloth with water and a mild soap or cleaner. Do not use harsh chemicals.


 XE  " eN-Crypt 100:cleaning" 

 XE  " eN-Crypt 100:troubleshooting the installation" 
	   [image: image5.wmf]
	WARNING
The eN-Crypt 100 can be damaged by liquids. Do not use spray liquid cleaners directly on the unit. Always apply the cleaner to a cloth before cleaning the eN-Crypt 100.




	Troubleshooting
	Should you encounter a problem in eN-Crypt 100 operation, use the following troubleshooting guide to fix the problem.  




Table 2–1: Troubleshooting

	Problem
	Possible Solution

	
	1.
Check all the cable connections to make sure that they are firmly attached.

	Display Panel does 

not work
	2.
Check the controller’s AC outlet to ensure that the outlet is supplying sufficient power. Substitute the controller’s power pack with another power pack.

	
	3.
The controller’s application program might not be loaded correctly—try downloading the application program and try again.

	
	4.
For persistent problems, contact an Ingenico service representative.

	Keypad does not respond
	1.
Check your display panel. If the wrong or no characters are displayed, refer to the solutions in Display Panel does not work.

	
	2.
For persistent problems, contact an Ingenico service representative.


	Error Messages
	Appendix E lists and explains the different prompts and error messages XE  "error messages"  that can appear on the eN-Crypt 100 display panel. Refer to this section or your application’s reference manual if you see a message that you do not understand.



	Returning the

eN-Crypt 100
	Unless explicitly instructed by an Ingenico service representative, do not attempt any service, adjustments or repairs on the eN-Crypt 100.  Such action can invalidate your warranty. XE  " eN-Crypt 100:repairs" 
If your equipment failure cannot be resolved by your own support staff, contact the appropriate Ingenico service center XE  "Ingenico service center"  listed below. Make sure to have the eN-Crypt 100 serial number at hand when you make the call. 

In Canada:
RBA Inc.

3190 Orlando Drive

Mississauga, Ontario

L4V 1T5

1–800–387-3938 or (905) 672–1048

In the USA:
Gibbs Management Group

P.O. Box 956190

3751 Venture Drive, Suite 260

Duluth, Georgia 30136

(770) 476–4999




	Programming the eN-Crypt 100
	eN-Crypt 100 operations and diagnostics are determined by the application  XE  "application " software which resides in the connected controller.  To program the eN-Crypt 100, you must program the application code running on the controller with the necessary message packets (or commands) that the PINpad can interpret.  



	Planning the application program
	Before programming the eN-Crypt 100, determine the requirements for your application:

•
key management required: Master/Session or DUKPT.

•
specify the prompts and commands which should be used for customer PIN entry.

•
determine whether custom prompts will be needed.

•
information entry:  from the eN-Crypt 100 keypad, the controller cardreader, the controller keypad, or some combination of these methods.

•
controller baud rate.

•
customer PIN encryption requirements.



	
	Data Entry Events

The sequence of data entry events can vary, as described in the following scenarios:

•
the card data can be entered before or after the retailer enters the transaction amount.

•
the PIN can be entered before or after the retailer enters the transaction amount.

•
the transaction amount can be canceled at nearly any time.

•
the controller can request single key entries or entire key sequences

Entry sources can also vary:

•
the retailer can slide the customer card through the slot on he controller.

•
the retailer can enter the card data using the controller keypad.



	
	PIN Requirements

PIN entry may or may not be required. The PIN requirement may be indicated by:

•
the account number falling within the appropriate range on the account table.

•
the Retailer entering a keystroke sequence at the controller, which causes the PIN request.



	
	Display Possibilities

•
while idle, the display can show default prompts or your own custom messages.

•
the displayed messages can rotate in a sequence you specify.

The controller can direct the eN-Crypt 100 to:

•
display a single message.

•
display rotating messages, which change at 2 second intervals.

•
request a single key entry from the customer.

•
request a key sequence from the customer and echo the entry on the LCD display.

•
request a PIN entry from the customer, encrypt the PIN, create the PIN block and echo the customer display as asterisks to ensure confidentiality.



	
	Command Format Errors

•
The eN-Crypt 100 has a limited capability to check for command format errors.

•
Commands which are incorrectly framed with STX/ETX/LRC or SI/SO/LRC will cause eN-Crypt 100 to reply with an NAK character.

•
Invalid characters in place of prescribed characters may be accepted and the command executed as if correct.

•
Some format errors cause a"CMD ERR" number to display on the eN-Crypt 100, as described in Appendix E.

•
Commands which are truncated or missing field separators may cause eN-Crypt 100 to emit an error beep, and reply with an EOT character.

•
Commands with fields longer than the allowed maximum length may cause eN-Crypt 100 to truncate the field to the maximum length, and interpret the extra characters as the subsequent field. . If there is no subsequent field, eN-Crypt 100 will ignore the extra characters.

•
Messages with invalid command codes will cause eN-Crypt 100 to reply with ACK or NAK but have no other effect.



	Master/Session and DUKPT Command Types
	The eN-Crypt 100 supports both Master/Session and Derived Unique Key Per Transaction (DUKPT) methods of encryption key management. Though the message packet formats for Master/Session and DUKPT are similar, some commands use different formats.  There are also several commands which are specific to DUKPT that are not supported when the PINpad is set as a Master/Session PINpad, and vice versa.

To alleviate any confusion regarding the formats, message packets for Master/Session and DUKPT are presented in separate chapters.  Chapter 4 describes Master/Session packets and Chapter 5 describes DUKPT packets.




	
	This chapter describes the message packets which are supported when the eN-Crypt 100 is set in Master/Session mode.  The message packets are sent to and from the eN-Crypt 100 to manipulate operations or control specific functions.  The following basic aspects of the packet protocol, which are common to all the message packets, are presented below:

•
control characters

•
Master/Session packet structure

•
NAKs, EOTs, and timeouts


	Control Characters
	eN-Crypt 100 message packets require the use of the control characters  XE  "control characters " and abbreviations described in Table 4–1 to structure the data being sent to and from the PINpad.


Table 4–1: Master/Session Control Characters

	Control 

Character
	Hexadecimal

Value
	Description

	STX XE  "STX" 
	02h
	Start of Text.  

Precedes a sequence of characters that is to be treated as an entity and transmitted in its entirety to the destination.

	ETX XE  "ETX" 
	03h
	End of Text. 

Signifies the end of a character sequence.

	SI XE  "SI" 
	0Fh
	Shift In

	SO XE  "SO" 
	0Eh
	Shift Out

	EOT XE  "EOT" 
	04h
	End of Transmission.

Sent to indicate the termination of a transmission sequence or to indicate that an error has occurred and the message has been aborted. 

	ACK XE  "ACK" 
	06h
	Acknowledgment. 

Sent by a receiver to indicate that the message has been received without error or that it is ready to receive.

	NAK XE  "NAK" 
	15h
	Negative Acknowledgment.

Sent by a receiver to indicate that an error has occurred in receiving the message.

	FS
	1Ch
	Field Separator, required to indicate the end of a message parameter field.


—continued—

Table 4–1: Master/Session Control Characters (continued)

	LRC XE  "LRC" 
	
	Longitudinal Redundancy Check. It is sent after an ETX to verify the message.  The LRC is generated by taking an exclusive-or (XOR) of each character in the message after the STX up to and including the ETX.

	SUB XE  "SUB" 
	1Ah
	Message Parameter—Substitute


	Master/Session packet structure XE  "packet structure" 
	All Master/Session message packets conform to one of the two following packet structures:

•
<STX>data<ETX> {LRC}

•
<SI>data<SO> {LRC}

<STX>, <SI>, <ETX>, <SO> and the LRC are control characters while data represents the command/packet data to be transmitted.  Any other type of packet is ignored by the eN-Crypt 100.  

Full compliance with the packet protocols (including ACK/NAK/EOT dialogue), which is required to guarantee proper eN-Crypt 100 performance, is described in the detailed message packet descriptions provided in this chapter.



	NAKs, EOTs 

and timeouts
	When either the eN-Crypt 100 or the controller receive a NAK, it re-transmits its last message packet and increments the NAK  XE  "NAK " counter for the session by one.  If more than three NAKs occur during the same session, the transmitting device sends an EOT to terminate the session.

The PINpad or the controller times out if it does not receive the expected response from the other device within 15 seconds.  When timeout XE  "timeout"  occurs, the device sends an EOT XE  "EOT"  to terminate the session.




	Message Packet

Definitions
	The remaining sections of this chapter provide detailed definitions and information for all the Master/Session message packets supported on the eN-Crypt 100.  Message packets are organized into three general categories, and are presented in these corresponding sections within this chapter:

•
System Messages are documented starting on page 4–4.

•
Standard VISA Communication Messages are documented starting on page 4–22

•
General Communication Messages are documented starting on page 


4–27

The last section of the chapter, starting on page 4– 52, presents examples of typical communication sequences between the eN-Crypt 100 and the controller.  

In addition to being grouped into the three general category types, message packets are listed in numerical and alphabetical order. 

The entry for each message packet includes:

•
Purpose—a brief definition of the message.

•
Description—contains additional information or explanations regarding the use of the packet.

•
Packet Length—indicates the length of the packet in bytes.

•
Packet Format—identifies each part of the message packet.

•
Packet Elements—explains each part of the message packet.

•
Example—provides an example of correct construction and use of the packet.

•
Protocol—illustrates the transmission sequence between the PINpad and the controller.




System Messages

	
	System messages between the eN-Crypt 100 and the controller run only upon request. These message packets 01–15 (as listed below in Table 4–2) can be run during the same session that you load master keys or use the controller.   Each message packet is described in detail on pages 4– 5 through 4–21.




Table 4–2: System Messaage packets

	Code
	Name

	01
	Run Diagnostic Function Routine

	02
	Transfer Master Key

	04
	Check Resident Master Key

	05
	Transfer Serial Number

	06
	Request Serial Number

	08
	Select Master Key

	09
	UART Loopback Test

	0A
	Set Corporate Prompt

	0B
	Configure Function Keys

	11
	PINpad Device Connection Test

	12
	Select Prompt Language

	13
	Set Baud Rate

	15 
	Set Key Management


01
Run Diagnostic Function Routine XE  "Run Diagnostic Function Routine" 
	Purpose:
	Designed to cause the PINpad device to run a diagnostic function.  It is only partially implemented on the eN-Crypt 100 to maintain compatibility with existing controller applications, such as Verifone® PINpad 1000 specific applications.



	Description:
	Initiated by the controller, the response to this test is always an ACK (test successful) and an EOT in order to satisfy the test criteria.  It has no other effect.



	Packet Length:
	7 characters.

	Packet Format:
	<SI>01 diagnostic_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	01
	2
	Run Diagnostic Function Routine command

	
	diagnostic_code
	2
	Two-byte ASCII value which indicates the test to run. Range 00–09.   PINpad accepts command even if value is out of range.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>0101<SO>
This packet sends the PINpad a request to run diagnostic test 1, the one-time RAM test.  Since the diagnostic feature is not available in the current eN-Crypt 100 release, the PINpad replies with an ACK followed immediately by an EOT to satisfy the test completion criteria.



	Protocol:
	[image: image6.wmf]



02
Transfer Master Key XE  "Transfer Master Key" 
	Purpose:
	Sends a specified master key from the controller to the PINpad.



	Description:
	You must specify the PINpad master key memory address (0–9) to be loaded, using one of the ten available storage locations.  Once transferred, the master key contained in the packet overwrites any master key previously stored at the memory location specified.  The command automatically verifies that the PINpad receives the same key that is sent. The last master key to be injected becomes the current master key.

Note: Before transferring the master key, verify that you are overwriting a key by using Packet 04, Check Resident Master Key. 



	Packet Length:
	22 characters.

	Packet Format:
	<SI> 02 master_key_address  master_key  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	02
	2
	Transfer Master Key command

	
	master_key_address
	1
	Master key address to be loaded. Range 0–9.  Results undefined if out of range.

PINpad accepts any hexadecimal.

	
	master_key
	16
	ASCII message in hex to define the 16 byte master key.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>0201234567890ABCDEF<SO>
Loads the master key 1234567890ABCDEF into memory address 0. 



	Protocol:
	[image: image7.wmf]


04
Check Master Key XE  "Check Master Key" 
	Purpose:
	Checks whether or not the PINpad has a master key already stored at a specific master key memory address.  



	Description:
	The controller sends the Check Master Key request to check a specified master key memory address (0–9).  The PINpad responds to the request by sending a response Packet 04 back to the controller which indicates whether or not a resident master key XE  "master key"  was found.  Using Packet 04 before sending a new master key prevents accidentally overwriting the resident master key. 

Note:  This command disabled when  the eN-Crypt 100 is in DUKPT mode. 



	Packet Lengths:
	Request packet: 6 characters

Response packet: 6 characters



	Request Packet Format:
	<SI> 04  master_key_address  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	04
	2
	Check Master Key command

	
	master_key_address
	1
	Master key address to be checked.  Range 0–9.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Request Packet Example:
	<SI>045<SO>{LRC}
This packet requests the PINpad to check for the presence of a master key at memory location 5. 



	Response Packet Format:
	<SI> 04  response_code  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	04
	2
	Check Master Key command

	
	response_code
	1
	Indicates master key status at address requested:

0
No master key at address

F
Master key at address

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Response Packet Example:
	<SI>040<SO>{LRC}
This response packet indicates that the memory location specified by the request packet does not contain a master key. 
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05
Transfer Serial Number XE  "Transfer Serial Number" 
	Purpose:
	Transfers the controller internal serial number XE  "internal serial number"  to the eN-Crypt 100.  



	Description:
	Before using Packet 05 to assign the serial number, use Packet 06 to check  for an existing internally-stored serial number. 



	Packet Length:
	21 characters.



	Request Packet Format:
	<SI> 05  version  yymmdd  facility  batch  group  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	05
	2
	Transfer Serial Number command

	
	version
	3
	eN-Crypt 100 version number.

	
	yymmdd
	6
	Release date in year-month-day format.

	
	facility
	1
	Production facility code

	
	batch
	2
	Production batch code

	
	group
	4
	Group serial number. Range 0001–9999.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>05246960101A001224<SO>{LRC}
This packet sets the internal serial number XE  "internal serial number"  of the PINpad to 246960101A001224  (the version is 246, release date is 960101, production facility code is A, production batch code is 00, and the group serial number is 1234).



	Protocol:
	[image: image9.wmf]


06
Request Serial Number XE  "Request Serial Number" 
	Purpose:
	Directs the PINpad to transmit its internal serial number to the controller. 



	Description:
	Packet 06 enables the controller to request that the PINpad return its internally-stored serial number. If no serial number is currently stored, it returns a hex ASCII string that translates to 16 bytes of zeroes (0).  See Packet 05, Transfer Serial Number, to transfer an internal serial number.


	Packet Length:
	Request packet: 5 characters

Response packet: 21 characters



	Request Packet Format:
	<SI> 06<SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	06
	2
	Request Serial Number command

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Request Packet Example:
	<SI>06<SO>{LRC}
This packet requests the PINpad to return its internally-stored serial number to the controller.



	Response Packet Format:
	<SI> 06 version  yymmdd  facility  batch  group  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	06
	2
	Request Serial Number command

	
	version
	3
	eN-Crypt 100 version number.

	
	yymmdd
	6
	Release date in year-month-day format.

	
	facility
	1
	Production facility code

	
	batch
	2
	Production batch code

	
	group
	4
	Group serial number. Range 0001–9999.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Response Packet Example:
	<SI>05246960101A001224<SO>{LRC}
This packet returns the current PINpad internal serial number of 246960101A001224  (the version is 246, release date is 960101, production facility code is A, production batch code is 00, and the group serial number is 1234).
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08
Select Master Key XE  "Select Master Key" 
	Purpose:
	Selects a master key stored at a specific PINpad master key memory address.  



	Description:
	There are 10 possible master key memory locations (0–9).  It is strongly recommended that the controller always send this packet first, before sending a request for PIN entry (Packets 70, Z60, Z62). 

Note:  This command disabled when eN-Crypt 100 is in DUKPT mode. 



	Packet Length:
	6 characters



	 Packet Format:
	<SI>08 master_key_address  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	08
	2
	Select Master Key command

	
	master_key_address
	1
	Indicates the master key memory location. Range 0–9.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>087<SO>{LRC}
This packet selects the master key stored in memory address 7. 
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09
UART Loopback Test XE  "UART Loopback Test" 
	Purpose:
	Verifies the circuits in both the controller and eN-Crypt 100, and verifies that the UART codes are functioning correctly. 



	Description:
	Only the controller can initiate this test.



	Packet Lengths:
	Request packet: 5 characters

Response packet: 16 characters



	Request Packet Format:
	<SI> 09 <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	09
	2
	UART Loopback Test command

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Request Packet Example:
	<SI>09<SO>{LRC}
This packet initiates the UART Loopback test on the PINpad. 



	Response Packet Format:
	<SI> 09<SUB>PROCESSING <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	09
	2
	Check Master Key command

	
	<SUB>
	1
	Substitute character–1Ah

	
	PROCESSING
	10
	Text

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Response Packet Example:
	<SI>09<SUB>PROCESSING<SO>{LRC}
The response packet is used for comparison by the controller/PINpad. 




	Protocol:
	[image: image12.wmf]


0A
Set Corporate Prompt XE  "Set Corporate Prompt" 
	Purpose:
	Selects the corporate prompt to appear on the eN-Crypt 100 display after power up.  



	Description:
	After the version number is displayed at power up, the prompt defined by Packet 0A is shown, right-justified, for two seconds.  Once defined by Packet 0A, the prompt is stored in the PINpad non-volatile RAM for future power cycles.  The two second interval for displaying the corporate prompt can be cut short by any valid packet coming from the controller. 

This function can be disabled by sending a zero length prompt.



	Packet Length:
	Minimum 5 characters

Maximum 21 characters



	 Packet Format:
	<SI> 0A prompt <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	0A
	2
	Set Corporate Prompt command

	
	prompt
	0-16
	Prompt to display after power up prompt.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>0AVERIFACT<SO>
After the version number is displayed at power up, VERIFACT is displayed, right-justified, for two-seconds. 
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0B
Configure Function Keys XE  "Configure Function Keys" 
	Purpose:
	Enables or disables the CANCEL key/function keys on the eN-Crypt 100 keypad. 



	Description:
	If you enable the CANCEL key, any current operation is canceled when it is pressed.  If disabled, the CANCEL key acts as a general function key with key value “D”.  Packets Z40 and Z42 always treat the CANCEL key as a general function key “D”, even when it has been enabled.

Function keys can be turned on or off only during Z40 and Z42 operations. 

Packet 0B settings are stored in the PINpad non-volatile RAM for future power cycles.  They can only be destroyed during a PC MEM Test. 



	Packet Length:
	6 characters.



	Packet Format:
	<SI> 0B flag  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	0B
	2
	Configure Function Keys command

	
	flag
	1
	0
CANCEL key Off

1
CANCEL key On

2
Function keys Off

3
Function keys On

PINpad will accept any numeric.  If flag is out of range, then PINpad will ignore this command.

Note:  
0 and 1 settings do not affect Packets Z40 or Z42.

2 and 3 settings only affect Packets Z40 or Z42.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>0B1<SO>{LRC}
This packet enables the CANCEL key. 
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11
PINpad Device Connection Test XE  "PINpad Device Connection Test" 
	Purpose:
	Verifies that the communication connection between the controller and the PINpad is functional.  



	Description:
	The controller receives an ACK from the PINpad within one second if the connection is up. If the controller does not receive the ACK within 1 second, it assumes the PINpad is not connected. 



	Packet Length:
	5 characters



	Packet Format:
	<SI> 11 <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	11
	2
	PINpad Device Connection Test command

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>11<SO>
If the PINpad responds with an ACK within one second, the connection is sound.  Any other result means the connection is unsound.
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12
Select Prompt Language XE  "Select Prompt Language" 
	Purpose:
	Designed to select prompts in a language other than English, this packet has no effect upon the eN-Crypt 100.  



	Description:
	Since the eN-Crypt 100 only supports English prompts, this message packet has been implemented only to provide compatibility with existing controller applications.  Packet 12 results in no change in the PINpad operation. 



	Packet Length:
	6 characters



	Packet Format:
	<SI> 12 language_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	12
	2
	Select Prompt Language command

	
	language_code
	1
	Language selection.  PINpad accepts any numeric.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>121<SO>
This packet results in no change to the prompt language (always English). 
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13
Set Baud Rate XE  "Set Baud Rate" 
	Purpose:
	Sets the speed for communications between the controller and the PINpad. 



	Description:
	The controller can specify one of four baud rates, as indicated below.  The factory setting is 1200 bps.



	Packet Length:
	6 characters



	Packet Format:
	<SI> 13 baud_rate_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	13
	2
	Set Baud Rate command

	
	baud_rate_code
	1
	Baud rate codes:

1
1200 baud

2
2400 baud

3
4800 baud

4
9600 baud

PINpad will accept any numeric.  

If the baud rate code is missing or is set to a value other than shown above, the rate is set to 1200.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>134<SO>
Selects 9600 baud. 
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15
Set Key Management XE  "Set Key Management" 
	Purpose:
	Sets the PINpad to one of the two key management modes available.



	Description:
	The controller can set the eN-Crypt 100 to one of two modes for key management:

•
Master/Session (MKEY)

•
DUKPT (DKEY)

The eN-Crypt 100 retains this setting even if powered off.

	Packet Length:
	9 characters



	Packet Format:
	<SI>15 key_mgmt_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	15
	2
	Set Key Management command

	
	key_mgmt_code
	4
	Key management codes:

MKEY
Master/Session

DKEY
DUKPT

If the key management code is missing or is set to a value other than shown above, Packet 15 is ignored and aborted by an <EOT>.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>15MKEY<SO>
This packet selects Master/Session mode.

<SI>15DKEY<SO>
This packet selects DUKPT mode.
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Standard VISA Communication Messages XE  "Standard VISA Communication Messages" 
	
	The standard Master/Session messages sent between the eN-Crypt 100 and the controller follow the VISA message packet format. This enables you to program the eN-Crypt 100 with standard VISA prompts and control of the PINpad display.  The standard message packets shown in Table 4-3 are supported on the eN-Crypt 100.  Each message packet is described in detail on pages 4– 23 through 4–26.




Table 4–3: Standard VISA Communication Messages

	Code
	Name

	70
	Request PIN Entry

	71
	Transfer PIN block

	72
	Cancel Session Request


70
Request PIN Entry XE  "Request PIN Entry" 
	Purpose:
	Causes the PINpad to cycle through the following prompts, one at a time, until a PIN is entered:

1  TOTAL 

2  $xxxx.xx (amount of the sale provided by the controller)

3  ENTER PIN
4  PUSH OK


	Description:
	While waiting for the customer PIN entry, the PINpad will only execute packet 72, Cancel Session.

Once the PIN has been entered, the PINpad displays PROCESSING and PIN PAD until the CLEAR key is pressed or another packet is sent to the PINpad.

Null PIN entry is not allowed, and the PIN entered must be between 4–12 digits. 



	Packet Length:
	Minimum 34 characters.  

Maximum 49 characters.



	Packet Format:
	<STX> 70. account_number <FS> working_key amount  <ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	70
	2
	Request PIN Entry command

	
	.
	1
	Command delimiter, a period “.”–2Eh

	
	account_number
	8–19
	Card account number.

	
	<FS>
	1
	Field separator–1Ch

	
	working_key
	16
	Working key encrypted using current master key. If this field is zero filled, the current master key is used as the working key.

	
	amount
	3–7
	Amount of sale for display on the PINpad, which must include a decimal point.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>70.0123456789012345678<FS>ABCDEF01234567899.99<ETX> {LRC}
This packet includes a card account number of 0123456789012345678, a working key of ABCDEF0123456789, and a transaction amount of $9.99. 




	Protocol:
	[image: image19.png]CONTROLLER

‘SendFequest PN Entyrequest

e LR and e packet achy
Sre omest sEndon 306

<ack>

Fih LRC isincanso snd ahiAK
“iarthres NAKS, send on EOT

$Sentinel PINpad

Responds it an scirowisdgement
Whan LG 1SR, (RAK I LFC & omest)

Atemathely dispass:
ToThL

rostroc
ENtER Py
PlsH o

Cosmmerenters P, st
ore dispiyad 0 conel PIL

Send 71 response paciat
SToTL .. amoe

Atertely diplays:
PROCESEING
PN FAD






71
Transfer PIN Block XE  "Transfer PIN Block" 
	Purpose:
	Encrypts and sends the PIN block to the controller. 



	Description:
	The 71 packet is transmitted following the receipt of a PIN request (Packets 70, Z60, or Z62) and PIN entry by the customer.  The PINpad can immediately service the next message packet.



	Packet Length:
	Minimum 11 characters.  

Maximum 27 characters.



	Packet Format:
	<STX> 71. function_key pin_length 01 pin <ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	71
	2
	Transfer PIN Block command

	
	.
	1
	Command delimiter, a period “.”–2Eh

	
	function_key
	1
	Always 0—indicates no function key pressed

	
	pin_length
	2
	Pin length, in characters.  Valid range is 00, 04–12.

	
	01
	2
	Format of PIN block before encryption—value 01.

	
	pin
	16
	64-bit encrypted PIN block represented as 16 hex digits. Length is 0 if null PIN is entered.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>71.012010123456789101112<ETX> {LRC}
This packet indicates no function key was pressed and the PIN is 12 characters long. 



	Protocol:
	See Packet 70 Protocol section.


72
Cancel Session Request XE  "Cancel Session Request" 
	Purpose:
	Causes the PINpad return to the idle state.



	Description:
	Packet 72 is the only packet type which can cancel the following PIN/data entry packet commands:

•
PIN entry—packets 70, Z60, Z62

•
Data entry—packets Z40, Z42, Z50

While in one of these two entry modes, the PINpad responds to a received packet 72 by sending an EOT to terminate the session.  If not in either entry mode, the PINpad normally responds with an ACK to packet 72.



	Packet Length:
	5 characters.



	Packet Format:
	<STX> 72<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	72
	2
	Cancel Session Request command

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>72<ETX> {LRC}
The PINpad changes to the idle state. 
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General Communication Messages XE  "General Communication Messages" 
	
	General message packets have been created for use with the eN-Crypt 100 to provide you with the means to implement special prompts and data entry requirements required by your application.  The request and response message packets shown in Table 4-4 pass between the controller and the PINpad to enable operations.  Each message packet is described in detail on pages 4–28  through 4–51.




Table 4–4: General Communication Messages

	Code
	Name

	Q2
	Indicate Host Done

	Q5
	Alternate PROCESSING prompt

	Z1
	Return to Idle State

	Z2
	Display a String

	Z3
	Display Rotating Messages 

(redefined in DUKPT)

	Z7
	Enable/Disable CANCEL REQUESTED

	Z8
	Set/Reset Idle Prompt

	Z40
	Request Key Code

	Z41
	Return Key Code

	Z42
	Request Key Value

	Z43
	Return Key Value

	Z50
	Request String Input

	Z51
	Return String Input

	Z60
	Accept and Encrypt PIN

(redefined in DUKPT)

	Z62
	Accept and Encrypt PIN–Custom Prompts

(redefined in DUKPT)

	Z66
	Request MAC

	Z67
	Return MAC


Q2
Indicate Host Done XE  "Indicate Host Done" 
	Purpose:
	Indicates to the eN-Crypt 100 PINpad that the host has responded and that the transaction has concluded.  This enables the PINpad to display a message to the customer to the same effect. 



	Description:
	Upon receipt of Packet Q2, the PINpad displays THANK YOU for two seconds, followed by the idle prompt. 



	Packet Length:
	5 characters.



	Packet Format:
	<STX> Q2<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Q2
	2
	Indicate Host Done command

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Q2<ETX> {LRC}
The PINpad displays THANK YOU , then returns to the idle state. 
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Q5
Alternate PROCESSING Prompt XE  "Alternate PROCESSING Prompt" 
	Purpose:
	Selects the text for a second message which is to be shown on the eN-Crypt 100 display in rotation with the PROCESSING message.



	Description:
	You can select one of two second messages: PIN PAD or PIN PAL, the former being the default. The alternate message appears with PROCESSING after PIN entry, and following  either Packet Z60 (Accept and Encrypt PIN) or Packet Z70 (Request PIN Entry).  



	Packet Length:
	6 characters.



	Packet Format:
	<STX> Q5 flag <ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Q5
	2
	Alternate PROCESSING Prompt command

	
	 flag 
	1
	Selects companion message:

0
PIN PAD
1
PIN PAL

If flag out of range, selects PIN PAL.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Q50<ETX> {LRC}
The PINpad displays PIN PAD, in rotation with the PROCESSING prompt. 
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Z1
Return to Idle State XE  "Return to Idle State" 
	Purpose:
	Returns the PINpad to the idle state. 



	Description:
	When returned to the idle state, the PINpad displays the idle prompt

(<--------- or the idle prompt specified by Z8 Set/Reset Idle Prompt).



	Packet Length:
	5 characters.



	Packet Format:
	<STX> Z1<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z1
	2
	Return to Idle State command

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z1<ETX>{LRC}
The PINpad returns to the idle state. 
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Z2
Display a String XE  "Display a String" 
	Purpose:
	Directs the eN-Crypt 100 to display a single string message. 



	Description:
	The PINpad displays the message specified by Packet Z2 until the customer presses CLEAR or until it receives another message from the controller which changes the message contents or returns to the idle prompt.  The exceptions are Packets Z40, Z42, Z50, Z60—the message remains intact upon receipt of any one of these four packets.  Without a <SUB> but with a null message, the previous message displayed on the PINpad remains shown.



	Packet Length:
	Minimum 5 characters.

Maximum 22 characters.



	Packet Format:
	<STX> Z2<SUB> message <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z2
	2
	Display a String command

	
	<SUB>
	1
	Optional, it clears the display.  Substitute character–1Ah

	
	message
	0–16
	Message or prompt to display, in ASCII format (not counted string).

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z2 THX<ETX>{LRC}
The PINpad appends  THX to the end of the currently displayed message.

<STX>Z2<sub>PLZ SLIDE CARD<ETX>{LRC}
The PINpad clears the current display and then displays the message

 PLZ SLIDE CARD .
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Z3
Display Rotating Messages XE  "Display Rotating Messages" 
	Purpose:
	Directs the PINpad to display up to nine messages or prompts in rotation. 



	Description:
	The PINpad displays a sequence of up to nine messages in rotation at two-second intervals. The display rotation ceases when the customer presses CLEAR or when the PINpad receives another message—with the exception of Packets  Z40, Z42, Z50, and Z60.  On receipt of any of Packets Z40,Z42,Z50 or Z60,  display rotation continues. Special cases:

Z30<SUB>    clears the display.

Z30                returns to idle prompt.

Unlike Z2, the PINpad does not append to the previous display message.



	Packet Length:
	Minimum 6 characters.

Maximum 176



	Packet Format:
	<STX> Z3 count <SUB> message_1 <FS> message_2 <FS> . . . 
 message_9 <<ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z3
	2
	Display Rotating Messages command

	
	count
	1
	Specifies the number of messages.

Not Used.  Fill with any ASCII digit '0'-'9'.

	
	<SUB>
	1
	Optional, it clears the display.  Substitute character–1Ah

	
	message_1
	0–16
	First ASCII message (not counting string)

	
	<FS>
	1
	Optional field separator–1Ch.  Only required when a subsequent message is being defined.

	
	message_2 . . . 9
	0–16
	Next message or prompt to display.  Each message in the sequence must be delimited by  a <FS>, except the last message being defined.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z33<SUB>WELCOME<FS>PLEASE<FS>SLIDE CARD<ETX>{LRC}
The PINpad clears the current display and displays the following messages at two-second intervals:  WELCOME, PLEASE, and SLIDE CARD. 
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Z7
Turn ON/Off CANCEL REQUESTED XE  "Turn ON/Off CANCEL REQUESTED" 
	Purpose:
	Disables (off) or enables (on) the CANCEL REQUESTED prompt.



	Description:
	Packet Z7 allows you to control whether or not the CANCEL REQUESTED message is displayed when the CLEAR key is pressed or when the controller requests a cancel termination. 

When CANCEL REQUESTED is displayed, it is shown for 3 seconds.

	Packet Length:
	6 characters.



	Packet Format:
	<STX> Z7 flag <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z7
	2
	Turn On/Off CANCEL REQUESTED command

	
	flag
	1
	Command flag:

0
Show message

1
Do not show message

If flag out of range, do not show message.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z71<ETX>{LRC}
Disables the CANCEL REQUESTED prompt.
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Z8
Set/Reset Idle Prompt XE  "Set/Reset Idle Prompt" 
	Purpose:
	Sets the PINpad idle prompt display.



	Description:
	Send Packet Z8 with a null string to reset the PINpad display to the default idle prompt—a cycling arrow <---------.  To specify a different prompt, use field prompt.



	Packet Length:
	Minimum 5 characters.

Maximum 21 characters.



	Packet Format:
	<STX> Z8 prompt <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z8
	2
	Set/Reset Idle Prompt command

	
	prompt
	0–16
	Prompt to display when in the idle state.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z8<ETX>{LRC}
This packet does not specify a prompt to display.  The PINpad is directed to display the cycling arrow.



	Protocol:
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Z40
Request Key Code XE  "Request Key Code" 
	Purpose:
	Requests the key code for a key which is to be pressed on the eN-Crypt 100 keypad. 



	Description:
	The controller sends Packet Z40 after the PINpad has displayed one or more prompts requesting the customer to press a key (Packet Z2 or Z3). Using the timeout parameter, you can specify how long the PINpad waits for input before a timeout. If  timeout is zero, then the PINpad waits with no timeout.

Once a key has been pressed, the PINpad sends a key code to the controller, which represents the actual key pressed.  The PINpad does not echo the input on the display.

See Packet Z41, Return Key Code, for a description of how the PINpad responds to this request and for a list of valid key codes. 



	Packet Length:
	9 characters.



	Packet Format:
	<STX> Z40 timeout <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z40
	3
	Request Key Code command

	
	timeout
	1–3
	Timeout value, in seconds:

0–255 is the valid range.  PINpad will accept any numerics.  Timeout undefined if out of range.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z40120<ETX>{LRC}
This packet requests a single key entry from the PINpad and allows the customer 120 seconds to press a key from the keypad.  Once pressed, the PINpad sends a key code representing the key to the controller using the Z41 Packet.
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	[image: image28.wmf]


Z41
Return Key Code XE  "Return Key Code" 
	Purpose:
	Returns a key code to the controller, which represents an actual key pressed on the eN-Crypt 100 keypad.



	Description:
	The following lists the keys which can be pressed on the eN-Crypt 100 keypad and the corresponding key code for each key:

PINpad key
Key code
1
1
2
2
3
3
4
5

5
6

6
7

7
9

8
10

9
11

CLEAR
13
0
14
OK
15
A
16
B
17
C
18
D
19
Note that Function keys A–D can be enabled/disabled.



	Packet Length:
	Minimum 7 characters.

Maximum 8 characters.



	Packet Format:
	<STX> Z41 key_code <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z41
	3
	Return Key Code command

	
	key_code
	1–2
	Code for key entered, as shown above.  Value for this field is “?” if the device times out..

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z416<ETX>{LRC}
The packet returns the key code 6, which indicates that the customer pressed the  key on the keypad.



	Protocol:
	See Z40 Protocol section.


Z42
Request Key Value XE  "Request Key Value" 
	Purpose:
	Requests the ASCII value for a key which is to be pressed on the eN-Crypt 100 keypad. 



	Description:
	The controller sends Packet Z42 after the eN-Crypt 100 PINpad has displayed one or more messages requesting the customer to press a key (Packet Z2 or Z3). Using the timeout parameter, you can specify how long the PINpad waits for input before a timeout. If  timeout is zero, then the PINpad waits with no timeout.

Once a key has been pressed, the PINpad sends the ASCII value which represents the actual key pressed to the controller.  The PINpad does not echo the input on the display.

See Packet Z43, Return Key Value,  for a description of how the PINpad responds to this request. 



	Packet Length:
	9 characters.



	Packet Format:
	<STX> Z42 timeout <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z42
	3
	Request Key Value command

	
	timeout
	1–3
	Timeout value, in seconds:

0–255 is the valid range.  PINpad will accept any numerics.  Timeout undefined if out of range.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z4250<ETX>{LRC}
This packet requests a single key entry from the PINpad and allows the customer 50 seconds to press a key from the keypad.  Once pressed, the PINpad sends the key ASCII value to the controller using the Z43 Packet.
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Z43
Return Key Value XE  "Return Key Value" 
	Purpose:
	Returns the ASCII key value of a key pressed on the eN-Crypt 100 keypad.



	Description:
	The following lists the keys which can be pressed on the eN-Crypt 100 keypad and the corresponding ASCII character for each key:

PINpad key
ASCII 
1
1
2
2
3
3
4
4

5
5

6
6

7
7

8
8

9
9

CLEAR
*

0
0

OK
#

A
A

B
B

C
C

D
D

Note that Function keys A–D can be enabled/disabled.



	Packet Length:
	7 characters.



	Packet Format:
	<STX> Z43 key  <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z43
	3
	Return Key Value command

	
	key
	1
	ASCII value for key entered:.

Range is 0–9, *, # , (A, B, C, D, if the function keys are enabled).  Value for this field is “?” if the device times out.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z43*<ETX>{LRC}
The packet returns the ASCII value *, which indicates that the customer pressed the CLEAR key on the keypad.



	Protocol:
	See Z42 Protocol section.




Z50
Request String Input XE  "Request String Input" 
	Purpose:
	Requests a sequence of keys (a string) to be entered on the eN-Crypt 100 keypad. 



	Description:
	The controller sends Packet Z50 after the PINpad has displayed one or more prompts requesting the customer to press a key (Packet Z2 or Z3).  The PINpad waits for the string input from its keypad. When the customer presses OK to end the string input, the PINpad returns the ASCII value equivalent of the pressed keys (0–9). 

You can control whether the keys input are shown on the display or suppressed (echo flag), the maximum number of key entries (max entry), and how long the PINpad waits for the inputs before a timeout (timeout).  If  timeout is zero, then the PINpad waits with no timeout.

During a Z50 session, only Packet 72 from the controller or the PINpad CLEAR key can cancel the session. If the customer has no data entry, pressing CLEAR cancels the operation and the PINpad sends an EOT to the controller.  If the customer has input at least one digit, the PINpad clears the entry, re-displays the previous prompt, and restarts data entry.  See Packet Z51, Return Key Value,  for a description of how the PINpad responds to this request. 



	Packet Length:
	Minimum 10 characters.

Maximum 12 characters.



	Packet Format:
	<STX> Z50 echo_flag  timeout  max_entry <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z50
	3
	Request Key Value command

	
	echo_flag
	1
	0
echo input as asterisks (*)

1
echo input as digit characters

2
do not echo input

	
	timeout
	3
	Timeout value, in seconds:

000–255 is the valid range

	
	max_entry
	2
	Maximum allowable length for keypad input:

01–49 is the valid range.

If not specified, the value 49 is used as the default

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z500120<ETX>{LRC}
The PINpad waits 120 seconds for the customer to complete the input.  The 0 following the packet identifier (Z50) indicates that the input is echoed as asterisks on the display.  Since no maximum entry has been specified, up to 49 keys can be entered.



	Protocol:
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Z51
Return String Input XE  "Return String Input" 
	Purpose:
	Returns the ASCII key values for a string entered on the eN-Crypt 100 keypad.



	Description:
	When the customer presses OK to end the string input, the PINpad returns the string of digits input (0–9) as a string.



	Packet Length:
	Minimum 6 characters.

Maximum 55 characters.



	Packet Format:
	<STX> Z51 entry  <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z51
	3
	Return String Input command

	
	entry
	1–49
	ASCII values for keys entered.

Range for each valid character is 0–9. Value for this field is “?” if the device times out.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z51222222<ETX>{LRC}
The packet returns the keypad entry 222222.



	Protocol:
	See Z50 Protocol section.


Z60
Accept and Encrypt PIN XE  "Accept and Encrypt PIN" 
	Purpose:
	Directs the eN-Crypt 100 to accept the customer PIN, to create and encrypt the PIN block, and to transmit the result of the process to the controller.



	Description:
	Packet Z60 must be preceded by a display packet, such as Packet Z2 or Z3. The PINpad transmits Packet 71 in response.

The PIN entered must be a minimum of 4 digits and a maximum of 12 digits in length.  Null entry is not allowed.



	Packet Length:
	Minimum 32 characters.

Maximum 43 characters.



	Packet Format:
	<STX> Z60. account_number  <FS> working_key <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z60
	3
	Accept and Encrypt PIN command

	
	.
	1
	Command delimiter, a period “.”–2Eh

	
	account_number
	8–19
	Card account number.

	
	<FS>
	1
	Field separator–1Ch

	
	working_key
	16
	Working key encrypted using current master key. If this field is zero filled, the current master key is used as the working key.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z60.0123456789012345678<FS>ABCDEF0123456789<ETX> {LRC}
This packet includes a card account number of 0123456789012345678 and a working key of ABCDEF0123456789.
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Z62
Accept and Encrypt PIN XE  "Accept and Encrypt PIN" 
	Purpose:
	Directs the eN-Crypt 100 to alternate two messages on the display, accept the customer PIN, encrypt the PIN block, and to display the specified processing message after the PINpad transmits the PIN block to the controller.



	Description:
	Packet Z62 differs from Packet Z60 by allowing you to specify up to two display messages or prompts before the PIN entry, to specify the PIN length, allow null PIN entry and to specify a processing message after PIN entry.  The PINpad echoes the customer PIN entry with asterisks. 



	Packet Length:
	Minimum 39 characters.

Maximum 98 characters.



	Packet Format:
	<STX> Z62. account_number  <FS> working_key  min_pin  max_pin  

 null_flag  message_1  <FS> message_2 <FS> processing_msg <ETX>{LRC}


	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z62
	3
	Accept and Encrypt PIN command

	
	.
	1
	Command delimiter, a period “.”–2Eh

	
	account_number
	8–19
	Card account number.

	
	<FS>
	1
	Field separator–1Ch

	
	working_key
	16
	Working key encrypted using current master key. If this field is zero filled, the current master key is used as the working key.

	
	min_pin
	2
	Minimum acceptable PIN length:

range is 00, 04–12. Results unpredictable if out of range.

	
	max_pin
	2
	Maximum acceptable PIN length:

range is 00, 04–12. Results unpredictable if out of range.

	
	null_flag
	1
	Y
Null PIN allowed

N
Null PIN not allowed

Results unpredictable if not 'Y' or 'N'.

	
	message_1
	0–16
	Message to alternate with message 2 until customer presses a key.  

	
	<FS>
	1
	Field separator–1Ch

	
	message_2
	0–16
	Message to alternate with message 1 until customer presses a key.  

	
	<FS>
	1
	Field separator–1Ch

	
	processing_msg
	0–16
	Processing message displayed after PIN entry.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z62.0123456789012345678<FS>ABCDEF01234567890412YTHANK YOU <FS> PLEASE ENTER PIN<FS>PLEASE WAIT<ETX> {LRC}
This packet includes a card account number of 0123456789012345678 and a working key of ABCDEF0123456789.  The PINpad alternates between displaying two messages, THANK YOU and PLEASE ENTER PIN, until the customer presses a key.  A null PIN is allowed so the customer can skip PIN entry by pressing OK.  Otherwise, the PIN entry must be a minimum of 4 digits long and a maximum of 12 digits long.  After the customer presses OK, the PINpad displays PLEASE WAIT.
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Z66
Request MAC XE  "Request MAC" 
	Purpose:
	Directs the eN-Crypt 100 to generate the Message Authentication Code (MAC) for the current packet.



	Description:
	Packet Z66 is used to direct the PINpad to generate the MAC for the current packet. The eN-Crypt 100 enters the MAC process session when it receives the initial Z66 packet from the controller.  If this initial packet is also the last packet, the PINpad returns the Z67 packet to the controller and returns to the idle state.  If the received Z66 packet is not the last packet, the PINpad calculates the MAC from the current Z66 packet and then signals that it is ready for the next Z66 packet.  This MAC process is repeated with every Z66 packet received (to a maximum of 100 packets).  On receipt of the last Z66 packet, the PINpad completes the calculation and returns the MAC to the controller.  Refer to Appendix B for more details about the MAC and Packets Z66/Z67.

Note that the eN-Crypt 100 does not support applications which use a second MAC key.



	Packet Length:
	Minimum 12 characters.

Maximum 254 characters.



	Packet Format:
	<STX> Z66 packet_flag  sequence_number  master_key_pointer  <FS>  working_key <FS><FS> message_for_MAC  <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z66
	3
	Request MAC command

	
	packet_flag
	1
	This flag indicates whether the Z66 packet is an initial/middle packet or the last packet of a sequence.  The values provided below allow you to select ASCII or ASCII Hex and ANSI MAC standards.  PINpad accepts any alphanumeric, checks only two least significant bits.

0–3 not used (unsupported BPI standard)

ANSI standard MAC
ASCII data

4
last packet

5
initial/middle packet

ASCII Hex data

6
last packet

7
initial/middle packet



—continued—

	Packet Elements

(continued):
	sequence_number
	2
	This field indicates the place this packet represents in the sequence of Z66 packets being sent to the PINpad.  Range 00–99.

	
	master_key_pointer
	1
	Optional. This field can be specified to indicate the master key address.  Range 0–9.  PINpad accepts any alphanumeric.  Results unpredictable if out of range.

	
	<FS>
	1
	Field separator–1Ch

	
	working_key
	16
	Optional. Working key encrypted using current master key.   Results unpredicatable if length  more than 16.

	
	<FS>
	1
	Field separator–1Ch

	
	<FS>
	1
	Field separator–1Ch

	
	message_for_MAC
	0–64
	ASCII message or ASCII Hex data.  The 8*XAN of this field represents the number of 8 byte (or character) blocks.  For example:

x=0; no message data

x=1; 8 bytes of message data    

. . . 

x=8; 64 bytes of message data

For ASCII data (packet flag 4,5) all values of x in this example are allowed.  For ASCII Hex data (packet flag 6,7), x can be only 0, 2, 4, 6, and 8. 

If the length of the message for MAC field is not a multiple of 8 in the final Z66 packet, it is the controlling application’s responsibility to pad the field with zeroes (ASCII 0, ASCII Hex 32h).



	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z663012<FS>0123456789012345<FS><FS>

0123456789ABCDEF<ETX>{LRC}
This is the initial packet (sequence number is 01) and the packet flag is set to ASCII Hex data-first/middle packet.  The master key pointer is set to memory address 2, and the working key is defined as 0123456789012345. The second key has been omitted and the message for MAC is set to 0123456789ABCDEF.  
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Z67
Return MAC XE  "Return MAC" 
	Purpose:
	Signals the controller in response to a Z66 packet.



	Description:
	Packet Z67 sends three types of messages to the controller in response to a received Z66 packet:

•
a signal that the PINpad is ready for the next Z66 packet

•
an error code if there has been any error detected during the MAC session

•
the MAC value



	Packet Length:
	Minimum 7 characters.

Maximum 23 characters.



	Packet Format:
	<STX> Z67 process_code  MAC  <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z67
	3
	Return MAC command

	
	process_code
	1
	Indicates the process status of the received Z66 packet. 

0
no error and the MAC follows in the field MAC
1
no error, ready for next Z66 packet and no MAC follows

2
out-of-order error—no MAC follows

3
pointer error—no MAC follows

4
second key error—no MAC follows

5
packet frame error—no MAC follows

6
flag error

7
message error

8
working key error



	
	MAC
	16
	PINpad inserts calculated MAC in response to receiving the last Z66 packet.  Field is left blank for responses to Z66 packets other than the last packet.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z711<ETX>{LRC}
This packet is sent to signal the controller that the PINpad is ready to receive the next Z66 packet. 



	Protocol:
	See Z66 Protocol section.


Communication Examples XE  "Communication Examples" 
	
	The following examples illustrate the typical communication dialogue sequences between the PINpad and the controller in Master/Session mode.

These examples include:

•
Initialization Sequence

•
Transaction Sequence

•
Customer Cancels PIN

•
Customer Cancels at Amount Verification



	Initialization Sequence
	The following sequence must be performed at start-up or whenever the PINpad has lost power.
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	Transaction

Sequence
	The following sequence illustrates a typical transaction dialogue.





	Customer 

Cancels PIN
	The following sequence describes the communications flow when the customer cancels PIN entry during a transaction.
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	Customer Cancels

at Amount

Verification
	The following sequence describes the communications flow when the customer cancels the transaction at the Amount Verification prompt.
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—continued—

	Customer Cancels

at Amount

Verification
	(Continued).
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	This chapter describes the message packets which are supported when the eN-Crypt 100 is set in Derived Unique Key Per Transaction (DUKPT XE  "DUKPT" ) mode.  Refer to Chapter 4, Master/Session packets if you are using Master/ Session mode.  

Before PINpad operation commences, a secure module known as a key loading device uses a derivation key to load a unique initial KSN (Key Serial Number) XE  "KSN (Key Serial Number)"  and a unique initial PEK (PIN Encryption Key) XE  "PEK (PIN Encryption Key)"  into the eN-Crypt 100. This derivation key is used to encrypt the initial KSN and thousands of subsequent PINpad loads.  An encryption counter incorporated in the key-loading process is automatically set to zero.

When the eN-Crypt 100 receives its KSN and PEK, it sets its own encryption counter to zero.  During the generation of each encrypted PIN block, the PINpad unit outputs the current serial number (a concatenation of the initial KSN and the encryption counter).  This creates a new encryption key used to encrypt the customer PIN entry and to create the PIN block for each transaction.



	DUKPT encryption XE  "DUKPT encryption" 
	Encryption during a transaction proceeds as follows:

1.
The controller sends an account number to the PINpad, then the PINpad requests and receives PIN entry from the keypad.

2.
The PINpad generates the clear-text PIN block using the account number and the PIN.

3.
A PEK is generated based on the encryption counter which is updated after each transaction.  The PINpad does a special encryption to the PIN block using the DES algorithm XE  "DES algorithm"  and PEK.  The PINpad then sends the encrypted PIN block with current KSN (concatenation of the initial KSN and the encryption counter) to the controller.

4.
The controller appends the encrypted PIN block and current KSN to a request packet and forwards the completed request packet to the host.  While this takes place, the PINpad performs internal key processing.


	DUKPT

Message

Packets
	Message packets are sent to and from the eN-Crypt 100 to manipulate operations or control specific functions.  The following basic aspects of the packet protocol, which are common to all the message packets XE  "message packets" , are presented below:

•
control characters

•
DUKPT packet structure

•
ACKs, NAKs, EOTs, and timeouts




	Control Characters
	eN-Crypt 100 message packets require the use of the control characters XE  "control characters"  and abbreviations described in Table 5–1 to structure the data being sent to and from the PINpad:


Table 5–1: DUKPT Control Characters

	Control 

Character
	Hexadecimal

Value
	Description

	STX XE  "STX" 
	02h
	Start of Text.  

Precedes a sequence of characters that is to be treated as an entity and transmitted in its entirety to the destination.

	ETX XE  "ETX" 
	03h
	End of Text. 

Signifies the end of a character sequence.

	SI XE  "SI" 
	0Fh
	Shift In

	SO XE  "SO" 
	0Eh
	Shift Out

	EOT XE  "EOT" 
	04h
	End of Transmission.

Sent to indicate the termination of a transmission sequence or to indicate that an error has occurred and the message has been aborted. 

	ACK XE  "ACK" 
	06h
	Acknowledgment. 

Sent by a receiver to indicate that the message has been received without error or that it is ready to receive.

	NAK XE  "NAK" 
	15h
	Negative Acknowledgment.

Sent by a receiver to indicate that an error has occurred in receiving the message.

	FS XE  "FS" 
	1Ch
	Field Separator, required to indicate the end of a message parameter field.

	LRC XE  "LRC" 
	
	Longitudinal Redundancy Check. It is sent after an ETX to verify the message.  The LRC is generated by taking an exclusive-or (XOR) of each character in the message after the STX up to and including the ETX.

	SUB XE  "SUB" 
	1Ah
	Message Parameter—Substitute


	DUKPT packet structure
	All DUKPT message packets XE  "DUKPT message packets"  conform to one of the two following packet structures:

•
<STX>data<ETX> {LRC}

•
<SI>data<SO> {LRC}

<STX>, <SI>, <ETX>, <SO> and the LRC are control characters while data represents the command/packet data to be transmitted.  Any other type of packet is ignored by the eN-Crypt 100.  

Full compliance with the packet protocols, including ACK/NAK/EOT dialogue, which is required to guarantee proper eN-Crypt 100 performance is described in the detailed message packet descriptions provided in this chapter.



	ACKs, NAKs, EOTs and timeouts
	When either the eN-Crypt 100 or the controller receive a NAK XE  "NAK" , it re-transmits its last message packet and increments the NAK counter for the session by one.  If more than three NAKs occur during the same session, the transmitting device sends an EOT to terminate the session.

When the PINpad receives an ACK XE  "ACK" , the packet was received without error.  In like fashion, when the PINpad receives a packet from the controller without error, it transmits an ACK.  If the PINpad receives an unexpected ACK, the ACK is ignored. 

The PINpad or the controller times out if it does not receive the expected response from the other device within 15 seconds.  When timeout XE  "timeout"  occurs, the device sends an EOT to terminate the session.




	Message Packet

Definitions
	The remaining sections of this chapter provide detailed definitions and information for all the DUKPT message packets supported on the eN-Crypt 100.  Message packets are organized into five general categories, and are presented in these corresponding sections within this chapter:

•
System messages are documented starting on page 5–5.

•
Pre-authorization Packets are documented starting on page 5–19.

•
Standard VISA Communication Messages are documented starting on page 5–25

•
Key Loading Packets are documented starting on page 5–31.

•
General Communication Messages are documented starting on page 


5–34

The last section of the chapter starting on page 5– 55 presents examples of typical communication sequences between the eN-Crypt 100 and the controller.  

In addition to being grouped into the five general category types, message packets are listed in numerical and alphabetical order. 

The entry for each message packet includes:

•
Purpose—a brief definition of the message.

•
Description—contains additional information or explanations regarding the use of the packet.

•
Packet Length—indicates the length of the packet in bytes.

•
Packet Format—identifies each part of the message packet.

•
Packet Elements—explains each part of the message packet.

•
Example—provides an example of correct construction and use of the packet.

•
Protocol—illustrates the transmission sequence between the PINpad and the controller.




System Messages XE  "System Messages" 
	
	System messages between the eN-Crypt 100 and the controller run only upon request. These message packets range from 01 to 15 (as listed below in Table 5–2) and can be run during the same session that you load master keys or use the controller.   Each message packet is described in detail on pages 5– 6 through 5–18.




Table 5–2: System message packets

	Code
	Name

	01
	Run Diagnostic Function Routine

	05
	Transfer Serial Number

	06
	Request Serial Number

	09
	UART Loopback Test

	0A
	Set Corporate Prompt

	0B
	Configure Function Keys

	11
	PINpad Device Connection Test

	12
	Select Prompt Language

	13
	Set Baud Rate

	15 
	Set Key Management


01
Run Diagnostic Function Routine XE  "Run Diagnostic Function Routine" 
	Purpose:
	Designed to cause the PINpad device to run a diagnostic function.  It is only partially implemented on the eN-Crypt 100 to maintain compatibility with existing controller applications, such as Verifone® PINpad 1000 specific applications.



	Description:
	Initiated by the controller, the response to this test is always an ACK (test successful) and an EOT in order to satisfy the test criteria.  It has no other effect.



	Packet Length:
	7 characters.



	Packet Format:
	<SI>01 diagnostic_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	01
	2
	Run Diagnostic Function Routine command

	
	diagnostic_code
	2
	Two-byte ASCII value which indicates the test to run. Range 00–09.  PINpad accepts command even if value is out of range.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>0101<SO>
This packet sends the PINpad a request to run diagnostic test 1, the one-time RAM test.  Since the diagnostic feature is not available in the current eN-Crypt 100 release, the PINpad replies with an ACK followed immediately by an EOT to satisfy the test completion criteria.
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05
Transfer Serial Number XE  "Transfer Serial Number" 
	Purpose:
	Transfers the controller internal serial number to the eN-Crypt 100.  



	Description:
	This packet overwrites any existing serial number previously stored in the PINpad.  Before using Packet 05 to assign the serial number, use Packet 06 to check  for an existing internally-stored serial number.  



	Packet Length:
	21 characters.



	Request Packet Format:
	<SI> 05 version  yymmdd  facility  batch  group  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	05
	2
	Transfer Serial Number command

	
	version
	3
	eN-Crypt 100 version number.

	
	yymmdd
	6
	Release date in year-month-day format.

	
	facility
	1
	Production facility code

	
	batch
	2
	Production batch code

	
	group
	4
	Group serial number. Range 0001–9999.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>05246960101A001224<SO>{LRC}
This packet sets the internal serial number of the PINpad to 246960101A001224  (the version is 246, release date is 960101, production facility code is A, production batch code is 00, and the group serial number is 1234).
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06
Request Serial Number XE  "Request Serial Number" 
	Purpose:
	Directs the PINpad to transmit its internal serial number to the controller. 



	Description:
	The controller requests that the PINpad send its serial number. If no serial is currently stored, it returns a hex ASCII string that translates to 16 bytes of zeroes (0).  See Packet 05, Transfer Serial Number, to assign the internal serial number.


	Packet Length:
	Request packet: 5 characters

Response packet: 21 characters



	Request Packet Format:
	<SI> 06<SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	06
	2
	Request Serial Number command

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Request Packet Example:
	<SI>06<SO>{LRC}
This packet requests the PINpad to return its internally-stored serial number to the controller.



	Response Packet Format:
	<SI> 06 version  yymmdd  facility  batch  group  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	06
	2
	Request Serial Number command

	
	version
	3
	eN-Crypt 100 version number.

	
	yymmdd
	6
	Release date in year-month-day format.

	
	facility
	1
	Production facility code

	
	batch
	2
	Production batch code

	
	group
	4
	Group serial number. Range 0001–9999.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Response Packet Example:
	<SI>06246960101A001224<SO>{LRC}
This packet returns the current PINpad internal serial number of 246960101A001224  (the version is 246, release date is 960101, production facility code is A, production batch code is 00, and the group serial number is 1234).
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09
UART Loopback Test XE  "UART Loopback Test" 
	Purpose:
	Verifies the circuits in both the controller and eN-Crypt 100, and verifies that the UART codes are functioning correctly. 



	Description:
	Only the controller can initiate this test.



	Packet Lengths:
	Request packet: 5 characters

Response packet: 16 characters



	Request Packet Format:
	<SI> 09 <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	09
	2
	UART Loopback Test command

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Request Packet Example:
	<SI>09<SO>{LRC}
This packet initiates the UART Loopback test on the PINpad. 



	Response Packet Format:
	<SI> 09<SUB>PROCESSING <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	09
	2
	Check Master Key command

	
	<SUB>
	1
	Substitute character–1Ah

	
	PROCESSING
	10
	Text

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Response Packet Example:
	<SI>09<SUB>PROCESSING<SO>{LRC}
The response packet is used for comparison by the controller/PINpad. 
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0A
Set Corporate Prompt XE  "Set Corporate Prompt" 
	Purpose:
	Selects the corporate prompt to appear on the eN-Crypt 100 display after power up.  



	Description:
	After the version number is displayed at power up, the prompt defined by Packet 0A is shown, right-justified, for two seconds.  Once defined by Packet 0A, the prompt is stored in the PINpad non-volatile RAM for future power cycles.  The two second interval for displaying the corporate prompt can be cut short by any valid packet coming from the controller. 

This function can be disabled by sending a zero length prompt.



	Packet Length:
	Minimum 5 characters

Maximum 21 characters



	 Packet Format:
	<SI> 0A prompt <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	0A
	2
	Set Corporate Prompt command

	
	prompt
	0-16
	Prompt to display after power up prompt.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>0AVERIFACT<SO>
After the version number is displayed at power up, VERIFACT is displayed, right-justified, for two-seconds. 



	Protocol:
	



0B
Configure Function Keys XE  "Configure Function Keys" 
	Purpose:
	Enables or disables the CANCEL key/function keys on the eN-Crypt 100 keypad. 



	Description:
	If you enable the CANCEL key, any current operation is canceled when it is pressed.  If disabled, the CANCEL key acts as a general function key with key value “D”.  Packets Z40 and Z42 always treat the CANCEL key as a general function key “D”, even when it has been enabled.

Function keys can be turned on or off only during Z40 and Z42 operations. 

Packet 0B settings are stored in the PINpad non-volatile RAM for future power cycles.  They can only be destroyed during a PC MEM Test. 



	Packet Length:
	6 characters.



	Packet Format:
	<SI> 0B flag  <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	0B
	2
	Configure Function Keys command

	
	flag
	1
	0
CANCEL key Off

1
CANCEL key On

2
Function keys Off

3
Function keys On

PINpad will accept any numeric.  If flag is out of range, then PINpad will ignore this command.

Note:  
0 and 1 settings do not affect Packets Z40 or Z42.

2 and 3 settings only affect Packets Z40 or Z42.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>0B1<SO>{LRC}
This packet enables the CANCEL key. 



	Protocol:
	


11
PINpad Device Connection Test XE  "PINpad Device Connection Test" 
	Purpose:
	Verifies that the communication connection between the controller and the PINpad is functional.  



	Description:
	The controller receives an ACK from the PINpad within one second if the connection is up. If the controller does not receive the ACK within 1 second, it assumes the PINpad is not connected. 



	Packet Length:
	5 characters



	Packet Format:
	<SI> 11 <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	11
	2
	PINpad Device Connection Test command

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>11<SO>
If the PINpad responds with an ACK within one second, the connection is sound.  Any other result means the connection is unsound.
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12
Select Prompt Language XE  "Select Prompt Language" 
	Purpose:
	Designed to select prompts in a language other than English, this packet has no effect upon the eN-Crypt 100.  



	Description:
	Since the eN-Crypt 100 only supports English prompts, this message packet has been implemented only to provide compatibility with existing controller applications.  Packet 12 results in no change in the PINpad operation. 



	Packet Length:
	6 characters



	Packet Format:
	<SI> 12 language_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	12
	2
	Select Prompt Language command

	
	language_code
	1
	Language selection. PINpad accepts any numeric.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>121<SO>
This packet results in no change to the prompt language (always English). 
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13
Set Baud Rate XE  "Set Baud Rate" 
	Purpose:
	Sets the speed for communications between the controller and the PINpad. 



	Description:
	The controller can specify one of four baud rates, as indicated below.  The factory setting is 1200 bps.



	Packet Length:
	6 characters



	Packet Format:
	<SI> 13 baud_rate_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	13
	2
	Set Baud Rate command

	
	baud_rate_code
	1
	Baud rate codes:

1
1200 baud

2
2400 baud

3
4800 baud

4
9600 baud

PINpad will accept any numeric.  

If the baud rate code is missing or is set to a value other than shown above, the rate is set to 1200.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>134<SO>
Selects 9600 baud. 



	Protocol:
	



15
Set Key Management XE  "Set Key Management" 
	Purpose:
	Sets the PINpad to one of the two key management modes available.



	Description:
	The controller can set the eN-Crypt 100 to one of two modes for key management:

•
Master/Session (MKEY)

•
DUKPT (DKEY)

The eN-Crypt 100 retains this setting even if powered off.

	Packet Length:
	9 characters



	Packet Format:
	<SI>15 key_mgmt_code <SO>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<SI>
	1
	ASCII Shift in Control character–0Fh

	
	15
	2
	Set Key Management command

	
	key_mgmt_code
	4
	Key management codes:

MKEY
Master/Session

DKEY
DUKPT

If the key management code is missing or is set to a value other than shown above, Packet 15 is ignored and aborted by an <EOT>.

	
	<SO>
	1
	ASCII Shift Out Control character–0Eh

	
	{LRC}
	1
	Error Check Character


	Example:
	<SI>15MKEY<SO>
This packet selects Master/Session mode.

<SI>15DKEY<SO>
This packet selects DUKPT mode.
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Pre-Authorization packets XE  "Pre-Authorization packets" 
	
	Each pre-authorization message packet is described in detail on pages 

5– 20 through 5–24.




Table 5–3: Pre-authorization packets

	Code
	Name

	60
	PIN Entry Request

	62
	Transaction Amount Authorization Request

	63
	Transaction Amount Authorization Response

	66
	PIN Entry Test Request


60
PIN Entry Request XE  "PIN Entry Request" 
	Purpose:
	Causes the PINpad to create and encrypt the PIN block.



	Description:
	This packet must be preceded by a display packet such as Z2 or Z3 and the eN-Crypt 100 must follow Packet 60 by transmitting Packet 71.  After this sequence, the controller must hen transmit Packet 62 to the PINpad. 

If length of the primary_acc_no is more than 19 characters, the PINpad uses the first 19 characters and ignores the remaining characters.

PIN length must be between 4–12 digits followed by pad.  PIN length less than 4 digits and null PIN entry are not allowed and result in an error beep generated by the PINpad.



	Packet Length:
	Minimum 13 characters.  

Maximum 24 characters.



	Packet Format:
	<STX> 60 primary_acc_no<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	60
	2
	PIN Entry Request command

	
	primary_acc_no
	8–19
	Card account number.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>600123456789012345678<ETX>{LRC}
This packet includes a card account number of 0123456789012345678. 



	Protocol:
	



62
Transaction Amount Authorization Request XE  "Transaction Amount Authorization Request" 
	Purpose:
	Display the transaction amount, accept the authorization code from the card holder through the keypad, and transmit Packet 63 back to the controller as a response.  



	Description:
	This packet must be preceded by Packet 60.  The transaction amount is displayed along with the following messages:

1  TOTAL 

2  $xxxx.xx (amount of the sale provided by the controller)

3  ENTER Y/9 KEY TO
4  APPROVE

5  ENTER N/6 KEY TO

6  DECLINE

The customer presses either the Y/9 or N/6 key, and the key is converted into either “0” for approval or “1” for declination.

If the previous PIN entry (initiated by Packet 60) was invalid, Packet 63 is sent with a decline response code but without a message or data entry request.



	Packet Length:
	Minimum 9 characters.  

Maximum 13 characters.



	Packet Format:
	<STX> 62 c_d amount<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	62
	2
	Transaction Amount Authorization Req. command

	
	c_d
	1
	Credit/Debit indicator

Credit—43h

Debit —44h

Not used, so PINpad accepts any alphanumeric.

	
	amount
	3–7
	Transaction amount, with decimal point.

PINpad will not check; will display any alphanumeric.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>62C25.00<ETX>{LRC}
This packet includes a credit amount of $25.00. 
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63
Transaction Amount Authorization Response XE  "Transaction Amount Authorization Response" 
	Purpose:
	To respond to Packet 62 with either an Approve or a Decline code.  



	Description:
	After the customer enters the response using the keypad, the entry is converted to either a “0” to indicate Approve or a “1” to indicate Decline. 



	Packet Length:
	6 characters.



	Packet Format:
	<STX> 63 code<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	63
	2
	Transaction Amount Authorization Response command

	
	code
	1
	Response code:

0
Approve

1
Decline

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>630<ETX>{LRC}
Customer has indicated approval of the transaction. 



	Protocol:
	See Packet 60 Protocol section.


66
PIN Entry Test Request XE  "PIN Entry Test Request" 
	Purpose:
	Test PIN entry encryption with preset PIN “1234”. 



	Description:
	This packet functions in the same way as Packet 60 , except that the PIN is not entered from the keypad.  It is preset as “1234”.



	Packet Length:
	Minimum 13 characters.  

Maximum 24 characters.



	Packet Format:
	<STX> 66 primary_acc_no<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	66
	2
	PIN Entry Test Request command

	
	primary_acc_no
	8–19
	Card account number.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>660123456789012345678<ETX>{LRC}
This packet includes a card account number of 0123456789012345678. 
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Standard VISA Communication Messages XE  "Standard VISA Communication Messages" 
	
	The standard Master/Session messages sent between the eN-Crypt 100 and the controller follow the VISA message packet format. This enables you to program the eN-Crypt 100 with standard VISA prompts and control of the PINpad display.  The standard message packets shown in Table 5-4 are supported on the eN-Crypt 100.  Each message packet is described in detail on pages 5– 26 through 5–30.




Table 5–4: Standard Communication Messages

	Code
	Name

	70
	Request PIN Entry

	71
	Transfer PIN block

	72
	Cancel Session Request

	76
	PIN Entry Test Request


70
Request PIN Entry XE  "Request PIN Entry" 
	Purpose:
	Causes the PINpad to cycle through the following prompts, one at a time, until a PIN is entered:

1  TOTAL 
2  $xxxx.xx (amount of the sale provided by the controller)

3  ENTER PIN

4  PUSH OK


	Description:
	While waiting for the customer PIN entry, the PINpad will only execute packet 72, Cancel Session.

Once the PIN has been entered, the PINpad displays PROCESSING and PIN PAD until the CLEAR key is pressed or another packet is sent to the PINpad.

Null PIN entry is not allowed, and the PIN entered must be between 4–12 digits. 



	Packet Length:
	Minimum 18 characters.  

Maximum 33 characters.



	Packet Format:
	<STX> 70 account_number <FS> c_d <ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	70
	2
	Request PIN Entry command

	
	account_number
	8–19
	Card account number.

	
	<FS>
	1
	Field separator–1Ch

	
	c_d
	1
	Credit/Debit indicator:

Credit—43h

Debit—44h

	
	amount
	3–7
	Amount of sale for display on the PINpad, which must include a decimal point.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>700123456789012345678<FS>C9.99<ETX>{LRC}
This packet includes a card account number of 0123456789012345678, a Credit character, and a transaction amount of $9.99. 
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71
Transfer PIN Block XE  "Transfer PIN Block" 
	Purpose:
	Encrypts and sends the PIN block to the controller. 



	Description:
	The 71 packet is transmitted following the receipt of a PIN request (Packets 60, 66, 70, 76, Z60, or Z62) and PIN entry by the customer.  



	Packet Length:
	Minimum 6 characters (null entry).  

Maximum 44 characters.



	Packet Format:
	<STX> 710 key_serial_number pin <ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	71
	2
	Transfer PIN Block command

	
	0
	1
	Filler—always 0

	
	key_serial_number
	10–20
	Key serial number, in hexadecimal (leading F’s suppressed).  Included only if PIN is entered. When no PIN is entered, the field length is 0.

	
	pin
	16
	64-bit encrypted PIN block represented as 16 hex digits. Length is 0 if null PIN is entered.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>710 key_serial_number0123456789123456<ETX> {LRC}
This packet has a key serial number and the PIN length is 16.



	Protocol:
	See Packet 70 Protocol section.


72
Cancel Session Request XE  "Cancel Session Request" 
	Purpose:
	Causes the PINpad return to the idle state.



	Description:
	Packet 72 is the only packet type which can cancel the following PIN/data entry packet commands:

•
PIN entry—packets 60, 62, 70, 76, Z60, Z62

•
Data entry—packets Z40, Z42, Z50



	Packet Length:
	5 characters.



	Packet Format:
	<STX> 72<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	72
	2
	Cancel Session Request command

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>72<ETX> {LRC}
The PINpad changes to the idle state. 
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76
PIN Entry Test Request XE  "PIN Entry Test Request" 
	Purpose:
	Requests a PIN entry test.


	Description:
	Packet 76 functions in the same way as Packet 70 except that the PIN is not entered from the keypad.  Instead, the PIN is preset to “1234”.  The PINpad needs only the account_number to calculate a PIN block for the response, so the c_d and amount are not used.

After encryption, the PINpad displays PROCESSING and PINPAD until the CLEAR key is pressed or another packet is received by the PINpad.



	Packet Length:
	Minimum 18 characters.  

Maximum 33 characters.



	Packet Format:
	<STX> 76 account_number <FS> c_d  amount<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	76
	2
	Request PIN Entry command

	
	account_number
	8–19
	Card account number.

	
	<FS>
	1
	Field separator–1Ch

	
	c_d
	1
	Credit/Debit indicator:

Credit—43h

Debit—44h

Not used, so PINpad accepts any alphanumeric..

	
	amount
	3–7
	Amount of sale for display on the PINpad, which should include a decimal point.

Not used, so PINpad accepts any alphanumeric.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>760123456789012345678<FS>C9.99<ETX>{LRC}
This packet includes a card account number of 0123456789012345678, a Credit character, and a transaction amount of $9.99. 
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Key Loading packets XE  "Key Loading packets" 
	
	There are two message packets which serve to successfully initialize the eN-Crypt 100 with keys, as listed in Table 5–5.  They are described in detail on pages 5– 32 through 5–33.




Table 5–5: Key loading packets

	Code
	Name

	90
	Load Initial Key Request

	91
	Load Initial Key Response


90
Load Initial Key Request XE  "Load Initial Key Request" 
	Purpose:
	To load the initial key to the PINpad.



	Description:
	After the initialization of 21 future keys, a positive confirmation response (0) or a negative confirmation response (1) is sent using Packet 91. If the PINpad receives a transaction packet before the 90 Packet has loaded, the error message NO KEY is displayed.



	Packet Length:
	41 characters.



	Packet Format:
	<STX> 90 IPEK  KSN<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	90
	2
	Load Initial Key Request command

	
	IPEK
	16
	Initial PIN Encryption Key (hexadecimal)

	
	KSN
	20
	Key Serial Number (hexadecimal, leading F’s included).

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>9012345678910111201234567891011121314<ETX>{LRC}


	Protocol:
	



91
Load Initial Key Response XE  "Load Initial Key Response" 
	Purpose:
	Confirmation status response sent to the controller for a received Packet 90.



	Description:
	If 21 future keys are successfully initialized, a positive confirmation response (0) is sent using Packet 91; otherwise a negative confirmation response (1) is sent.



	Packet Length:
	6 characters.



	Packet Format:
	<STX> 91 status<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	91
	2
	Load Initial Key Response command

	
	status
	1
	Confirmation Status:

0
Confirmed initialization

1
Initialization not confirmed

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>910<ETX> {LRC}
The PINpad confirms the successful loading of 21 future keys. 



	Protocol:
	See Packet 90 Protocol section.


General Communication Messages XE  "General Communication Messages" 
	
	General message packets have been created for use with the eN-Crypt 100 to provide you with the means to implement prompts and data entry requirements required by your application.  The request and response message packets shown in Table 5-6 pass between the controller and the PINpad to enable operations.  Each message packet is described in detail on pages 5– 35 through 5–54.




Table 5–6: Custom Communication Messages

	Code
	Name

	Q2
	Indicate Host Done

	Q5
	Alternate PROCESSING prompt

	Z1
	Return to Idle State

	Z2
	Display a String

	Z3
	Display Rotating Messages 

(re-defined in DUKPT)

	Z7
	Enable/Disable CANCEL REQUESTED

	Z8
	Set/Reset Idle Prompt

	Z40
	Request Key Code

	Z41
	Return Key Code

	Z42
	Request Key Value

	Z43
	Return Key Value

	Z50
	Request String Input

	Z51
	Return String Input

	Z60
	Accept and Encrypt PIN

(re-defined in DUKPT)

	Z62
	Accept and Encrypt PIN–Custom Prompts

(re-defined in DUKPT)


Q2
Indicate Host Done XE  "Indicate Host Done" 
	Purpose:
	Informs the eN-Crypt 100 that the host has responded and that the transaction has ended.  This enables the PINpad to display a message to the customer to the same effect. 



	Description:
	Upon receipt of Packet Q2, the PINpad displays THANK YOU for two seconds, followed by the idle prompt. 



	Packet Length:
	5 characters.



	Packet Format:
	<STX> Q2<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Q2
	2
	Indicate Host Done command

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Q2<ETX> {LRC}
The PINpad displays THANK YOU , then returns to the idle state. 
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Q5
Alternate PROCESSING Prompt XE  "Alternate PROCESSING Prompt" 
	Purpose:
	Selects the companion message which is displayed on the eN-Crypt 100 in rotation with the PROCESSING message.



	Description:
	You can select one of two companion messages: PIN PAD or PIN PAL, the former being the default. The alternate message appears with PROCESSING after PIN entry, and following  either Packet Z60 (Accept and Encrypt PIN) or Packet Z70 (Request PIN Entry).  If the PINpad is currently displaying the processing messages when it receives this message packet, it changes to the requested sequence.



	Packet Length:
	6 characters.



	Packet Format:
	<STX> Q5 flag <ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Q5
	2
	Alternate PROCESSING Prompt command

	
	 flag 
	1
	Selects companion message:

0
PIN PAD
1
PIN PAL

If flag out of range, selects PIN PAL.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Q50<ETX> {LRC}
The PINpad displays PIN PAD, in rotation with the PROCESSING prompt. 



	Protocol:
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Z1
Return to Idle State XE  "Return to Idle State" 
	Purpose:
	Returns the PINpad to the idle state. 



	Description:
	When returned to the idle state, the PINpad displays the idle prompt

(<--------- or the idle prompt specified by Z8 Set/Reset Idle Prompt).



	Packet Length:
	5 characters.



	Packet Format:
	<STX> Z1<ETX>{LRC}




	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z1
	2
	Return to Idle State command

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z1<ETX>{LRC}
The PINpad returns to the idle state. 



	Protocol:
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Z2
Display a String XE  "Display a String" 
	Purpose:
	Directs the eN-Crypt 100 to display a single string message. 



	Description:
	The PINpad displays the message specified by Packet Z2 until the customer presses CLEAR or until it receives another message from the controller which changes the message contents or returns to the idle prompt.  The exceptions are Packets 60, Z40, Z42, Z50, Z60—the message remains intact upon receipt of any one of these five packets.  Without a <SUB> but with a null message, the previous message displayed on the PINpad remains .



	Packet Length:
	Minimum 5 characters.

Maximum 22 characters.



	Packet Format:
	<STX> Z2<SUB> message <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z2
	2
	Display a String command

	
	<SUB>
	1
	Optional, it clears the display.  Substitute character–1Ah

	
	message
	0–16
	Message or prompt to display, in ASCII format (not counted string).

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z2 THX<ETX>{LRC}
The PINpad appends THX to the end of the currently displayed message.

<STX>Z2<sub>PLZ SLIDE CARD<ETX>{LRC}
The PINpad clears the current display and then displays the message  PLZ SLIDE CARD .



	Protocol:
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Z3
Display Rotating Messages XE  "Display Rotating Messages" 
	Purpose:
	Directs the PINpad to display up to nine messages or prompts in rotation. 



	Description:
	The PINpad displays a sequence of up to nine messages in rotation at two-second intervals.  The display rotation ceases when the customer presses CLEAR or when the PINpad receives another message—with the exception of Packets 60, Z40, Z42, Z50, and Z60.  On receipt of any of Packets 60, Z40,Z42,Z50 or Z60,  display rotation continues.  Special cases:

Z30<SUB>    clears the display.

Z30                returns to idle prompt.

Unlike Z2, the PINpad does not append to the previous display message.



	Packet Length:
	Minimum 6 characters.

Maximum 176



	Packet Format:
	<STX> Z30<SUB> message_1 <FS> message_2 <FS> . . . 
 message_9 <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z3
	2
	Display Rotating Messages command

	
	0
	1
	Specifies the number of messages.

Not Used.  Fill with any ASCII digit '0'-'9'.

	
	<SUB>
	1
	Optional, it clears the display.  Substitute character–1Ah

	
	message_1
	0–16
	First ASCII message (not counting string)

	
	<FS>
	1
	Optional field separator–1Ch.  Only required when a subsequent message is being defined.

	
	message_2 . . . 9
	0–16
	Next message or prompt to display.  Each message in the sequence must be delimited by  a <FS>, except the last message being defined.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z30<SUB>WELCOME<FS>PLEASE<FS>SLIDE CARD<ETX>{LRC}
The PINpad clears the current display and displays the following messages at two-second intervals:  WELCOME, PLEASE, and SLIDE CARD. 
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Z7
Turn ON/Off CANCEL REQUESTED XE  "Turn ON/Off CANCEL REQUESTED" 
	Purpose:
	Disables (off) or enables (on) the CANCEL REQUESTED prompt.



	Description:
	Packet Z7 allows you to control whether or not the CANCEL REQUESTED message is displayed when the CLEAR key is pressed or when the controller requests a cancel termination. 

When CANCEL REQUESTED is displayed, it is shown for 3 seconds.

	Packet Length:
	6 characters.



	Packet Format:
	<STX> Z7 flag <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z7
	2
	Turn On/Off CANCEL REQUESTED command

	
	flag
	1
	Command flag:

0
Show message

1
Do not show message

If flag out of range, do not show message.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z71<ETX>{LRC}
Disables the CANCEL REQUESTED prompt.



	Protocol:
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Z8
Set/Reset Idle Prompt XE  "Set/Reset Idle Prompt" 
	Purpose:
	To set or reset the PINpad idle prompt display.



	Description:
	Send Packet Z8 with a null string to reset the PINpad display to the idle prompt—a cycling arrow <---------.  To specify a different prompt, use field prompt.



	Packet Length:
	Minimum 5 characters.

Maximum 21 characters.



	Packet Format:
	<STX> Z8 prompt <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z8
	2
	Set/Reset Idle Prompt command

	
	prompt
	0–16
	Prompt to display when in the idle state.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z8<ETX>{LRC}
This packet does not specify a prompt to display.  The PINpad is directed to display the cycling arrow.
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Z40
Request Key Code XE  "Request Key Code" 
	Purpose:
	Requests the key code for a key which is to be pressed on the eN-Crypt 100 keypad. 



	Description:
	The controller sends Packet Z40 after the PINpad has displayed one or more messages requesting the customer to press a key (Packet Z2 or Z3). Using the timeout parameter, you can specify how long the PINpad waits for input before a timeout.  If  timeout is zero, then the PINpad waits with no timeout.

Once a key has been pressed, the PINpad sends a key code to the controller, which represents the actual key pressed.  The PINpad does not echo the input on the display.

See Packet Z41, Return Key Code, for a description of how the PINpad responds to this request and for a list of valid key codes. 



	Packet Length:
	9 characters.



	Packet Format:
	<STX> Z40 timeout <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z40
	3
	Request Key Code command

	
	timeout
	3
	Timeout value, in seconds:

0–255 is the valid range.  PINpad will accept any numerics.  Timeout undefined if out of range.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z40120<ETX>{LRC}
This packet requests a single key entry from the PINpad and allows the customer 120 seconds to press a key from the keypad.  Once pressed, the PINpad sends a key code representing the key to the controller using the Z41 Packet.
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Z41
Return Key Code XE  "Return Key Code" 
	Purpose:
	Returns a key code to the controller, which represents an actual key pressed on the eN-Crypt 100 keypad. Use Z42 and Z43 when you want to return the actual key value.



	Description:
	The following lists the keys which can be pressed on the eN-Crypt 100 keypad and the corresponding key code for each key:

PINpad key
Key code
1
1
2
2
3
3
4
5

5
6

6
7

7
9

8
10

9
11

CLEAR
13
0
14
OK
15
A
16
B
17
C
18
D
19
Note that Function keys A–D can be enabled/disabled.



	Packet Length:
	Minimum 7 characters.

Maximum 8 characters.



	Packet Format:
	<STX> Z41 key_code <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z41
	3
	Return Key Code command

	
	key_code
	1–2
	Code for key entered, as shown above.  Value for this field is “?” if the device times out..

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z416<ETX>{LRC}
The packet returns the key code 6, which indicates that the customer pressed the  key on the keypad.



	Protocol:
	See Z40 Protocol section.


Z42
Request Key Value XE  "Request Key Value" 
	Purpose:
	Requests the ASCII value for a key which is to be pressed on the eN-Crypt 100 keypad. 



	Description:
	The controller sends Packet Z42 after the PINpad has displayed one or more messages requesting the customer to press a key (Packet Z2 or Z3). Using the timeout parameter, you specify how long the PINpad waits for input before a timeout. If  timeout is zero, then the PINpad waits with no timeout.

Once a key has been pressed, the PINpad sends the ASCII value which represents the actual key pressed to the controller.  The PINpad does not echo the input on the display.

See Packet Z43, Return Key Value,  for a description of how the PINpad responds to this request. 



	Packet Length:
	9 characters.



	Packet Format:
	<STX> Z42 timeout <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z42
	3
	Request Key Value command

	
	timeout
	3
	Timeout value, in seconds:

0–255 is the valid range.  PINpad will accept any numerics.  Timeout undefined if out of range.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z4250<ETX>{LRC}
This packet requests a single key entry from the PINpad and allows the customer 50 seconds to press a key from the keypad.  Once pressed, the PINpad sends the key ASCII value to the controller using the Z43 Packet.
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Z43
Return Key Value XE  "Return Key Value" 
	Purpose:
	Returns the ASCII key value of a key pressed on the eN-Crypt 100 keypad, in response to a Packet 42



	Description:
	The following lists the keys which can be pressed on the eN-Crypt 100 keypad and the corresponding ASCII character for each key:

PINpad key
ASCII 
1
1
2
2
3
3
4
4

5
5

6
6

7
7

8
8

9
9

CLEAR
*

0
0

OK
#

A
A

B
B

C
C

D
D

Note that Function keys A–D can be enabled/disabled.



	Packet Length:
	7 characters.



	Packet Format:
	<STX> Z43 key  <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z43
	3
	Return Key Value command

	
	key
	1
	ASCII value for key entered:.

Range is 0–9, *, #, (A, B, C, D, if the function keys are enabled).  Value for this field is “?” if the device times out.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z43*<ETX>{LRC}
The packet returns the ASCII value *, which indicates that the customer pressed the CLEAR key on the keypad.



	Protocol:
	See Z42 Protocol section.




Z50
Request String Input XE  "Request String Input" 
	Purpose:
	Requests a sequence of keys (a string) to be entered on the eN-Crypt 100 keypad. 



	Description:
	The controller sends Packet Z50 after the PINpad has displayed one or more messages requesting the customer to press a key (Packet Z2 or Z3). The PINpad waits for the string input from its keypad. When the customer presses OK to end the string input, the PINpad returns the ASCII value equivalent of the pressed keys (0–9). The PINpad accepts a null PIN entry.

You can control whether the keys input are shown on the display or suppressed (echo flag), the maximum number of key entries (max entry), and how long the PINpad waits for the inputs before a timeout (timeout).  If  timeout is zero, then the PINpad waits with no timeout.

Note that during a Z50 session, only Packet 72 from the controller or the PINpad CLEAR key can cancel the session.  If data entry is not initiated, pressing CLEAR cancels the operation and the PINpad sends an EOT to the controller.  If data entry has been initiated, the PINpad clears the entry, re-displays the previous prompt, and restarts data entry.

See Packet Z51, Return Key Value,  for a description of how the PINpad responds to this request. 



	Packet Length:
	Minimum 10 characters.

Maximum 12 characters.



	Packet Format:
	<STX> Z50 echo_flag  timeout  max_entry <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z50
	3
	Request Key Value command

	
	echo_flag
	1
	0
echo input as asterisks (*)

1
echo input as digit characters

2
do not echo input

	
	timeout
	3
	Timeout value, in seconds:

000–255 is the valid range

	
	max_entry
	2
	Maximum allowable length for keypad input:

01–49 is the valid range.

If not specified, the value 49 is used as the default

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z500120<ETX>{LRC}
The PINpad waits 120 seconds for the customer to complete the input.  The 0 following the packet identifier (Z50) indicates that the input is echoed as asterisks on the display.  Since no maximum entry has been specified, up to 49 keys can be entered.
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Z51
Return String Input XE  "Return String Input" 
	Purpose:
	Returns the ASCII key values for a string entered on the eN-Crypt 100 keypad.  Used following a Z50 Packet.



	Description:
	When the customer presses OK to end the string input, the PINpad returns the string of digits input (0–9) as a string.



	Packet Length:
	Minimum 6 characters.

Maximum 55 characters.



	Packet Format:
	<STX> Z51 entry  <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z51
	3
	Return String Input command

	
	entry
	1–49
	ASCII values for keys entered.

Range for each valid character is 0–9. Value for this field is “?” if the device times out.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z51222222<ETX>{LRC}
The packet returns the keypad entry 222222.



	Protocol:
	See Packet Z50 Protocol section.


Z60
Accept and Encrypt PIN XE  "Accept and Encrypt PIN" 
	Purpose:
	Directs the eN-Crypt 100 to accept the customer PIN, to create and encrypt the PIN block, and to transmit the PIN block to the controller.



	Description:
	Packet Z60 must be preceded by a display packet, such as Packet Z2 or Z3, and followed by the PIN transmittal Packet 71.

PIN entry is limited to a minimum of 4 digits and a maximum of 12 digits.  PIN length less than 4 digits is not allowed and results in an error beep. Null entry is also not allowed, and results in an error beep.



	Packet Length:
	Minimum 15 characters.

Maximum 26 characters.



	Packet Format:
	<STX> Z60. account_number   <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z60
	3
	Accept and Encrypt PIN command

	
	.
	1
	Command delimiter, a period “.”–2Eh

	
	account_number
	8–19
	Card account number.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z60.0123456789012345678<ETX> {LRC}
This packet includes a card account number of 0123456789012345678.
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Z62
Accept and Encrypt PIN XE  "Accept and Encrypt PIN" 
	Purpose:
	Combines the PIN entry request, display specifications and transmittal into one request. 



	Description:
	Packet Z62 differs from Packet Z60 by allowing you to specify up to two display messages or prompts before the PIN entry, to specify the PIN length, allow null PIN entry and to specify a processing message after PIN entry.  The PINpad echoes the customer PIn entry with asterisks. 



	Packet Length:
	Minimum 23 characters.

Maximum 82 characters.



	Packet Format:
	<STX> Z62. account_number  <FS> min_pin  max_pin   null_flag  message_1  <FS> message_2 <FS> processing_msg <ETX>{LRC}



	Packet Elements:
	Field
	Length
	Description

	
	<STX>
	1
	ASCII Start of Text control character–02h

	
	Z62
	3
	Accept and Encrypt PIN command

	
	.
	1
	Command delimiter, a period “.”–2Eh

	
	account_number
	8–19
	Card account number.

	
	<FS>
	1
	Field separator–1Ch

	
	min_pin
	2
	Minimum acceptable PIN length:

range is 00, 04–12. Results unpredictable if out of range.

	
	max_pin
	2
	Maximum acceptable PIN length:

range is 00, 04–12. Results unpredictable if out of range.

	
	null_flag
	1
	Y
Null PIN allowed

N
Null PIN not allowed

Results unpredictable if not 'Y' or 'N'.

	
	message_1
	0–16
	Message to alternate with message 2 until customer presses a key.  

	
	<FS>
	1
	Field separator–1Ch

	
	message_2
	0–16
	Message to alternate with message 1 until customer presses a key.  

	
	<FS>
	1
	Field separator–1Ch

	
	processing_msg
	0–16
	Processing message displayed after PIN entry.

	
	<ETX>
	1
	ASCII End of Text control character–03h

	
	{LRC}
	1
	Error Check Character


	Example:
	<STX>Z62.0123456789012345678<FS>0412YTHANK YOU <FS> PLEASE ENTER PIN<FS>PROCESSING MSG<ETX>{LRC}
This packet includes a card account number of 0123456789012345678.  The PINpad alternates between displaying two messages, THANK YOU and PLEASE ENTER PIN, until the customer presses a key.  The PIN entry must be a minimum of 4 digits long and a maximum of 12 digits long (PIN entries less than 4 digits generate an error beep).  After the customer presses OK, the PINpad displays PROCESSING MSG.
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Communication Examples XE  "Communication Examples" 
	
	The following examples illustrate the typical communication dialogue sequences between the PINpad and the controller in DUKPT mode.

These examples include:

•
Initialization Sequence

•
Transaction Sequence

•
Customer Cancels PIN

•
Customer Cancels at Amount Verification



	Initialization Sequence
	The following sequence must be performed at start-up or whenever the PINpad has lost power.
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	Transaction

Sequence
	The following sequence illustrates a typical transaction dialogue.
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	Customer 

Cancels PIN
	The following sequence describes the communications flow when the customer cancels PIN entry during a transaction.
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	Customer Cancels

at Amount

Verification
	The following sequence describes the communications flow when the customer cancels the transaction at the Amount Verification prompt.
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                     —continued—

	Customer Cancels

at Amount

Verification
	(Continued).
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	Single Chip

Microprocessor
	Verifact Security Chip (VSC) single chip microprocessor.



	Display
	Features:

•
polished plastic lens 

•
liquid crystal display (LCD)

•
single line of 16 characters

•
alphanumeric, Dot Matrix

Characteristics:

• 
5.0 millimeter high characters

• 
3.0 millimeter wide characters

•
contrast ratio—20:1

•
average life 50,000 hours



	Keypad
	•
16-key (4x4) numeric/function membrane keypad



	PIN Encryption/

Decyrption
	The eN-Crypt 100 device meets the following standards for PIN encryption:

•
DES Encryption: ANSI X3.92, American National Standard for Data Encryption Algorithm

•
PIN Encryption: ANSI X9.8, American National Standard for Personal Identification Number (PIN) Management and Security

•
VISA Derived Unique Key Per Transaction July, 1988



	Power
	Input voltage: 9VDC unregulated

Input current: 15mA nominal, 30mA maximum



	Battery-backed

non-volatile

memory
	A 3V lithium battery is used to retain the internal RAM chip in the event of a power failure.  

Life expectancy: 5 years assuming Typical Ambient Temperature of 25˚C.

Average use: power on nine hours per day, 260 days per year.

The battery lifetime increases if the eN-Crypt 100 has the power on for longer daily periods than indicated above. The minimum expected battery shelf-life (power off) is 32,000 hours (over 3.5 years).




	Serial Interface
	The connector interface is implemented using a modular four-position, four-conductor connector.



	Pin Out XE  "Pin Out" 
	1
circuit ground

2
serial receive (serial data to eN-Crypt 100)

3
serial transmit (serial data from eN-Crypt 100)

4
+9 volts DC (VDC) unregulated power



	Signal Levels XE  "Signal Levels" 
	Serial Transmit:

1 (Space) = +5.0 to +10.0 VDC

0 (mark) = –5.0 to –10.0 VDC

Serial Receive:

1 (Space) = +3.0 to +25.0 VDC

0 (mark) = –3.0 to –25.0 VDC



	Communication
	Packet lengths are limited to 124 characters. Communications settings are:

•
1200 baud asynchronous (Default), 1200–9600 selectable

•
half-duplex

•
1 start bit, 1 stop bit

•
7 data bits

•
1 parity bit (even parity)



	Operating

Environment
	Temperature:  0˚C to 40˚C (30˚F to 100˚F)

Relative Humidity: 5% to 90%, no condensation

 XE  "operating environment" 

	Storage

Environment
	Temperature:  –18˚C to 66˚C (0˚F to 150˚F)

Memory Temperature: Battery-backed memory can be corrupted if stored above 50˚C or below 10˚C.

Relative Humidity: 15% to 90%, no condensation

 XE  "storage environment" 

	EMI Emissions
	The eN-Crypt 100 meets the radiated and conducted emission requirements for the Class A computing device (as specified in FCC CFR Title 47, Part 15, Subpart J).



	Dimensions

and Weight
	Weight: 8.3 oz

Height:  2.0 in

Width:  3.5 in

Depth: 6.0 in

 XE  " eN-Crypt 100:dimensions" 
The eN-Crypt 100 case is injection molded ABS plastic.




	Message

Authentication

Code (MAC)
	The eN-Crypt 100 features the Message Authentication Code (MAC) module XE  "Message Authentication Code (MAC) module" , which operates using communication packets Z66 (Request MAC) and Z67 (Return MAC).  When these packets are used to transfer information between the eN-Crypt 100 and the controller, the communication sequence is called MACing.  MACing is supported when the eN-Crypt 100 PINpad is set in Master/Session mode and uses some techniques of the Data Encryption Algorithm (DES XE  "DES" ) to ensure that the message sent is an authentic message and has not been fraudulently changed.  The algorithm used to calculate the MAC is based on Financial Institution Retail Message Authentication and is fully compatible with the ANSI X9.19  XE  "ANSI X9.19 " standard.  The eN-Crypt 100 uses Cipher Block Chaining mode XE  "Cipher Block Chaining mode"  for MAC calculation, which operates within the ANSI X9.19 standard.



	MAC Algorithms


	The Z66 packet (see Z66 for a description of parameters) specifies the master key and the working key for the initial MAC calculation.  

Once the process is complete, a 64-bit MAC is generated.  This value is returned to the controller with the Z67 packet.  If any errors have occurred during the MAC process session, the Z67 packet is returned with an error code.




	MAC Session

Process
	The eN-Crypt 100 enters the MAC session process when it receives the initial Z66 packet from the controller.  If this initial packet is also the last packet, the PINpad returns the Z67 packet to the controller and returns to the idle state.  If the received Z66 packet is not the last packet, the PINpad calculates the MAC from the current Z66 packet and then returns a Z67 packet to signal the controller that it is ready for the next Z66 packet.  This MAC process is repeated with every Z66 packet received.

When the PINpad receives the last Z66 packet, it calculates the MAC  and returns a Z67 packet to the controller. If any other type of packet is received during the MAC session, the entire MAC process aborts and no Z67 packet is returned—all MAC working data in memory is erased and the newly received packet will be processed normally.

During the MAC session, all received Z66 packets are checked to see that they arrive in correct sequence.  The two-byte sequence number parameter in the initial Z66 packet should start at 00 and be incremented by one for each subsequent Z66 packet to a maximum of 99 (i.e. 00,01,02,03,...99).  This limits the number of Z66 packets sent during one MAC session to 100. If a Z66 packet is received out of sequence, it is ignored and the PINpad sends a Z67 packet to the controller to indicate that it is ready to receive the next Z66 packet.  If the last Z66 packet is received out of sequence, however, no MAC will be generated—the controller receives a Z67 packet with an “Out of Order” error code and the PINpad returns to the idle state.




	PIN Encryption XE  "PIN Encryption" 
	The eN-Crypt 100 encrypts personal identification numbers (PINs) entered at its keypad and transmits it to the host via the controller during a transaction.

To encrypt this confidential data, the eN-Crypt 100 uses both master keys and working keys. Master keys are stored in memory and are used to decrypt the working key received from the host. The decrypted working key is used by the eN-Crypt 100 to encrypt the PIN block before sending it to the host.   Both Master/Session and DUKPT methods of key management are available for use in conjunction with the ANSI X3.92 XE  "ANSI X3.92"  DES encryption algorithm. 




	Master Key

Insertion
	Master keys can be created and inserted into the eN-Crypt 100 and the host security module automatically, using the Verifact KEYFAC module (or equivalent injection tool) running on a PC.  The KEYFAC module provides you with a secure key management system, necessary for transmitting PIN data.  

 XE  "Master Key insertion" 



 XE  "ASCII table" 
	Decimal
Hex
ASCII

Value
Value
Character
	Decimal
Hex
ASCII

Value
Value
Character

	 
  0

00
NUL.
  1
01
SOH

  2
02
STX

  3
03
ETX

  4
04
EOT

  5
05
ENQ

  6
06
ACK

  7
07
BEL

  8
08
BS

  9
09
HT

10
0A
LF

11
0B
VT

12
0C
FF

13
0D
CR

14
0E
SO

15
0F
SI

16
10
DLE

17
11
DC1

18
12
DC2

19
13
DC3

20
14
DC4

21
15
NAK

22
16
SYN

23
17
ETB

24
18
CAN

25
19
EM

26
1A
SUB

27
1B
ESC

28
1C
FS

29
1D
GS

30
1E
RS

31
1F
US


	32
20
SP

33
21
!

34
22
"
35
23
#

36
24
$

37
25
%

38
26
&

39
27
’

40
28
(

41
29
)

42
2A
*

43
2C
+

44
2D
,

45
2D
-

46
2E
.

47
2F
/

48
30
0

49
31
1

50
32
2

51
33
3

52
34
4

53
35
5

54
36
6

55
37
7

56
38
8

57
39
9

58
3A
:

59
3B
;

60
3C
<

61
3D
=

62
3E
>

63
3F
?




	Decimal
Hex
ASCII

Value
Value
Character
	Decimal
Hex
ASCII

Value
Value
Character

	64
40
@

65
41
A

66
42
B

67
43
C

68
44
D

69
45
E

70
46
F

71
47
G

72
48
H

73
49
I

74
4A
J

75
4B
K

76
4C
L

77
4D
M

78
4E
N
79
4F
O

80
50
P

81
51
Q

82
52
R

83
53
S

84
54
T

85
55
U

86
56
V

87
57
W

88
58
X

89
59
Y

90
5A
Z

91
5B
 

92
5C
\

93
5D
 

94
5E
^

95
5F
_


	096
60
‘

097
61
a

098
62
b

099
63
c

100
64
d

101
65
e

102
66
f

103
67
g

104
68
h

105
69
i

106
6A
j

107
6B
k

108
6C
l

109
6D
m

110
6E
n

111
6F
o

112
70
p

113
71
q

114
72
r

115
73
s

116
74
t

117
75
u

118
76
v

119
77
w

120
78
x

121
79
y

122
7A
z

123
7B
{

124
7C
|

125
7D
}

126
7E
~

127
7F
DEL




The standard prompts and messages generated by the eN-Crypt 100 are listed alphabetically with accompanying descriptions.  

 XE  "error messages" 
	Message
	Description

	CANCEL REQUESTED
	After the PINpad has received packet 27 with flag 0, this prompt is displayed whenever the CLEAR key is pressed or the controller requests a cancel termination.

	CMD ERR 1
	Is displayed when the PINpad detects a packet with invalid characters or format, or account number too long. This prompt remains on the display until any key is pressed.

	CMD ERR 2
	Is displayed when the PINpad detects a packet with an account number which is too short. This prompts remains on the display until any key is pressed.

	CMD ERR 3
	Is displayed when the PINpad detects a packet with minimum PIN length greater than the maximum PIN length allowed, or with an invalid NULL PIN flag (see packet Z62). This prompts remains on the display until any key is pressed.

	ENTER N/6 KEY TO DECLINE
	Press the numerical PINpad key 6 to decline the purchase amount.

	ENTER Y/9 KEY TO APPROVE
	Press the numerical PINpad key 9 to approve the purchase amount.

	NO KEY
	Indicates that a transaction has been initiated and there is no starting key initialized (in DUKPT mode) or that no master key is present in the selected location (Master/Session mode). Press CLEAR to return the display to the idle prompt.


—continued—

	PROCESSING PIN PAD
	The standard processing message after packet 70 or Z60 has been completed.

	THANK YOU
	Displayed once the PINpad has received the packet Q2 from the controller.

	TOTAL

$amount of sale
ENTER PIN

PUSH OK
	These prompts are alternately displayed

	<-----------
	The standard idle input prompt.


	AC
	Alternating current acts as a primary power source for power packs and power supplies. 



	ACK
	Represents the acknowledgment control character, which is sent from one device to another to indicate that the previously sent message packet passed the block check.



	Algorithm
	A logical sequence of rules for solving a problem.



	Alphanumeric
	Character set which includes both alphabetic and numeric characters.



	Application
	A program in the controller which consists of instruction codes to control the PINpad and its operation.



	ASCII
	An abbreviation for American Standard Code for Information Interchange.  Used in reference to the 128 ASCII character set in 7-bit binary format.



	Authorization
	Provided by the host to ensure that the card holder is authorized to transfer funds.



	Baud
	The signalling speed across a communication line which is equal to the number of signal events per second.



	Buffer
	Memory within an electronic device which provides for the temporary storage of data.



	Character
	A letter, number, punctuation mark, figure, or other symbol used in a message or a control function.



	Control Characters
	Characters that have significance to the device to which they are transmitted. 



	Controller
	The terminal or master device that controls the operation of the PINpad.



	Data
	Information used by the PINpad which relates to the transaction or operation.  



	Decryption
	A decoding process that allows a device with the correct keys to de-crypt a previously encrypted message.



	Download
	The transfer of data from one device to another.



	DUKPT
	An abbreviation for Derived Unique Key Per Transaction, a key management method for encryption.



	Encryption
	An encoding process which uses master or working keys to make data unreadable to unauthorized parties.



	EOT
	The End of Transmission character which is sent from one device to another to indicate the end of the session/transmission.



	ETX
	End of Text character, which indicates the end of message packets, not including System messages. 



	Host
	A computer center used to authorize transactions.



	Idle prompt
	The information shown on the PINpad display when it is not performing an operation.



	Internal serial number
	The serial number of the PINpad which is stored in memory.



	Message Packet format
	A method of framing messages (as opposed to exact timing) which allows devices to recognize the beginning and end of each message block.



	NAK
	Represents the negative acknowledgment control character, which is sent from one device to another to indicate that the previously sent message packet did not pass the block check.



	Packet
	A group of control and data characters which are in a special format and are transmitted as a group to another device.



	Password
	A confidential code to gain access to a computing device.



	Peripheral Device
	A peripheral device (commonly referred to as simply a peripheral) is a digital device connected to a computer to perform a unique function.  Examples include printers and data storage devices.



	PIN
	An abbreviation for Personal Identification Number.  It is a 4-16 digit code which is used by card holders to identify themselves as the authorized users of the card.



	POS terminal
	A terminal used to process transactions and communicate with the host in the Point-of-Sale (POS) environment.



	Protocol
	A set of rules governing the interaction or exchange of information which ensures orderly and successful completion of the transactions; a formalized set of conventions governing the format and control of inputs and outputs between two communicating processes which includes handshaking and line discipline.



	Response Packet
	This packet is automatically generated in response to a received request packet.



	Scrolling
	Text which is too large to be shown on the display at one time (greater than 16 characters) can move across the display screen, or scroll, to show the complete message.



	SI
	Shift In character, which indicates the beginning of System message packets.



	SO
	Shift Out character, which indicates the end of System message packets.



	STX
	Start of Text character, which indicates the beginning of message packets, not including System messages. 



	UART
	An abbreviation for Universal Asynchronous Receiver/Transmitter, a device chip which enables the connection of the serial I/O PINpad to the microprocessor.
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