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Contract #01714 – Translation Auto System, DSHS – ALTSA
Contract and Amendments
Date Issued:  September 25,  2017
Purpose:  Reduce price for Keying in and formatting of “Client Letters”
	Awarded contractor:

	Lingualinx Language Solutions, Inc.

Hedley Park Place

433 River Street

Troy, New York   12180


	DES Contract Specialist:
	LeAnna Sandy
Contracts and Procurement 
(360) 407-8535
Leanna.sandy@des.wa.gov 


	DATE
	PURPOSE
	COPY OF AMENDMENT

	9.25.17
	Reduce price for keying in and formatting of Client letters from $4.00 to $3.00 per letter effective October 1, 2017
	
[image: image1.emf]signed Amendment  #9.pdf



	1.17.17
	Incorporate updated list of common languages
	
[image: image2.emf]Amendment #7  signed.pdf



	11.18.16
	Extend contract for two years through December 31, 2019
	
[image: image3.emf]Amendment #6  signed.pdf



	03.09.16
	Incorporate requirement to report “zero sales”
	
[image: image4.emf]Amendment #5A.pdf



	
	(Amendment Four applied to the other contractor only, who has since been removed)
	n/a

	03.30.15
	Require that any CARE document templates created under the contract for ALTSA/DDA either in English or any foreign written language be transmitted via SFT portal every six months or as required
	
[image: image5.emf]01714a3.pdf



	03.09.15
	Incorporate Exhibit A – Category Two Foreign Language Font List
	
[image: image6.emf]01714  Amendment#2.pdf



	11.26.14
	Incorporate Exhibit A – Data Security Requirements, and DSHS amended Terms and Conditions
	
[image: image7.emf]Lingualinx A1.pdf




Contractor & Pricing Information

	Contractor:
	LinguaLinx Language Solutions, Inc.

Hedley Park Place

433 River Street

Troy, New York 12180

	Contact:
	Areji Kinsler, Client Relationship Manager

	Phone:
	(518) 388-9000

	Fax:
	(518) 388-0066

	Email:
	akinsler@lingualinx.com 

	Accounting Contact:
	Rachel Teidman

	Phone:
	(518) 388-9000

	Fax:
	(518) 388-0066

	Email:
	rteidman@lingualinx.com 

	Federal ID No.
	010749117

	State Revenue #
	602-661-645

	MWBE certification:
	n/a

	Estimated contract worth:
	$ 500,000.00/two years

	Payment address:
	Same as above

	Credit card acceptance:
	Visa, MasterCard, American Express and Discover

	Payment terms:
	Net 30 days

	Payment Options:
	EFT

	Web Options:
	Online account set-up and payment

	Word Counting:
	The method used in word counting is as follows:  numerical characters (i.e., 1, 15) will be treated as words, and meaningful symbols (e.g., &) will be treated as words. Month, date and year written in numerical format will be treated as separate words, i.e., 3/20/1998 or 3-20-1998 will be treated as three separate words. Please also note that the “Charge per English Word” will be paid for each word starting with the first word.


Subcontractors:

	CQ Fluency

2 University Plaza, Suite 406

Hackensack, NJ 07601
	Phone: (201) 487-8007

Fax:       n/a

Email: elisabete.maranda@cqfluency.com 

Federal ID: 320102982

	Truong Nga

26 W York #1

Spokane, WA  99205
	Phone: (509) 326-2770

Fax:      n/a

Email: truongngo04@yahoo.com 

Federal ID:  602704842

	Keosen Chindavongsa

24101 22nd Place South

Des Moines, WA  98191
	Phone: (206) 760-2081

Fax:      n/a

Email: chindavongsa@comcast.net 

Federal ID: 586282268


	Pricing:
	Keying in and formatting of “Client Letters”:                         $3.00 per letter

Translation of “English Text” into requested language:        $.18 per word


(note:  this contract is for category two only; any reference to category one no longer applies)

SERVICE Requirements
1. CONTRACTORS MUST:

a. Have a minimum of two years of experience in the translation business.

b. Have essential staffing and equipment in order to respond to and complete work for all translation requests and deliver completed work within the required timeframes as outlined herein.
c. Have the ability to store and manipulate translated text blocks, combining them into multiple documents.

Note: Currently there are approximately 160 different letter types and approximately 600 individual text blocks that need to be stored electronically.  All translated text blocks will be stored in multiple languages.

d. Have a database that will electronically track translation projects, generate reports, and distribute reports at the request of DSHS or HCA.

e. Have a billing system that accurately details the costs for each translation project as specified in the Workflow Requirements and Procedures section of this document.

2. OVERVIEW:
Client letters, requiring translation, are centrally printed in English and grouped by requested language. Some client letters will be accompanied by one or more computation sheets. Computation Sheets are not to be translated. 

For Category One, it is the Contractor’s responsibility to pick-up client letters needing translation and drop off client letters that have been translated, each business day, from a pre-arranged DSHS office. Repeated or multiple failures to collect and/or drop off translation work daily may result in contract termination. 

Each client letter is coded by type(s) of action(s) (e.g., 010-No Change in Benefits) and is broken down into text blocks.  Each text block has been assigned a unique numerical identifier by DSHS.  The contractor will be required to track all translated text blocks using the unique DSHS numerical identifier and DSHS Primary Language Codes (see attached).
3. GENERAL

The contractor shall:

· Use English as the base language for calculating the per word translation costs.

· Only use the approved DSHS Primary Language Codes as language identifiers (see attached)
· Be responsible for all costs associated with the completion of each translation, including staff time, printers and other office equipment, computer hardware and software, electronic disks, toll-free fax service, postage and packet pickup, and other necessary materials.

· Submit all billing information to DSHS/ISSD for verification and payment.

· By the 10th of each month following the month of service, send DSHS an electronic copy of all newly translated text, categorized by numerical identifier, DSHS language code, and font used in Microsoft Word format.  

· At Contractor’s expense, meet upon request, with DSHS representatives to review compliance with the terms of the contract and to discuss service performance issues.

4. TRANSLATION QUALITY

To ensure and promote translation accuracy, the contractor must:

· Use translators who are authorized or qualified by one or more of the following authorities:

· American Translators Association (ATA).

· Approved Contractor translator testing programs. 

Note: During contract term DSHS reserves the right to monitor and require improvements to previously approved Contractor testing programs.

· Accuracy - Contractor is responsible for ensuring that the Translated documents thoroughly and faithfully render the source language message, omitting or add nothing, give consideration to linguistic variations in both source and target languages, and conserve the tone and spirit of the source language message.

· Cultural Sensitivity/Courtesy - Contractor is responsible for ensuring that the Translated documents are culturally competent, sensitive, and respectful of the individuals they serve.

· Proficiency - Contractors are responsible for ensuring that Translators meet the minimum proficiency standard set by DSHS by passing the required certification examination or screening evaluation.

· Compensation - The fee schedule established through this contract shall be the maximum compensation for services performed under this contract.  Contractor shall not accept additional money, considerations or favors for services provided under this contract.  Contractor shall not use for private or others gain or advantage, the department’s time or facilities, equipment or supplies, nor shall they use or attempt to use their position to secure privileges or exemptions.

· Non-discrimination - Contractor is responsible for ensuring that Translations are neutral, impartial and unbiased.  Translations shall not discriminate on the basis of gender, disability, race, color, national origin, age, socio-economic or educational status, or religious, political or sexual orientation.  

· Self-evaluation - Contractor is responsible for ensuring that certifications, training and experience are accurately and completely represented.

· Impartiality /Conflict of Interest - Contractor is responsible for disclosing any real or perceived conflict of interest which would affect objectivity in the delivery of service.  Providing translation services for family members or friends may violate the individual’s right to confidentiality, or constitute a conflict of interest.

· Scope of Practice - Contractor is responsible for ensuring that no counseling, advice, or express personal opinions, are given to individuals for whom they are translating, or engage in any other activities which may be construed to constitute a service other than translating.  Contractors are prohibited from having unsupervised access to clients, including but not limited to phoning clients directly.

· Keep on file information regarding each translated text blocks, including when and by whom the text block was translated.  This information shall be available to DSHS and HCA upon request.

· Translate documents at the same reading level as the source material.

· Review each translation prior to delivery to DSHS or HCA to ensure that the translated document is accurate and consistent with the formatting and technical specifications of the original English document.

· Upon request, correct any translation in order to improve quality.

Note: The Contractor shall be responsible for any costs related to correcting translations formatted or translated incorrectly.  Payment will not be made for translations that are not completed in accordance with the corrections requested by DSHS or HCA.

· Within 15 days of request, submit a comprehensive list of all translators Contractor’s agency will utilize to meet the terms of the contract.  The translator list must be electronically updated and sent to DES whenever a change in translator staff is made.  These updates will be sent to DSHS and HCA within five (5) days of any change.

5. WORKFLOW REQUIREMENTS AND PROCEDURES 

For Category One, each business day, the Contractor will collect a packet of documents for processing.  The packet will possess a packet number assigned by ISSD and will consist of several “orders”.  

Upon receipt of a packet, the contractor shall immediately confirm receipt of the packet by e-mail to ISSD.  This confirmation shall include the packet number and the date and time of receipt of the packet. 

Each order will represent a specific language being requested and has been given a unique order number.  Each order will include one or more client letters.  The Contractor will process each order and change the order number to a billing number that will identify the action that will be taken to process each client letter.

If upon receipt of an order, the contractor determines that it will not be able to meet the required time frames outlined in the contract, the originals (for the request not being accepted) must be returned to ISSD within 1 business day of receipt.  Failure to accept Translation requests will be tracked and may be considered grounds for termination from the contract. An electronic email is to be sent to the DSHS Program Manager immediately. Contact information will be provided at time of award.

Note:   Computation Sheets may be included within a client letter.  Computation Sheets are not to be translated and are to be left in the order they are received and returned with the English and translated letters.  

The contractor will be required to complete a variety of tasks for each order, which include: 

a. Identifying which coded text has been translated.

b. Creating an exact translated version of the client letter, which requires:

· keying-in of English names, addresses and numbers;

· retrieving and formatting of stored previously translated text; and

· translating and formatting of any new text.

c. Coding and storing newly translated text blocks in a database. Stored text blocks must be coded with the unique DSHS numerical identifier and DSHS approved primary language code.

The contractor will return the translated client letter with the original English version of the client letter to ISSD.  With the completed work, the contractor will also submit electronically an EXCEL spreadsheet and by hard copy that includes the following information for all completed work being returned:

a. date received from ISSD;

b. date completed translation work is sent to ISSD;

c. billing numbers/client names and Ids;

d. number of client letters by  billing number and charge;

e. word count by billing number and charge;

f. Charge for each billing number.

g. Name(s) and qualification(s) of translator(s) who worked on project

The contractor will be required to submit a summary report indicating the daily total charge for all billing numbers, referred to as the Daily Billing Report.

The packet of completed work and reports submitted to ISSD shall be identified with a packet number.

Upon submitting the completed translation work and reports to ISSD, the contractor will be required to send an email to ISSD, identifying the completed work packet number and the date and time the completed work and spreadsheet reports were mailed to ISSD.

6. TURNAROUND TIME FRAMES

The contractor will be required to complete translation requests within the following time frames. Time frames will be tracked beginning with the business day after ISSD receives an email from the Contractor confirming receipt of the packet and ending with the day the contractor emails ISSD confirming they have dropped off the completed client letters at the designated DSHS location. 

Translation requests are to be completed:

a.
Within 4 business days for correspondence which requires keying-in or formatting of previously translated text in all languages.

b.
Within 8 business days for correspondence which requires keying-in, formatting, and new translation. 

c.
Within 10 business days for 10 or more pages long CARE correspondence which requires keying-in, formatting, and new translation.

If unable to meet normal required timeframes, the Contractor shall return original requests to project requester within one (1) business day of receipt.

Accepted client letters will be fully reimbursed when the time frames mentioned above are met.  Compensation for translated client letters returned late is as follows:

	Letter Returned:

Business Days Late
	Compensation % of Contract Rate:



	1
	75%

	2
	50%

	3
	25%

	4
	No Compensation


a) For correspondence requiring keying-in, formatting, and new translation. 

	Letter Returned:

Business Days Late
	Compensation % of Contract Rate:



	1
	87.5%

	2
	75%

	3
	62.5%

	4
	50%

	5
	37.5%

	6
	25%

	7
	12.5%

	8
	No Compensation


b) For 10 or more pages long CARE correspondence which requires keying-in, formatting, and new translation.

	Letter Returned:

Business Days Late
	Compensation % of Contract Rate:



	1
	90%

	2
	80%

	3
	70%

	4
	60%

	5
	50%

	6
	40%

	7
	30%

	8
	20%

	9
	10%

	10
	No Compensation


Contractor will assume responsibility for costs related to correcting jobs translated or formatted incorrectly. Payment will not be made if the final product is determined by DSHS or HCA to have not been done or rectified in accordance with translation request specifications.  DSHS and HCA is the final arbiter in determining translation accuracy.
7. BILLING SPECIFICATIONS/PAYMENT PROCESS

The contractor must track all translation requests for delivery and billing purposes. Billing for completed work must be submitted to ISSD.  This information shall be verified by ISSD prior to payment. 

ISSD will process the Daily Billing Reports submitted by the Contractor on an every other week basis.  Once a week, ISSD will submit an invoice to the contractor for signature that details the week’s billing activity.  DSHS will authorize payment for services rendered upon receipt of the signed invoice.

8. LACK OF RESOURCES TO ACCEPT/COMPLETE PROJECT REQUIREMENT

The contractor is required to continuously and actively recruit qualified translators in needed languages. If a contractor is unable to accept or complete a project due to lack of resources, they may be required to start recruitment immediately and report to DSHS or HCA what actions were taken, the outcome, and reason(s) why they were not able to identify a qualified translator if none was found. Continual instances of inability to accept or complete a project may be considered complete cause for contract termination.
LANGUAGE CODES

DSHS Common Language Data Codes

For Written Communication


                                  Language Testing and Certification (LTC)

(updated January of 2017)
AE
Armenian 

AL
Albanian 

AM
Amharic 

AR
Arabic

AZ
Azerbaijani

BA
Balochi

BK
Bikol*

BL
Bulgarian 

BM
Bambara 

BN
Bengali 

BO
Bosnian 

BS
Burmese

BU
Bhutanese* (Dzongkha)

CA
Cambodian*


(Khmer)

CB
Cebuano (Visayan)

CC
ChiuChow*

CH
Chinese

(Traditional or Simplified)

CI
Chin* 


20 ISO 3 codes

CK
Central Kurdish

(Sorani Alphabet)

CM
Cham

CR
Chamorro 

CT
Croatian 

CZ
Czech 

DA
Dari 

DI
Dinka

DN
Danish

DU
Dutch 

DZ
Dzongkha (Bhutan)

EN
English 

FA
Farsi 

FC
French-Creole 

FI
Finnish 

FJ
Fijian 

FR
French 

FU
Fulani 

GE
German 

GJ
Gujarati 

GN
Georgian 

GR
Greek 

HA
Hakha Chin 

HC
Haitian-Creole

HE
Hebrew 

HI
Hindi 

HM
Hmong 

HS
Hausa 

HU
Hungarian 

IB
Ibo (Igbo) 

IL
Ilocano 

IN
Indonesian

IO
Ilongo 

IT
Italian 

JA
Japanese 

KA
Karen

KH
Kashmiri 

KI
Kirundi (Rundi)

KK
Kakwa 

KL
Kayah 

KM
Kmhmu (Khmu)

KN
Kinaray-a 

KO
Korean

KS
Kosrean 

KU
Kurdish

KY
Kikuyu 

LA
Laotian 

LG
Lingala

LT
Lithuanian

LV
Latvian

MA
Mixteco Alto 

MB
Mixteco Bajo

MC
Macedonian

MD
Moldavian*

(Romanian)
MI
Mien 

ML
Malay 

MM
Malayalam

MN
Mandinka   

MO
Mongolian 

MR
Marathi 

MS
Marshallese

MU
Mam 

NE
Nepali 

NO
Norwegian 

NU
Nuer 

OM
Oromo 

PA
Pastu

??
Palauan

PG
Portuguese 

PJ
Punjabi

PN
Pangasinan 

PO
Polish 

RO
Romanian (Moldavian)

RU
Russian 

RW
Kinyarwanda (Rwanda) 

SA
Samoan

SC
Serbo-Croatian* (Bosnian, Croatian, Serbian)

SD
Sudanese 

SE
Sinhalese

SH
Salish 

SI
Swahili 

SM
Somali 

SN
Shona 

SO
Soninke 

SP
Spanish

SR
Serbian

SV
Slovak 

??
Slovene (Slovenian)

SW
Swedish 

TA
Tagalog

TB
Tibetan 

TE
Telugu 

TH
Thai 

TI
Tigrinya

TJ
Tajik 

TK
Turkish 

TM
Tamil 

TN
Tongan 

TR
Trukese (Chuukese)

TU
Turkmen 

UK
Ukrainian 

UR
Urdu

UZ
Uzbek 

VI
Vietnamese 

WO
Wolof

WW
WarayWaray

WA
Wanda

YO
Yao

YP
Yupik

YR
Yoruba 

ZU
Zulu 

*Should be removed from   Tracking System

 DEFINITIONS

	Aging and Long Term Supports Administration (ALTSA)


	State agency under the DSHS umbrella, responsible for administering federally funded social services programs serving adults with chronic illnesses or functionally disabling conditions who are Medicaid eligible.

	Business Days 
	Monday through Friday, 8:00 a.m. to 5:00 p.m., Pacific Time, except for holidays observed by the state of Washington.

	Calendar Days 
	Consecutive days of the year including weekends and holidays, each of which commence at 12:00:01 a.m. and end at Midnight, Pacific Time.  When “days” are not specified, Calendar Days shall prevail.

	CARE Automated System 
	The Comprehensive Assessment and Reporting Evaluation (CARE) system includes two main assessment tools for developmental disabilities and functional disabilities. The CARE system provides a standardized approach in evaluating the support needs of clients for purposes of service determination and individualized support planning for both long-term care and DDA paid services. Documents are generated automatically by the tool.



	CARE Documents
	Documents auto generated from CARE are provided in a PDF format. Documents can range from 4 to 60 pages depending on the specifics of a client’s plan. There are approximately 18 different documents for DDA use and 11 different documents for ALTSA/AAA use. Templates in English are provided by DDA/ALTSA headquarters. 



	CARE Translation Billing Application  
	The Translation Billing Program was created to send client specific CARE documents via secure email to be translated. This secure email billing application is to be used by vendors to invoice field offices accurately for client specific formatting of already translated CARE documents. The application is uploaded on all field staff computers statewide who use CARE. 

All translations of CARE templates are billed directly to DDA/ALTSA headquarters and not through the CARE Translation Billing Application.

 

	Client Letter 
	Correspondence, averaging 1½ to 3 pages in length, generated through DSHS Automated Systems for an applicant or recipient of services describing the status of the benefits he/she has applied for or is receiving.



	Department of Social and Health Services (DSHS)
	Agency in Washington State government responsible for administering state and federally funded social service programs, including cash, food and medical assistance programs.



	DSHS Authorized Translator
	Translator who has passed a translator certification examination other than the DSHS/LTC translator certification examination such as but not limited to the American Translators Association (ATA) examination. 

	DSHS/HCA Automated Systems
	Data processing and/or payment systems designed to support client, financial, and management activities in DSHS and HCA. Through these systems, staff can enter, update and inquire on data relating to assistance units, clients, other agencies, providers, etc.



	Formatting
	The act of piecing together previously translated text blocks into a specific format as requested by DSHS and HCA.

	Health Care Authority

Information System Services Division (ISSD)
	The Washington State Health Care Authority oversees the state’s two top health care purchasers – Medicaid and the Public Employees Benefits Board (PEBB) Program, as well as other programs.

DSHS Division that is the Department’s primary service provider for agency-wide information technology (IT) services.



	Keying-in
	The act of typing English information (e.g., program names, client names, numbers, etc.) into a previously translated client letter

	Non-Supported Languages
	All languages that are not currently provided in translation by DSHS/HCA Automated Systems.  DSHS/HCA Automated Systems currently support (i.e., generate letters in) Cambodian, Chinese, Korean, Laotian, Russian, Somali, Spanish and Vietnamese.

	Supported Languages
	Languages that are currently provided in translation by DSHS and HCA Automated Systems (Cambodian, Chinese, Korean, Lao, Russian, Somali, Spanish, and Vietnamese).



	Translation
	The written transfer of text from one language to another.

	Translator Testing Programs
	Programs other than Department of Social and Health Services (DSHS), American Translation Association (ATA), and contracted translation companies that administer spoken language translator tests such as translator training programs of an academic institution.



	Word Count
	The total number of English words that need to be translated within a document.  The word count is used to determine translation costs.  The method used in word counting shall be the same as that used by most computer software programs (e.g. Readability Statistics).
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State of Washington CONTRACT AMENDMENT
Contracts, Procurement, & Risk Management Division
Department of Enterprise Services
P.0. Box 41411 Contract No.: | 01714
Olympia, WA 98504-1411
Lingualinx Language Solutions, Inc. Amendment No.: / 7
Hedley Park Place
433 River Street Effective Date: | January 17, 2017
Troy, New York 12180

Gouert™

;DC(H AMENDMENT

TO
ConTRACT NO. 01714

A TRANSLATION SERVICES — DSHS SYSTEMS GENERATED CLIENT LETTERS
Guoe

This Sy(h Amendment (“Amendment”) to Contract No. 01714 is made and entered into by and between
the State of Washington acting by and through the Department of Enterprise Services, a Washington
State governmental agency (“State”) and Lingualinx Language Solutions, Inc., a New York Corporation
(“Contractor”) and is dated as of January 17, 2017.

RECITALS

A. State and Contractor (collectively the “Parties”) entered into that certain Contract No. 01714 for
DSHS Systems Generated Client Letters dated effective as of January 1, 2015 (“Contract”).

B. The Parties previously amended the Contract:

¢ Amendment One dated 11/26/14 incorporated DSHS’s Data Security Requirements and
Terms and Conditions (amended)

e Amendment Two dated 03/09/15 incorporated DSHS's Category 2 Foreign Language
Font List

e Amendment Three dated 03/30/15 required a data transfer of any CARE documents to a
DSHS portal every six months or as required by DSHS

® Amendment Four — there was no Amendment Four pertinent to Linguilinx Language
Solutions

* Amendment Five A dated 03/09/16 changed the “zero” sales reporting requirement
C. The amendment set forth herein is within the scope of the Contract.

D. The Parties now desire to amend the Contract as set forth herein.

AGREEMENT

Now THEREFORE, in consideration of the mutual covenants and agreements set forth herein, the Parties
hereby agree to amend the Contract, as previously amended, as follows:

CONTRACT NO. 01714 - AMENDMENT NO.SIX






1. ToriC: Incorporate updated list of Common Languages (attached)

2. No CHANGE OTHER THAN AMENDMENT. Except as amended herein, the Contract is unaffected and
remains in full force and effect.

3. INTEGRATED AGREEMENT; MODIFICATION. This Amendment constitutes the entire agreement and
understanding of the Parties with respect to the subject matter and supersedes all prior
negotiations and representations. In the event of any conflict between this Amendment and the
Contract or any earlier amendment, this Amendment shall control and govern. This
Amendment may not be modified except in writing signed by the Parties.

4. AUTHORITY. Each party to this Amendment, and each individual signing on behalf of each party,
hereby represents and warrants to the other that it has full power and authority to enter into
this Amendment and that its execution, delivery, and performance of this Amendment has been
fully authorized and approved, and that no further approvals or consents are required to bind

such party.

5. ELECTRONIC SIGNATURES. A signed copy of this Amendment or any other ancillary agreement
transmitted by facsimile, email, or other means of electronic transmission shall be deemed to
have the same legal effect as delivery of an original executed copy of this Amendment or such
other ancillary agreement for all purposes.

6. COUNTERPARTS. This Amendment may be executed in one or more counterparts, each of which
shall be deemed an original, and all of which counterparts together shall constitute the same
instrument which may be sufficiently evidenced by one counterpart. Execution of this
Amendment at different times and places by the parties shall not affect the validity thereof so
long as all the parties hereto execute a counterpart of this Amendment.

EXECUTED AND EFFECTIVE as of the day and date first above written.

LINGUALINX LANGUAGE SOAUTIONS, INC. STATE OF WASHINGTON

A NEW YORK CORPORAT!} DEPARTMENT oZl?(gZZinwcss
By: ,-S

Name: m\ MAZ Name: Connie Stacy

Title: A D¢ éi—c af cS/ﬂ Title:  Contracts Speaahst

Date: ]W/f/&/l7 Date: /'/ ? /7

LIST OF COMMON LANGUGES
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CONTRACT NO. 01714 - AMENDMENT NO.SIX

Armenian
Albanian
Ambharic

Arabic
Azerbaijani
Balochi

Bikol*
Bulgarian
Bambara
Bengali
Bosnian
Burmese
Bhutanese* (Dzongkha)
Cambodian*
(Khmer)
Cebuano (Visayan)
ChiuChow*
Chinese
(Traditional or Simplified)
Chin*

20 1S0O 3 codes
Central Kurdish
(Sorani Alphabet)
Cham
Chamorro
Croatian

Czech

Dari

Dinka

Danish

Dutch
Dzongkha (Bhutan)
English

Farsi
French-Creole
Finnish

Fijian

French

Fulani

German
Gujarati
Georgian
Greek

Hakha Chin
Haitian-Creole
Hebrew

Hindi

Hmong

Hausa
Hungarian

Ibo (Igbo)
llocano

LIST OF COMMON LANGUGES





IN Indonesian

10 llongo

IT ltalian

JA Japanese

KA Karen

KH Kashmiri

Kl Kirundi (Rundi)
KK Kakwa

KL Kayah

KM Kmhmu (Khmu)
KN Kinaray-a

KO Korean
KS Kosrean
KU Kurdish
KY Kikuyu

LA _aotian
LG Lingala
LT Lithuanian
LV Latvian

MA Mixteco Alto

MB Mixteco Bajo
MC Macedonian

MD Moldavian*

(Romanian)
Mi Mien
ML Malay

MM Malayalam
MN Mandinka
MO Mongolian

MR Marathi

MS Marshallese
MU Mam

NE Nepali

NO Norwegian
NU Nuer

OoM Oromo

PA Pastu

?? Palauan

PG Portuguese
PJ Punjabi

PN Pangasinan
PO Polish

RO Romanian (Moldavian)
RU Russian

RwW Kinyarwanda (Rwanda)

SA Samoan

SC Serbo-Croatian* (Bosnian, Croatian, Serbian)
SD Sudanese

SE Sinhalese

SH Salish
Sl Swahili
SM Somali
SN Shona
SO Soninke
SP Spanish
SR Serbian

CONTRACT NO. 01714_ - AMENDMENf NO.sIX





sSv Slovak

?? Slovene (Slovenian)
SwW Swedish
TA Tagalog
B Tibetan
TE Telugu
TH Thai

TI Tigrinya
TJ Tajik

TK Turkish
™ Tamil
TN Tongan

TR Trukese (Chuukese)
TU Turkmen
UK Ukrainian

UR Urdu

uz Uzbek

Vi Vietnamese
woO Wolof

WW  WarayWaray
WA Wanda

YO Yao

YP Yupik

YR Yoruba

ZU Zulu

*Should be removed from Tracking System
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State of Washington CONTRACT AMENDMENT

Contracts, Procurement, & Risk Management Division
Department of Enterprise Services

P.O.Box 41411 Contract No.: | 01714

Olympia, WA 98504-1411

Lingualinx Language Solutions, Inc. Amendment No.: | 9

Hedley Park Place

433 River Street Effective Date: | October 1, 2017

Troy, New York 12180

NINTH AMENDMENT
TO
ConTrACT No. 01714
TRANSLATION SERVICES — DSHS SYSTEMS GENERATED CLIENT LETTERS

This ninth Amendment (“Amendment”) to Contract No. 01714 is made and entered into by and
between the State of Washington acting by and through the Department of Enterprise Services,
a Washington State governmental agency (“State”) and Lingualinx Language Solutions, Inc., a
Corporation in New York (“Contractor”) and is effective as of October 1, 2017.

RECITALS

A. State and Contractor (collectively the “Parties”) entered into that certain Contract
No. 01714 dated effective as of January 1, 2015 (“Contract”).

B. The Parties previously amended the Contract:

e Amendment One dated 11/26/14 incorporated DSHS’s Data Security Requirements and
Terms and Conditions {amended)

¢ Amendment Two dated 03/09/15 incorporated DSHS's Category 2 Foreign Language
Font List

* Amendment Three dated 03/30/15 required a data transfer of any CARE documents to a
DSHS portal every six months or as required by DSHS

* Amendment Four — there was no Amendment Four pertinent to Lingualinx Language
Solutions, Inc.

* Amendment Five A dated 03/09/16 changed the “zero” sales reporting requirement

e Amendment Six extended the Contract for two years, from fanuary 1, 2017 through
December 31, 2019

» Amendment Seven dated 01/17/17 incorporated an updated list of Common Languages

e Amendment Eight dated 07/01/17 adjusted the Vendor Management Fee to 1.5%

C. The amendment set forth herein is within the scope of the Contract
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D. The Parties intend to amend the Contract to change the rate

E. The amendment set forth herein is within the scope of the Contract.

F. The Parties now desire to amend the Contract as set forth herein.

AGREEMENT

Now THEREFORE, in consideration of the mutual covenants and agreements set forth herein, the
Parties hereby agree to amend the Contract, as previously amended, as follows:

1.

CHANGE: Adjust the applicable rate for “keying in and formatting of Client Letters” from
$4.00 to $3.00 per letter, effective October 1, 2017.

NO CHANGE OTHER THAN AMENDMENT. Except as amended herein, the Contract is
unaffected and remains in full force and effect.

INTEGRATED AGREEMENT; MODIFICATION. This Amendment constitutes the entire agreement
and understanding of the Parties with respect to the subject matter and supersedes all
prior negotiations and representations. In the event of any conflict between this
Amendment and the Contract or any earlier amendment, this Amendment shall control
and govern. This Amendment may not be modified except in writing signed by the
Parties.

AUTHORITY. Each party to this Amendment, and each individual signing on behalf of each
party, hereby represents and warrants to the other that it has full power and authority
to enter into this Amendment and that its execution, delivery, and performance of this
Amendment has been fully authorized and approved, and that no further approvals or
consents are required to bind such party.

ELECTRONIC SIGNATURES. A signed copy of this Amendment or any other ancillary
agreement transmitted by facsimile, email, or other means of electronic transmission
shall be deemed to have the same legal effect as delivery of an original executed copy of
this Amendment or such other ancillary agreement for all purposes.

COUNTERPARTS. This Amendment may be executed in one or more counterparts, each of
which shall be deemed an original, and all of which counterparts together shall
constitute the same instrument which may be sufficiently evidenced by one
counterpart. Execution of this Amendment at different times and places by the parties
shall not affect the validity thereof so long as all the parties hereto execute a
counterpart of this Amendment.
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EXECUTED AND EFFECTIVE as of the day and date first above written.

STATE OF WASHINGTON
DEPARTMENT OF ENTERPRISE SERVICES

Lingualinx Language Solations

By:
Name: JiWa é{

Title: Director 7f Sale

Title: Cont ecialist
1417 . 4«/ 72017

Name: Connie Stacy

Date:
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Washington Stz.ma Dapartment of
Enterprise Services

Contract Amendment
01714 - Translation Auto System

Date Issued: 03/09/16

Effective Date: Upon DES Execution

Amendment Number: 5A

Contractor Name: Lingualinx Language Solutions, INC.

This contract amendment is issued under the provisions of (the contract referenced above). The changes
authorized are within the scope of the original contract. All rights and obligations of the parties are
governed by the terms of the original contract, including any subsequent amendments, which are hereby
incorporated by reference.

Purpose of Amendment:

To change Section 3.9 to add “ZERO" sales reporting information.

3.9 Contract sales report

The management fee will be based on total contract sales, which must be reported quarterly by the
contractor in the Contract Sales Reporting System. DES will provide a login password and a
vendor number.

“ZEROQ" sales: Contractor is required to report “zero" sales even if no sales occurred
during the reporting period.

Each sales report must identify every authorized purchaser by name as it is known to DES and its
total combined sales amount invoiced during the reporting period (i.e., sales of an entire agency
or political subdivision, not its individual subsections). The "Miscellaneous” option may be used
only with prior approval by DES, and use of this option without pribr approval by DES may be cause

for contract termination.
Due date: Reports must be submitted electronically within 30 days after the end of the calendar
quarter:

For sales invoiced during ... Due date

Q1 (Jan / Feb / March) April 30

Q2 (April / May / June) July 31

Q3 (July / Aug / Sept.) Oct. 31

Q4 (Oct/ Nov/ Dec.) Jan. 31

Failure to provide reports in accordance with the schedule above may be cause for contract
termination.

The report may be corrected or madified by DES with subsequent written nofice to the contractor.

Upon request, contractor shall provide contact information for all purchasers during the term of this
contract. Refer sales reporting guestions to the Contract Administrator.





Authorizing Signatures

For Contractor:

Charlotte Knoll, Contractor
Lingualinx Language Solutions, Inc.
(518) 388-8000

433 River Street

Troy, NY 12180
AccountsReceivable@linquatinx.com

e labCfls

Washington State Department of Enterprise Services (DES)

For State of Washington:

Greg Tolbert, Legal Services Manager
Contracts, Procurement Risk Mgmt.

(360) 407-9038

PO Box 41411

Olympia WA 98504-1411
reg.jolber@des. ov

Signature (J‘L rey ﬂ (.bv -

Date > /S-1¢€

DES Authorizing Manager:
7

Signature

Date 3“'//47*/ {J
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State of Washington
Contracts, Procurement, & Risk Management Division
Department of Enterprise Services

CONTRACT AMENDMENT

P.O.Box 41411 Contract No.: | 01714
Olympia, WA 98504-1411
Lingualinx Language Solutions, Inc. Amendment No.: | 6

Hedley Park Place
433 River Street
Troy, New York 12180

Effective Date:

January 1, 2017

SIXTH AMENDMENT

TO

CoNTRACT No. 01714
TRANSLATION SERVICES — DSHS SYSTEMS GENERATED CLIENT LETTERS

This sixth Amendment (“Amendment”) to Contract No. 01714 is made and entered into by and between
the State of Washington acting by and through the Department of Enterprise Services, a Washington
State governmental agency (“State”) and Lingualinx Language Solutions, a corporation in New York

(“Contractor”) and is dated as of January 1, 2017.

RECITALS

A. State and Contractor (collectively the “Parties”) entered into that certain Contract No. 01714 for
Translation Services — DSHS Systems Generated Client Letters dated effective as of January 1,

2015 (“Contract”).

B. The Parties previously amended the Contract as follows:

Amendment One dated November 26, 2014 incorporated DSHS’s data security requirements
and amended terms and conditions.

Amendment Two dated March 9, 2015 incorporated DSHS’s Exhibit A — Category 2 Foreign
Language Font list.

Amendment Three dated March 30, 2015 required that any CARE document templates created
under the contract for ALTSA/DDA either in English or any foreign written language be
transmitted to ALTSA/DDA via SFT portal once every six (6) months or when requested by
customer/agency.

(Amendments Four and Five B were with the other contractor, Linguistica, and do not pertain).

Amendment Five A dated March 9, 2016 changed Section 3.9 to add “zero” sales reporting
requirements.

C. The amendment set forth herein is within the scope of the Contract.

D. The Parties now desire to amend the Contract as set forth herein.
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AGREEMENT

Now THEREFORE, in consideration of the mutual covenants and agreements set forth herein, the Parties
hereby agree to amend the Contract, as previously amended, as follows:

1.

AMENDMENT SIX TO EXTEND CONTRACT TERM FOR AN ADDITIONAL TWO YEAR PERIOD THROUGH DECEMBER 31,
2019.

NO CHANGE OTHER THAN AMENDMENT. Except as amended herein, the Contract is unaffected and
remains in full force and effect.

INTEGRATED AGREEMENT; MODIFICATION. This Amendment constitutes the entire agreement and
understanding of the Parties with respect to the subject matter and supersedes all prior
negotiations and representations. In the event of any conflict between this Amendment and the
Contract or any earlier amendment, this Amendment shall control and govern. This
Amendment may not be modified except in writing signed by the Parties.

AUTHORITY. Each party to this Amendment, and each individual signing on behalf of each party,
hereby represents and warrants to the other that it has full power and authority to enter into
this Amendment and that its execution, delivery, and performance of this Amendment has been
fully authorized and approved, and that no further approvals or consents are required to bind
such party.

ELECTRONIC SIGNATURES. A signed copy of this Amendment or any other ancillary agreement
transmitted by facsimile, email, or other means of electronic transmission shall be deemed to
have the same legal effect as delivery of an original executed copy of this Amendment or such
other ancillary agreement for all purposes.

COUNTERPARTS. This Amendment may be executed in one or more counterparts, each of which
shall be deemed an original, and all of which counterparts together shall constitute the same
instrument which may be sufficiently evidenced by one counterpart. Execution of this
Amendment at different times and places by the parties shall not affect the validity thereof so
long as all the parties hereto execute a counterpart of this Amendment.

EXECUTED AND EFFeCTIVE as of the day and date first above written.

LINGUALINX LANGUAGE SOLUTIONS, INC. STATE OF WASHINGTON

DEPARTMENT OF ENTERPRISE SERVICES

."/
Name: —\Yo’\a\‘sr"\af\ S\“"ll\ Name: Meligsa Cox
Title: CoH Title: Procurement Supervisor

pate: VN 3\\6 Date: // /X
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) Washington State Department of

’Enterprise Services

Contract #01714 - Translation Services — DSHS & HCA Systems Generated Client
Letters

Coqtract Amendment-

{
i

Date Issued: March 9, 2015

Effective Date: March 3, 2015

Amendment Number: Two

Contractor Name: Lingualinx Language Solutions

This Contract Amendment is issued under the provisions of the contract referenced above. The changes authorized are within
the scope of the original contract. All rights and obligations of the parties are governed by the terms of the original contract,
including any subsequent amendments, which are hereby incorporated by reference.

Purpose of Amendment
At the request of DSHS, incorporate the attached:
e Exhibit A — Category 2 Foreign Language Font List
The remainder of the contract terms, conditions, specifications and pricing is unchanged

Authorizing Signatures

For Contractor: For State of Washington:

Jim Maziejka Bradley DeVol, DES, Contracts, Procurement, and Risk
Lingualinx Language Solutions Management

Hedley Park Place PO Box 41408

433 River Street o Olympia WA 98504-1408

Troy, New York 12180 .~ (360) 407-7920

(518) 388-9000 a\
imaziejka@lingualipx.co r

bradlev,d‘evol@des.wa.gov A VaY

\ Signature |/~

T/\‘ pate_ 3/1]/ 201§

MCC Authorizing Manager:

Signature

Date

g
Signature ( ‘L/\ | P —

. Date 5,]7,15'

“Version 1





Exhibit A
DSHS Office of Communications

Visual Communications

Foreign Language Font Specifications

Revised March 2008 and March 2015 (application revision)

Application updated to InDesign 5.5. (March 3, 2015)

All fonts must be compatible with Mac Operating System (OS) 10.x and InDesign CS5.5.
Only fonts on this list can be used. No other fonts or font formats will be accepted.
Thanks for your help.

When new fonts are selected for use, they will be added to this list.

DSHS Visual Communications supplies some fonts (including Cambodian, Laotian) to
translation vendors for use only in DSHS publication translations.

Cambodian

Screen Font name:

AksarJhar

AgsarChar (italic)

AgsarChar

KHAngkor

Printer Font name:

Aksardha -

AgsarCha

AqgsarCha

KHANg

Vendor: DSHS Visual Communications. P.O. Box 45120, Olympia WA 98504-5120 360-
902-7840

(Linguist’s Software, PO Box 580, Edmonds, WA 98020-0580 * 206-775-1130) -
Comments or style: Type 1 font. Cannot use “keyboard” bold or italic.

Chinese (Traditional)

Screen Font name:

Apple LiSung Light

Apple LiGothic Medium

Printer Font name: N/A

Vendor: Apple Computer Inc., 1 Infinite Loop, Cupertino, CA 98020-0580 « 408-996-1010
Comments or style: Traditional Chinese font set. TrueType font. Available in Mac OS 10
system fonts.
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Korean

Screen Font name:

Apple Gothic

Apple Myungjo

Printer Font name: N/A

Vendor: Apple Computer Inc., 1 Infinite Loop, Cupertino, CA 98020-0580 » 408-996-1010
Comments or style(s): Apple Datafork TrueType fonts are available in Mac OS 10 system
fonts.

Laotian
Screen Font name;
LaoTimPla

LaoTimiltl

LaoTimBolltl

LLaoTimBol

LaoHelPla

LaoHelltl

LaoHelBolltl

LaoHelBol

Printer Font name:

Lao Times

Lao Times (italic)

Lao Times (bold, italic)
Lao Times (bold)

Lao Helvetica

Lao Helvetica (italic) -

Lao Helvetica (bold, italic)
Lao Helvetica (bold)
Vendor: DSHS Visual Communications. P.O. Box 45120, Olympia WA 98504-5120 360-
902-7840

Comments or style: Type 1 font. Lao Helvetica Bold is usually used.

Russian, Viethamese (revised March 2008)

Screen Font names:
Lucida Grande
Lucida Grande Bold
Lucida Sans Std Roman
Lucida Sans Std Bold
Gentium
GentiumAlt
Printer Font names: N/A
Vendors: Apple Computer Inc., 1 Infinite Loop, Cupertino, CA 98020-0580 « 408-996-1010
Comments or style: TrueType. Available in Mac OS 10 system font library.
Download Gentium fonts at no cost:
http://scripts.sil.org/cms/scripts/page.php?s_ite_idansi&item_id:Gentium_download
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)\s‘. R pgton State Department of

/ A Enterpnse Services

Updated 3-18-14

01714 - Translation Auto Systems, DSHS & HCA

Contract Amendment

Date Issued: 03/30/15

Effective Date: 04/01/15 or when fully executed by DES

Amendment Number: 03

Contractor Name: Lingualinx Language Solutions, Inc.

This Contract Amendment is issued under the provisions of [the contract referenced above]. The changes authorized are within
the scope of the original contract. All rights and obligations of the parties are governed by the terms of the original contract,
including any subsequent amendments, which are hereby incorporated by reference.

Purpose of Amendment

To require that any CARE document templates created under the contract for ALTSA/DDA either in
English or any foreign written language be transmitted to ALTSA/DDA via SFT portal once every six (6)

months or when requested by customer/agency.

Authorizing Signatures

For Contractor:

Jim Maziejka

Lingualinx Language Solutions
Hedley Park Place

433 River Street

Troy, New York 12180

(518) 388-9000
imaziejka@lingualinx.com

Signature A /

M

Date 343N /S

Version 1

For State of Washington:

Bradley DeVol, DES, Contracts, Procurement, and Risk
Management

PO Box 41408

Olympia WA 98504-1408
(360) 407-7920

bradley, devol@des wa.gov

Date

MCC Authori %jz;/
Signature // /
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Washington State Department of

Enterprise Services

Contract #01714 — Translation Services — DSHS & HCA Systems Generated Client
Letters

Contract Amendment

Date Issued: November 26, 2014

Effective Date: January 1, 2015

Amendment Number: One

Contractor Name: Lingualinx Language Solutions

This Contract Amendment is issued under the provisions of the contract referenced above. The changes authorized are within
the scope of the original contract. All rights and obligations of the parties are governed by the terms of the original contract,
including any subsequent amendments, which are hereby incorporated by reference.

Purpose of Amendment
At the request of DSHS, incorporate the attached:
e Exhibit A — Data Security Requirements
e DSHS Terms and Conditions (amended)
The remainder of the contract terms, conditions, specifications and pricing is unchanged

Authorizing Signatures

For Contractor: For State of Washington:

Jim Maziejka Connie Stacy, DES Master Contracts and Consulting
Lingualinx Language Solutions (MCC)

Hedley Park Place PO Box 41408

433 River Street Olympia WA 98504-1408

Troy, New York 12180 (360) 407-9403

(518) 388-900 N connie.stacy@des.wa.gov

imaziejka@lingualinx.co

Signatur€ Signature

Date // //(:/ Date

MCC Authorizing Manager:

Signature

Date

Version 1





Exhibit A — Data Security Requirements

1. Definitions. The words and phrases listed below, as used in this Exhibit, shall each
have the following definitions:

a. “Authorized User(s)” means an individual or individuals with an authorized business
requirement to access DSHS Confidential Information.

b. “Hardened Password” means a string of at least eight characters containing at least
one alphabetic character, at least one number and at least one special character
such as an asterisk, ampersand or exclamation point.

c. “Unique User ID” means a string of characters that identifies a specific user and
which, in conjunction with a password, passphrase or other mechanism,
authenticates a user to an information system.

2. Data Transport. When transporting DSHS Confidential Information electronically,
including via email, the Data will be protected by:

a. Transporting the Data within the (State Governmental Network) SGN or Contractor’s
internal network, or; . .

b. Encrypting any Data that will be in transit outside the SGN or Contractor’s internal
network. This includes transit over the public Internet.

3. Protection of Data. The Contractor agrees to store Data on one or more of the
following media and protect the Data as described:

a. Hard disk drives. Data stored on local workstation hard disks. Access to the Data
will be restricted to Authorized User(s) by requiring logon to the local workstation
using a Unique User ID and Hardened Password or other authentication
mechanisms which provide equal or greater security, such as biometrics or smart
cards.

b. Network server disks. Data stored on hard disks mounted on network servers and
made available through shared folders. Access to the Data will be restricted to
Authorized Users through the use of access control lists which will grant access only
after the Authorized User has authenticated to the network using a Unique User ID
and Hardened Password or other authentication mechanisms which provide equal or
greater security, such as biometrics or smart cards. Data on disks mounted to such
servers must be located in an area which is accessible only to authorized personnel,
with access controlled through use of a key, card key, combination lock, or
comparable mechanism.

For DSHS Confidential Information stored on these disks, deleting unneeded Data is
sufficient as long as the disks remain in a Secured Area and otherwise meet the
requirements listed in the above paragraph. Destruction of the Data as outlined in
Section 5. Data Disposition may be deferred until the disks are retired, replaced, or
otherwise taken out of the Secured Area.
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c. Optical discs (CDs or DVDs) in local workstation optical disc drives. Data
provided by DSHS on optical discs which will be used in local workstation optical disc
drives and which will not be transported out of a Secured Area. When not in use for
the contracted purpose, such discs must be locked in a drawer, cabinet or other
container to which only Authorized Users have the key, combination or mechanism
required to access the contents of the container. Workstations which access DSHS
Data on optical discs must be located in an area which is accessible only to
authorized personnel, with access controlled through use of a key, card key,
combination lock, or comparable mechanism.

d. Optical discs (CDs or DVDs) in drives or jukeboxes attached to servers. Data
provided by DSHS on optical discs which will be attached to network servers and
which will not be transported out of a Secured Area. Access to Data on these discs
will be restricted to Authorized Users through the use of access control lists which
will grant access only after the Authorized User has authenticated to the network
using a Unique User ID and Hardened Password or other authentication
mechanisms which provide equal or greater security, such as biometrics or smart
cards. Data on discs attached to such servers must be located in an area which is
accessible only to authorized personnel, with access controlled through use of a key,
card key, combination lock, or comparable mechanism.

e. Paper documents. Any paper records must be protected by storing the records in a
Secured Area which is only accessible to authorized personnel. When not in use,
such records must be stored in a locked container, such as a file cabinet, locking
drawer, or safe, to which only authorized persons have access.

f. Remote Access. Access to and use of the Data over the State Governmental
Network (SGN) or Secure Access Washington (SAW) will be controlled by DSHS
staff who will issue authentication credentials (e.g. a Unique User ID and Hardened
Password) to Authorized Users on Contractor staff. Contractor will notify DSHS staff
immediately whenever an Authorized User in possession of such credentials is
terminated or otherwise leaves the employ of the Contractor, and whenever an
Authorized User’s duties change such that the Authorized User no longer requires
access to perform work for this Contract.

g. Data storage on portable devices or media.

(1) Except where otherwise specified herein, DSHS Data shall not be stored by the
Contractor on portable devices or media unless specifically authorized within the
terms and conditions of the Contract. If so authorized, the Data shall be given
the following protections:

(a) Encrypt the Data with a key length of at least 128 bits

(b) Control access to devices with a Unique User ID and Hardened Password or
stronger authentication method such as a physical token or biometrics.

(c) Manually lock devices whenever they are left unattended and set devices to
lock automatically after a period of inactivity, if this feature is available.
Maximum period of inactivity is 20 minutes.

Physically Secure the portable device(s) and/or media by

(d) Keeping them in locked storage when not in use
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(e) Using check-in/check-out procedures when they are shared, and
(f) Taking frequent inventories

(2) When being transported outside of a Secured Area, portable devices and media
with DSHS Confidential Information must be under the physical control of
Contractor staff with authorization to access the Data.

(3) Portable devices include, but are not limited to; smart phones, tablets, flash
memory devices (e.g. USB flash drives, personal media players), portable hard
disks, and laptop/notebook/netbook computers if those computers may be
transported outside of a Secured Area.

(4) Portable media includes, but is not limited to; optical media (e.g. CDs, DVDs),
magnetic media (e.g. floppy disks, tape), or flash media (e.g. CompactFlash, SD,
MMC).

h. Data stored for backup purposes.

(1) DSHS data may be stored on portable media as part of a Contractor’s existing,
documented backup process for business continuity or disaster recovery
purposes. Such storage is authorized until such time as that media would be
reused during the course of normal backup operations. If backup media is retired
while DSHS Confidential Information still exists upon it, such media will be
destroyed at that time in accordance with the disposition requirements in Section
5. Data Disposition

(2) DSHS Data may be stored on non-portable media (e.g. Storage Area Network
drives, virtual media, etc.) as part of a Contractor’s existing, documented backup
process for business continuity or disaster recovery purposes. If so, such media
will be protected as otherwise described in this exhibit. If this media is retired
while DSHS Confidential Information still exists upon it, the data will be destroyed
at that time in accordance with the disposition requirements in Section 5. Data
Disposition.

4. Data Segregation.

a. DSHS Data must be segregated or otherwise distinguishable from non-DSHS data.
This is to ensure that when no longer needed by the Contractor, all DSHS Data can
be identified for return or destruction. It also aids in determining whether DSHS Data
has or may have been compromised in the event of a security breach. As such, one
or more of the following methods will be used for data segregation.

b. DSHS Data will be kept on media (e.g. hard disk, optical disc, tape, etc.) which will
contain no non-DSHS Data. And/or,

c. DSHS Data will be stored in a logical container on electronic media, such as a
partition or folder dedicated to DSHS Data. And/or,

d. DSHS Data will be stored in a database which will contain no non-DSHS data.
And/or,

e. DSHS Data will be stored within a database and will be distinguishable from non-
DSHS data by the value of a specific field or fields within database records.
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f.  When stored as physical paper documents, DSHS Data will be physically segregated
from non-DSHS data in a drawer, folder, or other container.

g. When it is not feasible or practical to segregate DSHS Data from non-DSHS data,
then both the DSHS Data and the non-DSHS data with which it is commingled must
be protected as described in this exhibit.

5. Data Disposition. When the contracted work has been completed or when no longer
needed, except as noted in 4.b above, Data shall be returned to DSHS or destroyed.
Media on which Data may be stored and associated acceptable methods of destruction
are as follows:
Data stored on: Will be destroyed by:

Server or workstation hard disks, or Using a “wipe” utility which will overwrite the

Data at least three (3) times using either
Removable media (e.g. floppies, USB flash random or single character data, or

drives, portable hard disks) excluding optical

discs Degaussing sufficiently to ensure that the Data
cannot be reconstructed, or
Physically destroying the disk

Paper documents with sensitive or Recycling through a contracted firm provided

Confidential Information the contract with the recycler assures that the
confidentiality of Data will be protected.

Paper documents containing Confidential On-site shredding, pulping, or incineration

Information requiring special handling (e.g.
protected health information)

Optical discs (e.g. CDs or DVDs) Incineration, shredding, or completely defacing

the readable surface with a coarse abrasive

Magnetic tape Degaussing, incinerating or crosscut shredding

6.

Notification of Compromise or Potential Compromise. The compromise or potential
compromise of DSHS shared Data must be reported to the DSHS Contact designated in
the Contract within one (1) business day of discovery. If no DSHS Contact is designated
in the Contract, then the notification must be reported to the DSHS Privacy Officer at
dshsprivacyofficer@dshs.wa.gov. Contractor must also take actions to mitigate the risk
of loss and comply with any notification or other requirements imposed by law or DSHS.

Data shared with Subcontractors. If DSHS Data provided under this Contract is to be
shared with a subcontractor, the Contract with the subcontractor must include all of the
data security provisions within this Contract and within any amendments, attachments,
or exhibits within this Contract. If the Contractor cannot protect the Data as articulated
within this Contract, then the contract with the sub-Contractor must be submitted to the
DSHS Contact specified for this contract for review and approval.
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DSHS TERMS & CONDITIONS

1. Definitions. The words and phrases listed below, as used in this Contract, shall each
have the following definitions:

a.

“Confidential Information” or “Data” means information that is exempt from
disclosure to the public or other unauthorized persons under RCW 42.56 or other
federal or state laws. Confidential Information includes, but is not limited to, Personal
Information.

“Encrypt” means to encode Confidential Information into a format that can only be
read by those possessing a “key”; a password, digital certificate or other mechanism
available only to authorized users. Encryption must use a key length of at least 128
bits.

“Personal Information” means information identifiable to any person, including, but
not limited to, information that relates to a person’s name, health, finances,
education, business, use or receipt of governmental services or other activities,
addresses, telephone numbers, Social Security Numbers, driver license numbers,
other identifying numbers, and any financial identifiers.

“Physically Secure” means that access is restricted through physical means to
authorized individuals only.

“Program Agreement” means an agreement between the Contractor and DSHS
containing special terms and conditions, including a statement of work to be
performed by the Contractor and payment to be made by DSHS.

“Secured Area” means an area to which only authorized representatives of the entity
possessing the Confidential Information have access. Secured Areas may include
buildings, rooms or locked storage containers (such as a filing cabinet) within a
room, as long as access to the Confidential Information is not available to
unauthorized personnel.

“Tracking” means a record keeping system that identifies when the sender begins
delivery of Confidential Information to the authorized and intended recipient, and
when the sender receives confirmation of delivery from the authorized and intended
recipient of Confidential Information.

“Trusted Systems” include only the following methods of physical delivery: (1) hand-
delivery by a person authorized to have access to the Confidential Information with
written acknowledgement of receipt; (2) United States Postal Service (“USPS”) first
class mail, or USPS delivery services that include Tracking, such as Certified Mail,
Express Mail or Registered Mail; (3) commercial delivery services (e.g. FedEx, UPS,
DHL) which offer tracking and receipt confirmation; and (4) the Washington State
Campus mail system. For electronic transmission, the Washington State
Governmental Network (SGN) is a Trusted System for communications within that
Network.

2. Billing Limitations.

a.

DSHS shall pay the Contractor only for authorized services provided in accordance
with this Contract.
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b. DSHS shall not pay any claims for payment for services submitted more than twelve
(12) months after the calendar month in which the services were performed.

c. The Contractor shall not bill and DSHS shall not pay for services performed under
this Contract, if the Contractor has charged or will charge another agency of the state
of Washington or any other party for the same services.

3. Confidentiality.

a. The Contractor shall not use, publish, transfer, sell or otherwise disclose any
Confidential Information gained by reason of this Contract for any purpose that is not
directly connected with Contractor’s performance of the services contemplated
hereunder, except:

(1) as provided by law; or,

(2) in the case of Personal Information, with the prior written consent of the person
or personal representative of the person who is the subject of the Personal
Information.

b. The Contractor shall protect and maintain all Confidential Information gained by
reason of this Contract against unauthorized use, access, disclosure, modification or
loss. This duty requires the Contractor to employ reasonable security measures,
which include restricting access to the Confidential Information by:

(1) Allowing access only to staff that have an authorized business requirement to
view the Confidential Information.

(2) Physically Securing any computers, documents, or other media containing the
Confidential Information.

(3) Ensure the security of Confidential Information transmitted via fax (facsimile) by:

Verifying the recipient phone number to prevent accidental transmittal of
Confidential Information to unauthorized persons.

Communicating with the intended recipient before transmission to ensure that the
fax will be received only by an authorized person.

Verifying after transmittal that the fax was received by the intended recipient.

(4) When transporting six (6) or more records containing Confidential Information,
outside a Secured Area, do one or more of the following as appropriate:

(a) Use a Trusted System.
(b) Encrypt the Confidential Information, including:

Encrypting email and/or email attachments which contain the Confidential
Information.

Encrypting Confidential Information when it is stored on portable devices or
media, including but not limited to laptop computers and flash memory
devices.

Note: If the DSHS Data Security Requirements Exhibit is attached to this
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contract, this item, 6.b.(4), is superseded by the language contained in the
Exhibit.

(5) Send paper documents containing Confidential Information via a Trusted System.

(6) Following the requirements of the DSHS Data Security Requirements Exhibit, if
attached to this contract.

c. Upon request by DSHS, at the end of the Contract term, or when no longer needed,
data shall be returned to DSHS or Contractor shall certify in writing that they
employed a DSHS approved method to destroy the information. Contractor may
obtain information regarding approved destruction methods from the DSHS contact
identified on the cover page of this Contract.

d. Paper documents with Confidential Information may be recycled through a
contracted firm, provided the contract with the recycler specifies that the
confidentiality of information will be protected, and the information destroyed through
the recycling process. Paper documents containing Confidential Information requiring
special handling (e.g. protected health information) must be destroyed on-site
through shredding, pulping, or incineration.

e. Notification of Compromise or Potential Compromise. The compromise or potential
compromise of Confidential Information must be reported to the DSHS Contact
designated on the contract within one (1) business day of discovery. Contractor
must also take actions to mitigate the risk of loss and comply with any notification or
other requirements imposed by law or DSHS.
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