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They were able to use digital break-ins to acquire more than 130 million debit and credit card numbers from 2006-2008.  A 28-year-old, who had been in trouble before for the same types of computer theft, Albert Gonzalez, was indicted , along with two co-conspirators from Russia.  Mr. Gonzalez got most of the numbers through 7-11 stores and Hannaford Super Markets.  Mr. Gonzalez was the man behind the hacking into the TJ Maxx stores’ credit information.  He was awaiting trial on those charges when this activity occurred and the Justice Department brought the charges.  Those charges were covered in the following website update from 2007:
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The biggest theft of credit card information to date was accomplished by hackers who used an antenna and a laptop.  The hackers simply pointed an antenna at a Marshall’s store in St. Paul, MN and used a laptop to pick up credit data that was streaming through the air.  The data came from cash registers, store computers, and hand-held pricing tools. After decoding the data using the same laptop, the thieves then hacked into the central data base for the TJX Companies, the parent company for Marshall’s, T.J. Maxx, Home Goods, and A.J. Wright.  They were then able to collect, over an eighteen-month period, over 45.7 million credit card and debit card numbers, which they sold at on online bartering sight.  Experts noted that the company had less security than most folks have on their own home networks.

Fraudulent charges began to show up in Louisiana and California credit card customers.  The case netted its first arrest when thieves began using the credit card numbers to buy gift cards at Wal-Marts in Florida.  Simultaneously, a TJX auditor uncovered the thieves software program in the company system.

Prior to this discovery, the largest breaches of the past few years were as follows:

· Dollar Tree Stores – 800 cards, August 2006

· B.J. Wholesale Clubs – 40,000 cards, March 2004

· DSW Retail Ventures – 1.4 million cards, March 2005

· CardSystems, Inc. – 40 million cards, June 2005

Mr. Gonzalez was living well in Miami at the time.  Security experts indicate that banks, stores, and major retailers have some way to go before their systems are secure from what appears to be a fairly tight-knit hacker community that shares information, card numbers, and the fruits of their bounty.  

What crimes would the three have committed?  Is it theft?  Is it a form of computer crime?  Is it both?
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