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List of reference documents to go here:

EbMS, E-government ebMS extensions, OXCI latest reference, Drummond Group Interoperability report, Court Filing 1.1 dtd, ebXML Registry specifications on Security, xml encryption, xml digsig, saml, webservices security, …

A general note: The OASIS/LegalXML Court Filing TC is considering several levels of compatibility for Court Filing Blue.  The first level may be limited to the Court Filing envelope.  The second level will likely include support for one or more messaging protocols, of which ebMS is one of many being considered.  The third level will likely include user authentication.  If ebMS is selected as one of the support messaging protocols for Court Filing Blue, I believe the e-gov ebMS extension support should be considered for levels two and three.  However, we must be careful not to introduce messaging-specific extensions to level one if we feel strongly about supporting layered interoperability.
Discussion item 1.

e-Gov draft proposes adding a Security block to the Soap-Envelope header which contains discrete blocks for digital signatures for each payload, a SAML block to support distributed authentication/authorization, and a digital signature be applied to the SOAP envelope header enveloping the digital signatures and SAML block to provide authentication and non-repudiation of the message header.

Comments:

The use of a detached digital signature for signing each payload allows for portability of the payloads to various services within the receiver organization (e.g. payment service, Court DMS, Clerk review queue) while retaining non-repudiation and authentication information.  For example:

Law firm A sends one message with two payloads - a payment submittal filing fee payload and a civil filing document payload.  The efsp/efm would validate that Law firm A sent the message by validating the SOAP envelope header and validate the header digest to validate message integrity (unaltered in transit).  Then the 1st payload would be sent on to the payment service with a modified message header (signed by efm/efsp) and the original digital signature from the Security block and the payment payload.  Likewise a second message to the DMS with the actual civil filing payload.

The egov use cases demonstrate how the ebMS elements of conversation id, message id, referto messageid, timestamps etc. retain and manage the audit trail of the original message as it is serviced by multiple receiving agency services including confirmation messages back to each intermediary and the original requestor.  Other than the Service requested and Action desired which the message header security block manages, all other transaction information is in payloads to be processed by the ultimate service provider.

Binding the digital signature to the unique Content-id (cid of the Mime payload) and then signing that binding in the Soap-envelope header provides for layered separation of message authentication and non-repudiation from content authentication and non-repudiation.  The detached payload digital signature appears to provide these advantages over embedding the payload digital signature into the payload itself.

We have felt that maintaining the signature in tack with the payload provides a strong audit trail, and supports an important method of validating the content of the event/transaction some time in the future. 

One challenge that seems to be manifesting itself is whether the LegalXML envelope is the payload or the content inside the envelope is the payload.  In our implementation we embed the signature block in the LegalXML envelope and only allow information for one case to be embedded at a time.  There may be multiple submissions within an envelope as long as they are all part of the same case.  The purpose of this is because it relates back to the ability to store the evidence and organize it so each chase can tracked.  When a case is transmitted to another court such as an appeals court we anticipate sending all envelopes that the court received on a given case, and we do not want to send data that includes other case information.
Proposal 1:  Propose adopting e-gov Security block extension to only support digital signatures of payload(s) as a detached signature in the message header envelope (in ebMS the SOAP envelope header.)
I agree.
Discussion item 2

Court policy will likely vary regarding Security requirements (electronic credentials) required from each filer agency or individual filer.  Likewise some queries may require no credentials and others may require the filer to submit an encrypted payload to support sealed filings.  The e-gov security block element and its respective content should be an optional field required only if and when the service provider mandates digital signing of submitted payloads.  However, if the security block is used then Court (service provider) policy must identify how the security block is authenticated/validated for message integrity.  A sample Policy might include:

Sender must sign the message header (after all payload signatures completed) using an envelope signature (http:….).  The signing key might be a private key issued by the Court (asymmetric PKI key pair), a userid/pwd issued by the Court (symmetric key), other secret token agreed to by Court and submitter, or a SAML assertion token for authenticating against an agreed to Court SAML assertion authority.  

Proposal 2:  Propose retaining the e-gov SAML block to support exchange of authentication trust via an external/internal SAML service and utilize the payload digital signature extensions to eb-MS proposed in e-gov to support non-SAML authentication where the government service provider (Court CA, efsp/efm) issues security tokens to be used by service requesters.  The SecurityBlock element must be optional.
I agree that the SecurityBlock must be optional and that the SAML assertion should be used when present.  However, my understanding of the e-gov draft is that the payload signatures are intended for encrypting individual payloads for message integrity, confidentiality, and non-repudiation, not for authenticating the sender of the entire message. For non-SAML authentication, I suggest we use either the MSH envelope signature or extend the SecurityBlock to support another digital signature in place of the SAML assertion. These authentication mechanisms are, of course, in addition to any HTTP/SSL-layer authentication.
I am unclear on how e-gov anticipates encrypting the payload but it is my opinion that you must separate integrity, non-repudiation, encryption, and possibly authenticating.  They may all use different keys.  For encryption, it is the public key of the receiving party that is used to encrypt the payload.
This discussion needs to be broken down and not combined.
Discussion item 3

Many scenarios exist for where the authentication/message integrity credential could be processed:

3.1) A law firm submits its filing(s) to the court from their local Case Management System.  The firm has software tools to build the Courtfiling message and uses its ( referring to the law firm’s certificate and not an individuals certificate) private key (from the Court designated credentialing service) and sends over https all of its filing fee payments, pleadings, motions etc as well as receives all receipt/confirmations via the same interface but signed by the Court using the Courts’ private key.

I am not clear if this use case is suggesting that the certificate be used for SSL communication or to create a digital signature and embed it in the envelope and use a different certificate for SSL? 
3.2) Same as above, but the Court policy only states that the law firm use a court issued X.509 certificate to communicate over https. (Same issues as above, the certificate is not individual specific) The Court will assume all messages from the https session are trusted and will accept and respond to any payloads received without requiring any digital signatures for payloads or message headers.

I am not clear if this use case is suggesting that the certificate be used for SSL communication or to create a digital signature and embed it in the envelope and use a different certificate for SSL?

3.3) A citizen with no resources for developing a Courtfiling message interacts with a Court provided user interface (Efsp/efm) to complete an efiling.  The court could vet the user and issue a security token for the filer to use (pin#, userid;pwd..) and the portal application could hash the token to use as a symmetric signing key, and build the Courtfiling message on behalf of the citizen.  All response messages from the service provider would be similarly processed by the portal application for presentation via a User Interface.  Advantage of this approach is service providers only respond to one common set of messages whether from a citizen with a proxy messaging service behind the portal or a system interface as in 1 or 2 above.

3.4) A citizen could interact with the UI as described in scenario 3.? but the Court could choose policy like scenario 2 and just issue a server side transient certificate for a https session for secure transport to the portal and then send all messages to internal service providers with no security blocks/digital signatures. 

This suggests an answer to my question above that 3.1 through 3.3 were using the certificates for creating digital signatures and not just for SSL.  Is that correct?  In our current application, we separate the authentication of the service that is creating the submission and sending it from the authentication of the user.  Senario 3.1 and 3.2 seem to authenticate the law firm while 3.3 and 3.4 authenticate the user.  It is our impression that you should treat authentication of a server differently from an individual.
3.5) A service provider may elect to receive the security block with the payload(s) that it should process so that it can retain the signature block for its own audit trail and non-repudiation purposes.  The service provider (e.g. payment) may want to transform a credit card number after the transaction is complete to xxxx-xxxxx-xxx-2134 for example to keep in its audit trail.  The ability to split the original message for routing to multiple services while retaining authentication and non-repudiation of payloads is supported in the egov draft and demonstrated in the e-gov use case scenarios.

As mentioned above, this gets into the area where more than one certificate may be used simultaneously.  That is the law firm key is used to sign the envelope to build an audit trail and document integrity, but not necessarily for non-repudiation.  Non-repudiation changes when we separate the individual from the law firm.  We currently use the private key to sign the message.  For encryption we download the public key from the receiving party to encrypt information such as credit cards.  That way, the entire package remains in tack after the process and each component can be sent to the appropriate process.  The encrypted components will remain encrypted so that the audit trail contains data that is not easily accessed when it is stored outside of the security model of the DMS where the documents may be stored in their extracted format.
3.6) Alternatively, scenario 3.5 Court policy could be for the (efsp/efm) to perform all authentication/message integrity checks, message splitting functions and only transmit the respective “unsigned” payloads to the service provider and all confirmation/return security be applied by the efsp/efm on replying messages (a proxy certification service like Xkms goals). 

3.7) Hybrid combinations of the above will likely exist based on internal service provider’s policies on credential –or- no credential requirements and what entities perform the credential validation processes.

3.8) Confidentiality of an element, an elements content, or an entire XML instance (including non-XML content) can be achieved utilizing XML-encryption.  Encryption of payload could be specified by Court policy to define what needs to be encrypted for each type of payload submitted. The Court policy could state which elements of the Courtfiling payload remain unencrypted while the rest of the payload is encrypted.  Court policy might also specify how a filer obtains an encryption key that the court will be able to decrypt and ensure only authorized persons in the court can decrypt the payload.

As mentioned earlier, I think the concepts of encryption should be a separate section from authentication.
Proposal 3:  Communication of Authentication and non-repudiation practices will be communicated by Court policy for all service requestors.   The Courtfiling standard will specify the placement of SAML and DigitalSignatures in the message header with bindings to the payload(s) utilizing the Security Tokens specified by Court policy.  This implies adoption of proposal one e-gov extension to ebMS supporting a Securityblock and detached digital signatures.
 Although I agree that some court-specific authentication requirements information may be covered in Court Policy, I expect that more generic authentication information may be covered in service description protocols such as ebXML CPAs or WSDL.  The e-gov ebMS extensions should specify the placement of SAML and DigitalSignatures  in the message header and the Court Filing specification should refer to the e-gov ebMS extensions.
In our current application we include digital signatures for individuals, digital signatures ( we refer to as digital locks to avoid confusion) to lock the payload, digital certificates to encrypt portions of the payload, and certificates for SSL.  The statement above does not clarify enough of what is being addressed.

Discussion item 4

Support for non-XML proprietary data such as a flat file, comma delimited etc for unique proprietary processing needs of the service provider.  Currently the GJXDD proposes a namespace local extensions mechanism for including XML elements that a local process may require.  A few implementation scenarios follow:

4.1) The local data is defined with local namespace extensions and is contained within the Courtfiling payload and has it’s own schema for validation as needed.  This local data is presumed to be a proprietary requirement of the service provider and doesn’t warrant submittal to GJXDD as an addition to the dictionary.

4.2) The local data becomes a separate payload with its own service / action elements in the message header so that implementers can review the local data external to the filing data for possibly obtaining prerequisite elements needed to properly route, process … the filing payload. 

One issue that concerns me here is whether or not data should be duplicated.  I am not suggesting that this statement is avoiding duplication of data, but it is my opinion that data will be duplicated especially when GJHXDD is embedded.  Duplicating data simplifies processing even though it increases the size of the envelope.
4.3) The local data, if non-XML, could be another BLOB in the court filing payload structure.  (More discussion on payloads to follow)

4.4) The local data, if non-XML, could be another payload in the court filing message structure (like 4.2).  (More discussion on payloads to follow)

4.5) The local data becomes a new block in the header information of the LegalXMLmessage, egov SOAP-env header like the security block 

Comments: 

Proprietary data is no different than payload data as it does not address message integrity, message authentication, message delivery elements etc but rather is most closely related to a content payload.  I don’t see an argument for supporting option 4.5 because it sounds like proprietary extensions belong with payload(s) and payload processing.  Options 4.1-4.4 on external/internal payload extensions and XML/non-XML needs some additional pro/con discussion before I have any opinion.
I agree with this statement.  When we introduced the concepts of proprietary data in blue, the intent was to make sure that the standard identifies a common way to embedded the information so that conforming applications that do not need to deal with that data will not try to open it and choke.  For example, the data may be valuable for one court, but when it is passed to another, the next court does not try to do anything with that data.
Proposal 4:  Opposed to including proprietary local data extensions in Legalenvelope header whether XML or non-XML, but favor local extensions somewhere in the area of payload extensions (see options 4.1-4.4 above).  
I agree – there is no need to embed non-XML data/documents in the ebXML header or Court Filing envelope.  In my opinion, non-XML data be included as an additional payload. However, I favor support for XML local extensions in the LegalEnvelope.  The OXCI schemas may provide an example of this.
I disagree, each application already needs to support the ability to embed non-XML data ( the lead document may be XML, Word, WordPerfect ,  or PDF) in the Court Filing envelope.  There needs to be methods of identify what format the data is.  In the Georgia Interoperability test we embedded Word and the other applications choked because they were only expecting PDF.  It became obvious that we needed to identify types as well as intent and there are already concepts of lead documents in the envelope  so adding a concept of proprietary data does not seem to make the application more complex than it already is.
Discussion item 5:

Require inclusion of X.509 certificate in the Legalenvelope (ebMS Soap-env header).

Comment:

The XML digsig standard leaves optional the inclusion of the public key (X.509) certificate in the <Keyinfo> element and XKMS is an external key management standard which includes a uri within Keyinfo to XKMS to obtain a security key for the payload/header signature.  There may also be an out-of-band secret key between the service provider and service requestor and Policy may dictate that the key(s) remain separate from the message and hence no <Keyinfo> is provided.  This optional capability then appears to be a Service provider or Enterprise Security Policy issue.  

Proposal 5:  When consistent with service provider policy, the security token required to validate authenticity and message integrity will be included in the message header using the <Keyinfo> element of the XML digsig specification.  Per XML digsig, <Keyinfo> is optional.   

I agree that Keyinfo should be optional, but if it is not provided, the Court Filing should define the method to obtain the key out of band.
I think that Keyinfo should be included if the signature is used.  That is, if the court does not require the signature on the message, then the Keyinfo is optional as well.  However if the signature is required then the Keyinfo should be required.  When a service is utilized, then there needs to be an agreed upon behavior in that condition.
Discussion item 6:

Inclusion of a digital lock in the Legalenvelope message header for temporary securing of a message until a user completes the filing transaction.  At this point, I’m guessing what the digital lock does.  It sounds like an implementation specific pre-processing step that a portal application manages while interacting with a service requestor, probably a browser application.  This sounds most like scenario 3.3 under discussion item 3 and as such is out-of-scope of the legalEnvelope specification.  The portal application has the same job that the legal firm has, that is to build the message after assembling and signing the payloads and signing the header. 

Proposal 6:  If I understand it, digital lock element is a portal application function and is out-of-scope for CourtFiling specifications.
Dallas should clarify what we means by “digital lock”  but my understanding of it was more of a message integrity feature and should be in scope.  I think the combination of the envelope signature and payload signatures in the e-gov ebMS extensions provide this functionality.
I hope that my comments above clarify that I use the term digital lock to differentiate between a digital signature that represents a certificate for a law firm and one that represents a certificate for an individual.  They are both digital signatures with different intents.  The reason that I started using digital lock was to avoid the baggage that many people carried with individual key management.  
Additional note: In speaking with Digital Signature Trust on issuing organizational certificates rather than individual certificates they told me that they have instructed their customers to the same type of certificate they issue for SSL as an organizational certificate.  The realize that several customers have made such requests but they do not issue organizational certificates.  I am interested in knowing if other CAs have different policies. 
Discussion item 7:

Standards for Globally Unique Id’s (GUID’s) are frequently referenced in the e-gov ebXML message services discussion and scenarios. The author has included some conventions to support international GUID’s prefixes and some GUID suffixes to help trace messages delivery/returns.  I know OXCI utilizes a UUID generator internally; an open question is whether we want to introduce any GUID’s standards???  Should a GUID even have any encoding intelligence???

Comment:  The default decision of the e-gov author is that GUID’s are required but it is implementation specific as to how it is done.  Wrapping prefixes/suffixes around the GUID to designate Country, message part number etc looked pretty slick, but I’m open to the default as well. Let’s discuss.

Proposal 7:  Discuss whether globally unique ids should include any standard prefixes/suffixes within the messaging layer standard (based on ebMS and egov extensions draft)
GUIDs will be needed for uniquely identifying conversations.  The UUID support currently in the OpenEFM may or may not be sufficient for OXCI and/or LegalXML – that is yet to be determined.
In this discussion we also need to identify what the IDs are representing, efsp/efm/individuals?  It is our position that we need identifiers for efsp/efm/and individual however I don’t believe that we need a GUID for all types of identifiers.  I can see that we might have GUID for the efm but not the others.  If each lawfirm includes technology to create submission from within their CMS and the CMS of a law firm changes from time to time, using GUID at this level could be cumbersome.
Discussion item 8:

The current CF 1.1 LegalEnvelope has elements for messageIdentification, to, from, cc,bcc,replyTo,memo,creation,dataIntegrity,paymentInformation and authentication.  With the exception of memo, paymentInformation all of these fields are managed by ebMS with the egov security extensions. Additionally, the original CF 1.1 specification stated that the transmission envelope (LegalEnvelope) could be discarded after being processed by the receiver. (see DTD reference below from CF 1.1 July 2002)

“2.1  Transmission Encapsulation

Each filing, confirmation, query, or response is encapsulated in a standard "shell" called a legalEnvelope. This shell includes such information as the identity of the sender, the recipient, the time and date the message was created, and the messageIdentification.

The receiving application may discard all of the parent elements and any child elements of the legalEnvelope element, with the exception of the legal element and its children. That is, the receiver may discard the transmission encapsulation.”

Comments: 

The move towards XKMS as an enterprise webservice for managing checking credentials, performing authentication/message integrity checks … makes it likely that applications that don’t currently address digital signatures will in the future offload those tasks to XKMS and just consume the payload after the integrity/security checking is all done.  With that in mind, we should retain in the payload the content items necessary to keep track of the submitter (actioning subject), defendant name (principal subject), and filing attorney - plaintiff (requesting subject) as we currently do within the GJXDD elements but NOT include in the payload content the digital signatures, public keys, userid/pwd or other security tokens that are managed in the egov SOAP-ENV message header (LegalEnvelope layer of CF 1.1).  
I disagree.  I also disagree with the ECF 1.1 standard that the envelope should be discarded.  When we look at the paper process, all information about to, from, additional recipients and so forth are included, and required information.  I think the standard was short sighted in their statement.  What happens when you move that data to the next court?  Do they only want pieces of the information that the previous court felt was relevant? Why do they have to trust that court?  Why should they not expect to receive all data the previous court received including the envelope?
Proposal 8:  Remove LegalEnvelope elements from CourtFiling Blue and move paymentInformation to the payload CourtFiling envelope.  Alternatively, paymentInformation may be more suited to a separate payload so that it can be encrypted/signed independently of the filing document payload.
I agree. The OXCI schemas will include a renaming of LegalEnvelope to JusticeEnvelope to generalize its usage, removal of all elements that overlap with ebMS and relocation of the payment references into a new FilingSubmissions element.
I disagree.  There is no difference between encrypting payment information and encrypting data that is sealed at the request of the attorney.  The feature needs to exist and within a submission you may have parts that need sealing and parts that do not. 
Discussion item 9

An additional discussion item is the scope of GJXDD elements in the CourtFiling envelope (dtd legal(courtfiling)).  What is the scope of elements in the CourtFiling when it is embedding a blob versus scope of GJXDD elements when the blob is a XML Court Document (possibly the CourtDocument spec. revisited?).

Comments:

Legacy applications and many future applications are utilizing relational database technology to track case management events, filers, documents filed, actions etc in a Case Management System (CMS) and link to Document management systems (DMS) which have indexes describing document name, author, summary keywords etc.  Often the doc-id of the object is included in the CMS to allow logical linkage of CMS metadata to the metadata about the objects contained in the DMS. 

It is expected that a Court submitting a Court Order to another justice agency (Sheriff order to release inmate) will often involve both a record of order to release in the CMS and generation of a document (Possibly with Word/Wordperfect) for inclusion in the Court and Sheriff file.  Many Courts require electronic submittals to be in PDF and today Adobe is working on providing XML data about the document along with the PDF.  This is consistent with the existing Court Filing 1.1 assumption that pure XML filings are not always acceptable and legacy XML + Blobs must be accommodated in the Courtfiling Blue specification. 

A court receiving a Court Document will want sufficient information to both file the event in the Case Management System and obtain as much content information on the document as possible while filing the blob into the DMS.   At one extreme, the Court receives a pdf with no XML and the Court Clerk reads the PDF and keys in all the relevant data to the CMS and DMS.  At the other end of the spectrum the CF data and the entire document are XML tagged data with a transform (XSLT, XSLT-FO) to convert the data into a PDF/html for filing into the DMS and updating the CMS with the available information.  A transform could be defined in the Digital Signature header information to transform the XML payload to a PDF before applying the digital signature so that a presentation format artifact has been signed for non-repudiation and document integrity.  

Conclusion: 

To provide for transition from minimal XML to full XML submittals, we could include as much GJXDD elements in the Legal(Courtfiling) elements as the submitter has available and provide maximum utilization for the consumer, hopefully, minimizing the need for supplemental data entry into the CMS and/or DMS.  Where 100% XML submittals are available, we ……………. Tbd.
One aspect that has not been addressed here is that Word and WordPerfect documents are valid inclusions in a submission especially when it is a proposed order.  The Judge is obviously going to want the wordprocessing version of the document to modify rather than a PDF or even an XML document.  I do not see us getting away from this for several years.
Proposal 9:  Both CMS and DMS elements should be encoded into the legal(Courtfiling) envelope to the maximum of available elements including all elements defined in Standard instances of “An Incident Report, Complaint, Warrant, etc.” and any local extensions needed (see local extensions discussion above).  Eventually, the Standard instances will have been completely encoded (with XSLT transforms for presentation) minimizing the requirement to include a blob.  ** We need to discuss in more detail the existing Legal(Courtfiling) envelope elements to determine if there are layers of separation we can utilize between CMS data, Document metadata, and Document Content data. ****
I agree that we should capture as much data as possible in XML format.  I also agree that some day the instances may all be defined with XSLT transformations.  However this implies that everyone will be able to just create the documents in the proper structure and that I do not agree with.  I do not consider myself to be against XML either.  My experience in creating SGML/XML editors and parsers since 1990, also forces me to recognize that just because a document is created in XML (for example XHTML ) does not me the data is properly marked or translatable automatically into a structured format that has value.  You cannot create something from nothing.  Testing XML editors with people has taught me that people don’t write in a structured format but in a presentation format, and the two methods of creation do not easily cross over.  Teaching a writer to write a document in DocBook lite for example requires the author to have an extensive knowledge of the DTD/ Schema and rarely is does that happen.  Teaching an attorney, a judge, or a clerk to write in GJXDD will require extensive knowledge of the schema and intent behind the structure and behavior and knowledge of any cryptic naming conventions. Either that, or highly specialized editors that know what they are trying to accomplish.  
In this case, I think the overinclusiveness of the GJXDM works for us.  By leveraging generic objects such as Case, we provide places to put all these CMS and DMS elements.  There will be certain elements each court requires for every filing – the rest are optional.  If the full XML data is available, the filers and filing managers can make use of it.  If not, at a minimum, the filer must at least provide the minimal XML data and the filing manager must at least use the minimal XML data.
Discussion item 10

How do we handle multiple filings or batch filings within the CourtFiling Specification? 

Proposal 10:  Should batch submittals of multiple filings be addressed by requiring a separate Courtfiling (ebMS) message per filing?  The eGOV draft supports the concept of message order to accommodate sending multiple messages to make up one logical message or to represent a batch submittal of multiple filings and addresses the problem of one large filing and its network performance degradation.  

The OXCI schemas will include a FilingSubmissions element which contains payment information and one or more FilingSubmission elements to support bulk filings within a single ebMS message.  If the filer prefers to file one filing per message, this structure also supports that.
It is my opinion that as long as we stick with the API to send and respond with that is all we need.  It is our position that there are three levels of submittals, manual, semi-automatic, and fully automatic.  I think that the court policy will identify whether multiple submissions should be in one CourtFiling envelope with one document integrity signature or multiple submissions.  I also don’t agree with the batch submission only means multiple submissions in one envelope.  That is a carry over from the ECF 1.1 standard that is bad.  The concepts seems to assume that if you are going to log into the web and upload information, it is convenient to do it in a batch, and thus have multiple cases in one submission.  On the contrary, the larger you make a submission the more change of errors you have.  Breaking down submissions into individual packets means the batch process is based on a session and not on a single packet.
Summary:

I’d like to get your input on proposals 1 – 10 to help in addressing standards on what is in the message header ( LegalEnvelope), payload and what should be in the header but not the payload, vice-versa , and what if anything should be in both header and payload. Also, interoperability and vendor support will be more available by supporting open standards such as ebMS with e-gov extensions, SAML, XML-encryption, XML-digitalsignature, XKMS, WebServices Security (WSS) and by keeping message delivery/authentication and payload message integrity in the message header layer, we promote interoperability leaving our primary focus on digital content of payloads as our focus going forward.  EbMS provides a packaging and naming convention for elements to support secure messaging and is inclusive of and builds on the family of security standards currently being supported by the vendor community. 

I would like to incorporate your changes/thoughts before submitting to the list. This would provide an interoperability subcommittee submittal versus a MTG, Tybera or LA County submittal.

Reference from e-Government draft extensions to ebMS

4.6. ebXML Message Structure for e-Government Communication

(note eg: (egov) namespace for extensions to ebMS)

Communications Protocal Envelope (HTTP, SMTP, etc)

SOAP with Attachments MIME envelope

MIME Part

SOAP-ENV: Envelope

SOAP-ENV: Header

eb: MessageHeader

ds:Signature

eg:SecurityBlock

eg:PayloadSignatures

SAML:Assertion

ds:Signature

SOAP-ENV: Body

eb:Manifest

eg:PayloadSignature

ds:Signature

MIME Part(s)

Payload

Payload

eg:PayloadSignature

ds:Signature

Mapping of CF 1.1 LegalEnvelope and eb-MS with egov extensions payload layers. 

TBD

4.2.1. From and To Elements

4.2.2. CPAId Element

4.2.3. ConversationId Element

4.2.4. Service Element

4.2.5. Action Element

4.2.6. MessageData Element

The required MessageData Element must be compliant with the ebXML Messaging Specification1, containing the following elements:

• MessageId element

• TimeStamp element

• RefToMessageId element

• TimeToLive element

4.2.6.1. MessageId Element

4.2.6.2. TimeStamp Element
I’ll work on these TBD’s and do some formatting cleanup but would like your overall feedback by end of this week so a second draft can be completed.  My goal is to put this out at least one week prior to the February OASIS Court Filing conference call.

Note: Drummond group has been working on ebMS interoperability standards with a consensus that no canonicalization of payloads should be performed and sign payloads first and then encrypt second.  (see reference: Drummond group ebMS Interoperability Test-3Q03 Report for the OASIS ebXML Messaging Services Committee, December 18, 2003).  I believe we should encrypt payloads first and sign second so that the intermediate (efsp/efm) providers can validate the signature without needing the ability to unencrypt the payload.

Reference from Courtfiling 1.1 DTD

<!ELEMENT legalEnvelope (messageIdentification, to, from, cc?, bcc?, replyTo?, memo*, creation, dataIntegrity?, paymentInformation?, authentication?, legal)>

<!ELEMENT legal (courtFiling)>

Following is referenced from ebXML registry specifications

OASIS/ebXML Registry Services Specification v2.0 June 2002

Copyright © OASIS, 2002. All Rights Reserved Pages 100 to 127

9.2.1 Message Payload Signature 
The integrity of the Registry content requires that all submitted content be signed by the Registry client. The signature on the submitted content ensures that: 

Any tampering of the content can be detected. 

The content’s veracity can be ascertained by its association with a specific Submitting 

Organization. 

This section specifies the requirements for generation, packaging and validation of payload signatures. A payload signature is packaged with the payload (note: the egov ebMS draft specification disagrees and advocates a detached digital signature in the SOAP header for each payload). Therefore the requirements apply regardless of whether the Registry Client and the Registration Authority communicate over vanilla SOAP with Attachments or ebXML Messaging Service [ebMS]. Currently, ebXML Messaging Service does not specify the generation, validation and packaging of payload signatures. The specification of payload signatures is left upto the application (such as Registry). So the requirements on the payload signatures augment the [ebMS] specification. 

9.2.2.2 Payload Signature Generation Requirements 
The ds:Signature element [XMLDSIG] for a payload signature must be generated as specified in this section. Note: the “ds” name space reference is to 

http://www.w3.org/2000/09/xmldsig# 

ds:SignatureMethod must be present. [XMLDSIG] requires that the algorithm be identified using the Algorithm attribute. [XMLDSIG] allows more than one Algorithm attribute, and a client may use any of these attributes. However, signing using the following Algorithm attribute: http://www.w3.org/2000/09/xmldsig#dsa-sha1 will allow interoperability with all XMLDSIG compliant implementations, since XMLDSIG requires the implementation of this algorithm.

The ds:SignedInfo element must contain a ds:CanonicalizationMethod element. The following Canonicalization algorithm (specified in [XMLDSIG]) must be supported 

http://www.w3.org/TR/2001/REC-xml-c14n-20010315 

One ds:Reference element to reference each of the payloads that needs to be signed must be created. The ds:Reference element: 

**** note e-gov restricts one ds element per payload in its <payload signatures> element (see 4.4.1 of egov draft specification) ****

Must identify the payload to be signed using the URI attribute of the ds:Reference 

element. 

Must contain the <ds:DigestMethod> as specified in [XMLDSIG]. A client must be 

support the following digest algorithm: http://www.w3.org/2000/09/xmldsig#sha1 

The ds:SignedInfo element must be generated as follows:

1. ds:SignatureMethod must be present. [XMLDSIG] requires that the algorithm be identified using the Algorithm attribute. While [XMLDSIG] allows more than one Algorithm Attribute, a client must be capable of signing using only the following Algorithm attribute: 

http://www.w3.org/2000/09/xmldsig#dsa-sha1 

This algorithm is being chosen because all XMLDSIG implementations conforming to the [XMLDSIG] specification support it. 

2. The ds:SignedInfo elment must contain a ds:CanonicalizationMethod element. The 

following Canonicalization algorithm (specified in [XMLDSIG] ) must be supported: 

http://www.w3.org/TR/2001/REC-xml-c14n-20010315 

3. A ds:Reference element to include the <SOAP-ENV:Envelope> in the signature calculation. This signs the entire ds:Reference element and: ( in egov spec for signature over complete SOAP-ENV header including security block see section 4.4) 

Must include the following ds:Transform: 

http://www.w3.org/2000/09/xmldsig#enveloped-signature
The following example shows the format of the header signature:

<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

<ds:SignedInfo> 

<SignatureMethod Algorithm=http://www.w3.org/TR/2000/09/xmldsig#dsa-sha1/>

<ds:CanonicalizationMethod> 

Algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-2001026"> 

</ds:CanonicalizationMethod> 

<ds:Reference URI= “”> 

<ds:Transform> 

http://www.w3.org/2000/09/xmldsig#enveloped-signature 

</ds:Transform> 

<ds:DigestMethod DigestAlgorithm="./xmldsig#sha1">

 <ds:DigestValue> ... </ds:DigestValue> 

</ds:Reference>

</ds:SignedInfo> 

<ds:SignatureValue> ... </ds:SignatureValue>

</ds:Signature>

The following example shows the format of the payload signature: 

<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
<ds:SignedInfo> 
<SignatureMethod Algorithm=”http://www.w3.org/TR/2000/09/xmldsig#dsa-sha1”/> 
<ds:CanonicalizationMethod> 
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"> 
</ds:CanonicalizationMethod> 
<ds:Reference URI=#Payload1> 
<ds:DigestMethod DigestAlgorithm="http://www.w3.org/TR/2000/09/xmldsig#sha1"> 
<ds:DigestValue> ... </ds:DigestValue> 
</ds:Reference> 
</ds:SignedInfo> 
<ds:SignatureValue> ... </ds:SignatureValue> 
</ds:Signature> 
e-gov example shows the format of a header signature (enveloped-signature) and payload signatures: 
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6.2.3.3. Message S2-3

POST /servlet/ebXMLhandler HTTP/1.1

Host: www.example2.com

SOAPAction: "ebXML"

Content-type: multipart/related; boundary="BoundarY"; type="text/xml"; start="<XY-header3@example.com>"

--BoundarY

Content-ID: <XY-header3@example.com>

Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>

<SOAP:Envelope xmlns:xlink=”http://www.w3.org/1999/xlink”

     xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance”

     xmlns:SOAP=”http://schemas.xmlsoap.org/soap/envelope/”

     xmlns:eb=”http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd”

     xsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/

     http://www.oasis-open.org/committees/ebxml-msg/schema/envelope.xsd

     http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd

     http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd">

   <SOAP:Header>

     <eb:MessageHeader SOAP:mustUnderstand="1" eb:version="2.0">

        <eb:From>

           <eb:PartyId eb:type="urn:egXML:PartyId">XY-345678</eb:PartyId>

           <eb:Role>http://www.oasis-open.org/egXML/roles/CoreServiceProvider</eb:Role>

        </eb:From>

        <eb:To>

           <eb:PartyId eb:type="urn:egXML:PartyId">XY-234567</eb:PartyId>

           <eb:Role>http://www.oasis-open.org/egXML/roles/GovernmentInterfaceProvider</eb:Role>

        </eb:To>

        <eb:CPAId>XXXXXXXXXXXXXXX</eb:CPAId>

        <eb:ConversationId>XY-123456-20030402-0000000001</eb:ConversationId>

        <eb:Service>XY-P14TaxSubmission-2003-01</eb:Service>

        <eb:Action>InitialSubmission</eb:Action>

        <eb:MessageData>

          <eb:MessageId>XY-345678-20030402-02-01</eb:MessageId>

          <eb:Timestamp>2003-04-02T11:12:14</eb:Timestamp>

          <eb:RefToMessageId>XY-23456-20030402-01-01</eb:RefToMessageId>

        </eb:MessageData>

     </eb:MessageHeader>

     <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

        <!-- Signiture of the Complete SOAP Envelope (including eg:SecurityBlock), signed by the Core Service Provider -->

     </ds:Signature>

     <eg:SecurityBlock version="1.0" SOAP:mustUnderstand="1" xmlns:eg="http://www.oasis-open.org/committees/egov-tc/">

        <eg:PayloadSignitures>

              <eg:PayloadSigniture URI=“cid://Payload3@egXML.gov.XY”>

                 <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

                      <!-- Signiture of the first payload by the Responding Department -->

                      <ds:SignedInfo>

                           <ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

                           <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1"/>

                           <ds:Reference URI="cid://Payload3@egXML.gov.XY">

                               <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                               <ds:DigestValue>...</ds:DigestValue>

                           </ds:Reference>

                      </ds:SignedInfo>

                      <ds:SignatureValue>...</ds:SignatureValue>

                      <ds:KeyInfo>...</ds:KeyInfo>

                 </ds:Signature>

              </eg:PayloadSigniture>

        </eg:PayloadSignitures>

     </eg:SecurityBlock>

 </SOAP:Header>

 <SOAP:Body>

     <eb:Manifest eb:version="2.0">

          <eb:Reference xlink:href="cid:Payload3@egXML.gov.XY" xlink:role="XLinkRole" xlink:type="simple">

               <eb:Description xml:lang="en-US">XY-P14TaxSubmission-InitialResponse</eb:Description>

          </eb:Reference>

     </eb:Manifest>

   </SOAP:Body>

</SOAP:Envelope>

--BoundarY

Content-ID: <Payload3@egXML.gov.XY>

Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>

<P14TaxSubmissionResponse>

……..

</P14TaxSubmissionResponse>

--BoundarY

