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                DT: 11/08/2014

· Gang of Hi-tech cheats involved in cloning debit/credit cards busted.  

· Skimmed data from debit/credit cards of customers with the help of an encoder. 
· Prepared cloned cards with the help of a decoder and laptop. 

· Obtained the pin number through visual observation.

· Withdrew money from ATM’s around midnight. 

· To hide their identity from CCTV cameras of ATM they wore caps. 
A team of officers of Crime Branch led by Inspector Insp. Kulbir Singh and consisting of SI Ritesh Kumar, SI Vishal Chaudhary, ASI Kuldeep, ASI Manoj, HC Jai Prakash, HC Dinesh, HC Satish Kumar, Ct. Raj Singh, Ct. Jitender, Ct. Lalaram, Ct. Vivek, Ct. Ravi, Ct. Devender, Ct. Amit, Ct. Vinod, Ct. Satyapal, Ct. Prem Singh, Ct. Gyanender, Ct. Rahul, Ct. Arjun Lal and Ct. Anil Chauhan under the supervision of  ACP K.P.S. Malhotra and overall supervision of DCP Bhisham Singh has busted a gang that cloned credit/debit cards of customers visiting a petrol pump.  They then used the cloned credit/debit cards to withdraw money from various ATMs of Delhi and National Capital Region.  The equipment involved in cloning i.e. Encoder, Decoder and Laptop have been recovered.  Three Cheats have been arrested.  One case of such cheating of PS Sarojini Nagar has been worked out.


Specific information was received that the gang of cheats would assemble near a Petrol Pump at Lodhi Road, Delhi.  A trap was laid and a white colour Honda City Car was intercepted.  Three persons were apprehended.  They were identified as 1) Ashish (aged 25 years) s/o Shiv Kumar r/o Laxmi Garden, Loni, Ghaziabad, UP, 2) Rajesh Kumar (aged 31 years) s/o Late Kamal Singh r/o  East Ram Nagar, Mandoli Road Shahdara, Delhi  and 3) Kamal (aged 29 years) s/o Nem Chand r/o Budh Vihar, Phase-I, Delhi.


The cheats were subjected to intensive interrogation.  It was revealed that one of them would join a petrol pump as an attendant. In March, 2014 Ashish joined a petrol pump on Ring Road as an attendant.  He had in his possession an encoder i.e. a skimming machine that was in the shape of small key chain. This machine was purchased online through Internet. This machine i.e. the encoder had a Magnetic Strip Reader which made a mirror image of the data available in the debit/credit card.  Ashish would surreptitiously swipe the debit/credit card of the customer in the skimming machine so that data would be encoded in the machine.  Another important task was to obtain the pin number of the card.  Hence when the transaction would take place, he would make the customer enter the pin number repeatedly in the swiping machine of the petrol pump.  In this way he would visually see the pin number of the debit/credit card. The data was then provided to Rajesh and Kamal. They decoded the information with the help of a decoder i.e. a Magnetic data reader and laptop.  The decoded data was then transferred on to dummy smart cards. These cloned cards were then used to withdraw money from ATM situated at isolated places.  In order to prevent being identified at ATM machines as cameras were installed, they used caps to hide their faces. They withdrew money generally around midnight so that if the customers received a SMS alert, being night time, it would be not viewed.  


Till date according to them, they had skimmed data of around 30 debit/credit cards holders and have earned huge amount of ill-gotten money.  They had even bought a Honda City Car from the proceeds of the crime.  Ashish, Rajesh and Kamal are all school drop outs.  Kamal worked as a trainer in a Gymnasium while Rajesh worked as a clerk.

Local police of PS Sarojini Nagar has been informed about their arrest.   

(ASHOK CHAND)
ADDL. COMMISSIONER OF POLICE:
CRIME: DELHI.    
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  Gang of Hi-tech cheats involved in cloning debit/credit cards busted. 
  Skimmed data from debit/credit cards of customers with the help of an encoder.
  Prepared cloned cards with the help of a decoder and laptop.
  Obtained the pin number through visual observation.
  Withdrew money from ATM’s around midnight.
  To hide their identity from CCTV cameras of ATM they wore caps.
 
A team of officers of Crime Branch led by Inspector Insp. Kulbir Singh and consisting of SI Ritesh Kumar, SI Vishal Chaudhary, ASI Kuldeep, ASI Manoj, HC Jai Prakash, HC Dinesh, HC Satish Kumar, Ct. Raj Singh, Ct. Jitender, Ct. Lalaram, Ct. Vivek, Ct. Ravi, Ct. Devender, Ct. Amit, Ct. Vinod, Ct. Satyapal, Ct. Prem Singh, Ct. Gyanender, Ct. Rahul, Ct. Arjun Lal and Ct. Anil Chauhan under the supervision of  ACP K.P.S. Malhotra and overall supervision of DCP Bhisham Singh has busted a gang that cloned credit/debit cards of customers visiting a petrol pump.  They then used the cloned credit/debit cards to withdraw money from various ATMs of Delhi and National Capital Region.  The equipment involved in cloning i.e. Encoder, Decoder and Laptop have been recovered.  Three Cheats have been arrested.  One case of such cheating of PS Sarojini Nagar has been worked out.
 
          Specific information was received that the gang of cheats would assemble near a Petrol Pump at Lodhi Road, Delhi.  A trap was laid and a white colour Honda City Car was intercepted.  Three persons were apprehended.  They were identified as 1) Ashish (aged 25 years) s/o Shiv Kumar r/o Laxmi Garden, Loni, Ghaziabad, UP, 2) Rajesh Kumar (aged 31 years) s/o Late Kamal Singh r/o  East Ram Nagar, Mandoli Road Shahdara, Delhi  and 3) Kamal (aged 29 years) s/o Nem Chand r/o Budh Vihar, Phase-I, Delhi.
 
          The cheats were subjected to intensive interrogation.  It was revealed that one of them would join a petrol pump as an attendant. In March, 2014 Ashish joined a petrol pump on Ring Road as an attendant.  He had in his possession an encoder i.e. a skimming machine that was in the shape of small key chain. This machine was purchased online through Internet. This machine i.e. the encoder had a Magnetic Strip Reader which made a mirror image of the data available in the debit/credit card.  Ashish would surreptitiously swipe the debit/credit card of the customer in the skimming machine so that data would be encoded in the machine.  Another important task was to obtain the pin number of the card.  Hence when the transaction would take place, he would make the customer enter the pin number repeatedly in the swiping machine of the petrol pump.  In this way he would visually see the pin number of the debit/credit card. The data was then provided to Rajesh and Kamal. They decoded the information with the help of a decoder i.e. a Magnetic data reader and laptop.  The decoded data was then transferred on to dummy smart cards. These cloned cards were then used to withdraw money from ATM situated at isolated places.  In order to prevent being identified at ATM machines as cameras were installed, they used caps to hide their faces. They withdrew money generally around midnight so that if the customers received a SMS alert, being night time, it would be not viewed. 
 
          Till date according to them, they had skimmed data of around 30 debit/credit cards holders and have earned huge amount of ill-gotten money.  They had even bought a Honda City Car from the proceeds of the crime.  Ashish, Rajesh and Kamal are all school drop outs.  Kamal worked as a trainer in a Gymnasium while Rajesh worked as a clerk.
 
          Local police of PS Sarojini Nagar has been informed about their arrest.  
 
 
 
(ASHOK CHAND)
ADDL. COMMISSIONER OF POLICE:
CRIME: DELHI



	NORTH- WEST DISTT.                                                DATED 11, August-2014
PRESS RELEASE
 
NOTORIOUS ROBBER/GANG LEADER SONU NABBED
o    HE WANTED IN KIDNAPPING FOR RANSOM CASE AND P.O. IN A HIMACHAL PARDESH ROBBERY CASE
                                The Special Staff of North-West District has nabbed a desperate criminal of Meerut (UP) namely Sonu (aged 26 years) was wanted in case FIR No. 504/14 dated 29.5.14 u/s 394/397 IPC PS Subhash Palace, Delhi.  With his arrest, 8 cases of kidnapping for ransom, robbery and attempt to murder etc of Delhi, UP, Haryana & Himachal Pradesh have been worked out.
                                During the course of investigation of the case of robbery registered at PS Netaji Subhash Place, Delhi. The team of Special Staff after making rigorous efforts, zeroed down on one Sonu gang who was operating in NCR region who could have been involved in this robbery case. Based on specific information on 16.7.14, two key members namely Mithun @ Gaurav and Gurprit @ Gurmeet of this Sonu Gang were apprehended by the team of Special Staff after a brief shootout in PS Sahibabad, Ghaziabad (UP) area.  On sustained interrogation of the accused persons, it was revealed that the gang has hijacked many luxury cars from NCR region at gun point to use in commission of crime.  It was also learnt that the gang members have committed many robberies in area of UP, Faridabad, Delhi as far as Himachal Pradesh.  The gang leader Sonu s/o Sadhu Ram is used to lavish life style and was a dreaded criminal.          
                                Though he was son of a rickshaw puller but that does not stop him to aspire for an epicurean life. In the Meerut jail itself, he came in contact with the infamous Rahul and Sonu @ Chikara, dreaded criminals of UP. He committed a robbery in Himachal Pardesh in which his mentor Rahul was arrested. Thereafter, he made his own Sonu gang and committed a spat of robberies and other heinous crimes at various places in different states of India with his gang members. Himachal Pradesh police is raiding continuously his house and hide-outs for last two years but he has escaped every time. He used to go to discos and has a long list of girl friends. In last two years, no one from his gang members ever came to know about his residence as he used to call them from PCO whenever he needed.
                                On 8.8.14, a secret information was received that notorious Sonu s/o Sadhuram will pass through Nahar Singh Marg, Keshav Puram (Road No. 37) Delhi in a looted white colour Verna  car bearing No. 2266.  Based on this information, a trap was laid on Nahar Singh Marg opposite Tyagi Public School, Keshav Puram and the Police party started checking vehicles after barricading the road.  At about 12:15 PM one white coloured Verna car coming from Mukund Pur chowk was stopped with the help of barricades.  The driver could not give satisfactory reply regarding his own identity and ownership of the vehicle.  After sustained interrogation, his identity was established as Sonu s/o Sadhuram r/o Village Sherghari, PS Medical College, Distt. Meerut (UP).  On interrogation, he confessed that he alongwith his associates robbed this car from Rama Krishna Ghaziabad UP 2-3 months ago. On verification, a case FIR No. 182/14 dt. 12.5.14 u/s 392/34 IPC PS Kotwali Ghaziabad UP was found registered in this regard. On casual search of his car, some US Dollars were also recovered. He confessed that these dollars are part of the booty looted from Pitampura from a dealer of Foreign Currency. After getting sufficient evidences, accused Sonu s/o Sadhu Ram was arrested vide DD No. 44B dt. 8.8.14 u/s 41.1 (ba) & (d) CrPC, PS Keshav Puram, Delhi.  He also made following disclosure about his involvements in various cases: He is also wanted in a case of hurt registered at PS Kalyan Puri in which the accused had assaulted the neighbours who had objected to their nefarious activities at their room. They have also confessed to have involved in a case of dacoity at PS Mawana, Meerut in which an LIC agent was robbed. These gangsters were also involved in a case of dacoity registered at PS Pounta Sahib, Himachal Pradesh in which jewellery worth Rs. 3 crores were looted by them.
Police Team:
                                A special team was constituted under the close supervision of Inspr. Shyam Sunder, I/C Special Staff under overall supervision of Sh. Aas Mohd., ACP/Operations with the following officers namely; SI Rajeev Ranjan, SI Ajay Kumar, HCs Suresh Chand, Subhash Chand, Anil Malik, Sanjay Kumar and Constables Shri Pal, Sanjeet, Rahul Kumar, Umed Singh, Rajender and Akhtar Hussain.
Recovery
(i)                             One looted Verna car No. UP14-BR-2266
(ii)                            Dollars worth Rs. 70,000/- approx.
 
Cases worked out :
(1)           FIR No. 504/14 dt. 29.5.14 u/s 394/34 IPC PS Subhash Place, Delhi
(2)           FIR No. 158/14 dt. 13.7.14 u/s 392/34 IPC PS Sector 31, Faridabad (HR)
(3)           FIR No. 583/14 dt. 3.7.14 u/s 308/323/506/509 IPC & 25 Arms Act PS Kalyan  Puri, Delhi
(4)           FIR No. 19/12 dt. 11.1.12 u/s 393/395/342/323 IPC PS Pounta Sahib (HP)
(5)           FIR No. 762/13 dt. 6.12.13 u/s 395/397 IPC PS Mawana, Meerut (UP)
(6)           FIR No. 152/14 dt. 17.4.14 u/s 379 IPC PS Sarai Khawaja, Faridabad (HR)  
(7)           FIR No. 436/14 dt. 19.4.14 u/s 364A IPC PS Mandi, Muzzaffar Nagar (UP)
(8)           FIR No. 182/14 dt. 12.5.14 u/s 392 IPC PS Ghaziabad Kotwali (UP)
       
                                 The concerned police stations have been informed about his involvements/arrest. Their other incidents are being verified and sincere efforts are being made to recover the remaining looted cash. Further investigation is on.
 
(N. GNANA SAMBANDAN) IPS
DEPUTY COMMISSIONER OF POLICE                                                            NORTH WEST DISTRICT, DELHI


	PRESS NOTE
Curtain Raiser:    CCTV Cameras Project funded by business community in Dariba Kalan, Chandni Chowk under Business Area Watch Scheme (BAWS), Delhi Police.
 
Delhi Police has taken a number of community policing initiatives in the past like the Neighbourhood Watch Scheme, Eyes and Ears Scheme, Parivartan, Pehchan, Yuva, Senior Citizens Scheme, tenant/servant verification etc. In all these schemes, the design and format has been provided by the Police, in which the community members participate in policing with Delhi Police acting as facilitator. 
In the field of technology, Delhi Police has inter-alia been using CCTV coverage of important market places and border checkposts for prevention and detection of crimes.  So far CCTV system has been funded by the government and is being implemented and maintained by ECIL/Delhi Police.
In order to further augment the CCTV coverage in the city, it has been decided to initiate a Business Area Watch Schemeas community initiative, with the Delhi Police acting as the facilitator of the scheme and public spirited members of the community funding the installation, maintenance and operation of CCTV coverage in their area, particularly markets and other commercial/institutional locations.
Hon’ble LG, Delhi Sh. Najeeb Jung will be inaugurating the first such project under BAWS in Delhi at Dariba Kalan, Chandni Chowk at 4.00 PM on 12/08/2014.  This project of CCTV coverage in Dariba Kalan market is funded by the Dariba Jewellers/Sarafa Welfare Association.
 
 
 
       The project will have total 32 CCTV cameras (mega-pixel fixed cameras) covering entire stretch of the historical Jewelry Market of Dariba Kalan, Chandni Chowk.  All the cameras will be connected through optical fibre up to a Local Control Room established at the Association’s office, Ravi Market, Dariba Kalan.  There will be a video recording of up to 25 days and the cameras will be further connected through internet to Police Station Kotwali.
 

*****
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O R D E R
 
1.                           Whereas, a large number of people sell and purchase Second Hand Vehicles including Motor Cycles, Scooters and Cars in Delhi through dealers engaged in this profession.

 

2.                           And whereas , it has been noticed that the Second Hand Vehicles are commonly sold without filling all the columns especially date of transaction of Form No. 29 and Form no. 30 (Part- I & II) thereby resulting in transfer of vehicle to number of purchasers before the actual transfer of the vehicle in the records of Transport Authority.  This is to circumvent the requirement of section 50 of the Motor Vehicles Act, 1988, that the fact of transfer of vehicle should be reported to the Transport Authority within 14 days for local transfer and 45 days for inter-district transfer.

 

3.                            And whereas, it has been noticed that the stolen vehicles involved in crime are sold to several purchasers through dealers/agents of Second Hand Vehicles. Such second hand vehicles are likely to be used for commission of various type of crime like robbery etc. and may be used even in terrorist activity.

 

4.                            And whereas, it has also been observed that the record of seller and purchaser are not kept by the dealers or agents engaged in the business of facilitating sale and purchase of Second Hand Vehicles making it difficult for the investigation agencies to identify the criminals involved in such crimes.

 

5.                            And whereas, it is rendered imperative to put regulatory check on the vehicle dealers who deal in sale and purchase of Second Hand Vehicles so that the anti social elements may not use them to sell the stolen vehicles through them and it is felt that immediate action is necessary in this regard.

 

6.                             Now, therefore, in exercise of the powers conferred upon me by the virtue of Section 144 Cr.P.C, 1973 (No. 2 of 1974) read with Govt. of India, Ministry of Home Affairs, New Delhi’s Notification No. U-11036 (i) UTL dated 9/9/2010, I, Nishant Gupta, Assistant Commissioner of Police, Sub Division Hauz Khas, South District, do hereby make this written order that all such  Vehicles dealers who deal in sale and purchase of second hand vehicles including Motor Cycles, Scooters and Cars in the jurisdiction of Sub-Division, Hauz Khas, South District, New Delhi shall:-

 

a).  Maintain a register of sellers and purchasers of all the transactions of Second Hand Vehicles.

 

b).   Ensure that Form 29, Form 30 and the delivery letter are duly filled with clear mention of the date of transaction.

 

c).    Affix photographs of the seller and purchaser on the register.

 

d).   Keep copies of identification documents like election card, ration card, PAN Card, driving license etc. as well as copies of Form  20, Form 30 (Part-1 & II) and Delivery Letter for access by the police as and when required.

 

e).    Inform the nearby police station if the seller or buyer is found suspicious.

 

 

       These orders shall come into force with effect from 11.08.2014 shall remain in force for a period of 60 days i.e. up to 09.10.2014 (both days inclusive) unless withdrawn earlier.

              Any person dealing in business of sale and purchase of second hand vehicles as dealer or agent who contravenes this order shall be liable to be punished in accordance with the provision of Section 188 of the IPC.

              As the notice cannot be served individually on all concerned, the order is hereby passed ex-parte.  It shall be published for the information of the public through the press and by affixing copies on the notice board of the offices of all DCsP, Addl. DCsP, ACsP, Tehsil Offices, all Police Stations concerned and the offices of NDMC and MCD.

             (NISHANT GUPTA)

                                                         
    ASSISTANT COMMISSIONER OF POLICE
                                                                    SUB-DIVISION: HAUZ KHAS, NEW DELHI.
No. 3712-3811/R/ACP/Hauz Khas dated New Delhi, the 11.08.14 
ORDER

1. 
Whereas, a large number of people sell and purchase Second Hand Vehicles including Motor Cycle, Scooters and Cars in Delhi through dealers engaged in this profession.

2.
And whereas, it has been noticed that the Second Hand Vehicles are commonly sold without filling all the columns especially date of transaction of Form No.29 and Form No.30 (part-I & II) thereby resulting in transfer of vehicle to number of purchasers before the actual transfer of the vehicle in the records of Transport Authority. This is to circumvent the requirement of section-50 of the Motor Vehicles Act, 1988, that the fact of transfer of vehicle should be reported to the Transport Authority within 14 days for local transfer and 45 days for inter-district transfer.

3.
And whereas, it has been noticed that the stolen vehicles involved in crime are sold to several purchasers through dealers/ agents of Second Hand Vehicles. Such second hand vehicles are likely to be used for commission of various type of crime like robbery etc. and may be used even in terrorist activities.

4.
And whereas, it has also been observed that the record of seller and purchaser are not kept by the dealers or agents engaged in the business of facilitating sale and purchase of Second Hand Vehicles making it difficult for the in investigation agencies to identify the criminals involved in such crimes 

5.
And whereas, it is rendered imperative to put regulatory check on the vehicle dealers who deal in sale and purchase of Second Hand Vehicles so that the anti social elements may not use them to sell the stolen vehicles through them and it is felt that immediate action is necessary in this regard.

6.
Now, therefore, in exercise of the powers conferred upon me by virtue of sec. 144 Cr. PC, 1973 (No.2 of 1974) read with Govt. of India, Ministry of Home Affairs, New Delhi’s Notification No. U-11036(i)UTL, dated 09/09/2010, I USHA RANGNANI (IPS),  ACP/Vasant Vihar, South District, New Delhi do hereby make this written order that all such Vehicle dealers who deal in sale and purchase of second hand vehicles including Motor Cycles, Scooters and Cars in the jurisdiction of Sub-Division Vasant Vihar, South District, New Delhi shall :-

a) Maintain a register of sellers and purchasers of all the transactions of Second Hand Vehicles.

b) Ensure that Form 29, Form 30 and the delivery letter are duly filled with clear mention of the date of transaction.

c) Affix photographs of the seller and purchaser on the register.

d) Keep copies of identification documents like election card, ration card, PAN Card, Driving Licence etc. as well as copies of Form 29, Form 30 ( Part-I & II ) and Delivery Letter for access by the police as and when required.

e) Inform the nearby police station if the seller or buyer is found suspicious.


These orders shall come into force with effect from 11.08.2014 and shall remain in force for a period of 60 days up to 09.10.2014 (both days inclusive) unless withdrawn earlier.


Any person dealing in business of sale and purchase of second hand vehicles as dealer or agent who contravenes this order shall be liable to be punished in accordance with the provisions of Section 188 of the IPC.


As the notice cannot be served individually on all concerned, the order is hereby passed ex-parte.  It shall be published for the information of the public through the press and by affixing copies on the notice board of the offices of all DCsP, Addl. DCsP, ACsP, Tehsil Officer, all police station concerned and the offices of NDMC and MCD.

  (USHA RANGNANI) IPS                     ASSISTANT COMMISSIONER OF POLICE,

        SUB-DIVISION: VASANT VIHAR, 

       New Delhi 

        11.08.2014

   CRIME BRANCH








