Modern: Case Problem with Sample Answer

Chapter 6: Criminal Law and Cyber Crime

6–6. Case Problem with Sample Answer: Credit Cards.
Oleksiy Sharapka ordered merchandise online using stolen credit cards. He had the items sent to outlets of Mail Boxes, Etc., and then arranged for someone to deliver the items to his house. He subsequently shipped the goods overseas, primarily to Russia. Sharapka was indicted in a federal district court. At the time of his arrest, government agents found in his possession, among other things, more than three hundred stolen credit card numbers, including numbers issued by American Express. There was evidence that he had used more than ten of the American Express numbers to buy goods worth between $400,000 and $1 million from at least fourteen vendors. Did Sharapka commit any crimes? If so, who were his victims? Explain. [United States v. Sharapka, 526 F.3d 58 (1st Cir. 2008)]

Sample Answer:
Sharapka pled guilty to crimes of identity theft, mail fraud, and other offenses. Use of the stolen credit-card numbers constituted identity theft, which occurs when a wrong​doer steals a form of identification and uses it to access the victim’s financial resources. Mail fraud involves (1) mailing or causing someone else to mail a writing—something written, printed, or photocopied—for the purpose of executing a scheme to defraud and (2) a contemplated or an organized scheme to defraud by false pretenses. Sharapka caused the vendors and credit-card companies to mail receipts, bills, and other docu​ments, as well as goods, through his organized scheme to defraud by false pretenses. His victims included the fourteen vendors who sent merchandise when he used the stolen credit-card numbers. These sellers suffered direct financial losses. This is because the legitimate holder of a credit card is not usually responsible for the cost of a purchase made if the number is stolen. The loss is borne by the merchant or the credit-card com​pany. Most credit-card companies require the merchant to cover the cost, especially if the address to which an item is sent does not match the billing address of the card. In this case, Sharapka had the goods sent to Mail Boxes, Etc. outlets, the addresses of which did not match the billing addresses. Sharapka was sentenced to 121 months’ im​prisonment, a sentence that was affirmed on his appeal to the U.S. Court of Appeals for the First Circuit.

