// IMEI - number programmed into phone of subscriber

// IMSI - number programmed in the SIM card

// MSISDN - subscriber phone number

// This trace did NOT have L3 User Data turned on, and for GGSN it must be turned on to see actual bearer traffic

----------------------------------------------------------------------

Incoming Call:

----------------------------------------------------------------------

 MSID/IMSI   : 219101101968777             Callid      : 04c50222

 IMEI        : 35693600700028              MSISDN      : 385912497242

 Username    :                             SessionType : ggsn-pdp-type-ipv4

 Status      : Active                      Service Name: gn-serv

 Src Context : gn                          

----------------------------------------------------------------------

// Call setup (GTP_CREATE_PDP_CONTEXT_REQ_MSG) via SGSN (193.111.164.214) to GGSN (193.111.164.211)

// GGSN service defined in context "gn" as "ggsn-service gn-serv" with

// GGSN address defined as "bind address 193.111.164.211"
// SGSN address defined as "sgsn address 193.111.164.214"
INBOUND>>>>>  13:53:59:023 Eventid:47000(3)

GTPC Rx PDU, from 193.111.164.214:34209 to 193.111.164.211:2123 (224)

TEID: 0x00000000, Message type: GTP_CREATE_PDP_CONTEXT_REQ_MSG (0x10)

Sequence Number:: 0xC5CC (50636)

GTP HEADER FOLLOWS:

             Version number: 1

              Protocol type: 1 (GTP C/U)

       Extended header flag: Not present

       Sequence number flag: Present

           NPDU number flag: Not present

               Message Type: 0x10 (GTP_CREATE_PDP_CONTEXT_REQ_MSG)

             Message Length: 0x00D8 (216)

                  Tunnel ID: 0x00000000

            Sequence Number: 0xC5CC (50636)

GTP HEADER ENDS.

INFORMATION ELEMENTS FOLLOW:

                       IMSI: 219101101968777

ROUTING AREA IDENTITY (RAI) FOLLOWS: 

// all GGSNs and SSGNs in this network have same id, as indicated in the ggsn-svc: "plmn id mcc 219 mnc 10"
// MCC (Mobile Country Code), MNC (Mobile Network Code), PLMN (Public Land Mobile Network)

// Additional SGSNs can be listed on their own lines with associated mcc and mnc values

// any SGSN can communicate with any GGSN (even across different networks) and is dependent on the policy set, as:

// ”plmn unlisted-sgsn <foreign | home | reject>”
// for messages from unlisted SGSNs, treatment is as follows: foreign = treat as roaming, home = treat as belonging to the 

// GGSN’s home PLMN, reject = reject the message

                        MCC: 219

                        MNC: 10

                        LAC:FFFE

                        RAC:FF

ROUTING AREA IDENTITY (RAI) ENDS. 

                   Recovery: 0x27 (39)

             Selection Mode: 0x0 (MS or network provided APN, subscribed verified (Subscribed))

           Tunnel ID Data I: 0x2F97848A

        Tunnel ID Control I: 0x2F97840A

// NSAPI (Network Service Access Point ID) can uniquely identify all the PDP contexts; 5 is the default

                      NSAPI: 0x05 (5)

END USER ADDRESS FOLLOWS: 

      PDP Type Organisation: IETF

            PDP Type Number: IPv4

                    Address: Empty

END USER ADDRESS ENDS.

// ******* VERY VERY Important ******

// Access Point Name (APN) is the non-numeric part of the user's address and matches an APN of that name defined in

// context "gi" as "apn sta.data.vip.hr"
           Access Point Name: sta.data.vip.hr

PROTOCOL CONFIG. OPTIONS FOLLOW:

                  IE Length: 0x5E (94)

     Configuration Protocol: (0) PPP

              Extension Bit: (1)

                Protocol id: 0xC223 (CHAP)

            Protocol length: 0x23 (35)

          Protocol contents: 010100231094023602AE43E327F66870B9964DFB82554D54535F434841505F53525652

                Protocol id: 0xC223 (CHAP)

            Protocol length: 0x15 (21)

          Protocol contents: 02010015104630F5C31A78C8EA9AEF0B3AC62B6D02

                Protocol id: 0x8021 (IPCP)

            Protocol length: 0x1C (28)

          Protocol contents: 0100001C810600000000820600000000830600000000840600000000

PROTOCOL CONFIG. OPTIONS END.

// SGSN address: 193.111.164.214

              GSN Address I: 0xC16FA4D6 (193.111.164.214)

             GSN Address II: 0xC16FA4D6 (193.111.164.214)

                     MSISDN: 385912497242

                QOS Profile: 0x011B911F739697FE74FB7878

// RAT type = UTRAN (3G) = 1; GERAN = 2G (GPRS) or 2.5G (GPRS + EDGE) = 2; Can change during call with PDP update request
    Radio Access Technology: UTRAN

               MS Time Zone: -0

       Daylight Saving Time: +1 hour

                   IMEI(SV): 3569360070002800

INFORMATION ELEMENTS END.

// Subcriber authentication specified in the APN by "aaa group vipnet.hr_radiator.live" where:

// ”radius attribute nas-ip-address address 10.253.60.46”
// ”radius server 10.253.92.82 encrypted key 2c74723d52d72a7a448f6810b307987d port 1812 priority 1”
// most attributes self-explanatory, some mentioned above already, others to be described appropriately

<<<<OUTBOUND  13:53:59:025 Eventid:23901(6)

RADIUS AUTHENTICATION Tx PDU, from 10.253.60.46:24256 to 10.253.92.82:1812 (415) PDU-dict=starent

 Code: 1 (Access-Request)

 Id: 2

 Length: 415

 Authenticator: C8 19 F8 15 4D 0D 98 71 A6 70 BF 60 5E B3 77 37 

      Attribute Type: 31 (Calling-Station-Id)

                Length: 14

                Value: 33 38 35 39 31 32 34 39 38591249

                       37 32 34 32             7242    

      Attribute Type: 1 (User-Name)

                Length: 30

                Value: 33 38 35 39 31 32 34 39 38591249

                       37 32 34 32 40 73 74 61 7242@sta

                       2E 64 61 74 61 2E 76 69 .data.vi

                       70 2E 68 72             p.hr    

      Attribute Type: 4 (NAS-IP-Address)

                Length: 6

                Value: 0A FD 3C 2E             ..<.    

                       (10.253.60.46)

// Starent Release and build number

      Attribute Type: 26 (Vendor-Specific)

                Length: 21

                Vendor Id: 8164 (Starent)

                Vendor Type: 288 (SN-Software-Version)

                Vendor Length: 15

                Value: 38 2E 31 20 28 32 36 36 8.1 (266

                       30 34 29                04)     

      Attribute Type: 6 (Service-Type)

                Length: 6

                Value: 00 00 00 02             ....    

                       (Framed)

      Attribute Type: 7 (Framed-Protocol)

                Length: 6

                Value: 00 00 00 07             ....    

                       (GPRS_PDP_Context)

      Attribute Type: 61 (NAS-Port-Type)

                Length: 6

                Value: 00 00 00 12             ....    

                       (Wireless_Other)

// This is the Standard’s version, not Starent version. Starent did implement v0 which was the first version.
      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 62 (SN-GTP-Version)

                Vendor Length: 8

                Value: 00 00 00 01             ....    

                       (GTP_VERSION_1)

      Attribute Type: 26 (Vendor-Specific)

                Length: 23

                Vendor Id: 10415 (3GPP)

                Vendor Type: 1 (3GPP-IMSI)

                Vendor Length: 17

                Value: 32 31 39 31 30 31 31 30 21910110

                       31 39 36 38 37 37 37    1968777 

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 8 (3GPP-IMSI-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 10 (3GPP-NSAPI)

                Vendor Length: 3

                Value: 35                      5       

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 12 (3GPP-Selection-Mode)

                Vendor Length: 3

                Value: 30                      0       

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 2 (3GPP-Charging-Id)

                Vendor Length: 6

                Value: 08 E7 83 52             ...R    

                       (149390162)

      Attribute Type: 26 (Vendor-Specific)

                Length: 33

                Vendor Id: 10415 (3GPP)

                Vendor Type: 5 (3GPP-Negotiated-QoS-Profile)

                Vendor Length: 27

                Value: 39 39 2D 31 42 39 31 31 99-1B911

                       46 37 33 39 36 39 37 46 F739697F

                       45 37 34 46 42 37 38 37 E74FB787

                       38                      8      

// Specifies the profile index to be used. If not included in Create PDP Context request, then default is 8, and default 

// parameters for 8 specified in context "gn", ggsn-serivce "gn-serv", "cc profile 8 ..." (cc = charging characteristic)  

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 13 (3GPP-Chrg-Char)

                Vendor Length: 6

                Value: 30 38 30 30             0800    

      Attribute Type: 30 (Called-Station-ID)

                Length: 17

                Value: 73 74 61 2E 64 61 74 61 sta.data

                       2E 76 69 70 2E 68 72    .vip.hr 

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 6 (3GPP-SGSN-Address)

                Vendor Length: 6

                Value: C1 6F A4 D6             .o..    

                       (193.111.164.214)

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 18 (3GPP-SGSN-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 7 (3GPP-GGSN-Address)

                Vendor Length: 6

                Value: C1 6F A4 D3             .o..    

                       (193.111.164.211)

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 9 (3GPP-GGSN-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 26 (3GPP-Negotiated-DSCP)

                Vendor Length: 3

                Value: 0A                      .       

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 21 (3GPP-RAT-Type)

                Vendor Length: 3

                Value: 01                      .       

      Attribute Type: 26 (Vendor-Specific)

                Length: 10

                Vendor Id: 10415 (3GPP)

                Vendor Type: 23 (3GPP-MS-TimeZone)

                Vendor Length: 4

                Value: 80 21                   .!      

      Attribute Type: 26 (Vendor-Specific)

                Length: 24

                Vendor Id: 10415 (3GPP)

                Vendor Type: 20 (3GPP-IMEISV)

                Vendor Length: 18

                Value: 33 35 36 39 33 36 30 30 35693600

                       37 30 30 30 32 38 30 30 70002800

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 3 (3GPP-PDP-Type)

                Vendor Length: 6

                Value: 00 00 00 00             ....    

                       (ipv4)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 24 (SN-Service-Type)

                Vendor Length: 8

                Value: 00 00 00 04             ....    

                       (GGSN)

      Attribute Type: 5 (NAS-Port)

                Length: 6

                Value: 00 01 10 02             ....    

                       (69634)

      Attribute Type: 2 (User-Password)

                Length: 18

                Value: 21 EF 92 F0 70 67 9F 70 !...pg.p

                       D4 F6 39 9E C8 70 D0 8A ..9..p..

// Charging Gateway Function (CGF) to which eG-CDRs will be sent, specified in the APN by "gtpp group gtpp-serv", where

// “gtpp server 10.243.113.41 udp-port 3387 priority 1 max 2” in context "ga"
// The context in which to do this GTPP accounting is specified in the ggsn service:

// “accounting context ga”
      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 4 (3GPP-CG-Address)

                Vendor Length: 6

                Value: 0A F3 71 29             ..q)    

                       (10.243.113.41)

INBOUND>>>>>  13:53:59:119 Eventid:23900(6)

RADIUS AUTHENTICATION Rx PDU, from 10.253.92.82:1812 to 10.253.60.46:24256 (66) PDU-dict=starent

 Code: 2 (Access-Accept)

 Id: 2

 Length: 66

 Authenticator: 7F E8 9E 20 81 C9 43 13 A1 8C 6E 0D 51 14 65 3F

// Specifies the credit control group to use for charging as defined at the end of "active-charging service ecs-serv"
// OVERWRITES existing APN setting of: "credit-control-group dia-vip_postpaid", as this is a PRE-Paid (not Post-Paid) call

      Attribute Type: 26 (Vendor-Specific)

                Length: 25

                Vendor Id: 8164 (Starent)

                Vendor Type: 301 (SN-Acs-Credit-Control-Group)

                Vendor Length: 19

                Value: 64 69 61 2D 76 69 70 5F dia-vip_

                       70 72 65 70 61 69 64    prepaid 

// Specifies the active charging rulebase to use defined in the "active-charging service ecs-serv" section

// OVERWRITES existing APN setting of: "active-charging rulebase vip-postpaid", as this is a PRE-Paid (not Post-Paid) call

      Attribute Type: 26 (Vendor-Specific)

                Length: 21

                Vendor Id: 8164 (Starent)

                Vendor Type: 250 (SN-Rulebase)

                Vendor Length: 15

                Value: 76 69 70 2D 70 72 65 70 vip-prep

                       61 69 64                aid     

// This is a PRE-Paid call, meaning quota for various types of data access needs to be requested from the Diameter Server

// From the “credit-control group dia-vip_prepaid”, the following differentiates between primary and secondary servers:

// “diameter peer-select peer vpponlmed1.vipnet.hr realm vipnet.hr secondary-peer vpponlmed2.vipnet.hr realm vipnet.hr”

// Further, "diameter origin endpoint dia-vip_prepaid" specifies diameter servers by pointing to section 
// "diameter endpoint dia-vip_prepaid" in "gi" context. 

// Note that the labels for credit control group and diameter endpoint are the same (dia-vip_prepaid) in this case, but do // not have to be!
// The following lines in above-mentioned section specify the exact source and destination addresses respectively:

// “origin host prepaid02 address 10.253.60.46”
// “peer vpponlmed1.vipnet.hr realm vipnet.hr address 10.243.113.54 port 3867”
// As with Radius above, most of the attributes are self-explanatory, only significant ones will be described

// First message is Credit-Control-Request type INITIAL_REQUEST for which Credit-Control-Answer response will be received

<<<<OUTBOUND  13:53:59:126 Eventid:81990(5)

Diameter message from 10.253.60.46:51640 to 10.243.113.54:3867

  Base Header Information:

   Version: 1

   Message Length: 740

   Command Flags: REQ PXY   (192) 

   Command Code: Credit-Control-Request (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000007

   End2End-ID: 0xfefa504f

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Origin-Host: 0017-sessmgr.prepaid02
// Origin-Realm and Destination-Realm (vipnet.hr) are specified in section "diameter endpoint dia-vip_prepaid":

// “origin realm vipnet.hr”

// “peer vpponlmed1.vipnet.hr realm vipnet.hr address 10.243.113.54 port 3867”
        [M] Origin-Realm: vipnet.hr

        [M] Destination-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] Service-Context-Id: version2.clci.ipc@vodafone.com

        [M] CC-Request-Type: INITIAL_REQUEST (1)

// Each request during a call is given a unique request number incremented by one for each new request

        [M] CC-Request-Number: 0

        [M] Called-Station-Id: sta.data.vip.hr

        [M] User-Name: 385912497242@sta.data.vip.hr

        [M] Origin-State-Id: 1247494127

        [M] Event-Timestamp: Tuesday July 14 11:53:59 GMT 2009

        [M] Subscription-Id: 

          [M] Subscription-Id-Type: END_USER_E164 (0)

          [M] Subscription-Id-Data: 385912497242

        [M] Requested-Service-Unit: 

        [M] Multiple-Services-Indicator: MULTIPLE_SERVICES_SUPPORTED (1)

// Note that an IP address has already been assigned to the subscriber at this point - more on this later

        [M] Framed-IP-Address: IPv4 212.15.174.2

        [V] [M] 3GPP-IMSI: 219101101968777

        [V] [M] 3GPP-Charging-Id: 149390162

        [V] [M] 3GPP-PDP-Type: IPv4 (0)

        [V] [M] 3GPP-CG-Address: IPv4 10.243.113.41

        [V] [M] 3GPP-GPRS-QoS-Negotiated-Profile: 99-1B911F739697FE74FB7878

        [V] [M] 3GPP-SGSN-Address: IPv4 193.111.164.214

        [V] [M] 3GPP-GGSN-Address: IPv4 193.111.164.211

        [V] [M] 3GPP-IMSI-MCC-MNC: 21910

        [V] [M] 3GPP-GGSN-MCC-MNC: 21910

        [V] [M] 3GPP-NSAPI: 5

        [V] [M] 3GPP-Selection-Mode: 0

        [V] [M] 3GPP-Charging-Characteristics: 0800

        [V] [M] User-Location-Information: 219-10-65535-65535

        [V] [M] Radio-Access-Technology: UTRAN (1)

        [V] [M] Context-Type: PRIMARY (0)

        [V] [M] Bearer-Usage: GENERAL (0)

        [V] [M] 3GPP-IMEISV: 3569360070002800

        [V] [M] Rulebase-Id: vip-prepaid

// The following Credit-Control-Answer gives base quota for a number of "Rating-Group"s

INBOUND>>>>>  13:53:59:128 Eventid:81991(5)

Diameter message from 10.243.113.54:3867 to 10.253.60.46:51640

  Base Header Information:

   Version: 1

   Message Length: 404

   Command Flags:  PXY   (64) 

   Command Code: Credit-Control-Answer (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000007

   End2End-ID: 0xfefa504f

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Origin-Host: vpponlmed1.vipnet.hr

        [M] Origin-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] CC-Request-Type: INITIAL_REQUEST (1)

        [M] CC-Request-Number: 0

        [M] Called-Station-Id: sta.data.vip.hr

        [V] Rulebase-Id: vip-prepaid

        [M] Event-Timestamp: Tuesday July 14 10:53:59 GMT 2009

// Listed below are the various amounts of quota (in bytes) that are given out for each rating group

// The rating group is defined in the "active-charging service ecs-serv" section, specifically

// search for content-id with the same value as the Rating-Group, for example:

//    charging-action CONTENT-ID-500

//     content-id 500

//     retransmissions-counted

//     billing-action egcdr

//     cca charging credit

//   #exit

// Note there is plenty of quota for each of the following groups to last a while

        [M] Multiple-Services-Credit-Control: 

          [M] Granted-Service-Unit: 

            [M] CC-Total-Octets: 102400000

          [M] Rating-Group: 250

          [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Multiple-Services-Credit-Control: 

          [M] Granted-Service-Unit: 

            [M] CC-Total-Octets: 102400000

          [M] Rating-Group: 200

          [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Multiple-Services-Credit-Control: 

          [M] Granted-Service-Unit: 

            [M] CC-Total-Octets: 102400000

          [M] Rating-Group: 500

          [M] Result-Code: DIAMETER_SUCCESS (2001)

// Call Setup RESponse back to SGSN of type GTP_CREATE_PDP_CONTEXT_RES_MSG

<<<<OUTBOUND  13:53:59:129 Eventid:47001(3)

GTPC Tx PDU, from 193.111.164.211:2123 to 193.111.164.214:34209 (120)

TEID: 0x2F97840A, Message type: GTP_CREATE_PDP_CONTEXT_RES_MSG (0x11)

Sequence Number:: 0xC5CC (50636)

GTP HEADER FOLLOWS:

             Version number: 1

              Protocol type: 1 (GTP C/U)

       Extended header flag: Not present

       Sequence number flag: Present

           NPDU number flag: Not present

               Message Type: 0x11 (GTP_CREATE_PDP_CONTEXT_RES_MSG)

             Message Length: 0x0070 (112)

                  Tunnel ID: 0x2F97840A

            Sequence Number: 0xC5CC (50636)

GTP HEADER ENDS.

INFORMATION ELEMENTS FOLLOW:

                      Cause: 0x80 (GTP_REQUEST_ACCEPTED)

           Reorder Required: 0x0 (Not present)

                   Recovery: 0x18 (24)

           Tunnel ID Data I: 0x80020011

        Tunnel ID Control I: 0x80020011

                Charging ID: 0x08E78352

END USER ADDRESS FOLLOWS: 

      PDP Type Organisation: IETF

            PDP Type Number: IPv4

// IP address comes from the following pool as specified in the APN as "ip address pool name vip-private_pool_group_gg2"
// “ip pool vip-private_pool_gg2_3 212.15.174.0 255.255.255.128 private 0 group-name vip-private_pool_group_gg2 address-hold-timer 15”
                    Address: 212.15.174.2

END USER ADDRESS ENDS.

 PROTOCOL CONFIG. OPTIONS FOLLOW:

                  IE Length: 0x27 (39)

     Configuration Protocol: (0) PPP

              Extension Bit: (1)

                Protocol id: 0x8021 (IPCP)

            Protocol length: 0x10 (16)

          Protocol contents: 030000108106D45B61038306D45B6104

                Protocol id: 0x8021 (IPCP)

            Protocol length: 0x10 (16)

          Protocol contents: 04000010820600000000840600000000

PROTOCOL CONFIG. OPTIONS END.

              GSN Address I: 0xC16FA4D3 (193.111.164.211)

             GSN Address II: 0xC16FA4D3 (193.111.164.211)

                QOS Profile: 0x011B911F739697FE74FB7878

   Charging Gateway Address: 0x0AF37129 (10.243.113.41)

INFORMATION ELEMENTS END.

// Subcriber acounting specified in the APN by "aaa group vipnet.hr_radiator.live" where:

// “radius mediation-device accounting server 10.253.92.82 encrypted key 2c74723d52d72a7a448f6810b307987d port 1813 priority 1”
// attributes should be mostly self-explanatory and covered earlier

<<<<OUTBOUND  13:53:59:131 Eventid:24901(6)

RADIUS ACCOUNTING Tx PDU, from 10.253.60.46:24256 to 10.253.92.82:1813 (551) PDU-dict=starent

 Code: 4 (Accounting-Request)

 Id: 4

 Length: 551

 Authenticator: 66 BF 74 28 80 EB 7C 6F 19 FB E6 C6 60 90 E0 92 

      Attribute Type: 1 (User-Name)

                Length: 30

                Value: 33 38 35 39 31 32 34 39 38591249

                       37 32 34 32 40 73 74 61 7242@sta

                       2E 64 61 74 61 2E 76 69 .data.vi

                       70 2E 68 72             p.hr    

      Attribute Type: 31 (Calling-Station-Id)

                Length: 14

                Value: 33 38 35 39 31 32 34 39 38591249

                       37 32 34 32             7242    

      Attribute Type: 4 (NAS-IP-Address)

                Length: 6

                Value: 0A FD 3C 2E             ..<.    

                       (10.253.60.46)

      Attribute Type: 40 (Acct-Status-Type)

                Length: 6

                Value: 00 00 00 01             ....    

                       (Start)

      Attribute Type: 26 (Vendor-Specific)

                Length: 21

                Vendor Id: 8164 (Starent)

                Vendor Type: 288 (SN-Software-Version)

                Vendor Length: 15

                Value: 38 2E 31 20 28 32 36 36 8.1 (266

                       30 34 29                04)     

      Attribute Type: 6 (Service-Type)

                Length: 6

                Value: 00 00 00 02             ....    

                       (Framed)

      Attribute Type: 7 (Framed-Protocol)

                Length: 6

                Value: 00 00 00 07             ....    

                       (GPRS_PDP_Context)

      Attribute Type: 61 (NAS-Port-Type)

                Length: 6

                Value: 00 00 00 12             ....    

                       (Wireless_Other)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 62 (SN-GTP-Version)

                Vendor Length: 8

                Value: 00 00 00 01             ....    

                       (GTP_VERSION_1)

      Attribute Type: 26 (Vendor-Specific)

                Length: 23

                Vendor Id: 10415 (3GPP)

                Vendor Type: 1 (3GPP-IMSI)

                Vendor Length: 17

                Value: 32 31 39 31 30 31 31 30 21910110

                       31 39 36 38 37 37 37    1968777 

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 8 (3GPP-IMSI-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 10 (3GPP-NSAPI)

                Vendor Length: 3

                Value: 35                      5       

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 12 (3GPP-Selection-Mode)

                Vendor Length: 3

                Value: 30                      0       

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 2 (3GPP-Charging-Id)

                Vendor Length: 6

                Value: 08 E7 83 52             ...R    

                       (149390162)

      Attribute Type: 26 (Vendor-Specific)

                Length: 33

                Vendor Id: 10415 (3GPP)

                Vendor Type: 5 (3GPP-Negotiated-QoS-Profile)

                Vendor Length: 27

                Value: 39 39 2D 31 42 39 31 31 99-1B911

                       46 37 33 39 36 39 37 46 F739697F

                       45 37 34 46 42 37 38 37 E74FB787

                       38                      8       

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 13 (3GPP-Chrg-Char)

                Vendor Length: 6

                Value: 30 38 30 30             0800    

      Attribute Type: 30 (Called-Station-ID)

                Length: 17

                Value: 73 74 61 2E 64 61 74 61 sta.data

                       2E 76 69 70 2E 68 72    .vip.hr 

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 6 (3GPP-SGSN-Address)

                Vendor Length: 6

                Value: C1 6F A4 D6             .o..    

                       (193.111.164.214)

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 18 (3GPP-SGSN-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 7 (3GPP-GGSN-Address)

                Vendor Length: 6

                Value: C1 6F A4 D3             .o..    

                       (193.111.164.211)

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 9 (3GPP-GGSN-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 26 (3GPP-Negotiated-DSCP)

                Vendor Length: 3

                Value: 0A                      .       

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 21 (3GPP-RAT-Type)

                Vendor Length: 3

                Value: 01                      .       

      Attribute Type: 26 (Vendor-Specific)

                Length: 10

                Vendor Id: 10415 (3GPP)

                Vendor Type: 23 (3GPP-MS-TimeZone)

                Vendor Length: 4

                Value: 80 21                   .!      

      Attribute Type: 26 (Vendor-Specific)

                Length: 24

                Vendor Id: 10415 (3GPP)

                Vendor Type: 20 (3GPP-IMEISV)

                Vendor Length: 18

                Value: 33 35 36 39 33 36 30 30 35693600

                       37 30 30 30 32 38 30 30 70002800

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 3 (3GPP-PDP-Type)

                Vendor Length: 6

                Value: 00 00 00 00             ....    

                       (ipv4)

      Attribute Type: 44 (Acct-Session-Id)

                Length: 18

                Value: 43 31 36 46 41 34 44 33 C16FA4D3

                       30 38 45 37 38 33 35 32 08E78352

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 146 (SN-Mediation-No-Interims)

                Vendor Length: 8

                Value: 00 00 00 00             ....    

                       (Disabled)

      Attribute Type: 45 (Acct-Authentic)

                Length: 6

                Value: 00 00 00 01             ....    

                       (RADIUS)

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 8164 (Starent)

                Vendor Type: 2 (SN-VPN-Name)

                Vendor Length: 6

                Value: 67 69                   gi      

      Attribute Type: 26 (Vendor-Specific)

                Length: 25

                Vendor Id: 8164 (Starent)

                Vendor Type: 301 (SN-Acs-Credit-Control-Group)

                Vendor Length: 19

                Value: 64 69 61 2D 76 69 70 5F dia-vip_

                       70 72 65 70 61 69 64    prepaid 

      Attribute Type: 26 (Vendor-Specific)

                Length: 21

                Vendor Id: 8164 (Starent)

                Vendor Type: 250 (SN-Rulebase)

                Vendor Length: 15

                Value: 76 69 70 2D 70 72 65 70 vip-prep

                       61 69 64                aid     

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 4 (3GPP-CG-Address)

                Vendor Length: 6

                Value: 0A F3 71 29             ..q)    

                       (10.243.113.41)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 123 (SN-Mediation-Enabled)

                Vendor Length: 8

                Value: 00 00 00 01             ....    

                       (Enabled)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 105 (SN-Mediation-Acct-Rsp-Action)

                Vendor Length: 8

                Value: 00 00 00 00             ....    

                       (None)

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 8164 (Starent)

                Vendor Type: 104 (SN-Mediation-VPN-Name)

                Vendor Length: 6

                Value: 67 69                   gi      

      Attribute Type: 55 (Event-Timestamp)

                Length: 6

                Value: 4A 5C 71 D7             J\q.    

                       (1247572439)

      Attribute Type: 8 (Framed-IP-Address)

                Length: 6

                Value: D4 0F AE 02             ....    

                       (212.15.174.2)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 24 (SN-Service-Type)

                Vendor Length: 8

                Value: 00 00 00 04             ....    

                       (GGSN)

      Attribute Type: 5 (NAS-Port)

                Length: 6

                Value: 00 01 10 02             ....    

                       (69634)

INBOUND>>>>>  13:53:59:284 Eventid:24900(6)

RADIUS ACCOUNTING Rx PDU, from 10.253.92.82:1813 to 10.253.60.46:24256 (20) PDU-dict=starent

 Code: 5 (Accounting-Response)

 Id: 4

 Length: 20

 Authenticator: D0 37 34 48 D6 85 35 6F 37 25 DC C7 7E 02 DE A6 

// As soon as the subscriber tried to access the internet, the data requested fell into a rating group for which no
// quota had yet been acquired

// So, a Diameter UPDATE_REQUEST message is sent to get quota for the group (see "Rating-Group: 300" below) 

<<<<OUTBOUND  13:54:00:666 Eventid:81990(5)

Diameter message from 10.253.60.46:51640 to 10.243.113.54:3867

  Base Header Information:

   Version: 1

   Message Length: 772

   Command Flags: REQ PXY   (192) 

   Command Code: Credit-Control-Request (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000008

   End2End-ID: 0xfefa5050

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Origin-Host: 0017-sessmgr.prepaid02

        [M] Origin-Realm: vipnet.hr

        [M] Destination-Host: vpponlmed1.vipnet.hr

        [M] Destination-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] Service-Context-Id: version2.clci.ipc@vodafone.com

        [M] CC-Request-Type: UPDATE_REQUEST (2)

        [M] CC-Request-Number: 1

        [M] Called-Station-Id: sta.data.vip.hr

        [M] User-Name: 385912497242@sta.data.vip.hr

        [M] Origin-State-Id: 1247494127

        [M] Event-Timestamp: Tuesday July 14 11:54:00 GMT 2009

        [M] Subscription-Id: 

          [M] Subscription-Id-Type: END_USER_E164 (0)

          [M] Subscription-Id-Data: 385912497242

        [M] Multiple-Services-Indicator: MULTIPLE_SERVICES_SUPPORTED (1)

        [M] Multiple-Services-Credit-Control: 

          [M] Requested-Service-Unit: 

          [M] Rating-Group: 300

        [M] Framed-IP-Address: IPv4 212.15.174.2

        [V] [M] 3GPP-IMSI: 219101101968777

        [V] [M] 3GPP-Charging-Id: 149390162

        [V] [M] 3GPP-PDP-Type: IPv4 (0)

        [V] [M] 3GPP-CG-Address: IPv4 10.243.113.41

        [V] [M] 3GPP-GPRS-QoS-Negotiated-Profile: 99-1B911F739697FE74FB7878

        [V] [M] 3GPP-SGSN-Address: IPv4 193.111.164.214

        [V] [M] 3GPP-GGSN-Address: IPv4 193.111.164.211

        [V] [M] 3GPP-IMSI-MCC-MNC: 21910

        [V] [M] 3GPP-GGSN-MCC-MNC: 21910

        [V] [M] 3GPP-NSAPI: 5

        [V] [M] 3GPP-Selection-Mode: 0

        [V] [M] 3GPP-Charging-Characteristics: 0800

        [V] [M] User-Location-Information: 219-10-65535-65535

        [V] [M] Radio-Access-Technology: UTRAN (1)

        [V] [M] Bearer-Usage: GENERAL (0)

        [V] [M] 3GPP-IMEISV: 3569360070002800

        [V] [M] Rulebase-Id: vip-prepaid

// Note below the size of the quota is fairly small: "CC-Total-Octets: 102400"

// The result will be, in this trace, that the system will have to constantly acquire additional quota

// In this call, there were a total of 35 requests (numbered 0 (original) thru 34), and all of these will not 

// be shown as that would be redundant, but you should get the idea.

INBOUND>>>>>  13:54:00:700 Eventid:81991(5)

Diameter message from 10.243.113.54:3867 to 10.253.60.46:51640

  Base Header Information:

   Version: 1

   Message Length: 292

   Command Flags:  PXY   (64) 

   Command Code: Credit-Control-Answer (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000008

   End2End-ID: 0xfefa5050

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Origin-Host: vpponlmed1.vipnet.hr

        [M] Origin-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] CC-Request-Type: UPDATE_REQUEST (2)

        [M] CC-Request-Number: 1

        [M] Called-Station-Id: sta.data.vip.hr

        [V] Rulebase-Id: vip-prepaid

        [M] Event-Timestamp: Tuesday July 14 10:54:00 GMT 2009

        [M] Multiple-Services-Credit-Control: 

          [M] Granted-Service-Unit: 

            [M] CC-Total-Octets: 102400

          [M] Rating-Group: 300

          [M] Result-Code: DIAMETER_SUCCESS (2001)

// In this second request and those following, note that the number of bytes used thus far is indicated

//           [M] Used-Service-Unit: 

//           [M] CC-Total-Octets: 82346

//           [M] CC-Input-Octets: 10999

//           [M] CC-Output-Octets: 71347

//           [V] [M] Reporting-Reason: THRESHOLD (0)

// 82,346 is ~80% of 102,400 which matches the "credit-control group dia-vip_prepaid" setting that specifies quota should // be requested when there is only 20% unused left: "quota volume-threshold percent 20"
<<<<OUTBOUND  13:54:25:203 Eventid:81990(5)

Diameter message from 10.253.60.46:51640 to 10.243.113.54:3867

  Base Header Information:

   Version: 1

   Message Length: 876

   Command Flags: REQ PXY   (192) 

   Command Code: Credit-Control-Request (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000009

   End2End-ID: 0xfefa5051

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Origin-Host: 0017-sessmgr.prepaid02

        [M] Origin-Realm: vipnet.hr

        [M] Destination-Host: vpponlmed1.vipnet.hr

        [M] Destination-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] Service-Context-Id: version2.clci.ipc@vodafone.com

        [M] CC-Request-Type: UPDATE_REQUEST (2)

        [M] CC-Request-Number: 2

        [M] Called-Station-Id: sta.data.vip.hr

        [M] User-Name: 385912497242@sta.data.vip.hr

        [M] Origin-State-Id: 1247494127

        [M] Event-Timestamp: Tuesday July 14 11:54:25 GMT 2009

        [M] Subscription-Id: 

          [M] Subscription-Id-Type: END_USER_E164 (0)

          [M] Subscription-Id-Data: 385912497242

        [M] Multiple-Services-Indicator: MULTIPLE_SERVICES_SUPPORTED (1)

        [M] Multiple-Services-Credit-Control: 

          [M] Requested-Service-Unit: 

          [M] Used-Service-Unit: 

            [M] CC-Total-Octets: 82346

            [M] CC-Input-Octets: 10999

            [M] CC-Output-Octets: 71347

            [V] [M] Reporting-Reason: THRESHOLD (0)

          [M] Rating-Group: 300

          [V] [M] Time-Of-First-Usage: Tuesday July 14 11:54:00 GMT 2009

          [V] [M] Time-Of-Last-Usage: Tuesday July 14 11:54:25 GMT 2009

        [M] Framed-IP-Address: IPv4 212.15.174.2

        [V] [M] 3GPP-IMSI: 219101101968777

        [V] [M] 3GPP-Charging-Id: 149390162

        [V] [M] 3GPP-PDP-Type: IPv4 (0)

        [V] [M] 3GPP-CG-Address: IPv4 10.243.113.41

        [V] [M] 3GPP-GPRS-QoS-Negotiated-Profile: 99-1B911F739697FE74FB7878

        [V] [M] 3GPP-SGSN-Address: IPv4 193.111.164.214

        [V] [M] 3GPP-GGSN-Address: IPv4 193.111.164.211

        [V] [M] 3GPP-IMSI-MCC-MNC: 21910

        [V] [M] 3GPP-GGSN-MCC-MNC: 21910

        [V] [M] 3GPP-NSAPI: 5

        [V] [M] 3GPP-Selection-Mode: 0

        [V] [M] 3GPP-Charging-Characteristics: 0800

        [V] [M] User-Location-Information: 219-10-65535-65535

        [V] [M] Radio-Access-Technology: UTRAN (1)

        [V] [M] Bearer-Usage: GENERAL (0)

        [V] [M] 3GPP-IMEISV: 3569360070002800

        [V] [M] Rulebase-Id: vip-prepaid

INBOUND>>>>>  13:54:25:239 Eventid:81991(5)

Diameter message from 10.243.113.54:3867 to 10.253.60.46:51640

  Base Header Information:

   Version: 1

   Message Length: 292

   Command Flags:  PXY   (64) 

   Command Code: Credit-Control-Answer (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000009

   End2End-ID: 0xfefa5051

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Origin-Host: vpponlmed1.vipnet.hr

        [M] Origin-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] CC-Request-Type: UPDATE_REQUEST (2)

        [M] CC-Request-Number: 2

        [M] Called-Station-Id: sta.data.vip.hr

        [V] Rulebase-Id: vip-prepaid

        [M] Event-Timestamp: Tuesday July 14 10:54:25 GMT 2009

        [M] Multiple-Services-Credit-Control: 

          [M] Granted-Service-Unit: 

            [M] CC-Total-Octets: 102400

          [M] Rating-Group: 300

          [M] Result-Code: DIAMETER_SUCCESS (2001)

...

// Last quota request before call termination

<<<<OUTBOUND  13:55:17:446 Eventid:81990(5)

Diameter message from 10.253.60.46:51640 to 10.243.113.54:3867

  Base Header Information:

   Version: 1

   Message Length: 876

   Command Flags: REQ PXY   (192) 

   Command Code: Credit-Control-Request (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000029

   End2End-ID: 0xfefa5071

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Origin-Host: 0017-sessmgr.prepaid02

        [M] Origin-Realm: vipnet.hr

        [M] Destination-Host: vpponlmed1.vipnet.hr

        [M] Destination-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] Service-Context-Id: version2.clci.ipc@vodafone.com

        [M] CC-Request-Type: UPDATE_REQUEST (2)

        [M] CC-Request-Number: 34

        [M] Called-Station-Id: sta.data.vip.hr

        [M] User-Name: 385912497242@sta.data.vip.hr

        [M] Origin-State-Id: 1247494127

        [M] Event-Timestamp: Tuesday July 14 11:55:17 GMT 2009

        [M] Subscription-Id: 

          [M] Subscription-Id-Type: END_USER_E164 (0)

          [M] Subscription-Id-Data: 385912497242

        [M] Multiple-Services-Indicator: MULTIPLE_SERVICES_SUPPORTED (1)

        [M] Multiple-Services-Credit-Control: 

          [M] Requested-Service-Unit: 

          [M] Used-Service-Unit: 

            [M] CC-Total-Octets: 82883

            [M] CC-Input-Octets: 17830

            [M] CC-Output-Octets: 65053

            [V] [M] Reporting-Reason: THRESHOLD (0)

          [M] Rating-Group: 300

          [V] [M] Time-Of-First-Usage: Tuesday July 14 11:55:14 GMT 2009

          [V] [M] Time-Of-Last-Usage: Tuesday July 14 11:55:17 GMT 2009

        [M] Framed-IP-Address: IPv4 212.15.174.2

        [V] [M] 3GPP-IMSI: 219101101968777

        [V] [M] 3GPP-Charging-Id: 149390162

        [V] [M] 3GPP-PDP-Type: IPv4 (0)

        [V] [M] 3GPP-CG-Address: IPv4 10.243.113.41

        [V] [M] 3GPP-GPRS-QoS-Negotiated-Profile: 99-1B911F739697FE74FB7878

        [V] [M] 3GPP-SGSN-Address: IPv4 193.111.164.214

        [V] [M] 3GPP-GGSN-Address: IPv4 193.111.164.211

        [V] [M] 3GPP-IMSI-MCC-MNC: 21910

        [V] [M] 3GPP-GGSN-MCC-MNC: 21910

        [V] [M] 3GPP-NSAPI: 5

        [V] [M] 3GPP-Selection-Mode: 0

        [V] [M] 3GPP-Charging-Characteristics: 0800

        [V] [M] User-Location-Information: 219-10-65535-65535

        [V] [M] Radio-Access-Technology: UTRAN (1)

        [V] [M] Bearer-Usage: GENERAL (0)

        [V] [M] 3GPP-IMEISV: 3569360070002800

        [V] [M] Rulebase-Id: vip-prepaid

INBOUND>>>>>  13:55:17:477 Eventid:81991(5)

Diameter message from 10.243.113.54:3867 to 10.253.60.46:51640

  Base Header Information:

   Version: 1

   Message Length: 292

   Command Flags:  PXY   (64) 

   Command Code: Credit-Control-Answer (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x00000029

   End2End-ID: 0xfefa5071

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Origin-Host: vpponlmed1.vipnet.hr

        [M] Origin-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] CC-Request-Type: UPDATE_REQUEST (2)

        [M] CC-Request-Number: 34

        [M] Called-Station-Id: sta.data.vip.hr

        [V] Rulebase-Id: vip-prepaid

        [M] Event-Timestamp: Tuesday July 14 10:55:17 GMT 2009

        [M] Multiple-Services-Credit-Control: 

          [M] Granted-Service-Unit: 

            [M] CC-Total-Octets: 102400

          [M] Rating-Group: 300

          [M] Result-Code: DIAMETER_SUCCESS (2001)

// Subscriber ends call with SGSN sending GTP_DELETE_PDP_CONTEXT_REQ_MSG

INBOUND>>>>>  13:55:19:248 Eventid:47000(3)

GTPC Rx PDU, from 193.111.164.214:34209 to 193.111.164.211:2123 (16)

TEID: 0x80020011, Message type: GTP_DELETE_PDP_CONTEXT_REQ_MSG (0x14)

Sequence Number:: 0xC8BF (51391)

GTP HEADER FOLLOWS:

             Version number: 1

              Protocol type: 1 (GTP C/U)

       Extended header flag: Not present

       Sequence number flag: Present

           NPDU number flag: Not present

               Message Type: 0x14 (GTP_DELETE_PDP_CONTEXT_REQ_MSG)

             Message Length: 0x0008 (8)

                  Tunnel ID: 0x80020011

            Sequence Number: 0xC8BF (51391)

GTP HEADER ENDS.

INFORMATION ELEMENTS FOLLOW:

        Teardown Indication: 0x1 (Present)

                      NSAPI: 0x05 (5)

INFORMATION ELEMENTS END.

<<<<OUTBOUND  13:55:19:248 Eventid:47001(3)

GTPC Tx PDU, from 193.111.164.211:2123 to 193.111.164.214:34209 (14)

TEID: 0x2F97840A, Message type: GTP_DELETE_PDP_CONTEXT_RES_MSG (0x15)

Sequence Number:: 0xC8BF (51391)

GTP HEADER FOLLOWS:

             Version number: 1

              Protocol type: 1 (GTP C/U)

       Extended header flag: Not present

       Sequence number flag: Present

           NPDU number flag: Not present

               Message Type: 0x15 (GTP_DELETE_PDP_CONTEXT_RES_MSG)

             Message Length: 0x0006 (6)

                  Tunnel ID: 0x2F97840A

            Sequence Number: 0xC8BF (51391)

GTP HEADER ENDS.

INFORMATION ELEMENTS FOLLOW:

                      Cause: 0x80 (GTP_REQUEST_ACCEPTED)

INFORMATION ELEMENTS END.

// Final Accounting update, including data (Acct-Input/Output-Octets, Acct-Input/Output-Packets) and time (Acct-Session-Time) usage

<<<<OUTBOUND  13:55:19:252 Eventid:24901(6)

RADIUS ACCOUNTING Tx PDU, from 10.253.60.46:24256 to 10.253.92.82:1813 (596) PDU-dict=starent

 Code: 4 (Accounting-Request)

 Id: 5

 Length: 596

 Authenticator: 91 11 AF 07 B8 B8 5A 05 EB A8 BC D4 CD CC E1 2A 

      Attribute Type: 1 (User-Name)

                Length: 30

                Value: 33 38 35 39 31 32 34 39 38591249

                       37 32 34 32 40 73 74 61 7242@sta

                       2E 64 61 74 61 2E 76 69 .data.vi

                       70 2E 68 72             p.hr    

      Attribute Type: 31 (Calling-Station-Id)

                Length: 14

                Value: 33 38 35 39 31 32 34 39 38591249

                       37 32 34 32             7242    

      Attribute Type: 4 (NAS-IP-Address)

                Length: 6

                Value: 0A FD 3C 2E             ..<.    

                       (10.253.60.46)

      Attribute Type: 40 (Acct-Status-Type)

                Length: 6

                Value: 00 00 00 02             ....    

                       (Stop)

      Attribute Type: 26 (Vendor-Specific)

                Length: 21

                Vendor Id: 8164 (Starent)

                Vendor Type: 288 (SN-Software-Version)

                Vendor Length: 15

                Value: 38 2E 31 20 28 32 36 36 8.1 (266

                       30 34 29                04)     

      Attribute Type: 6 (Service-Type)

                Length: 6

                Value: 00 00 00 02             ....    

                       (Framed)

      Attribute Type: 7 (Framed-Protocol)

                Length: 6

                Value: 00 00 00 07             ....    

                       (GPRS_PDP_Context)

      Attribute Type: 61 (NAS-Port-Type)

                Length: 6

                Value: 00 00 00 12             ....    

                       (Wireless_Other)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 62 (SN-GTP-Version)

                Vendor Length: 8

                Value: 00 00 00 01             ....    

                       (GTP_VERSION_1)

      Attribute Type: 26 (Vendor-Specific)

                Length: 23

                Vendor Id: 10415 (3GPP)

                Vendor Type: 1 (3GPP-IMSI)

                Vendor Length: 17

                Value: 32 31 39 31 30 31 31 30 21910110

                       31 39 36 38 37 37 37    1968777 

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 8 (3GPP-IMSI-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 10 (3GPP-NSAPI)

                Vendor Length: 3

                Value: 35                      5       

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 12 (3GPP-Selection-Mode)

                Vendor Length: 3

                Value: 30                      0       

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 2 (3GPP-Charging-Id)

                Vendor Length: 6

                Value: 08 E7 83 52             ...R    

                       (149390162)

      Attribute Type: 26 (Vendor-Specific)

                Length: 33

                Vendor Id: 10415 (3GPP)

                Vendor Type: 5 (3GPP-Negotiated-QoS-Profile)

                Vendor Length: 27

                Value: 39 39 2D 31 42 39 31 31 99-1B911

                       46 37 33 39 36 39 37 46 F739697F

                       45 37 34 46 42 37 38 37 E74FB787

                       38                      8       

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 13 (3GPP-Chrg-Char)

                Vendor Length: 6

                Value: 30 38 30 30             0800    

      Attribute Type: 30 (Called-Station-ID)

                Length: 17

                Value: 73 74 61 2E 64 61 74 61 sta.data

                       2E 76 69 70 2E 68 72    .vip.hr 

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 6 (3GPP-SGSN-Address)

                Vendor Length: 6

                Value: C1 6F A4 D6             .o..    

                       (193.111.164.214)

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 18 (3GPP-SGSN-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 7 (3GPP-GGSN-Address)

                Vendor Length: 6

                Value: C1 6F A4 D3             .o..    

                       (193.111.164.211)

      Attribute Type: 26 (Vendor-Specific)

                Length: 13

                Vendor Id: 10415 (3GPP)

                Vendor Type: 9 (3GPP-GGSN-Mcc-Mnc)

                Vendor Length: 7

                Value: 32 31 39 31 30          21910   

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 26 (3GPP-Negotiated-DSCP)

                Vendor Length: 3

                Value: 0A                      .       

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 21 (3GPP-RAT-Type)

                Vendor Length: 3

                Value: 01                      .       

      Attribute Type: 26 (Vendor-Specific)

                Length: 10

                Vendor Id: 10415 (3GPP)

                Vendor Type: 23 (3GPP-MS-TimeZone)

                Vendor Length: 4

                Value: 80 21                   .!      

      Attribute Type: 26 (Vendor-Specific)

                Length: 24

                Vendor Id: 10415 (3GPP)

                Vendor Type: 20 (3GPP-IMEISV)

                Vendor Length: 18

                Value: 33 35 36 39 33 36 30 30 35693600

                       37 30 30 30 32 38 30 30 70002800

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 3 (3GPP-PDP-Type)

                Vendor Length: 6

                Value: 00 00 00 00             ....    

                       (ipv4)

      Attribute Type: 44 (Acct-Session-Id)

                Length: 18

                Value: 43 31 36 46 41 34 44 33 C16FA4D3

                       30 38 45 37 38 33 35 32 08E78352

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 146 (SN-Mediation-No-Interims)

                Vendor Length: 8

                Value: 00 00 00 00             ....    

                       (Disabled)

      Attribute Type: 45 (Acct-Authentic)

                Length: 6

                Value: 00 00 00 01             ....    

                       (RADIUS)

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 8164 (Starent)

                Vendor Type: 2 (SN-VPN-Name)

                Vendor Length: 6

                Value: 67 69                   gi      

      Attribute Type: 26 (Vendor-Specific)

                Length: 25

                Vendor Id: 8164 (Starent)

                Vendor Type: 301 (SN-Acs-Credit-Control-Group)

                Vendor Length: 19

                Value: 64 69 61 2D 76 69 70 5F dia-vip_

                       70 72 65 70 61 69 64    prepaid 

      Attribute Type: 26 (Vendor-Specific)

                Length: 21

                Vendor Id: 8164 (Starent)

                Vendor Type: 250 (SN-Rulebase)

                Vendor Length: 15

                Value: 76 69 70 2D 70 72 65 70 vip-prep

                       61 69 64                aid     

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 10415 (3GPP)

                Vendor Type: 4 (3GPP-CG-Address)

                Vendor Length: 6

                Value: 0A F3 71 29             ..q)    

                       (10.243.113.41)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 123 (SN-Mediation-Enabled)

                Vendor Length: 8

                Value: 00 00 00 01             ....    

                       (Enabled)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 105 (SN-Mediation-Acct-Rsp-Action)

                Vendor Length: 8

                Value: 00 00 00 00             ....    

                       (None)

      Attribute Type: 26 (Vendor-Specific)

                Length: 12

                Vendor Id: 8164 (Starent)

                Vendor Type: 104 (SN-Mediation-VPN-Name)

                Vendor Length: 6

                Value: 67 69                   gi      

      Attribute Type: 26 (Vendor-Specific)

                Length: 9

                Vendor Id: 10415 (3GPP)

                Vendor Type: 11 (3GPP-Session-Stop-Ind)

                Vendor Length: 3

                Value: FF                      .       

      Attribute Type: 55 (Event-Timestamp)

                Length: 6

                Value: 4A 5C 72 27             J\r'    

                       (1247572519)

      Attribute Type: 8 (Framed-IP-Address)

                Length: 6

                Value: D4 0F AE 02             ....    

                       (212.15.174.2)

      Attribute Type: 26 (Vendor-Specific)

                Length: 14

                Vendor Id: 8164 (Starent)

                Vendor Type: 24 (SN-Service-Type)

                Vendor Length: 8

                Value: 00 00 00 04             ....    

                       (GGSN)

      Attribute Type: 42 (Acct-Input-Octets)

                Length: 6

                Value: 00 06 38 96             ..8.    

                       (407702)

      Attribute Type: 43 (Acct-Output-Octets)

                Length: 6

                Value: 00 24 03 96             .$..    

                       (2360214)

      Attribute Type: 47 (Acct-Input-Packets)

                Length: 6

                Value: 00 00 08 7D             ...}    

                       (2173)

      Attribute Type: 48 (Acct-Output-Packets)

                Length: 6

                Value: 00 00 0A CE             ....    

                       (2766)

// Time calculation (80 seconds) from timestamps earlier: 13:53:59:129 - 13:55:19:248

      Attribute Type: 46 (Acct-Session-Time)

                Length: 6

                Value: 00 00 00 50             ...P    

                       (80)

      Attribute Type: 49 (Acct-Termination-Cause)

                Length: 6

                Value: 00 00 00 01             ....    

                       (User_Request)

      Attribute Type: 5 (NAS-Port)

                Length: 6

                Value: 00 01 10 02             ....    

                       (69634)

// Final Diameter TERMINATION_REQUEST indicates remaining quota not used by subscriber, and "Reporting-Reason: FINAL (2)"

<<<<OUTBOUND  13:55:19:308 Eventid:81990(5)

Diameter message from 10.253.60.46:51640 to 10.243.113.54:3867

  Base Header Information:

   Version: 1

   Message Length: 1188

   Command Flags: REQ PXY   (192) 

   Command Code: Credit-Control-Request (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x0000002a

   End2End-ID: 0xfefa5072

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Origin-Host: 0017-sessmgr.prepaid02

        [M] Origin-Realm: vipnet.hr

        [M] Destination-Host: vpponlmed1.vipnet.hr

        [M] Destination-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] Service-Context-Id: version2.clci.ipc@vodafone.com

        [M] CC-Request-Type: TERMINATION_REQUEST (3)

        [M] CC-Request-Number: 35

        [M] Called-Station-Id: sta.data.vip.hr

        [M] User-Name: 385912497242@sta.data.vip.hr

        [M] Origin-State-Id: 1247494127

        [M] Event-Timestamp: Tuesday July 14 11:55:19 GMT 2009

        [M] Subscription-Id: 

          [M] Subscription-Id-Type: END_USER_E164 (0)

          [M] Subscription-Id-Data: 385912497242

        [M] Termination-Cause: DIAMETER_LOGOUT (1)

        [M] Multiple-Services-Indicator: MULTIPLE_SERVICES_SUPPORTED (1)

        [M] Multiple-Services-Credit-Control: 

          [M] Used-Service-Unit: 

            [M] CC-Total-Octets: 11446

            [M] CC-Input-Octets: 2209

            [M] CC-Output-Octets: 9237

          [M] Rating-Group: 200

          [V] [M] Reporting-Reason: FINAL (2)

          [V] [M] Time-Of-First-Usage: Tuesday July 14 11:54:00 GMT 2009

          [V] [M] Time-Of-Last-Usage: Tuesday July 14 11:55:12 GMT 2009

        [M] Multiple-Services-Credit-Control: 

          [M] Used-Service-Unit: 

            [M] CC-Total-Octets: 35607

            [M] CC-Input-Octets: 11742

            [M] CC-Output-Octets: 23865

          [M] Rating-Group: 300

          [V] [M] Reporting-Reason: FINAL (2)

          [V] [M] Time-Of-First-Usage: Tuesday July 14 11:55:17 GMT 2009

          [V] [M] Time-Of-Last-Usage: Tuesday July 14 11:55:19 GMT 2009

        [M] Multiple-Services-Credit-Control: 

          [M] Used-Service-Unit: 

            [M] CC-Total-Octets: 0

            [M] CC-Input-Octets: 0

            [M] CC-Output-Octets: 0

          [M] Rating-Group: 500

          [V] [M] Reporting-Reason: FINAL (2)

        [M] Multiple-Services-Credit-Control: 

          [M] Used-Service-Unit: 

            [M] CC-Total-Octets: 0

            [M] CC-Input-Octets: 0

            [M] CC-Output-Octets: 0

          [M] Rating-Group: 250

          [V] [M] Reporting-Reason: FINAL (2)

        [M] Framed-IP-Address: IPv4 212.15.174.2

        [V] [M] 3GPP-IMSI: 219101101968777

        [V] [M] 3GPP-Charging-Id: 149390162

        [V] [M] 3GPP-PDP-Type: IPv4 (0)

        [V] [M] 3GPP-CG-Address: IPv4 10.243.113.41

        [V] [M] 3GPP-GPRS-QoS-Negotiated-Profile: 99-1B911F739697FE74FB7878

        [V] [M] 3GPP-SGSN-Address: IPv4 193.111.164.214

        [V] [M] 3GPP-GGSN-Address: IPv4 193.111.164.211

        [V] [M] 3GPP-IMSI-MCC-MNC: 21910

        [V] [M] 3GPP-GGSN-MCC-MNC: 21910

        [V] [M] 3GPP-NSAPI: 5

        [V] [M] 3GPP-Selection-Mode: 0

        [V] [M] 3GPP-Charging-Characteristics: 0800

        [V] [M] User-Location-Information: 219-10-65535-65535

        [V] [M] Radio-Access-Technology: UTRAN (1)

        [V] [M] Bearer-Usage: GENERAL (0)

        [V] [M] 3GPP-IMEISV: 3569360070002800

        [V] [M] Rulebase-Id: vip-prepaid

***CONTROL*** 13:55:19:309 Eventid:10285 

CALL STATS: msisdn <385912497242>, apn <sta.data.vip.hr>, imsi <219101101968777>, Call-Duration(sec): 80

  input pkts: 2173                       output pkts: 2766      

  input bytes: 407702                    output bytes: 2360214     

  input bytes dropped: 523               output bytes dropped: 0         

  input pkts dropped: 4                  output pkts dropped: 0         

  pk rate from user(bps): 51755          pk rate to user(bps): 477741      

  ave rate from user(bps): 17949         ave rate to user(bps): 159774      

  sust rate from user(bps): 17752        sust rate to user(bps): 159625      

  pk rate from user(pps): 43             pk rate to user(pps): 61          

  ave rate from user(pps): 14            ave rate to user(pps): 20          

  sust rate from user(pps): 15           sust rate to user(pps): 20          

  link online/active percent: 85 

  ipv4 bad hdr: 0                        ipv4 ttl exceeded: 0         

  ipv4 fragments sent: 0                 ipv4 could not fragment: 0         

  ipv4 input acl drop: 4                 ipv4 output acl drop: 0         

  ipv4 input non-mip drop: 0             ipv4 output non-mip drop: 0         

  ipv4 input css drop: 0                 ipv4 output css drop: 0         

  output gre xoff pkts drop: 0           output gre xoff bytes drop: 0         

  ipv4 output no-flow drop: 0         

  ipv4 source violations: 0              ipv4 early pdu drop: 0         

  ipv4 proxy-dns redirect: 0             ipv4 proxy-dns pass-thru: 0         

  ipv4 proxy-dns drop: 0                 ipv4 bad length trim: 0         

  ipv6 bad hdr: 0                        ipv6 bad length trim: 0         

  ip source violation no acct: 0          ip source violation ignored: 0         

  dlnk pkts exceeded bw: 0               dlnk pkts violated bw: 0         

  uplnk pkts exceeded bw: 0              uplnk pkts violated bw: 0         

  Disconnect Reason: Remote-disconnect

  Last Progress State: PDP-Type-IPv4-Connected

INBOUND>>>>>  13:55:19:312 Eventid:81991(5)

Diameter message from 10.243.113.54:3867 to 10.253.60.46:51640

  Base Header Information:

   Version: 1

   Message Length: 364

   Command Flags:  PXY   (64) 

   Command Code: Credit-Control-Answer (272)

   Application ID: Credit-Control (4)

   Hop2Hop-ID: 0x0000002a

   End2End-ID: 0xfefa5072

  AVP Information:

        [M] Session-Id: 0017-sessmgr.prepaid02;80020002;1439965201;101d011

        [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Origin-Host: vpponlmed1.vipnet.hr

        [M] Origin-Realm: vipnet.hr

        [M] Auth-Application-Id: 4

        [M] CC-Request-Type: TERMINATION_REQUEST (3)

        [M] CC-Request-Number: 35

        [M] Called-Station-Id: sta.data.vip.hr

        [V] Rulebase-Id: vip-prepaid

        [M] Event-Timestamp: Tuesday July 14 10:55:19 GMT 2009

        [M] Multiple-Services-Credit-Control: 

          [M] Rating-Group: 200

          [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Multiple-Services-Credit-Control: 

          [M] Rating-Group: 300

          [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Multiple-Services-Credit-Control: 

          [M] Rating-Group: 500

          [M] Result-Code: DIAMETER_SUCCESS (2001)

        [M] Multiple-Services-Credit-Control: 

          [M] Rating-Group: 250

          [M] Result-Code: DIAMETER_SUCCESS (2001)

INBOUND>>>>>  13:55:19:387 Eventid:24900(6)

RADIUS ACCOUNTING Rx PDU, from 10.253.92.82:1813 to 10.253.60.46:24256 (20) PDU-dict=starent

 Code: 5 (Accounting-Response)

 Id: 5

 Length: 20

 Authenticator: 37 B4 A5 06 D1 C1 BE 10 B3 37 20 79 C9 B7 98 40 

 ***

 *** Call Finished - Press <ESC> to continue

 ***

// eG-CDRs ((e = Enhanced Charging Service) GGSN Call Detail Records) are generated for this call because the rulebase 
// selected for the subscriber has the following defined: “billing-records egcdr”
// Standard G-CDRs are NOT generated because of the following statement in the selected APN: “accounting-mode none”
// After period of time (60s) specified in “gtpp group gtpp-serv” as “gtpp max-cdrs 255 wait-time 60”,

// GTPP eG-CDRs are prepared to be sent to CGF (Charging Gateway Function) in one or more (one in this case) 
// GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG msgs
// Note that the (4) messages below are not actual packets that are sent from the chassis, but the monitor subscriber 

// display is showing packaging of the data because option 29 (CDR) is turned on (along with option 27 (GTPP))
// ALL the data itself (4 eG-CDRs) is sent in the one packet following these messages
// Time calculation from below: recordOpeningTime = 090714135359+0200 (13:53:59), changeCondition = Record Closure,

// changeTime = 090714135434+0200 (13:54:34). Add one minute: 13:55:34.
<<<<OUTBOUND  13:55:34:368 Eventid:66001(3)

CDR Tx from 10.253.60.94:49999 to 10.243.113.41:3387 (1126)

Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

CDR ELEMENTS FOLLOW

  recordType                         EGSNPDPRECORD

  servedIMSI                         219101101968777

  ggsnAddress                        193.111.164.211

  chargingID                         149390162

  sgsnAddress                        193.111.164.214

  accessPointNameNI                  sta.data.vip.hr

  pdpType                            IPV4

  servedPDPAddress                   212.15.174.2

  dynamicAddressFlag                 TRUE

  listOfTrafficVolumes 

    qosNegotiated                      01 1b 91 1f 73 96 97 fe 74 fb 78 78 
// dataVolumeGPRSUplink/dataVolumeGPRSDownlink are totals of the uplink and downlink bytes for all the containers

// (datavolumeFBCUplink/datavolumeFBCUplink – see below) in the given eG-CDR.
// you can add these totals from across all the (4) eG-CDRs to get the grand total bytes for the call

    dataVolumeGPRSUplink               80740

    dataVolumeGPRSDownlink             749808

    changeCondition                    Record Closure

    changeTime                         090714135434+0200

  recordOpeningTime                  090714135359+0200

  duration                           35

causeForRecClosing                 Maximum Change Condition
// Sequence numbers (recordSequenceNumber) are incremented for each new eG-CDR here at the top of each eG-CDR

  recordSequenceNumber               1

  apnSelectionMode                   MS or Network Provided and Subscription Verified

  servedMSISDN                       385912497242

  chargingCharacteristics            Normal

  chargingCharSelMode                Home Default

  sgsnPLMNIdentifier                 219, 10

  imei-sv                            356936007000280

  RATType                            UTRAN

  MSTimeZone                         -00:00

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

resultCode                         2001
// Sequence numbers (localSequenceNumber) (1 ... 10) are incremented for each new container for a given rating group

// within the eG-CDR, and in this case there is one for each Diameter request/response exchange during the call
// Note that containers are grouped in sets of 10 (default) and result in the eG-CDR being closed. 

// Specifiable in the gtpp group as: “gtpp egcdr losdv-max-containers X” (List of Service Data Volume)

// There are additional criteria based on time passed or volume of bytes, specifiable on a rulebase basis that can ALSO 

// cause an eG-CDR to be closed:

// “egcdr threshold interval 900”

// “egcdr threshold volume total 5000000”

  localSequenceNumber                1

  timeOfFirstUsage                   090714135401+0200

  timeOfLastUsage                    090714135425+0200

// Note the period of time (24 seconds) between the first and second UPDATE requests matches:  13:54:00:700 - 13:54:25:239

// (from trace earlier)

  timeUsage                          24

  serviceConditionChange             Volume threshold reached

  qoSInformationNeg                  01 1b 91 1f 73 96 97 fe 74 fb 78 78 

  sgsn-Address                       193.111.164.214

sGSNPLMNIdentifier                 219, 10
// Note the values datavolumeFBCUplink and datavolumeFBCDownlink for the given rating group container match 
// CC-Input-Octets and CC-Output-Octets respectively in the corresponding Diameter Update request above

  datavolumeFBCUplink                10999

  datavolumeFBCDownlink              71347

  timeOfReport                       090714135425+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                2

  timeOfFirstUsage                   090714135425+0200

  timeOfLastUsage                    090714135426+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                4636

  datavolumeFBCDownlink              78129

  timeOfReport                       090714135426+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                3

  timeOfFirstUsage                   090714135426+0200

  timeOfLastUsage                    090714135427+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                6028

  datavolumeFBCDownlink              76069

  timeOfReport                       090714135427+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                4

  timeOfFirstUsage                   090714135427+0200

  timeOfLastUsage                    090714135428+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                11212

  datavolumeFBCDownlink              70714

  timeOfReport                       090714135428+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                5

  timeOfFirstUsage                   090714135428+0200

  timeOfLastUsage                    090714135429+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                9463

  datavolumeFBCDownlink              72818

  timeOfReport                       090714135429+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                6

  timeOfFirstUsage                   090714135429+0200

  timeOfLastUsage                    090714135430+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                7788

  datavolumeFBCDownlink              75174

  timeOfReport                       090714135430+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                7

  timeOfFirstUsage                   090714135430+0200

  timeOfLastUsage                    090714135431+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                7947

  datavolumeFBCDownlink              74240

  timeOfReport                       090714135431+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                8

  timeOfFirstUsage                   090714135432+0200

  timeOfLastUsage                    090714135432+0200

  timeUsage                          0

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                6042

  datavolumeFBCDownlink              76800

  timeOfReport                       090714135432+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                9

  timeOfFirstUsage                   090714135432+0200

  timeOfLastUsage                    090714135433+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                2990

  datavolumeFBCDownlink              80542

  timeOfReport                       090714135433+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                10

  timeOfFirstUsage                   090714135433+0200

  timeOfLastUsage                    090714135434+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                12585

  datavolumeFBCDownlink              70011

  timeOfReport                       090714135434+0200

  rATType                            UTRAN

<<<<OUTBOUND  13:55:34:368 Eventid:66001(3)

CDR Tx from 10.253.60.94:49999 to 10.243.113.41:3387 (1126)

Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

CDR ELEMENTS FOLLOW

  recordType                         EGSNPDPRECORD

  servedIMSI                         219101101968777

  ggsnAddress                        193.111.164.211

  chargingID                         149390162

  sgsnAddress                        193.111.164.214

  accessPointNameNI                  sta.data.vip.hr

  pdpType                            IPV4

  servedPDPAddress                   212.15.174.2

  dynamicAddressFlag                 TRUE

  listOfTrafficVolumes 

    qosNegotiated                      01 1b 91 1f 73 96 97 fe 74 fb 78 78 

    dataVolumeGPRSUplink               68787

    dataVolumeGPRSDownlink             755942

    changeCondition                    Record Closure

    changeTime                         090714135444+0200

// Note: This eG-CDR is opened at the same time that the previous eG-CDR (see above) was closed (090714135434+0200)
  recordOpeningTime                  090714135434+0200

  duration                           10

  causeForRecClosing                 Maximum Change Condition

  recordSequenceNumber               2

  apnSelectionMode                   MS or Network Provided and Subscription Verified

  servedMSISDN                       385912497242

  chargingCharacteristics            Normal

  chargingCharSelMode                Home Default

  sgsnPLMNIdentifier                 219, 10

  imei-sv                            356936007000280

  RATType                            UTRAN

  MSTimeZone                         -00:00

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                11

  timeOfFirstUsage                   090714135434+0200

  timeOfLastUsage                    090714135437+0200

  timeUsage                          3

  serviceConditionChange             Volume threshold reached

  qoSInformationNeg                  01 1b 91 1f 73 96 97 fe 74 fb 78 78 

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                17762

  datavolumeFBCDownlink              64206

  timeOfReport                       090714135437+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                12

  timeOfFirstUsage                   090714135437+0200

  timeOfLastUsage                    090714135438+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                12111

  datavolumeFBCDownlink              70525

  timeOfReport                       090714135438+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                13

  timeOfFirstUsage                   090714135438+0200

  timeOfLastUsage                    090714135439+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                5893

  datavolumeFBCDownlink              76639

  timeOfReport                       090714135439+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                14

  timeOfFirstUsage                   090714135439+0200

  timeOfLastUsage                    090714135440+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                7174

  datavolumeFBCDownlink              75100

  timeOfReport                       090714135440+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                15

  timeOfFirstUsage                   090714135440+0200

  timeOfLastUsage                    090714135441+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                5513

  datavolumeFBCDownlink              76432

  timeOfReport                       090714135441+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                16

  timeOfFirstUsage                   090714135441+0200

  timeOfLastUsage                    090714135441+0200

  timeUsage                          0

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                3919

  datavolumeFBCDownlink              78007

  timeOfReport                       090714135441+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                17

  timeOfFirstUsage                   090714135441+0200

  timeOfLastUsage                    090714135442+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                3571

  datavolumeFBCDownlink              78462

  timeOfReport                       090714135442+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                18

  timeOfFirstUsage                   090714135442+0200

  timeOfLastUsage                    090714135442+0200

  timeUsage                          0

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                2956

  datavolumeFBCDownlink              79719

  timeOfReport                       090714135442+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                19

  timeOfFirstUsage                   090714135442+0200

  timeOfLastUsage                    090714135443+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                3975

  datavolumeFBCDownlink              78952

  timeOfReport                       090714135443+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                20

  timeOfFirstUsage                   090714135443+0200

  timeOfLastUsage                    090714135444+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                5669

  datavolumeFBCDownlink              76668

  timeOfReport                       090714135444+0200

  rATType                            UTRAN

<<<<OUTBOUND  13:55:34:368 Eventid:66001(3)

CDR Tx from 10.253.60.94:49999 to 10.243.113.41:3387 (1126)

Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

CDR ELEMENTS FOLLOW

  recordType                         EGSNPDPRECORD

  servedIMSI                         219101101968777

  ggsnAddress                        193.111.164.211

  chargingID                         149390162

  sgsnAddress                        193.111.164.214

  accessPointNameNI                  sta.data.vip.hr

  pdpType                            IPV4

  servedPDPAddress                   212.15.174.2

  dynamicAddressFlag                 TRUE

  listOfTrafficVolumes 

    qosNegotiated                      01 1b 91 1f 73 96 97 fe 74 fb 78 78 

    dataVolumeGPRSUplink               183835

    dataVolumeGPRSDownlink             645014

    changeCondition                    Record Closure

    changeTime                         090714135509+0200

  recordOpeningTime                  090714135444+0200

  duration                           25

  causeForRecClosing                 Maximum Change Condition

  recordSequenceNumber               3

  apnSelectionMode                   MS or Network Provided and Subscription Verified

  servedMSISDN                       385912497242

  chargingCharacteristics            Normal

  chargingCharSelMode                Home Default

  sgsnPLMNIdentifier                 219, 10

  imei-sv                            356936007000280

  RATType                            UTRAN

  MSTimeZone                         -00:00

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                21

  timeOfFirstUsage                   090714135444+0200

  timeOfLastUsage                    090714135445+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  qoSInformationNeg                  01 1b 91 1f 73 96 97 fe 74 fb 78 78 

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                6540

  datavolumeFBCDownlink              76111

  timeOfReport                       090714135445+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                22

  timeOfFirstUsage                   090714135445+0200

  timeOfLastUsage                    090714135447+0200

  timeUsage                          2

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                19038

  datavolumeFBCDownlink              63796

  timeOfReport                       090714135447+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                23

  timeOfFirstUsage                   090714135447+0200

  timeOfLastUsage                    090714135448+0200

  timeUsage                          1

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                8995

  datavolumeFBCDownlink              73352

  timeOfReport                       090714135448+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                24

  timeOfFirstUsage                   090714135448+0200

  timeOfLastUsage                    090714135450+0200

  timeUsage                          2

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                11167

  datavolumeFBCDownlink              71034

  timeOfReport                       090714135450+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                25

  timeOfFirstUsage                   090714135450+0200

  timeOfLastUsage                    090714135454+0200

  timeUsage                          4

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                27876

  datavolumeFBCDownlink              54725

  timeOfReport                       090714135454+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                26

  timeOfFirstUsage                   090714135454+0200

  timeOfLastUsage                    090714135457+0200

  timeUsage                          3

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                27629

  datavolumeFBCDownlink              54551

  timeOfReport                       090714135457+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                27

  timeOfFirstUsage                   090714135457+0200

  timeOfLastUsage                    090714135501+0200

  timeUsage                          4

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                24322

  datavolumeFBCDownlink              58216

  timeOfReport                       090714135501+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                28

  timeOfFirstUsage                   090714135501+0200

  timeOfLastUsage                    090714135503+0200

  timeUsage                          2

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                19461

  datavolumeFBCDownlink              62713

  timeOfReport                       090714135503+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                29

  timeOfFirstUsage                   090714135503+0200

  timeOfLastUsage                    090714135506+0200

  timeUsage                          3

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                18252

  datavolumeFBCDownlink              63825

  timeOfReport                       090714135506+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                30

  timeOfFirstUsage                   090714135506+0200

  timeOfLastUsage                    090714135509+0200

  timeUsage                          3

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                19702

  datavolumeFBCDownlink              62944

  timeOfReport                       090714135509+0200

  rATType                            UTRAN

<<<<OUTBOUND  13:55:34:368 Eventid:66001(3)

CDR Tx from 10.253.60.94:49999 to 10.243.113.41:3387 (673)

Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

CDR ELEMENTS FOLLOW

  recordType                         EGSNPDPRECORD

  servedIMSI                         219101101968777

  ggsnAddress                        193.111.164.211

  chargingID                         149390162

  sgsnAddress                        193.111.164.214

  accessPointNameNI                  sta.data.vip.hr

  pdpType                            IPV4

  servedPDPAddress                   212.15.174.2

  dynamicAddressFlag                 TRUE

  listOfTrafficVolumes 

    qosNegotiated                      01 1b 91 1f 73 96 97 fe 74 fb 78 78 

    dataVolumeGPRSUplink               73916

    dataVolumeGPRSDownlink             209402

    changeCondition                    Record Closure

    changeTime                         090714135519+0200

  recordOpeningTime                  090714135509+0200

  duration                           10

  causeForRecClosing                 Normal Release

  recordSequenceNumber               4

  apnSelectionMode                   MS or Network Provided and Subscription Verified

  servedMSISDN                       385912497242

  chargingCharacteristics            Normal

  chargingCharSelMode                Home Default

  sgsnPLMNIdentifier                 219, 10

  imei-sv                            356936007000280

  RATType                            UTRAN

  MSTimeZone                         -00:00

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                31

  timeOfFirstUsage                   090714135509+0200

  timeOfLastUsage                    090714135512+0200

  timeUsage                          3

  serviceConditionChange             Volume threshold reached

  qoSInformationNeg                  01 1b 91 1f 73 96 97 fe 74 fb 78 78 

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                24262

  datavolumeFBCDownlink              58063

  timeOfReport                       090714135512+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                32

  timeOfFirstUsage                   090714135512+0200

  timeOfLastUsage                    090714135515+0200

  timeUsage                          3

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                20020

  datavolumeFBCDownlink              62127

  timeOfReport                       090714135515+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                33

  timeOfFirstUsage                   090714135515+0200

  timeOfLastUsage                    090714135517+0200

  timeUsage                          2

  serviceConditionChange             Volume threshold reached

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                17830

  datavolumeFBCDownlink              65053

  timeOfReport                       090714135517+0200

  rATType                            UTRAN

// Rating Group 200 is also tracked and sequence numbering is independent among various rating groups

  ratingGroup                        200

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                1

  timeOfFirstUsage                   090714135401+0200

  timeOfLastUsage                    090714135512+0200

  timeUsage                          71

// "PDP context release" indicates that this is the last (and only) container for rating group 200

  serviceConditionChange             PDP context release

  qoSInformationNeg                  01 1b 91 1f 73 96 97 fe 74 fb 78 78 

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                2209

  datavolumeFBCDownlink              9237

  timeOfReport                       090714135519+0200

  rATType                            UTRAN

  ratingGroup                        300

  chargingRuleBaseName               vip-prepaid

  resultCode                         2001

  localSequenceNumber                34

  timeOfFirstUsage                   090714135517+0200

  timeOfLastUsage                    090714135519+0200

  timeUsage                          2

// Last container for rating group 300

  serviceConditionChange             PDP context release

  sgsn-Address                       193.111.164.214

  sGSNPLMNIdentifier                 219, 10

  datavolumeFBCUplink                11742

  datavolumeFBCDownlink              23865

  timeOfReport                       090714135519+0200

  rATType                            UTRAN

// Here are the 4 eG-CDRs “Number of CDRs   4” all transferred in ONE GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG request. 

// When this was taken, there was a bug in Monitor Subscriber where it shows 4 transfers - note the same exact packet 4 

// times, but in reality there is just ONE request sent and ONE reply
<<<<OUTBOUND  13:55:34:368 Eventid:52001(3)

GTPP Tx PDU, from 10.253.60.94:49999 to 10.243.113.41:3387 (4074)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      240  [GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG]

  Message Length                    4068

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                           126  [PACKET_TRANSFER_COMMAND] 

    Packet_Transfer_Command           1  [SEND_DATA_RECORD_PACKET]

  IE Type                           252  [DATA_RECORD_PACKET]

  IE Length                         4063 

  Number of CDRs                      4

  Data Record Format                  1  [ASN.1]

  Data Record Format Version        

                          .... 0100 : Release Identifier: 4

                          0001 .... : Application Identifier: 1

                          0000 0110 : Version Identifier: 6

<<<<OUTBOUND  13:55:34:368 Eventid:52001(3)

GTPP Tx PDU, from 10.253.60.94:49999 to 10.243.113.41:3387 (4074)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      240  [GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG]

  Message Length                    4068

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                           126  [PACKET_TRANSFER_COMMAND] 

    Packet_Transfer_Command           1  [SEND_DATA_RECORD_PACKET]

  IE Type                           252  [DATA_RECORD_PACKET]

  IE Length                         4063 

  Number of CDRs                      4

  Data Record Format                  1  [ASN.1]

  Data Record Format Version        

                          .... 0100 : Release Identifier: 4

                          0001 .... : Application Identifier: 1

                          0000 0110 : Version Identifier: 6

<<<<OUTBOUND  13:55:34:368 Eventid:52001(3)

GTPP Tx PDU, from 10.253.60.94:49999 to 10.243.113.41:3387 (4074)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      240  [GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG]

  Message Length                    4068

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                           126  [PACKET_TRANSFER_COMMAND] 

    Packet_Transfer_Command           1  [SEND_DATA_RECORD_PACKET]

  IE Type                           252  [DATA_RECORD_PACKET]

  IE Length                         4063 

  Number of CDRs                      4

  Data Record Format                  1  [ASN.1]

  Data Record Format Version        

                          .... 0100 : Release Identifier: 4

                          0001 .... : Application Identifier: 1

                          0000 0110 : Version Identifier: 6

<<<<OUTBOUND  13:55:34:368 Eventid:52001(3)

GTPP Tx PDU, from 10.253.60.94:49999 to 10.243.113.41:3387 (4074)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG (0xf0)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      240  [GTPP_DATA_RECORD_TRANSFER_REQUEST_MSG]

  Message Length                    4068

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                           126  [PACKET_TRANSFER_COMMAND] 

    Packet_Transfer_Command           1  [SEND_DATA_RECORD_PACKET]

  IE Type                           252  [DATA_RECORD_PACKET]

  IE Length                         4063 

  Number of CDRs                      4

  Data Record Format                  1  [ASN.1]

  Data Record Format Version        

                          .... 0100 : Release Identifier: 4

                          0001 .... : Application Identifier: 1

                          0000 0110 : Version Identifier: 6

INBOUND>>>>>  13:55:34:371 Eventid:52000(3)

GTPP Rx PDU, from 10.243.113.41:3387 to 10.253.60.94:49999 (13)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG (0xf1)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      241  [GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG]

  Message Length                      7

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                             1  [CAUSE] 

    Cause Value                     128  [ACCEPTED] 

  IE Type                           253  [REQUESTS_RESPONDED] 

  IE Length                           2 

    Number Of Requests Responded      1

    Sequence Number Of Request     [ 1]  17

INBOUND>>>>>  13:55:34:371 Eventid:52000(3)

GTPP Rx PDU, from 10.243.113.41:3387 to 10.253.60.94:49999 (13)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG (0xf1)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      241  [GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG]

  Message Length                      7

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                             1  [CAUSE] 

    Cause Value                     128  [ACCEPTED] 

  IE Type                           253  [REQUESTS_RESPONDED] 

  IE Length                           2 

    Number Of Requests Responded      1

    Sequence Number Of Request     [ 1]  17

INBOUND>>>>>  13:55:34:371 Eventid:52000(3)

GTPP Rx PDU, from 10.243.113.41:3387 to 10.253.60.94:49999 (13)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG (0xf1)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      241  [GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG]

  Message Length                      7

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                             1  [CAUSE] 

    Cause Value                     128  [ACCEPTED] 

  IE Type                           253  [REQUESTS_RESPONDED] 

  IE Length                           2 

    Number Of Requests Responded      1

    Sequence Number Of Request     [ 1]  17

INBOUND>>>>>  13:55:34:371 Eventid:52000(3)

GTPP Rx PDU, from 10.243.113.41:3387 to 10.253.60.94:49999 (13)

Seq No:  17, Vers: 2, Message Type: GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG (0xf1)

GTPP HEADER FOLLOWS:

  GTPP Version                        2

  Protocol Type                       0  [GTP']

  Message Type                      241  [GTPP_DATA_RECORD_TRANSFER_RESPONSE_MSG]

  Message Length                      7

  Sequence Number                    17

INFORMATION ELEMENTS FOLLOW:

  IE Type                             1  [CAUSE] 

    Cause Value                     128  [ACCEPTED] 

  IE Type                           253  [REQUESTS_RESPONDED] 

  IE Length                           2 

    Number Of Requests Responded      1

    Sequence Number Of Request     [ 1]  17

======================================================================================================
config

  log filter runtime facility cli level debug 

  license key "\

VER=1|C1M=SanDiskSDCFJ-4096|C1S=116824F1208D0439|C2M=SanDiskSDCFJ-4096\

|C2S=014213A0608F2235|DOI=1245437946|ISS=1|NUM=31361|CMT=Kapsch_VIPNET\

-cvip-gg12_PO:2009BE01517,SO14391|LSG=100000|LEC=100000|FIS=Y|FR4=Y|FT\

C=Y|FSR=Y|FID=Y|FI6=Y|FLI=Y|FCA=Y|FUT=Y|FTP=Y|FDR=Y|FDC=Y|FAA=Y|FEL=Y|\

BEP=Y|FAI=Y|LPP=100000|LSF=100000|FLS=Y|SIG=MC0CFQDA3oCyxkmicAIJNMMAZv\

Cq+Iu8mQIUXmix6kF4xGofy+AlJJesbuFwvZs"

  gtpp single-source centralized-lrsn-creation

  aaa large-configuration

  system hostname cvip-gg12

  timestamps

  clock timezone europe-central

  orbem

    iiop-transport

    client id STARENT encrypted password 63b16fc67adcc3bb

  #exit

  crash enable encrypted url 455410e1045386bee5ff30797fdc7479791680625256489bd668569db632dd049769ff1d0b86e24559305550ed99ed9eb30873b7db6cca367c6bfeef6d59cb35 

  threshold cpu-utilization 70

  threshold license remaining-sessions 20

  threshold monitoring cpu-resource

  threshold monitoring license

  threshold monitoring system

  card 2

    mode active psc

  #exit

  card 4

    mode active psc

  #exit

  card 6

    mode active psc

  #exit

  card 11

    mode active psc

  #exit

  require session recovery

  congestion-control

  congestion-control overload-disconnect threshold license-utilization 100

  congestion-control overload-disconnect threshold max-sessions-per-service-utilization 100

  no congestion-control threshold port-rx-utilization

  no congestion-control threshold port-tx-utilization

  congestion-control threshold license-utilization 90

  require active-charging optimized-mode

  context local

    interface spio1

      ip address 10.253.60.69 255.255.255.224

    #exit

    server ftpd

    #exit

    ssh key  len 461

    ssh key  len 487 type v2-rsa

    ssh key  len 458 type v2-dsa

    server sshd

      subsystem sftp

    #exit

    server telnetd

    #exit

    subscriber default

    exit

    operator temip encrypted password 1563631fa4f7de83 

    administrator alan encrypted password 7a07647cff2c8321 

    administrator kcc encrypted password 9f964379983a7f77  ftp

    administrator miro encrypted password afd0f5614406d22b 

    administrator mislav encrypted password 71efecfef118acd3  ftp

    administrator staradmin encrypted password 5c4a38dc2ff61f72  ftp

    administrator tjankovic encrypted password e6645e0c096185d9 

    administrator tomo encrypted password f1230c50d9ac218a 

    aaa group default

    #exit

    gtpp group default

    #exit

    logging syslog 10.253.60.70 facility local1

    ip route 0.0.0.0 0.0.0.0 10.253.60.65 spio1

  #exit

  port ethernet 24/1

    no shutdown

    bind interface spio1 local

  #exit

  ntp

    enable

    server 10.243.126.120

  #exit

  snmp engine-id local 800007e580dd5d2f2b287a164a

  snmp trap-timestamps

  system contact support@starentnetworks.com

  system location "VIPNET, Zagreb, Croatia"

  snmp community public read-only

  snmp target Ivo-GPRS-Server 10.243.176.17 port 162 security-name public version 2c traps

  snmp target OpenView 10.243.125.198 port 162 security-name public version 2c traps

  snmp target cvip-ems01 10.253.60.70 port 162 security-name public version 2c traps

  active-charging service ecs-serv

    p2p-detection protocol all

    host-pool DNS-POOL

      ip 212.91.97.3/32

      ip 212.91.97.4/32

    #exit

    host-pool HTTPS-200-POOL

      ip 212.91.98.85/32

      ip 212.91.98.193/32

      ip 212.91.98.157/32

      ip 193.23.182.180/32

    #exit

    host-pool JAVA-SERVER-POOL

      ip 212.91.99.116/32

      ip 212.91.98.189/32

      ip 212.91.98.190/32

    #exit

    host-pool LIVE-POOL

      ip 212.15.175.162/32

      ip 212.15.175.163/32

      ip 212.15.175.175/32

      ip 212.91.98.221/32

    #exit

    host-pool MUSIC-POOL

      ip 212.91.98.185/32

      ip 212.91.98.186/32

      ip 212.91.98.187/32

      ip 212.91.98.188/32

    #exit

    host-pool STREAMING-POOL

      ip 212.91.99.34/32

      ip 172.19.18.34/32

      ip 212.91.96.38/32

      ip 212.91.99.62/32

    #exit

    host-pool UEFA-POOL

      ip 213.52.210.96/28

      ip 212.100.232.218/32

      ip 212.100.225.245/32

    #exit

    ruledef */ASMPSSO/cw/*

      www url contains /ASMPSSO/cw/

      ip server-ip-address != 212.91.99.91/32

    #exit

    ruledef *static.ak.fbcdn.net/*

      ip server-ip-address = 212.91.99.91/32

      www url contains static.ak.fbcdn.net

    #exit

    ruledef 195.179.127.202/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://195.179.127.202

    #exit

    ruledef 205.205.169.132/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://205.205.169.132

    #exit

    ruledef 212.15.175./*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://212.15.175.

    #exit

    ruledef 212.91.113.38/*

      www url starts-with http://212.91.113.38

    #exit

    ruledef 212.91.96.38/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://212.91.96.38

    #exit

    ruledef 212.91.98./*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://212.91.98.

    #exit

    ruledef 212.91.99./*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://212.91.99.

    #exit

    ruledef 80.237.186.252/pml5/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://80.237.186.252/pml5/

    #exit

    ruledef 85.114.35.199/*

      www url starts-with http://85.114.35.199

    #exit

    ruledef 85.114.35.199/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://85.114.35.199

    #exit

    ruledef CATCH-ALL

      ip any-match = TRUE

    #exit

    ruledef CER_VIP_HR

      ip server-ip-address = 212.15.175.179/32

    #exit

    ruledef DNS-TCP

      tcp either-port = 53

      ip server-ip-address range host-pool DNS-POOL

    #exit

    ruledef DNS-UDP

      udp either-port = 53

      ip server-ip-address range host-pool DNS-POOL

    #exit

    ruledef DNS6

      ip server-ip-address = 212.91.97.6/32

    #exit

    ruledef DOT.MOBI

      ip server-ip-address = 212.91.98.130/32

    #exit

    ruledef HTTPS-200

      tcp either-port = 443

      ip server-ip-address range host-pool HTTPS-200-POOL

    #exit

    ruledef JAVA-SERVER

      ip server-ip-address range host-pool JAVA-SERVER-POOL

    #exit

    ruledef LIVE

      ip server-ip-address range host-pool LIVE-POOL

    #exit

    ruledef MINICK

      ip server-ip-address = 195.179.127.202/32

    #exit

    ruledef MUSIC

      ip server-ip-address range host-pool MUSIC-POOL

    #exit

    ruledef STREAMING

      ip server-ip-address range host-pool STREAMING-POOL

    #exit

    ruledef UEFA

      ip server-ip-address range host-pool UEFA-POOL

    #exit

    ruledef WAP1-CL-traffic

      udp either-port = 9200

      rule-application routing

    #exit

    ruledef WAP1-CO-traffic

      udp either-port = 9201

      rule-application routing

    #exit

    ruledef WAP2-HTTP200/500-traffic

      tcp either-port = 80

      tcp either-port = 8080

      rule-application routing

      multi-line-or all-lines

    #exit

    ruledef ad.iq-mobile.at/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://ad.iq-mobile.at

    #exit

    ruledef api-video.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://api-video.facebook.com

    #exit

    ruledef api.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://api.facebook.com

    #exit

    ruledef azure.garmin.com/*

      www url starts-with http://azure.garmin.com

    #exit

    ruledef azure.garmin.com/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://azure.garmin.com

    #exit

    ruledef cshr.vipnet.hr/*

      www url starts-with http://cshr.vipnet.hr

    #exit

    ruledef cshr.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://cshr.vipnet.hr

    #exit

    ruledef dl.gameloft.com

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://dl.gameloft.com

    #exit

    ruledef error.vip.hr/*

      www url starts-with http://error.vip.hr

    #exit

    ruledef error.vip.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://error.vip.hr

    #exit

    ruledef external.ak.fbcdn.net/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://external.ak.fbcdn.net

    #exit

    ruledef fun.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://fun.vip.hr

    #exit

    ruledef java.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://java.vip.hr

    #exit

    ruledef komplet.vipnet.hr/*

      www url starts-with http://komplet.vipnet.hr

    #exit

    ruledef komplet.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://komplet.vipnet.hr

    #exit

    ruledef live.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://live.vip.hr

    #exit

    ruledef live.vodafone.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://live.vodafone.com

    #exit

    ruledef liveupdate.option.com/*

      www url starts-with http://liveupdate.option.com

    #exit

    ruledef liveupdate.option.com/_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://liveupdate.option.com

    #exit

    ruledef login.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://login.facebook.com

    #exit

    ruledef lxpftmd1.vipnet.hr/*

      www url starts-with http://lxpftmd1.vipnet.hr

    #exit

    ruledef lxpftmd1.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://lxpftmd1.vipnet.hr

    #exit

    ruledef lxpftmd2.vipnet.hr/*

      www url starts-with http://lxpftmd2.vipnet.hr

    #exit

    ruledef lxpftmd2.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://lxpftmd2.vipnet.hr

    #exit

    ruledef lxtftmd1.vipnet.hr/igci/*

      www url starts-with http://lxtftmd1.vipnet.hr

    #exit

    ruledef lxtftmd1.vipnet.hr/igci/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://lxtftmd1.vipnet.hr

    #exit

    ruledef lxtftmd2.vipnet.hr/igci/*

      www url starts-with http://lxtftmd2.vipnet.hr

    #exit

    ruledef lxtftmd2.vipnet.hr/igci/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://lxtftmd2.vipnet.hr

    #exit

    ruledef m.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://m.facebook.com

    #exit

    ruledef m.movie-me.mobi/*

      www url starts-with http://m.movie-me.mobi

    #exit

    ruledef m.movie-me.mobi/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://m.movie-me.mobi

    #exit

    ruledef m.sonyericsson.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://m.sonyericsson.com

    #exit

    ruledef mediaserver.minick.net/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://mediaserver.minick.net

    #exit

    ruledef moj.vip.hr/*

      ip server-ip-address != 212.91.99.91/32

      www url starts-with http://moj.vip.hr

    #exit

    ruledef mp3melodije.vip.hr/*

      www url starts-with http://mp3melodije.vip.hr

    #exit

    ruledef mp3melodije.vip.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://mp3melodije.vip.hr

    #exit

    ruledef ms.minick.net/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://ms.minick.net

    #exit

    ruledef naplata.vip.hr/igci/*

      www url starts-with http://naplata.vip.hr/igci/

    #exit

    ruledef naplata.vip.hr/igci/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://naplata.vip.hr/igci/

    #exit

    ruledef naplata.vip.hr/vl/*

      www url starts-with http://naplata.vip.hr/vl

    #exit

    ruledef naplata.vip.hr/vl/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://naplata.vip.hr/vl

    #exit

    ruledef p.admob.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://p.admob.com

    #exit

    ruledef p2p-any

      p2p any-match = TRUE

    #exit

    ruledef p2p-bittorrent

      p2p protocol = bittorrent

    #exit

    ruledef p2p-msn

      p2p protocol = msn

    #exit

    ruledef p2p-skype

      p2p protocol = skype

    #exit

    ruledef p2p-yahoo

      p2p protocol = yahoo

    #exit

    ruledef photos-*.ak.fbcdn.net/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://photos

      www url contains ak.fbcdn.net

    #exit

    ruledef platform.ak.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://platform.ak.facebook.com

    #exit

    ruledef portals2.minick.net:80/cocoon/projects/vodafone/hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://portals2.minick.net:80/cocoon/projects/vodafone/hr/

    #exit

    ruledef prijava.vip.hr/*

      ip server-ip-address != 212.91.99.91/32

      www url starts-with http://prijava.vip.hr

    #exit

    ruledef profile-*.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://profile

      www url contains facebook.com

    #exit

    ruledef profile-*.fbcdn.net/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://profile

      www url contains fbcdn.net

    #exit

    ruledef profile.ak.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://profile.ak.facebook.com

    #exit

    ruledef profile.ak.fbcdn.net/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://profile.ak.fbcdn.net

    #exit

    ruledef s-static.ak.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://s-static.ak.facebook.com

    #exit

    ruledef selfcare.vip.hr/*

      ip server-ip-address != 212.91.99.91/32

      www url starts-with http://selfcare.vip.hr

    #exit

    ruledef sportal.vecernji.hr:*/sportal/rssexport*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://sportal.vecernji.hr/sportal/rssexport

    #exit

    ruledef sportal.vecernji.hr:*/sportal/thumbnail*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://sportal.vecernji.hr/sportal/thumbnail

    #exit

    ruledef sportal.vecernji.hr:*/system/galleries/pics/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://sportal.vecernji.hr/system/galleries/pics/

    #exit

    ruledef static.ak.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://static.ak.facebook.com

    #exit

    ruledef static.vip.hr/*

      www url starts-with http://static.vip.hr

    #exit

    ruledef static.vip.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://static.vip.hr

    #exit

    ruledef umts.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://umts.vip.hr

    #exit

    ruledef vembed.ak.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vembed.ak.facebook.com

    #exit

    ruledef vflmail.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vflmail.vip.hr

    #exit

    ruledef vfvip.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vfvip.vip.hr

    #exit

    ruledef video.ak.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://video.ak.facebook.com

    #exit

    ruledef video.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://video.vip.hr

    #exit

    ruledef vip.infogin.com/

      ip server-ip-address = 212.91.99.91/32

      www url = http://vip.infogin.com

    #exit

    ruledef vip.infogin.com/*/appvip.local*/*

      ip server-ip-address = 212.91.99.91/32

      www url contains /appvip.local

      www url starts-with http://vip.infogin.com

    #exit

    ruledef vipmevmc.vipnet.hr/*

      www url starts-with http://vipmevmc.vipnet.hr

    #exit

    ruledef vipnet.mobi/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vipnet.mobi

    #exit

    ruledef vl.vip.hr/vl/*

      www url starts-with http://vl.vip.hr/vl

    #exit

    ruledef vl.vip.hr/vl/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vl.vip.hr/vl

    #exit

    ruledef vmc-prod.vipnet.hr/*

      www url starts-with http://vmc-prod.vipnet.hr

    #exit

    ruledef vmc-prod.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vmc-prod.vipnet.hr

    #exit

    ruledef voip.vip.hr/*

      www url starts-with http://voip.vip.hr

    #exit

    ruledef voip.vip.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://voip.vip.hr

    #exit

    ruledef vppvmc01.vipnet.hr/*

      www url starts-with http://vppvmc01.vipnet.hr

    #exit

    ruledef vppvmc01.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vppvmc01.vipnet.hr

    #exit

    ruledef vppvmc02.vipnet.hr/*

      www url starts-with http://vppvmc02.vipnet.hr

    #exit

    ruledef vppvmc02.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vppvmc02.vipnet.hr

    #exit

    ruledef vptvmc01.vipnet.hr/*

      www url starts-with http://vptvmc01.vipnet.hr

    #exit

    ruledef vptvmc01.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vptvmc01.vipnet.hr

    #exit

    ruledef vthumb.ak.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://vthumb.ak.facebook.com

    #exit

    ruledef wap.sonyericsson.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://wap.sonyericsson.com

    #exit

    ruledef wap.vip.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://wap.vip.hr

    #exit

    ruledef wap.vipnet.hr/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://wap.vipnet.hr

    #exit

    ruledef wapshop.gameloft.com:*/vipnet/*

      www url contains /vipnet/

      www url starts-with http://wapshop.gameloft.com

    #exit

    ruledef wapshop.gameloft.com:*/vipnet/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url contains /vipnet/

      www url starts-with http://wapshop.gameloft.com

    #exit

    ruledef webauth.vip.hr/*

      www url starts-with http://webauth.vip.hr

    #exit

    ruledef webshop.vip.hr/*

      ip server-ip-address != 212.91.99.91/32

      www url starts-with http://webshop.vip.hr

    #exit

    ruledef www.facebook.com/common/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.facebook.com/common

    #exit

    ruledef www.komplet.vipnet.hr/*

      www url starts-with http://www.komplet.vipnet.hr

    #exit

    ruledef www.komplet.vipnet.hr/*_proxy

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.komplet.vipnet.hr

    #exit

    ruledef www.meteo-info.biz.hr:*/klijenti/vecernji*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.meteo-info.biz.hr/klijenti/vecernji

    #exit

    ruledef www.vecernji.hr/fw3k/util_scripts/get_slika_varijacija.php

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.vecernji.hr/fw3k/util_scripts/get_slika_varijacija.php

    #exit

    ruledef www.vecernji.hr/index.phpcmd=show_blackberry_rss&tip=*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.vecernji.hr/index.phpcmd=show_blackberry_rss&tip=

    #exit

    ruledef www.vecernji.hr:*/rssexport*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.vecernji.hr/rssexport

    #exit

    ruledef www.vecernji.hr:*/system/galleries/pics/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.vecernji.hr/system/galleries/pics/

    #exit

    ruledef www.vecernji.hr:*/system/static/images/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.vecernji.hr/system/static/images/

    #exit

    ruledef www.vecernji.hr:*/thumbnail*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://www.vecernji.hr/thumbnail

    #exit

    ruledef www.vipnet.hr/cw/*

      www url starts-with http://www.vipnet.hr/cw

    #exit

    ruledef www.vipnet.hr/drt/*

      www url starts-with http://www.vipnet.hr/drt

    #exit

    ruledef x.facebook.com/*

      ip server-ip-address = 212.91.99.91/32

      www url starts-with http://x.facebook.com

    #exit

    group-of-ruledefs DNS_HTTPS_200

      add-ruledef priority 100 ruledef DNS-TCP

      add-ruledef priority 110 ruledef DNS-UDP

      add-ruledef priority 120 ruledef HTTPS-200

    #exit

    group-of-ruledefs any_any_1

      add-ruledef priority 100 ruledef CER_VIP_HR

      add-ruledef priority 110 ruledef DNS6

      add-ruledef priority 120 ruledef DOT.MOBI

      add-ruledef priority 130 ruledef JAVA-SERVER

      add-ruledef priority 140 ruledef LIVE

      add-ruledef priority 150 ruledef MINICK

      add-ruledef priority 160 ruledef MUSIC

      add-ruledef priority 170 ruledef STREAMING

      add-ruledef priority 180 ruledef UEFA

    #exit

    group-of-ruledefs facebook_200_1

      add-ruledef priority 100 ruledef m.facebook.com/*

      add-ruledef priority 110 ruledef login.facebook.com/*

      add-ruledef priority 120 ruledef static.ak.facebook.com/*

      add-ruledef priority 130 ruledef s-static.ak.facebook.com/*

      add-ruledef priority 140 ruledef profile.ak.facebook.com/*

      add-ruledef priority 150 ruledef x.facebook.com/*

      add-ruledef priority 160 ruledef profile.ak.fbcdn.net/*

      add-ruledef priority 170 ruledef p.admob.com/*

      add-ruledef priority 180 ruledef profile-*.fbcdn.net/*

      add-ruledef priority 190 ruledef photos-*.ak.fbcdn.net/*

    #exit

    group-of-ruledefs facebook_200_2

      add-ruledef priority 100 ruledef profile-*.facebook.com/*

      add-ruledef priority 110 ruledef *static.ak.fbcdn.net/*

      add-ruledef priority 120 ruledef api.facebook.com/*

      add-ruledef priority 130 ruledef api-video.facebook.com/*

      add-ruledef priority 140 ruledef external.ak.fbcdn.net/*

      add-ruledef priority 150 ruledef www.facebook.com/common/*

      add-ruledef priority 160 ruledef video.ak.facebook.com/*

      add-ruledef priority 170 ruledef vembed.ak.facebook.com/*

      add-ruledef priority 180 ruledef vthumb.ak.facebook.com/*

      add-ruledef priority 190 ruledef platform.ak.facebook.com/*

    #exit

    group-of-ruledefs http_no_only_proxy_200_1

      add-ruledef priority 100 ruledef prijava.vip.hr/*

      add-ruledef priority 110 ruledef selfcare.vip.hr/*

      add-ruledef priority 120 ruledef moj.vip.hr/*

      add-ruledef priority 130 ruledef webshop.vip.hr/*

      add-ruledef priority 140 ruledef */ASMPSSO/cw/*

      add-ruledef priority 150 ruledef 212.91.113.38/*

    #exit

    group-of-ruledefs http_no_proxy_200_1

      add-ruledef priority 100 ruledef static.vip.hr/*

      add-ruledef priority 110 ruledef voip.vip.hr/*

      add-ruledef priority 120 ruledef vppvmc01.vipnet.hr/*

      add-ruledef priority 130 ruledef vppvmc02.vipnet.hr/*

      add-ruledef priority 140 ruledef lxpftmd1.vipnet.hr/*

      add-ruledef priority 150 ruledef lxpftmd2.vipnet.hr/*

      add-ruledef priority 160 ruledef lxtftmd1.vipnet.hr/igci/*

      add-ruledef priority 170 ruledef lxtftmd2.vipnet.hr/igci/*

      add-ruledef priority 180 ruledef www.komplet.vipnet.hr/*

      add-ruledef priority 190 ruledef komplet.vipnet.hr/*

    #exit

    group-of-ruledefs http_no_proxy_200_2

      add-ruledef priority 100 ruledef 85.114.35.199/*

      add-ruledef priority 110 ruledef azure.garmin.com/*

      add-ruledef priority 120 ruledef cshr.vipnet.hr/*

      add-ruledef priority 130 ruledef error.vip.hr/*

      add-ruledef priority 140 ruledef liveupdate.option.com/*

      add-ruledef priority 150 ruledef m.movie-me.mobi/*

      add-ruledef priority 160 ruledef vmc-prod.vipnet.hr/*

      add-ruledef priority 170 ruledef mp3melodije.vip.hr/*

      add-ruledef priority 180 ruledef naplata.vip.hr/igci/*

      add-ruledef priority 190 ruledef wapshop.gameloft.com:*/vipnet/*

    #exit

    group-of-ruledefs http_no_proxy_200_3

      add-ruledef priority 100 ruledef naplata.vip.hr/vl/*

      add-ruledef priority 110 ruledef vl.vip.hr/vl/*

      add-ruledef priority 120 ruledef vptvmc01.vipnet.hr/*

    #exit

    group-of-ruledefs http_no_proxy_500_1

      add-ruledef priority 100 ruledef vipmevmc.vipnet.hr/*

      add-ruledef priority 110 ruledef webauth.vip.hr/*

      add-ruledef priority 120 ruledef www.vipnet.hr/cw/*

      add-ruledef priority 130 ruledef www.vipnet.hr/drt/*

    #exit

    group-of-ruledefs http_only_proxy_200_1

      add-ruledef priority 100 ruledef live.vip.hr/*

      add-ruledef priority 110 ruledef live.vodafone.com/*

      add-ruledef priority 120 ruledef m.sonyericsson.com/*

      add-ruledef priority 130 ruledef mediaserver.minick.net/*

      add-ruledef priority 140 ruledef ms.minick.net/*

      add-ruledef priority 150 ruledef umts.vip.hr/*

      add-ruledef priority 160 ruledef video.vip.hr/*

      add-ruledef priority 170 ruledef vip.infogin.com/

      add-ruledef priority 180 ruledef vip.infogin.com/*/appvip.local*/*

      add-ruledef priority 190 ruledef vipnet.mobi/*

    #exit

    group-of-ruledefs http_only_proxy_200_2

      add-ruledef priority 100 ruledef 195.179.127.202/*

      add-ruledef priority 110 ruledef 205.205.169.132/*

      add-ruledef priority 120 ruledef 212.15.175./*

      add-ruledef priority 130 ruledef 212.91.96.38/*

      add-ruledef priority 140 ruledef 212.91.98./*

      add-ruledef priority 150 ruledef 212.91.99./*

      add-ruledef priority 160 ruledef dl.gameloft.com

      add-ruledef priority 170 ruledef fun.vip.hr/*

      add-ruledef priority 180 ruledef 80.237.186.252/pml5/*

      add-ruledef priority 190 ruledef portals2.minick.net:80/cocoon/projects/vodafone/hr/*

    #exit

    group-of-ruledefs http_only_proxy_200_3

      add-ruledef priority 100 ruledef vfvip.vip.hr/*

      add-ruledef priority 110 ruledef java.vip.hr/*

      add-ruledef priority 120 ruledef wap.sonyericsson.com/*

      add-ruledef priority 130 ruledef wap.vip.hr/*

      add-ruledef priority 140 ruledef wap.vipnet.hr/*

      add-ruledef priority 150 ruledef www.vecernji.hr:*/rssexport*

      add-ruledef priority 160 ruledef sportal.vecernji.hr:*/sportal/rssexport*

      add-ruledef priority 170 ruledef www.meteo-info.biz.hr:*/klijenti/vecernji*

      add-ruledef priority 180 ruledef www.vecernji.hr:*/thumbnail*

      add-ruledef priority 190 ruledef sportal.vecernji.hr:*/system/galleries/pics/*

    #exit

    group-of-ruledefs http_only_proxy_200_4

      add-ruledef priority 100 ruledef www.vecernji.hr:*/system/galleries/pics/*

      add-ruledef priority 110 ruledef sportal.vecernji.hr:*/sportal/thumbnail*

      add-ruledef priority 120 ruledef www.vecernji.hr:*/system/static/images/*

      add-ruledef priority 130 ruledef ad.iq-mobile.at/*

      add-ruledef priority 140 ruledef www.vecernji.hr/index.phpcmd=show_blackberry_rss&tip=*

      add-ruledef priority 150 ruledef www.vecernji.hr/fw3k/util_scripts/get_slika_varijacija.php

      add-ruledef priority 160 ruledef vflmail.vip.hr/*

    #exit

    group-of-ruledefs http_proxy_200_1

      add-ruledef priority 100 ruledef static.vip.hr/*_proxy

      add-ruledef priority 110 ruledef voip.vip.hr/*_proxy

      add-ruledef priority 120 ruledef vppvmc01.vipnet.hr/*_proxy

      add-ruledef priority 130 ruledef vppvmc02.vipnet.hr/*_proxy

      add-ruledef priority 140 ruledef lxpftmd1.vipnet.hr/*_proxy

      add-ruledef priority 150 ruledef lxpftmd2.vipnet.hr/*_proxy

      add-ruledef priority 160 ruledef lxtftmd1.vipnet.hr/igci/*_proxy

      add-ruledef priority 170 ruledef lxtftmd2.vipnet.hr/igci/*_proxy

      add-ruledef priority 180 ruledef www.komplet.vipnet.hr/*_proxy

      add-ruledef priority 190 ruledef komplet.vipnet.hr/*_proxy

    #exit

    group-of-ruledefs http_proxy_200_2

      add-ruledef priority 100 ruledef 85.114.35.199/*_proxy

      add-ruledef priority 110 ruledef azure.garmin.com/*_proxy

      add-ruledef priority 120 ruledef cshr.vipnet.hr/*_proxy

      add-ruledef priority 130 ruledef error.vip.hr/*_proxy

      add-ruledef priority 140 ruledef liveupdate.option.com/_proxy

      add-ruledef priority 150 ruledef m.movie-me.mobi/*_proxy

      add-ruledef priority 160 ruledef vmc-prod.vipnet.hr/*_proxy

      add-ruledef priority 170 ruledef mp3melodije.vip.hr/*_proxy

      add-ruledef priority 180 ruledef naplata.vip.hr/igci/*_proxy

      add-ruledef priority 190 ruledef wapshop.gameloft.com:*/vipnet/*_proxy

    #exit

    group-of-ruledefs http_proxy_200_3

      add-ruledef priority 100 ruledef naplata.vip.hr/vl/*_proxy

      add-ruledef priority 110 ruledef vl.vip.hr/vl/*_proxy

      add-ruledef priority 120 ruledef vptvmc01.vipnet.hr/*_proxy

    #exit

    group-of-ruledefs p2p_300

      add-ruledef priority 100 ruledef p2p-bittorrent

      add-ruledef priority 110 ruledef p2p-msn

      add-ruledef priority 120 ruledef p2p-skype

      add-ruledef priority 130 ruledef p2p-yahoo

      add-ruledef priority 140 ruledef p2p-any

    #exit

    charging-action CONTENT-ID-200

      content-id 200

      retransmissions-counted

      billing-action egcdr

      cca charging credit

    #exit

    charging-action CONTENT-ID-300

      content-id 300

      retransmissions-counted

      billing-action egcdr

      cca charging credit

    #exit

    charging-action CONTENT-ID-300-policing

      content-id 300

      retransmissions-counted

      billing-action egcdr

      cca charging credit

      flow limit-for-bandwidth direction downlink peak-data-rate 256000 peak-burst-size 96000 violate-action discard

      flow limit-for-bandwidth direction uplink peak-data-rate 64000 peak-burst-size 24000 violate-action discard

    #exit

    charging-action CONTENT-ID-500

      content-id 500

      retransmissions-counted

      billing-action egcdr

      cca charging credit

    #exit

    charging-action RG-ID-250

      content-id 200

      retransmissions-counted

      billing-action egcdr

      cca charging credit rating-group 250

    #exit

    rulebase bb-home

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      charging-rule-optimization medium 

    #exit

    rulebase car-data_prepaid

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

    #exit

    rulebase car-data_prepaid_surf

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

    #exit

    rulebase car-postpaid

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 100000

      p2p dynamic-flow-detection

    #exit

    rulebase car-postpaid_TS<

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

    #exit

    rulebase car-postpaid_TS>

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300-policing

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

    #exit

    rulebase default

    #exit

    rulebase vip-data_prepaid

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      p2p dynamic-flow-detection

    #exit

    rulebase vip-data_prepaid_surf

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 330 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      p2p dynamic-flow-detection

    #exit

    rulebase vip-hybrid

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    rulebase vip-hybrid_surf

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    rulebase vip-postpaid

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      p2p dynamic-flow-detection

    #exit

    rulebase vip-postpaid_TS<

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      p2p dynamic-flow-detection

    #exit

    rulebase vip-postpaid_TS>

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300-policing

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300-policing

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      p2p dynamic-flow-detection

    #exit

    rulebase vip-postpaid_surf

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    rulebase vip-prepaid

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    rulebase vip-prepaid_cc

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    rulebase vip-prepaid_cc_surf

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    rulebase vip-prepaid_homebox

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    rulebase vip-prepaid_surf

      egcdr tariff minute  0 hour  0

      billing-records egcdr

      action priority 100 group-of-ruledefs DNS_HTTPS_200 charging-action CONTENT-ID-200

      action priority 110 group-of-ruledefs any_any_1 charging-action CONTENT-ID-200

      action priority 200 group-of-ruledefs http_only_proxy_200_1 charging-action RG-ID-250

      action priority 210 group-of-ruledefs http_only_proxy_200_2 charging-action RG-ID-250

      action priority 220 group-of-ruledefs http_only_proxy_200_3 charging-action RG-ID-250

      action priority 230 group-of-ruledefs http_only_proxy_200_4 charging-action RG-ID-250

      action priority 240 group-of-ruledefs facebook_200_1 charging-action RG-ID-250

      action priority 250 group-of-ruledefs facebook_200_2 charging-action RG-ID-250

      action priority 300 group-of-ruledefs http_proxy_200_1 charging-action RG-ID-250

      action priority 310 group-of-ruledefs http_proxy_200_2 charging-action RG-ID-250

      action priority 320 group-of-ruledefs http_proxy_200_3 charging-action RG-ID-250

      action priority 400 group-of-ruledefs http_no_proxy_200_1 charging-action CONTENT-ID-200

      action priority 410 group-of-ruledefs http_no_proxy_200_2 charging-action CONTENT-ID-200

      action priority 420 group-of-ruledefs http_no_proxy_200_3 charging-action CONTENT-ID-200

      action priority 430 group-of-ruledefs http_no_only_proxy_200_1 charging-action CONTENT-ID-200

      action priority 500 group-of-ruledefs http_no_proxy_500_1 charging-action CONTENT-ID-500

      action priority 600 group-of-ruledefs p2p_300 charging-action CONTENT-ID-300

      action priority 1000 ruledef CATCH-ALL charging-action CONTENT-ID-300

      route priority 110 ruledef WAP1-CL-traffic analyzer wsp-connection-less

      route priority 120 ruledef WAP1-CO-traffic analyzer wsp-connection-oriented

      route priority 130 ruledef WAP2-HTTP200/500-traffic analyzer http

      charging-rule-optimization medium 

      flow control-handshaking charge-to-application all-packets

      egcdr threshold interval 900

      egcdr threshold volume total 5000000

      cca quota retry-time 300

      p2p dynamic-flow-detection

    #exit

    credit-control group default

      diameter origin endpoint dia-vip_postpaid

      diameter peer-select peer vpponlmed1.vipnet.hr realm vipnet.hr secondary-peer vpponlmed2.vipnet.hr realm vipnet.hr

      quota volume-threshold percent 20

      diameter session failover

      diameter dictionary dcca-custom1

      failure-handling initial-request continue 

      failure-handling update-request continue 

      failure-handling terminate-request continue 

      usage-reporting quotas-to-report based-on-grant

    #exit

    credit-control group dia-vip_hybrid

      diameter origin endpoint dia-vip_hybrid

      diameter peer-select peer hptbil2.vipnet.hr realm vipnet.hr

      quota volume-threshold percent 20

      diameter session failover

      diameter dictionary dcca-custom1

      failure-handling initial-request retry-and-terminate 

      usage-reporting quotas-to-report based-on-grant

    #exit

    credit-control group dia-vip_postpaid

      diameter origin endpoint dia-vip_postpaid

      diameter peer-select peer vpponlmed1.vipnet.hr realm vipnet.hr secondary-peer vpponlmed2.vipnet.hr realm vipnet.hr

      quota volume-threshold percent 20

      diameter session failover

      diameter dictionary dcca-custom1

      failure-handling initial-request continue 

      failure-handling update-request continue 

      failure-handling terminate-request continue 

      usage-reporting quotas-to-report based-on-grant

    #exit

    credit-control group dia-vip_prepaid

      diameter origin endpoint dia-vip_prepaid

      diameter peer-select peer vpponlmed1.vipnet.hr realm vipnet.hr secondary-peer vpponlmed2.vipnet.hr realm vipnet.hr

      quota volume-threshold percent 20

      diameter session failover

      diameter dictionary dcca-custom1

      failure-handling initial-request retry-and-terminate 

      usage-reporting quotas-to-report based-on-grant

    #exit

  #exit

  context gn

    router ospf

      area 0.0.0.2 nssa no-summary 

      network 10.253.60.24/29 area 0.0.0.2

      ospf router-id 193.111.164.211

      redistribute connected 

    #exit

    interface gn-18/3lag

      description "GG12 - Gn physical address"

      ip address 10.253.60.25 255.255.255.248

      ip ospf authentication-type message-digest

      ip ospf cost 1

      ip ospf dead-interval 20

      ip ospf hello-interval 5

      ip ospf message-digest-key 1 md5 encrypted password d3d6c77bfb2840a18da87ecf6d98eeb7

      ip ospf network broadcast

      ip ospf priority 0

    #exit

    interface gn loopback

      description "GG12 - gn loopback address"

      ip address 193.111.164.211 255.255.255.255

    #exit

    subscriber default

    exit

    aaa group default

    #exit

    gtpp group default

    #exit

    ggsn-service gn-serv

      accounting context ga

      plmn id mcc 219 mnc 10 

      plmn unlisted-sgsn foreign

      cc profile 8 buckets 1

      cc profile 8 sgsns 1

      cc profile 8 interval 900

      cc profile 8 volume total 5000000

      cc profile 8 tariff time1 0 0

      sgsn address 193.111.164.214

      bind address 193.111.164.211

    #exit

  #exit

  context gi

    ip access-list ecs.acl

      redirect css service ecs-serv  any

      permit any

    #exit

    ip access-list gi-routers

      deny tcp any 10.253.60.0 0.0.0.255 eq 21

      deny tcp any 10.253.60.0 0.0.0.255 eq 22

      deny tcp any 10.253.60.0 0.0.0.255 eq 23

      deny ip any 10.253.92.82 0.0.0.0

      permit any

    #exit

    ip access-list mms-user2user-deny

      deny ip 10.91.4.0 0.0.3.255 10.91.4.0 0.0.3.255

      permit any

    #exit

    ip pool vip-private_pool_gg2_3 212.15.174.0 255.255.255.128 private 0 group-name vip-private_pool_group_gg2 address-hold-timer 15

    ip pool vip-public_pool_gg2_5 212.15.188.1 255.255.254.0 private 0 group-name vip-public_pool_group_gg2 address-hold-timer 15

    ip pool vip-public_pool_gg2_7 212.91.107.1 255.255.255.0 private 0 group-name vip-public_pool_group_gg2 address-hold-timer 15

    ip pool vip-public_pool_gg2_8 212.91.111.1 255.255.255.0 private 0 group-name vip-public_pool_group_gg2 address-hold-timer 15

    router ospf

      area 0.0.0.2 nssa no-summary 

      network 10.253.60.8/29 area 0.0.0.2

      ospf router-id 10.253.60.243

      redistribute connected route-map gi-block 

    #exit

    route-map gi-block deny 10

      match interface aaa-dcca-gi-20/1-vlan1760

    #exit

    route-map gi-block permit 20

    #exit

    interface aaa-dcca-gi-20/1-vlan1760

      description "GG12 - AAA and DCCA interface for gi context"

      ip address 10.253.60.46 255.255.255.240

    #exit

    interface gi-18/1lag-vlan1751

      description "GG12 - Gi physical interface"

      ip address 10.253.60.9 255.255.255.248

      ip access-group gi-routers out 10

      ip ospf authentication-type message-digest

      ip ospf cost 1

      ip ospf dead-interval 20

      ip ospf hello-interval 5

      ip ospf message-digest-key 1 md5 encrypted password ccf516c2d63341d6607cc41c3903ddac

      ip ospf network broadcast

      ip ospf priority 0

    #exit

    interface gi loopback

      description "GG12 - Gi loopback"

      ip address 10.253.60.243 255.255.255.255

    #exit

    subscriber default

    exit

    apn 1gb.vip.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-public_pool_group_gg2

      credit-control-group dia-vip_postpaid

      active-charging rulebase vip-postpaid

    exit

    apn 3g.vip.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-public_pool_group_gg2

      credit-control-group dia-vip_postpaid

      active-charging rulebase vip-postpaid

    exit

    apn city.vip.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-public_pool_group_gg2

      credit-control-group dia-vip_postpaid

      active-charging rulebase vip-postpaid

    exit

    apn data.vip.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-public_pool_group_gg2

      credit-control-group dia-vip_postpaid

      active-charging rulebase vip-postpaid

    exit

    apn gprs0.vipnet.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-private_pool_group_gg2

      credit-control-group dia-vip_prepaid

      active-charging rulebase vip-prepaid

    exit

    apn gprs10.vipnet.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-public_pool_group_gg2

      credit-control-group dia-vip_postpaid

      active-charging rulebase vip-postpaid

    exit

    apn gprs5.vipnet.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-public_pool_group_gg2

      credit-control-group dia-vip_postpaid

      active-charging rulebase vip-postpaid

    exit

    apn mms.vipnet.hr

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group mms-user2user-deny out

      ip source-violation ignore 

      mediation-device

      ip context-name gi

      ip address pool name vip-mms_pool_group_gg2

      credit-control-group default

    exit

    apn sta.blackberry.net

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group sta.vipnet.hr_radius.test

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name blackberry

      ip address pool name testpool

      active-charging rulebase bb-home

    exit

    apn sta.carnet.vip.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_carnet_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication pap 1 

      mediation-device

      ip context-name gi

      ip address pool name testpool

      credit-control-group dia-vip_postpaid

      active-charging rulebase car-postpaid

    exit

    apn sta.data.vip.hr

      accounting-mode none

      gtpp group gtpp-serv  

      aaa group vipnet.hr_radiator.live

      dns primary 212.91.97.3

      dns secondary 212.91.97.4

      ip hide-service-address

      ip access-group ecs.acl in

      ip access-group ecs.acl out

      ip source-violation ignore 

      authentication msisdn-auth 

      mediation-device

      ip context-name gi

      ip address pool name vip-private_pool_group_gg2

      credit-control-group dia-vip_postpaid

      active-charging rulebase vip-postpaid

    exit

    aaa group default

    #exit

    aaa group sta.vipnet.hr_radius.test

      radius max-outstanding 100

      radius accounting max-outstanding 100

      radius max-retries 3

      radius accounting max-retries 3

      radius timeout 7

      radius accounting timeout 7

      radius attribute nas-ip-address address 10.253.60.46

      radius accounting interim interval 2700

      radius dictionary starent

      radius server 10.253.124.111 encrypted key 2c74723d52d72a7a port 18212

      radius mediation-device accounting server 10.253.124.111 encrypted key 2c74723d52d72a7a port 18213

    #exit

    aaa group vipnet.hr_carnet_radiator.live

      radius max-outstanding 3

      radius accounting max-outstanding 3

      radius max-retries 2

      radius accounting max-retries 2

      radius timeout 9

      radius accounting timeout 9

      radius attribute nas-ip-address address 10.253.60.46

      radius accounting interim interval 2700

      radius dictionary starent

      radius server 10.253.92.82 encrypted key 2c74723d52d72a7a448f6810b307987d port 1812 priority 1

      radius mediation-device accounting server 10.253.92.82 encrypted key 2c74723d52d72a7a448f6810b307987d port 1813 priority 1

    #exit

    aaa group vipnet.hr_radiator.live

      radius max-outstanding 3

      radius accounting max-outstanding 3

      radius max-retries 2

      radius accounting max-retries 2

      radius timeout 7

      radius accounting timeout 7

      radius attribute nas-ip-address address 10.253.60.46

      radius accounting interim interval 2700

      radius dictionary starent

      radius server 10.253.92.82 encrypted key 2c74723d52d72a7a448f6810b307987d port 1812 priority 1

      radius mediation-device accounting server 10.253.92.82 encrypted key 2c74723d52d72a7a448f6810b307987d port 1813 priority 1

      radius mediation-device accounting server 2.2.2.2 encrypted key 2c74723d52d72a7a448f6810b307987d port 1813 priority 2

    #exit

    gtpp group default

    #exit

    threshold monitoring available-ip-pool-group

    ip route 10.243.113.55 255.255.255.255 10.253.60.33 aaa-dcca-gi-20/1-vlan1760

    ip route 10.243.113.54 255.255.255.255 10.253.60.33 aaa-dcca-gi-20/1-vlan1760

    ip route 10.253.92.82 255.255.255.255 10.253.60.33 aaa-dcca-gi-20/1-vlan1760

    ip route 10.243.115.53 255.255.255.255 10.253.60.33 aaa-dcca-gi-20/1-vlan1760

    ip route 10.253.124.111 255.255.255.255 10.253.60.33 aaa-dcca-gi-20/1-vlan1760

    diameter endpoint dia-vip_prepaid

      origin realm vipnet.hr

      origin host prepaid02 address 10.253.60.46

      response-timeout 90

      peer vpponlmed1.vipnet.hr realm vipnet.hr address 10.243.113.54 port 3867

      peer vpponlmed2.vipnet.hr realm vipnet.hr address 10.243.113.55 port 3867

    #exit

    diameter endpoint dia-vip_postpaid

      origin realm vipnet.hr

      origin host postpaid02 address 10.253.60.46

      response-timeout 90

      peer vpponlmed1.vipnet.hr realm vipnet.hr address 10.243.113.54 port 3871

      peer vpponlmed2.vipnet.hr realm vipnet.hr address 10.243.113.55 port 3871

    #exit

    diameter endpoint dia-vip_hybrid

      origin realm vipnet.hr

      origin host hybrid02 address 10.253.60.46

      response-timeout 90

      peer hptbil2.vipnet.hr realm vipnet.hr address 10.243.115.53 port 3873

    #exit

  #exit

  context corp

    ip vrf IPVPN1

    ip vrf IPVPN2

    ip pool pool1.IPVPN1 192.168.2.0 255.255.255.0 private 0 group-name gr.IPVPN1 vrf IPVPN1 mpls-label input 500001 output 501001 nexthop-forwarding-address 10.253.60.115

    ip pool pool1.IPVPN2 192.168.2.0 255.255.255.0 private 0 group-name gr.IPVPN2 vrf IPVPN2 mpls-label input 500003 output 501003 nexthop-forwarding-address 10.253.60.115

    router bgp 64513

      router-id 10.253.60.245

      neighbor 10.253.60.113 remote-as 12810

      neighbor 10.253.60.113 max-prefix 20480

      neighbor 10.253.60.114 remote-as 12810

      neighbor 10.253.60.114 max-prefix 20480

      address-family ipv4

        redistribute connected 

      #exit

      address-family vpnv4

        neighbor 10.253.60.113 activate

        neighbor 10.253.60.113 send-community extended

        neighbor 10.253.60.114 activate

        neighbor 10.253.60.114 send-community extended

      #exit

      ip vrf IPVPN1

        route-distinguisher 12810 1001

        route-target export 12810 1001

      #exit

      address-family ipv4 vrf IPVPN1

        redistribute connected 

      #exit

      ip vrf IPVPN2

        route-distinguisher 12810 1002

        route-target export 12810 1002

      #exit

      address-family ipv4 vrf IPVPN2

        redistribute connected 

      #exit

    #exit

    interface aaa-corp-20/1-vlan1772

      description "GG12 - AAA interface for corp context"

      ip address 10.253.60.110 255.255.255.240

    #exit

    interface corp-20/8

      description "GG12 - corp physical interface"

      ip address 10.253.60.126 255.255.255.240

    #exit

    interface corp loopback

      description "GG12 - corp loopback interface"

      ip address 10.253.60.245 255.255.255.255

    #exit

    subscriber default

    exit

    apn sta.corp1.vip.hr

      gtpp group gtpp-serv  

      ip context-name corp

      ip address pool name gr.IPVPN1

      credit-control-group default

    exit

    apn sta.corp2.vip.hr

      gtpp group gtpp-serv  

      ip context-name corp

      ip address pool name gr.IPVPN2

      credit-control-group default

    exit

    aaa group default

    #exit

    gtpp group default

    #exit

    threshold monitoring available-ip-pool-group

  #exit

  context ga

    interface ga-20/3

      description "GG12 - GTPP interface to CGF"

      ip address 10.253.60.94 255.255.255.224

    #exit

    subscriber default

    exit

    aaa group default

    #exit

    gtpp group default

    #exit

    gtpp group gtpp-serv

      gtpp charging-agent address 10.253.60.94

      gtpp max-cdrs 255 wait-time 60

      gtpp max-retries 3

      gtpp dictionary custom6

      gtpp trigger egcdr max-losdv

      gtpp egcdr lotdv-max-containers 1

      gtpp server 10.243.113.41 udp-port 3387 priority 1 max 2

      gtpp server 10.243.113.51 udp-port 3387 priority 2 max 2

    #exit

    ip route 10.243.113.41 255.255.255.255 10.253.60.65 ga-20/3

    ip route 10.243.113.51 255.255.255.255 10.253.60.65 ga-20/3

  #exit

  context blackberry

    router ospf

      area 0.0.0.2 nssa no-summary 

      network 10.253.60.48/28 area 0.0.0.2

      ospf router-id 10.253.60.241

      redistribute connected 

    #exit

    interface bb-20/2-vlan1767

      description "GG12 - Blackberry physical interface"

      ip address 10.253.60.62 255.255.255.240

      ip ospf authentication-type message-digest

      ip ospf cost 1

      ip ospf dead-interval 20

      ip ospf hello-interval 5

      ip ospf message-digest-key 1 md5 encrypted password 5d7171ca2eede83c961f4a8f1d1ca87c

      ip ospf network broadcast

      ip ospf priority 0

    #exit

    interface blackberry loopback

      description "GG12 - Blackberry loopback interface"

      ip address 10.253.60.241 255.255.255.255

    #exit

    subscriber default

    exit

    aaa group default

    #exit

    gtpp group default

    #exit

  #exit

  bulkstats collection

  bulkstats historical collection

  bulkstats mode

    transfer-interval 15

    file 1

      header format "Format 8.0.12.12"

      remotefile format /ems/server/data/cvip-gg12/bulkstat%date%%time%.txt

      receiver 10.253.60.70 primary mechanism ftp login kcc encrypted password 8021e0c7b0e87e1b

      card schema cardsch format EMS,Card,%date%,%time%,%card%,%cpubusy%,%cpuidle%,%numproc%,%memused%,%memtotal%,%numcpu%,%cpu0-cpubusy%,%cpu0-cpuidle%,%cpu0-numproc%,%cpu0-memused%,%cpu0-memtotal%,%cpu0-cpuused-user%,%cpu0-cpuused-sys%,%cpu0-cpuused-io%,%cpu0-cpuused-irq%,%cpu0-cpuused-idle%,%cpu1-cpubusy%,%cpu1-cpuidle%,%cpu1-numproc%,%cpu1-memused%,%cpu1-memtotal%,%cpu1-cpuused-user%,%cpu1-cpuused-sys%,%cpu1-cpuused-io%,%cpu1-cpuused-irq%,%cpu1-cpuused-idle%,%cpu2-cpubusy%,%cpu2-cpuidle%,%cpu2-numproc%,%cpu2-memused%,%cpu2-memtotal%,%cpu2-cpuused-user%,%cpu2-cpuused-sys%,%cpu2-cpuused-io%,%cpu2-cpuused-irq%,%cpu2-cpuused-idle%,%cpu3-cpubusy%,%cpu3-cpuidle%,%cpu3-numproc%,%cpu3-memused%,%cpu3-memtotal%,%cpu3-cpuused-user%,%cpu3-cpuused-sys%,%cpu3-cpuused-io%,%cpu3-cpuused-irq%,%cpu3-cpuused-idle%,%15avg-cpubusy%,%15peak-cpubusy%,%5avg-cpubusy%,%5peak-cpubusy%,%1avg-cpubusy%,%15avg-memused%,%15peak-memused%,%5avg-memused%,%5peak-memused%,%1avg-memused%,%cpu0-15avg-cpubusy%,%cpu0-15peak-cpubusy%,%cpu0-5avg-cpubusy%,%cpu0-5peak-cpubusy%,%cpu0-1avg-cpubusy%,%cpu0-15avg-memused%,%cpu0-15peak-memused%,%cpu0-5avg-memused%,%cpu0-5peak-memused%,%cpu0-1avg-memused%,%cpu1-15avg-cpubusy%,%cpu1-15peak-cpubusy%,%cpu1-5avg-cpubusy%,%cpu1-5peak-cpubusy%,%cpu1-1avg-cpubusy%,%cpu1-15avg-memused%,%cpu1-15peak-memused%,%cpu1-5avg-memused%,%cpu1-5peak-memused%,%cpu1-1avg-memused%,%cpu2-15avg-cpubusy%,%cpu2-15peak-cpubusy%,%cpu2-5avg-cpubusy%,%cpu2-5peak-cpubusy%,%cpu2-1avg-cpubusy%,%cpu2-15avg-memused%,%cpu2-15peak-memused%,%cpu2-5avg-memused%,%cpu2-5peak-memused%,%cpu2-1avg-memused%,%cpu3-15avg-cpubusy%,%cpu3-15peak-cpubusy%,%cpu3-5avg-cpubusy%,%cpu3-5peak-cpubusy%,%cpu3-1avg-cpubusy%,%cpu3-15avg-memused%,%cpu3-15peak-memused%,%cpu3-5avg-memused%,%cpu3-5peak-memused%,%cpu3-1avg-memused%,%task-sessmgr-num%

      card schema cardsch2 format EMS,Card2,%date%,%time%,%card%,%task-sessmgr-avgcpu%,%task-sessmgr-avgmem%,%task-sessmgr-maxcpu%,%task-sessmgr-maxmem%,%task-a11mgr-num%,%task-a11mgr-maxcpu%,%task-a11mgr-maxmem%,%task-l2tpmgr-num%,%task-l2tpmgr-maxcpu%,%task-l2tpmgr-maxmem%,%task-famgr-num%,%task-famgr-maxcpu%,%task-famgr-maxmem%,%task-hamgr-num%,%task-hamgr-maxcpu%,%task-hamgr-maxmem%,%task-acsmgr-num%,%task-acsmgr-avgcpu%,%task-acsmgr-avgmem%,%task-acsmgr-maxcpu%,%task-acsmgr-maxmem%,%task-vpnmgr-num%,%task-vpnmgr-maxcpu%,%task-vpnmgr-maxmem%

      port schema portsch format EMS,Port,%date%,%time%,%card%,%port%,%rxbytes%,%txbytes%,%ucast_inpackets%,%ucast_outpackets%,%mcast_inpackets%,%mcast_outpackets%,%bcast_inpackets%,%bcast_outpackets%,%rxpackets%,%txpackets%,%rxdiscbytes%,%rxdiscpackets%,%txdiscbytes%,%txdiscpackets%,%maxrate%,%frag-rcvd%,%pkt-reassembled%,%frag-tokernel%,%util-rx-curr%,%util-tx-curr%,%util-rx-5min%,%util-tx-5min%,%util-rx-15min%,%util-tx-15min%

      schema miscsch format %ipaddr%,%host%,%uptime%,%time%,%localdate%,%localtime%,%localtz%,%time2%,%localtime2%

      schema miscschforems format EMS,MISC,%date%,%time%,%ipaddr%,%host%,%uptime%,%localdate%,%localtime%,%localtz%,%time2%,%localtime2%,%swversion%,%swbuild%,%localtzoffset%

      schema systemsch format EMS,PDSNSystem,%date%,%time%,%sess-ttlarrived%,%sess-ttlrejected%,%sess-ttlconnected%,%sess-ttlauthsucc%,%sess-ttlauthfail%,%sess-ttllcpup%,%sess-ttlipcpup%,%sess-ttlsrcviol%,%sess-ttlkeepfail%,%sess-curttlcalls%,%sess-cursipconn%,%sess-curmipconn%,%sess-curactcall%,%sess-curdormcall%,%sess-curarrived%,%sess-curlcpnegot%,%sess-curlcpup%,%sess-curauth%,%sess-curauthed%,%sess-curipcpup%,%sess-curdisc%,%a11-ttlarrived%,%a11-ttlrejected%,%a11-ttldemult%,%a11-ttldereg%,%a11-curactive%,%fa-ttlarrived%,%fa-ttlrejected%,%fa-ttldemult%,%fa-ttldereg%,%fa-curactive%,%ha-ttlarrived%,%ha-ttlrejected%,%ha-ttldemult%,%ha-ttldereg%,%ha-curactive%,%sess-calldur-1min%,%sess-calldur-2min%,%sess-calldur-5min%,%sess-calldur-15min%,%sess-calldur-1hour%,%sess-calldur-4hour%,%sess-calldur-12hour%,%sess-calldur-24hour%,%sess-calldur-over24hour%,%sess-setuptime-100ms%,%sess-setuptime-200ms%,%sess-setuptime-300ms%,%sess-setuptime-400ms%,%sess-setuptime-500ms%,%sess-setuptime-600ms%,%sess-setuptime-700ms%,%sess-setuptime-800ms%,%sess-setuptime-900ms%,%sess-setuptime-1sec%,%sess-setuptime-2sec%,%sess-setuptime-3sec%,%sess-setuptime-4sec%,%sess-setuptime-6sec%,%sess-setuptime-8sec%,%sess-setuptime-10sec%,%sess-setuptime-12sec%,%sess-setuptime-14sec%,%sess-setuptime-16sec%,%sess-setuptime-over16sec%,%incremental%,%enddate%,%endtime%,%localenddate%,%localendtime%,%sess-ttlfailed%,%uptime%,%uptimestr%,%lic-pdsn%,%lic-ha%,%lic-ggsn%,%lic-l2tplns%,%sess-txbytes%,%sess-rxbytes%,%sess-txpackets%,%sess-rxpackets%,%sess-siptxbytes%,%sess-siprxbytes%,%sess-miptxbytes%,%sess-miprxbytes%,%aaa-ttlreq%,%aaa-curreq%,%aaa-ttlauthreq%,%aaa-curauthreq%,%aaa-ttlauthprobe%,%aaa-curauthprobe%,%aaa-ttlacctreq%,%aaa-curacctreq%,%aaa-ttlauthsucc%,%aaa-ttlauthfail%,%aaa-ttlauthpurged%,%aaa-ttlauthcancelled%,%aaa-ttlauthdmuchal%,%aaa-ttlradauthreq%,%aaa-curradauthreq%,%aaa-ttlradauthreqretried%,%aaa-ttllclauthreq%,%aaa-curlclauthreq%,%aaa-ttlpseudoauthreq%,%aaa-curpseudoauthreq%,%aaa-ttlauthnulluser%,%aaa-ttlacctsucc%,%aaa-ttlacctpurged%,%aaa-ttlacctcancelled%,%aaa-ttlradacctreq%,%aaa-ttlradacctreqretried%,%disc-reason-summary%,%sess-curaaaactive%,%sess-curaaadeleting%,%sess-curaaaacctpending%,%sess-ttlemptyfwd%,%sess-ttlemptyrev%,%sess-ttlonlineprepaiderr%,%sess-ttlprepaidinitautherr%,%sess-ttlcrprpattempt%,%sess-ttlcrprpsuccess%,%sess-ttlrpcrpattempt%,%sess-ttlrpcrpsuccess%,%sess-curpmipconn%,%sess-curl2tplacconn%,%sess-curalwayson%,%sess-curbcmcsauth%,%sess-curbcmcsconn%,%sess-curhaipsecconn%,%sess-curl2tplacconnecting%,%sess-curpdptypeipconn%,%sess-curpdptypepppconn%,%sess-curprepaid%,%sess-rxpkt-1023%,%sess-rxpkt-127%,%sess-rxpkt-16%,%sess-rxpkt-2047%,%sess-rxpkt-255%,%sess-rxpkt-4095%,%sess-rxpkt-4500%,%sess-rxpkt-511%,%sess-rxpkt-64%,%sess-rxpkt-over4500%,%sess-ttldisconn%,%sess-ttlhandoff%,%sess-ttlonlineauthfail%,%sess-ttlonlineauthreq%,%sess-ttlonlineauthsucc%,%sess-ttlprepaid%,%sess-ttlproxydns-drop%,%sess-ttlproxydns-passthru%,%sess-ttlproxydns-redirect%,%sess-ttlrenewal%,%sess-txpkt-1023%,%sess-txpkt-127%,%sess-txpkt-16%,%sess-txpkt-2047%,%sess-txpkt-255%,%sess-txpkt-4095%,%sess-txpkt-4500%,%sess-txpkt-511%,%sess-txpkt-64%,%sess-txpkt-over4500%,%aaa-ttlauthkeepalive%,%aaa-curauthkeepalive%,%aaa-ttlacctkeepalive%,%aaa-curacctkeepalive%,%aaa-ttlauthkeepalivesuccess%,%aaa-ttlauthkeepalivefailure%,%aaa-ttlauthkeepalivepurged%,%aaa-ttlacctkeepalivesuccess%,%aaa-ttlacctkeepalivetimeout%,%aaa-ttlacctkeepalivepurged%,%ipsg-total-call-arrived%,%ipsg-total-call-rejected%,%ipsg-total-call-demult%,%ipsg-total-dereg-rep-sent%,%ipsg-cur-active-call%,%ipsg-total-active-serv%

      schema systemsch2 format EMS,PDSNSystem2,%date%,%time%,%asngw-cur-active-call%,%asngw-total-sess-setup%,%asngw-retriesexhaust%,%asngw.sfs%,%asngw.tidfail%,%asngw-handoffattempt%,%asngw-handoffdenied%,%asngw-handoffcomp%,%asngw.authsucc%,%asngw-authfailures%,%sess-ttlcallop%,%sess-curnonanchorconn%,%sess-curdhcppending%,%sess-ttlinterasngwattempt%,%sess-ttlinterasngwsuccess%,%sess-ttlintraasngwattempt%,%sess-ttlintraasngwsuccess%,%sess-ttlconnected-1xrtt%,%sess-txbytes-1xrtt%,%sess-rxbytes-1xrtt%,%sess-txpackets-1xrtt%,%sess-rxpackets-1xrtt%,%sess-ttlconnected-evdorev0%,%sess-txbytes-evdorev0%,%sess-rxbytes-evdorev0%,%sess-txpackets-evdorev0%,%sess-rxpackets-evdorev0%,%sess-ttlconnected-evdoreva%,%sess-txbytes-evdoreva%,%sess-rxbytes-evdoreva%,%sess-txpackets-evdoreva%,%sess-rxpackets-evdoreva%,%flow-ttlestab%,%flow-ttldisconn%,%flow-curdynamic%,%pdif-cursess%,%pdif-curactive%,%pdif-curdormant%,%pdif-ttlsetup%,%sess-15peak-curactcall%,%sess-15peak-curttlcall%,%sess-cursipactive%,%sess-15peak-cursipactive%,%sess-curmipactive%,%sess-15peak-curmipactive%,%a11-15peak-curactive%,%crp-curactive%,%crp-15peak-curactive%,%fa-15peak-curactive%,%ha-15peak-curactive%,%flow-15peak-curdynamic%,%sess-15min-usageactive%,%sess-15min-usageall%,%cc-cursess%,%cc-ttlecsadd%,%cc-ttlstart%,%cc-ttlsessupd%,%cc-ttlterm%,%cc-sessfailover%,%cc-msg-recv%,%cc-msg-sent%,%cc-msg-request%,%cc-msg-answer%,%cc-msg-ccrinit%,%cc-msg-ccainit%,%cc-msg-ccainitaccept%,%cc-msg-ccainitreject%,%cc-msg-ccainittimeout%,%cc-msg-ccrupdate%,%cc-msg-ccaupdate%,%cc-msg-ccaupdatetimeout%,%cc-msg-ccrfinal%,%cc-msg-ccafinal%,%cc-msg-ccafinaltimeout%,%cc-msg-asr%,%cc-msg-asa%,%cc-msg-rar%,%cc-msg-raa%,%cc-msg-ccadropped%,%cc-msgerr-proto%,%cc-msgerr-badanswer%,%cc-msgerr-unknownsess%,%cc-msgerr-unknowncomm%,%cc-msgerr-reqtimeout%

      schema systemsch3 format EMS,PDSNSystem3,%date%,%time%,%cc-msgerr-parse%,%cc-msgerr-unkratinggrp%,%cc-msgerr-unkrulebase%,%cc-msgerr-unkfailure%,%cc-upd-threshold%,%cc-upd-qht%,%cc-upd-final%,%cc-upd-quotaexhaust%,%cc-upd-validitytime%,%cc-upd-otherquota%,%cc-upd-ratingchange%,%cc-upd-forcedreauth%,%cc-term-diamlogout%,%cc-term-servnotprov%,%cc-term-badanswer%,%cc-term-admin%,%cc-term-linkbroken%,%cc-term-authexpired%,%cc-term-usermoved%,%cc-term-sesstimeout%,%cc-traf-catcreate%,%cc-traf-catdelete%,%cc-traf-catlookup%,%cc-traf-hits%,%cc-traf-misses%,%cc-traf-triggerevent%,%cc-traf-finalunit%,%cc-traf-catsuccess%,%cc-traf-ratingfail%,%cc-traf-servdenied%,%cc-traf-limitreached%,%cc-traf-authreject%,%cc-traf-othererror%,%cf-static-ratereq%,%cf-static-ratesucc%,%cf-static-rateblock%,%cf-static-ratefail%,%cf-static-ratefail-nr%,%cf-static-ratefail-notindb%,%cf-dyn-ratereq%,%cf-dyn-ratesucc%,%cf-dyn-rateblock%,%cf-dyn-ratefail%,%cf-ratereq%,%cf-ratesucc%,%cf-rateblock%,%cf-ratefail%,%ikev2-cursa%,%ikev2-cursainit%,%ikev2-cursaresp%,%ikev2-ttlsa%,%ikev2-ttlsainit%,%ikev2-ttlsaresp%,%ikev2-attempt%,%ikev2-attemptinit%,%ikev2-attemptresp%,%ikev2-rxpacket%,%ikev2-txpacket%,%ikev2-rxoctet%,%ikev2-txoctet%,%ikev2-initfail%,%ikev2-initfail-noresp%,%ikev2-initfail-resp%,%ikev2-invcookie%,%ikev2-nattkeepalive-recv%,%ikev2-nattkeepalive-send%,%ikev2-dpd-recv%,%ikev2-dpd-send%,%ikev2-dpd-recv-reply%,%ikev2-dpd-send-reply%,%ikev2-dpd-timeout%,%ikev2-dpd-disconnect%,%ikev2-dpd-p1rekey%,%lic-combo-phone%,%lic-ecsv2%,%lic-ipservices-gateway%,%lic-evdoreva-pdsn%,%lic-scm-proxyregistrar-ietfrfc3261%,%lic-scm-proxypcscf%,%lic-scm-servingscscf%,%lic-scm-interrogatingicscf%,%lic-asngw%,%lic-asnlr%,%cf-cache-hits%,%cf-cache-misses%,%cf-cache-has-path-hits%,%cf-cache-flushes%,%sess-curimsauthorized%

      schema systemsch4 format EMS,PDSNSystem4,%date%,%time%,%sess-curimsauthorizing%,%pdif-curchildsa%,%ikev2-ikesadel%,%ikev2-ikesadelrep-recv%,%ikev2-ikesadelrep-sent%,%ikev2-ikesadelreq-recv%,%ikev2-ikesadelreq-sent%,%ipsec-dpd-p1rekey%,%url-blacklisting-hits%,%url-blacklisting-misses%,%ikev2-curikev2sa%,%ikev2-curhalfsa%,%ikev2-curconnsa%,%ikev2-curestsa%,%ikev2-curchildsa%,%ikev2-exp-retran%,%ikev2-exp-setupnoxchg%,%ikev2-exp-setup%,%ikev2-exp-lifesoft%,%ikev2-exp-lifehard%,%ikev2-exp-childsetupnoxchg%,%ikev2-exp-childlifesoft%,%ikev2-exp-childlifehard%,%ikev2-auth-p1succ%,%ikev2-auth-p1fail%,%ikev2-auth-p1req%,%ikev2-auth-p1rsp%,%ikev2-auth-p2succ%,%ikev2-auth-p2fail%,%ikev2-auth-p2req%,%ikev2-auth-p2rsp%,%ikev2-auth-p2succmd5%,%ikev2-auth-p2failmd5%,%ikev2-auth-p2succgtc%,%ikev2-auth-p2failgtc%,%ikev2-auth-failhash%,%ikev2-auth-failsign%,%ikev2-auth-failmskmiss%,%ikev2-auth-failmissanother%,%ikev2-xchg-droprspnoikesa%,%ikev2-xchg-dropinvrsp%,%ikev2-xchg-dropnoninitnoikesa%,%ikev2-xchg-dropinvmsgid%,%ikev2-xchg-dropinvmajver%,%ikev2-xchg-dropikesaerr%,%ikev2-xchg-dropunkcrit%,%ikev2-xchg-dropretransdisc%,%ikev2-notif-cooksent%,%ikev2-notif-cookrecv%,%ikev2-notif-cookmatch%,%ikev2-notif-cooknotmatch%,%ikev2-notif-multauthsupp%,%ikev2-notif-anothauth%,%ikev2-rekey-ikesareqsent%,%ikev2-rekey-ikesareqrcvd%,%ikev2-rekey-ikesarspsent%,%ikev2-rekey-ikesarsprcvd%,%ikev2-rekey-ikesaignored%,%ikev2-rekey-childsareqsent%,%ikev2-rekey-childsareqrecv%,%ikev2-rekey-childsarspsent%,%ikev2-rekey-childsarsprecv%,%ikev2-rekey-childsaignored%,%ikev2-mobike-sent%,%ikev2-mobike-recv%,%ikev2-mobike-ignored%,%ikev2-misc-ikesacrefail%,%ikev2-misc-saflowopfail%,%ikev2-notifpaysent-invke%,%ikev2-notifpaysent-invmajver%,%ikev2-notifpaysent-invmsgid%,%ikev2-notifpaysent-invsyn%,%ikev2-notifpaysent-noprop%

      schema systemsch5 format EMS,PDSNSystem5,%date%,%time%,%ikev2-notifpaysent-tsunaccept%,%ikev2-notifpaysent-unsuppcrit%,%ikev2-notifpaysent-intfail%,%ikev2-notifpayrecv-invke%,%ikev2-notifpayrecv-invmajver%,%ikev2-notifpayrecv-invmsgid%,%ikev2-notifpayrecv-invsyn%,%ikev2-notifpayrecv-noprop%,%ikev2-notifpayrecv-tsunaccept%,%ikev2-notifpayrecv-unsuppcrit%,%ikev2-decfail-pktfail%,%ikev2-decfail-interr%,%ikev2-decfail-iphdr%,%ikev2-decfail-udphdr%,%ikev2-decfail-ikehdr%,%ikev2-decfail-ikehdrpay%,%ikev2-decfail-ikehdrinitspi%,%ikev2-decfail-ikehdrrspspi%,%ikev2-decfail-ikehdrmajver%,%ikev2-decfail-ikehdrminver%,%ikev2-decfail-ikehdrxchgtyp%,%ikev2-decfail-ikehdrrecvflag%,%ikev2-decfail-ikehdrlen%,%ikev2-decfail-syn%,%ikev2-decfail-paysyn%,%ikev2-decfail-paylen%,%ikev2-decfail-unkcritpay%,%ikev2-decfail-toomanypay%,%ikev2-decfail-sapaylen%,%ikev2-decfail-saprophdr%,%ikev2-decfail-saprophdrrecv%,%ikev2-decfail-toomanytrans%,%ikev2-decfail-saprophdrlen%,%ikev2-decfail-toomanyprop%,%ikev2-decfail-1stsapropnum%,%ikev2-decfail-saprotid%,%ikev2-decfail-sapropnum%,%ikev2-decfail-translen%,%ikev2-decfail-transhdr%,%ikev2-decfail-transhdrrecv%,%ikev2-decfail-transtype%,%ikev2-decfail-transid%,%ikev2-decfail-kepaylen%,%ikev2-decfail-kedhgrp%,%ikev2-decfail-kedhgrplen%,%ikev2-decfail-idpaylen%,%ikev2-decfail-idpaytype%,%ikev2-decfail-authpaylen%,%ikev2-decfail-noncepaylen%,%ikev2-decfail-notifpaylen%,%ikev2-decfail-notifpayspilen%,%ikev2-decfail-notifpaynat%,%ikev2-decfail-notifpayprotid%,%ikev2-decfail-eappaylen%,%ikev2-decfail-notifpayrekey%,%ikev2-decfail-cppaylen%,%ikev2-decfail-notifpaycook%,%ikev2-decfail-tspaylen%,%ikev2-decfail-cppayattrlen%,%ikev2-decfail-tspayrecv%,%ikev2-decfail-encrpaylen%,%ikev2-decfail-tspaytstype%,%ikev2-decfail-unsuppcritpay%,%ikev2-decfail-unsuppcertpay%

      schema systemsch6 format EMS,PDSNSystem6,%date%,%time%,%ikev2-decfail-unsuppnotifprotah%,%ikev2-decfail-unsuppauthmeth%,%ikev2-decfail-unsupppaycritvid%,%ikev2-decfail-unsuppmeth%,%ikev2-decfail-unkerr%,%ikev2-decfail-unsuppsapayprotah%,%ikev2-decfail-unsupptspaytsnum%,%ikev2-decfail-unsupptspaytstype%,%ikev2-decfail-unsupptspaytsprot%,%ikev2-decfail-cppaynoipattr%,%ikev2-decfail-cppayunkattr%,%ikev2-decryptfail%,%ikev2-decryptfail-hmac%,%ikev2-decryptfail-pad%,%ikev2-xchg-badmsgid%,%ikev2-xchg-badresp%,%ikev2-xchg-stalemsgid%,%ikev2-xchg-unkerr%,%ikev2-xchg-statelookfail%,%ikev2-notifrecv-unsuppcritpay%,%ikev2-notifrecv-invikespi%,%ikev2-notifrecv-invmajver%,%ikev2-notifrecv-invsyn%,%ikev2-notifrecv-invmsgid%,%ikev2-notifrecv-invspi%,%ikev2-notifrecv-nopropchosen%,%ikev2-notifrecv-invkepay%,%ikev2-notifrecv-authfail%,%ikev2-notifrecv-singpairreq%,%ikev2-notifrecv-noaddsa%,%ikev2-notifrecv-intaddrfail%,%ikev2-notifrecv-failcpreq%,%ikev2-notifrecv-tsunaccept%,%ikev2-notifrecv-invsel%,%ikev2-notifrecv-unacceptaddr%,%ikev2-notifrecv-multiauthsupp%,%ikev2-notifrecv-anothauthfoll%,%ikev2-notifrecv-unexpectnat%,%ikev2-notifrecv-macauthfail%,%ikev2-notifrecv-hsserrusrunk%,%ikev2-notifrecv-initcont%,%ikev2-notifrecv-windsiz%,%ikev2-notifrecv-addtsposs%,%ikev2-notifrecv-ipcompsupp%,%ikev2-notifrecv-natdetsrcip%,%ikev2-notifrecv-natdetdstip%,%ikev2-notifrecv-cookie%,%ikev2-notifrecv-usetransmode%,%ikev2-notifrecv-httpcertsupp%,%ikev2-notifrecv-rekeysa%,%ikev2-notifrecv-nonfirstfragalso%,%ikev2-notifrecv-mobikesupp%,%ikev2-notifrecv-addip4addr%,%ikev2-notifrecv-addip6addr%,%ikev2-notifrecv-noaddaddr%,%ikev2-notifrecv-updsaaddr%,%ikev2-notifrecv-cookie2%,%ikev2-notifrecv-nonatallow%,%ikev2-notifrecv-other%,%ikev2-notifrecv-sipfallbnotallow%,%ikev2-notifrecv-esptfcpadnotsupp%

      schema systemsch7 format EMS,PDSNSystem7,%date%,%time%,%ikev2-notifrecv-congrejrecv%,%ikev2-cert-reqsent%,%ikev2-cert-reqrecv%,%ikev2-cert-sent%,%ikev2-cert-recv%,%crypto-txesppacket%,%crypto-txespoctet%,%crypto-txahpacket%,%crypto-txahoctet%,%crypto-rxesppacket%,%crypto-rxespoctet%,%crypto-rxahpacket%,%crypto-rxahoctet%,%crypto-errauthpacket%,%crypto-errauthoctet%,%crypto-errbadrecpacket%,%crypto-errbadrecoctet%,%crypto-errdiscpacket%,%crypto-errdiscoctet%,%crypto-errignpacket%,%crypto-errignoctet%,%crypto-errunderrunpacket%,%crypto-errunderrunoctet%,%crypto-errinvpacket%,%crypto-errinvoctet%,%crypto-errreplaypacket%,%crypto-errreplayoctet%

      gtpc schema gtpc1sch format EMS,GTPC1,%date%,%time%,%vpnname%,%vpnid%,%servname%,%setup-total%,%setup-ip%,%setup-ppp%,%released-total%,%cpc-total%,%cpc-v0%,%cpc-v1%,%cpc-sec%,%cpc-retrans%,%cpc-accept%,%cpc-deny%,%cpc-discard%,%upc-rx%,%upc-rx-accept%,%upc-rx-deny%,%upc-rx-discard%,%upc-tx%,%upc-tx-accept%,%upc-tx-deny%,%dpc-rx%,%dpc-rx-accept%,%dpc-rx-deny%,%dpc-rx-discard%,%dpc-tx%,%dpc-tx-accept%,%dpc-tx-deny%,%cpc-aa%,%cpc-aa-accept%,%cpc-aa-deny%,%cpc-aa-discard%,%dpc-aa-rx%,%dpc-aa-rx-accept%,%dpc-aa-rx-deny%,%dpc-aa-rx-discard%,%dpc-aa-tx%,%dpc-aa-tx-accept%,%dpc-aa-tx-deny%,%err-ind-rx%,%err-ind-tx%,%cpc-noresource%,%cpc-addr-occupied%,%cpc-nomem%,%cpc-missing-apn%,%cpc-unknown-pdp%,%cpc-auth-fail%,%cpc-sys-fail%,%cpc-sem-tft%

      gtpc schema gtpc2sch format EMS,GTPC2,%date%,%time%,%vpnname%,%vpnid%,%servname%,%cpc-syn-tft%,%cpc-sem-pktfilter%,%cpc-syn-pktfilter%,%cpc-ie-err%,%cpc-ie-missing%,%cpc-opt-ie-err%,%cpc-malformed%,%cpc-version%,%disc-sgsn%,%disc-path-fail%,%disc-smgr-dead%,%disc-admin%,%disc-other%,%disc-teardown%,%disc-idle%,%disc-absolute%,%disc-src-addr%,%disc-flow-add%,%disc-dhcp-renew-fail%,%disc-long-durn%,%disc-aborted%,%disc-apn-rmvd%,%pdu-notif%,%pdu-notif-accpet%,%pdu-notif-deny%,%pdu-notif-rej%,%pdu-notif-rej-accept%,%pdu-notif-rej-deny%,%pdu-notif-rej-discard%,%sri-req%,%sri-accept%,%sri-deny%,%fail-rep%,%fail-rep-accept%,%fail-rep-deny%,%note-ms-gprs%,%note-ms-gprs-accept%,%note-ms-gprs-deny%,%note-ms-gprs-discard%,%num-bytes-in%,%num-pkts-in%,%num-bytes-out%,%num-pkts-out%,%cpc-srv-not-supp%,%gtpu-echo-req-rx%,%gtpu-echo-req-tx%,%gtpu-echo-rsp-tx%,%gtpu-echo-rsp-rx%,%ctrl-num-bytes-in%,%ctrl-num-pkts-in%,%ctrl-num-bytes-out%,%ctrl-num-pkts-out%,%echo-req-rx%,%echo-req-tx%,%echo-rsp-tx%,%echo-rsp-rx%,%setup-current%,%current-ip%,%current-ppp%,%current-ipv6%,%current-ntwkinitd%,%setup-ipv6%,%setup-sgsn%,%setup-ggsn%,%qosconv-bytes-in%,%qosconv-pkts-in%,%qosconv-bytes-out%,%qosconv-pkts-out%,%qosstrm-bytes-in%,%qosstrm-pkts-in%,%qosstrm-bytes-out%,%qosstrm-pkts-out%,%qosint1-bytes-in%,%qosint1-pkts-in%,%qosint1-bytes-out%,%qosint1-pkts-out%,%qosint2-bytes-in%,%qosint2-pkts-in%,%qosint2-bytes-out%,%qosint2-pkts-out%,%qosint3-bytes-in%,%qosint3-pkts-in%,%qosint3-bytes-out%,%qosint3-pkts-out%,%qosint-bytes-in%,%qosint-pkts-in%,%qosint-bytes-out%,%qosint-pkts-out%,%qosback-bytes-in%,%qosback-pkts-in%,%qosback-bytes-out%,%qosback-pkts-out%,%dyn-ipv4-attempt%,%dyn-ipv6-attempt%,%dyn-ppp-attempt%,%dyn-ipv4-success%,%dyn-ipv6-success%,%dyn-ppp-success%,%cpc-no-apn-subscription%

      gtpp schema gtppsch format EMS,GTPP,%date%,%time%,%vpnname%,%vpnid%,%echo-req-rx%,%echo-req-tx%,%echo-rsp-rx%,%echo-rsp-tx%,%redir-rcvd%,%redir-rsp%,%node-alive%,%node-alive-rsp%,%data-rec-trans%,%dup-data-rec-trans%,%send-data-rec%,%rel-data-rec%,%cancel-data-rec%,%data-rec-trans-rsp%,%delete-node%,%node-addr%,%req-accept%,%req-not-fulfil%,%req-malform%,%version-not-supp%,%serv-not-supp%,%mand-ie-err%,%mand-ie-miss%,%opt-ie-err%,%dup-already-fulfil%,%already-fulfil%,%no-resource%,%sys-fail%,%normal-close%,%abnormal-close%,%vol-limit-close%,%time-limit-close%,%open-req%,%aaa-acct-arch%,%rdir-sys-fail%,%rdir-txbuf-full%,%rdir-rxbuf-full%,%other-node-dn%,%self-node-dn%,%rdir-no-res%,%rdir-serv-no%,%rdir-version-not-supp%,%rdir-mand-ie-miss%,%rdir-mand-ie-err%,%rdir-opt-ie-err%,%rdir-malformed%,%rdir-rsp-sys-fail%,%gss-echo-req%,%gss-echo-rsp%,%gss-gtpp-req%,%gss-gtpp-req-ret%,%gss-gtpp-rsp%,%gss-gtpp-rsp-failed%,%gss-gcdr-req%,%gss-gcdr-req-ret%,%gss-gcdr-rsp%,%gss-gcdr-rsp-failed%,%gss-aaaproxy-rec-req%,%gss-aaaproxy-rec-ret%,%gss-aaaproxy-rec-rsp%,%gss-aaaproxy-rec-rsp-failed%,%gss-aaamgr-rec-req%,%gss-aaamgr-rec-ret%,%gss-aaamgr-rec-rsp%,%gss-aaamgr-rec-rsp-failed%,%gss-update-cgf-req%,%gss-update-cgf-req-ret%,%gss-update-cgf-rsp%,%gss-update-cfg-rsp-failed%,%gss-clear-db-req%,%gss-clear-db-req-ret%,%gss-clear-db-rsp%,%gss-clear-db-rsp-failed%,%gss-update-req%,%gss-invalid-req-rcvd%,%data-rec-success-emp%

      ippool schema ippoolsch format EMS,IPPOOL,%date%,%time%,%vpnname%,%vpnid%,%name%,%used%,%hold%,%release%,%free%,%type%,%priority%,%state%,%startaddr%,%groupname%

      apn schema apnsch format EMS,APN,%date%,%time%,%vpnname%,%vpnid%,%apn%,%uplnk-bytes%,%dnlnk-bytes%,%uplnk-pkts%,%dnlnk-pkts%,%uplnk-drop%,%dnlnk-drop%,%bad-hdr%,%ttl-excd%,%frag-sent%,%frag-fail%,%inacl-drop%,%outacl-drop%,%bad-src-addr%,%addr-stat%,%addr-lpool%,%addr-rad%,%addr-dhcp%,%addr-dhcp-rly%,%addr-no-alloc%,%sess-curr%,%sess-curr-all%,%sess-tot%,%sess-tot-all%,%uplnk-bytes-drop%,%dnlnk-bytes-drop%,%data-fromuseravg-bps%,%data-touseravg-bps%,%data-fromusersust-bps%,%data-tousersust-bps%,%data-fromuseravg-pps%,%data-touseravg-pps%,%data-fromusersust-pps%,%data-tousersust-pps%,%qosconv-pkts-uplnk%,%qosconv-pkts-dnlnk%,%qosstrm-pkts-uplnk%,%qosstrm-pkts-dnlnk%,%qosint1-pkts-uplnk%,%qosint1-pkts-dnlnk%,%qosint2-pkts-uplnk%,%qosint2-pkts-dnlnk%,%qosint3-pkts-uplnk%,%qosint3-pkts-dnlnk%,%qosint-pkts-uplnk%,%qosint-pkts-dnlnk%,%qosback-pkts-uplnk%,%qosback-pkts-dnlnk%,%att-pdp-ctxt%,%att-deact-pdp-ggsn%,%succ-deact-pdp-ggsn%,%att-deact-pdp-ms%,%succ-deact-pdp-ms%,%dyn-ipv4-attempt%,%dyn-ipv6-attempt%,%dyn-ipv4-success%,%dyn-ipv6-success%,%auth-req-sent%,%auth-acc-rcvd%,%auth-timeout%,%acc-req-sent%,%acc-rsp-rcvd%,%acc-req-timeout%

      radius schema radiussch format EMS,RADIUS,%date%,%time%,%vpnname%,%vpnid%,%servertype%,%ipaddr%,%auth-req-sent%,%auth-req-sentwdmu%,%auth-req-pending%,%auth-req-retried%,%auth-req-retriedwdmu%,%auth-chal-rcvd%,%auth-acc-rcvd%,%auth-rej-rcvd%,%auth-rej-rcvdwdmu%,%auth-timeout%,%auth-cons-fail%,%auth-rsp-badauth%,%auth-rsp-malformed%,%auth-rsp-malformedattr%,%auth-rsp-unktype%,%auth-rsp-dropped%,%auth-rsp-roundtripusec%,%probe-issued%,%probe-success%,%probe-failed%,%probe-roundtriptimeusec%,%acc-req-sent%,%acc-req-pending%,%acc-req-retried%,%acc-rsp-rcvd%,%acc-req-timeout%,%acc-req-cons-fail%,%acc-rsp-badresp%,%acc-rsp-malformed%,%acc-rsp-unktype%,%acc-rsp-dropped%,%acc-rsp-roundtripusec%,%port%,%acc-start-sent%,%acc-stop-sent%,%acc-interim-sent%,%acc-start-retries%,%acc-stop-retries%,%acc-interim-retries%,%group%,%acc-ttl-g1%,%acc-ttl-g2%,%online-acc-req-sent%,%online-acc-req-pending%,%online-acc-req-retried%,%online-acc-rsp-rcvd%,%online-acc-rej-rcvd%,%online-acc-req-timeout%,%online-acc-rsp-badauth%,%online-acc-rsp-malformed%,%online-acc-rsp-malformedattr%,%online-acc-rsp-unktype%,%online-acc-badmsgauth%,%online-acc-nomsgauth%,%nasipaddr%,%keepalive-auth-req-sent%,%keepalive-auth-retried%,%keepalive-auth-acc-rcvd%,%keepalive-auth-timeout%,%keepalive-auth-rej-rcvd%,%keepalive-acct-req-sent%,%keepalive-acct-retried%,%keepalive-acct-success%,%keepalive-acct-timeout%,%keepalive-acct-rsp-badauth%,%cons-fail%,%keepalive-auth-rsp-badauth%,%keepalive-auth-rsp-malformed%,%keepalive-auth-rsp-malformedattr%,%keepalive-auth-rsp-unktype%,%keepalive-auth-rsp-dropped%,%acc-on-sent%,%acc-off-sent%,%acc-on-retries%,%acc-off-retries%,%keepalive-acct-rsp-malformed%,%keepalive-acct-rsp-unktype%,%keepalive-acct-rsp-dropped%

      ecs schema ecs1sch format EMS,ECS1,%date%,%time%,%ecs-subscribers%,%ecs-subscribers-cur%,%gcdrs-generated%,%edrs-generated%,%udrs-generated%,%ip-flows%,%ip-flows-cur%,%ip-uplk-bytes%,%ip-dwnlk-bytes%,%ip-uplk-pkts%,%ip-dwnlk-pkts%,%ip-uplk-pkts-frag%,%ip-dwnlk-pkts-frag%,%ip-uplk-bytes-frag%,%ip-dwnlk-bytes-frag%,%udp-flows%,%udp-flows-cur%,%udp-uplk-bytes%,%udp-dwnlk-bytes%,%udp-uplk-pkts%,%udp-dwnlk-pkts%,%udp-inv-pkts%,%tcp-flows%,%tcp-flows-cur%,%tcp-uplk-bytes%,%tcp-dwnlk-bytes%,%tcp-uplk-pkts%,%tcp-dwnlk-pkts%,%tcp-uplk-bytes-retr%,%tcp-dwnlk-bytes-retr%,%tcp-uplk-pkts-retr%,%tcp-dwnlk-pkts-retr%,%tcp-uplk-pkts-ooo-analyzd%,%tcp-dwnlk-pkts-ooo-analyzd%,%tcp-uplk-pkts-ooo-fail%,%tcp-dwnlk-pkts-ooo-fail%,%tcp-uplk-pkts-ooo-retr%,%tcp-dwnlk-pkts-ooo-retr%,%icmp-flows%,%icmp-flows-cur%,%icmp-uplk-bytes%,%icmp-dwnlk-bytes%,%icmp-uplk-pkts%,%icmp-dwnlk-pkts%,%icmp-ech-req%,%icmp-ech-rep%,%icmp-dst-unrch%,%icmp-redir%,%icmp-tm-excd%,%icmp-trace-route%,%icmp-oth%,%http-flows%,%http-flows-cur%,%http-uplk-bytes%,%http-dwnlk-bytes%,%http-uplk-pkts%,%http-dwnlk-pkts%,%http-uplk-bytes-retr%,%http-dwnlk-bytes-retr%,%http-uplk-pkts-retr%,%http-dwnlk-pkts-retr%,%http-req-succ%,%http-req-fail%,%http-get-req%,%http-post-req%,%http-connect-req%,%http-inv-pkts%,%https-flows%,%https-flows-cur%,%https-uplk-bytes%,%https-dwnlk-bytes%,%https-uplk-pkts%,%https-dwnlk-pkts%,%https-uplk-bytes-retr%,%https-dwnlk-bytes-retr%,%https-uplk-pkts-retr%,%https-dwnlk-pkts-retr%,%wtp-trans%,%wtp-cls-zero%,%wtp-cls-one%,%wtp-cls-two%,%wtp-uplk-bytes%,%wtp-dwnlk-bytes%,%wtp-uplk-pkts%,%wtp-dwnlk-pkts%,%wtp-uplk-bytes-retr%,%wtp-dwnlk-bytes-retr%,%wtp-uplk-pkts-retr%,%wtp-dwnlk-pkts-retr%,%wtp-invk-pkts%,%wtp-invk-tcl-zero%,%wtp-invk-tcl-one%,%wtp-invk-tcl-two%,%wtp-invk-tid-new%,%wtp-rslt-pkts%,%wtp-ack-to-resp%,%wtp-ack-to-init%,%wtp-abrt-to-resp%,%wtp-abrt-to-init%,%wtp-seg-invk%,%wtp-seg-rslt%,%wtp-neg-ack%,%wtp-tid-vrf%,%wtp-noninit-invk%,%wtp-unk-pdu%,%wsp-flows%,%wsp-flows-cur%,%wsp-co-conn%,%wsp-cl-conn%,%wsp-uplk-bytes%,%wsp-dwnlk-bytes%,%wsp-uplk-pkts%,%wsp-dwnlk-pkts%,%wsp-uplk-bytes-retr%,%wsp-dwnlk-bytes-retr%,%wsp-uplk-pkts-retr%,%wsp-dwnlk-pkts-retr%,%wsp-co-req-succ%,%wsp-co-req-fail%,%wsp-cl-req-succ%,%wsp-cl-req-fail%,%wsp-conn-pdu%,%wsp-conn-rep%,%wsp-redir%,%wsp-disc%,%wsp-susp%,%wsp-resm%,%wsp-opt%,%wsp-head%,%wsp-del%,%wsp-trace%,%wsp-reply%,%wsp-put%,%wsp-get%,%wsp-push%,%wsp-conf-push%,%wsp-post%,%wsp-data-frag%,%wsp-rsrvd%,%wsp-inv-pkts%,%mms-send%,%mms-send-succ%,%mms-send-fail%,%mms-retrv%,%mms-retrv-succ%,%mms-retrv-fail%,%mms-uplk-bytes%,%mms-dwnlk-bytes%,%mms-uplk-pkts%,%mms-dwnlk-pkts%,%mms-uplk-bytes-retr%,%mms-dwnlk-bytes-retr%,%mms-uplk-pkts-retr%,%mms-dwnlk-pkts-retr%,%mms-snd-req%,%mms-snd-conf%,%mms-ntf-ind%,%mms-ntf-ind-imm%,%mms-ntf-ind-del%,%mms-ntf-rsp%,%mms-retrv-conf%,%mms-ack-ind%,%mms-delvry-ind%,%mms-unk-pdu%,%mms-inv-pkts%,%sip-flows%,%sip-flows-cur%,%sip-calls%,%sip-uplk-bytes%,%sip-dwnlk-bytes%,%sip-uplk-pkts%,%sip-dwnlk-pkts%,%sip-uplk-bytes-retr%,%sip-dwnlk-bytes-retr%,%sip-uplk-pkts-retr%,%sip-dwnlk-pkts-retr%,%sip-invite%,%sip-bye%,%sip-ack%,%sip-cancel%,%sip-register%,%sip-inv-pkts%,%rtsp-flows%,%rtsp-flows-cur%,%rtsp-sess%,%rtsp-uplk-bytes%,%rtsp-dwnlk-bytes%,%rtsp-uplk-pkts%,%rtsp-dwnlk-pkts%,%rtsp-uplk-bytes-retr%,%rtsp-dwnlk-bytes-retr%,%rtsp-uplk-pkts-retr%,%rtsp-dwnlk-pkts-retr%,%rtsp-play%,%rtsp-setup%,%rtsp-pause%,%rtsp-record%,%rtsp-option%,%rtsp-redir%,%rtsp-desc%,%rtsp-announ%,%rtsp-trdwn%,%rtsp-get-param%,%rtsp-set-param%,%rtsp-inv-pkts%

      ecs schema ecs2sch format EMS,ECS2,%date%,%time%,%rtp-flows%,%rtp-flows-cur%,%rtp-uplk-bytes%,%rtp-dwnlk-bytes%,%rtp-uplk-pkts%,%rtp-dwnlk-pkts%,%ftp-flows%,%ftp-flows-cur%,%ftp-uplk-bytes%,%ftp-dwnlk-bytes%,%ftp-uplk-pkts%,%ftp-dwnlk-pkts%,%ftp-retr%,%ftp-stor%,%ftp-inv-pkts%,%smtp-flows%,%smtp-flows-cur%,%smtp-uplk-bytes%,%smtp-dwnlk-bytes%,%smtp-uplk-pkts%,%smtp-dwnlk-pkts%,%smtp-uplk-bytes-retr%,%smtp-dwnlk-bytes-retr%,%smtp-uplk-pkts-retr%,%smtp-dwnlk-pkts-retr%,%smtp-unk-cmd%,%smtp-unk-resp%,%smtp-req-succ%,%smtp-req-fail%,%smtp-helo%,%smtp-ehlo%,%smtp-mail-frm%,%smtp-rcpt-to%,%smtp-data%,%smtp-bdat%,%smtp-vrfy%,%smtp-expn%,%smtp-noop%,%smtp-rset%,%smtp-quit%,%smtp-inv-pkts%,%pop3-flows%,%pop3-flows-cur%,%pop3-uplk-bytes%,%pop3-dwnlk-bytes%,%pop3-uplk-pkts%,%pop3-dwnlk-pkts%,%pop3-uplk-bytes-retr%,%pop3-dwnlk-bytes-retr%,%pop3-uplk-pkts-retr%,%pop3-dwnlk-pkts-retr%,%pop3-retr%,%pop3-retr-succ%,%pop3-list%,%pop3-list-succ%,%pop3-inv-pkts%,%imap-uplk-bytes%,%imap-dwnlk-bytes%,%imap-uplk-pkts%,%imap-dwnlk-pkts%,%imap-uplk-bytes-retr%,%imap-dwnlk-bytes-retr%,%imap-uplk-pkts-retr%,%imap-dwnlk-pkts-retr%,%imap-req-succ%,%imap-req-fail%,%imap-reply-untag%,%imap-reply-commcont%,%imap-unk-command%,%imap-unk-reply%,%p2p-flows%,%p2p-flows-cur%,%p2p-skype-uplnk-bytes%,%p2p-skype-dwlnk-bytes%,%p2p-skype-uplnk-pkts%,%p2p-skype-dwlnk-pkts%,%p2p-bittorrent-uplnk-bytes%,%p2p-bittorrent-dwlnk-bytes%,%p2p-bittorrent-uplnk-pkts%,%p2p-bittorrent-dwlnk-pkts%,%p2p-edonkey-uplnk-bytes%,%p2p-edonkey-dwlnk-bytes%,%p2p-edonkey-uplnk-pkts%,%p2p-edonkey-dwlnk-pkts%,%p2p-msn-uplnk-bytes%,%p2p-msn-dwlnk-bytes%,%p2p-msn-uplnk-pkts%,%p2p-msn-dwlnk-pkts%,%p2p-yahoo-uplnk-bytes%,%p2p-yahoo-dwlnk-bytes%,%p2p-yahoo-uplnk-pkts%,%p2p-yahoo-dwlnk-pkts%

      ecs schema ecs3sch format EMS,ECS3,%date%,%time%,%p2p-orb-uplnk-bytes%,%p2p-orb-dwlnk-bytes%,%p2p-orb-uplnk-pkts%,%p2p-orb-dwlnk-pkts%,%p2p-winny-uplnk-bytes%,%p2p-winny-dwlnk-bytes%,%p2p-winny-uplnk-pkts%,%p2p-winny-dwlnk-pkts%,%p2p-slingbox-uplnk-bytes%,%p2p-slingbox-dwlnk-bytes%,%p2p-slingbox-uplnk-pkts%,%p2p-slingbox-dwlnk-pkts%,%p2p-fasttrack-uplnk-bytes%,%p2p-fasttrack-dwlnk-bytes%,%p2p-fasttrack-uplnk-pkts%,%p2p-fasttrack-dwlnk-pkts%,%p2p-gnutella-uplnk-bytes%,%p2p-gnutella-dwlnk-bytes%,%p2p-gnutella-uplnk-pkts%,%p2p-gnutella-dwlnk-pkts%,%p2p-jabber-uplnk-bytes%,%p2p-jabber-dwlnk-bytes%,%p2p-jabber-uplnk-pkts%,%p2p-jabber-dwlnk-pkts%,%ecs-ttlsuccess%,%ecs-ttlfail%,%ecs-curactive%,%ecs-15peak-curactive%,%ecs-ruleshit%,%ecs-ttldlinkbytes%,%ecs-ttlulinkbytes%,%ecs-ttldlinkpackets%,%ecs-ttlulinkpackets%,%ecs-ttlflowconn%,%ecs-ttlflowdisc%,%ecs-curflow%,%ecs-15peak-curflow%,%ecs-15min-usage-flowall%,%dns-dwnlk-bytes%,%dns-dwnlk-pkts%,%dns-flows%,%dns-flows-cur%,%dns-inv-pkts%,%dns-over-tcp-dwnlk-bytes%,%dns-over-tcp-dwnlk-pkts%,%dns-over-tcp-uplk-bytes%,%dns-over-tcp-uplk-pkts%,%dns-req-a-query%,%dns-req-cname-query%,%dns-req-ns-query%,%dns-req-ptr-query%,%dns-req-unknown-query%,%dns-rsp-a-query%,%dns-rsp-cname-query%,%dns-rsp-ns-query%,%dns-rsp-ptr-query%,%dns-rsp-unknown-query%,%dns-unk-opcode%,%dns-uplk-bytes%,%dns-uplk-pkts%,%icmp-inv-pkts%,%p2p-applejuice-dwlnk-bytes%,%p2p-applejuice-dwlnk-pkts%,%p2p-applejuice-uplnk-bytes%,%p2p-applejuice-uplnk-pkts%,%p2p-ares-dwlnk-bytes%,%p2p-ares-dwlnk-pkts%,%p2p-ares-uplnk-bytes%,%p2p-ares-uplnk-pkts%,%p2p-directconnect-dwlnk-bytes%,%p2p-directconnect-dwlnk-pkts%,%p2p-directconnect-uplnk-bytes%,%p2p-directconnect-uplnk-pkts%,%p2p-feidian-dwlnk-bytes%,%p2p-feidian-dwlnk-pkts%,%p2p-feidian-uplnk-bytes%,%p2p-feidian-uplnk-pkts%

      ecs schema ecs4sch format EMS,ECS4,%date%,%time%,%p2p-filetopia-dwlnk-bytes%,%p2p-filetopia-dwlnk-pkts%,%p2p-filetopia-uplnk-bytes%,%p2p-filetopia-uplnk-pkts%,%p2p-gadugadu-dwlnk-bytes%,%p2p-gadugadu-dwlnk-pkts%,%p2p-gadugadu-uplnk-bytes%,%p2p-gadugadu-uplnk-pkts%,%p2p-imesh-dwlnk-bytes%,%p2p-imesh-dwlnk-pkts%,%p2p-imesh-uplnk-bytes%,%p2p-imesh-uplnk-pkts%,%p2p-manolito-dwlnk-bytes%,%p2p-manolito-dwlnk-pkts%,%p2p-manolito-uplnk-bytes%,%p2p-manolito-uplnk-pkts%,%p2p-msn-non-voice-dwlnk-bytes%,%p2p-msn-non-voice-dwlnk-pkts%,%p2p-msn-non-voice-uplnk-bytes%,%p2p-msn-non-voice-uplnk-pkts%,%p2p-msn-voice-dwlnk-bytes%,%p2p-msn-voice-dwlnk-pkts%,%p2p-msn-voice-uplnk-bytes%,%p2p-msn-voice-uplnk-pkts%,%p2p-mute-dwlnk-bytes%,%p2p-mute-dwlnk-pkts%,%p2p-mute-uplnk-bytes%,%p2p-mute-uplnk-pkts%,%p2p-pando-dwlnk-bytes%,%p2p-pando-dwlnk-pkts%,%p2p-pando-uplnk-bytes%,%p2p-pando-uplnk-pkts%,%p2p-pplive-dwlnk-bytes%,%p2p-pplive-dwlnk-pkts%,%p2p-pplive-uplnk-bytes%,%p2p-pplive-uplnk-pkts%,%p2p-ppstream-dwlnk-bytes%,%p2p-ppstream-dwlnk-pkts%,%p2p-ppstream-uplnk-bytes%,%p2p-ppstream-uplnk-pkts%,%p2p-qq-dwlnk-bytes%,%p2p-qq-dwlnk-pkts%,%p2p-qqlive-dwlnk-bytes%,%p2p-qqlive-dwlnk-pkts%,%p2p-qqlive-uplnk-bytes%,%p2p-qqlive-uplnk-pkts%,%p2p-qq-uplnk-bytes%,%p2p-qq-uplnk-pkts%,%p2p-skinny-dwlnk-bytes%,%p2p-skinny-dwlnk-pkts%,%p2p-skinny-uplnk-bytes%,%p2p-skinny-uplnk-pkts%,%p2p-skype-non-voice-dwlnk-bytes%,%p2p-skype-non-voice-dwlnk-pkts%,%p2p-skype-non-voice-uplnk-bytes%,%p2p-skype-non-voice-uplnk-pkts%,%p2p-skype-voice-dwlnk-bytes%,%p2p-skype-voice-dwlnk-pkts%,%p2p-skype-voice-uplnk-bytes%,%p2p-skype-voice-uplnk-pkts%,%p2p-sopcast-dwlnk-bytes%,%p2p-sopcast-dwlnk-pkts%,%p2p-sopcast-uplnk-bytes%,%p2p-sopcast-uplnk-pkts%,%p2p-soulseek-dwlnk-bytes%,%p2p-soulseek-dwlnk-pkts%,%p2p-soulseek-uplnk-bytes%

      ecs schema ecs5sch format EMS,ECS5,%date%,%time%,%p2p-soulseek-uplnk-pkts%,%p2p-yahoo-non-voice-dwlnk-bytes%,%p2p-yahoo-non-voice-dwlnk-pkts%,%p2p-yahoo-non-voice-uplnk-bytes%,%p2p-yahoo-non-voice-uplnk-pkts%,%p2p-yahoo-voice-dwlnk-bytes%,%p2p-yahoo-voice-dwlnk-pkts%,%p2p-yahoo-voice-uplnk-bytes%,%p2p-yahoo-voice-uplnk-pkts%,%p2p-zattoo-dwlnk-bytes%,%p2p-zattoo-dwlnk-pkts%,%p2p-zattoo-uplnk-bytes%,%p2p-zattoo-uplnk-pkts%

    #exit

  #exit

  port ethernet 18/1

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 18

    link-aggregation master group 181

    no shutdown

    vlan 1751

      no shutdown

      bind interface gi-18/1lag-vlan1751 gi

    #exit

  #exit

  port ethernet 18/2

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 18

    link-aggregation member group 181

    no shutdown

  #exit

  port ethernet 18/3

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 18

    link-aggregation master group 183

    no shutdown

    bind interface gn-18/3lag gn

  #exit

  port ethernet 18/4

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 18

    link-aggregation member group 183

    no shutdown

  #exit

  port ethernet 20/1

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 20

    no shutdown

    vlan 1760

      no shutdown

      bind interface aaa-dcca-gi-20/1-vlan1760 gi

    #exit

    vlan 1772

      no shutdown

      bind interface aaa-corp-20/1-vlan1772 corp

    #exit

  #exit

  port ethernet 20/2

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 20

    no shutdown

    vlan 1767

      no shutdown

      bind interface bb-20/2-vlan1767 blackberry

    #exit

  #exit

  port ethernet 20/3

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 20

    no shutdown

    bind interface ga-20/3 ga

  #exit

  port ethernet 20/8

    threshold tx-utilization 70

    threshold rx-utilization 70

    threshold monitoring 

    preferred slot 20

    no shutdown

    bind interface corp-20/8 corp

  #exit

end

