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Unofficial Translation 

With the courtesy of the Foreign Banks' Association
This translation is for the convenience of those unfamiliar with the Thai language.  Please refer to the Thai text for the official version.

------------------------------------------------------------------------ 

BANK OF THAILAND    

12 April 2005

To Manager


All Commercial Banks


Specialized Financial Institutions


No.ThorPorTor. PhorGorSor (11) Wor.695/2548 Re: Guideline for Prevention of Internet Fraud by the Phishing method 

1. Rationale
To make financial institutions recognize the existing problems and be more prudent in providing the services as well as arrange to have preventive measures and warn customers about the potential fraud in order to provide safe and sound services to customers, reduce any impact and loss to the financial institutions’ business, and maintain customers’ confidence in the services. 

2. Scope of Application

All commercial banks and specialized financial institutions

3. Contents
Definition
Phishing means an attack in the form of E-mail spoofing and a construct of a fraudulent Web Site in order to deceive any E-mail recipients to disclose their financial information or other sensitive personal information such as credit card number, username and password, identification card number or other personal information.

Fraud problem
At present, fraud problem called “Phishing” is widespread in many countries and begins to spread among E-mail users in Thailand. Such problem has a tendency to increase as it is easy to conduct and the customers do not know of such fraudulent activities, bringing about financial loss to customers and financial institutions and affecting customers’ confidence in using the electronic financial services.

The method currently used to conduct the fraud is sending of spoofed E-mail to customers, acting as if it is an E-mail from financial institutions.  The E-mail usually entails respectable subject and contents such as “request for confirmation of financial information in accordance with security measures for customer accounts” or “notifying of the due period for checking customers’ information” or “notifying that the customer accounts are temporarily confiscated”, thereby requesting customers to verify the information so that their financial transactions can resume.  Attached also are a hyperlink to forged the Web Site of financial institutions with trademark, symbol, or image stolen or taken from well-known financial institutions, or a questionnaire form for customers to fill in their personal information such as credit card number, account number, username and password.  After the customers fill in the information in the fraudulent Web Site or the questionnaire, the impostor will immorally use such information in many ways, for example, fund transfer or payment to a third party via internet banking or telephone banking or mobile banking, or purchasing goods and services via an internet using a credit card. 

Preventive measures

1. More prudence 


Financial institutions should be more prudent and arrange to have security measures as follows:


- When financial institutions send an E-mail to customers, they must not embed a hyperlink to their Web Site or attach a questionnaire on personal information to customers.


- Arranging to have risk assessment process to determine the high risk services and set preventive measures for the potential risk.  For example, when financial institutions provide fund transfer services from customer deposit accounts to a third party via an internet, where customers do not have to notify the financial institutions in writing beforehand, the financial institutions should consider setting an appropriate fund transfer limit or using the two-factor authentication
 in providing the high risk services via an internet.


- Arranging to have an audit trail process of customer transactions via various electronic channels continuously, therefore helping financial institutions in quickly acknowledging the forms of irregular transactions and a chance of fraudulent activities.   


- Continuously monitoring advancement in technology related to the services as well as the forms of fraud via an internet
 and other electronic channels in order to appropriately improve the security measures and choose an effective technology to prevent fraudulent activities.


- Notifying customers of fraudulent activities via Phishing by displaying a warning message on the main page of financial institutions’ Web Sites and sending letters to customers.  Financial institutions should have a process to notify new customers of such information as well.


- Arranging to have a problem-solving process by assigning responsible team trained to quickly analyze and solve the problems, as well as arranging to have the problem report to the executives of the financial institution.

2. Suggestions for customers
Financial institutions should provide useful information and suggestions to customers in writing and notify customers of such information so that the customers can 

safely use electronic financial services, thereby reducing the risk of loss both to the customers and financial institutions. The suggestions for customers should include


- notifying customers that financial institutions do not have the policy to provide the following services:



1. sending E-mail with embedded hyperlink to the Web Site of financial institutions to customers


2. requesting personal information and sensitive financial information such as username and password, credit card number via an E-mail or other channels such as a telephone or a letter.


- suggesting that customers access their financial institutions’ Web Site directly by typing the address of Web Site (URL) in their browsers whenever they want to use the services via an internet, rather than using a hyperlink embedded with an E-mail. 


- suggesting that customers verify the transactions such as the amount, transaction date, and account number, and regularly check the outstanding of the accounts in order to prevent any potential irregular transactions.


- suggesting that customers do not send personal information or important financial information via an E-mail that has suspicious message pretending to be a financial institution, and that the customers promptly contact the financial institutions. 

3. Complaint handling process


Financial institutions should arrange to have a channel to receive problem notices or customer complaints and notify the customers of such channel. At the minimum, financial institutions should have contact phone numbers that customers may contact upon finding any irregular event or activity. Furthermore, financial institutions should also train the staffs to handle the complaints to be knowledgeable and be able to give suggestions for the customers with regard to use electronic financial services correctly and safely. 

4. Effective Date

This Circular is effective from now on. 







                     Yours sincerely,







(M.R. Pridiyathorn Devakula)








  
Governor
Financial Institutions Strategy Department

Tel: 0-2283-6938, 0-2283-5839

Note
[   ]  
The Bank of Thailand will arrange a clarification meeting on_____, at_____.


[X]   No clarification meeting will be arranged









� Is an authentication method that will increase safetysecurity in providing services via an internet, consisting of 2 steps as follows:


use of username and password


use of additional authentication tool such as use of a token to generate one-time create a new passwords when accessing the services or use the customer’s private key stored in the customers’ smart card, or any other toolsdevices in the customer’s possession. that belong to the customers.


� For more information,


Thai Computer Emergency Response Team: Thai CERT  � HYPERLINK "http://www.thaicert.nectec.or.th" ��http://www.thaicert.nectec.or.th�


Anti-Phishing Working Group Association of the United States � HYPERLINK "http://wwwl.antiphishing.org" ��http://wwwl.antiphishing.org� 
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