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Chemical Facility Anti-Terrorism Standards Implementation SnapShot

Robert B. Stephan

Robert B. Stephan is the Assistant Secretary of Homeland Security for Infrastructure Protection, responsible for the Department’s efforts to catalog the Nation’s critical infrastructures and key resources and coordinate risk-based strategies and protective measures to secure them from terrorist attack.  Among these efforts, Assistant Secretary Stephan directs the implementation of the Chemical Facility Anti-Terrorism Standards, 6 CFR Part 27.
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November 20, 2007 started the Department of Homeland Security’s Chemical Facility Anti-Terrorism Standards (CFATS) Top-Screen filing countdown [see ABA Homeland Security and National Defense Newsletter, Heather M. Corken, Fall 2007, p. 1 and Evan D. Wolff, Winter 2007, p. 11].  Pursuant to the requirements of the Fiscal Year 2007 DHS Appropriations Act, which authorizes the Department to require high-risk chemical facilities to complete Security Vulnerability Assessments (SVAs), develop Site Security Plans (SSPs), and implement protective measures necessary to meet risk-based performance standards established by DHS, we developed and released a regulatory framework to address the high level of security risk posed by certain chemical facilities.  That framework, the CFATS interim final rule, was published on April 9, 2007, with the release of the final Appendix A, which identifies Chemicals of Interest (COI) and the corresponding Screening Threshold Quantities, following on November 20, 2007—the date on which the aforementioned Top-Screen countdown began.

CFATS—November 20, 2007 to January 22, 2008

Since the beginning of the CFATS rulemaking process, to ensure that our security partners were aware of any and all CFATS regulatory requirements, the DHS has made a concerted effort to publicize the rule. As part of a dedicated outreach program, various DHS personnel have presented at numerous security and chemical industry conferences, participated in a variety of other meetings hosted by security partners, worked with other federal agencies and state and local entities, issued several press releases regarding the regulations, published and distributed full copies of the regulations as well as various fact sheets summarizing critical aspects of the regulations, and developed and continually updated a DHS.gov Chemical Security-centric website.  Given the level of participation in the program, we believe our outreach efforts have made a significant impact.  But the Department will not stop there; we will continue to engage security stakeholders on a regular basis, ensuring that all interested parties are informed of the Department’s activities in the chemical security regulatory field.
Top-Screen Activity

Top-Screen-related activity alone illustrates the initial successes of the Department’s outreach efforts.  Through the end of February, over 42,000 facilities have registered for the Chemical Security Assessment Tool (CSAT) on-line application and the Department has received approximately 28,000 Top-Screens (for additional information on CSAT, please see http://www.dhs.gov/chemicalsecurity).  Several thousand additional facilities (including a sizeable number of colleges and universities specifically discussed in the preamble to the Appendix A Final Rule) have requested and received Top-Screen filing extensions.  72 Fed. Reg. 65411 (November 20, 2007).

Also, partially stemming from implementation issues surrounding the ammonium nitrate security-related provisions within the Fiscal Year 2008 Omnibus Appropriations Act, which amends the Homeland Security Act of 2002 (6 U.S.C. 361 et seq.), the Department granted an extension to several categories of agricultural operations possessing COI solely for agricultural use.  73 Fed. Reg. 1640 (January 9, 2008).  DHS is currently gathering more information about these issues to determine whether any modification of the Top-Screen requirements might be warranted.

Beginning in late April, after most filing extensions have expired, in concert with our public and private sector partners, we will begin efforts to identify those facilities that are out of compliance with the Top-Screen reporting requirements of the regulation.  Our goal is to map the risk picture as it exists across the nation, and in order to accurately do so, we will actively seek out those that have failed to adequately engage in the regulatory process and bring them into the regulatory program, ultimately complementing existing information.

Phase 1

The Department is using a phased approach for implementation of the CFATS regulation, a process in which some of your clients may be involved.  The Phase 1 process, initiated in advance of the release of Appendix A, began CFATS implementation at certain facilities that the Department believed, based on available information, are likely to be high-risk.  Following initial outreach at the corporate level, the Department sent letters to approximately 90 facilities, informing them of their selection for participation in Phase 1, and advising those facilities of the requirement to submit a Top-Screen.  The first half of those facilities completed the Top-Screen in advance of the release of Appendix A, and many received technical assistance from Department inspectors.  After receiving the majority of Phase 1 Top-Screens, DHS reviewed these submissions for initial risk determinations.

Those Phase 1 facilities initially determined to be high-risk will receive written notification from the Department in the very near future informing them of the Department’s determination and instructing those facilities on their requirements to complete an SVA for departmental review.  The Department will provide technical assistance to those Phase 1 high-risk facilities as they work through the SVA process.

CFATS—After January 22, 2008

Having passed the initial Top-Screen submission deadline of January 22, 2008, the Department is now in the process of reviewing the data received via the Top-Screens currently in hand (as previously discussed, approximately 28,000 Top-Screens have been submitted).  Facilities that submit a Top-Screen and achieve a sufficient level of potential consequence will preliminarily be placed within one of four risk-based tiers. Facilities found to be insufficiently consequential will not be tiered and will exit the regulatory system.

Tiering and Security Vulnerability Assessment

As each facility completes the Top-Screen, results are transferred to a secure database where the information will be subject to a number of analytical processes, followed by detailed analyst review, informing the preliminary tiering determination. If a facility is not screened out during the Top-Screen process, the Department will preliminarily assign the facility to a risk-based tier. The Department will notify those preliminary high-risk facilities of their designation in writing, and advise them of the requirement to complete an SVA within a specified period of time, typically 90 days (6 CFR § 27.210(a)(2)), though the first group of Phase 1 facilities, with technical assistance provided by the Department, likely will complete their SVAs in 60 days.  Those facilities must then complete the SVA and submit them to the Department. Results from this SVA will inform the Department’s determination of a facility’s final tier assignment.

The Department is currently in the final stages of developing the SVA, as well as the SVA user’s manual.  Similar to the Top-Screen, the SVA will be accessible via the on-line CSAT.  The Department will also continue to maintain the CSAT Help Desk, which saw substantial usage through the Top-Screen process.  As the Help Desk receives questions and formulates answers that DHS believes may be of interest to other facilities engaged in the SVA process, FAQs will be posted on the Help Desk website (http://csat-help.dhs.gov).

In addition to the standard CSAT SVA process, the CFATS rule allows Tier 4 facilities to submit an Alternative Security Program, which must “provide an equivalent level of security to that established by [the CFATS rule].”  6 CFR 27.235(a).  The Department will review each Alternative Security Program submitted to satisfy the SVA requirements for Tier 4 facilities, and provide a written determination of the approval or disapproval of that program.

Site Security Planning and Inspections

As mentioned above, the facility specific information submitted through the SVA process will inform the Department’s final tiering process, in which all high-risk facilities (those that “tier-in”) will be placed into one of four risk-based tiers.  The higher the risk-based tier, the more robust the security measures and the more frequent and rigorous the inspections.  Similar to the post Top-Screen preliminary tiering notification process, these high-risk facilities will be notified in writing of their tiering designation, and will be informed of their requirement to develop a Site Security Plan (SSP) that addresses identified vulnerabilities, as well as the associated performance standards and the security issues presented by the facility.

Following the development and submission of an SSP, DHS will then inspect each facility to validate that the information within a facility’s SVA accurately represents the risk presented by that facility; as well as inspect the facility to both validate the adequacy of a facility’s SSP and verify the implementation of the plan’s measures.  These inspections will be conducted or audited by the Department’s Chemical Security Inspector cadre, and will occur on a cyclical basis tied to a facility’s tier level (e.g., Tier 1 facilities likely will be inspected annually, Tier 2 facilities every other year).

The Department is currently in the process of developing the CSAT-based SSP, with an anticipated general program rollout in late summer.  This schedule is contingent upon the timely receipt of SVAs, and the subsequent review and final tiering determination period for those SVAs.  It is worth noting that all facilities may submit an Alternative Security Program in lieu of an SSP, unlike the case for SVAs, where only Tier 4 facilities may submit an Alternative Security Plan.  Any Alternative Security Program submitted in lieu of an SSP must meet an equivalent level of security as the requirements for a CSAT SSP, a determination the Department will make on a case-by-case basis.  6 CFR § 27.235(a)(2)

Risk-Based Performance Standards

The Risk-Based Performance Standards discussed in 6 CFR § 27.230 are an integral part of the CFATS rule.  The standards themselves are broad and designed to promote a great deal of flexibility in how a facility approaches meeting standards applicable to it.  Although all high-risk facilities must comply with the risk-based performance standards, the measures necessary to meet these standards will vary for the different tiers.  For example, a Tier 1 facility with a release hazard security issue would be required to satisfy the performance standards for perimeter control, personnel access, cyber security, intrusion detection, and all other standards applicable to that security issue at a level appropriate for Tier 1 facilities.

How the facility chooses to meet the required performance standards in its Site Security Plan is at the facility’s discretion, subject to DHS approval of the plan’s overall compliance with the performance standards.  6 CFR § 27.245.  In the example of the Tier 1 facility with a release security issue, the “restrict area perimeter” performance standard at the Tier 1 level may involve, for example, the facility establishing a clearly defined perimeter that cannot be breached by a wheeled vehicle. To meet the performance standard, the facility is able to consider a vast number of security measures and might ultimately choose to install cable anchored in concrete block along with movable bollards at all active gates.  As long as the specific measures are sufficient to address the performance standard, the Department would approve the plan.  Or the facility might choose to “landscape” its perimeter with large boulders, steep berms, streams, or other obstacles that would thwart a wheeled vehicle.  Again, as long as the proposed measures are sufficient, the Department would approve this plan.

DHS is now in the process of developing a guidance document that will provide greater insight into the Risk-Based Performance Standards, and will provide examples and explanations of the level of security appropriate to satisfy a risk-based performance standard for a certain security issue.  The Department has subjected this guidance document to a comprehensive vetting process, utilizing security stakeholder partners both inside and outside of the federal government.  Following internal clearances, DHS intends to make this document available in advance of any general implementation schedule (i.e., non-Phase 1) Site Security Plan requirements.

Conclusion

As we conclude our initial review of the Top-Screen data, the Department will shift its focus to the development of Security Vulnerability Assessments and Site Security Plans.  We will continue to engage the regulated community through an extensive outreach program, ensuring that all parties are aware of any new developments under the regulatory program.  DHS will also continue to foster individual facility-level relationships via the Department’s inspector cadre.  As we move into the SVA stage of the program, those inspectors are the face of the chemical security program in the field, and facilities should feel free to contact them as questions inevitably arise.  I would also ask that any questions regarding the program be directed to Dennis Deziel, of the Infrastructure Security Compliance Division, Department of Homeland Security, at 703-235-5263.  Alternatively, questions concerning the results of the CSAT Top-Screen or the SVA may be directed to the CSAT Help Desk at 1-866-323-2957, or CSAT@dhs.gov.

In closing, the Department is collaborating extensively with the public, including members of the chemical sector and environmental groups, to actively work toward achieving our collective goals under the CFATS regulatory framework.  In almost every case, industry has voluntarily done a tremendous amount to ensure the security and resiliency of its facilities and systems.  As we implement the chemical facility security regulations, we will continue to work as partners with industry, states and localities to get the job done.  Ultimately, our success is dependent upon continued cooperation with those partners as we move toward a more secure future.

Chemical Facility Security—Congress and DHS in an 
Uneasy Race

James W. Conrad, Jr.

For five years after 9/11, Congress was locked in a form of trench warfare on the subject of chemical facility security.  Every year hearings would be held, and bills introduced and marked up, but the battle lines remained static, stalemated over hot-button issues like preemption and “inherently safer technology” (IST).  The imminent prospect of the 2006 elections, and the fear of being criticized for inaction, finally led DHS and Congress to compromise on the page-and-a half of legislation that became Section 550 of the FY07 DHS spending bill.  That provision is now being implemented as the “Chemical Facility Anti-Terrorism Standards” (CFATS) rule, as Assistant Secretary Bob Stephan reports in his article on page 1.

However, the price that the authorizing committees exacted for allowing Section 550 to bypass their jurisdiction was a sunset provision that makes DHS’s CFATS authority expire on October 1, 2009.  And although we’re only halfway there, the House Homeland Security Committee has seized upon the sunset as the reason to move aggressively with new legislation that offers something to virtually every potentially affected interest.  On the other hand, it would be sufficient for Congress simply to strike the sunset clause from Section 550, and the chair of the House Energy and Commerce Committee’s Environment and Hazardous Materials Subcommittee has introduced a bill (H.R. 5533) that would do little more.

The Homeland Security Committee marked up its bill (H.R. 5577) on March 6.  While the future interaction of the two bills is hard to predict, there are plausible scenarios in which the Homeland Security Committee’s  ambitious  bill  becomes  law  this year. And even if it doesn’t, wherever this Congress leaves things is certainly where the next Congress will pick
(Continued on p. 16)

Keeping Cool in the Face of an ICE Summons for Records

J. Scott Maberry & Gozie C. Onyema

Among the web of government agencies that enforce U.S. trade controls, the U.S. Immigration and Customs Enforcement (ICE) is one of the least known and most active.  ICE’s broad jurisdiction combined with its authority to issue administrative summonses for records makes it a powerful force in government enforcement of International trade controls.  ICE has established itself as an important investigative agency in this regulatory arena in the last decade, even though the US. Department of State’s Directorate of Defense Trade Controls (DDTC) and the U.S. Department of Commerce’s Bureau of Industry and Security (BIS) tend to be the agencies better known for having jurisdiction over export controls, and the U.S. Department of Treasury’s Office of Foreign Assets Controls (OFAC) is the principle enforcer of U.S. economic sanctions and embargoes.  ICE’s investigative success in these areas has been due in large part to its ability to issue summonses that yield critical case breaking import and export records.  For this reason, the ICE summons will continue to be an important investigation tool in the future, and ICE may be expected to continue to be very active in the coming years, along with DDTC, BIS and OFAC, in the enforcement of U.S. trade controls.  Companies that do business internationally should therefore be prepared with a plan of practical steps to be taken in response to an ICE summons for records.
ICE Background
ICE was established in response to the attacks of September 11, 2001,  as a branch of the Department of Homeland Security, by combining the law enforcement arms of the former Immigration and Naturalization Service and the former U.S. Customs Service.  This consolidation has made ICE the largest investigative branch of the DHS.  ICE has more than 15,000 employees working in the U.S. and U.S. embassies around the world.  Over 5,500 of these 
 (Continued on p. 20)

The Department of Labor in Iraq?

Stephen L. Purcell

Unknown by many Americans, including a large segment of this country’s legal community, is the fact that the United States Department of Labor (“DOL” or “the Department”) routinely adjudicates hundreds of claims for benefits relating to injuries and deaths which have occurred outside the United States.  Jurisdiction over these claims  arises under one of three extensions of the Longshore and Harbor Workers’ Compensation Act (“LHWCA” or “the Act”), 33 U.S.C. § 901 et seq., a statute which provides monetary and medical benefits to certain maritime workers and their dependants when those workers are injured or killed during the course and scope of their employment.  Unlike the LHWCA, claims filed under the extensions of the Act are not limited to “maritime workers,” and they routinely arise from injuries sustained by workers in countries such as Germany, Japan, Uzbekistan, China, and the United Kingdom.  Claims based on injuries and deaths suffered by workers in the Middle East, particularly those employed in Iraq and Afghanistan, now make up the largest percentage of such claims.

The Defense Base Act

The Defense Base Act (DBA), 42 U.S.C. § 1651 et seq., one of the statutes extending LHWCA coverage to non-maritime employees, is the statute most frequently relied upon by claimants in the bulk of the cases coming out of the Middle East.  The DBA, enacted by Congress in 1941, covers, among others, workers who are injured or killed while engaged in work for private employers on military bases or on lands used for military purposes outside the United States.  The DBA also covers employees performing work under public works contracts with any U.S. Government agency, including construction and service contracts connected to the national defense or war activities outside the United States.  Workers engaged in employment described in the statute are covered regardless of nationality.  Thus, a Nepalese construction worker for Kellogg, Brown & Root injured while building  barracks to house American soldiers in Afghanistan may, just like his American counterpart, seek disability compensation and medical treatment under the DBA for that injury.

The Non-Appropriated Funds 
Instrumentalities Act

A second statute, the Non-Appropriated Funds Instrumentality Act (NFIA), 5 U.S.C. § 8171 et seq., also extends LHWCA coverage to civilian employees of armed forces instrumentalities when those employees are injured or killed in the course and scope of their employment.  “Instrumentalities” referenced by the statute include such things as officers’ clubs, base exchanges, recreational centers, movie theaters, and fitness clubs, and employees of these “instrumentalities” are entitled to typical workers’ compensation benefits in the event of an injury and resulting disability.  Eligibility for coverage also requires that the workers be paid with funds generated from earnings of the instrumentality rather than from congressional appropriations.

The War Hazards Compensation Act

The War Hazards Compensation Act (WHCA), 42 U.S.C. § 1701 et seq., signed into law in 1942, also provides coverage to certain classes of persons injured during the conduct of “war activities.”  However, it does not, in and of itself, provide any substantive rights to a claimant.  Rather, it provides a source of funds to pay benefits awarded under the DBA or NFIA to employees who are working outside of the United States and who would not otherwise be covered by those statutes because their injuries or deaths were caused by “hostile actions.”  Coverage extends only to civilian, non-government workers, including employees of contractors, public welfare organizations and military base civilian personnel.  The employer of a covered worker found entitled to benefits is reimbursed for those benefits from the Federal Employees’ Compensation Act (“FECA”) Fund.

Processing and Adjudication of Claims

All individuals seeking benefits under the Act and its extensions must file a timely claim in the appropriate district office of DOL’s Office of Workers’ Compensation Programs (“OWCP”).  The vast majority of these claims are disposed of at that level through an informal adjudication process during which claimants or their representatives meet with OWCP personnel and employers to discuss and resolve such issues as the nature and extent of the claimed disability, entitlement to medical treatment, and the rate and amount of compensation to be awarded.

In the event the parties cannot agree on a resolution of the case at the OWCP level, they may request a formal hearing before an Administrative Law Judge (ALJ).  The matter is then referred to DOL’s Office of Administrative Law Judges (OALJ) for an evidentiary hearing.  OALJ has 42 ALJs assigned either to the National Office in Washington, D.C. or to one of its seven District Offices located in: Boston, Massachusetts; Pittsburgh, Pennsylvania; Cherry Hill, New Jersey; Cincinnati, Ohio; Newport News, Virginia; Covington, Louisiana; and San Francisco, California.  The formal hearing is a de novo proceeding during which the parties may introduce lay and expert testimony and other evidence in support of their respective positions.  The ALJ is not bound by common law or statutory rules of evidence and procedure except as provided by Section 554 of the Administrative Procedure Act, 5 U.S.C. § 554, and applicable DOL regulations.

Any party dissatisfied with an ALJ’s decision is entitled to appeal that decision to the Department’s Benefits Review Board (BRB or “Board”).  The BRB was created in 1972 and is comprised of five members appointed by the Secretary.  It exercises the appellate review authority formerly exercised by the United States District Courts, and appeals from the Board proceed to the U.S. Courts of Appeals and to the U.S. Supreme Court.

Increase In DBA Claims at OWCP

In the recent past, the number of overseas claims handled by the Department has steadily increased, in large part because of the ongoing hostilities in Afghanistan and Iraq.  For example, during Calendar Year 2003, there were a total of 170 such claims filed with OWCP relating to injuries or deaths in those two countries, while claims arising elsewhere in the world totaled 634.  Of the 170 claims from Afghanistan and Iraq, 14 involved injuries which were not sufficient to have caused any lost time from work by the injured worker.  Of the 634 other claims, 48 involved injuries with no lost time from work.

By the end of Calendar Year 2007, the number of death and injury claims from Afghanistan and Iraq had risen to 14,420.  In contrast, there were only 1,945 such claims filed during that same year for injuries sustained in other foreign countries.  Notably, of the 14,420 Afghanistan and Iraq claims, 10,750 involved injuries which did not result in any lost time from work.

Adjudication of DBA Cases By OALJ

While the number of claims referred to OALJ for formal hearings has increased substantially over the past few years, OALJ has not seen as dramatic a rise in case numbers as that experienced by OWCP.  For example, in Fiscal Year 2005, OALJ docketed 95 DBA claims, 26 of which were disposed of during that same period.  In contrast, by the end of Fiscal Year 2007, OALJ had docketed 362 cases and disposed of 209.  As of February 28, 2008, OALJ has docketed another 143 DBA cases for Fiscal Year 2008, disposed of 160, and has 245 such cases awaiting disposition.

Beginning in March 2005, OALJ made a policy decision to give expedited consideration to DBA cases when those claims resulted from injuries or deaths occurring in war zones in the Middle East.  DBA cases must now be assigned to an ALJ within five days of docketing, notices of hearing are to be issued within ten days thereafter, and the hearing is to be held within 45 to 60 days from the date the notice is issued rather than the 120 days typically allowed in LHWCA cases. Of course such expedited consideration is not mandatory if the parties mutually agree that additional time is needed before the hearing is held so that they may obtain discovery or engage in settlement discussions. Indeed, the discovery period in these cases is sometimes more protracted than other LHWCA-related cases because documentation relevant to the claim may be located outside the United States and not readily available to the parties.  Likewise, as discussed below, the residence of the claimant is a factor which affects when and where the hearing will take place.

Applicable rules provide that, except for good cause shown, formal hearings before OALJ in LHWCA and related-Act cases will be held not more than 75 miles from the claimant’s residence.  20 C.F.R. § 702.337(a); see also 29 C.F.R. § 18.27(c).  Thus far, most claimants seeking benefits in DBA cases have been either American citizens or resident aliens whose cases have been adjudicated in the United States after they have returned from abroad.  In other instances, foreign claimants seeking benefits have travelled to the U.S. for a hearing, settled their claims before the hearing was scheduled to occur outside the U.S., or simply relied on American counsel to prosecute their claims here in lieu of appearing for an in-person hearing.  However, non-resident aliens can and do file claims for compensation and death benefits and ask for hearings where they reside.  When that happens, OALJ’s judges are obligated to adjudicate those claims in accordance with the statute and applicable regulations.

Video Hearings by OALJ

Although only a handful of DBA and NFIA cases has required foreign travel by DOL’s judges, the ever-increasing number of cases coming out of the Middle East has raised concerns within OALJ regarding how requests for hearings in foreign countries can reasonably be handled in the future.  Such concerns arise out of, among other things, budgetary constraints imposed on the agency within the past few years and a strong desire to avoid sending judges to places where they might be exposed to an unreasonable risk of death or serious bodily harm.  One possible solution to this problem is to offer (or perhaps require) that hearings involving foreign claimants be conducted via videoconference with the claimant participating from his or her country of residence and the other parties, their counsel, and the ALJ located in one or more geographic locations within the United States.

Presently, video hearings by federal agencies, such as the Social Security Administration and Department of Health and Human Services, are utilized on a regular basis as a mechanism for coping with the challenges presented by increasing caseloads and dwindling federal funds.  There is simply no reason that OALJ cannot adapt the procedures employed by these and other federal agencies to address the problems presented by adjudicating claims in foreign countries.  Of course conducting video hearings with one or more parties located outside the U.S. poses a few problems not faced by other agencies.  For example, OALJ would have to make arrangements for courtrooms, conference rooms or similar facilities in foreign jurisdictions from which the claimant and other witnesses in the proceeding would testify.  Similarly, OALJ would have to ensure that the video equipment being utilized at all locations was compatible, and that technical personnel were available at the time of the hearing to deal with any equipment failures or malfunctions. Furthermore, these hearings would have to be scheduled at a time which is reasonably convenient for all parties considering the substantial disparities in the time zones involved in such matters (e.g., the eight hour time difference between Washington, D.C. and Kabul, Afghanistan).  The hearings themselves, however, should appear no different to the participants when compared to those involved in any other video hearing—as long as the video connection is functioning properly, a claimant testifying from a conference room in Baghdad should look no different than if he or she were testifying from an SSA hearing room in Orlando, Florida.

While no decision has yet been made regarding when, or even if, OALJ will begin conducting video hearings in cases adjudicated by DOL’s judges, it appears that such proceedings may be a reasonable accommodation which meets the needs of all concerned.  Although not identical to an “in-person” hearing, the video hearing is the substantial equivalent in that it will allow the parties to present live testimony, and it will provide the ALJ with the opportunity to observe that testimony and to assess the witnesses’ credibility.  Furthermore, it would presumably allow the hearing to be scheduled much quicker, and at a substantially lower cost, than if an in-person hearing in the foreign country must be held.  Indeed, given the burgeoning number of DBA claims in the recent past, this may be the only way that OALJ is able to fulfill its obligation to provide litigants with a timely evidentiary hearing.

Conclusion
While DBA cases, and to a lesser extent those arising under the NFIA, make up a relatively small percentage of the cases heard by OALJ, the steady increase in the number of such cases has begun to have a disproportionate impact on OALJ’s resources.  If this trend continues, changes with respect to how these cases are adjudicated may result, including revising the policy on conducting expedited hearings in war-zone cases and/or the implementation of video hearings for claimants who reside in foreign jurisdictions.  However, regardless of any changes made with respect to the procedural aspects of these claims, the rights of the parties to a timely hearing, and to a prompt decision based on a fully-developed record, will be honored.

Stephen L. Purcell is the Associate Chief Administrative Law Judge for Longshore in the Office of Administrative Law Judges, U.S. Department of Labor, Washington, D.C.  Any views or opinions expressed herein are solely his and should not be construed as those of the Department of Labor.

CRITICAL ISSUES IN IDENTITY MANAGEMENT: An ADMINISTRATIVE LAW PERSPECTIVE

LUCY L. THOMSON

Identity management has emerged as one of the most challenging and important homeland security issues facing government officials today.  With the intense focus in government on developing solutions to combat terrorism and protect the nation’s borders, policymakers at the federal and state levels, as well as internationally, are being required to address new legal issues and evaluate complex technologies.  Reliable and effective identity management systems are needed to sort out law-abiding individuals from potential terrorists, protect the county’s borders in order to stop illegal immigration, prevent hazardous cargo from entering the country, provide an effective emergency response in the event of a national disaster and combat identity theft, particularly on the Internet.

An intense debate is taking place in the U.S. and abroad about whether countries should require a national ID card for everyone.  Consensus has not yet emerged on the proper balance between the development of information systems to address terrorist threats and the need to adopt policies to protect the privacy of individual data.  At the same time, concerns abound that identity management systems may contain sensitive personal information that can be used to track the activities of an entire population, jeopardizing the privacy individuals have cherished for centuries.

Significant issues about the nature of identity and how it can be established, and the control individuals should have over their own personal information, are at the heart of the debate about how to combat terrorism and keep the nation safe.  The nature of information on identity credentials, whether they will contain digital certificates, digital photographs, fingerprints, DNA, and other biometric files; the structure of the credential; and the extent to which the information will be linked to other databases present difficult decisions for those charged with responsibility for developing identity management solutions

9/11 Commission Recommendations

In response to the tragedy of 9/11, the National Commission on Terrorist Attacks Upon the United States (known as the 9/11 Commission) issued its report and recommendations, emphasizing the need to  “protect against and prepare for terrorist attacks.”

A number of the 9/11 Commission recommendations focus directly on key aspects of identity management:
•
Address problems of screening people with biometric identifiers across agencies and governments, including our border and transportation systems, by designing a comprehensive screening system that addresses common problems and sets common standards.  As standards spread, this necessary and ambitious effort could dramatically strengthen the world’s ability to intercept individuals who could pose catastrophic threats.

•
Quickly complete a biometric entry-exit screening system, one that also speeds qualified travelers.

•
Set standards for the issuance of birth certificates and sources of identification, such as drivers’ licenses.

Identity Management Challenges

The traditional means of establishing identity that have been relied on for decades—social security numbers, drivers’ licenses and birth certificates—have been stolen, falsified and misused so that the identity system is in disarray.  The events of 9/11 showed how easily current identity documents can be obtained fraudulently.  At least seven of the 9/11 hijackers obtained genuine Virginia identity documents by submitting fraudulent Virginia residency certificates.  They used these documents to clear airport security and board aircraft for the attacks.

It has been reported that millions of individuals are using and working under stolen social security numbers.  A coordinated approach by the Social Security Administration, the IRS and DHS is required, but no solution to this growing problem appears to be forthcoming.

Biometrics—The use of biometric technology is a theme that resonates throughout many proposals for identity management.  Biometrics are automated methods of identifying or verifying the identity of a person based on a physiological or behavioral characteristic. Since biometric identifiers (fingerprints, face, iris, retina) are unique, they are being considered as the cornerstone of emerging identity management solutions.

Their widespread use will cause a dramatic change in the nature and amount of personal information collected and maintained by government and business in information systems around the world.  While the use of biometrics may in part solve the identity theft problem, an appropriate mechanism for addressing cases of identity theft would be required—a forum for the adjudication of situations in which more than one person claims the same identity.

Privacy and Information Security—Traditionally identity credentials were printed or written documents, and the only evidence of issuance was often the hard copy itself.  More recently, they have been produced by computers, and information supporting the issuance of identity credentials is collected and maintained online.  Newer electronic devices can store a credential and automatically connect to an issuance system to verify electronic credentials.  These range from devices as small as a credit card (i.e., smart cards) to mobile-phone-size devices, to laptop computers.

With the development of databases containing vast amounts of sensitive personal information, much is at stake in the potential sacrifice of personal privacy.  Until recently, personal information was kept in a number of smaller, limited-purpose databases that were not linked.  With ever more sophisticated technical capabilities for data aggregation and data mining, coupled with powerful business intelligence and analysis tools, and the recent imperative for government information sharing to meet national security and intelligence requirements (the shift from “need-to-know” to “need-to-share”), the privacy of individuals may be jeopardized.  The possibility of combining information related to identity credentials with other sources of information (such as financial information and information collected from data brokers) poses even greater risks to personal privacy.

Other questions arise about who should maintain the data that establishes identity.  The REAL ID Act mandates sharing information collected in issuing drivers’ licenses among the states.  Such databases of personal information create inviting targets for sophisticated hackers and, potentially even more dangerous, insiders intent on compromising information systems.

U.S. Congressional and Executive Branch Initiatives

The 9/11 Commission recommended that the government set standards for the issuance of birth certificates and sources of identification, such as drivers’ licenses.  In response, policymakers are focusing on the need to establish appropriate procedures and standards for establishing identity.  However, at the present time, no federal department or agency “owns” the problem of identity management.  Congress has recently enacted legislation mandating identity management systems to address specific problems involving homeland security, public safety and border protection.  The immigration reform plans proposed by Congress in May 2007 (but not passed) would have mandated the development of a national electronic employment verification system affecting every worker in the U.S.  These illustrate the fundamental problems with establishing identity in the digital world.

REAL ID—Federal Standards for Drivers’ Licenses—One of the most contentious federal initiatives is the REAL ID Act, passed by Congress to establish federal standards for the issuance of drivers’ licenses.  It places responsibility on the states for collecting and evaluating specified documentation and issuing drivers’ licenses, standardizes the minimum personal information on drivers’ licenses and ID cards, and mandates a machine readable technology.

In March 2007, DHS issued proposed minimum standards for state-issued drivers’ licenses and identification cards under the REAL ID Act.  The proposed regulations require states to verify the issuance, validity and completeness of the documents presented.  Serious concerns have been raised about the protection of personal information stored in state databases, as well as on the machine-readable technology on the drivers’ licenses/ID cards.  Privacy concerns have been raised about the potential for non-governmental third parties to collect and use the personal information on REAL ID drivers’ licenses and ID cards.  The proposed DHS regulation recommends that states use a secure bar code and that the information on the cards be encrypted (with the caveat “if the operational complexity of deploying a nationwide encryption infrastructure to process access by law enforcement can be addressed.”)

In response, the National Governors Association and the National Conference of State Legislatures published a National Impact Analysis that detailed “unrealistic” timelines and requirements being imposed on the states.  The final rule for REAL ID was issued on January 11, 2008.  The first deadline for compliance is December 31, 2009.  By then, states must upgrade the security of their license systems, to include a check for lawful status of all applicants, and to ensure that illegal aliens cannot obtain REAL ID licenses.  At least five states have indicated they will not comply with the Act.  Many other states have suggested that they do not have the funding, personnel, or technology expertise to be able to comply.  The stakes are high—residents of those states that do not have compliant drivers’ licenses may have difficulty boarding airplanes and entering federal buildings.  Clearly, this is just the beginning of a long struggle in the government’s efforts to eliminate fraud in the use of identity credentials and to more accurately establish the identity of individuals.

US-VISIT Entry-Exit System—US-VISIT uses biometric technology to help ensure that the nation’s borders remain open to legitimate travelers but closed to terrorists.  Most visitors to the U.S. experience US-VISIT’s biometric procedures—digital, inkless finger scans and digital photograph—upon entry to the country.  In those cases where a visitor requires a visa, the State Department collects the visitor’s biometric and biographic information through the BioVisa program, which is then checked against watch lists.

Transportation Workers Identification Credential (TWIC) —Heightened concern about terrorist threats has made it necessary for business and government to utilize secure systems to identify workers, contractors and business partners and to provide authorization for access to secure areas as well as to sensitive electronic data and information.  TWIC can be used for all personnel requiring unescorted physical and/or computer access to secure areas of the national transportation system.  It is designed to positively tie a person to their credential and to their threat assessment.  The credential can then be used with the local facility access control system to allow unescorted access to those in possession of a valid TWIC card.

U.S. Passports—The Department of State began issuing Electronic Passports (e-passports), which include biometric technology, in 2006.  A contactless chip in the rear cover of the passport will contain the same data as that found on the biographic data page of the passport (name, date of birth, gender, place of birth, dates of passport issuance and expiration, and passport number), and will also include a digital image of the bearer’s photograph.

International Trends in Identity Management

More than 100 countries have compulsory identity cards.  About 10 countries have non-compulsory identity cards, including France.  The U.S. has no true identity card; neither do Australia, Denmark, India, Ireland, Japan, New Zealand, Norway, South Korea and the United Kingdom.  Several European Union countries have adopted forward-looking identity management strategies which are used primarily to address organized crime and false identities. Belgium is the first European country to have identity chipcards with digital signature technology for all its citizens.   In addition to being a form of identification, it is also used for authentication.  Digital certificates are installed by the Belgian Government on electronic chip cards.  

The eID card infrastructure can also be used by enterprises to secure their electronic applications and services.  ID cards issued in Italy, Belgium, Finland, Estonia, Austria, Denmark and the Netherlands contain facilities for holding a digital signature.  The Estonia ID-card contains both visually and electronically accessible information and is based on smart card technology. It includes personal certificates and privacy keys of the card-owner.  

Conclusion
The system for identification and authentication of individuals based on traditional sources of information is clearly broken. Congress has responded by mandating systems for issuing identity credentials to targeted groups, including visitors to the U.S. and transportation workers.  Broad-based initiatives are also underway with electronic passports and REAL ID.  Federal and state officials are at odds over the implementation of the REAL ID program, and serious policy questions remain about the effectiveness of the approach, the suitability of available technology and the privacy and security risks that may result.  Discussion and collaboration among government officials, business leaders, scholars and concerned citizens are required to develop long-term solutions for how identity management should be employed to address terrorist threats and create a viable immigration program.

Lucy L. Thomson, Esq., Computer Sciences Corporation.  This article is adapted from Critical Issues in Identity Management—Challenges for Homeland Security, 47 Jurimetrics J. 225-356 (2007).

Compliance Risks in Cyberspace:
Managing and Controlling

Eric B. Cole & Donald A. Purdy

Corporate executives must recognize that cyber risk is of sufficient importance to the corporation that they must ensure that such risk is appropriately addressed as part of the organization’s risk management process.  Too often organizations focus in on the functionality of their information technology systems and fail to realize the security implications of their IT systems in terms of operational and reputational risk, and statutory or regulatory requirements that create compliance risks for covered organizations. In many cases organizations do not recognize the importance of security until after they have a breach.  Not only is that too late, but with the huge monetary impact security breaches are having, there might not be much left of the company when the dust settles.  TJ Maxx is an excellent example of the negative impact a breach could have.  Given the potential impact on an organization’s mission, effective compliance programs are at least as important for managing cyber risk as for preventing corporate wrongdoing, the traditional motivation for corporate compliance that is not a direct response to a statutory or regulatory requirement.
Information risk is significant because of the increasing dependency of organizations on the availability, integrity (accuracy), and confidentiality of data and information, and the consequences to the organization’s mission if that dependency is broken, whether in terms of direct financial impact, impact on the reputation of the organization and the consequences of harm to that reputation, and because of compliance responsibilities.  Many people do not realize that the number one concern of executives of any type organization is reputation damage, because in many cases there is no way to recover.  Failure to meet compliance requirements can be one of the quickest ways to put an organization out of business or cause significant harm.  Organizations have and will continue to go out of business as a consequence of not properly addressing risk.
The intersection of dependency and risk of impact of current malicious cyber activity—including the risk of targeted attack—can affect any organization.  Organizations are being targeted by both internal personal and external attackers. If you have information on computers with network connections you are not only a theoretical target, you are also at actual risk.  Every organization—regardless of size or business—is a target.

In the last year or two there have been a number of important instances of malicious cyber–related activity, including theft of data from federal agencies, cyber attacks such as the attacks in Estonia, government and corporate data breaches involving personally identifiable information and sensitive credit card data, interruptions in service, insider attacks, and foreign intrusions into federal agency systems.

Public disclosure of the unauthorized intrusions in information systems of federal agencies is very troubling. According to Congressional sources, in October 2006, individuals using Chinese Internet servers gained access to information systems at the Department of Commerce Bureau of Industry and Security (BIS) a software tool called a “rootkit,” that allowed them privileged access to the system and concealed their presence. In June 2006, hackers gained access to computer networks at several State Department locations, including headquarters.  Congressional sources indicate that the exploit occurred when a State Department employee unwittingly introduced a malicious software exploit into the system by opening an email attachment containing a Microsoft Word document with an accompanying exploit program.  It is important to remember that for every publicized instance like those above, there are hundreds of other incidents that go undetected or unreported so the problem is even worse than it seems on the surface.

These intrusions and the techniques they illustrate about how easy it is for malicious actors to penetrate large information systems, demonstrates risk that is faced by private organizations as well as government agencies.  The Federal Information Security Management Act (FISMA) requires agencies to identify every computer, device, and system that is connected to the network and to fully map the


 topology of the network.  Agencies have struggled to complete this requirement.  Private corporations who are interested in meaningful information risk management, whether or not required to do so by a specific statute or regulation, should include this as a mandatory requirement.  This is the kind of requirement that non-technical senior management must be aware of and must insist be complied with.  There are several technologies that are not well known to many, but are getting traction in government and the private sector, that give enterprise administrators the ability to “see” every “endpoint” (computer or other device) and server that is connected to the network, and have real-time visibility into numerous properties of every device that provides a status report for the device.  It would be helpful if procurement practices of government and private companies could be supplemented with new techniques for comparisons or even competitions among technologies designed to address certain problem areas.

There has been a spate of publicity about data breaches inflicting government agencies and private companies.  Organizations such as the Privacy Rights Clearinghouse track and publicize major breaches (http://www.privacyrights.org/ar/ChronDataBreaches.htm#CP).  Some examples they provide include:
•
Hartford Financial Services Group (230,000 records.  Three backup tapes that contained personal information were misplaced);

•
West Virginia Public Employees Insurance Agency (200,000 records.  Computer tape containing full names, addresses, phone numbers, Social Security numbers and marital status was lost while being shipped via United Parcel Service);

•
Administaff, Inc. (159,000 records.  Stolen laptop containing unencrypted data on the portable computer, which was password-protected);

•
Gap, Inc. (800,000 records.  A laptop containing the personal information of certain job applicants was recently stolen from the offices of an experienced third-party vendor that manages job applicant data for Gap, Inc.);

•
California Public Employees' Retirement System (445,000 retirees); 

•
SAIC (580,000 records.  Pentagon contractor may have compromised personal information about military personnel and their relatives because it did not encrypt data transmitted online);

•
TSA (100,000 records. Pentagon contractor may have compromised personal information. Information such as names, addresses, birth dates, Social Security numbers and health information about military personnel and their relatives because it did not encrypt data transmitted online);

•
Fidelity National Information Services Certegy Check Services Inc. (8.5 million records.  A worker at one of the company's subsidiaries (Certegy Check Services, Inc.) stole customer records containing credit card, bank account and other personal information);

•
Ohio State workers (500,000 records.  A backup computer storage device with the names and Social Security numbers of every state worker was stolen out of a state intern's car);

•
University of Colorado-Boulder (45,000 students.  A hacker launched a worm that attacked a University computer server used by the College of Arts and Sciences. Apparently anti-virus software had not been properly configured);

•
Illinois Dept. of Financial and Professional Regulation (300,000 records);

•
Texas Commission on Law Enforcement Standards and Education (230,000 records.  A computer was stolen from the state agency that licenses police officers. It contained information on every licensed peace officer in Texas);

•
Georgia Div. of Public Health (140,000 records. Paper records containing parents' SSNs and medical histories—but not names or addresses—were discarded without shredding);

•
TJ stores (45,700,000 credit and debit card account numbers.  The TJX Companies Inc. experienced an "unauthorized intrusion" into its computer systems that process and store customer transactions including credit card, debit card, check and merchandise return transactions);

•
Boeing (382,000 records.  Laptop was stolen from an employee's car);

•
University of California - Los Angeles (800,000 records. Hacker(s) gained access to a UCLA database);

•
Colorado Dept. of Human Services via Affiliated Computer Services (ACS) (Dallas, TX) (1.4 million records.  Desktop computer was stolen from a state contractor);

•
General Electric (50,000 records. An employee's laptop computer was stolen from a locked hotel room);

•
Circuit City and Chase Card Services, a division of JP Morgan Chase & Co. (2.6 million records.  Chase Card Services mistakenly discarded 5 computer data tapes in July containing Circuit City cardholders' personal information.);

•
U.S. Dept. of Transportation (132,000 records. A special agent's laptop was stolen on July 27 from a government-owned vehicle);

•
U.S. Dept. of Veteran’s Affairs (28.6 million records.  On May 3, data of all American veterans who were discharged since 1975 including names, Social Security numbers, dates of birth and in many cases phone numbers and addresses, were stolen from a VA employee's home).

And this is only a partial list!  The important item to note is every type organization from commercial to government has been impacted by not implementing proper risk mitigation measures for the digital assets.

The fact that enterprise information systems are complex, and cyber security and information assurance are subject areas that include significant technical expertise, often creates a communications barrier and management challenge.  Managers and their subject matter managers and experts must actively seek to improve communication and understanding so that all can perform their respective roles more effectively.  The challenge of managing IT systems, in general, and of managing cyber risk, in particular, must be tackled using a traditional management approach that incorporates compliance principles to implement a compliance program that can serve both substantive risk and external compliance responsibilities.

Executives and managers do not have to be technical or subject matter experts, but they need to have an understanding of the nature of IT systems and the attendant risk, and they need to understand how a compliance plan can help to  ensure that risks are appropriately identified and adequately managed consistent with industry standard and best practices.  Senior management must understand what the organization needs to worry about and what policies and practices are in place to address those priority issues.  They also need to understand how bad the problem is and the devastating impact it could have on their organization.

Like any other risk management activity, risks must be systematically assessed and mitigated on an ongoing basis, and there must be adequate, independent oversight: in effect, checks and balances—including formal audit functions—to make sure the risk management activity is achieving its purpose, namely, to identify the most important risks to the organization’s critical functions, and use risk-appropriate resources to mitigate those risks.

In addition to traditional risk management reasons that should motivate an organization to address cyber risks, corporations must be cognizant of statutory or regulatory requirements that mandate specific activity and reporting, including Sarbanes Oxley (often referred to simply as SOX), for publicly traded corporations, the Gramm-Leach-Bliley Act that is applicable to financial institutions and HIPAA, that applies to certain health care institutions.

There can be a tendency for some corporations to approach the information risk challenges with a check-the-box mentality, doing only those acts (and necessary reporting) that are specifically required, rather than using a more holistic approach to information risk management that is focused on bringing real benefits to the organization in the course of addressing the external requirements.

Meaningful compliance in the world of information risk should be part of a larger effort to bring creativity and innovation to bear to help the organization move forward while promoting security, organizational resiliency and the efficiency and enabling capability of information technology.  At its most optimum, such an endeavor attempts to involve key stakeholders across the organization in an ongoing partnership that identifies the key business and other functions that support the organization’s mission, supports business continuity and disaster recovery planning, provides input to evolving requirements of information technology and facilitates an ongoing risk management process that features identification and mitigation of risk.

More specifically, the information risk effort should incorporate organizational and external requirements, employ due care/due diligence standards; ensure consistency with best practices; include at least annual cyber security awareness training and follow-up spot testing, for employees, managers, executives and contractors; periodic, sometimes unscheduled independent assessment of internal teams (and, as applicable), outsourced services; compliance plan components to facilitate oversight and reporting; and  annual, independent enterprise cyber risk assessments and proposed mitigation requirements.

Eric B. Cole, Ph.D., Secure Anchor (eric@securityhaven.com), Donald A. Purdy, Jr. Esq., Allenbaugh Samini, LLP (andy_purdy@bigfix.com), Washington, D.C.

Chemical Facility Security—Congress and DHS in an 
Uneasy Race
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them up.  This article summarizes H.R. 5577 and also explores, at the outset and throughout, the question that matters most to those most invested in CFATS: how would the bill affect that program?

CFATS Integration

As this issue went to press, DHS was only weeks away from notifying the roughly 5,000 facilities that will “screen in” to the CFATS program that they are “high risk” and must submit security vulnerability assessments (SVAs) and site security plans (SSPs).  While the full timetable for this process is yet to be announced, it seems likely that the highest risk, “Tier 1” facilities will have filed these documents by the end of this year and may have completed the implementation and inspection process by the October 1, 2009 sunset.  These facilities—and DHS—are thus understandably alarmed at the prospect that they will immediately have to repeat the process, or worse, that Congress might completely redesign the program.  The first draft of the committee print that became H.R. 5577, released in December, fanned these fears by adopting a “Rip Van Winkle” approach—referencing Section 550 only where it repealed it and generally implying that DHS would need to start all over again.

Fortunately, the reported bill states that the “purpose of th[e] Act is to give permanent status” to the CFATS regulations, and that those rules “largely address the concerns of Congress with respect to chemical facility security.”  The bill also declares the sense of Congress that DHS should use “rules, regulations or tools developed for purposes of the CFATS regulations as the Secretary determines are appropriate,” including Appendix A and Top-Screen, to implement the new legislation. Finally, it authorizes $225 million in each of FYs 2010-2012 to support implementation of its requirements.  Against all this, however, is the fact that the bill would require DHS to go through a major rulemaking in FY 2009, at the same time that it is implementing CFATS (and a new ammonium nitrate mandate), with no new resources for that period.  The result could only be delay and distraction from the current mission.

Scope
This part of H.R. 5577 is much like CFATS: DHS must publish a list of “substances of concern” (SOC) and “threshold quantities” (TQs) that implicitly would serve a screening function as under CFATS.  It then must develop a list of covered chemical facilities, based on factors that largely track those employed in CFATS.  Facilities are to be assigned to one of at least four risk-based tiers, at least one of which must be “high-risk” facilities.

The bill excludes facilities owned and operated by DOE, DOD or DOJ; facilities owned or operated by a holder of an NRC license or certificate; and transportation, including incidental storage, of DOT hazmats.  Unlike CFATS, however, the bill does not exclude wastewater or drinking water treatment facilities or facilities regulated under the Maritime Transportation Security Act (MTSA).  While this makes sense for the former, whose security is currently unregulated, it poses a very real threat of duplicative regulation for drinking water plants, currently regulated by EPA under the Safe Drinking Water Act, and MTSA facilities (currently regulated by the Coast Guard).  The bill says merely that the DHS Secretary is to “work with” the Commandant of the Coast Guard (who reports to him) and EPA to “ensure that requirements under [the competing programs] are non-duplicative and non-contradictory”—language that could well mean little in practice.  Congress should require these agencies to issue joint rules under their respective authorities, so that they cannot leave facilities to sort out conflicts that the agencies cannot or will not resolve.

Obligations of Facilities

Covered facilities must submit SVAs and SSPs to DHS.  More detailed requirements are specified for SVAs and SSPs from high-risk facilities.  To assist covered facilities in preparing SVAs, DHS must give them “the number of individuals at risk of death” or serious adverse effects from a worst-case terrorist incident at the facility—information that facilities likely will not want to possess.  (Under CFATS, DHS keeps these estimates to itself).  Committee staffs have stated that they intend for the universe of “covered facilities” subject to the bill to be the same as the universe of “high-risk” facilities subject to CFATS.  Ideally, the bill would be revised to change the “high risk” reference to something like “highest risk.”

All covered facilities must implement security measures meeting risk-based security performance standards that are tougher for higher tiers.  The list of performance standards tracks the CFATS list and adds two new standards: early warning systems and IST (see below).  The bill also adds two arguably redundant, free-standing requirements for employee training and security incident reporting.

SVAs from newly regulated high-risk facilities are due three months after the implementing rules are issued (i.e., no later than January 1, 2010).  SSPs from such facilities are due four months after notice from DHS that the SVA has been approved.  These deadlines can be extended for a facility up to six months.  There is no specific deadline for other newly-regulated facilities.  Facilities that have already submitted an SVA or SSP by Oct. 1, 2009, “shall be required to submit an addendum . . . to reflect any additional requirements under this title or the amendments made by this Act.”  This could amount to doing them all over again

Inherently Safer Technology

IST is the iceberg that sank every chemical security bill before Section 550, and it could yet be the undoing of this bill.  Deceptively simple in concept, inherent safety means eliminating a hazard so you don’t have to manage it—e.g., inflating blimps with helium rather than hydrogen.  The chemical industry invented the concept and practices it routinely.  Its application, however, can be highly complicated, especially as one strives to avoid merely shifting a risk elsewhere or unwittingly creating a new one.  There is as yet no consensus methodology for comparing the inherent safety of multiple approaches, and in some cases the exercise is ultimately subjective or arbitrary—e.g., how does one weigh an explosion hazard against a possible cancer hazard?  Proponents and detractors also view IST alike as a way of eliminating many chemicals and processes, and so it has remained a “fall on the sword” issue in the legislative process.

H.R. 5577 requires all covered facilities to describe in their SSPs “methods to reduce the consequences of a terrorist attack”; i.e., IST.  High-risk facilities must implement IST if it:

•
“would significantly reduce the risk of death, injury, or serious adverse effects to human health or the environment” from a terrorist release “but would not increase the interim storage of a substance of concern outside the facility or directly result in the creation of a new chemical facility assigned to a high-risk tier . . . or the assignment of an existing facility to a higher risk tier;”

•
“can feasibly be incorporated into the operation of the facility,” and

•
“would not significantly and demonstrably impair the ability of the owner or operator of the facility to continue the business of the facility at a location within the United States.”

The Secretary of DHS would decide appeals.  DHS also would maintain a public clearinghouse of IST information gleaned from facilities. Of major concern, no clear protection is provided for confidential business information, which many inherently safer innovations will certainly be.

This IST mandate is by far the most nuanced in any federal bill.  H.R. 5577 also attempts to sweeten the pot by authorizing $100 million in FY 2010, $75 million in FY 2011 and $50 million in FY 2012 that the Secretary “shall make . . . available to defray the costs of implementing” IST voluntarily or mandatorily, but “giv[ing] special consideration” to facilities required to implement it.  We will see whether these accommodations, plus the heat of a Presidential election, are sufficient to melt the IST iceberg.

Role of Unions
Perhaps not surprisingly in a Democratic Congress, the bill entitles union representatives to:

•
be included in the development of SVAs and SSPs;

•
participate in drills and exercises;

•
be notified of impending red team exercises (see below);

•
participate in inspections; and

•
receive copies of a facility’s SVA and SSP.

The last point is bound to be a subject of contention, given the extraordinary sensitivity of these documents, especially SVAs.  What’s more, while union representatives must “ensure that any such [documents are] handled and secured appropriately,” they face no sanctions if mishandling occurs.

Red Team Exercises

Selected high-risk facilities must undergo a “red team exercise” (largely undefined) by DHS within six years of enactment.  Facilities would get prior notice and DHS must receive positive confirmation before beginning.  Red team exercises may not compromise the security of a facility during the exercise.  Security plans must address vulnerabilities identified in a red team exercise.

Security Background Checks

DHS is required, evidently by October 1, 2009, to issue rules requiring high-risk facilities to conduct security background checks on employees and contractors (“covered individuals”) who have access to restricted areas or critical assets, or who are determined to require background checks on the basis of DHS risk-based guidance.  The bill does not address how a facility owner or operator would do background checks on contractor employees, whether it could rely on the contractor to do so, or any implications that such checking might create under other laws regarding who is such a person’s “employer.”  Such checks must be at no cost to the individual.  The rules would only allow a facility to take an adverse action against a covered individual, “due to” those rules or other DHS pronouncements, for the same criminal offenses that apply to applicants for hazmat endorsements or TWIC cards, or for being an illegal alien or a terrorism risk.  The rules must also mandate that facilities establish a "redress" procedure, equivalent to that under the TWIC program, for individuals who receive adverse actions as a result of such checks. Covered individuals must receive full wages and benefits until all appeals and waiver procedures are exhausted.  DHS can penalize a facility owner or operator who fails to comply with these rules. The bill also makes it a crime to knowingly misrepresent to any relevant person the scope, application or meaning of any DHS rules or guidance about background checks.

Alternative Security Programs (ASPs)

DHS can approve ASPs, for individual facilities or classes of facilities, if they meet the requirements of the bill.

Enforcement
DHS must review all SVAs and SSPs within six months of receipt.  DHS is apparently not required to inspect all facilities, or even all high-risk ones.  DHS can authorize third parties to review submissions or conduct compliance inspections.  Shutdown orders can be issued for failure to comply with a compliance order.  Failure to comply with a compliance order also subjects a facility to civil judicial penalties of up to $50,000 per day.

Whistleblowers
DHS must create a process for people to submit reports of problems or vulnerabilities at facilities.  Companies cannot retaliate against persons who report under this process or who engage in a wide variety of other protected actions. Claims of retaliation would be adjudicated by the Department of Labor.

Preemption
The bill confirms that the federal program would not preempt state or local requirements regarding chemical facility security “unless a direct conflict exists” between those requirements and the bill.  It is unclear whether this means something different than the “actual conflict” standard recently established by the FY08 omnibus-spending bill.

Earlier, I mentioned that H.R. 5533 would do “little more” than codify Section 550 without the sunset.  The only other thing it would do is override the actual conflict provision just referenced by saying that Section 550 does not preempt any state action.  This language comes from the House’s version of the FY08 DHS spending bill, and it may well meet the same fate as that language, as DHS and regulated facilities will likely oppose it strenuously.

Information Protection

H.R. 5577 creates fairly robust protections, including criminal penalties for governmental employees who knowingly disclose protected information.  As with current law, sensitive information used in enforcement proceedings would be treated as if classified. 

Voluntary Industry Consensus Standards For Facility Security Training

In addition to the employee training requirement noted above, DHS is supposed to “support the promulgation” of voluntary industry consensus standards for facility security training.  This is problematic both because “promulgate” generally means, “issue by rule” and because these standards may be enforceable. 

Conclusion
Multiple Comptroller General opinions support the view that even bare appropriations to fund the CFATS program post-FY2009 would be sufficient Congressional action to supersede the sunset clause in Section 550.  However, the concept of chemical facility security has proven to be a more alluring target to legislators than such plants have thus far proven to be to terrorists.  While it is difficult to predict the future courses of the two bills discussed here, much less what might happen in the Senate, this issue is sure to see further action in this Congress and likely the next.  And as Congress breathes down its neck, DHS will hope to show, by implementing the CFATS program as effectively and fast as feasible, that nothing more is necessary than to sunset the sunset.

Jamie Conrad (jamie@conradcounsel.com), Conrad Law & Policy Counsel, Washington, D.C.

Keeping Cool in the Face of an ICE Summons for Records
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employees work in ICE’s Office of Investigations, which is responsible for the agency’s trade controls enforcement operations.  Since ICE’s creation, it has initiated approximately 5,670 investigations into illegal exports.  According to ICE statistics, these investigations have culminated in over 400 arrests, 300 indictments and 280 convictions.  

ICE’s U.S. jurisdiction to investigate trade controls matters stems from the Arms Export Control Act, the Export Administration Regulations, the International Emergency Economic Powers Act and the Trading with the Enemy Act.  Apart from enforcing U.S. export controls, ICE can also issue summonses in the context of investigating other national security matters such as strategic crimes, human rights violations, human smuggling and trafficking, narcotics and weapons smuggling, immigration crimes, gang investigations, financial crimes, terrorism, child pornography/exploitation, and immigration fraud.
The ICE Summons

The ICE summons has been instrumental to ICE’s investigative success.  An ICE summons for records is a legal document issued by ICE for purposes of obtaining a party’s records.  An ICE summons for records will set forth (1) the name, title and telephone number of the ICE special agent before whom the summoned party is to appear and produce its records; (2) the address where and the time when the summoned party shall appear and produce its records; (3) the name, address and telephone number of the Customs officer issuing the summons; and most importantly (4) a description of the records to be produced.
During the course of an export controls investigation, ICE may issue such a summons to any party who:
•
Imported, or knowingly caused to be imported, merchandise into the customs territory of the U.S.;

•
Exported merchandise, or knowingly caused merchandise to be exported, to a NAFTA country as defined in 19 U.S.C. 3301(4);

•
Transported or stored merchandise that was or is carried or held under customs bond, or knowingly caused such transportation or storage;

•
Filed a declaration, entry or drawback claim with Customs;

•
Is an officer, employee or agent of any person described above;

•
Has possession, custody or care of records relating to an importation or other activity described above; or
•
U.S. Customs may deem proper (See 19 C.F.R. § 163.7 (a)).
Note that the categories of parties that may be served with an ICE summons are defined very broadly (including any party “Customs may deem proper”).  This allows ICE to issue a summons for a wide variety of law enforcement purposes, including gathering evidence directly from suspected wrongdoers and amassing evidence or background information from other parties.

If the target of the summons fails to comply, ICE may request that a local U.S. Attorney seek an order from the appropriate U.S. District Court compelling compliance.  If there is continued failure to comply with the summons after the court order has been issued, the court may find the party in contempt and a monetary penalty may be assessed.

Responding to an ICE Summons for Records

Because of the breadth of ICE’s mandate, anyone involved in imports, exports, immigration, or technology transfer may be susceptible to receiving an ICE summons at any time.  In that regard, there are a number of practical steps companies should consider in order to help make the process as painless as possible.

Before ever receiving a summons, it is useful to review the company’s compliance policies and procedures, and to check the robustness of its record retention procedures, both of which may be important factors in any future investigation.  After a summons arrives, one useful early step may be to get the lawyers involved.  The road to satisfying a summons can be a bumpy one, full of twists and turns.  In-house legal department personnel or outside counsel can help advise the company of the process and of its rights and responsibilities, and may be the best point of contact to interface with ICE on the company’s behalf as it navigates the process.  As soon as possible after receiving a summons, the company should consider issuing a records preservation notice to all relevant personnel to protect records and to guard against spoliation or obstruction problems.  In any investigation, one of the worst things that can happen is that a critical document is lost, altered, or destroyed.  A proper records preservation notice can both help prevent such activities and, in the case where individuals nevertheless destroy or alter records, can help insulate the company from punitive measures.

Early in the process, the company (through its counsel as appropriate) should make contact with the ICE special agent who issued the summons.  It is important to establish a good rapport with this individual.  Like all professional investigators, ICE agents tend to be reasonable regarding the scope of the summons and time for responding, where appropriate.  The typical ICE summons for records tends to be very broad in that it may request a wide range of information created over a long period of time.  Companies should consider negotiating the scope of the summons so that it can satisfy its obligations under the summons in a way that meets the needs of ICE but at the same time protects the company’s business interests and minimizes the burden of the response.  Additionally, it is sometimes possible to request proprietary or business confidential treatment of the records that will be produced to ICE, if sufficient cause is provided.  The exception may be when the records are to be entered as evidence to a grand jury or at trial, but even in these instances redaction of sensitive information in the records can often be negotiated.

Conclusion

The ever-increasing number of ICE-led investigations into trade controls matters is confirmation that the agency is taking its enforcement role in this area very seriously.  ICE is rightly proud of its enforcement achievements to date.  Companies should always take great care to ensure that their records are accurate and properly maintained; this will tend to mitigate any disruptions caused by records requests from ICE or other agencies.  After a summons is received, the mark of a satisfactory response will be a reasonable balance between the law enforcement interests of ICE and the rights and responsibilities of the summoned party.
J. Scott Maberry (smaberry@fulbright.com) 
is a partner and Gozie C. Onyema (gonyema@fulbright.com) is an associate in the International Trade practice group of Fulbright & Jaworski L.L.P.’s Washington, D.C. office.  

THE THIRD ANNUAL HOMELAND SECURITY LAW INSTITUTE

Roughly 300 persons participated in the Institute’s January program this year including; Tom Ridge, former Secretary of the Department (DHS); and John Ashcroft, former Attorney General.  Also participating were Michael P. Jackson, former DHS Deputy Secretary; Paul McHale, Assistant Secretary for Homeland Defense and American Security Affairs, Department of Defense; Phil Perry, former DHS General Counsel; Alan Larson, former Undersecretary of State for Economics; and Janet Hale, former Undersecretary for Management at DHS.

Other current government officials who participated were: Gus Coldebella, DHS Acting General Counsel; Rear Admiral William Baumgartner, Judge Advocate General of the Coast Guard; Julie L. Myers, Assistant Secretary for ICE (U.S. Immigration and Customs Enforcement), DHS; Stewart Baker, Assistant Secretary, Office of Policy, DHS; Marc Kesselman, General Counsel, Department of Agriculture; Valarie Caproni, General Counsel of the Federal Bureau of Investigation (FBI); Jeffrey A. Rosen, General Counsel and Senior Policy Advisor to the Office of Management and Budget (OMB); Ken Wainstein, Assistant Attorney General for National Security, DOJ; Rear Admiral James Watson, Director of Prevention Policy for Maritime Safety, Security and Stewardship, U.S. Coast Guard; and Jessica Herrera-Flanigan, Staff Director and General Counsel, House Committee on Homeland Security.

Participants were welcomed by Section Chair-elect, M.H. Russell Frisby, Jr., Fleishman and Harding, LLP, who introduced the Institute’s two co-chairs; Joe D. Whitley, Alston & Bird, LLP, a former General Counsel of DHS; and Lynne K. Zusman, assisted this year by Vice-Chair, George Koenig, General Counsel and Vice President of LandBridge Equity LLC.

The program started off with remarks by Gus Coldebella who addressed issues of concern to the Department.  Former DHS General Counsel Phil Perry, Latham & Watkins, followed with comments on the future of the Department and of the 9/11 Commission, including an analysis of implementing legislation currently under consideration.

Next, Julie L. Myers gave a lively explanation of the active enforcement role played by her 800 lawyers.  She discussed some of the typical issues they encountered arising from: illegal re-entry; enforcement of immigration requirements at the work place, especially in critical-infrastructure industries; use of administrative fines as an enforcement tool; and efforts to prevent entry of substandard or counterfeit goods.

The first panel, moderated by Lisa Branch, Counselor to the Administrator, Office of Information and Regulatory Affairs at the Office of Management and Budget (OMB), reviewed Regulatory Developments Expected for 2008.  Predictions were provided by Marc Kesselman; Joe Maher, Deputy General Counsel, DHS; James O’Neill, Associate Deputy Secretary, Department of Health and Human Services (DHHS); and Jeffrey Rosen.

The Luncheon Speaker, former Attorney General and Senator, John Ashcroft, spoke on the need for effective action in the Homeland Security field, and graciously fielded questions

Following lunch, Ernie Abbott, FEMA Associates, a former General Counsel of FEMA, moderated a panel on State and Local Emergency Preparedness — National Response Framework, with the issue “Will We Be Prepared the Next Time,” providing a common thread for panelists.  Marko Bourne, Director, Office of Policy and Program Analysis, FEMA in DHS, who had rejoined FEMA to staff the effort, compared the Framework to the earlier Plan, and explained the matters covered in the new National Response Framework.

Eleanor Kinney, a Professor of Law at Indiana, and former Administrative Law Section Chair, focused on the new Framework’s potential effects for health care policies, while Evan Wolff, Hunton & Williams, LLP, formerly responsible for helping prepare DHS’s daily briefings for the President, discussed the Framework’s implications for critical infrastructure management.  Ken Murphy, Director of Emergency Management for Oregon, examined the potential implications of the new Framework on the role of the states; and Tom Hughes, Vice-President of the National Security Telecommunications Advisory Committee, ATT Communications, explained the industry concerns with the new Framework.

New legislation relating to Chemical and Rail Security Regulation and critical infrastructure was the focus of a competing panel moderated by Joel Webber, Couri & Couri.  He introduced Jamie Conrad, Conrad Law & Policy Counsel, formerly with the American Chemistry Council; and Ava Harter, Corporate and Emergency Services and Security Counsel with Dow Chemical, both of whom provided their analysis on the legislation’s impact on the chemical industry. Brigham McCown, Winstead, P.C., former Deputy Administrator Pipeline and Hazardous Materials Safety Administration, discussed his assessment of how the increased government regulatory role might affect regulation of other critical industries.  Finally, Larry Stanton, Director, Chemical Security Compliance Division, DHS, expressed the Department’s perspective on the role of critical infrastructure industries. 

Two more simultaneous panel sessions concluded the first day’s formal program.  Baruch Weiss, Arent & Fox, former Associate General Counsel for Border and Transportation Security, DHS, moderated a panel on the Law Enforcement Agenda for 2008.  The panel started with Rear Admiral William Baumgartner, who spoke about the Coast Guard’s border enforcement role in the war on terror.  He discussed a variety of actions being taken, such as joint command efforts with the Canadian Coast Guard.

Valarie Caproni discussed the FBI’s role in interdicting terror financing activities; in counteracting various “intel” threats, including cyber threats and the Bureau’s role in clamping down on export controls, especially involving North Korea, Iran and China.  Ken Wainstein, Assistant Attorney General for National Security, covered coordination between: “intel” attorneys and prosecutors as to when to initiate prosecutions, as well as coordinating the various agency roles under the Director of National Intelligence, problems under the current FISA court’s role and issues in the pending legislation relating to immunity of the communications industry.  Michael Neifach, Principal Legal Advisor, ICE, DHS, discussed the ICE agenda in law enforcement for the coming year.

The other breakout session panel focused on Business Continuity and Cyber Security for Corporations, moderated by Andy Purdy, President of DRA Enterprises.  Panelists; Larry Clinton, CEO of Internet Security Alliance; Robert Dix, Director of Government Affairs at Juniper Network; Andy Grasso of Andrew Grasso & Associates; and Mark Pastin, President, Council of Ethical Organizations/Health Ethics Trust, each discussed how their firms and clients were responding to the challenges of protecting their operations in a terror climate.  Michael P. Jackson, former Deputy Secretary, DHS, provided a thoughtful address at the end of the day. 

The second day of the program began with a dynamic presentation by Tom Ridge, former Secretary, DHS and Governor of Pennsylvania.  He provided his insights on a variety of current issues of significance to the homeland security field.  

Dave Marchick, Carlyle Group, moderated a panel on Critical Infrastructure & Foreign Investment.  Stewart Baker, Assistant Secretary, Office of Policy, DHS, assessed the significance of recent developments in Congressional oversight and control of foreign investment.  He addressed issues that had arisen with the Dubai Ports controversy and also discussed the acquisition of Bell Labs. 

Jessica Herrera-Flanigan, Staff Director and General Counsel of the House Committee on Homeland Security, provided her perspectives on how Congress was handling its role.  She noted the potential advantages of briefing the Committee on prospective transactions and also the significant cooperation of DHS in achieving good oversight of these acquisitions.  Alan Larson, Covington & Burling, former Undersecretary of State for Economics, related his experiences in this area.  Richard Mintz, the Harbour Group, provided insights from his experience in advising firms undergoing acquisition activities, on how to handle the Congressional approval process.

Another competing panel, the Business of Homeland Security, was moderated by Angela Styles, Partner, Crowell & Moring, provided public and private sector perspectives on procurement and development of homeland security technology and services.  She introduced panelists who provided observations from their experiences with DHS in procurement and product certification and approvals.  Brian Finch, Dickstein Shapiro; Christopher Furlow, Pennant Group and former Executive Director, Homeland Security Advisory Council to DHS; Janet Hale, Deloitte & Touche, former Undersecretary for Management at DHS; and James Kemp, Kemp Partners, each shared their experiences in problems encountered by the private sector in procurement and product development/certification efforts.

A subsequent panel, focused on Immigration Policy and Legal Issues: Do All Roads Lead to a National Identity System and If So What are the Implications, was moderated by Robert Divine, Baker/Donelson, former Chief Counsel, U.S. Citizenship and Immigration Services.  Panelists, Chad Bondreaux, Baker Botts, LLP, former Deputy Chief of Staff, DHS; Jim Harper, CATO Institute; Nuala O’Connor Kelly, General Electric, former Chief Privacy Officer, DHS; as well as Kathy Kraninger, Director Office of Screening Coordination, DHS, provided their perspectives into the current issues in this hot field of law. 

The other concurrent panel examined Homeland Defense: Roles and Responsibilities for the Military and Private Security.  Moderated by Paul Butler, Akin Gump, former Chief of Staff to the Secretary of Defense, panelists included: Phillip J. Crowley, Center for American Progress; Joseph E. Schmitz, the Prince Group; and Christine E. Wormuth, Center for Strategic and International Studies (CSIS).  They reviewed the variety of issues impacting the role and responsibilities of the military and private security, with issues arising from Blackwater operations in Iraq receiving prime attention.

The afternoon breakout sessions included a panel on Food Safety—Hardening Defenses Against Bioterrorism and Natural Disasters, moderated by Nancy Bryson, Venable LLP.  Her panelists included David W.K. Acheson, Assistant Commissioner for Food Protection, Food and Drug Administration (FDA), who reviewed current government standard setting; Professor Michael Greenberger, University of Maryland (Baltimore) Law School and Director, Center for Health and Homeland Security, who discussed state roles in food protection; and Steve Gruler, Global Quality Consultants, who explained his firm’s role in helping the food industry adequately protect the safety of their products in the distribution system.  Joe Reardon, in the North Carolina USDA Office, provided an excellent detailed analysis of its role in protecting the food supply in the state.

The other competing session, moderated by Joe Waldron, Blank Rome LLP, covered Maritime & Transportation Security Lessons—Learned Regarding Security and the Impacts of the Transportation Workers Identification Credential, particularly port protection and transportation interdiction policies. His panelists were Denise Krepp, Senior Counsel, House Committee on Homeland Security; Kristyn North, American Petroleum Institute; Rear Admiral James Watson, Director of Prevention Policy for Maritime Safety, Security and Stewardship, U.S. Coast Guard; and Henry F. White, Jr., Executive Director, American Bar Association, and Member DHS Advisory Committee on Commercial Operations of Customs and Border Protection. 

Paul McHale, Assistant Secretary for Homeland Defense and American Security Affairs, Department of Defense, followed the breakout sessions with a thoughtful review of the issues in homeland security needing to be addressed in order to improve our Nation’s defense.

The final panel, moderated by Joe D. Whitley, focused on observations of The Private Sector and Homeland Security—General Counsels and Chief Security Officers.  The private sector panel included John L. Howard, General Counsel, W.W. Grainger, Inc., former Associate Deputy Attorney General; Allen W. Nelson, General Counsel, Crawford & Company, Inc.; Tim Scott, Chief Security Officer & Global Director, Emergency Services & Security, Dow Chemical Company; Jay B. Stephens, General Counsel, Raytheon, former Associate Attorney General; and Bart Szafnicki, Director of Security Global Operations, Turner Broadcasting Systems.  Panelists reviewed the increasing role that needed to be undertaken by the private sector in homeland security and the challenges that such an effort would entail.

-- Professor Otto J. Hetzel
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