emr_na-c01157855-1
C-Series Switches - Firmware Update Failed Error Code 0x40930015

ISSUE: 

Firmware update on MDS Cisco switch was interrupted. After this, running a second install all command failed, did not update Firmware on module two. Returns an error code 0x40930015

SOLUTION: 

(CSCsi31860 at cisco.com)

Symptom: If there is an interruption to the upgrade process on a given module during an upgrade to Cisco MDS SAN-OS Release 3.1(2), the install all command will fail. This may result in a condition where some modules and supervisors are running SAN-OS 3.1(2) and the remainder of modules in the chassis are running an older version of SAN-OS. You may not be able to execute the install all command again to upgrade the remaining modules to SAN-OS 3.1(2). 

If you issue the show install all status command, you may see the following types of messages in the install logs: 

Module X: Upgrading Bios/loader/bootrom. Warning: please do not remove or power off the module at this time. -- FAIL. Return code 0x40710001 (BIOS versions are identical). 

CAUTION: The BIOS/loader/bootrom of above module may be in corrupted state. Please try programming it again and DO NOT reboot without programming it successfully, otherwise you have to manually take out the flash from the card and program it in a BIOS programming station.

Install has failed. Return code 0x40930015 (Pre-upgrade of a module failed).Please identify the cause of the failure, and try "install all" again. 

Workaround: Issue the "install module module-number image forced" command to upgrade the modules that are running the lower version of SAN-OS following the failure of the "install all" command. 

Type command "install module module-number image forced" as it is, do not replace word "image" with bootflash: 

e.g. "install module 2 image forced" will fix failed download on module 2

Than run "install all command again. If this fails again, than reload module X and run "install all" again.

emr_na-c01646736-1
Cisco MDS Switches - Creating a New Zone and Zoneset Using Command Line Interface (CLI)

Information

It takes a combination of commands on Cisco MDS switch Command Line Interface (CLI) to create a zoneset and zone. This includes identifying the devices that are logged in, creating a zone for a specific VSAN, creating a zoneset for a specific VSAN, adding and removing zones from a zoneset, activating a zoneset for a specific VSAN, and saving the changes made.

Details

In Cisco MDS switches, you need a zone to be part of an active zoneset for it to be effective. If we just create a zone and expect devices (that are configured in the same zone) to communicate to each other without adding that zone to an active zoneset , the devices won't be able to communicate.

Here are the commands that are needed to configure a zone and zoneset using CLI in a Cisco MDS Switch:

1. Check for the devices that are connected to the switch and successfully logged in to the Cisco Switch:


Switchname# show flogi database
---------------------------------------------------------------------------
INTERFACE  VSAN    FCID            PORT NAME               NODE NAME
---------------------------------------------------------------------------
fc1/1      1     0x640300  50:06:0b:00:00:1d:9d:f4  50:06:0b:00:00:1d:9d:f5
                           [EXPHPUX2-2]
fc1/4      1     0x640006  50:00:1f:e1:00:27:09:78  50:00:1f:e1:00:27:09:70
                           [HSV12-FP2-TOP]
fc1/9      1     0x640003  21:01:00:e0:8b:32:fc:73  20:01:00:e0:8b:32:fc:73
                           [XLSANSUN-HBA1]
fc1/13     1     0x640200  50:06:0b:00:00:1d:18:06  50:06:0b:00:00:1d:18:07
                           [XLSANHP-HBA2]

Total number of flogi = 4.
This output means that there are currently four devices that are connected to the Cisco Switch and have successfully logged in. If a device is connected to the switch but is not listed in the above command output, it means that the device has not successfully logged in to the switch and is not ready for communication. The above command also shows you the respective interface and VSAN for a particular device. We can copy and paste the pWWN or nWWN to create the zone in a Cisco switch. There are a number of ways we can add a device to a zone in a Cisco switch but because pWWN is the most preferred way, we will create a zone using pWWN only.

2. Enter the zone database in config mode . To enter in the zone database we need to use the following commands:


Switchname# config t

Enter configuration commands, one per line. End with CNTL/Z.

Switchname(config)# zone name zone_1 vsan 1
Switchname(config-zone)#

The command zone name zone_1 vsan 1 will create the zone with the name zone_1 if it doesn't exist already. If the zone named zone_1 already exists, it will use that zone and will not delete anything from that zone_1 , which was already configured.

3. If we want to see the output of the command show flogi database while we are still in config mode , we need to run the following command:


Switchname(config-zone)# do show flogi database
---------------------------------------------------------------------------
INTERFACE  VSAN    FCID            PORT NAME               NODE NAME
---------------------------------------------------------------------------
fc1/1      1     0x640300  50:06:0b:00:00:1d:9d:f4  50:06:0b:00:00:1d:9d:f5
                           [EXPHPUX2-2]
fc1/4      1     0x640006  50:00:1f:e1:00:27:09:78  50:00:1f:e1:00:27:09:70
                           [HSV12-FP2-TOP]
fc1/9      1     0x640003  21:01:00:e0:8b:32:fc:73  20:01:00:e0:8b:32:fc:73
                           [XLSANSUN-HBA1]
fc1/13     1     0x640200  50:06:0b:00:00:1d:18:06  50:06:0b:00:00:1d:18:07
                           [XLSANHP-HBA2]

Total number of flogi = 4.

NOTE: We have used the do command before the show command.

4. Add the zone members to the newly created or existing zone:


Switchname(config-zone)# member pwwn 50:06:0b:00:00:1d:9d:f4
Switchname(config-zone)# member pwwn 50:00:1f:e1:00:27:09:78
Switchname(config-zone)#

The zone members can be added based on multiple parameters:


Switchname(config-zone)# member ?
  device-alias       Add device-alias member to zone
  domain-id          Add member based on domain-id,port-number
  fcalias            Add fcalias to zone
  fcid               Add FCID member to zone
  fwwn               Add Fabric Port WWN member to zone
  interface          Add member based on interface
  ip-address         Add IP address member to zone
  pwwn               Add Port WWN member to zone
  symbolic-nodename  Add Symbolic Node Name member to zone

After we finish adding the zone members to the zone, we need to come out of the zone database:


Switchname(config-zone)# exit
Switchname(config)#

5. Create a new zoneset:


Switchname(config)# zoneset name zoneset_1 vsan 1
Switchname(config-zoneset)#

6. Add zones to the zoneset and come out of the zoneset sub config mode :


Switchname(config-zoneset)# member zone_1
Switchname(config-zoneset)# exit
Switchname(config-zoneset)#

7. Verify that the zone members were added properly and the zone was added to the zoneset:


Switchname(config)# do show zone vsan 1
zone name zone_1 vsan 1
  pwwn 50:06:0b:00:00:1d:9d:f4 [EXPHPUX2-2]
  pwwn 50:00:1f:e1:00:27:09:78 [HSV12-FP2-TOP]

Switchname(config)# do show zoneset vsan 1
zoneset name zoneset_1 vsan 1
  zone name zone_1 vsan 1
    pwwn 50:06:0b:00:00:1d:9d:f4 [EXPHPUX2-2]
    pwwn 50:00:1f:e1:00:27:09:78 [HSV12-FP2-TOP]
Switchname(config)#

8. Activate the zoneset for the specific VSAN and exit out of config mode :


Switchname(config)# zoneset activate name zoneset_1 vsan 1
Switchname(config)# exit
Switchname#

9. Verify that the zoneset was activated properly:


Switchname# show zoneset active vsan 1
zoneset name zoneset_1 vsan 1
  zone name zone_1 vsan 1
  * fcid 0x640300 [pwwn 50:06:0b:00:00:1d:9d:f4] [EXPHPUX2-2]
  * fcid 0x640006 [pwwn 50:00:1f:e1:00:27:09:78] [HSV12-FP2-TOP]

The * sign in front of every member means that the device is able to communicate at this time.

10. Save the changes so that you don't lose what you configured after the switch is rebooted:


Switchname# copy running-config startup-config
Switchname#

After these steps are completed, the desired devices should be able to communicate without any issue.

emr_na-c01567321-1
C-Series Switches - Resolving Link Isolation Because of Failed Zone Merge

ISSUE: 
When two switches in a fabric are merged using a TE or E port, the port may become isolated when the active zone set databases are different between the two switches or fabrics.

SOLUTION: 
Link isolation issues can be solved using CLI or using Fabric Manager.

Resolving a Link Isolation Because of a Failed Zone Merge Using the CLI: 

The following CLI commands are used to resolve a failed zone merge:

· zoneset import vsan-id 

· zoneset export vsan-id 

To resolve a link isolation because of a failed zone merge using the CLI, follow these steps:

Step 1: Use the show interface command to confirm that the port is isolated because of a zone merge failure.

switch# show interface fc2/14  fc2/14 is down (Isolation due to zone merge failure) 

    Hardware is Fibre Channel, WWN is 20:4e:00:05:30:00:63:9e         vsan is 1         Beacon is turned off              40 frames input, 1056 bytes, 0 discards         0 runts, 0 jabber, 0 too long, 0 too short         0 input errors, 0 CRC, 3 invalid transmission words         0 address id, 0 delimiter         0 EOF abort, 0 fragmented, 0 unknown class         79 frames output, 1234 bytes, 16777216 discards         Received 23 OLS, 14 LRR, 13 NOS, 39 loop inits         Transmitted 50 OLS, 16 LRR, 21 NOS, 25 loop inits 

An E port is segmented (isolation due to zone merge failure) if the following conditions are true:

· The active zone sets on the two switches differ from each other in terms of zone membership (provided there are zones at either side with identical names).

· The active zone set on both switches contain a zone with the same name but with different zone members.

Step 2: Verify the zoning information, using the following commands on each switch:

· show zone vsan vsan-id

· show zoneset vsan vsan-id

Step 3: You can use two different approaches to resolve a zone merge failure by overwriting the zoning configuration of one switch with the other switch’s configuration.

This can be done with either of the following commands:

· zoneset import interface interface-number vsan vsan-id

· zoneset export interface interface-number vsan vsan-id

The import option of the command overwrites the local switch’s active zone set with that of the remote switch. The export option overwrites the remote switch’s active zone set with the local switch’s active zone set.

Step 4: If the zoning databases between the two switches are overwritten, you cannot use the import option. To work around this, you can manually change the content of the zone database on either of the switches, and then issue a shutdown/no shutdown command sequence on the isolated port.

Step 5: If the isolation is specific to one VSAN and not on an E port, the correct way to issue the cycle up/down, is to remove the VSAN from the list of allowed VSANs on that trunk port, and reinsert it.

	
	NOTE: 
	Do not simply issue a shutdown/no shutdown command sequence on the port. This would affect all the VSANs crossing the EISL instead of just the VSAN experiencing the isolation issue.


Resolving a Link Isolation Because of a Failed Zone Merge Using Fabric Manager: 
Using the Zone Merge Analysis tool in Fabric Manager, the compatibility of two active zone sets in two switches can be checked before actually merging the two zone sets

To perform a zone merge analysis using Fabric Manager, follow these steps:

Step 1: Choose Zone > Merge Analysis from the Zone menu. You see the Zone Merge Analysis dialog box.

Step 2: Select the first switch to be analyzed from the Check Switch 1 drop-down list.

Step 3: Select the second switch to be analyzed from the And Switch 2 drop-down list.

Step 4: Enter the VSAN ID where the zone set merge failure occurred in the For Active Zoneset Merge Problems in the VSAN ID field.

Step 5: Click Analyze to analyze the zone merge. Click Clear to clear the analysis data from the Zone Merge Analysis dialog box.

emr_na-c01609584-1
C-Series Fabric Switches - Disabling and Re-Enabling Switch Ports

ISSUE: 

The following describes the procedure for disabling and enabling switch ports to clear issues.

SOLUTION: 

Periodically there is a need to reset a switch port during troubleshooting.

An example would be port FC1/1 is not passing I/O. To reset, by disabling and re-enabling, use this example:


> config t
config> shutdown fc1/1
config> no shutdown fc1/1
config> exit

emr_na-c01608443-1
HP StorageWorks C-Series SAN Switches - Troubleshooting Link Failures

Information

This document is to provide supplementary information on Troubleshooting Link Failures. 

The following example shows the interface down as a result of a link failure or disconnect. 


     switch# show interface fc5/13  
     fc5/13 is down (Link_Failure)  
     Hardware is Fibre Channel  
     Port WWN is 21:9f:00:05:30:00:19:b2  
     Admin port mode is auto, 
     trunk mode is on  v
     san is 3  
     Beacon is turned off  
A switch port that is either receiving a marginal incoming signal or the switch receiver is not functioning properly causes a Link Failure. A marginal Nx-port transmit can be caused by an Nx-port failing optical component (i.e. GBIC or GLM) or a cable issue. A failing Fx-port receiver can be caused by failing switch optical component or a failing switch port. 

Details

Probable Causes: 
The message "Link_Failure" in the case of a broken fiber, or if there is no bit synchronization between the switch interface and the Nx port directly connected. 

In the case of a broken fiber, if only the TX path from the F port to the N port is broken, the switch interface will still have an operational Rx path, and so will still obtain bit synchronization from the bit stream received from the N port. It will also be able to recognize incoming NOS from the N port and reply with an OLS. But because the transmitted OLS never reaches the N port the R_T_TOV timer expires. In this case the status of the port will also show "Link_Failure".

A faulty transmitter on the switch’s SFP or a faulty receiver on the N port’s SFP could also cause the issue. 

Some possible causes of the problem could be a faulty SFP, or a speed mismatch between the Fx port and the Nx port, in case speed auto negotiation is disabled or doesn’t work properly with the specific HBA/Storage port.

Workaround / Solution: 
1. The first step is to disable & re-enable the Interface. 

2. Verify the speed configuration on the switch port. If the switch port is configured for a specific speed, configure the switch port for auto-speed detection. 

3. The next possible step is to statically configure the speed of the port in order to match the one of the Nx port directly connected. 

4. Verify the Tx path from switch to the Rx input on N port interface is properly connected. 

5. If port stays in the same status, the problem is probably a physical issue. Verify all physical parts between and including the switch port, the SFP on the switch port, and if used on the HBA, the HBA itself and the fiber connections. 

Helpful Commands: 
e.g1 Execute command "show interface fc5/13" to determine the Port Status, Link Speed etc 

e.g2 To Disable & Re-enabling the Interface follow the steps below ; 

To Disable the Interface:

  
     switch#config t  
     switch(config)# interface fc5/13  
     switch(config-if)# shutdown 
To Enable the Interface: 

 
     switch#config t  
     switch(config)# interface fc5/13  
     switch(config-if)# no shutdown   

e.g3 Follow the steps to set the speed of the Interface

  
     switch#config t  
     switch(config)# interface fc5/13  
     switch(config-if)# switchport speed 4000 >> Set Port speed to 4Gbps 

Note: The Number indicates the speed in Mega bits per second. 

1000 = 1Gbps ; 2000 = 2Gbps ; 4000 = 4Gbps 

emr_na-c01601524-1
HP StorageWorks FC Switches - SAN Toolbox PDA: A Personal Tool to Aid in Answering Questions About the SAN Infrastructure

Information

This application, used on a lot of PDA types running on Microsoft Mobile 6.0 and created mainly by the EMEA Storage Competence Center since 2005, assists to troubleshoot a lot of issues related to the Storage Area Networks (SAN) and its components, such as Fiber Channel switches and routers.

The tool incorporates a database with a lot of information regarding nearly all B-Series (Brocade), C-Series (Cisco), M-Series (McDATA), and Q-Series (QLogic) units. It includes calculators around the XP disk arrays to calculate port WWNs, gets a default XP SVP IP address out of a serial number, and contains a lot of calculators around FC links, a WWN OUI (Organizational Unique Identifier) converter and more.

As of October 2008, this tool has been installed by more then 500 people worldwide on several different types of PDAs and XDAs.

You can download the SAN Toolbox PDA - Version 3.0 from the HP website. Click here to download the SAN Toolbox PDA - Version 3.0 from the HP website (http://san.emea.hp.com/central_san_cc/tools/san_toolbox_pda_3.0.htm) .

You can use the training material available for the big brother application, the original SAN Toolbox, on the Workshop Information webpage on the HP website. Click here to go to the Workshop Information webpage (http://san.emea.hp.com/central_san_cc/workshops/index.htm) . Scroll down to see the FC Troubleshooting Workshop. In case you have any questions or would like more information, use the feedback button at the bottom of the given web pages. 

Sample screenshot from actual version:
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Details

The SAN Toolbox PDA is required.

Go to the HP website to download the SAN Toolbox PDA version 3.0. Click here to download the SAN Toolbox PDA - Version 3.0 from the HP website (http://san.emea.hp.com/central_san_cc/tools/san_toolbox_pda_3.0.htm) .

1. Install the tool using Microsoft ActiveSync on your PDA.

2. Call it from Programs .

3. Check out the Info Center , XP Tools , Abbreviation Database , and more. 

emr_na-c01572710-1
SAN Infrastructure - Host Cannot See the Storage Devices

ISSUE: 

Establish device visibility from storage, switch, and host end. 

SOLUTION: 

1. At the switch:

1. Check fibre links and port status at the SAN switch from both storage and host sides.

2. Check the zoning configuration. The storage and the host must be in the same zone. 

2. At the storage: 

1. Check the Storage Logical Drive (unit or vdisk) status. 

2. Check the presentations:

· EVA: vdisk presentation

· HSG: unit access

· MSA: Access Control List (ACL)

3. Check the settings of the storage host port.

Examples :

· For HSG Connectivity using SAN switch, the storage port should be set to FABRIC and for the FC hub, it should be at HARD_LOOP .

· For direct connect MSA with HP-UX, hard addressing must be enabled at the storage. 

· For Direct Connect EVA with Microsoft Windows, host port configuration must be set to Direct Connect using the OCP. HBA must support FC-AL. FCA2142 (Product number: A8002A) supports the direct connection with the Storport driver which requires the hotfix Microsoft Knowledge Base Article: 916048, You experience problems when you use the Microsoft Storport storage driver for host bus adapter removable storage on a computer that is running Windows Server 2003 . Click here to view Microsoft Knowledge Base Article 916048, "You experience problems when you use the Microsoft Storport storage driver for host bus adapter removable storage on a computer that is running Windows Server 2003" (http://support.microsoft.com/kb/916048) .

4. Check the status of the storage host port. 

3. At the host: 

1. Check the HBA settings and the status. 

2. Check the detected N-port target devices: 

· Microsoft Windows: HBAnyware (Emulex) or SANSurfer (Qlogic)

· HP-UX: # fcmsutil /dev/<tdX or fcdX> get remote all 

· Linux: the /proc/scsi/$DRIVER/$HBA_NO file

Example:

# cat /proc/scsi/qla2xxx/0 or /opt/hp/hp_fibreutils/adapter_info -t for the Qlogic driver 

· Tru64: emxmgr -t emxN

Example:

#emxmgr -t emx0

· OpenVMS: $ MCR SYS$ETC:FIBRE_SCAN

3. In case of the Multipathing software, check the device availability using the multipathing utility. 

4. Scan the devices at the operating system or if possible, restart the host. 

5. It is very important that you check the operating system version, the patches, and the HBA firmware and driver requirements. (Always use HP qualified HBA drivers.) 

6. Refer to the following:

· SPOCK

· Release Notes

· Compatibility matrix

The Release Notes, Compatibility matrixes, and SPOCK documents are available under the section Technical Documentations :

· For EVA, at the EVA Arrays page. Click here to go to the "EVA Arrays" page (http://h18006.www1.hp.com/storage/disk_storage/eva_diskarrays/eva_arrays/index.html) .

· For MSA, at the HP StorageWorks Modular Smart Arrays page. Click here to go to the "HP StorageWorks Modular Smart Arrays" page (http://h18006.www1.hp.com/storage/disk_storage/msa_diskarrays/index.html) .

· For HSG, at the HP StorageWorks Array Controller Software page. Click here to go to the "HP StorageWorks Array Controller Software" page (http://h18006.www1.hp.com/products/storageworks/acs/index.html) .

7. Check the devices with the show device list equivalent command. 

emr_na-c01548254-1
C-Series Fabric Switches - Issue with Some 4Gbps Qlogic FC HBA with Cisco MDS Switch and Fabric Manager

ISSUE: 

When using fabric manager and viewing host information, the firmware version, driver, model information is displayed correctly ONLY FOR QLA2342 - 2Gbps HBA & is not displayed for 4GB FCA's (HPAE311, HPAE312, QMH2462).

Fabric Manager = 3.2.3. Fabric contains MDS9513 & XP12000.

In "#show fcns database detail" the "symbolic-node-name" is well displayed for these HBA, but not displayed in Fabric Manager.

SOLUTION: 

Cisco has reported this as a bug in their product.(Reference:- Bug CSCsu26064 4Gb Qlogic HBA does not display Make, Model, Firmware in Fabric Manager. It will be visible on external Cisco site after few weeks.)

According to Cisco this bug will be fixed in the next release of Cisco SAN OS NX-OS 4.1(1) which is to be released in September 2008.
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HP StorageWorks Fabric Interoperability - Merging Fabrics Based on C-Series and B-Series Fibre Channel Switches

Information

Interoperability should be enabled in both of the fabrics.

Details

The information in this section is taken from the document HP StorageWorks Fabric interoperability: merging fabrics based on C-Series and B-Series Fibre Channel switches . Click here to view "HP StorageWorks Fabric interoperability: merging fabrics based on C-Series and B-Series Fibre Channel switches" (http://h20000.www2.hp.com/bc/docs/support/SupportManual/c00758719/c00758719.pdf?jumpid=reg_R1002_USEN) .

B-Series merge preparation
Step 1. Verify switch firmware versions.

Before merging the fabrics, make sure all the B-Series switches in the fabric have the right firmware version. Login to the switch as admin and verify the firmware version using the telnet command version .

For firmware upgrade procedures refer to the B-Series documentation available at the HP Storage - B-series Switches webpage. Click here to go to the HP Storage - B-series Switches webpage (http://h18006.www1.hp.com/storage/networking/b_switches/index.html) .

Step 2. Verify/configure switch domain IDs, and verify switch/fabric default settings.

Ensure that all the switches in both fabrics have unique domain IDs before the merge. List the domain ID addresses of each switch in each fabric, and verify there are no duplicate IDs. If any duplicate addresses exist, change the IDs by assigning different domain numbers. 

Use a telnet session to perform the domain ID configurations. This requires disabling the switch temporarily. Here follows an example on changing domain IDs on B-series switches:


Switch:admin> switchdisable
Switch:admin>
Switch:admin> configure
Configure...
Fabric parameters (yes, y, no, n): [no] y
Domain: (1..239) [97] [Select the domain ID in the range 97-127, if change is required]
BB credit: (1..27) [16]
R_A_TOV: (4000..120000) [10000] [Ensure this value is 10000, should be same for all switches
in the fabric]
E_D_TOV: (1000..5000) [2000] [Ensure this value is 2000, should be same for all switches in
the fabric]
WAN_TOV: (1000..120000) [0]
Data field size: (256..2112) [2112]
Sequence Level Switching: (0..1) [0]
Disable Device Probing: (0..1) [0]
Suppress Class F Traffic: (0..1) [0]
SYNC IO mode: (0..1) [0]
VC Encoded Address Mode: (0..1) [0]
Core Switch PID Format: (0..1) [1]
Per-frame Route Priority: (0..1) [0]
Long Distance Fabric: (0..1) [0]
Virtual Channel parameters (yes, y, no, n): [no]
Zoning Operation parameters (yes, y, no, n): [no]
RSCN Transmission Mode (yes, y, no, n): [no]
Arbitrated Loop parameters (yes, y, no, n): [no]
System services (yes, y, no, n): [no]
Portlog events enable (yes, y, no, n): [no]
No changes.
Switch:admin>
Step 3. Disable management server.

Platform management services must be disabled fabric wide before enabling the interopmode and merging the fabrics. The following command will deactivate the Platform Database Management Service of each switch in the fabric:


Switch:admin> msPlMgmtDeactivate
This will erase all Platform entries. Are you sure? (yes, y, no, n):
[no] y
Committing configuration...done.
Request Fabric to Deactivate Platform Management services....
Done.
Switch:admin>

Step 4. Verify/configure fabric operating mode.

For B-Series switches the interopmode 1 must be enabled before merging with C-series switches. This command enables interopmode on individual switches only, and hence must be executed on each B-Series switch in the fabric. Use the following telnet command to change the operating mode.


login: admin
Password:xxxxxxxx
Switch:admin> switchDisable
Switch:admin> 0x101a8dd0 (tThad): Jan 20 10:47:55
WARNING FW-STATUS_SWITCH, 3, Switch status changed from HEALTHY/OK to
Marginal/Warning
Switch:admin>
Switch:admin> interopmode 1
The switch effective configuration will be lost when the operating mode is
changed; do you want to continue? (yes, y, no, n): [no] y
Committing configuration...done.
cfgDisable: no EFFECTIVE configuration
interopMode is 1
NOTE: It is required that you boot this switch to make this change take
effect
Switch:admin> fastboot [reboots the switch quicker, bypassing POST]

Step 5. Verify proper zoning configuration is in place.


Switch:admin>cfgshow

C-Series merge preparation
Step 1. Verify switch firmware versions.

Verify all C-series switches are configured with the correct firmware version as shown in Table 3. If necessary, upgrade the switches with the supported firmware, and refer to the MDS 9000 Family Configuration Guide that can be accessed through this link:

http://h18006.www1.hp.com/products/storageworks/cmds9506/leavinghp-cisco.html

MDS9509# show ver nl
Cisco Storage Area Networking Operating System (SAN-OS) Software nl
TAC support: http://www.cisco.com/tac nl
Copyright ©) 1986-2002 by cisco Systems, Inc. nl
Software nl
kickstart: version 1.0(1) [build 1.0(0.260c)] [gdb] nl
system: version 1.0(1) [build 1.0(0.260c)] [gdb] nl
Hardware nl
RAM 1932864 kB nl
bootflash: 503808 blocks (block size 512b) nl
slot0: 0 blocks (block size 512b) nl
kickstart compile time: 11/7/2002 21:00:00 nl
system compile time: 11/7/2002 20:00:00

Step 2. Verify switch/fabric default settings.

It may be necessary to change the Fibre Channel timers as well if they have been changed from the system defaults. The MDS 9000 and B-series FC Error Detect (ED_TOV) and Resource Allocation (RA_TOV) timers default to the same values. They can be changed if needed. The RA_TOV default is 10 seconds, and the ED_TOV default is 2 seconds. Per the FC-SW2 standard, these values must be the same on each switch within the fabric.


MDS9509 login: admin
Password: xxxxxxxx
MDS9509# show fctimer
F_S_TOV : 5000 milliseconds
D_S_TOV : 5000 milliseconds
E_D_TOV : 2000 milliseconds
R_A_TOV : 10000 milliseconds

To modify these values, use the following commands. Note that these changes cannot be made unless all VSANs in the switch are suspended.


MDS9509# config t
MDS9509(config)# vsan database
MDS9509(config-vsan-db)# vsan 1 suspend
MDS9509# config t
MDS9509(config)# fctimer e_d_tov 2000
<1000-100000> E_D_TOV in milliseconds(1000-100000)
MDS9509(config)# fctimer r_a_tov 10000
<5000-100000> R_A_TOV in milliseconds(5000-100000)

Step 3. Verify the fabrics are in proper operating mode. 

To enable interoperability mode on C-series switches, the first step is to place the VSAN of the E_Ports(s) that connect to the B-series in interoperability mode.


MDS9509# config t
MDS9509(config)# vsan database
MDS9509(config-vsan-db)# vsan 1 interop

Step 4. Verify/configure switch domain IDs.

The next step is to assign a domain ID in the range of 97 (0x61) through 127 (0x7F), while in interoperability mode, we are limited to a total of 31 switches in the fabric. In the MDS, the default is to request an ID from the principal switch. If the preferred keyword is used, the MDS will request a specific ID, but still join the fabric if the principal switch assigns a different ID. If the static keyword is used, the MDS will not join the fabric unless the principal switch agrees, and assigns the requested ID.


MDS9509# config t
MDS9509(config)# fcdomain domain 100 preferred vsan 1

When making changes to the domain, you may restart the MDS domain manager function for the altered VSAN. You may force a fabric reconfiguration with the disruptive keyword.


MDS9509(config)# fcdomain restart disruptive vsan 1

Or not force a fabric reconfiguration:


nl
MDS9509(config)# fcdomain restart vsan 1
fabrics.cfg show in brocade,show zoneset active in cisco.

Step 5. Verify proper zoning configuration is in place.

Check for Duplicate Zone Sets (zones): To ensure proper zoning merge and operation, verify there are no duplicate active ZoneSets or Zones across the two fabrics that need to be merged. If any duplicate zones exist, then rename them. You can verify zoning information by using the show zone command.

For example, to verify all active zones …


MDS9509# show zoneset active

After merging the fabrics, verify by switch show (Brocade) and show vsan 1 (Cisco), and confirm that interoperability is On. After that, also confirm that zoning information is visible in both the fabrics.cfg show in brocade, show zoneset active in Cisco.

emr_na-c01507997-1
C-Series Director and Fabric Switches - Procedure to Upgrade Firmware (SAN-OS)

ISSUE: 

Procedure to Upgrade Cisco MDS SAN-OS

SOLUTION: 

1)Download the firmware

a) From HP Website. www.hp.com , Select Software & Driver Downloads, Search for the Switch Model (e.g.: MDS 9506) Navigate & Select the exact Model (e.g.: Cisco MDS 9506 Director Switch ),Click on Cross operating system (BIOS, Firmware, Diagnostics, etc.)and select firmware revision you are looking for. Refer release notes before proceeding to next step. 

OR 

b) Cisco Website www.cisco.com .Search for the release notes of the revision and follow the procedure to download the firmware. 

The Original Cisco Release notes are available in SAW or Cisco Website. Normally the Cisco SAN O.S Upgrade path can go directly unlike the Brocade which can go only 2 levels above. For Upgrade Path and other details refer Cisco Original Release Notes. Certain Revision of SAN O.S need a management Software update as well.

2) Make sure the Free space on the switch boot flash is sufficient enough to handle the size of the files you need to put there for the upgrade. 

switch#dir bootflash: 

If you do not have enough space, delete the old image files.


switch# delete bootflash:m9200-ek9-mz.3.0.3.bin
4) Make a backup of the Configuration Before proceeding. In Device Manager, Click on Admin, then Copy Configuration, select the From running or startup config, then To: Server File. Put the FTP server IP in, and the username Password, and name the backup with The date and switchname. 

OR 

From CLI copy the configuration backup to bootflash 

     
#copy nvram:startup-config bootflash:startup-backup   
#copy system:running-config bootflash:running-backup     

5)Put the firmware image files in the bootflash either through a FM or TFTP. If you are using TFTP, follow the below steps


switch# copy tftp://IP_address of your TFTP server/system-img bootflash:system-img  

Download a kickstart image to the active supervisor module bootflash: from a TFTP server, if necessary. 


switch# copy tftp://IP_address of your TFTP server/kickstart-img bootflash:kickstart-img  

6) Run an install all command to verify the compatibility before proceeding with the installation. 

7)Start the upgrade from command line. Syntax: 

   
switch# install all system bootflash:system-image kickstart bootflash:kickstart-image

8)Once the switch completes the firmware download, verify it is successful.


switch# show version

emr_na-c01327725-1
C-series Fabric Switches - Corrupted Bootflash Recovery Procedures

ISSUE: 

MDS 9000 SAN switch boot failure with console error message:

no bootable device found

SOLUTION: The Cisco MDS san switch has 2 software images: kickstart and system images. The boot sequences are:

BIOS --> boot loader --> kickstart --> system

The kickstart and system images are normally stored in bootflash on supervisor module. If it is corrupted, the SAN switch will not be able to boot. The following steps outline recovery via a tftp server:

1. Download the kickstart and system software image appropriate for your MDS switch model from: 

Cisco Web Site http://www.cisco.com/kobayashi/sw-center/sw-stornet.shtml

Examples:
Kickstart image: m9200-ek9-kickstart-mz.3.2.1.bin
System image: m9200-ek9-mz.3.2.1.bin

Upload the software images to a tftp server shared directory.

2. Connect a serial terminal to the MDS console port. Reboot the MDS switch. When you see “Hit ^C if you want to run setup”, press Ctrl-C. 

3. In the System BIOS Setup – Utility screen choose “Basic CMOS Configuration” and modify the following parameters to reflect your network setup: 


Boot 1st:                TFTP
Local IP address:        (e.g. 10.18.0.3)
Subnet mask:             (e.g. 255.255.255.0)
Default GW IP Address:   (e.g. 10.18.0.254)
TFTP Server IP Address:  (e.g. 192.168.0.198)
Filename:                (e.g. m9200-ek9-kickstart-mz.3.2.1.bin)
Write to CMOS and Exit.

4. If the kickstart image is good, the switch will boot successful and you will see switch(boot)# prompt. Format the bootflash file system: 

switch(boot)# init system

5. Follow the example below to copy kickstart (again) and system images to the bootflash from the tftp server to the MDS switch bootflash: 

Confirm that bootflash has no software images:
switch(boot)# dir bootflash :

Configure local IP parameters:

switch(boot)# config terminal  
switch(boot)(config)# interface mgmt0  
switch(boot)(config-mgmt0)# ip address 10.18.0.3 255.255.255.0  
switch(boot)(config-mgmt0)# no shut  
switch(boot)(config-mgmt0)# ip default-gateway 10.18.0.254  
switch(boot)(config-mgmt0)# end
Copy kickstart image from tftp server:
switch(boot)# copy tftp://192.168.0.198/code/9200/m9200-ek9-kickstart-mz.3.2.1.bin bootflash:m9200-ek9-kickstart-mz.3.2.1.bin

Copy system image from tftp server:
switch(boot)# copy tftp://192.168.0.198/code/9200/m9200-ek9-mz.3.2.1.bin bootflash:m9200-ek9-mz.3.2.1.bin switch(boot)# dir bootflash:

switch(boot)# reload

6. After the reload, the MDS will now boot successfully into the SAN OS system image. 

7. If you have previously backup the MDS switch configuration to the tftp server, you can now restore it with the command: 


switch# copy tftp://192.168.0.198/pod18/9216.cfg volatile:9216.cfg  
switch# dir volatile:  
switch# show file volatile:9216.cfg  
switch# copy run start
Additional reference can be obtained from Cisco MDS 9000 Family Troubleshooting Guide, Release 3.x

