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Security and Privacy Planning for WalMart 

Lihua Duan and El Amsy Tarik

Abstract—E-Commerce and E-business is a rapidly emerging application area of Internet security and privacy. As a major player in the world retail market, Wal-Mart has found more and more orders coming from Internet. Thus, online security and privacy protection become a big concern. In this report, we use Wal-Mart in Windsor as an example to plan a security and privacy system. Based on the main online threats assessment, we propose a security and privacy policy for Wal-Mart in Windsor. Furthermore, we build a system based on the smart-card, PKI encryption, biometric devices, the third party key distribution, and the role-based access control to enhance the privacy and security of customers while still providing easy, quick and affordable access for shopping.
Index Terms— Access control, privacy, security, smartcard. 

I. INTRODUCTION
I
NTERNET is changing the life style of people. More and more customers intend to shop online, so nearly all the big companies in the world provide online service, and Wal-Mart is one of them. When customers make orders online, they are required to fill out a form including payment and shipping information. If the information is revealed by malicious people, the loss might be enormous. Thus, online security becomes a big concern for both Wal-Mart and customers. However, security is not the only concern to the customers, privacy protection is also desired. For example, in order to simplify the payment process and provide an auto-fill service, Wal-Mart offers the customer to create an account to keep payment and personal information record which are stored in the Wal-Mart database. Despite the security measures are taken by the Wal-Mart, customers do not hope this personal information exposed or even misused by other people. 
Wal-Mart is a multi-national company, the security and privacy planning of the entire company is a huge topic which is beyond the scope of this report. In this report, we restrict our discussion on local online customer service involved topics. 
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Figure 1 Wal-Mart in Windsor
Figure 1 shows the architecture of Wal-Mart in Windsor, namely, Dougall Branch and Tecumseh Branch, and how they are connecting to the costumers and financial institutes (TD banks, CIBC, Royal banks, etc.), the key distribution center (KDC), and the credit card authority. Customers can access the online service through Internet. Each branch has a LAN which connects servers and the database, these servers process customers requests and the database stores user information which is encrypted by the customer’s public key. In order to backup the user data and share the information, databases in these two branches can transfer data in real time basis. Both branches connect financial institutes, the key distribution center, and the credit card authority through secure VPN, Dougall Branch and Tecumseh Branch connect each other through secure VPN. A secure VPN (SVPN) [2] uses cryptographic tunnelling protocols to provide authentication, data confidentiality and integrity to achieve the privacy over insecure network. Thus, the interactions between branches, branches and financial institutes, branches and credit card authority are secure, and we concentrate on assuring the secure interactions between Wal-Mart and customers and protecting the customers’ privacy. In this report, we introduce a mechanism for implementing such a system by using Smart-Card, PKI, biometric devices, the third party key distribution, and the role-based access control. 

 The rest of this report is organized as follows. In section 2, we describe some typical shopping scenarios and discuss the main threats; Section 3 presents a set of security and privacy policy; Section 4 gives the mechanism and technologies to implement the system. Section 5 makes a conclusion. 

II. SCENARIOS AND THREATS

       In this report, we discuss an imaginary system, so we suggest using currently already available devices and technologies for the next generation online shopping system for Wal-Mart in Windsor.  

In our scenarios, Wal-Mart will issue a special Smart Key to participating customers called (FMSCR). This Smart key will store customer information such as his/her digital certificate and personal information and will be the only device that can be accessed directly to obtain the customer’s purchase history, private information, and payment option.

Below is a list of step-by-step scenarios of the different transactions performed by the customer.

A)  On-line shopping

a.1
The customer opens Wal-Mart website.

a.2
The customer browses the catalogue and selects items to purchase then check-out.

a.3
The customer inserts his Wal-Mart smart-card into the computer USB port.

a.4
The customer enters his PIN number or scans his finger print as a higher layer of identification security.

a.5
The customer personal information stored on the smart-card is then decrypted using the private key which is also stored on his smart-card and loaded into an SSL online form (including credit card information and shipping address).

a.6
The online-system will verify the payment information with the credit card authority.

a.7
A copy of the transaction is encrypted and saved in the smartcard. 

a.8
The customer transaction is encrypted via customer’s public key and stored in Wal-Mart online database. 

a.9
The item(s) is shipped.

a.10 The customer receives the items and the receipts.

a.11 The customer signs the shipping reception form.
B) In-store purchase

b.1
The customer selects items in store

b.2
The customer inserts his/her Wal-Mart smartcard into a specially designed interface at the cashier.

b.3
The customer validates the smart-card with entering PIN code/ or his finger print.

b.4
The private key stored on the smart card will decrypt the customer payment data (credit card information) and pass it to the payment system after opening a secure encrypted session.

b.5
The customer will choose the payment method he want (debit, credit).

b.6
The system will do the transaction and check if the customer has valid information and sufficient balance for the selected payment account.

b.7
The cashier system prints the receipt, and the purchase record is saved in both the database of Wal-Mart and the database on the FMSCR after encrypting it with customer Private Key. 
b.8
The customer completes the purchase and leaves. 
C) Returning an Item.
c.1
The customer gives back the item (no need to shows the receipt to the stuff). 

c.2
The customer agent asks the customer to insert his smartcard into a reader. 

c.3
The system uses the private key to access customer encrypted data at Wal-Mart database system and loads his purchase history.

c.4
The agent checks that the item has been purchased and the return policy is not violated (not exceed 90 days)

c.5
The customer agent deletes the purchased item record from the database and the corresponding record in Wal-Mart database.
c.6
The stuff returns the money to the customer.

c.7
The customer leaves. 
D) Redemption 

d.1
The customer inserts his/her Wal-Mart FMSCR in cashier’s system interface.

d.2
The customer validates the FMSCR by entering a PIN code/ or by scanning his/her finger print.

d.3
The system will use customer’s account number to locate and calculate customers redemption record stored in Wal-Mart database with the customer’s permission to use his/her private key.
d.4
The customer agent checks the balance and gives the redemption money to the customer.
d.5
The customer leaves.
E) Apply/Reapply Wal-Mart Smart Card (FMSCR)

e.1
The customer fills out the application form including personal information and his Credit/Debit card information  and signs the agreement.
e.2
The customer shows his/her photo ID (driver license) to the customer agent to validate his identity. 
e.3
The customer agent takes a photo of the customer.
e.4 The customer agent issues a digital certificate for the customer from the KDC center.

e.5 The customer’s personal info  on Wal-Mart database will be encrypted via the obtained Public Key of the customer to maintain its privacy.

e.5 The customer agent will setup the received digital certificate into customer smart card (FMSCR). 
e.6
The customer will receive the smart-card FMSCR along with a software to manage the FMSCR database at home.

F) Loss Report

f.1
The customer fills out the loss report form. 

f.2
The customer shows his/her photo ID (driver license) to the stuff.

f.3
The stuff checks the database by the customer’s name (some fields of the record under this name, such as user name, account No., validity, is plaintext so that basic user information can be searched; other fields, such as purchase history, personal private information, are encrypted by the user’s public key) and declares the card is invoked. 

According to [1], there are three types of security threats associated with Internet: unauthorized access, disclosure of information, and denial of service (DOS). Since Wal-Mart is a daily life store for ordinary people, not political sensitive, besides Windsor is a peaceful city, the possibility to be attacked by DOS is little. By analysis these scenarios, we can see the main threats are unauthorized access and the disclosure of information. Therefore, our task is to protect data confidentiality and integrity.
III. SECURITY AND PRIVACY POLICY

In this section, we present the security and privacy policy for Wal-Mart in Windsor. 

P1.Wal-Mart should not access the user’s personal information without the agreement of the user.

P2. No cheat can be performed during online shopping.

P3. Different people can only access the information he/she is allowed to access.

P4. Secret information should not be acknowledged by people other than the parties involved.

P5. The customer can only check his/her personal purchase record, and he/she cannot change it. 

P6.The customer can change his address and payment information online. 

P7. The system administrator of each branch is responsible for the security of its own LAN.

P8. Wal-Mart should be responsible for the preparation for a detailed list in case a security problem is detected and disaster recovery. 

P9. The customer should be responsible for keeping his/her own password secure and not easy to guess.

P10. The customer should check their account regularly.

IV. MECHANISM TO IMPLEMENT THE POLICY

In order to implement the policy discussed in the previous section, we apply smartcard and role-base access control technologies to protect personal information.
A. Wal-Mart Smartcard

``The best way to keep a secret is by` not sharing it’”. Wal-Mart Smartcard intends to provide a secure individual identification and keep a record of his/her previous purchase while personal security and privacy are reserved. In addition, the Wal-Mart Smartcard may be used to accumulate the purchase points which may be redeemed at the end of the year. 

 Wal-Mart smartcard is an IC chip contact card with a microprocessor and memory. This smart card contains a dime-sized microchip that can process and store thousands of bits of electronic data. Unlike passive devices (such as a memory card or magnetic stripe card) that can only store information, the smart card is active and able to process data in reacting to a given situation. This capability to record and modify information in its own non-volatile, physically protected memory makes the smart card a powerful and practical tool. Smart cards are small and portable; they can interact with computers and other automated systems; and the data they carry can be updated instantaneously [3]. 

    The most common example is in conjunction with a Public Key Infrastructure (PKI). The smart card will store an encrypted digital certificate issued from the PKI center along with any other relevant or needed information about the card holder. When combined with biometrics, smart cards can provide two factor authentication. Smart card is a privacy-enhancing technology, and when used in conjunction with appropriate security and privacy policies, can be part of a highly effective authentication system. 

    The limitation of smart card in our scenario is the small memory space that it has.  Some smart cards can hold up to 1 MB [4]. This space is good for storing personal information, credit cards and PKI certificates. For storing huge amount of data, such as the purchase record, it would not be enough on the long run.

B. Integration of Flash Memory and Smart Card Reader (FMSCR)
     Flash memory key can hold much more data than smartcard, and you can buy a 1GB flash memory stick for less than 100 dollar. In our imaginary proposed system we assume that the integration of USB smart card readers with flash memory is possible. This integration will gain the advantages of both. Anything will be written to the embedded flash memory can be encrypted while anything will be read can be decrypted by the smart card. Implementation of such technology is possible. USB Smart-Cards readers are available today. (See figure 2 for a USB smart card reader offered by BioEnable, India).

So in FMSCR scenario Private Key /Digital Certificates will be stored on the Smart Card chip while the purchase transaction records will be appended to a database on the integrated flash memory defiantly after encrypting it.  
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Figure 2  USB Smartcard Reader

Below, we explain how FMSCR works. 

1)
The customer inserts his/her FMSCR into the system interface. The smart card contains the customer’s cryptographic key.

2)
The customer enters his/her shared-secret PIN (or password), in order to unlock the digital representation of your cryptographic key known as Private Key/Digital certificate.

3)
If the PIN is valid it will decrypt the private key.

4)
A nonce (random number) is passed from the computer application to the smart card.

5)
The private key on the smart card is used to encrypt the nonce and pass it back to the application.

6)
The application verifies that a certified public key obtained from the network-based directory service or from the card does, in fact, decrypt the encrypted message from the card and reveal the same nonce that was originally passed to the card.

     In our Wal-Mart FMSCR Scenario, you are not locked into one form of authentication, such as the ever-vulnerable password. You control your identity because it is contained on the card in your key chain you hold with you. You keep your privacy because you hold the data in your pocket. Even if attackers crack your e-commerce company database, they cannot gain access without possession of the smart card tucked safely in your own pocket.

C. Key Distribution Center (KDC)

 The public/private keys should be distributed by the third party, namely, a key distribution center. KDC should be one of the major trusted companies such as VeriSign™. In This way Wal-Mart will maintain its customers’ privacy by not having access to customers’ private keys. 

In Section 2, we describe an in-store apply scenario. Here, we also provide an online procedure to request the private key. When the customer applies for the Wal-Mart smartcard on line, a key distribution request (which has customer name and a government photo ID No.) is sent to the key distribution center. After processing the request and confirming the customer’s ID, the center sends the private key in form of CD to the customer, and meanwhile the center notifies Wal-Mart that this customer’s public key is available. The public\private key pair can be linked together with a customer No. assigned by the center. In addition, the center will save the customer’s name, ID, and the public/private key pair in its database in case of the key loss and recovery.        

When the customer receives the CD containing the private key, he/she can go to Wal-Mart and apply his/her FMSCR.  

D. Role-based Access Control
To keep the system secure and protect user privacy, we suggest a role-based access control to different types of data. Furthermore, we distinguish the access as write-access and read-access. 

The Wal-Mart can perform the write-access only during purchase checkout. The customer can change his/her personal profile anytime, such as address, telephone No., payment option, etc. 

Table 1 specifies the read-access control for different roles.  

Table 1

role-based access control table
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E. Backup and Recovery

The customer can check his/her purchase record by read his smartcard. In addition, the record can be stored in the Wal-Mart’s database as a backup with the customer’s agreement. Since the record is encrypted using the customer’s public key owned by Wal-Mart and can only decrypted by the customer by using his/her private key, the customer’s privacy will not be violated. Furthermore, databases at different branches communicate with each other in a real time basis which guarantees the data consistency and provides a database level backup in case of emergency.    

When the smartcard is lost, the customer has to bring his/her government photo ID to the key distribution center to retrieve the lost private key and replace it with a new one; then the customer goes to Wal-Mart to retrieve the data stored in the database by using the retrieved private key and read into the new smartcard. After that, the lost pair of public/private keys is revoked and the new keys take effect.  

The customer will be also able to backup his purchase history database on his personal computer via the provided software designed by Wal-Mart.

F. Fraud Avoidance 

The solution of fraud avoidance is to detect the fake card. Since the Wal-Mart smartcard has the biometric information of the customer, such as fingerprint, photo, etc., fraud cannot occur for in-store purchase. For online purchase, after reading the smartcard, the customer is required to enter his/her password to login in the system, therefore, even when Wal-Mart smartcard is stolen, it is very hard for a malicious people to cheat online if the password is kept secure. 

V. CONCLUSION

As the cost of integrating smart cards, flash memory, public key cryptography, role-based access control, and the third party key distribution is getting more affordable, our proposed system can provide a secure infrastructure for real life applications such as Wal-Mart while customers’ privacy is protected. 
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