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Crime and Its Control in Greater China

Abstracts

China’s WTO Entry – The Implications for Card Payment Systems

Mr. Esmond Chan

Vice President & Regional Head, Security & Risk Management

MasterCard International, Asia-Pacific Region

Suite 1403-1410, Dah Sing Financial Centre 

108 Gloucester Road, Wanchai 

Hong Kong 

esmond_chan@mastercard.com

Issuance and acceptance of payment cards first emerged in China in 1987 with international card schemes such as MasterCard International, Visa International and American Express entering into the market, all vying for a significant share of the totally untapped market which promises huge business potential.  Today, there are about 250 million payment cards (including debit, credit and deposit access cards, out of which about 120 million are internationally branded cards, such as MasterCard and Visa) issued by most of the major state-owned and commercial banks in China. All such payment cards in China generate more than US$ 1 trillion in transaction volume annually.  The growth over the years has clearly been exponential, which is expected to continue in the coming years, especially in light of China’s WTO accession.  While currently the number of cards issued and the business volume generated are significant the business is conducted mostly within a closed system.  Firstly, about 99% of the credit cards issued in China are domestic use only and do not carry a revolving line of credit.  The customer must have a banking relationship with the card issuer and maintain an adequate level of funds in the account.  In a strict sense, the card is a secure card rather than a credit card.  In addition, the vast majority of the local transactions are what the industry refers to as “on-us”, i.e. there is no settlement of transactions between banks.  Payment card risk in China today, both from the perspective of credit and fraud, is insignificant compared to most developed markets.  However, with China entering into WTO the business dynamics faced by banks in China will undoubtedly go through evolutionary changes.  The business will no longer be conducted in a closed environment as competition posed by foreign banks will be keen as they will be given more market access.  Risk tolerance by banks in China is very low.  They can afford to take a very conservative approach in today’s closed system environment, however, with increasing competition expected from foreign banks they will have to adopt a more open approach towards risk.  This will be a difficult balancing act for the local Chinese banks, given their current conservative approach.  This paper will examine the foreseeable changes in risks faced by the banks in China in the wake of its entry into WTO, the readiness and adequacies of its current systems infrastructure and legal framework, and necessary changes in dealing with the challenges ahead.

Cyber Crime and E-business in China: A Risk Perception Perspective

Mr. Chiu Shui Kau, Ivan

MPhil Candidate 

Social Science Division

Hong Kong University of Science and Technology

Clear Water Bay, Kowloon

ivanchiu@ust.hk

This paper gives an overview of the relationship between cyber crime, risk perception and the development of electronic business (E-business) in China.  Nowadays, many E-businesses approach their customers by means of the Internet.  On the one hand, E-business can facilitate the livelihood of people and the flow of economy;  on the other hand, E-business is also a risk to society.  This is especially so when personal or corporate information is being cracked and are used illegally as a result of cyber crime.  With membership the World Trade Organization (WTO), it is expected that the role of E-business in China will be used more widely.  However, the threat from cyber crime, to a certain extent, does affect the development of E-business in China.  People may think that E-business is a risky activity and thus may not be willing to accept it.  In view of this, the author will try to use his own research on risk perception and the data from the China Internet Network Information Center’s (CNNIC) surveys on Internet usage to attempt to address the following issues, what is the current development of E-business in China?  What are the threats from cyber crime to the development of E-business in China?  In particular, does the risk perception of people towards E-business relate to cyber crime?  If so, what are peoples’ views towards cyber crime and E-business?  What can the Chinese government do regarding the threats from cyber crime to the development of E-business?

Financial Crime Control Strategies after China’s Accession to WTO

Dr. Dai Peng

Director, Division of Economic Crime Investigation

Criminal Investigation Department

Chinese Peoples’ Public Security University

100038, Beijing

mydaipeng@163.net

After China’s accession to the World Trade Organization (WTO), the financial risks will be exacerbated. The financial crimes will be internationalized, specialized, serried and more hazardous. The crackdown on financial crime is important in order to ward off assets losses, promote the healthy development of the finance industry, regulate the socialist market economy, and punish the corrupt. 

Given the complicated character of financial crime, it is imperative to strengthen international co-operation in crime fighting, draw on the experience of developed country and region in guarding against financial risks, reinforce crime prevention, establish the early-warning mechanism against financial crime. 

Money Laundering in Mainland China

Professor Guo Jianan

Director

Institute of Crime Prevention,

Ministry of Justice

PO Box 9803, Beijing

100029 China

jiananguo@sina.com


This paper comprises four parts. The first part is an overview of money laundering, including its definition, its severity and its risk to society.

The second part discusses the situation regarding money laundering in Mainland China and its vulnerability to the crime. The problem has been deteriorating although no money laundering case has been convicted since the 1997 Penal Code set up this category of crime. According to an authoritative estimate, the sum of capital flight from Mainland China is between 53.3 and 98.8 billion RMB Yuan of which a large proportion fled to foreign countries for the purpose of money laundering. In the process of setting up the socialist market economy, the financial infrastructure was too weak to prevent money laundering. Many factors of Chinese characteristics contribute to the further deterioration of money laundering.

The third part introduces some advances made in Europe. Right after the Chinese New Year, the author let a group on a field study of countermeasures against money laundering in Europe. Legislation and mechanisms against money laundering in EU, Belgium and UK are presented in this part.

The last part focuses on the recommendations drawn from above parts. Three steps should be taken in order to improve the present situation of combating money laundering, which are promoting awareness and political will, modifying criminal legislation and adopting preventive legislation, enhancing infrastructures against money laundering and strengthening international cooperation.

Characteristics and Control of Economic Crime in Mainland China

Ms. Li Chunhua

Lecturer

Department of Public Order Management and Crime Prevention

Chinese Peoples’ Public Security University

100038, Beijing

sq1103@sina.com

China’s reform and open-door policy has brought about a great advance in its economic development. But due to unavoidable negative effects and infiltration of international economic crime, economic crime in Mainland China is on the rise. Its characteristics are manifested in various ways and a sharp increase in prevalence The amount of money involved is enormous. The method of committing this type of crime is intellectualized. With the increase of transnational and organized crime, we are now perfecting our legal system to deal more effectively with this new trend. China’s police force has reformed and improved its investigation and enforcement system, and strengthened enforcement cooperation, information exchange, and mutual legal assistance with many other countries.

Organized Economic Crime in China

Professor Zhao Ke

Vice Director, The Institute of Public Security

Ministry of Public Security

Rm 103, Apartment 1, Building 3, 

Fuguoli, Xi Cheng District

Beijing, China 

zhaokef@263.net

Economic crime is a grave question. For this reason, new types of economic crime are stipulated more comprehensively in the new criminal law of China. This paper attempts to study the organized economic crime from the criminological perspectives. The paper consists of four sections: (1) the concept of organized economic crime; (2) the present condition and characteristics of organized economic crime in China; (3) the development organized economic crime; and (4) the basic countermeasures to control organized crime crime.

A Positive Study on the Four Regular Patterns of Crime during the Social Transition in China 

Professor Zhou Lu and Dr. Cong Mei

Instititute of Law Studies

Centre for Criminology Studies

Tianjin Academy of Social Sciences

Tianjin, 300191, P. R. China

zhoulue@163.net

China has undertaken unprecedented social change since the 1980’s and there have been large developments and changes in economic, political, cultural affairs.  China is accomplishing its transition from a planned economy to a market economy. Some regular patterns of crime have been found during this social transition.  Studying these patterns plays an important role in predicting the trend after China’s entry into WTO and establishing the relevant policies. 

This paper is a study of the regular patterns of crime in Tianjin in 1990’s in China. The research was based on large scale surveys of the last decade of the 20 century in Tianjin.  With government’s support, the survey was conducted every three years (namely, 1990, 1993, 1996, and 1999).  Over 16,000 criminal cases which had been investigated were surveyed. With the surveys, we also set up “ Tianjin Study Database of Criminal Investigation”. On the basis of this database, this paper analyses the four regular patterns namely the criminal members, types, time and space, and criminal measures.  

The Measurement of Crime in Hong Kong: Official Crime Statistics versus Crime Victimization Surveys

Dr. Leung Siu Fai 

Associate Professor

Economics Department

Hong Kong University of Science and Technology

Clear Water Bay, Kowloon

sfleung@ust.hk
This paper studies the measurement of crime in Hong Kong by comparing official crime statistics and crime victimization surveys. The periodic Crime Victimization Survey conducted by the Hong Kong Census and Statistics Department contains a lot of valuable information on the nature and extent of crime as well as the reasons for reporting or not reporting crime to the police. The crime rates obtained from these cime victimization surveys are typically much higher than those from official crime statistics. Because of differences in survey designs and procedures, some discrepancies between the two sets of data are expected. Although the government routinely issues cautions against comparing the two data sets, the discrepancies are so large that further investigation is warranted.

Furthermore, research results in the U.S. have successfully demonstrated that it is useful to compare police statistics and crime victimization surveys because it does not only help resolve the discrepancies, but it also produces insightful ways to improve the two systems of crime data collection. This paper investigates the comparability and complementarity of official crime statistics and crime victimization surveys, identifies factors that could generate differences between the two sets of data, and estimates the relative importance of these factors.

Crime Patterns During the Market Transition in China

Professor Liu Jianhong

University of Rhode Island

16 Brightwood Ave

Providence, RI  02908

USA

afs101@etal.uri.edu

A sizable literature on crime patterns during social change modernization has been developed. Empirical studies typically employ some versions of Durkheimian anomie perspectives as theoretical frameworks. With a few exceptions, most empirical studies examining the relationship between levels of crime and social change use cross-national data. Using time series data from China, this paper examines whether or not economically motivated crimes increase faster than violent street crimes during the social change from state socialism to a market economy. The paper finds that fraud and currency counterfeiting increased faster than violent crimes and that the rate of grand larceny increased faster than violent crimes; less serious larceny did not increase faster than violent crimes.

Intellectual Property Rights and Its Control in China

Professor Zhao Guoling

Law School

Peking University 

Beijing, 100871 China

guolingzhao@hotmail.com

With the development of intellectual economy, a new era is coming. Intellectual properties including trade mark rights are playing a more important role in the social economic development in China. Unfortunately, due to the temptation of huge economic value, crimes infringing intellectual property especially trade mark rights become more prevalent , which causes serious harm to society. How to prevent such crimes and bring them under control, and how to enforce the protection of trade mark rights, especially after the entry of China into WTO, has caused concern to both academics and practitioners. This essay describes the present situation regarding the infringmetn of trade mark rights through positive analytical method, discusses the deficiencies of relevant provisions of the present criminal law of China concerning the prevention and control of trade mark rights, and brings forward proposals and suggestions.
Prevention and Control of Crimes Infringing on Intellectual Property Rights in Mainland China

Mr. Yang Hui-zhong
Law School of Nanjing University

Institute for Prevention and Control of Crime of Nanjing University

No.22 Hankou Road

Nanjing China

huizhongyang@chinaren.com

With the development of the market economy  in China, the Crimes of Infringing on Intellectual Property Rights are becoming more and more rampant, which not only does great harm to the interests of our nation and people, but brings disgrace to the reputation of our country on the world stage. Now these crimes present the following features: the diversification of criminal subjects; the enlargement of criminal territory; the extension of criminal objects; the concealment and organization of criminal methods; the conspiracy between merchants and government officials and the violent resistance to enforcement of the law. In l979 only a few commercial crimes, such as Counterfeiting Trademarks and Counterfeiting Patents, were simply stipulated in the Criminal Law of the People's Republic of China.  In the revised edition in l997, the crimes of producing and marketing fake or substandard commodities, the crime of infringing on intellectual property rights and related crimes were specially stipulated in a separate section of the Chapter---Crimes of Disrupting the Order of the Socialist Market Economy. Unfortunately the effects of controlling the above crimes are not promising.

In order to effectively control and prevent the crimes of infringing intellectual property rights, the author suggests the following measures be taken in the current situation:
l. The people’s consciousness of the law to protect intellectual property rights must be enhanced;

2. The legislations on protection of intellectual property rights should be strengthened;

3. To minimise current confusion resulting from too many authorities being involved controlling the crimes, the authoritative departments for control and prevention should be clearly prescribed;

4. Legal enforcement should be strengthened to eliminate the local protectionism, to defeat the organizationa1 crimes and eradicate the protectors of crimes;

5. International cooperation should be enhanced to control and prevent the crimes.
Public Enforcement of Intellectual Property Rights

Dr. Gregor Urbas

Australian Institute of Criminology

GPO Box 2944

Canberra ACT 2601

Australia

Gregor.Urbas@aic.gov.au or Gregor.Urbas@anu.edu.au

Intellectual property protection has emerged as a priority issue in the Asia-Pacific region over recent years, both in terms of international trading arrangements (e.g. China’s membership of the World Trade Organisation) and as a significant area of concern for law enforcement agencies (e.g. Hong Kong’s and other jurisdictions’ legislative reforms directed against copyright and trade mark piracy).  However, the division of labour between public and private enforcement of intellectual property not only varies considerably between countries, but is also often not clearly defined.  Significant public/private sector interaction is often required at the investigation stage for the identification of pirated or counterfeit goods, and similarly for the collection and presentation of appropriate evidence in any subsequent criminal prosecution.  Public law enforcement agencies may be reluctant to deal with intellectual property referrals because these are viewed as commercial disputes rather than criminal matters, and the general experience is that such investigations and prosecutions can be very expensive and often unsuccessful.  A further complication is the presence or absence of restrictions against parallel importing, so that offences of infringement by unauthorised importation may turn on complex commercial market arrangements.  This paper considers these issues in the light of recent experience in Australia and other countries in the region.

Responding to illegal drug offending

Ms. Lorraine Beyer
AFHS 900 Park St. Parkville 3052 

Australia

l.beyer@pgrad.unimelb.edu.au

Choice of government and agency policies is substantially influenced by how a problem is defined. In relation to illegal drug offending, the small amount of literature available suggests that illegal drug markets are typically composed of many unconnected, shifting parts that enable a high degree of flexibility and adaptability. The potentially vast profits involved mean too that it is constantly renewing itself - as people are arrested and removed from the market, others are willing to enter or maintain involvement. At the other end of the market of course there are the people who are simply addicted and on that basis are involved. Given the nature of illegal drug offending, and the considerable health and social consequences involved, is it reasonable to expect that traditional law enforcement responses will be as effective as they may be for other types of crime? 

This paper will discuss some of the paradoxes involved in responding to illegal drug offences and how, without evidence based research and clarity of objectives, government agencies may actually be working at odds with one another. It will be concluded that national and international liaison and coordination between law enforcement agencies is extremely important in relation to illegal drugs, but that so too is the development and strengthening of partnerships between government departments and agencies, within national boundaries. 
Homicide and Suicide in Hong Kong: Role of Economic Factors

Ms. Aris Chan

PhD Candidate

Centre for Criminology

University of Hong Kong

arischan@hotmail.com

Homicide-Suicide (HS) is one of the most tragic forms of violence.  HS predominately occurs between family members and frequently results in the death of innocent children.  Although rare, HS events provoke considerable public concern. The impact of HS is catastrophic and far-reaching for both the surviving family members and the community. The importance of HS lies not only in its consequences but also in its theoretical implications.

Traditional approaches have viewed homicide and suicide as arising from different causal factors.  However, HS challenges traditional explanations for either homicide or suicide, yet little research has been done on HS and no literature on the Chinese population is known to the authors.  This paper aims to provide the first systematic study of HS in a Chinese society.  It describes the pathology, possible typologies and epidemiological characteristics of HS in Hong Kong.  Relevant data from HS in western societies is also compared and the differences discussed.
The Center’s Scrutiny and the Local Response:

The Anti-Smuggling Campaign in Xiamen, 1999-2001
Ms. Li Shan Shan

MPhil Candidate 

Social Science Division

Hong Kong University of Science and Technology

Clear Water Bay, Kowloon

shan@ust.hk

Decentralization brought the Chinese communist regime a complex web of conflicting national and local interests, particularly in the second half of 1990s. While facilitating a rapid economic growth for almost two decades, decentralization has resulted in local perversities such as massive smuggling and official corruption. The central government deployed repeated cycles of centralization-decentralization as an ad hoc solution in order to both activate local economy and regulate local perversity. By an examination of the central-Xiamen interaction on the Yuanhua case of 1999 through 2001, the documentary- and interview-based data revealed two predicaments of the elastic central scrutiny when the center relied on a rigorous anti-corruption campaign as an immediate surgery and official and legal reforms as the long-term institutional therapy. First, prolonged toleration to smuggling and corruption but a battle-like crackdown resulted in discontent among Xiamen locals. Second, the Yuanhua case showed the central government lacked a credible commitment to its current vision of “governing the country according to law” (yifa zhiguo). Both consequences undermined Xiamen locals’ as well as the general public’s recognition and cooperation to the center’s long-term vision and policies because the ordinary people indeed decide whether their government deserves authority according to the consistency of the government’s words and deeds.

Social Transition and Organized Crime in China: A Sociological Study

Dr. Mei Jianming  

Lecturer

Chinese People’s Public Security University, 

100038, Beijing

jianming_m@hotmail.com

Professor Wang Yong

Deputy-Director 

Department of Professional Basics of Public Security, 

Chinese People’s Public Security University, 

100038, Beijing

There are divergent views on the concept of organized crime resulting in a misunderstanding of the causes of organized crime in Chinese literature. This paper attempts to explain what organized crime is and why organized crime exists in contemporary China. Under the circumstances of social transition, this paper explores the relationship between organized crime and social structure based upon Merton’s theory, and criticizes misunderstandings of organized crime in criminology and China Criminal Law. An early version of this paper in Chinese has been published in Journal of Shandong Public Security College in 2001.

China, Globalisation and Crime: A Potential Victim of Its Own Prospective Success?

Mr. Robin McCusker

School of Law, 

University College Northampton, 

Moulton Park, Northampton, 

NN2 7AL, UK

Robin.McCusker@northampton.ac.uk

In January 2002 China reported a 25.7% rise in trade over 2001. The number of people in China using the Internet has grown by almost 50% to more than 33 million. It stands to reason therefore that the development of the Internet will facilitate the growth in China’s international trade. However, in a test of ‘e-readiness’ of the world’s 60 largest economies conducted in 2001 by the Economist Intelligence Unit, China was ranked 45th. To place this in context, India was placed at 49th. The computer infrastructure in China is under-developed and, relative to the economies it seeks to do business with (which are themselves extremely lax in terms of computer security), unsecure. The Chinese government has added to the insecurity by insisting upon controlling the availability and content of web traffic. Indeed, authorities in China have recently closed 17,000 Internet cafes and insisted that a further 28,000 install monitoring software. Encryption, deemed by Western businesses to be a pre-requisite of a secure Internet trading system, will be resisted by the Chinese government. Attempting to control the internet, which by its very nature is extra-territorial, in the context of a globalised economy in which Western companies will be reluctant to give up the potential of the huge Chinese market will undoubtedly lead to covert infiltration by those companies. The net result of this action will be an increase in exploitation by the world’s organised crime groups. Moreover, the Chinese banking system, which lies at the heart of globalisation, is in disarray. The state Bank of China has recently been subject to a diversion of $US 320 million of its funds (via a number of questionable routes) and a theft of $US 500 million theft by its own officials (much of the money being laundered by lawyers via Macau and Las Vegas casinos). China’s only private bank (China Minsheng Banking Corp.) also recently acknowledged that it has been the subject of a massive $US 43 million fraud. The Director of the Fund Management Division of the China Securities and Regulatory Commission has recently reprimanded fund managers on the Chinese stock market of speculative share dealing on such a scale that the stock market itself could have been destabilised. E-commerce, a key facet of globalisation and certainly at the heart of the World Trade Organisation (whose illustrious ranks China has recently joined) will depend more and more upon the connectivity and security of the world’s computer and banking systems especially when electronic payment systems become a pre-requisite of e-trading. China will not have a national bank card network in place until 2005. The likelihood of future widespread cyber money laundering is huge. One of China’s biggest trading partners remains Russia. The fact that much of Russia’s business and banking sector rests in the hands of organised crime groups renders China (who, unlike Russia, has recently been removed from the Financial Action Task Force’s list of non-co-operative countries) perilously open to infiltration by those criminals especially if Chinese organised crime groups continue to operate in tandem. The cost of corruption in China is already reputed to be between 4 and 8 percent of GDP. China and the West recognise China’s market opportunities but equally seem blind to the fact that it currently lacks the capability to operate within that market in a secure manner. Failure to reconcile these two factors will inevitably lead to economic consequences, within and without China, of an unparalleled nature.

Chinese organized crime in Western and Eastern Europe

Professor Emil W. Plywaczewski

Director

Dept of Criminology and Organized Crime Issues

University of Bialystok, Poland

plywacz@cksr.ac.bialystok.pl
Crime involving foreigners is a phenomenon which on a worldwide scale shows not only a dynamic upward tendency but is also undergoing vital quality changes. In Europe this is proved by many years' experience of West European countries, confronted with more and more dangerous aspects of crime involving foreigners, especially organized crime.

Discussing the main problems of Chinese organized crime in Europe, the author, points out that we are observing the development of a different criminal subculture among the Chinese communities not only in Western Europe, but also in Central European countries of the former "Eastern Block". These countries have undergone major political changes which have also involved the reorganisation of economic systems into free markets. Criminal organisations (both local and foreign) have benefited from the situation, using the opportunities offered by the economic systems to expand their traffic and to invest their illicit proceeds in the financial system by corrupting political figures and public officials.

Members of Chinese criminal subculture include import-export businessmen, community leaders, restaurant owners, workers, gamblers, housewives, and the unemployed. It is difficult to penetrate this subculture because members have no prior criminal records, no identifiable organization, and no rigid structure, nor clearly defined deviant norms and values. They conceal their criminal activities through their involvement in lawful business activities. The author tries to explore the extent of Chinese organized crime in selected European countries, its scope of activities and new problems and challenges concering combating of this phenomenon.

Understanding Risk in the Financial Industry

Mr. Philippe Bertrand

Managing Director, CXIGROUP
38 B Jln Mat Jambol

#02-08 Island View Condo

Singapore 119520

ppgbertrand@hotmail.com

Crime is not a static phenomenon and like most forms of criminality, financial crime constantly evolves and adapts old modus operandi to new products and sees new markets as new target areas for an ever-rewarding blend of the old and the new.  

Financial institutions invest more resources than ever before in making their products and the networks that make those products viable, as impervious as economically possible to the threat of financial crime but nonetheless face considerable challenges in that mission.  The real issues associated with the necessary technological solutions, is their relative cost effectiveness and the time required for global deployment.  Those solutions generally address the identified threats but are unable to anticipate the reaction of the enemy and it’s proven capacity to innovate.

 
Adequate risk control policies requires day to day monitoring, analysis, exploitation and clear communication of these constant changes and this on a global scale. The majority of institutions simply do not have the ability to be truly effective in this area and as a result spend a considerable amount of resources in reactive rather than proactive risk management.

Of all disciplines in banking, risk management is one of the least documented.  Risk managers still learn from colleagues who did it once before and as their ranks are depleted and more demands are made on their time, true analysis is sparse and innovation is the exception rather than the rule.  As a consequence, the issues are either overstated or trivialized.

It is somehow paradoxical that in an industry that accounts to the last cent in every single transaction, the near total absence of truly detailed, researched and readily usable documentation about fraud and most of all where, how and by whom it is committed is one of the issues that hinders both wide investigations and prosecutions as well as the further sophistication of defense mechanisms. Data collected from investigations is essential to refine and exploit the artificial intelligence based fraud prediction and detection systems the industry has acquired. 

Law enforcement and the judiciary, are at the uncomfortable end of this stick.  Official statistics about commercial crime, are universally inaccurate as hardly five percent of commercial crime is reported.  In part as a direct result of that lack of adequate reporting, specialised units and officers are on a global basis, the exception rather than the rule.  Though faced with an universally growing problem, not much more than a dozen states have actually granted new payment products a true legal status.  Finally, the majority of front line investigators, prosecutors and most of the bench have received less than the basic instruction about what modern new payment instrument crime is or what it can lead to. The unavailability of a truly comprehensive curriculum for a specialty that requires understanding of a diverse range of subjects, coupled with the rarity of skilled and experienced instructors can only be regretted.

The banking world created global money far in advance of a truly global world; it is now time to rectify the resulting inadequacies.   
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