PENNSYLVANIA PUBLIC UTILITY COMMISSION

HARRISBURG, PENNSYLVANIA  17105-3265

In Re: Identity Theft





Public Meeting July 14, 2005









C-0007













Docket No.  M-00041811 

MOTION OF CHAIRMAN WENDELL F. HOLLAND



Hardly a day goes by without a headline involving yet another incident of identity theft in the United States.
  Security database breaches, which often compromise the personal confidential information of thousands, are becoming commonplace.
  In response to this growing problem, federal
 as well as state legislators
 have either proposed or enacted legislative measures to address this dilemma.  

On February 1, 2005, the FTC released its annual report, National and State Trends in Fraud & Identity Theft:  January – December 2004, analyzing consumer complaints regarding identity theft.
  Identity theft topped the list of categories of fraud-related complaints filed with the FTC in 2004, amounting to 39 percent of the 635,173 consumer fraud complaints filed with the agency.
  The national statistics reported that credit card fraud was the most common form of identity theft at 28 percent, followed by phone or utilities fraud at 19 percent.
  The 19 percent of consumer complaints relating to phone or utilities fraud is made up of 10 percent attributable to new wireless accounts; 5.9 percent attributable to new telephone accounts; 4.2 percent attributable to new utilities accounts; 0.7 percent attributable to unauthorized charges to existing accounts; and 0.3 percent attributable to unspecified accounts.
  



The Pennsylvania statistics followed the federal statistics with credit card fraud the most common form of identity theft at 32 percent, followed by phone or utilities fraud at 19 percent.
  



The results of the FTC’s 2003 Identity Theft Survey Report, suggest that almost 10 million individuals within the United States were victims of some form of identity theft within the previous year.
  In evaluating the costs of identity theft, the study found that the total loss to businesses and financial institutions was $47.6 billion, and the total loss to victims was $5 billion.
  

Recognizing that identity theft results in losses for both the customer and the utility, the Commission initiated this proceeding.  In an October 14, 2004 Order, the Commission opened an investigation to examine (1) the impact of identity theft on consumers and utilities, and (2) whether existing Commission rules, regulations, and policies adequately protect consumers and utilities from the effects of identity theft.    The Order was served on all major jurisdictional companies. The Commission solicited comments from utilities on a number of issues such as: (1) utility procedures and processes to verify customer identities; (2) policy and procedures related to the use of an applicant or customer’s social security number; (3) policies and procedures to protect privacy of customer account information and personal information; and (4) identity theft related incidences and losses. 
The Commission served over one hundred jurisdictional utilities with interrogatories.  All of the utilities that were served with the Commission’s interrogatories filed responses.  Commission staff reviewed the comments and responses. Staff prepared a preliminary report which described the issue of identity theft as it relates to utilities and how PA utilities are addressing the situation.  



Based on this report, as well as a review of the filed comments,  it would appear that, with regard to public utilities, there are four methods of  identity theft; (1) person-to-person identity theft, (2) identity theft by utility employees,  (3) name game identity theft, and (4) security database breach.  

The first method involves person-to-person identity theft which is the unauthorized use of someone’s identity by another person.  In this proceeding, the overwhelming majority of the responding utilities reported that they had experienced no identity theft incidents for the years 2000 through 2003.  Moreover, of those reported cases of identity theft during this time, the vast majority reported less than a total of five cases.  
The second method involves identity theft by employees when a utility employee gathers information about utility customers either directly or through the company’s files and disseminates that information to an outside source, thereby giving that source access to the personal information of numerous customers.  It is this problem, the unlawful use in dissemination of personal data maintained by utilities that poses the greatest threat of exposing utilities and their customers to financial difficulty and civil liability.  



  Many utilities and their employees have access to the personal information of its thousands of customers.  As evidenced by recent security breaches of major companies such as Lexis Nexis, there is no fail-safe system for protecting customers from identity theft perpetrated by a company employee.   Nor is there a fail-safe system to prevent a computer hacker entering a company system and stripping it of confidential information.  
The third method is name game identity theft. This occurs when a household member uses the identification of another household member to establish a utility account and obtain utility service.  In most cases, the “victim” and the perpetrator live in the same household and both benefit from access to the service.   The real concern is that the utility often fails to recover the earlier debt.  This means that the utility's ratepayers are burdened with the uncollectible debt.



It has been suggested that the newly enacted Chapter 14 of the Public Utility Code may reduce the opportunity for customers capable of paying to avoid payment of utility bills by switching the names on their accounts.  The definition of “applicant” and “customer” under Chapter 14 includes not only the person who is currently receiving the residential service, but also any adult occupant whose name appears on the mortgage, deed, or lease of the property for which residential utility service is requested.



Utilities commented that Chapter 14 is intended to seriously inhibit identity theft attributable to instances of the “name game.”  Chapter 14 gives utilities tools so a nonpaying customer can no longer switch the account into the name of another person living in the household.

With regard to security database breaches by third parties (non utility employee), which is the fourth method of identity theft, to date there have been no reported or announced incidences involving PA jurisdictional utilities.  Public utilities gather, access, and maintain confidential personal information on a regular and on-going basis.  It is imperative, therefore, that this information be protected against theft and misuse.  I note Federal Trade Commission
 as well as many states
 require that companies notify affected individuals of security breaches.  In Pennsylvania, legislation was recently introduced to address identity thefts concerns such as notification of security breach and the protection of social security numbers. See e.g. Senate Bill 712/House Bill 1023; Senate Bill 601; Senate Bill 180; Senate Bill 711; Senate Bill 713; Senate Bill 714.

In its investigation, the Commission also asked utilities whether the Commission’s existing rules and regulations adequately protect consumers and utilities from the effects of identity theft and what changes, if any, should be made.  Many utilities responded that current Commission regulations were sufficient to safeguard against identity theft and were not in need of modification.  While some utilities proposed changes or modifications to the Commission regulations,
 it should be noted many of the regulations referenced
 will be reevaluated as the Commission implements Chapter 14 legislation. (66 Pa. C.S. § 1401 et seq.). 
  
While the responses filed in this proceeding indicate that identity theft incidences for PA jurisdictional utilities with respect to person-to-person, employee identity theft and name game forms of identity theft do not represent substantial numbers at this time, I believe that companies need to be particularly mindful of the potential of security database breaches. As evidenced by recent security breaches of major companies, consequences of such breaches can have far reaching consequences on thousands of consumers. 

I am reminded that there are millions of utility customers in Pennsylvania.  Utilities collect and store the personal information of its customers daily.  Information compromise or breach of any major jurisdictional utility could have a devastating impact on customers and the utility.  There are additional steps utilities can take to enhance the protection of personal information. For example, I encourage utility companies to develop or reevaluate their notification of breach procedures and their internal policies relating to identity theft.  Utilities should continuously review its company policies to ensure that storage of customer confidential information, either on company database or on outsourced arrangement, complies with federal and other relevant laws.  Such preventive and proactive measures protect consumers as well as the utility.



Based on responses and comments submitted in this proceeding as well as Staff’s report, I find that revisions to existing Commission rules and regulations
 may be premature at this time.  However, with regard to Chapter 56 regulations, it is anticipated that this issue will be addressed, as warranted, during the regulatory review necessitated by Chapter 14.  New legislation may be implemented which addresses identity theft.  At that time, the Commission should then determine whether existing rules and regulations are consistent with the new law. To that end, I will direct that Commission staff continue to monitor on an on-going basis identity theft related legislation and make recommendations, as appropriate, regarding a future Commission action that may be warranted. 

Also, to provide assistance to the legislature, consumers and utilities, I direct that the findings of Staff’s preliminary report be made public. In this way, the Commission in cooperation with the legislature and the utilities it regulates can work together to address this very important issue of identity theft.  



  
THEREFORE, I MOVE THAT:


1.
The Commission’s Law Bureau monitor and evaluate federal and state legislation addressing identity theft and identity theft related issues and make recommendations, as appropriate, regarding any future Commission action that may be appropriate. 

2.
The findings of the Staff Preliminary Report shall be publicly released.


3.
The Commission’s Law Bureau shall prepare the appropriate Order in this matter.

4. Copies of the Order shall be served on all major jurisdictional utility companies and licensees, the Office of Trial Staff, the Office of Consumer Advocate, the Office of Small Business Advocate, and the Pennsylvania Office of Attorney General.

5.
A copy of this Order shall be published in the Pennsylvania Bulletin.

6.
This docket be marked closed. 
_________________


___________________________________________


DATE



   WENDELL F. HOLLAND, CHAIRMAN
� For example, on June 21, 2005, June 22, 2005 and July 1, 2005, the Wall Street Journal reported identity theft or identity theft related articles. Similarly, the New York Times reported identity theft related stories on June 9, 2005, June 18, 2005, June 20, 2005, June 21, 2005 and June 23, 2005.  The headline story in the July 4, 2005 edition of Newsweek Magazine addressed identity theft. 





� February 2005-ChoicePoint Inc reported consumer profiles of 145,000 were compromised


   April 2005-LexisNexis announced personal information of 310,000 individuals were accessed through identity                  theft


   May 2005-Time Warner reported that personal data of 600,000 current and former employees were compromised


   June 2005, Card Systems indicated that as a result of a security breach the credit information of approximately 40 million cardholders was compromised.


� More than 20 bills on data breaches or identity theft are pending in Congress.  For example, The Notification of Risk to Personal Data Act was introduced by Senator Diane Feinstein in April 2005.


� In June 2005, a number of bills relating to the use of social security numbers and consumer security breach notification requirements were sponsored in the Pennsylvania General Assembly.  See e.g., Senate Bill 712/House Bill 1023; Senate Bill 601; Senate Bill 180; Senate Bill 711; Senate Bill 713; Senate Bill 714.  A number of other States such as California have laws, which limit the use of social security numbers as a means of identification.  


� Consumer Sentinel and Identity Theft Data Clearinghouse, F.T.C., National and State Trends in Fraud & Identity Theft:  January – December 2004 (2005).    


� Id. at 3.


� Id.


� Id. at 10.  


� Id. at 54.  


� F.T.C. 2003 Report at 4.  


� Id. at 7.  


� Rules promulgated under the Fair Credit Reporting Act require notification of consumers following a security breach. 


� For example, California, Arkansas, Connecticut, Florida, Nevada and Texas.


� One utility suggested that 52 Pa. Code § 64.32 be amended to remove reference to the “applicant’s social security number” so that this number is not made available.  Another company proposed changes to 52 Pa. Code § 64.32 to provide the  utility with the ability to require five pieces of identification for applicants, including a requirement that applicants provide a social security without restriction.		


� In their respective responses, utilities referenced Commission regulations such as 52 Pa.Code § 56.2; 52 Pa. Code § 59.26; 52 Pa. Code §§ 56.16, 56. 33, 56.72 , 56.131; 52 Pa. Code § 64.61.  





� Specifically, Section 4 to 6 of 2004, Nov. 30, P.L. 1578 201, effective Dec. 14, 2004, provide;”…The Pennsylvania Public Utility Commission shall amend the provisions of 52 Pa. Code Ch. 56 to comply with the provisions of 66 Pa. C.S. Ch. 14…”


� In a June 2005 article, the Wall Street Journal reported that stock ratings fell for companies after reported data breach incidences. In recent publications, identity theft has been referred to as the next wave of corporate liability.  


� This would exclude those regulations which the Commission is directed to review under its Chapter 14 implementation responsibilities. 
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