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DEPARTMENT OF THE AIR FORCE


PACIFIC AIR FORCES
MEMORANDUM FOR 7 AF/CC

18 April 2003

FROM:
HQ PACAF/IGI


25 E Street, Suite I-110


Hickam AFB HI 96853-5438

SUBJECT:  Operational Readiness Inspection (ORI)

1.  The HQ PACAF Inspector General, conducted an Operational Readiness Inspection of 7th Air Force from 7-11 April 2003.

2.  PURPOSE AND SCOPE.  The ORI tested the NAF's ability to prepare for its wartime contingency tasking and sustain combat operations during simulated hostilities.  The inspection was conducted under realistic combat conditions, in a fight-in-place scenario, assuming an NBC and conventional high-threat area.  This assessment was in accordance with the guidelines established in PACAFI 90-201.

3.  RESULTS.  7th Air Force was rated EXCELLENT for the Operational Readiness Inspection. 

4.  Major Functional Area Ratings.

a.  Command and Control. EXCELLENT.
b.  Employment. EXCELLENT.

c.  Mission Support.  SATISFACTORY.

d.  Ability To Survive and Operate.  EXCELLENT.

4.  All findings identified in this report are answerable no later than 15 Jun 03.  See Section II, for specific reply instructions.

THOMAS D. YOUNG, Colonel, USAF

Inspection Team Chief

Office of the Inspector General

TABLE OF CONTENTS

PAGE
Table of Contents
iii

Part I – 7th AF Operational Readiness Inspection
4
Executive Summary
4
A.  Systemic Findings
5
B.  Command and Control.
5
C.  Employment
7

(1)  Threat Assessment
7
(2)  Strategy Development
8
(3)  Combat Planning
9
(4)  Combat Operational Control
9
(5)  Information Operations
11
(6)  Air Strike Control
11
(7)  Air Battle Management
12
D.  Mission Support
12
(1)  Communications and Information
12
(2)  Theater Engineering Operations
16
(3)  Logistics
18
E.  Ability to Survive and Operate
19
(1)  Theater Force Protection
19
(2)  Theater NBC Warning and Reporting
19
(3)  Self-Aid/Buddy Care
20
F.  Command Interest Item
20
G.  Open Findings From Previous Inspections
21
H.  Special Recognition
22

Part II  Additional Information 
26
A.  Key Personnel
26
B.  Team Composition
28
C.  Reply Instructions
30
D.  Distribution
30
Part III  303rd Intelligence Squadron ORI Report
34
Part IV  Information Warfare Flight ORI Report
71
EXECUTIVE SUMMARY

The Headquarters Pacific Air Forces Inspector General team conducted an Operational Readiness Inspection of the 7th Air Force at Osan Air Base, Korea, from 7 April to 11 April 2003, with specific, pre-coordinated events beginning 27 March.  PACAF/IG conducted this inspection in concert with two other wing-level ORIs in Korea—one at Kunsan Air Base assessing the 8th Fighter Wing and the other at Osan Air Base assessing the 51st Fighter Wing.  Together, these three ORIs constitute the largest such inspection in the United States Air Force.   These inspections also represent a recent shift in PACAF/CC inspection policy away from separate initial response and combat employment inspections towards a single combined ORI.  Finally, the 7 AF ORI included a formal appraisal of the Hardened Theater Air Control Center (HTACC), the first-ever inspection of a real-world Air and Space Operations Center. 

The PACAF/IG conducted this ORI in accordance with the guidelines established in both AFI 90-201 and PACAFI 90-201.  The scenario and performance criteria were OPLAN-centric, with additional DOC-based assessments incorporated.  The inspection tested the 7 AF’s ability to prepare its assigned personnel, weapons systems, and mission support equipment for its wartime contingency tasking.  It also measured the NAF’s ability to provide operational level command and control of air and space forces in a simulated, but realistic and dynamic hostile environment.  

Overall, PACAF/IG rated the 7 AF performance as EXCELLENT.  Additionally, we rated the four major functional areas as follows:  Command and Control was EXCELLENT; Employment was EXCELLENT; Mission Support was SATISFACTORY; and Ability to Survive and Operate was EXCELLENT.

Ratings aside, numbered air force (NAF) personnel demonstrated exceptional mission focus, sense of urgency, and operational flexibility throughout the inspection.  Individual performances indicated that many aggressive training programs were in place to meet the challenge of high personnel turnover, and that morale remains strong despite the high OPTEMPO associated with both exercise and real-world demands.  NAF leadership at all levels was extremely effective and involved, providing “on time, on target” guidance to all the necessary disciplines (operations, plans, intelligence, etc.) to ensure the effective conduct of air and space operations.

In both phases of this demanding ORI, PACAF/IG validated that the warriors of the 7 AF are one team, one fight . . . more than ready to fight tonight.  

PART I  7th AIR FORCE OPERATIONAL READINESS INSPECTION. EXCELLENT
A.  SYSTEMIC FINDINGS

(03086) RESCINDED.

B.  COMMAND AND CONTROL.  EXCELLENT.
strengths

-  Air Component Command (ACC) senior leadership demonstrated exceptional knowledge, focused guidance, and dynamic decision-making, which resulted in superb command and control at all levels of war planning. 

-  Combined Air Staff members provided ACC leadership with well-integrated and thoroughly researched information, which provided the commander the necessary tools to make rapid and flexible decisions.

-  Judge Advocate (JA) deftly handled a barrage of time-sensitive targeting reviews and provided concise and accurate advice to the Commander, Air Component Command (CACC) on far-ranging issues including criminal liability of news reporters, asylum, and Law of Armed Conflict (LOAC). 

-  7 AF CE Readiness personnel effectively used the Automated Deep Operations Coordination System, which provided near real-time status of airfield, utilities, and NBC contamination to the Air Operations Center.

-  7 AF Chief of Medical Plans provided flawless command, control, and coordination of all theater medical assets, managing simultaneous real world and exercise events.

-  Innovative use of Video Tele-Conference and the Battle Cab Data Wall ensured superior cross-flow of information between 7 AF and subordinate flying wings. 

-  Tailored briefing formats and templates maximized visibility of critical items requiring command attention and contributed to an efficient battle rhythm flow.

-  The Air Missile Division expertly assessed attack types and immediately passed information to peninsula units, which enabled rapid attainment of correct defensive postures. 

-  Full integration between PA and the Information Warfare’s Preemptive Perception Management Working Group produced well-developed command themes and messages.  As a result, senior leadership was provided with effective recommendations to defeat enemy misinformation and propaganda.

-  PA initiated, via the closed circuit commander’s channel, daily senior leadership briefings that significantly enhanced internal communication and overall headquarters preparedness.

-  607 Accounting and Finance Squadron (AFS) aggressively monitored threat indicators and proactively postured accounting records for shipment to rear echelon for business data reconstruction.

-  Deployed comptrollers established exceptional financial operations and rendered near-perfect accounting/budget and disbursing support at two collocated operating bases.

Findings

(03087) Daily Air Component Command SITREP was not forwarded to all required agencies.  (OPR:  7 AF/CBW) (REF:  ACC CASOP, Attachment D) (PACAF MET 2) (FC-1)

(03088) 7 AF conference room was not properly sanitized prior to media visit/brief scenario, which would have compromised secret information to the national news media. (OPR:  7 AF/PJA)

(PACAF MET 4) (FC-1, 6)

(03089) The Joint Restricted Frequency List (JRFL) coordination process required attention.  (OPR:  7 AF/CC) (REF:  7AFI 33-101, para 3.2.3) (PACAF MET 1) (FC-1, 2)
--  The current JRFL was inadequate.

--  AOC personnel did not have and could not produce a JRFL.

--  The JFRL was not referenced in ITO planning.

(03090) Public Affairs misled media when asked why U.S. forces were deploying to the peninsula. (OPR:  7 AF/PAO) (REF:  AFI 35-101 and Exercise Public Affairs Guidance) 

(PACAF MET 5) (FC-1)

AREAS FOR IMPROVEMENT

-  7 AF took 12 hours to disseminate a Battle Staff Directive (BSD) prohibiting the use of cellular phones in the theater.

-  607 ACOMG did not pass a deployment order containing convoy departure information to 607 CBCS.

-  Responses during national media visit regarding operational mission details did not conform to media engagement guidance.

-  ACC guidance regarding 51 FW Command Post reporting requirements was unclear.

-  Public Affairs did not adequately supervise media representatives during an interview with 

7 AF/ROKAF senior leaders.

-  Public Affairs roles and responsibilities from 7 AF/Air Component Command to subordinate units were not clearly defined.

-  607 AFS did not complete all actions to ship 54 boxes of business records to PACAF/FM-Rear.

C.  Employment.  EXCELLENT.
(1)  Threat Assessment.  EXCELLENT.
Strengths

-  Exceptional leadership provided focused direction, which resulted in superior intelligence, surveillance, and reconnaissance (ISR) management throughout the AOC.

-  The ISR Division (ISRD) seamlessly “matrixed” intelligence experts into other AOC divisions, which maximized the ability to provide tailored intelligence support.

-  Integration of the Target Development (TD) Team with the Strategy Division (SD) and Combat Plans Division (CPD) enhanced the development of the Single Prioritized Integrated Target List. 

-  Superb Target Duty Officer (TDO) operations ensured Time Sensitive Targets (TST) and High Value Targets were cross-cued, prioritized, and validated in minimum time.

-  The ISR Strategy and Plans Cells masterfully tied specific collection tasks to Combined Forces Command (CFC) objectives and guidance, which enhanced ACC collection.

-  The ISR Plan Cell’s Collection Nomination List synchronized Integrated Tasking Order (ITO) pre- and post-strike collection, which resulted in timely target development and combat assessment.

-  The ISR Operations (ISRO) Cell’s pre-hostility TST process presented viable proactive strike options to the CFC.

-  The ISRO Cell’s superb pre-mission brief focused theater airborne mission operators and analysts on the current intelligence situation and collection priorities, which ensured timely cross-cueing and processing of potential TSTs.
-  The Analysis, Correlation, and Fusion Team performed exceptional adversary estimates and analysis, which enabled superior Predictive Battlespace Awareness (PBA).

-  The Weapons of Mass Destruction / Theater Ballistic Missile (WMD/TBM) Cell provided superior PBA, which significantly improved response option timeliness.

-  The Weapons and Tactics Cell’s innovative post-mission briefing products and summaries significantly increased warfighter awareness of adversary tactics.

AREAs FOR IMPROVEMENT

-  Office of Primary Responsibility for battle damage assessment was not clear.

-  The TD Team was not informed of the initiation of hostilities in a timely manner.

-  Formalized intelligence cross-flow procedures with other AOC component liaisons did not exist.

-  An established Pilot Update Code criterion was not always used.

-  Mission Reports were not always disseminated to appropriate ISRD cells in a timely manner.

(2)  Strategy Development. EXCELLENT.

STRENGTHS
-  The Strategy Division (SD) created an Air Coordination Detachment located at CFC HQ, which established an immediate and positive information flow with the J3 staff for all air strategy matters. (Best Practice Nominee)

-  The SD demonstrated superior ability to develop and flex the battle plan in response to the CFC reprioritized weights of effort.

-  The SD was organized into three functionally-oriented core teams, which created a more effective division of labor and allowed clearer focus on their respective major strategy tasks.

-  The SD’s Operational Assessment Team established ITO Coordinators to follow the ITO through its entire cycle, which provided accurate information exchange throughout all AOC divisions and facilitated process improvement.

AREA FOR IMPROVEMENT

-  The undefined layer of supervision, the Director of SD, had redundant tasks with the Chief of SD.

-  Some measures of performance effectiveness did not contain numerical data.

-  Relevant ACC Branch/Sequel Plans were not fully developed for most likely enemy courses of action.

(3)  Combat Planning.  EXCELLENT.
STRENGTHS
-  The Master Air Attack Plan (MAAP) Team’s innovative use of MAAP Tool Kit (MTK) and internal quality control processes significantly decreased production time.

-  The MAAP Team developed package modules, which provided extraordinary planning flexibility for assets not yet in theater.

-  The creation of a Pre-MAAP brief to the AOC Director was noteworthy.  This brief facilitated senior leadership involvement that expedited the final MAAP brief.  

-  The innovative use of a 3D airspace depiction tool provided a superior graphical presentation of the combat airspace and enabled better planning and deconfliction.

FINDING
(03091) The published Air Defense Plan (ADP) was inadequate.  (OPR:  607 CPS/CC)

(REF:  AFI 13-1AOC, para. 3, USFK ADP 1 Dec 1993, and JP 1-02) (PACAF MET 1) (FC-1, 2, 4)
--  Datalink architecture was inadequate.

--  Tactical Operations Data (TACOPDAT) was not compliant with United States Message Text Format.

--  Current force structure was not reflected.

AREA FOR IMPROVEMENT

-  The Combined Targeting Board did not fully synchronize the effects of all fires.

(4)  Combat Operational Control.  EXCELLENT.
Strengths

-  Highly engaged leadership with extensive knowledge of all aspects of the Korean Theater of Operations resulted in exceptional execution of the ITO.

-  Thorough and comprehensive SOPs ensured compliance with established directives.  Adjustments and additions were clearly highlighted and justified.

-  Superior coordination between the Airborne Command and Control Duty Officer and the CCO guided improved coverage of the battlespace and substantially increased the COD’s capability to monitor and execute the ITO.

-  TST prosecution was impressive.  The COD’s collaborative, parallel process greatly reduced the time between target detection and engagement.

-  The innovative architecture between Joint Theater Air Ground System-Pacific and the AOC provided critical operational redundancy for missile early warning.

-  Integration of meteorological forecasts into AOC planning permitted 7 AF to husband precision guided munitions and maintain the ability to service targets regardless of weather.
FINDINGS
(03092) Information flow to/from the Combat Operations Division (COD) required attention. (OPR:  607 AOG/CC) (REF:  AFI 13-1AOC Volume 3, para. 6.3.1.) (PACAF MET 1) (FC-7, 8)
--  During one scenario, the Chief of Combat Operations (CCO) was not able to obtain critical engagement authorization from senior leadership.

--  The COD did not receive readiness change conditions and other senior leadership decisions in a timely manner.

--  Critical events which indicated enemy hostile ground activity did not reach the CCO in a timely manner.

(03093) Guidance for most COD positions was incomplete.  (OPR:  607 COS/CC) 

(REF:  AFI 13-1AOC Volume 3, para. 6.3.1.8. and para. 6.3.1.11.) (PACAF MET 1) (FC-1, 2)
--  Positional guides and checklists were not standardized or did not exist.

--  Contact information and coordination procedures for external agencies were incomplete. 

AREAS FOR IMPROVEMENT

-  Most personnel within the COD were not fully proficient on use of Force Level Theater Battle Management Core System (TBMCS-FL) applications.

-  Current AOC datalink architecture lacked redundant receive capability and did not permit any data transmission from the COD.

-  The COD Common Operating Picture did not incorporate all available information.

-  The AOC did not use available tactical Satellite Communication capability.

-  The AOC added an undefined layer of supervision--the “Hammer”.

(5)  Information Operations.  Not Rated By PACAF/IG.  See Addendum Part IV Of This Report.
(6)  Air Strike Control.  EXCELLENT.

Strengths

-  The Air Support Operations Center (ASOC) Main and Leap elements were set up to provide redundancy should one be attacked, which facilitated an expeditious and effective battle hand over.

-  The 604th Air Support Operations Squadron (ASOS) performed exemplary convoy pre-departure inspections, which ensured the highest state of combat readiness.

-  The Main and Leap ASOC demonstrated exceptional ability to control sorties flown in support of unique theater-wide counter-fire missions, which maximized firepower on adversary forces.  

-  The Battalion Tactical Air Control Party (TACP) consistently selected optimal control sites, which provided superior observation points and secure routes.

FINDINGS
(03094) The ASOC Main failed to properly assess potential electrical hazards when setting up antennas.  (OPR:  604 ASOS/CC) (Ref:  AFOSHSTD 91-50, para. 2.5.2.1.) (PACAF MET 1) (FC-5)
(03095) The 604 ASOS weapons training programs were deficient. (OPR:  604 ASOS/CC) (Ref:  AFMAN36-2227 Volume 2, para. 1.2.5.) (PACAF MET 5) (FC-8)
--  Numerous personnel failed to demonstrate required operational knowledge of their weapon.

--  Several members could not disassemble weapons and a majority of personnel could not properly reassemble weapons.

AREAs FOR IMPROVEMENT

-  The 604 ASOS could not document the movement of all Unit Type Code required equipment, tools and Mission Readiness Spares Package.

-  The 604 ASOS did not fully implement the communications plan between forward deploying TACPs and Tactical Operations Center locations.

-  The ASOC did not have a redundant accountability system to assess post-attack personnel status.

(7)  Air Battle Management.  EXCELLENT.
Strengths:

-  Strong Senior NCO leadership was directly responsible for the 621 Air Control Squadron’s (ACS) disciplined mission focus.

-  The 621 ACS Mission Planning Cell (MPC) developed local “smart packs” that enabled optimum C2 resource allocation.

-  The 621 ACS MPC provided mission crews detailed briefs developed in close coordination with the AOC, which resulted in superb continuity of operations.

-  621 ACS personnel’s exceptional situational awareness led to rapid correction of a potential safety concern and enhanced force accountability.

-  Senior Directors’ response to a Combat Search and Rescue (CSAR) scenario was exemplary.  The rapid assimilation of critical data and re-prioritization of capabilities minimized time lost for CSAR planning.

-  Expert tactical control provided a clear 3D picture, which contributed to 100 percent air intercept effectiveness and no fratricide.

Areas For Improvement:

-  Weapons controllers did not consistently use prescribed code words.

-  The 621 ACS personnel did not actively pursue or provide home base status for returning aircraft.

-  621 ACS log books did not always contain all relevant mission data.

D.  Mission Support.  SATISFACTORY.
(1)  Communications and Information.  MARGINAL.
STRENGTHs

-  Plans personnel streamlined the C4I requirements process, which enhanced requirement tracking, simplified customer requirements, enforced configuration control of the AOC weapon system, and reduced open requirements from 2,000 to 600. (Best Practice Nominee)
-  607 CBCS Communications Focal Point (CFP) displayed exceptional command and control by tracking information at 6 deployed locations, utilizing both automated and manual tracking systems, which provided instant situational awareness for communication activities.

-  607 CBCS efficiently marshaled 6 convoys of 98 trucks and rolling stock, which eliminated confusion and equipment repositioning and assured timely departures.

-  607 CBCS SATCOM personnel at Osan achieved equipment activation within 2 hours and twenty minutes, despite inclement weather conditions, which provided satellite service well under the 8-hour activation standard.

-  607 CBCS Telephone switch technicians remedied a major telephone switch outage, which minimized downtime for the tactical telephone hub in the deployed network.

-  607 CBCS SATCOM personnel at Camp Humphreys initiated manual tracking procedures for a satellite in an unstable orbit, which ensured continuous connectivity and optimized signal throughput. 
-  Personnel Status and Effectiveness and Joint Personnel Status reports were completed in an accurate and timely manner, which ensured 7 AF, HQ PACAF, and Air Force leadership were kept fully apprised of theater strength numbers.

-  7 AF thoroughly integrated information operations throughout all AOC divisions, which enhanced leadership decision-making , and ensured information superiority throughout combat operations.

-  607 ACOMS personnel’s innovative use of cable TV and the Army Deep Operations Command and Control System (ADOCCS) enabled the CFACC daily briefing to be viewed by Hardened Theater Air Control Center (HTACC) personnel.

-  607 ACOMS network personnel aggressively quarantined and inoculated a computer virus on a HTACC TBMCS RELROK workstation, which prevented the spread to other C2 systems.

-  607 CBCS SATCOM personnel at Kunsan rapidly deployed an 8-foot antenna after the primary was destroyed and coordinated resupply actions, which provided continuous C2 connectivity.

-  607 CBCS Suwon site team displayed exceptional troubleshooting techniques when faced with a real world TRC-170 malfunction while reacting to a power supply outage scenario.  They prioritized mission requirements and optimized equipment use without causing damage.

-  607 CBCS SATCOM personnel at Osan ran a cable ¼ mile to bridge two sites after radio equipment was destroyed, which restored the communication link in under 1 hour, well below a 7-hour re-activation standard.

FINDINGs

(03096) Vehicle safety practices required immediate attention. (OPR:  607 CBCS/CC) (REF:  AFOSH Standards, AFI 24-301) (PACAF MET 4) (FC-5, 7, 8)

--  A driver performed a risky 3-point turn with a pickup truck with a small trailer on a blind curve on a hill and the vehicle spotter stepped into on-coming traffic without looking. 

--  An unoccupied HMMWV rolled down Hill 90 at Osan and received major damage.

--  A 10 vehicle convoy unsafely halted on an expressway exit traffic lane for 5 minutes.

--  3 M-series vehicles and a 20-foot SATCOM antenna mobilizer were parked on a downhill grade without chocks at Bayonne.

--  4 M-series vehicle operators left their cabs with the engine running and chocks removed.

(03097) Deployable communications safety practices were deficient. (OPR:  607 CBCS/CC) (REF:  AFOSH Standards) (PACAF MET 4) (FC-5, 7, 8)

--  Required pre-set up safety briefing was not given at Kunsan Air Base.

--  Kunsan team attempted to erect a TRC-170 antenna in 25 knot winds that exceeded a 20 knot technical order specifications and were stopped by IG inspectors.

--  Personnel were observed smoking within 50 feet of a fuel truck on 5 occasions at Bayonne.

--  Numerous personnel at 4 of 6 sites did not properly wear PPE during site set up.

(03098) Standard grounding processes were not followed. (REPEAT) (OPR:  607 CBCS/CC) (REF:  PACAFI 33-103) (PACAF MET 4) (FC-5, 7, 8)

--  High frequency and Tropospheric Satellite Support Radios (TSSR), and lightning protection for a Tropospheric Backscatter Radio (TRC-170), Surveillance Radar (TPS-75), and a SATCOM antenna (TSC-94A) were not connected to the master station ground grid at Bayonne and Kwang Ju Air Base.

--  A TRC-170 lightning protection assembly ground rod was not placed within 2-4 feet of the pole and ground rods for 9 other equipment items were not driven within 2-6 feet of the input power panel per technical requirements at Bayonne and Kwang Ju.

--  Site central grounds at 5 of 6 deployed locations did not contain appropriate warning placards and separate ground clamps were not used to connect multiple ground cables.

--  A grounding log book was not established at Kunsan Air Base.

(03099) 607 CBCS failed to deploy critical tactical components.  (OPR:  607 CBCS/CC) 

(PACAF MET 4) (FC-7, 8)

--  2 critical TYQ-23 air operations modules used for controlling aircraft, and a critical TSC-147 Joint Tactical Information Distribution System (JTIDS) module used for sharing the air picture with other platforms were not deployed.

--  Equipment items, tools, technical orders, and mission readiness spares packages were either not deployed or incomplete at 5 of 6 deployed locations.

(03100) Communications Security (COMSEC) required attention. (OPR:  607 CBCS/CC) 

(REF:  AFI 31-401, 33-275, 33-211, AFI 33-212) (PACAF MET 1) (FC-1)

--  A KYK-13 crypto fill device was left in an unlocked TRC-170 van and out of the technician’s sight at Kwang Ju Air Base.

--  A bag containing COMSEC material was left unattended in a 5-ton truck at Kunsan Air Base. 

--  Plastic zip ties were improperly used as high security tamper-proof shipping seals.
--  Personnel at all 6 deployed sites transported COMSEC material without courier letters.

--  Exempt from examination letters were not always affixed to bags containing COMSEC material.

(03101) No 607 CBCS equipment activation time requirements were met at Bayonne (TPS-75, TRC-170, URC-119, TSC-94A, and SB-3865).  (OPR:  607 CBCS/CC) (REF: PACAFI 33-150, V15) (PACAF MET 4) (FC-7, 8)

(03102) The 607 CBCS armory required attention.  (OPR:  607 CBCS/CC) 

(REF:  AFI 31-101, AFMAN 31-229) (PACAF MET 4 ) (FC-6)

--  Loose ammunition and weapons were found throughout the armory.

--  Weapons racks were not locked when the armory was left unattended.

--  There was no clearing barrel inside the armory.

AREAS FOR IMPROVEMENT

-  Fuel trucks were parked within 50 feet of High Frequency antennas at Bayonne and Suwon Air Base.

-  Deployed High Frequency radio antenna was not marked with RF Hazard signs at Suwon Air Base and Bayonne.

-  Numerous pintle hook cotter pins were not safety-wired on deploying assets.

-  Potable water trailers were not locked to prevent tampering.

-  Technicians at Kwang Ju Air Base did not monitor the TRC-170.

-  The TSC-94A antenna at Bayonne was not anchored in accordance with the TO.

-  A power cable run at Bayonne from a generator to the SATCOM van exceeded TO specifications by 170 feet.

-  Land mobile radio assets at Kwang Ju Air Base, Kunsan Air Base, and Bayonne were inadequately protected and unaccounted for.

-  Hazardous materials signs were obscured on both fuel trailers at the Kunsan site.

-  A critical signal cable traversing a high traffic paved road at Kunsan Air Base was not adequately protected.

-  TRC-170 antenna erection procedures were not properly followed at Kwang Ju Air Base.

-  A master station log was not established until the second day at Bayonne.

-  Power production personnel deployed to Kunsan Air Base without training records.

-  607 CBCS personnel did not deploy equipment technical orders and trained personnel to support the SB-3865 telephone switch at Suwon Air Base.

-  Numerous 607 CBCS mobility folders were missing immunization documentation and contained incorrect DD Forms 93, Record of Emergency Data.

-  607 CBCS did not deploy adequate plastic sheeting for contamination avoidance for vehicles and equipment.

-  Kwang Ju Air Base personnel did not accomplish the Tactical Performance Assessment Program.

(2)  Theater Engineering Operations.  EXCELLENT.

STRENGtHS

-  7 AF/CE provided a comprehensive and detailed North Korean airbase force bed down brief, which provided a snapshot view of requirements to quickly establish a forward operating location.

-  554th Red Horse Squadron (RHS) provided thorough and well-organized convoy safety/security briefings, which detailed convoy security techniques and pre/post-attack measures.

-  554 RHS completed Reverse Osmosis Water Purification Unit installation in 40 minutes versus the 4-hour standard.

-  554 RHS defensive operations at its deployed Kunsan location were exemplary.  Personnel erected 7 defensive fighting positions in minimal time and maintained security at all times.

-  554 RHS successfully completed 60 of 64 contamination avoidance operations task evaluations.

-  A 4 person 554 RHS team quickly set up a contamination control area, which ensured timely processing of contaminated personnel.

-  554 RHS constructed a 10,000 gallon fuel bladder berm in under 90 minutes versus the 4-hour standard.

-  554 RHS developed a B-1 revetment-lifting device, which increased speed and maintained safety during the assembly process.

findingS

(03103) The 554 RHS armory did not meet resource protection standards.

(OPR:  554 RHS/CC; OCR: 51 SFS/CC) (REF:  AFI 31-101) (PACAF MET 4) (FC-6)

--  Weapons racks were not secured to each other or the floor.

--  Weapons were not locked in the racks when the armory was left unattended.

--  Anti-robbery procedures were not published.

--  Visitors were not signed in on the AF Form 1109, Visitor’s Log.

(03104) 554 RHS failed to develop locally written instructions, provide required technical orders, or detailed safety briefings, for demolition operations.  (OPR: 554 RHS/CC) (REF: AFMAN 91-201) (PACAF MET 4) (FC-5, 8)

Areas for improvement

-  554 RHS hub personnel did not identify a UXO during a relocation scenario.

-  554 RHS hub operation did not consistently provide BSD information to deployed personnel.

-  554 RHS personnel routinely used cellular phones for official use despite 7 AF guidance to cease cellular phone usage.

-  Posted 9mm and M-16 loading procedures at the 554 RHS clearing barrel were incorrect.

-  554 RHS did not identify alternate convoy routes or ensure driving directions were up-to-date.

-  554 RHS personnel did not demonstrate effective explosive ordnance reconnaissance during 1 of 7 task evaluations.

(3)  Logistics.  EXCELLENT.
STRENGTHS

-  The War Reserve Materiel (WRM) at Kwang Ju Air Base was impeccably maintained, which allowed peak capability to support follow-on forces beddown.

-  The Services representative reallocated MRE stocks between three bases and accelerated spin-up of dining facilities at 6 bases.

-  The cadre reception process at Kwang Ju Air Base was commendable.  Comprehensive in-briefs and detailed spin-up binders ensured rapid integration capability for follow-on forces. 

-  7 AF/LGX aggressively prioritized and accelerated arrival of combat forces in the Time Phased Force Deployment Data, which ensured timely delivery of critical resources.

-  Vehicle Operation’s comprehensive procedures provided specific mission-critical guidance for follow-on logistics (A4) support forces, which ensured uninterrupted wartime mission performance.

-  7 AF/LGX aggressively executed actions to efficiently spin-up Co-located Operating Bases and establish critical re-supply for the war fighter.

-  7 AF Noncombatant Evacuation Operations representative efficiently worked all issues and maintained a timely and effective communication flow between air bases, 7 AF, and USFK.
-  607 AOG combat catch program was well managed and contained comprehensive initial briefings, which ensured smooth transition and integration of follow-on personnel.

-  Munitions personnel provided outstanding support to senior leadership.  Requirements to support all ROK operations were immediately requisitioned and follow-ups vigorously pursued.  Briefings clearly portrayed an accurate picture of in-theater munitions and instantly identified shortfalls. 

-  Superior contract management was pivotal to the immaculate condition of over 250 pieces of aircraft alternate munitions equipment, which ensured the combat readiness of war reserve materials.

-  The maintenance Quality Assurance Evaluator expertly developed and implemented a critical tracking system for tools.  Quick lead-time on high-breakage items ensured accurate accountability and identification of future requirements.

AreaS for Improvement

-  Vehicle Management did not identify critical vehicle shortages in a timely manner.

-  Kwang Ju Air Base did not have the most current Base Support Plan.

-  WRM vehicle quarterly exercise requirements were not accomplished on all vehicles at Kwang Ju Air Base.

-  The WRM Vehicle Authorization Listing reflected unsuitable vehicle substitutions.

-  7 AF NEO cell scheduled 288 passengers on a C-141 without considering passenger baggage.

E.  Ability to Survive and Operate.  EXCELLENT.
(1)  Theater Force Protection.  EXCELLENT.
STRENGTHS

-  Force Protection Cell personnel provided 7 AF leadership concise threat updates with detailed executive summaries, which facilitated quick decision making to counter the ground threat.
-  Night-shift host nation liaison personnel provided exceptional coordination between ACC and Korean National Police Agency (KNPA), which facilitated real-world and exercise force protection at a dispersed communication site.

FINDING

(03105) Site defense practices required attention. (OPR:  607 CBCS/CC, 554 RHS/CC) (REF: PACOM OPORD 5050-99, AFI 10-245) (PACAF MET 4) (FC-8)
--  607 CBCS and 554 RHS personnel did not initially establish camp security at Bayonne.

--  4 unauthorized visitors entered Bayonne site unchallenged on two separate occasions.

--  Personnel deployed to Kwang Ju and Suwon Air Bases without weapons, and the ammunition issue process was not demonstrated for all deployed locations.
(2)  Theater NBC Warning and Reporting.  EXCELLENT.

STRENGtHS

-  607 CBCS and 554 RHS deployed units were quickly notified of missile attacks by their main unit control centers and dispersed locations up-channeled local attack conditions.

-  The 604 ASOS personnel expertly and expeditiously conducted flawless chemical and UXO sweeps, which allowed reconstitution of combat operations in minimal time.

finding

(03106) 607 CBCS contamination avoidance procedures were deficient at Kwang Ju Air Base.

(OPR:  607 CBCS/CC) (REF:  HQ PACAF Counter-Chemical Warfare CONOPS) (PACAF MET 1) (FC-8)

--  10 of 13 personnel failed task evaluations and buddy checks were not accomplished.

--  During Alarm Blue, MOPP 4 condition, 2 personnel were observed in civilian clothing.

--  Shuffle boxes, hand troughs, and a contaminated waste collection point did not exist.

--  Personnel were unaware of alarm and MOPP levels when entering site.
(3)  Self-Aid/Buddy Care.  EXCELLENT.

strength

-  The 604 ASOC developed unit specific SABC containers placed at key areas throughout the deployed location, which maximized post-attack survivability.

-  554 RHS accurately diagnosed and treated all 17 SABC scenarios.

-  554 RHS successfully completed 48 of 53 chemical agent antidote task evaluations.

area for improvement

-  HTACC SABC response team did not respond to a 607 ACOMS SABC incident.
-  HTACC and KCOIC first aid kits contained numerous expired items.

F.  COMMAND INTEREST ITEMS

(1)  Special Interest Item

PACAF SII 02-001  In-Transit Visibility.  DOES NOT COMPLY.

(03107) 607 CBCS failed to follow proper deployment procedures and thus did not attain In-Transit Visibility. (OPR:  7 AF/CC) (REF:  AFI 10-403) (PACAF MET 2) (FC-1)

G.  OPEN FINDINGS FROM PREVIOUS REPORT.

All findings have been closed.

H.  PACAF OUTSTANDING PERFORMERS

The following personnel were identified as outstanding performers during the Operational Readiness Inspection.  These personnel were recognized for outstanding job performance and making significant contributions toward the success of their unit during the inspection.  Their achievements reflect credit on themselves and set the standards for others to emulate.

	RANK/NAME
	UNIT

	Capt Tiffani Donahue
	7 AF AOC

	Capt Aaron Goodwin
	607 AIS

	Capt Gwenn Haden
	7 AF AOC

	Capt Jonathan Leslie
	607 AIS

	Capt Erin Pyle
	607 AIS

	Capt David Vernal
	607 AIS

	2 Lt Andrea Shatzel
	607 AIS

	2 Lt Sue Stout
	607 AIS

	TSgt David Sanders
	621 ACS

	SSgt Anthony Moore
	607 CBCS

	SSgt Allyson Smith
	607 AIS

	SrA Anthony Allen
	607 AIS

	SrA Anthony Bergandino
	607 CBCS

	SrA Nathan Crowe
	607 AIS

	SrA Cathleen Ferguson
	607 ACOMS

	SrA Bonnie Lame
	621 ACS

	SrA Henry Mabry
	604 ASOS

	SrA Carrie Manka
	554 RHS

	SrA Delorean Sheridan
	604 ASOS

	A1C Anthony Brown
	607 ACOMS

	Mr. Kyong Hon Chong
	607 TRF


I.  OUTSTANDING TEAMS  

The following personnel were identified as outstanding teams during the Operational Readiness Inspection.  These personnel were recognized for outstanding job performance and making significant contributions toward the success of their unit during the inspection.  Their achievements reflect credit on themselves and set the standards for others to emulate.

	7 AF Master Air Attack Plan Team

	Lt Col David Crowden 
	Major Lawrence Brown

	Major Mark Lovejoy
	Capt Arthur Bermel, Jr.

	

	621 ACS Mission Planning Cell

	Capt Gregory Dash
	SSgt Kathleen Russ

	Capt Alain Poisson
	SSgt Chad Wilcox

	MSgt David Denny
	SrA Jill Hassaj

	MSgt Robert Robinson
	SrA Erika Parenti

	SSgt Donna Burson
	

	

	Special Technical Operations Integration Team

	Lt Col Mark Boswell
	Capt Sam Johnson 

	Lt Col Ellwood Hinman IV 
	Capt Paul Olah

	CDR Timothy Taylor
	Capt William Rondeau Jr.

	Major Adam Babcock
	Capt Phillip Warner

	Major Jeff Colpitts
	1 Lt Nicole Jamison 

	Major Mark Lovejoy
	1 Lt Robert Volesky 

	Major Franz Plescha
	MSgt David Wood

	Major Daniel Orcutt 
	


J.  SPECIAL RECOGNITION COIN RECIPIENTS

During each inspection, some personnel set themselves apart and deserve Special Recognition from the Pacific Air Forces Inspector General.

	RANK
	NAME
	UNIT

	Major
	Marc Mathes
	7 AF

	Major
	James Sturgeon
	7 AF

	2 Lt
	Nina Sawyer
	607 AIS


K.  BEST PRACTICE

The following Best Practices will be nominated to HQ PACAF/XPM for validation, and if validated, will be forwarded to the Air Force Manpower & Innovation Agency to be included in their Best Practice web page at: https://www.afmia.randolph.af.mil
-  The Strategy Director created an Air Coordination Detachment located at CFC HQ, which established an immediate and positive information flow with the J3 staff for all air strategy matters. 

-  Plans personnel streamlined the C4I requirements process, which enhanced requirement tracking, simplified customer requirements process, enforced configuration control of the AOC weapon system, and reduced open requirements from 2,000 to 600.
PART II - ADDITIONAL INFORMATION.

A.  7th AIR FORCE KEY PERSONNEL

	NAME
	RANK
	POSITION

	Lance L. Smith
	Lieutenant General
	Commander, 7 AF

	Mark Beesley
	Brigadier General
	Vice Commander, 7 AF

	Robert Muthard
	Chief Master Sergeant
	Command Chief Master Sergeant

	Ellsworth Tulberg
	Colonel
	Commander, 607 AOG (A-3)

	Mark Brugh
	Colonel
	Deputy Commander, 607 AOG

	Frank Brooks
	Colonel
	Commander,607 ACOM Group (A-6)

	James Whidden
	Colonel
	Commander, 607 AIG (A-2)

	Jeff Yeager
	Colonel
	Commander, 3 BCD

	Joe Stoker
	Colonel
	Commander, AFOSI 61 FIS

	John Rudolph
	Colonel
	Commander, 607 COS

	Mark Garrard
	Colonel
	Staff Judge Advocate

	Richard Trifilo
	Colonel
	Surgeon General

	Thomas Schluckebier
	Colonel
	Director of Civil Engineering (A-7)

	Vacant
	Colonel
	Commander TROKA ALO

Deputy Commander, 607 ASOG

	Vacant
	Colonel
	Director Mobility Forces

	Warren Fontenot
	Colonel
	Commander, 607 ASOG 

	William Eliason
	Colonel
	Director of Plans (A-5) 

	William Moseley
	Colonel
	Commander, 607 ASG (A-4)

	Kevin Frisbie
	Lt Colonel
	Chief, Combat Readiness Assessment (7 AF/CVI)

	Bruce Hardy
	Lt Colonel
	Deputy Commander, 607 AIG

	Charles Thompson
	Lt Colonel
	Commander, 621 ACS

	Charles Westgate
	Lt Colonel
	 Commander, 607 ASG

	Clarence Buchat
	Lt Colonel 
	Commander, 607 CPS 

	Craig Berlette
	Lt Colonel
	Deputy Commander, 607 ASG

	Dan Hagmaier
	Lt Colonel
	Commander, 607 MMS 

	Dan Johnson
	Lt Colonel
	Commander, 607 AIS

	Joe Castro
	Lt Colonel 
	Commander, 554 RED HORSE

	Joe Seufzer
	Lt Colonel
	Commander, 607 ASUS

	Kevin Callahan
	Lt Colonel
	Commander, 607 Weather Squadron

	Larry Moore
	Lt Colonel
	Director of Personnel (A-1)

	Mark Westergren
	Lt Colonel
	Commander, 303 IS

	Michael Russett
	Lt Colonel
	Commander, 604 ASOS

	Vacant
	Lt Colonel
	Commander, 607 CBCS

	David Hazlett
	Major
	Director of Security Forces (A-8)


	Jay Mohiet
	Lt Colonel
	Director, ACC Plans and Coordination 

	Joe Corso
	Lt Colonel
	Director of Safety

	Ken Sipperly
	Lt Colonel
	353 SOG/JSOLE

	Tim Dunster
	Major
	Commander, 607 AFS


B.  TEAM COMPOSITION

	RANK
	NAME
	POSITION

	Colonel
	David S. Fadok
	Inspector General

	Colonel
	Thomas D.Young
	Inspection Team Chief

	Colonel
	Gus G. Elliott, Jr.
	Chief, Mission Support Inspections 

	Lt Col
	Frederick C. Bacon
	Chief, Operations Inspections 

	Lt Col
	Joseph Bradbury
	Air Battle Management 

	Lt Col
	Denis Delaney
	Air Operations Center

	Lt Col
	Gary Fellows
	Civil Engineer

	Lt Col 
	Luke Grossman
	Air Operations Center

	Lt Col
	Jackson Harris
	Combat Plans

	Lt Col
	William Jones
	Combat Operations

	Lt Col
	Nurbert Hughes
	Outbrief

	Lt Col
	Ronald Roux
	Chief, Maintenance Division Inspections

	Lt Col
	Frank Smolinsky
	Public Affairs

	Major
	John Askew
	Air Battle Management

	Major
	Warren Benjamin
	The Warlord

	Major
	Kerry Drake
	Air Battle Management

	Major
	Donald N. Finley
	Information Operations

	Major
	Forrest Hare
	Intelligence

	Major
	Stacy Haruguchi
	Information Operations

	Major
	Thomas Hensley
	Intelligence

	Major
	Mark Hewett
	Civil Engineer

	Major
	Richard D. Neal, Jr.
	Security Forces

	Major
	Peter Ornell 
	Intelligence

	Major
	Paul Pryor
	Air Operations Center

	Major
	David R. Stewart
	Communications

	Major
	Paul Wilcox
	Tactical Air Control Party

	Capt
	Clifford Afong
	Air Battle Management

	Capt
	Jon Arzie
	Civil Engineer

	Capt
	James s. Griffin
	Civil Engineer

	Capt
	Larry Harris
	Civil Engineer

	Capt
	Todd Moore
	Tactical Air Control Party

	Capt
	Michael J. Morales
	Security Forces

	Capt
	Jonathon Rossow
	Intelligence

	CMSgt
	Johnny R. Palmer
	Command Post

	CMSgt
	Karen A. Pickering
	Team Executive

	CMSgt
	Rex Thomas
	Communications

	SMSgt
	Edy D. Agee
	Team Executive

	SMSgt
	Timothy Angus
	Munitions

	SMSgt
	Carl Bullock
	Communications

	SMSgt
	John Hodgson
	Civil Engineer

	SMSgt
	Jeffrey Hopson
	Communications

	SMSgt
	David Jones
	Civil Engineer

	SMSgt
	Russell McLaughlin
	Communications

	SMSgt
	Scott Rudd
	Civil Engineer

	MSgt
	Barron Dowdy
	Communications

	MSgt
	Charles Eckman
	Communications

	MSgt
	William Mason
	Communicatons

	MSgt
	Eric Kibby
	Tactical Air Control Party

	MSgt
	Robert Trout
	Civil Engineer

	MSgt 
	Elmer Looney
	Communications

	TSgt
	Darrell Bainter
	Air Battle Management

	TSgt
	Kenneth Lindsey
	Tactical Air Control Party

	TSgt
	Keith Miner
	Weapons Director

	TSgt
	Kenneth Scott
	Tactical Air Control Party


C.  REPLY INSTRUCTIONS

1.
All findings preceded by a numeric symbol (e.g., 01001) require a reply.  A finding describes a core problem and may include sub-bullets that relate symptoms of the core problem.  Replies to findings should answer the core problem, not the symptoms described in the sub-bullets.

2.
Replies to findings.


A.
Each reply should have enough detail so the IG can decide whether to close the finding or keep it open.  Include a recommended status (open or closed) for each finding.  If your corrective action is not complete, describe what you are doing now and include an estimated completion date (ECD).  If the finding is beyond the OPR's ability to solve, describe the action taken to get help.  The OPR is responsible for coordinating with the OCR.


B.
Responses should be submitted in a Microsoft WORD file via either a mailed 3.5” diskette or e-mail to “PACAF/IGI@hickam.af.mil”.


C.
7 AF/CV.  Forward finding replies via 3.5” diskette or e-mail to HQ PACAF/IGI by 

1 June 2001.


D.
HQ PACAF/IGI will review the unit replies to determine if the responses address the core problems identified by the IG.  HQ PACAF/IGI will attach comments, if required, and assign a HQ PACAF OPR and suspense, if appropriate.


E.
HQ PACAF OPR.  Review, evaluate, provide comments on the adequacy of corrective actions, and a closure recommendation. Forward replies to HQ PACAF/IGI no later than 20 days after receipt.


F.
HQ PACAF/IGI will review the replies from the HQ PACAF OPRs and advise the unit on the status of findings (open or closed).  Open findings will require a progress report and will be suspensed by HQ PACAF/IGI until closed.


G.
Subsequent updates to open findings will be continued on the previously submitted reply.

3.
All status concerning findings identified during this inspection will be tracked via the HQ PACAF/IG web site at https://www.hqpacaf.af.mil/ig/.
4.
Any correspondence that includes direct quotes or identifiable paraphrasing of this report must be marked "FOR OFFICIAL USE ONLY" with the statement: "This is a privileged document that cannot be released in whole or part to persons or agencies outside the Air Force, nor can it be republished in whole or part in any publication not containing this statement, including Air Force magazines and general use pamphlets, without the express approval of the Secretary of the Air Force." 

D.  DEFINITIONS

STANDARD RATINGS

OUTSTANDING  
Performance or operation far exceeds mission requirements.  Procedures and activities are carried out in a far superior manner.  Resources and programs are very efficiently managed and are of exceptional merit.  Few, if any, deficiencies exist.

EXCELLENT
Performance or operation exceeds mission requirements.  Procedures and activities are carried out in a superior manner.  Resources and programs are very efficiently managed and relatively free of deficiencies.

SATISFACTORY
Performance or operation meets mission requirements.  Procedures and activities are carried out in an effective and competent manner.  Resources and programs are efficiently managed.  Minor deficiencies may exist but do not impede or limit mission accomplishment.

MARGINAL
Performance or operation does not meet some mission requirements.  Procedures and activities are not carried out in an efficient manner.  Resources and programs are not efficiently managed.  Deficiencies exist that impede or limit mission accomplishment.

UNSATISFACTORY
Performance or operation does not meet mission requirements.  Procedures and activities are not carried out in an adequate manner.  Resources and programs are not adequately managed.  Significant deficiencies exist that preclude or seriously limit mission accomplishment.

PACAF MISSION ESSENTIAL TASKS (METS)                         FINDING CATEGORIES
MET 1.  Organize, train, and equip combat-ready aerospace forces under all conditions to meet peacetime and combat operational requirements.

MET 2.  Provide combat-ready aerospace forces, support, and equipment to unified and joint task force commanders under all conditions to meet assigned operational objectives.

MET 3.  Provide quality of life improvements under all conditions to meet established requirements and needs statements.

MET 4.  Provide Air Force facilities and dynamic mission support under all conditions in accordance with the standards established by applicable directives and PACAF goals and objectives.

MET 5.  Strengthen ties and establish partnerships with Asia-Pacific nations and local communities under all conditions to support US national objectives.

FC-1  Directives/Guidance
FC-2  Documentation
FC-3  Manpower

FC-4  Resources (Equipment, Money)

FC-5  Safety

FC-6  Security

FC-7  Supervision

FC-8  Training

FC-9  Other (Specify)

E.  DISTRIBUTION LIST

	UNIT
	CYS

	
	

	Hickam AFB, HI 96853
	

	
	

	PACAF/CC
	1**

	PACAF/CV
	1**

	HQ PACAF/CE
	1

	HQ PACAF/CG
	1

	HQ PACAF/DO
	1

	HQ PACAF/DP
	1

	HQ PACAF/FM
	1

	HQ PACAF/HC
	1

	HQ PACAF/HO
	1

	HQ PACAF/IG
	1

	HQ PACAF/IN
	1

	HQ PACAF/JA
	1

	HQ PACAF/LG
	1

	HQ PACAF/PA
	1

	HQ PACAF/SC
	1

	HQ PACAF/SE
	1

	HQ PACAF/SF
	1

	HQ PACAF/SG
	1

	HQ PACAF/SV
	1

	HQ PACAF/XP
	1

	
	

	5 AF/CC, Unit 5087, APO AP 96328-5087
	1

	*7 AF/CC, Unit 2047, APO AP 96278-2047
	1**

	5 AF/CC, 5800 G St, Ste 101, Elmendorf AFB, AK 99506-2130
	1

	13 AF/CC, Unit 14033, APO AP 96543-4033
	1

	
	

	3 WG/CC, 10530 Q St, Ste B-1, Elmendorf AFB, AK 99506-2645
	1

	8 FW/CC, Unit 2090, APO AP 96264-2090
	1

	15 ABW/CC, 800 Scott Circle, Hickam AFB, HI 96853-5328
	1

	18 WG/CC, Unit 5141, APO AP 96368-5141
	1

	35 FW/CC, Unit 5009, APO AP 96319-5009
	1

	36 ABW/CC, Unit 14003, APO AP 96543-4003
	1

	51 FW/CC, Unit 2067, APO AP 96278-2067 
	1

	354 FW/CC, 352 Broadway Ave, Ste 1, Eielson AFB, AK 99702-1830
	1

	374 AW/CC, Unit 5078, APO AP 96328-5078
	1


	154 WG/CC, 360 Harbor Drive, Hickam AFB, HI 96853-5517
	1

	168 ARW/CC, 3126 Wabash Ave, Ste 1, Eielson AFB, AK 99702-1725
	1

	176 WG/CC, 5005 Raspberry Road, Kulis ANGB, Anchorage, AK 99502-1998
	1

	201 CCGP/CC, 320 Harbor Drive, Hickam AFB, HI 96853-5513
	1

	254 ABG/CC, Unit 14021, APO AP 96543-4021
	1 

	
	

	SAF/IGI, 1140 Air Force Pentagon, Washington D.C. 20330-1140
	1


* Denotes Inspected Unit

** All Copies Electronic Except Those Annotated
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DEFINITIONS

OUTSTANDING:  Performance or operation far exceeds mission requirements.  Procedures and activities are carried out in a far superior manner.  Resources and programs are very efficiently managed and are of exceptional merit.  Few, if any deficiencies exist.

EXCELLENT:  Performance or operation exceeds mission requirements.  Procedures and activities are carried out in a superior manner.  Resources and programs are very efficiently managed.  Relatively free of deficiencies.

SATISFACTORY:  Performance or operation meets mission requirements.  Procedures and activities are carried out in an effective manner.  Resources and programs are efficiently managed.  Minor deficiencies may exist, but do not impede or limit mission accomplishment.

MARGINAL:  Performance or operation does not meet some mission requirements. Procedures and activities are not carried out in an efficient manner.  Resources and programs are not efficiently managed.  Deficiencies exist that impede or limit accomplishment.

UNSATISFACTORY:  Performance or operation does not meet mission requirements.  Procedures and activities are not carried out in an adequate manner.  Resources and programs are not adequately managed.  Significant deficiencies exist that preclude or seriously limit mission accomplishment.

MET MISSION TASKING/DID NOT MEET MISSION TASKING:  In some cases, ratings of “Met Mission Tasking” or “Did Not Meet Mission Tasking” may be used if the IG determines that AFI 90-201, ACC Supplement 1 criteria is not applicable/adequate.

BEST PRACTICES:  Superior methods or innovative practices that contribute to improved performance.

FINDINGS:  Core problems requiring review by HQ ACC staff and indicated by an asterisked alphanumeric symbol in parenthesis *(A001).

SUPERIOR PERFORMERS:  An organized group or dedicated individual whose knowledge, perseverance, and professionalism contributed greatly to the unit's compliance with directives and high state of mission readiness.”
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SECTION I - INSPECTION SUMMARY

18 April 2003

MEMORANDUM FOR 303 IS/CC

FROM: HQ ACC/IG

     175 Sweeney Blvd

     Langley AFB VA 23665-2799

SUBJECT:  Phase II Operational Readiness Inspection (ORI)

1.  General:  Under the authority of AFPD 90-2, as implemented by AFI 90-201, the Air Combat Command Inspector General conducted Phase II Operational Readiness Inspection (ORI) of the 303d Intelligence Squadron, Osan AB, Republic of Korea, 7 - 11 April 2003.  This inspection was conducted in conjunction with a PACAF ORI of the 51 FW, 8 FW and 7 AF.

2.  Purpose:  To evaluate combat employment, mission support, and ability to survive and operate of the 303 IS.

3.  Squadron Mission Description:  Responsible in ensuring information superiority in the company of associate peninsula warfighters.  Provide tailored combat intelligence to enhance warfighting survivability, situational awareness and targeting in concert with 7th Air Force/Air Component Command, and US Forces Korea.

4.  Scenario Overview:  The 303 IS reacted to various employment, mission support, and ability to survive and operate injects to support a Pacific OPLAN tasking.

5.  Limiting Factors (LIMFACs):  There were no LIMFACs affecting mission accomplishment.

6.  The IG held a formal critique on 18 April 2003.

7.  Inspection results:  Overall – 303 IS

SATISFACTORY

a.  Employment



Excellent


b.  Mission Support



Satisfactory


c.  Ability to Survive and Operate


Marginal 

8.  Summary of Ratings:  The 303 IS received the following ratings:

a. ORI statistics for the 303 IS:

                                   This Inspection

No./Percent

OUTSTANDING



 2/04

EXCELLENT




26/46

SATISFACTORY



21/38

MARGINAL




 7/12

UNSATISFACTORY



 0/00

NOT RATED




 0/00
TOTAL




56/100

b.  Best Practices:  None

c.  Findings:  None

9.  A total of 15 inspectors for 75 mandays were required for this evaluation.

FOR THE INSPECTOR GENERAL

JOHN R. DIGGINS III, Colonel, USAF

Inspection Team Chief

SECTION II - INSPECTION DETAILS

	TAB-A
	EMPLOYMENT
	EXCELLENT

	A-1.
	COMMAND AND CONTROL
	SATISFACTORY

	A-1.1.
	MISSION MANAGEMENT
	SATISFACTORY

	A-1.2.
	OPSEC/COMSEC
	EXCELLENT

	A-1.3.
	ACTIVATION OF ALTERNATE WOC/CAT
	SATISFACTORY

	A-1.4.
	CONTROL OF OPERATIONS
	EXCELLENT

	A-2.
	OPERATIONS
	EXCELLENT

	A-2.1.
	GROUND MISSION OPERATIONS
	EXCELLENT

	A-2.1.1.
	DISTRIBUTED GROUND SYSTEM
	EXCELLENT

	A-2.1.2.
	ANALYSIS AND REPORTING
	EXCELLENT

	A-2.1.3.
	CONVENTIONAL SYSTEMS
	SATISFACTORY

	
	
	

	TAB-B
	MISSION SUPPORT
	SATISFACTORY

	B-1.
	COMMAND AND CONTROL
	EXCELLENT

	B-1.1.
	UNIT CONTROL CENTERS
	EXCELLENT

	B-1.2.
	PLANS AND PROCEDURES
	SATISFACTORY

	B-2.
	PERSONNEL
	SATISFACTORY

	B-2.1.
	STRENGTH ACCOUNTABILITY
	SATISFACTORY

	B-2.2.
	FILLER AND REPLACEMENT REQUESTS
	SATISFACTORY

	B-2.3.
	FIELD OPERATIONS
	SATISFACTORY

	B-3.
	C4 SYSTEMS
	SATISFACTORY

	B-3.1.
	COMMAND AND CONTROL
	EXCELLENT

	B-3.1.1.
	COMMUNICATIONS SECURITY/OPSEC
	SATISFACTORY

	B-3.1.2.
	MAINTENANCE CONTROL
	SATISFACTORY

	B-3.1.3.
	SITUATIONAL AWARENESS/ATSO
	EXCELLENT

	B-3.2.
	C4 SYSTEMS SERVICES
	SATISFACTORY

	B-3.2.1.
	DATA SERVICE
	SATISFACTORY

	B-3.3.
	C4 SYSTEMS SUPPORT
	EXCELLENT

	B-3.3.1.
	OPERATIONAL REQUIREMENTS
	EXCELLENT

	B-3.3.2.
	MISSION SUPPORT
	SATISFACTORY

	B-3.3.3.
	MAINTENANCE SUPPORT
	SATISFACTORY

	B-4.
	SUPPLY
	EXCELLENT

	B-4.1.
	SPARES SUPPORT
	EXCELLENT

	B-5.
	LAW OF ARMED CONFLICT (LOAC)
	SATISFACTORY

	
	
	


	TAB-C
	ABILITY TO SURVIVE AND OPERATE (ATSO)
	MARGINAL

	C-1.
	COMMAND AND CONTROL
	EXCELLENT

	C-1.1.
	SRC/CAT
	EXCELLENT

	C-1.2.
	PLANS AND PROCEDURES
	EXCELLENT

	C-1.3.
	LOCAL ALARM SYSTEM
	SATISFACTORY

	C-2.
	FORCE PROTECTION
	EXCELLENT

	C-2.1.
	AWARENESS/EMPLOYMENT OF PROTECTIVE MEASURES
	EXCELLENT

	C-3.
	PASSIVE DEFENSE RESPONSE
	EXCELLENT

	C-3.1.
	RESPONSE
	EXCELLENT

	C-3.2.
	PROTECTIVE EQUIPMENT
	EXCELLENT

	C-3.3.
	TASK COMPETENCE
	OUTSTANDING

	C-3.4.
	ASSESSMENT
	SATISFACTORY

	C-3.5.
	KNOWLEDGE
	EXCELLENT

	C-3.6.
	CONTAMINATION AVOIDANCE
	EXCELLENT

	C-3.7.
	CONTAMINATION CONTROL CENTER (CCA)
	OUTSTANDING

	C-4.
	BASE RECOVERY AFTER ATTACK (BRAAT)
	MARGINAL

	C-4.1.
	CASUALTY CARE
	MARGINAL

	C-4.2.
	DECONTAMINATION
	EXCELLENT

	C-5.
	INFORMATION PROTECTION
	MARGINAL

	C-5.1.
	PROTECTIVE MEASURES
	MARGINAL

	C-5.2.
	CONTINGENCY PLANS
	MARGINAL

	C-5.3.
	INFORMATION ASSURANCE
	SATISFACTORY


	TAB A
	EMPLOYMENT
	EXCELLENT

	
	
	

	A-1.
	COMMAND AND CONTROL
	SATISFACTORY

	
	
	

	A-1.1.
	MISSION MANAGEMENT
	SATISFACTORY


Strengths

- Personnel are trained and familiar with all applicable plans.

- Responded well to simulated events.  

- Demonstrated good mission preparation and tracking of mission

  results.

- Demonstrated ability to proficiently analyze real world Air

  Tasking Orders (ATOs), Integrated Tasking Orders(ITOs)and

  flight schedules.

Areas for Improvement

- Failed to obtain and analyze exercise ATOs, ITOs, and flight 

  schedule from 607th Air Intelligence Squadron (AIS).  

-- Unit was not prepared to fully support planned missions.  

	A-1.2.
	OPSEC/COMSEC
	EXCELLENT


Strengths

- Sampled personnel demonstrated strong knowledge of OPSEC and 

  COMSEC.  

- Used appropriate security safeguards and cryptographic systems

  to pass/authenticate information.

	A-1.3.
	ACTIVATION OF ALTERNATE WOC/CAT
	SATISFACTORY


Strengths

- Unit quickly and efficiently demonstrated the ability to 

  transfer control to the alternate Korean Combat Operations

  Intelligence Center (KCOIC) Control Center (KCC)location, 

  which acts as the unit WOC/CAT/UCC.

	A-1.4.
	CONTROL OF OPERATIONS
	EXCELLENT


Strengths

- Unit monitoring of personnel status/location, receipt of 

  tasking, mission planning, and alert status was highly

  effective. 

- The commander placed strong emphasis on the use and 

  integration of internally and externally derived intelligence

 support in all functional unit performances.  The operations

 battle command element provided strong leadership and interface

 with maintenance supervision, resulting in total unit mission

 success. 

-- Proactive planning ensured all elements of operations were

   focused on mission execution.  Demonstrated rapid and

   effective responses to dynamic changes to mission execution.  

	A-2.
	OPERATIONS
	EXCELLENT

	
	
	

	A-2.1.
	GROUND MISSION OPERATIONS
	EXCELLENT

	
	
	

	A-2.1.1.
	DISTRIBUTED GROUND SYSTEM
	EXCELLENT


Strengths

- Ground mission supervisors (GMS) expertly recognized,

  assessed, and disseminated perishable information to

  customers.

-- Displayed in-depth knowledge of mission by keeping

   Surveillance and Warning Center (S&WC)supervisors abreast of

   all potential critical information.

-- Successfully recognized all events meeting critical

   intelligence threshold in a timely manner, ensuring critical

    information was reported and released within time 

    constraints.

-- Properly executed threat-warning calls to airborne

   platforms.

-- Ensured mission aircraft directed to assume fallback orbit 

   at appropriate times.

-- Recognized stringent criteria requiring mission aircraft to

   return to base.

- Distributed Ground System (DGS)personnel properly interpreted   

  and adapted to tasking modifications levied through exercise

  mission control notes.

	A-2.1.2.
	ANALYSIS AND REPORTING
	EXCELLENT


Strengths

- Surveillance and warning center (S&WC) reporting teams quickly 

  recognized and disseminated perishable information to 

  customers and decision makers.

-- S&WC supervisors fully utilized all available exercise

   information to maintain situational awareness.

-- 303 IS originated information passed in a timely fashion

   to 607 AIS elements and 7 AF Senior Operations Duty Officer

   (SODO).

-- All events meeting critical intelligence threshold

   immediately recognized; resulting reports were released

   within time constraints.

-- Flight reporters professionally drafted numerous product

   reports meeting exacting and stringent criteria; included

   fused 607 AIS data.

- Properly executed threat-warning calls to airborne platforms.

- Most shift change briefings included appropriate exercise 

  activity updates.

- S&WC supervisor properly cross-queued activities with

  collection entities.

- S&WC personnel properly interpreted and adapted to tasking

  modifications levied through exercise mission control notes.

- Shift responded quickly and appropriately during electrical

  shock scenario.

-- Rapid initial response by CPR personnel to assess and 

   triage victims.

-- Replacement S&WC supervisor and flight commander sourced

   and briefed.

-- Effectively up-channeled inputs to the Director of

   Operations sub-control center (SCC) and KCC for action and

   response.

- Flight leadership maintained appropriate accountability of

  S&WC personnel.

Areas for Improvement

- Did not aggressively pursue 607 AIS as collateral intelligence 

  source.

 -- At least one shift change brief did not include information

    flow from 607 AIS ISRO cell, resulting in a 12-hour

    cessation of data into S&WC.

-- 303 IS 1N4X1 representative embedded within 607 AIS ISRO 

   cell not currently tasked to pass potentially critical

   information to the S&WC.

-- Did not request back-fill for the Data Link Operator

   Controller (DLO-C) who was “killed” during electrical shock

   scenario; position designated as critical team member.

	A-2.1.3.
	CONVENTIONAL SYSTEMS
	SATISFACTORY


Strengths

- Acted quickly to acquire frequencies associated with a 

  distress signal.

  -- Coordinated with appropriate entities to obtain the call-

   sign of a probable downed fighter, and time aircraft went

   down.

-- Efforts led to the immediate notification of the 7 AF 

   SODO,and the Korean Combined Rescue Coordination Center.

- Displayed sense of urgency in both real world and exercise

  events.

Areas for Improvement

- Mis-identified an exercise activity, which was subsequently 

  relayed to the surveillance and warning center; hindered

  reporting process.
	TAB-B
	MISSION SUPPORT
	SATISFACTORY

	
	
	

	B-1.
	COMMAND AND CONTROL
	EXCELLENT

	
	
	

	B-1.1.
	UNIT CONTROL CENTERS
	EXCELLENT


Strengths

- The KCC, which acts as the unit control center was

  instrumental in successful accomplishment of the KCOIC

  mission.

 -- Total team effort was evident throughout; operations and

    maintenance personnel worked together to maintain 

    situational awareness of real world and exercise

    operations. 

-- Sub-control centers provided updated mission information as

   needed.

Areas for Improvement

- Slow and incomplete up-channeled information hindered KCC 

  response during mortar attacks.

- Failed to brief essential information, (i.e., downed airmen,

  location of morgue, duress words).

	B-1.2.
	PLANS AND PROCEDURES
	SATISFACTORY


Strengths

- Checklists were comprehensive and covered many different

  procedures.

  -- Ensured timely response to most situations.

-- Clear and concise steps ensured no required actions were

   missed.  

Areas for Improvement

- Maintenance of checklist require additional effort.

  -- Numerous pen and ink changes with no means of verifying

  their validity.

  -- Absence of a review sheet prevented verification of when 

  changes were made, or when document was last reviewed for 

  completeness and accuracy.

	B-2.
	PERSONNEL
	SATISFACTORY

	
	
	

	B-2.1.
	STRENGTH ACCOUNTABILITY
	SATISFACTORY


Strengths

- Proactive leadership executed a comprehensive deployment plan.

- Teamwork was observed at all levels.

Areas for Improvement

- Did not account for all personnel at all times regardless of

  location. 

  -- Unit member was missing for 2 hours and 51 minutes before                                                                

     notification was made to KCC and then only after a force  

     accountability check was suggested by the inspector. 

	B-2.2.
	FILLER AND REPLACEMENT REQUESTS
	SATISFACTORY


Strengths

- Promptly initiated personnel replacement requests for 

  individuals wounded or killed during attacks.

- Logistics senior leadership involvement in replacement request

  procedures increased morale and allowed direct feedback to

  squadron leadership.

Areas for Improvement

- Did not accomplish simulated casualty reporting correctly.

  -- Did not follow all procedures by indicating “exercise

     repeat exercise” in the closing sentence.     

	B-2.3.
	FIELD OPERATIONS
	SATISFACTORY


Strengths

- Successfully established alternate operating location and 

  communications.
Areas for Improvement

- Relocation was sporadic and not planned out.

 -- Members were unsure of what items/equipment to evacuate

    during a simulated relocation.

- Did not ensure all members were present and accounted for 

  after all attacks.

- Not all personnel received critical information during a shift

  change.

  -- Members were not aware of duress words.

  -- Did not confirm all workcenters received new battle staff

   directives.

	B-3.
	C4 SYSTEMS
	SATISFACTORY

	
	
	

	B-3.1.
	COMMAND AND CONTROL
	EXCELLENT

	
	
	

	B-3.1.1.
	COMMUNICATIONS SECURITY/OPSEC
	SATISFACTORY


Strengths

- Secure communications systems maintenance technicians expertly

  implemented COMSEC incident reporting procedures.

Areas for Improvement

- Critical communications (CRITICOM) support facility fire

  emergency action procedures require increased emphasis.

-- Did not display an initial sense of urgency in response to 

   the emergency.

-- Did not project an adequate audible announcement of the

   emergency situation.

-- Did not make an attempt to activate fire alarm through the

   alarm pull box.

-- COMSEC security container was not checked to ensure it was

   secured prior to evacuation of the facility.

-- Personnel were still exposed to the hazard 12 minutes after

   the emergency was detected.

-- COMSEC emergency tasks cards were complex and caused

   excessive delays in evacuating the facility.

	B-3.1.2.
	MAINTENANCE CONTROL
	SATISFACTORY


Strengths

- Displayed knowledge of systems affected by equipment outages.

- Properly coordinated critical scheduled maintenance downtime

  during an emergency SATCOM antenna changeover and the

  restoration of a failed line-of-site antenna link.

-- Controlled technician support across both production

   workcenters to complete all three tasks within the

     authorized downtime.

- Maintained detailed and accurate job control and system

  control logs. 

- Ensured all vital information on equipment, circuits, and

  personnel was passed from shift to shift.

Areas for Improvement

- Did not update the Core Automated Maintenance System (CAMS) as

  unscheduled maintenance events occurred. 

-- Did not always open maintenance jobs in CAMS in a timely

   manner.

-- Did not follow proper procedures prior to closing

   maintenance events.

- Maintenance control did not clearly define several restoral

  priorities. 

-- Maintenance control personnel lacked detailed knowledge of

   equipment restoral priorities.

-- Maintenance control and production workcenter priorities

   were not always the same.

	B-3.1.3.
	SITUATIONAL AWARENESS/ATSO
	EXCELLENT


Strengths

- Involved and informed KCC personnel displayed exemplary 

  resourcefulness during real world and simulated maintenance

  events.

-- Tapped commissary resources as the sole source of supply 

   for distilled water when a battery used to restore a

     generator failed.

-- Reached across command channels to acquire lateral supply

   support for antennas from the 607 ACOMS and 51 CS during a

   simulated catastrophic communications outage.
- Superb situational awareness consistently displayed during

  pre- and post-attack events.

- Consistently displayed exceptional sense of urgency when

  responding to “ALARM BLUE” conditions.  (Note:  “ALARM BLUE” in

  Korea is equivalent to “ALARM RED” elsewhere)

- Demonstrated strong knowledge of alarm signals, MOPP levels,

  and chemical/conventional attack conditions.

-- Effectively demonstrated ability to perform critical

   wartime tasks while wearing ground crew ensemble.

-- Responded promptly to attacks and changing alarm

   conditions.

  -- Properly donned protective masks.

Areas for Improvement
- Did not issue mobile secure communications for technicians 

  deploying outside the KCOIC complex.

· Did not ensure canteen was filled.

· Did not deploy with hearing protection.

· Did not always chalk the vehicles.

- Helmet straps were not always fastened after donning

  protective masks.

- Maintenance teams did not routinely practice contamination

  avoidance.

-- Placed items on the ground and equipment without checking 

   for contamination.

-- Did not ensure the mobile Modular Interoperable Surface

   Terminal (MIST) trailer had M9 tape attached.

	B-3.2.
	C4 SYSTEMS SERVICES
	SATISFACTORY

	
	
	

	B-3.2.1.
	DATA SERVICE
	SATISFACTORY


Strengths

- Highly motivated technicians quickly engineered and 

  implemented additional computer requirements for classified 

  intranet in minimal time.

- Communication technicians overcame incomplete circuit

  documentation through aggressive and thorough troubleshooting

  efforts.

-- Physically traced cabling and equipment to identify actual

   circuit path. 

-- Successfully identified cause of simulated Critical

   Communications (CRITICOM) Support Facility circuit outage.
Areas for Improvement

- Did not successfully troubleshoot two of three simulated 

  CRITICOM circuit outages.

-- Inaccurate and missing documentation prevented technician 

   from determining circuit breakout within patch and test 

   facility. 








- Did not successfully isolate and eliminate simulated unknown

  computer virus on classified intranet.


  -- Did not immediately disconnect affected computers from

     local area network (LAN).

-- Did not obtain pertinent information to make accurate

   assessment, hindering troubleshooting efforts.

-- Did not know procedures for removing virus from exchange

   server, resulting in loss of mail server on classified 

     intranet for duration of scenario.

	B-3.3.
	C4 SYSTEMS SUPPORT
	EXCELLENT

	
	
	

	B-3.3.1.
	OPERATIONAL REQUIREMENTS
	EXCELLENT


Strengths

- SENIOR YEAR maintenance personnel responded to real world and 

  simulated equipment outages with urgency and effectively

  restored all equipment outages in minimum time.
	B-3.3.2.
	MISSION SUPPORT
	SATISFACTORY


Strengths

- Day shift maintenance technicians responded with flexibility 

  to changes in workload and wartime postures.

-- Quickly resumed production efforts following relocation 

   reducing mission impact.

Areas for Improvement

- Proficiency levels of maintenance teams were not always

  balanced.

- Maintenance technicians were unfamiliar with the location of

  destroyed antennas during a simulated missile and mortar attack

  leading to excessive delays in equipment restoration.

	B-3.3.3.
	MAINTENANCE SUPPORT
	SATISFACTORY


Strengths

- Maintained 517-item equipment inventory at peak operating

  efficiency.

Areas for Improvement

- Technicians deployed to an equipment location during hours of

  darkness without any lighting support.

- Maintenance technicians dispatched during an unscheduled

  maintenance event without any tools, technical data, or

  test equipment.

- Did not properly manage the preventive maintenance inspection

  (PMI)program.

-- Did not accomplish 6 of 23 “Green” PMIs in the secure 

   communications systems maintenance workcenter. 

 -- Did not accomplish 3 of 7 “Green” PMIs in the SENIOR YEAR 

    maintenance workcenter.

	B-4.
	SUPPLY
	EXCELLENT

	
	
	

	B-4.1.
	SPARES SUPPORT
	EXCELLENT


Strengths

- Personnel developed a contingency critical items list to

  identify and pre-position equipment within the KCOIC.

  -- Requisitioned appropriate replacements to minimize

  negative mission impact. 

  -- Effectively established and maintained ready deployable 

  paper listings and computer data programs to locate and

  issue mission equipment.

- Supply personnel coordinated with host and adjusted resources 

  accordingly to sustain sensitive mission systems.

	B-5.
	LAW OF ARMED CONFLICT (LOAC)
	SATISFACTORY


Strengths

- Once potential LOAC violations were identified, all required 

  notifications were made in the proper amount of time.

	TAB-C
	ABILITY TO SURVIVE AND OPERATE (ATSO)
	MARGINAL

	
	
	

	C-1.
	COMMAND AND CONTROL
	EXCELLENT

	
	
	

	C-1.1.
	SRC/CAT
	EXCELLENT


Strengths

- The KCOIC Control Center (KCC) acts as a combined UCC/SRC/CAT,

  with some of those functions farmed out to the senior watch

  officer (SWO) and sub-control centers (SCC).  The KCC has

  demonstrated sound organization structure, clear lines of

  authority, unity of command, and strong liaison with

  appropriate functional agencies. 

 -- Staffing covers entire unit spectrum, as well as other 

    tenant units within the building.  Experienced and

    knowledgeable personnel provided effective responses to all

    situations brought to their attention.

 -- The four SCCs cover the entire squadron (DO, CCQ, LG, and

    SC/MS).  Information flow from squadron to KCC and back 

    flowed in a timely manner.

 -- Checklists were comprehensive and numerous, covering many

    different procedures, and ensured timely response to

    situations.  Clear and concise steps ensured no required

    actions missed.  All required reference documents are

    easily accessible and available.

 -- Communications were conducted via a multi-path process to

    ensure success.  Phone usage was conducted with good OPSEC, 

    runners showed good sense of urgency, and rapidly

    disseminated information to all SCCs.

Areas for Improvement

- Eleven personnel assigned to six different offices when IG

  event scenarios were run, were not knowledgeable of unit’s

  firefighting procedures and actions.

 -- Personnel in two offices demonstrated poor sense of urgency 

    and were slow to respond to inputs.  All personnel were

    able to identify primary exit, however, four didn’t know

    where the secondary exit was located.

 -- Upon receipt of call concerning uncontrollable fire and 

    evacuation of personnel, the KCC kept caller on line for

         3.5 minutes while consulting checklists.  The delay exposed 

    the individual to an excessive amount of smoke. 

- Checklists and plans had numerous pen and ink changes with no 

  means of verifying their validity.  The absence of a review

  sheet prevented verification of when changes were made, or

  when document was last reviewed for completeness and accuracy.

	C-1.2.
	PLANS AND PROCEDURES
	EXCELLENT


Strengths

- Plans, procedures, and implementing checklists were 

  comprehensive and effective in coordination of pre-, trans-,

  and post-attack measures.  Information boards were current and

  contained all required information.

	C-1.3.
	LOCAL ALARM SYSTEM
	SATISFACTORY


Strengths

- Four different modes were used to notify unit personnel of

  conventional and chemical attacks.  

-- Televisions were tuned to two dedicated channels for

   passing information within the two operations buildings.  

  -- Telephones and runners were used as back-ups.  

Areas for Improvement

- Complete operational testing of the blue attack warning light 

  system installed throughout the compound to ensure

  functionality and implement it as another tool to increase

  situational awareness.  

- Develop a system to communicate with unit personnel who may be

  outside of the protective compound.  During the loss of the

  base giant voice system, individuals standing in the KCOIC 

  parking lot and those dispatched to other parts of the

  installation were unaware of alarm condition changes.

- Ensure unit members continue to monitor designated television

  channels for situation updates.  

  -- One section did not have their television turned on.

	C-2.
	FORCE PROTECTION
	EXCELLENT

	
	
	

	C-2.1.
	AWARENESS/EMPLOYMENT OF PROTECTIVE MEASURES
	EXCELLENT


Strengths

- Status charts were utilized throughout the unit workcenters 

to identify current FPCON, INFOCON, MOPP levels, sign-countersigns, duress words, and local battle staff directives.


- Timely reports were given to sub-centers informing them of

  intruder and enemy attack activity.

- All unit workcenters were located inside of one protected 

 compound, which eliminated exposing unit members needlessly to 

 potential hostile environments.

	C-3.
	PASSIVE DEFENSE RESPONSE
	EXCELLENT

	
	
	

	C-3.1.
	RESPONSE
	EXCELLENT


Strengths

- Personnel demonstrated strong knowledge of alarm signals, MOPP 

  levels, and chemical/conventional attack hazards.

	C-3.2.
	PROTECTIVE EQUIPMENT
	EXCELLENT


Strengths

- Correctly donned chemical and conventional protective

  equipment and promptly adjusted protective equipment according

  to existing alarm condition and MOPP level.

Areas for Improvement

- Approximately 15 percent of unit members randomly checked were

  noted without dog tags and 10 percent had not properly

  documented current inspections of their gas masks.

	C-3.3.
	TASK COMPETENCE
	OUTSTANDING


Strengths

- Personnel effectively demonstrated the capability to perform

  wartime mission while wearing conventional and chemical

  protective gear.

- Personnel displayed a strong sense of urgency performing

  “buddy checks” during alarm conditions.
	C-3.4.
	ASSESSMENT
	SATISFACTORY


Strengths

- Accurately updated events log and status boards; ensured unit

  personnel were informed of latest battle staff

  directives(BSD), alarm conditions, and MOPP levels.

	C-3.5.
	KNOWLEDGE
	EXCELLENT


Strengths

- Personnel demonstrated keen working knowledge of the M291

  decontamination kit and M8/M9 chemical detection paper.

- Personnel demonstrated a strong knowledge of the use of the 

  ciprofloxacin tablet and its recommended dosage.

	C-3.6.
	CONTAMINATION AVOIDANCE
	EXCELLENT


Strengths

- Effectively covered vehicles and equipment to avoid

  contamination.

- Superb execution of shuffle box procedures limited the spread

  of contamination. 

	C-3.7.
	CONTAMINATION CONTROL CENTER (CCA)
	OUTSTANDING


Strengths

- Energetic personnel and solid teamwork culminated in proper 

  and safe doffing of ground crew ensemble while processing

  through the CCA.

- Personnel utilized comprehensive checklist to prevent cross

  contamination during CCA operations.

- Practice dry-run drills were performed to ensure all shelter

  management team members were aware of their primary duties.

	C-4.
	BASE RECOVERY AFTER ATTACK (BRAAT)
	MARGINAL

	
	
	

	C-4.1
	CASUALTY CARE
	MARGINAL


Strengths

- Well-stocked first aid kits were readily available throughout

  the squadron.

- Patients were properly positioned on litters for casualty

  transportation.

Areas for Improvement

- Administration of Self-Aid/Buddy Care was not timely or

  effective.

  -- No sense of urgency resulted in significant delays in 

  treatment and transport of injured personnel.

  -- Slow initial emergency response procedures by on-scene 

  personnel caused critical delays that could have turned

  injuries into potential fatalities.

  -- Unit members displayed inconsistent application and

  knowledge of SA/BC principles.  

- Casualties were not loaded in the proper sequence or 

  order of precedence.

-- Litters were not taken in priority of injury according to

   AFH 36-2218, paragraph 2A.  

- The lack of an adequate number of litter straps caused litter 

  carrier members to take off their belts and reflective gear to

  secure litters.  These procedures in-turn exposed litter

  carriers to new safety hazards.

  -- Some workcenters did not have litters.

	C-4.2.
	DECONTAMINATION
	EXCELLENT


Strengths

- Decontamination teams quickly and methodically processed

  ‘contaminated’ individuals through the Contamination Control

  Center.

- Decontamination line was set up properly and processing was

  executed smoothly.

- Most decontamination line personnel used microphones in their

  gas masks effectively allowing for clear communications.

- Members were knowledgeable and demonstrated excellent

  techniques when using M291 Decontamination Kits.

  -- The buddy system was used in executing all actions.

-- Contaminated materials were disposed of in a proper manner.

Areas for Improvement

- Although most decontamination personnel effectively used the 

  gas mask microphone, a few personnel require additional

  training to ensure they speak slowly and distinctly during

  stressful conditions.

	C-5.
	INFORMATION PROTECTION
	MARGINAL

	
	
	

	C-5.1.
	PROTECTIVE MEASURES
	MARGINAL


Strengths

- Anti-virus definition files were current on 14 of 14 

  unclassified computer systems checked.

- Implemented an aggressively revamped time compliance network

  order (TCNO) policy on second day of inspection, coordinated

  with host base communications squadron to acquire TCNO

  security patching software and devised a plan of attack to

  apply applicable security patches within a 48-hour period.

Areas for Improvement
- Information protection measures for automated information 

  systems required immediate attention.

-- Did not load current anti-virus definition files on seven

   of eight information systems checked riding the unit’s

   classified office automation (OA) local area network (LAN).

     --- Unit was aware of a problem with the automated 

         updating of the anti-virus definition files prior to 

         start of inspection but failed to implement fix 

         action.

     --- Failure to protect classified information systems 

         from malicious logic attack could lead to the loss of

         the entire classified LAN, with a potential effect on 

         mission systems ranging from slow-down of CPU speed

         (mission degradation) to loss of hard drive (mission 

         stoppage).

-- Did not successfully isolate and eliminate unknown computer 

   virus on classified intranet.


-- Did not immediately disconnect effected computers from LAN.

-- Did not obtain pertinent information to make accurate

   assessment, hindering troubleshooting efforts.

-- Did not know procedures for removing virus from exchange

   server, resulting in loss of mail server on classified

   intranet.

-- Did not validate implementation of TCNO security patches

   resulting in security vulnerabilities in 57 percent of the 

     unclassified network and 22 percent of the classified

     intranet.

     --- Did not review advisory patch implementation software

         history logs for TCNO compliance to identify

         vulnerabilities within classified intranet.

-- Did not activate a password-protected screensaver on 11 of

   14 unclassified computers checked.

  -- Did not activate a password-protected screensaver on seven

   of nine classified computers checked.

	C-5.2.
	CONTINGENCY PLANS
	MARGINAL


Areas for Improvement

- Troubleshooting efforts were hindered throughout the

  inspection by a lack of written contingency action plans and 

  comprehensive procedures and/or checklists.

- Technicians displayed a lack of understanding of existing

  contingency procedures, resulting in extensive services 

  downtime during three separate service restoral scenarios.

- Did not contact sender of classified information email during

  classified message incident scenario, resulting in loss of 

  pertinent information.

- Failed to pass on accurate information between network help

  desk personnel, resulting in inaccurate information being 

  passed to special security office (SSO).

	C-5.3.
	INFORMATION ASSURANCE
	SATISFACTORY


Strengths

- Successfully coordinated with base communications squadron to

  identify TCNO shortfalls within unit’s information systems.

  -- Acquired needed security patches.

-- Eliminated vulnerabilities on both classified and

   unclassified networks. 

SECTION III – ASSOCIATED INSPECTION ITEMS

1.0.  BEST PRACTICES:  None

2.0.  HHQ FINDINGS:  None

3.0.  SPECIAL EMPHASIS AREAS:  None
RECOGNITION

SUPERIOR PERFORMERS

TEAMS

NONE

INDIVIDUALS
	Capt
	Donald W. Cloud

	1Lt
	Heidi E. Brennan

	1Lt
	David C. Quinene

	TSgt
	Christopher A. Ginther

	TSgt
	Douglas A. Haynes

	TSgt
	Richard H. Keh

	TSgt
	Mark H. Kiser

	TSgt
	Sheray L. Shardy

	TSgt
	Michael L. Wester

	SSgt
	Karen G. Blair

	SSgt
	Michele J. Canterbury

	SSgt
	Kevin C. Ford

	SSgt
	Christopher S. Hudson

	SSgt
	Daniel N. Lee

	SSgt
	Benjamin J. Murphy

	SSgt
	Mark E. Robinson

	SSgt
	Mark E. Schmitt

	SSgt
	Eric L. Schwemle

	SSgt
	Barry A. Schoolcraft

	SrA
	Amy L. Nelson

	SrA
	Paul E. Neyman

	SrA
	Terri Y. Raskiewicz

	SrA 
	Steven P. Talley

	SrA
	Jason L. Taylor

	SrA
	Ashlyn N. Ward

	SrA
	Daniel E. Wesely

	SrA
	Misty D. West

	SrA
	Jennifer N. Ziegler


SECTION IV - ADDITIONAL INFORMATION

KEY PERSONNEL

	NAME
	RANK
	OFFICE
	PHONE

	
	
	
	

	Mark W. Westergren
	Lt Col
	303 IS/CC
	(315) 784-6084

	Eric C. Winton
	Maj
	303 IS/DO
	(315) 784-6006

	Donald W. Cloud Jr.
	Capt
	303 IS/LG
	(315) 784-6056

	Winston S. W. Lee
	Capt
	303 IS/SC
	(315) 784-6720

	Dennis Om
	Capt
	303 IS/MS
	(315) 784-3866

	Summer E. Davis
	1st Lt
	303 IS/CCQ
	(315) 784-3249

	Richard Kruenegel
	CMSgt
	303 IS/DO-1
	(315) 784-6498

	Russell A. Kuck
	CMSgt
	303 IS/CCF
	(315) 784-1765

	Peggy J. Savage
	CMSgt
	303 IS/LG-1
	(315) 784-6057


REPLY INSTRUCTIONS

1.  Best practices and findings may be identified in this report.  A finding may require a reply to HQ AIA/IGX.

a.  Best practices.  ACC Best Practices are validated by the ACC Inspection Team and will be forwarded to Air Force Management and Innovation Agency, Randolph AFB Texas, for posting to the US Air Force Best Practice Clearing house (http://www.afmia.randolph.af.mil/afmia/mip/afbp/index.htm) Web site lists latest rules on best practices and benchmarking.  Questions about HQ ACC/IG best practices should be addressed to HQ ACC/IGPA (DSN: 574-8764).  Units can expect inquiries from other agencies on best practices.

b.  Findings:  Rated unit must answer findings.  Retype each finding preceded by its corresponding asterisked alphanumeric symbol in parentheses as found in the report.  Include enough detail in each reply so HQ ACC Staff functional manager can decide whether to close the finding or keep it open.  If reply action is not complete, describe progress and include an estimated completion date.  Include unit OPR in last line of the reply.  If the finding is beyond unit ability to solve, describe action taken to get assistance.

(1)  Forward unit replies on findings under a cover letter signed by the commander on a disk (Microsoft WORD format) to HQ AIA/IGX, 248 Kirknewton St, Lackland AFB TX 78243-7150.  Reply packages may also be e-mailed to (aia/igix@lackland.af.mil). Follow-up electronic correspondence with a paper copy of the reply package under cover letter signed by the commander.  Unit replies will be distributed to appropriate HQ AIA Staff OPR where they will be evaluated for corrective action adequacy.  When the report is administratively closed, a confirmation letter will be sent to the unit commander.

(2) Higher headquarter findings will be suspensed by HQ AIA/IGX.  Direct questions to HQ ACC/IGX at DSN: 969-5426 or commercial (210) 977-5426.

2.  REPORT DISTRIBUTION.  IG reports will be uploaded to HQ AIA/IG home page on https://aiaweb.aia.af.mil/products/database/igdocs within five working days of report close out.  Unit should access the Web to download required reports and distribute report internally.  IG reports are password protected.  To gain access, contact HQ AIA/IG at DSN:  969-2893.

3.  PRIVILEGED INFORMATION MARKINGS.  Except for best practices, which are releasable both within and outside the Air Force unless otherwise directed, report quotes or paraphrasing will be marked, "THIS IS A PRIVILEGED DOCUMENT THAT CANNOT BE RELEASED IN WHOLE OR PART TO PERSONS OR AGENCIES OUTSIDE THE DEPARTMENT OF DEFENSE, NOR CAN IT BE REPUBLISHED IN WHOLE OR PART IN ANY PUBLICATION NOT CONTAINING THIS STATEMENT, INCLUDING AIR FORCE/DOD MAGAZINES AND GENERAL USE PAMPHLETS, WITHOUT THE EXPRESS APPROVAL OF THE SECRETARY OF THE AIR FORCE."

4.  REPORT DISPOSITION.  SEE AFMAN 37-139.
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DEFINITIONS

OUTSTANDING:  Performance or operation far exceeds mission requirements.  Procedures and activities are carried out in a far superior manner.  Resources and programs are very efficiently managed and are of exceptional merit.  Few, if any deficiencies exist.

EXCELLENT:  Performance or operation exceeds mission requirements.  Procedures and activities are carried out in a superior manner.  Resources and programs are very efficiently managed.  Relatively free of deficiencies.

SATISFACTORY:  Performance or operation meets mission requirements.  Procedures and activities are carried out in an effective manner.  Resources and programs are efficiently managed.  Minor deficiencies may exist, but do not impede or limit mission accomplishment.

MARGINAL:  Performance or operation does not meet some mission requirements. Procedures and activities are not carried out in an efficient manner.  Resources and programs are not efficiently managed.  Deficiencies exist that impede or limit accomplishment.

UNSATISFACTORY:  Performance or operation does not meet mission requirements.  Procedures and activities are not carried out in an adequate manner.  Resources and programs are not adequately managed.  Significant deficiencies exist that preclude or seriously limit mission accomplishment.

MET MISSION TASKING/DID NOT MEET MISSION TASKING:  In some cases, ratings of “Met Mission Tasking” or “Did Not Meet Mission Tasking” may be used if the IG determines that AFI 90-201, ACC Supplement 1 criteria is not applicable/adequate.

BEST PRACTICES:  Superior methods or innovative practices that contribute to improved performance.

FINDINGS:  Core problems requiring review by HQ ACC staff and indicated by an asterisked alphanumeric symbol in parenthesis *(A001).

SUPERIOR PERFORMERS:  An organized group or dedicated individual whose knowledge, perseverance, and professionalism contributed greatly to the unit's compliance with directives and high state of mission readiness.”
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SECTION I - INSPECTION SUMMARY

EXECUTIVE SUMMARY LETTER

18 April 2003

MEMORANDUM FOR 7 IWF/CC

FROM: HQ ACC/IG

      175 Sweeney Blvd

      Langley AFB VA 23665-2799

SUBJECT:  Operational Readiness Inspection (ORI)

1.  General:  Under the authority of AFPD 90-2, as implemented by AFI 90-201, the Air Combat Command Inspector General conducted an Operational Readiness Inspection (ORI) of the 7th Information Warfare Flight, Osan AB, Republic of Korea, during the period 7-11 April 2003.  This inspection was conducted in conjunction with a PACAF ORI of the 51 FW, 8 FW and 7 AF.

2.  Purpose:  To evaluate combat employment, mission support, and ability to survive and operate of the 7 IWF.

3.  Squadron Mission Description: Responsible for integrating full spectrum Information Warfare (IW) for 7 AF/Air Component Command (ACC) armistice and contingency operations.  7 AF liaison to Combined Forces Command (CFC)/United States Forces Korea (USFK), Pacific Air Forces (PACAF), Air Intelligence Agency (AIA) and national level agencies for all IW matters.  Conducts centralized planning/control and manages decentralized execution of IW capabilities. 

4.  Scenario Overview:  The 7 IWF reacted to various employment, mission support, and ability to survive and operate injects to support a Pacific OPLAN tasking.

5.  The IG held a formal critique on 18 April 2003.

6.  Inspection results:  Overall – 7 IWF


Excellent

a.  Employment






Excellent


b.  Mission Support





Excellent


c.  Ability to Survive and Operate


Excellent

7.  Summary of Ratings:  The 7 IWF received the following ratings:

a. ORI statistics for the 7 IWF:

No./Percent

OUTSTANDING



 2/22

EXCELLENT




 7/78

SATISFACTORY



 0/00

MARGINAL




 0/00

UNSATISFACTORY



 0/00

NOT RATED




 0/00
TOTAL





 9/100

b.  Findings:  None

c.  Best Practices:  None

8.  A total of 4 inspectors for 20 mandays were required for this evaluation.

FOR THE INSPECTOR GENERAL

JOHN R. DIGGINS III, Colonel, USAF

Inspection Team Chief

SECTION II - INSPECTION DETAILS

	TAB-A
	EMPLOYMENT
	EXCELLENT

	A-1.
	INFORMATION WARFARE FLIGHT
	EXCELLENT

	A-1.1.
	IW OPERATIONS
	EXCELLENT

	A-1.2.
	INTELLIGENCE SUPPORT
	EXCELLENT

	A-1.3.
	PLANNING
	OUTSTANDING

	A-1.4.
	SECURITY
	EXCELLENT

	A-1.5.
	INTEGRATION
	OUTSTANDING

	
	
	

	TAB-B
	MISSION SUPPORT
	EXCELLENT

	
	
	

	TAB-C
	ABILITY TO SURVIVE AND OPERATE (ATSO)
	EXCELLENT


	TAB A
	EMPLOYMENT
	EXCELLENT

	
	
	

	A-1.
	INFORMATION WARFARE FLIGHT
	EXCELLENT

	
	
	

	A-1.1.
	IW OPERATIONS
	EXCELLENT


Strengths

- The UMD reflects eight officer (nine on station due to tour

  overlap) and 15 enlisted (15 on station) billets.  The 7 IWF

  is authorized 23 with 24 on station.

- Enlisted grades range from Senior Master Sergeant to Airman

  First Class.

-- All required upgrade training and positional training is 

   progressing according to schedule.

- In the IWF, 22 of the 24 personnel have graduated from the

  Information Operations Integration Course (IOIC), the Initial

  Qualification Training (IQT) Course for IWFs.

- Successful horizontal and vertical integration between the

  perception management working group and the Air Operations

  Center (AOC) divisions.

- The 7 IWF Counter-Deception planner chairs the 7 AF Perception

  Management Working Group (PMWG). 

-- The members of the 7 AF PMWG include: A-3 (Operations), 

   Combined Psychological Operations Task Force (CPOTF),   

   public affairs (PA), security forces (SF), Air Force Office  

   of Special Investigation (AFOSI) Counter-intelligence (CI),  

   judge advocate (JA), 607th Air Intelligence Squadron (AIS)  

   political and economic team, Information Warfare flight 

   (IWF)(Offensive Counterinformation (OCI), Defensive 

   Counterinformation (DCI), Information Warfare Analysis 

   (IWA), psychological operations (PSYOP), military deception 

   (MD).
-- The PMWG convenes to discuss all aspects of the perception

   management mission area that support the CACC.  Including 

   PSYOP, MD, PA, counter-propaganda, and counter-deception 

   with strategy, planning, and current operations.

-- The PMWG and the CPOTF coordinate key and appropriate

   themes and command messages for the Commander.


- The CPOTF is provided a workspace within the IWF to facilitate 

  teamwork and information sharing.

-- The CPOTF does not maintain a presence at Osan AB during

   armistice, but the counter-deception planner coordinates 

   by phone or e-mail. 

-- During times of crisis operations there is a plan in place

   for the CPOTF to maintain a presence in the IWF.


- The perception management continuity book is easy to follow 

  and filled with key examples of briefings and checklists for 

  PMWG points of contact.

- The PMWG demonstrated superior integration with the IW team, 

  PA, JA, and AFOSI during the exercise scenario, providing the 

  7 AF/CC with critical information for politically sensitive 

  subjects.

- The 7 IWF EW planner had a strong working relationship with

  all areas of responsibility.

-- As part of the Master Air Attack Planning Team, they 

   deconflicted IW targets ensuring IW battlespace effects 

   were achieved.

-- During this inspection the IWF was called upon to fill in

   for the EWO to deconflict EW force packaging during the 

   MAAP process.  


-- Working with the wing operations centers, the IWF EW 

   representative expertly processes Electronic Warfare 

   Integrated Reprogramming (EWIR) messages and acts as 

   liaison with the 53d Electronic Warfare Group.

- The 7 IWF took the initiative to form a tiger team to

  update the Joint Restricted Frequency List (JRFL) for the

  theater.

- OCI planners used up-to-date automated C4I analysis and

  exploitation tools to support Strategy, Combat Plans, Combat

  Operations and Intelligence, Surveillance, and Reconnaissance

  (ISR) divisions.

-- The use of TEL-SCOPE and Arcview by the analysts provides 

   the commander with a valuable automated battlespace graphic

   used to determine the course of action (COA) for the C4I   

   strategy. 


- The C4I team has established a great working relationship with

  organizations required to complete the theater C4I assessment.

  -- External organizations included, but are not limited to: 

     United States Forces Korea, 607 AIS, Air Force Information 

     Warfare Center, Joint Warfare Analysis Center, and Joint 

     Information Operations Center.  


- The C4I team also involves all the IWF team OCI, DCI, and IW.

- Successful horizontal and vertical integration between the DCI

  planners and the AOC divisions.

-- The 7 IWF maintains a close working relationship with the

   A6, the 607 ACOMS, 51st Communications Squadron and the 8th
    Communications Squadron.

- The 7 IWF DCI chief chairs Information Assurance Working Group  

  (IAWG) to recommend changes to the INFOCON and other IA topics  

  requiring collaboration and deconfliction throughout 7 AF.

  -- Working group met twice during the course of the inspection

   to discuss the implications of recommendations to raise and

     lower the INFOCON levels.  Members included 607 ACOMS,  

     51CS, 303IS, 607 CPS, 607 COS, IWF (OCI, DCI,IWA). 

-- Considerations were made to ensure USFK and CACC guidance

   were implemented.

-- DCI personnel are intimately involved with the other

   elements of the IWF and the AOC, they were readily able to 

   make operational mission inputs (Strategy, Combat Plans, 

   ISR, and Combat Operations) and provide the “so what”      

   compliment to the technically oriented working group.

-- At a certain DEFCON level, the AOC CHOPS to the CFC.  After 

   this occurred, PACAF directed an INFOCON change from BRAVO 

   to CHARLIE.  The IAWG reviewed the input and recommended

   staying at BRAVO based upon the new chain of command and

   the current threat.  This recommendation allowed the 51FW

   and 8FW to return to BRAVO after responding to the PACAF

   directive. 


- Successful horizontal and vertical integration between the IW 

  Analysis planners and the AOC divisions.

  -- Coordination with Strategy, Combat Plans, Combat 

  Operations, and ISR Divisions was exceptional.

  -- Involved in all steps of the combined targeting cycle.


  -- Integration with the 607 AIS was superb: came together to 

     coordinate on intelligence/information preparation of the 

     battlespace (IPB), adversary capabilities and recommended 

     appropriate courses of action (kinetic and non-kinetic).

  -- The 7 IWF obtains critical C2 targets on the first 

     Integrated Task Orders (ITO). 

  -- C4I targeting process was exceptional.


Area For Improvement

- The IWF does not have a qualified Electronic Warfare Officer   

  (EWO) to fill the EWO billet.

-- There is an inherent risk factor for someone outside this

   highly technical career field to make a mistake.

  -- Deconfliction of frequencies and proper positioning of

     electronic warfare assets for adequate protection during

     combat missions is critical to the survivability of

     military personnel and assets.

-- The 7 IWF is highly motivated and has taken the initiative

   to understand the needs for the electronic warfare mission,

   however, we highly recommend that a trained senior EWO be 

   immediately sourced to fill the billet, enabling the 7 IWF 

   to safely accomplish the mission and the technical  

   requirements of the job.

- The Air Staff deception billet for 7 AF is not located within

  the IWF.  Chains of responsibility are clouded and integration

  without duplication of effort is difficult.

-- The 7 IWF has contacted Air Staff and is actively working

   to move the billet into the IWF.  
- In lieu of convening IAWG when members are not able to attend,

 recommend building a checklist for pre-established response 

 criteria to downward directed INFOCON changes until an IAWG 

 convenes.

- Process improvement is needed with regards to the Battle

  Staff Directive (BSD) creation, coordination and approval

  process.

  -- One BSD was misplaced for a short time while a separate

  BSD was coordinated—resulted in a 12-hour gap from receipt

  of the message directing action, to the BSD being 

  published.

  -- Current process includes voice, and e-mail coordination,

  but does not provide adequate documentation for the chain 

  of custody and coordination for approval. 

- Improve process for coordinating targets between components.

-- Effort is made to coordinate with the CPOTF, the Combined

   Unconventional Warfare Task Force (CUWTF), the other

   service components, as well as the ROK military.  However,

   a standardized method of integrating component IO inputs is 

   needed. 

	A-1.2.
	INTELLIGENCE SUPPORT
	EXCELLENT


Strengths

- The 7 IWF has established effective communications with all

  required units.

-- The 7 IWF does not hesitate to communicate with internal

     and external organizations.  They work diligently to

     clarify and deconflict the CACC IO priorities.

- The 7 IWF members closely monitor the message traffic and

  have a robust request for information (RFI) process to gather

  needed information.

  -- The RFI monitor was the first to identify a message 

     requiring the IWF members to act on a time sensitive 

     tasking.  

  -- Brought it to the attention of the flight enabling them to

 get started on the 12-hour time-line and successfully

 complete the task in above average time.  


- Information moved freely to and from the ISR Division and

 7 IWF. 

 -- Free flow of information readily facilitated integrated

  target recommendations based on the CACC guidance.

	A-1.3.
	PLANNING
	OUTSTANDING


Strengths

- IWF exhibited solid integration of kinetic, non-kinetic, 

  Special Technical Operations (STO) and Coal Warfighter (CW)

  capabilities into all processes from strategy through Master

  Air Attack Plan (MAAP) to assessment.

- AOC provided all critical mission planning and execution

  information via webpages on three different systems, enabling

  a critical flow of information in a combined environment.


- STO/CW Integration Team displayed the classified program

  descriptions of special programs common to all members to

  prevent inadvertent disclosure of material and to facilitate 

  planning. 


- STO/CW Integration Team demonstrated extensive horizontal and

  vertical integration by including representatives from

  USSTRATCOM, Joint Warfare Analysis Center, Defense Threat

  Reduction Agency, and other services during strategy 

  Development.

-- Targeting, and MAAP processes went beyond what is called

   for in existing guidance. 
- Robust augmentation plan in place.  

  -- Well-developed process for integrating the additional   

     bodies throughout the AOC.

-- Process has been coordinated across 7 AF through the

   standard operating procedures (SOPS).

-- SOPS were coordinated, deconflicted, and cross

   referenced with all affected organizations.

- IO integrated into Course of Action (COAs) and Joint Warfare 

  Analysis Center (JWAC) slides based on Combined Forces  

  Commander (CFC) objectives. 
	A-1.4.
	SECURITY
	EXCELLENT


Strengths

- IWF DCI team is 7AF POC for OPSEC.  This includes both the 

  Critical Information List (CIL) and Electronic Systems

  Security Assessments (ESSA) Teams.

-- Program has resulted in the reduction of the 

   number of reportable OPSEC events--reduced to near zero.

  -- The 7 AF CIL has been updated and is now maintained by the

   7 IWF.

  -- Random checks showed the majority of telephones have a copy

     of the CIL close by.  

  -- The IWF DCI team coordinates with the PACAF ESSA team for

     periodic telephone, e-mail, and pager monitoring.

Area For Improvement

 - The Emergency Destruction Program requires additional

  documentation.

 - A few personnel were confused about location of emergency

   destruction materials.

	A-1.5.
	INTEGRATION
	OUTSTANDING


Strengths

- The 7 IWF has successfully achieved the desired goal of full

  horizontal and vertical integration into all AOC divisions.  

-- 7 IWF integration has been achieved within all functional

   areas of the Air Operations Center to include, Combat

   Plans, combat Operations, Strategy, Intelligence

   Surveillance and Reconnaissance (ISR) and Air mobility

   Division.  

-- The success of 7 IWF integration has been confirmed by

   outside organizations who have repeatedly noted their

   desire for IWF presence in their workspaces.

	TAB-B
	MISSION SUPPORT
	EXCELLENT


Strengths

- Personnel requiring Initial Qualification Training were

  identified early, ensuring enrollment in the Information

  Operations Integration Course prior to arriving on-station.

-- Ensured all new personnel were mission ready upon 

   arrival.

- 7 IWF Commander has implemented a superb 100% accountability

  procedure during crisis periods, which has proven extremely

  effective.

- Personnel use the sign in/out board to annotate status—work,

  home, and enroute.

-- When personnel are in the enroute status, the time the

   individual left home for work or work for home is noted,

   the individual has one hour to call and have the status

   changed.

-- When an individual failed to meet the one hour window, the

   missing persons checklist was effectively implemented by

   flight leadership.

- System administrator and maintenance personnel excelled in the

  C4 area.

  -- All computer system security tests were passed with a

     100% success rate.  

- All personnel exhibited a strong working knowledge of the Law

  of Armed Conflict.

	TAB-C
	ABILITY TO SURVIVE AND OPERATE (ATSO)
	EXCELLENT


Strengths

- Personnel demonstrated strong knowledge of alarm signals, MOPP 

  levels, and chemical/conventional attack hazards.

-- Status charts were utilized throughout the unit workcenters

   to identify current FPCON, INFOCON, MOPP levels, sign

   -countersigns, duress words, and local battlestaff

   directives. 


- Accurately updated events log and status boards, ensuring unit

  personnel were informed of latest battle staff directives(BSD)

  alarm conditions and  MOPP level.

-- Personnel displayed a strong sense of urgency performing

   buddy checks during alarm conditions.

- Personnel effectively demonstrated the capability to perform

  wartime mission while wearing conventional and chemical

  protective gear.

-- During the Hardened Theater Air Control Center (HTACC)

   /Korean Combat Operations Intelligence Center (KCOIC)

   overpressure exercise, the 7 IWF demonstrated above

   average response time for donning protective gear.

- Correctly donned chemical and conventional protective

  equipment and promptly adjusted protective equipment according

  to existing alarm condition and MOPP level.

- Well-stocked first aid kits were readily available throughout

  the flight.

- All personnel demonstrated a strong knowledge of the use of

  the Ciprofloxacin (CIPRO) tablet and its recommended usage.

- One hundred percent of unit members had dog tags.

- Ninety-Six percent of personnel documented protective mask 

  inspections on DD Form 1574, serviceability tag.  

Areas For Improvement

· Administration of SA/BC was not always timely or effective.

  -- Slow initial emergency response procedures by on-scene

     personnel caused delays.  
  -- Some unit members displayed inconsistent application and

   knowledge of SA/BC principles.  Recommend increased

   emphasis on SA/BC training.

SECTION III – ASSOCIATED INSPECTION ITEMS

1.0.  BEST PRACTICES:  None

2.0.  HHQ FINDINGS:  None

3.0.  SPECIAL EMPHASIS AREAS:  None
RECOGNITION

SUPERIOR PERFORMERS

TEAMS

NONE

INDIVIDUALS

	Capt
	Andrew M. Rogers

	TSgt
	Thomas W. Ross


SECTION IV - ADDITIONAL INFORMATION

KEY PERSONNEL

	NAME
	RANK
	OFFICE
	PHONE

	Jeffrey R. Colpitts
	Maj
	7 IWF/CC
	(315) 784-7237

	Darrin Maxwell
	Maj
	7 IWF/DO
	(315) 784-7237

	Bernard Reich
	SMSgt
	7 IWF/CCF
	(315) 784-7237


REPLY INSTRUCTIONS

1.  Best practices and findings may be identified in this report.  A finding may require a reply to HQ AIA/IGX.

a.  Best practices.  ACC Best Practices are validated by the ACC Inspection Team and will be forwarded to Air Force Management and Innovation Agency, Randolph AFB Texas, for posting to the US Air Force Best Practice Clearinghouse (http://www.afmia.randolph.af.mil/afmia/mip/afbp/index.htm) Web site lists latest rules on best practices and benchmarking.  Questions about HQ ACC/IG best practices should be addressed to HQ ACC/IGPA (DSN: 574-8764).  Units can expect inquiries from other agencies on best practices.

b.  Findings:  Rated unit must answer findings.  Retype each finding preceded by its corresponding asterisked alphanumeric symbol in parentheses as found in the report.  Include enough detail in each reply so HQ ACC Staff functional manager can decide whether to close the finding or keep it open.  If reply action is not complete, describe progress and include an estimated completion date.  Include unit OPR in last line of the reply.  If the finding is beyond unit ability to solve, describe action taken to get assistance.

(1)  Forward unit replies of findings under a cover document endorsed by the commander on a disk (Microsoft WORD format) to HQ AIA/IGX, 248 Kirknewton St, Lackland AFB TX 78243-7150 within 30 days after the inspection.  Reply packages may also be e-mailed to (aia/igix@lackland.af.mil).  Follow-up electronic correspondence with a paper copy of the reply package under cover letter signed by the commander.  Unit replies will be distributed to appropriate HQ ACC Staff OPR where they will be evaluated for corrective action adequacy.  When the report is administratively closed, a confirmation letter will be sent to the unit commander.

(2) Higher headquarter findings will be suspensed by HQ AIA/IGX.  Direct questions to HQ AIA/IGX at DSN: 969-5426 or commercial (210) 977-5426.

2.  REPORT DISTRIBUTION.  IG reports will be uploaded to HQ AIA/IG home page on https://aiaweb.aia.af.mil/products/database/igdocs within five working days of report close out.  Unit should access the WWW to download required reports and distribute report internally.  IG reports are password protected.  To gain access, contact HQ AIA/IG at DSN:  969-2893.

3.  PRIVILEGED INFORMATION MARKINGS.  Except for best practices, which are releasable both within and outside the Air Force unless otherwise directed, report quotes or paraphrasing will be marked, "THIS IS A PRIVILEGED DOCUMENT THAT CANNOT BE RELEASED IN WHOLE OR PART TO PERSONS OR AGENCIES OUTSIDE THE DEPARTMENT OF DEFENSE, NOR CAN IT BE REPUBLISHED IN WHOLE OR PART IN ANY PUBLICATION NOT CONTAINING THIS STATEMENT, INCLUDING AIR FORCE/DOD MAGAZINES AND GENERAL USE PAMPHLETS, WITHOUT THE EXPRESS APPROVAL OF THE SECRETARY OF THE AIR FORCE."

4.  REPORT DISPOSITION.  SEE AFMAN 37-139.
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