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Friend or Foe?: Constitutional protections as we know them have established a right to freedom of expression, ensured against the deprivation of liberty without due process of law, recognized a sphere of privacy and individual autonomy, and secured a person, her house, papers, and effects against unreasonable searches and seizures. Less than a quarter millennium since the penning of the Constitution, the digital universe created by the rise of the computer and the Internet stands as both friend and foe to these fundamental freedoms. As cable, fiber-optic, and wireless networks proliferate at exponential rate, citizens are gaining access to social mobility, information, and communication on an unprecedented scale. Yet the stakes are large and the temptations irresistible. The cellular industry currently services 175 million customers, yielding $100 billion in revenue.
 The government’s desire for perfect information to wage a global war on terror is no secret. Media conglomerates police bits for circumvention of their copyrights. Private enterprise, lusting after profit, is aggressively investing in business intelligence and analytics software,
 similar to the kind used by credit card companies to detect fraudulent transactions. Centralized servers owned by telecommunications and cable companies (“telcos”) propel their aggrandized power as an omnipotent force back to users through the calibrated dissemination of mass culture.  
In the coming decades, the markets for virtualization and anti-virus software, biometrics, and digital security insurance will be frenzied as citizens realize that the retail computer and microchip were modeled without regard for security. An estimated $60 billion a year is spent identifying and correcting software errors that leave computers vulnerable to malware.
 Hackers phish open networks for user passwords. A unique California law led to recent revelations by ChoicePoint, Bank of America, and LexisNexis that the personal information of approximately 1.4 million people has been stolen or lost. The harsh consequences of identity theft should serve as a nagging reminder of the intractable dangers resulting from an unregulated and largely commercial digital commons. Concomitant in the utopistic promise of today’s cyberspace
 is the compromise of the constitutional protections enshrined in our nation’s psyche.
Connecting Constitutes Waiver: Using computers or cell phones as proxies, users from the far corners of the nation inhabit a space of protocols, software, hardware, cables, wires, and bits. The string of electronic signals generated by a user’s command over a keyboard is capable of embodying a range of human activities, i.e. communication, the press, e-commerce, and recreation. Users unwittingly agree to terms of use that enable their digital activity to be recorded, aggregated, and penultimate of all, used to predict their future conduct. Governments obtain information amassed in private hands when they need it and corporations maneuver to enable the trafficking of personal information across international borders. To the digital user, the protections the law holds sacrosanct seem obvious and the gaping holes in between them ominous.  

When the state of the law exists to allow corporate “persons” to amass information on the daily activities of millions of users without affording the protections in the Bill of Rights against the abuses of centralized power, individual rights are threatened. The rationale which led to the enhanced freedoms of private corporations as a distinct guard against the abuse of state power and protection of individual rights no longer retains its persuasive clarity.
 Freedom from coercion by the federal and state governments may have been the principal worry in 18th century America, but freedom from coercion by private enterprise lies at the heart of the 21st.

Fighting Back For User Rights: In December 2004, Pennsylvania enacted what has been dubbed the Verizon Bill, preventing cities that have not already deployed municipal wireless networks from doing so for a fee without affording private telcos the chance to do so first.
 At least 15 States have now passed similar legislation.
 The argument in favor of such bills is fairly straightforward: telcos have contractual and state obligations of universal service and they should not now be subject to competition from tax-free government entities. The Contracts Clause of the Constitution may validate Pennsylvania’s actions,
 but that’s not to say Constitutional due process rights shouldn’t trump that corporate card. 
The Modern Mutated Fourth Institution: When the Press Clause of the First Amendment was drafted, it was intended to protect the public’s right to uncensored information. It was not until a century later that Bell would invent the telephone, and not until 1969 that ARPAnet, the grandfather of the Internet, was conceived. Press and speech seem more entangled now than ever before, but the Founding Fathers got it right: they balanced the one with the other. If speech is now just as capable of reaching the corners of our territory as the Press was once entrusted to do, then understanding the Press Clause as protecting a fourth institution is too narrow an approach. Perhaps what the First Amendment compels us to protect is the Yin and the Yang of human communication: the desire to engage in discourse with others (speech) and the desire to receive information from a source (press). The pertinent argument is not that the Press needs to be protected as a separate entity in order to afford citizens the right to be informed of events of which they ought to have cognizance. As long as the Press is conceived of as facilitating unilateral trickle-down information, the argument instead begins with the premise that the content and telco providers that monopolize participation in the electronic forum are acting as a surrogate for the Press in cyberspace.
 
And so the compulsion falls on our government with surprising coherence, bracketed within semicolons crafted with purpose: “Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof; or abridging the freedom of speech, or of the press; …”
 In its actions to enlarge the freedom of the commercial Press of the Internet, the government is shirking in its duty to ensure forums for citizens and not consumers. This imbalance of protection for one aspect of the clause and not the other is precisely what the First Amendment should be read to prohibit. 

Enhancing Freedom: Deliberative democracy is the essence of American liberty. Though it’s true the Internet spans all frontiers, humans take refuge in communities and cities. Issues of local concern lie at the root of city power, yet the freedoms of speech, association, and right to petition the government for the redress of grievances are denied digital expression in their most natural form. Digital citizens are compelled to enlist in corporate communities, sharing fiber with not their neighbors but strangers. It may seem too expensive to build wired cities and too dangerous to build wireless ones. But that’s simply not enough reason to give up.
 Computers and the Internet ought to be redesigned with citizen autonomy and security, not big business, in mind. The fate of our cities and individual freedoms urges that it must be done.  
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