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Part I. GENERAL

A.    Introduction

1.    Legal grounds of the activity of the Inspector General for the Protection of Personal Data 
One of the fundamental principles expressed in the Constitution of the Republic of Poland having a priority meaning in the course of activities of the public authority bodies is the principle according to which the said bodies act on the basis and within the scope of law
. The Act of 29 August 1997 on the Protection of Personal Data (unified text: Journal of Laws of 2002 No. 101, item 926 with amendments)
, hereinafter also referred to as the Act, and law enforcement provisions issued on the basis of this act, i.e. the Regulation of April 29, 2004 by the Minister of Internal Affairs and Administration as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing (Journal of Laws No. 100, item. 1024), the Regulation of April 22, 2004 by the Minister of Internal Affairs and Administration as regards specimen of personal authorisations and service identity cards of the inspectors employed in the Bureau of the Inspector General for Personal Data Protection (Journal of Laws No. 94, item 923) and the Regulation of April 29, 2004 by the Minister of Internal Affairs and Administration as regards specimen for a notification of a data filing system to registration by the Inspector General for Personal Data Protection (Journal of Laws No. 100, item 1025)
.

The Act on the Protection of Personal Data is an expression of the right to privacy, including the protection of personal data, enshrined in Article 51 of the Constitution of the Republic of Poland. The above mentioned constitutional rule contains the requirement of statutory basis for the obligation to reveal information pertaining to oneself
. The Act on the Protection of Personal Data specifies general rules of data processing and protection, whereas the detailed rules are contained in specific provisions that regulate data processing in respective areas.

2.   Changes in the personal data protection law

2.1   Amendment to the Act on the Protection of Personal Data

On 1 May 2004 provisions of the biggest so far amendment to the Act on the Protection of Personal Data entered into force
. The amendment was aimed at harmonisation of provisions on personal data processing with the requirements of the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data (O.J. L No. 281, p. 31), hereinafter referred to as the Directive 95/46/EC, as well as modification of these provisions as to which the practice indicated the need for changes. Admittedly the works on the amendment started in 2003, however, the legislation works finished in 2004; therefore it seems reasoned to mention this topic in this Activity Report.

Among the amended provisions two groups can be distinguished. The first one comprises those provisions the amendment of which was aimed at harmonisation of the Act on the Protection of Personal Data with European law. The model for those amendments was the aforesaid Directive, which constitutes the framework of personal data protection, being at the same time the indicator of the direction of changes of the domestic law for all Member States, as well as for candidate countries. Classification of the introduced amendments from the point of view of harmonisation of the Act with the requirements of European law comprises provisions referring to:

1) objective scope of the Act – the Act applies to data processing in data files, if the processing is carried out by traditional means, i.e. in files, indexes, books, lists and other registers, as well as in the computer systems; however, it needs to be noted that in case of data processing carried out in a computer system the Act applies also where the data are processed outside of a data file;

2) subjective scope of the Act – the aforementioned amendment had fundamental meaning from the point of view of the principle of uniform protection of personal data within the framework of common European market, provided for by Article 4 (1) of the Directive. Pursuant to this principle national provisions of the country in which the data controller processes data in connection with the activity being run should apply. The amendment caused that the entities from the European Economic Area are subject to the provisions of the Act only when they undertake in the territory of the Republic of Poland the activity in the form specified by the Polish legal system. Furthermore, the circle of entities subject to the provisions of the Act has been limited by: a) exclusion of application of the Act to entities which are seated in a third country – not belonging to the European Economic Area – making use of technical devices located in the territory of the Republic of Poland for the transfer of data exclusively, b) limitation of application of the Act to the press activity within the meaning of the Act of January 26, 1984 – Press Law (Journal of Laws No. 5, item 24, with later amendments) and literary and artistic activity, unless the freedom of expression and information dissemination considerably violates the rights and freedoms of the data subject;

3) data recipient and third country
;

4) grounds for lawful data processing a wording of which has been modified in order to harmonise them with the provisions of the Directive;

5) obligation of the data controllers to provide the data subjects with specific information when the data were collected from the data subjects as well as from other sources – the data controllers have been obliged to inform the data subjects on their right of access to the data, in place of the so far right to consult the data; simultaneously, the provisions waiving the obligation to provide the information in case when the collected personal data are publicly available and when the data are to be used only once have been derogated;

6) obligation of the data controller to designate a representative in the territory of the Republic of Poland in case the controller has its seat or place of residence in a third country;

7) rights of data subjects – the rights of data subjects were extended by granting them the right to obtain information on the logic of automatically taken decisions;

8) personal data securing – the amendments introduced leave a high level of freedom for the data controller as to the choice of proper technical and organisational measures;

9) registration of personal data filling systems – a) the scope of information to be contained in the notification of the data file to the registration has been extended by introduction of the obligation to provide information on the representative of the controller, as well as by introduction of the description of categories of data subjects, b) an institution of prior checking of lawfulness of sensitive data processing has been introduced – processing of such data may commence only after the data file in which they are to be processed has been registered unless the law exempts the data controller from this obligation;

10) transborder data flow – the amendment of the provisions of the Act in this respect is a result of free flow of data to the countries belonging to the European Economic Area. The conditions of lawful data processing specified in Chapter 7 of the Act apply only to the communication of data to the third countries. The amendments concern also the provision governing the authorisation by the Inspector General of communication of data to the third country. In the present wording the assurance of adequate measures for safeguarding the privacy and rights and freedom of data subject made by the controller is a condition necessary to obtain such authorisation.


The introduced amendments resulted in a full harmonisation of the provisions of the Act with the requirements of the European law.


The second group of amended provisions contains these provisions the amendment of which resulted from the experience gained by the Inspector General during administration of the Act. The following provisions may be counted into this group:

· provisions specifying control and decision making powers of the Inspector General – as a result of amendments: a) the scope of powers of the inspectors of the Bureau has been extended by granting them the right to make copies of documents and all data directly connected with the subject of the control; b) the Inspector General has been empowered to issue administrative decisions ordering all entities processing personal data and not only the controller to restore the proper legal state; c) the entities entrusted with data processing by the controllers were put subject to the control of the Inspector General; d) the imperious powers of the Inspector General pertaining to registration of data files were extended by granting the data protection authority the right to issue an administrative decision on striking the data file off from the register;

· modifying disclosure of data for purposes other than including them into a data file - it was resigned from: a) limiting the possibility to disclose the data on the basis of Article 29 of the Act only to the controllers belonging to the public sector, b) a formalised form (application for data disclosure) of request for the disclosure of data on this very basis;

· modifying questions connected with registration of data files: a) the scope of information accessible through the open register of personal data files has been limited – the information on technical and organisational aspects of data security are not subject to disclosure, b) the directory of subjects who may obtain the certificate of registration of data file has been narrowed down only to controllers – in case of processing of so called regular data
 the certificate is issued on request filed by the controller, whereas in case of sensitive data
 the certificate is issued by the Inspector General ex officio immediately after the registration, c) the application of the provisions on registration of data files was extended also to the obligation to update the notification.


The said amendment to the Act on the Protection of Personal Data created also a legal possibility to establish the Deputy Inspector General
. The idea of amendment of the Act in this regard resulted from the considerable increase in the number of cases investigated by the Inspector General as well as from the necessity to have been represented during various international and domestic events by a proper rank representative of data protection authority.

2.2   Amendment of the law enforcement provisions to the Act on the Protection of Personal Data


The amendments to the data protection law introduced in the reported period concerned also the law enforcement provisions to the Act on the Protection of Personal Data
 which as a result of derogation ceased to be effective on the day the Act of January 22, 2004 on the Amendment to the Act on the Protection of Personal Data and to the Act on Remuneration of Persons Holding State Managerial Posts, i.e. on the day Poland became a member of the European Union. In the amended Act there are new delegations for the Minister of Internal Affairs and Administration to issue proper law enforcement provisions. Consequently, three new regulations have been issued:

1) the Regulation of April 22, 2004 as regards specimen of personal authorisations and service identity cards of the inspectors employed in the Bureau of the Inspector General for Personal Data Protection (Journal of Laws No. 94, item 923),

2) the Regulation of April 29, 2004 as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing (Journal of Laws No. 100, item. 1024),

3) the Regulation of April 29, 2004 as regards specimen for a notification of a data filing system to registration by the Inspector General for Personal Data Protection (Journal of Laws No. 100, item 1025).

Admittedly, they do not regulate any new issue – in particular the Regulation as regards specimen of personal authorisations and service identity cards of the inspectors employed in the Bureau of the Inspector General for Personal Data Protection does not provide for any new regulations – however, the amendment to the Act resulted in the necessity to adjust their content to the wording of the amended provisions.


The most significant changes pertain to the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing. They stemmed from a significant development which occurred in the technology and organisation of IT systems
. Furthermore, there have appeared some new legal regulations. Undoubtedly, adoption of such acts as: the Act of January 22, 1999 on the Protection of Secret Information (Journal of Laws No. 11, item 95 with later amendments), the Act of September 18, 2001 on the Electronic Signature (Journal of Laws No. 130, item 1450 with later amendments) and the Act of July 18, 2002 on Providing Services by Electronic Means (Journal of Laws No. 144, item 1204 with later amendments) had a big influence on the necessity to make a new shape of a number of terms and regulations in the area of functionality and security of IT systems; the said acts specified in greater detail the terms being important for the issues subject to regulation on conditions which should be fulfilled by devices and computer systems used for the personal data processing. Observation of the development in this area resulted in the necessity to adjust the said regulation to security technologies and methods being currently in use.


As to the threats which may affect the safety of the data processing within IT systems particular attention was paid to the fact whether devices of the IT system used for data processing are connected with public network. The application of proper safety measures was made conditional on the type of data (sensitive or regular data)
. Taking into account the above mentioned circumstances three levels of IT systems security were introduced in the said regulation:

· basic – used for IT systems in which no sensitive data are being processed and none of the devices of the data processing system is connected with public network;

· medium – used for IT systems in which sensitive data are being processed but none of the devices of the data processing system is connected with public network;

· high – used for IT systems in which at least one of the devices of the data processing system is connected with public network.


Besides the differentiation of security levels and description of their application minimal conditions as regard technical and organisational requirements on each level were also clearly specified.


In order to adjust the form to the amended provisions of the Act (especially to those pertaining to the obligation to update the notification and prior checking) as well as having regard to the former experiences in the field of registration and Europe wide tendency to simplification of the procedures the new, currently binding regulation specifying specimen for a notification of a data filing system to registration by the Inspector General:

· contains much shorter part F devoted to description of meeting the requirements of the regulation specifying technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing;

· introduces fields allowing for faster identification of the purpose for filling the application and, therefore, for application of proper procedure for the notification of the new data file, meeting the obligation to update the notification or prior checking of the accuracy of sensitive data processing.


The least significant amendments - in comparison with the previously binding regulation specifying the specimen of authorisation and service identity card of the inspector employed in the Bureau – pertain to the regulation currently specifying the matter concerned. Its content has been adjusted to the wording of the amended Article 14 of the Act which extended the scope of powers of inspectors during the control of compliance of data processing by granting them the right to make copies of documents as well as adjusting to the wording of the amended Article 31 of the Act which provides for the control of data processing done by the processor. The specimen for service identity card remained unchanged.

B.   Bureau of the Inspector General for Personal Data Protection

1.   Organisational structure


The Inspector General for Personal Data Protection performs its duties assisted by the Bureau of the Inspector General for Personal Data Protection. The principles of organisation and functioning of the Bureau are determined in its statute granted by the Regulation of 29 May 1998 by the President of the Republic of Poland as regards granting the statutes to the Bureau of the Inspector General for Personal Data Protection (Journal of Laws No. 73, item 464 with later amendments) and in the organisational rules of procedure. The Bureau is run by the Director who is appointed and dismissed by the Inspector General. Furthermore, as it was already stated on the occasion of presentation of the amendment to the Act the aforesaid amendment has introduced the legal grounds for appointment of the Deputy Inspector General.

The organisation of the Bureau is presented on the diagram below.
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2.   Budget


In the Budget Act concerning the year 2004 the budget of the Inspector General for Personal Data Protection was established on the side of expenditures on the level of PLN 10 781 thousand, including:

· remunerations – PLN 6 689 thousand

· remunerations derivatives – PLN 1 280 thousand

· proprietary expenditures – PLN 150 thousand

· other expenditures – PLN 2 662 thousand

The Expenditures realized by the Inspector General in 2004 reached the level of PLN 10 258.5 thousand which makes 95.2% of the planed size, including:

· remunerations – PLN 6 591.3 thousand (98.5%)

· remunerations derivatives – PLN 1 137 thousand (88.8%)

· proprietary expenditures – PLN 58.7 thousand (39.1%)

· other expenditures – PLN 2 471.5 thousand (92.8%)


The amount of PLN 90 thousand reserved in the budget for the proprietary expenditures which was not spent in 2004 was put into the list of state budgetary expenditures which do not expire at the end of the budget year in 2004”
.

3.   Employment

The average employment in 2004 was at the level of 115 regular posts.

Among 114 persons employed in the Bureau (this number covers also the Inspector General and her Deputy)
, 22 persons were employed as auxiliary staff, whereas 92 persons were employed as professional staff. Most of the persons employed in the Bureau have higher education (88), including 66 lawyers and 14 IT technicians.

C.   Activity of Inspector General for Personal Data Protection

1.   General characteristics

The Act on the Protection of Personal Data defines tasks of the Inspector General for Personal Data Protection, specifying at the same time the remit of the authority. Pursuant to the wording of Article 12 of the Act the duties entrusted to the Inspector General comprise, in particular:

1) supervision over ensuring the compliance of data processing with the provisions on the protection of personal data,

2) issuing administrative decisions and considering complaints with respect to the enforcement of the provisions on the protection of personal data,

3) keeping the register of data filing systems and providing information on the registered data files,

4) issuing opinions on bills and regulations with respect to the protection of personal data,

5) initiating and undertaking activities to improve the protection of personal data,

6) participating in the work of international organisations and institutions involved in personal data protection.


To this end the Inspector General amongst other things:

· conducts administrative proceedings in cases connected with compliance with provisions on personal data protection,

· carries out inspections,

· addresses the entities concerned with information on malfunctions in data processing,

· takes part in the reconciliation of legal acts in the scope covered by personal data protection,

· takes part in works of respective Diet and Senate commissions,

· collaborates with domestic and international authorities and organisations dealing with personal data protection,

· runs educational and informational activity.

1) Decisions of the Inspector General for Personal Data Protection and decisions of administrative courts


Admittedly the Inspector General for Personal Data Protection does not have any instrument which would provide a guarantee that the controllers who persistently violate the provisions of the Act and who do not respect the rights of data subjects will suffer from the consequences of their activities which are contrary to the Act, however the Inspector General has specific imperious powers – the power to issue administrative decisions. In case of a breach of provisions on personal data protection the Inspector General ex officio or on request lodged by a person involved, by means of administrative decision, orders to restore the proper legal state, and in particular: a) to remedy the negligence, b) to complete, update, correct, disclose, or not to disclose personal data, c) to apply additional measures protecting the collected personal data, d) to suspend the flow of personal data to a third country, e) to safeguard the data or to transfer them to other subjects, f) to erase the personal data.


In the reported period the Inspector General for Personal Data Protection issued 685 administrative decisions, including:

· 396 decisions pertaining to the data files registration proceedings,

· 288 decisions were a result of proceedings conducted by the Inspector General instituted upon individual’s complaint or as a result of the conducted inspection,

· 1 decision concerned the authorisation for data flow to the United States.
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Chart Number of administration decisions issued by the Inspector General in 2002-2004.


It can be for example indicated that in decisions – issued as a result of conducted inspections of compliance of personal data processing with the data protection provisions – the Inspector General ordered to remedy the negligence in the data processing or discontinued the proceedings regarding the scope of irregularities remedied by the controlled entities in the course of proceedings. Most frequently the orders concerned the adaptation of computer systems used for personal data processing to the requirements specified in the provisions of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing. In particular, the Inspector General ordered to modify the computer systems in such a way that they ensure for each person whose data are being processed in the system the record of the first entry of data into the system, the identifier of the user entering personal data into the system and the information on recipients, within the meaning of Art. 7 paragraph 6 of the Act, to whom personal data were disclosed, the date and scope of such disclosure, and that access is possible only upon entering an identifier and upon making an authentication, and that the user’s password is changed at least every 30 days. There were also many decisions including orders to prepare or complement with missing elements the documents required by the provisions of the Act on the Protection of Personal Data, i.e. the security policy, the instruction of managing the computer system used for personal data processing, the record of persons authorised to personal data processing. Whereas, the decisions sporadically ordered to fulfil other obligations resulting from the provisions of the Act, e.g. to notify data files to registration by the Inspector General for Personal Data Protection and to collect data in the scope adequate to the purpose of their processing.


Decisions issued by the Inspector General are subject to court control
. In 2004 the administrative courts (the Voivodeship Administrative Court in Warsaw and the Supreme Administrative Court) issued 39 judgements in cases settled by the administrative decision of the Inspector General or in cases concerning the inactivity of the data protection authority, including 31 judgements issued by the Voivodeship Administrative Court and 8 appeals proceedings considered by the Supreme Administrative Court
. Therefore, in the reported period there was an increase in cases subjected to the court control in comparison with year 2003 in which the administrative court
 issued judgements in 25 cases conducted by the Inspector General.


In 20 cases settled by the Inspector General and subsequently appealed against to the Voivodeship Administrative Court the said court dismissed the complaints, in 7 cases the complaints were allowed, in 1 case the complaint was rejected and in 3 cases the enforcement of the appealed decision was suspended.
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Chart Judgements of the Voivodeship Administrative Court in 2004 issued in cases settled by the Inspector General.


Whereas the Supreme Administrative Court: in 1 case squashed the judgement appealed against by the Inspector General and remanded the case for re-examination by the Voivodeship Administrative Court, in 1 case rejected the appeal, in 6 cases dismissed the appeals whereof 3 were lodged by the Inspector General.


The biggest number of cases considered by administrative courts – in cases instituted as a result of conducted inspections and consequently issued administrative decisions – concerned the processing of personal data by the heads of revenue offices. The indicated tax authorities appealed against the decisions of the Inspector General, which ordered them inter alia to adapt the computer system used for the processing of tax payers’ personal data to the provisions of § 16 and § 17 of the Regulation as regards specifying basic technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing binding at that time, by ensuring that the system records for each person whose data are being processed in the computer system the date of first entry of data, identifier of the user entering the data and information, to whom, when and in which scope the data were disclosed, as well as that the system allows to disclose in writing, in a commonly understandable form the contents of the data about each person whose data are being processed, along with the information referred to in § 16 of the said regulation. The heads of revenue offices raised in the grounds for complaints that the definition of the “computer system” referred to in Art. 7 subparagraph 2a of the Act on the Protection of Personal Data does not exclude a possibility to record the information to whom, when and in what scope the data were disclosed, by using traditional procedures, that the Minister of Finance as the controller of data processed in the system is entitled to introduce changes in this computer system and that the decision of the Inspector General for Personal Data Protection is infeasible. Upon dismissing the indicated complaints the Voivodeship Administrative Court in Warsaw
 (the court declared invalidity of a complaint only in one case) emphasised that in accordance with the linguistic meaning the term “computer” refers to techniques and methods of data processing with the use of computers. In the court’s view such understanding of the above mentioned term is supported by the system and purposefulness interpretation, which means that the record of information on disclosing data by using traditional methods does not fulfil the conditions specified in the provisions on personal data protection. The indicated court agreed also with the arguments of the Inspector General for Personal Data Protection that the particular heads of revenue offices, and not the Minister of Finance, are the controllers of data processed in revenue offices, raising that the heads of revenue offices decide on the purposes and measures of personal data processing, because their obligations include inter alia establishing the existence of or charging and collecting taxes and untaxed budget liabilities, registering taxpayers and taking tax returns. Moreover, the court pointed out that the heads of revenue offices notified personal data files to registration, decided on disclosure of or refusal to disclose the data, kept record of persons involved in the processing of personal data. Whereas, with reference to the objection as to infeasibility of the decisions appealed against the Voivodeship Administrative Court in Warsaw stated that the heads of revenue offices had not proved that it was impossible to modify the computer system used for taxpayers’ personal data processing, which could determine such infeasibility. 


In most cases the courts shared the standpoint and argumentation presented in administrative decisions by the data protection authority. One of important cases in which the Voivodeship Administrative Court wholly considered the Inspector General’s standpoint, while dismissing the party’s complaint
, was the case regarding the storage of borrowers data by Biuro Informacji Kredytowej S.A. (Credit Information Agency) with the seat in Warsaw (further called BIK S.A.), after he has paid off his financial commitments towards the bank. In the administrative decision issued in this case which ordered BIK S.A. to stop the processing of data of persons whose credit accounts have been closed, the Inspector General stressed that BIK S.A. has no legal grounds for storing this kind of data after the debt has been repaid
. 


Whereas, in the decisions of administrative courts the standpoints in cases concerning assignment of claims and related transfer of debtors’ personal data, without their consent, to third parties were diversified. The Voivodeship Administrative Court dismissed the complaints in its first – issued in this type of cases – judgement, sharing the argumentation of the Inspector General as regards inadmissibility of such practice
. Next, in the case of the same nature, the Court declared invalidity of the decision appealed against and of the preceding decision
. So different standpoints of judicature in the case concerned undoubtedly show that the considered problem is complex, but at the same time they do not contribute to building citizens’ trust in law and institutions controlling the activity of public administration.

2) The addresses of the Inspector General for Personal Data Protection


The addresses of the Inspector General indicating malfunctions in data processing and subsequently the necessity to undertake actions with a view to change the practice in use or with a view to amend the legally binding provisions are important and, as the practice demonstrates, effective mean of enforcement. In 2004 many a times there was the necessity to point out the said malfunctions as well as to explain some issues covered by remit of various entities, including public authorities. In this period the Inspector General sent 36 addresses to the public entities and 16 addresses to private entities
. This numbers cover the addresses of the Inspector General to such entities as members of the Council of Ministers, President of the National Insurance Agency, President of the National Health Fund and presidents of banks or commercial partnerships to which the malfunctions resulting in the breach of data protection provisions or menacing the privacy of data subjects or leading to such infringements were pointed out. It needs to be also noted that these addresses were either of general nature or were a reaction to signals sent in individual cases.

3) Notifications of crime

Likewise in previous years the Inspector General – in case it is established (in most cases as a result of proceeding aimed at establishing all the circumstances of the case or as a result of conducted inspection
) that specific action or omission of the head of organisational unit, its employee or other person being data controller bears attributes of an offence specified in an act – addressed to the prosecution authorities notifications of commission of crime. In comparison with years 2002 and 2003 the number of such notifications addressed by the Inspector General increased
.


[image: image4.wmf]82

74

61

0

25

50

75

100


Chart Comparison of information on crime notifications addressed to prosecution bodies in 2002-2004


The most common reason for undertaking such activities was the fact of bearing attributes of offences specified in Art. 49 and Art. 51 of the Act by data processors
. In the face of frequent cases where public prosecutor’s office discontinued the proceedings initiated by the data protection authority or refused to initiate them, the Inspector General addressed to the Minister of Justice requests for reinstating the proceedings concerned. In the sent letters the Inspector General often indicated that the prosecution authorities do not know the binding law and do not appreciate the rights guaranteed for citizens in the Constitution, in particular the right to privacy, whose further protection in the aspect related to data processing is provided in the Act on Personal Data Protection. Public prosecutors, as well as Police officers, many a time showed lack of basic legal knowledge and understanding of the Act
, and even conscious disrespect for its provisions. The Inspector General repeatedly informed public prosecutors about persistent and dangerous practice of many entities, including in particular those carrying on marketing activity, mentioning that the Inspector General does not have appropriate legal instruments, which would allow to make findings necessary for the conducted proceeding, e.g. as regards current seat of these entities
. However, the prosecution authorities often reacted by discontinuing the cases addressed to them, e.g. by stating that the act does not bear attributes of a prohibited act or due to the fact that an offender has not been identified. At the same time, the laconic presentation of reasons for decisions on discontinuity, revealing in particular defects in explaining basic factual circumstances, showed that it was an attempt to quickly “get rid of” a case. Such attitude of the prosecution authorities indubitably threatens the citizens’ feeling of security, and makes it difficult for the Inspector General to successfully realise the policy of personal data protection. 

4) Demands to institute disciplinary proceedings


In 2004 the Inspector General made also use of the power granted on the basis of Art. 17 paragraph 2 of the Act and in 18 cases addressed the data controller with the demand to institute disciplinary proceedings against persons guilty of established negligence. For the purposes of comparison it needs to be highlighted that in 2003 the Inspector General issued 26 such demands.

2.   Complaints.

The number of complaints about the breach of the Act on the Protection of Personal Data submitted in 2004 increased in comparison with the previous years. During this reporting period 1024 complaints about the way of execution of the provisions on personal data protection by the public and private sector entities were lodged with the Bureau of the Inspector General for Personal Data Protection. 
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Chart: Numeric comparison of complaints lodged with the Inspector General for Personal Data Protection in the years 2002 – 2004.

The Inspector General instituted administrative proceedings in order to establish whether the complainants’ rights had been violated in a particular case. In situations where the data protection authority revealed the breach of these rights, it issued administrative decisions to remedy the negligence found. The Inspector General, executing its statutory powers also notified the prosecution bodies that an offence had been committed or filed a petition asking for disciplinary penalties for persons who had been in breach of law or had been responsible for such situation due to the functions performed. The number of decisions issued in the course of complaint proceedings being conducted in 2004 amounted to 134.
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Chart: Numeric comparison of decisions issued in connection with considered complaints. 

It should be stressed that as in previous years, the Inspector General’s standpoints concerning the proceedings in which the Inspector General issued the decision which was then appealed with the Voivodeship Administrative Court or the Supreme Administrative Court (as the last resort appeal) in most cases were upheld by the administrative courts
.

Analysis of the complaints which were considered in 2004 shows that the fewest reported problems as regards data protection compliance concerned public administration bodies. Nevertheless, some breaches were also revealed in this sector (e.g. the scope of personal data being gathered was too broad). Such a characteristic example is gathering of health data by the Municipal Guard or personal data of possible patients by the National Health Fund. However, in most cases the complaints being lodged with were not justified and resulted from the fact that the complainants were not sufficiently familiar with the data protection provisions.

A transfer of personal data accompanying assignments of claims was the most serious problem as regards complaint proceedings last year. This problem was particularly connected with the private sector practice (e.g. telecommunications services providers, banks, public transport ticket inspectors) of transferring personal data of debtors without their consent in connection with the assignment of claims to third parties. In the view of the Inspector General, debt collection companies, to whom these claims had been assigned, often acted almost illegally, because these entities used towards data subjects whose data had been transferred unfair methods like an intimidation against debtors, pestering by debt collectors or discretional costs calculation. This view – after this type of cases had been publicised by the Inspector General for Personal Data Protection – was also shared by the President of the Office for Competition and Consumer Protection and the Commissioner for Civil Rights Protection. The actions taken by the Inspector General as regards the legitimacy of personal data processing by debt collection companies met with a response not only from the media, but also debt collection companies, which have started work on developing the so called ‘Code of Practice’ attempting to improve its image and standards of services they provide. The cases concerning a transfer of personal data in connection with the assignment of claims were considered by both the Voivodeship Administrative Court and the Supreme Administrative Court. However, this issue will be considered by a panel of 7 judges of the Supreme Administrative Court because of the existing discrepancy in interpretation. Transfer of personal data took place also in case where under the Article 31 of the Act the controller had authorised the processor to process the personal data in connection with debt collection by the controller. Such complaints concerned mainly cable TV operators. The complainants stressed that those actions seem to be illegal because of lack of their consent for such data processing. However, in these cases there was no ground upon which any infringement would be found, unless the contracts concluded between the controller and the processor (authorisation contracts) were not entirely adjusted (i.e. did not set forth the scope and purpose of data transfer) to the requirements specified in Article 31 of the Act on the Protection of Personal Data. 

Another problem in relation to the telecommunications sector, apart from a transfer of personal data in connection with the assignment of claims, was inadequate data security. The findings of the proceedings conducted showed that it had been caused by malfunction of the computer systems used for personal data processing and the lack of due diligence of employees of the telecommunications companies, which for example resulted in transferring to debt collection companies the personal data of persons who were not the debtors or publishing restricted data in the telephone directories.

As every year, the most often cases of breaching provisions of the Act involved direct-marketing companies which did not observe the basic personal data processing principles, which resulted in numerous violations of law. Although the number of complaints concerning this sector decreased, direct marketing companies still had problems, for instance with proving data protection legality or fulfilment of information obligations imposed by the Act. Another practice that was noted involves direct marketing companies that ‘escape’ outside the borders of Poland in order to move (at least formally) the processing of personal data to other countries (e.g. the United States, Cyprus). In such cases when access to direct marketing companies was difficult or even impossible, the Inspector General notified the prosecution bodies that there was sufficient reason to suspect that these entities failed to comply with the personal data protection provisions.

The number of complaints concerning the processing of personal data by banks has considerably increased in comparison with the previous years. Except for the complaints concerning a transfer of data by banks in connection with the assignment of claims to debt collection companies, a storage of bank customers’ personal data in bank registers maintained for instance by BIK S.A. (the Credit Information Agency) or ZBP (the Polish Banks Association) with the seat in Warsaw proved to be problematic. Although the Credit Information Agency which keeps a register of debtors is authorised to collect data in this register under the provisions of law, in particular under the Banking Act, the collection and storage of data by the Polish Banks Association is not justified under the provisions of law. But there was a problem connected with the activity of the Credit Information Agency concerning the period for which the bank may store in the register the personal data of clients who have already discharged all their financial obligations. In the Inspector General’s view the internal regulations adopted by banks and banking institutions which do not have a status of binding legal provisions cannot be the legal basis for data processing concerned. The Inspector General was also concerned about the possibility to disclose debtor’s personal data by banks in connection with the assignment of claims, taking into account that banks, unlike any other institution of this type, are for example entitled to issue a bank enforcement title or make information on debtors available in the register maintained by the Credit Information Agency. Banks are also entitled to transfer personal data to commercial information centres( or at last order the processing of this information for the debt collection purposes under Article 31 of the Act. 

Despite the fact that the Inspector General has been addressing many times and for a long time housing co-operatives and housing communities which were posting up in public places lists, announcements and other information containing the personal data of the cooperatives’ and communities’ members and in particular the amounts of indebtedness as a result of beneficial ownership of dwellings, the Inspector General still receives many signals proving that the mentioned practice still continues. It is incomprehensible especially having regard to the fact that both housing co-operatives and housing communities have many legal instruments at their disposal in order to win effectively the fight against their debtors, like e.g. possibility to introduce debtors’ personal data into the registers of co-operative members or commercial information centres. 

Different actions taken by the Inspector General in the form of orders contained in administrative decisions, submitting the cases to the prosecution bodies or initiating the motions for disciplinary punishment in most cases resulted in non-continuation of illegal data processing. In order to restore the proper legal state and prevent negligence found to happen again in the future computer systems used so far for personal data processing were improved, additional procedures were introduced and training courses were organised by the controllers.

3.   Questions about interpretation of legal provisions.

Providing answers to the questions concerning personal data protection is very important element of educational activity conducted by the Inspector General in order to increase citizens’ awareness. It is one of the ways in which the Inspector General performs tasks imposed by the Act concerning initiating and undertaking activities in order to improve the protection of personal data.

2550 requests for interpretation of legal provisions of the Act on the Protection of Personal Data and enforcement provisions issued under this Act, as well as its relations to other special legal provisions which regulate the processing of personal data in particular sectors (e.g. banking sector, telecommunications sector) were submitted to the Inspector General for Personal Data Protection in this reporting period. A particular attention shall be drawn to almost twofold increase in this kind of letters submitted to the Bureau in comparison with the years 2002 – 2003.
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Chart: Comparison of the number of letters concerning requests for interpretation of legal provisions submitted to the Bureau of the Inspector General for Personal Data Protection in 2002 – 2004.

Analysis of contents of correspondence addressed to the Inspector General in 2004 shows that among the factors which influence such a considerable increase of the number of letters concerning interpretation of legal provisions sent to the Inspector General in 2004, a particular attention should be drawn to the following:

· amendment of the provisions of the Act on the Protection of Personal Data;

· new law enforcement regulations, and in particular the Regulation of 29 April 2004 by the Minister of Internal Affairs and Administration as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing which introduced many different provisions in comparison with those which were in force before. The regulation lays down the period until the expiration of which the personal data processing should be adjusted to the new requirements;

· amendment of the special legal provisions (in relation to the Act on the Protection of Personal Data) which regulate personal data processing in particular sphere of life
;

· judicial decisions, in particular not uniform standpoint of administrative courts in cases concerning legality of transfer of debtor’s personal data together with the assigned claims, in the light of the provisions of the Act on the Protection of Personal Data
;

· increasing citizens’ awareness concerning their rights;

· development of technologies, and in particular broad deployment of the Internet.

During the reporting period most questions received by the Inspector General concerned processing of personal data in the private sector. There was a particularly noticeable increase of questions as regards the processing of personal data in connection with: debt collection, employment, providing marketing services and also in the field of housing and Internet.
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Chart: Numeric comparison of cases concerning the processing of personal data in Internet, housing sector, employment sector, and for the marketing purposes in 2002 – 2004. 

Amongst the questions concerning the processing of data in the public sector most of them concerned the processing of personal data in education sector
. The number of cases received concerning this field quadrupled in comparison with previous year.
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Chart: Numeric comparison of questions concerning the processing of data in education sector.

Analysis of the questions shows that the following issues raised problems:

- security of processed data,

- disclosure of personal data,

- application of the provisions of the Act to entities heaving its seat in the European Economic Area

- legal authorisation of data processing from the point of view of the compliance with the Act

- the notion of ‘controller’

- the notion of ‘personal data’

Most questions received by the Inspector General were sent by the natural persons and private entities
. Nevertheless, there were also lodged the questions from the public sector entities. According to these questions, as in the previous years the following issues caused some interpretation problems:

- limitations of disclosure of public information with regard to the provisions on personal data protection,

- disclosure of personal data to inspection bodies

- disclosure of data between different branches (organisational units) of the same controller.

On one hand, the contents of correspondence addressed to the Inspector General shows increase of awareness of the provisions protecting against the processing without legitimate ground, and in particular collection, storage and disclosure of data, but on the other hand it proves lack of knowledge of the special provisions regulating given issues. For instance, the Inspector General received many letters including information about the infringements of personal interests despite the fact that it is not authorised to consider such cases
.

4.   Expressing opinions on legal acts concerning personal data protection.

Expressing opinions on draft legal acts plays an important role in activity of the Inspector General as it allows eliminating any possible irregularities as early as at the drafting phase. 428 draft acts and regulations were handed over to the Inspector General and 91 drafts were commented on in 2004. For comparison, 374 drafts were addressed and 71 commented on in 2003. While in 2002 the Inspector General received 351 drafts. 
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Chart: Comparison of draft legal acts addressed to the Inspector General in 2002 – 2004.

Similarly as in the previous years, draft legal acts submitted to the Inspector General for Personal Data Protection for opinion in the course of interdepartmental arrangements included legal provisions raising doubts as regards the Act on the Protection of Personal Data, legislative procedure and the general rules of law.

Introduction of the consent form concerning the consent obtained from the persons whose data were intended to be processed under the regulation being drafted into the draft legal acts was another oft-repeated mistake in this reporting period. The Inspector General pointed out redundancy of such provisions not only at the stage of legislative works, but also – with regard to the fact that the Inspector General was omitted from the inter-departmental arrangements – in  the Inspector General’s addresses sent to public administration bodies after the questioned provisions had been announced
.

The Inspector General also stressed that introduction of a general wording of definitions would cause interpretation problems, for instance: ‘basic personal data’ or ‘other identification documents’. The application of such provisions may result in the scope of data processing being excessive and not adequate to the intended purpose. Therefore, the Inspector General for Personal Data Protection is of the view that it is necessary to develop provisions which precisely determine the scope of personal data processing.

Many problems are also caused by common practice of collection of personal data by means of making Xerox copies of identity cards. In most cases, a copy of identity card has to certify only some data included in the original. Therefore, it seems to be necessary to determine in details the scope of data to be disclosed in the copy.

As in previous period, draft international agreements concluded with the countries from outside of the European Union covered the provisions on personal data protection referencing to internal legislation of the party, in the absence of such national provisions in the field of personal data protection. Even if such provisions exist and are in force in given country their character could be too general. Data protection standard is guaranteed then by the internal provisions of the party. However, in the case where international agreements are concluded with the countries that do not have data protection legislation (such as e.g.: Vietnam, Albania) there should be the detailed contractual provisions in this regard.

In this reporting period, works on legal act amending the provisions of the Police Act of 6 April 1990 (Journal of Laws of 2002 No. 7, item 58 with amendments) and the Act of 6 June 1997 – Code of Criminal Procedure with regard to application of DNA analysis in the course of criminal proceedings have a significant importance as regards personal data protection legislation. In the course of the legislation amendments the Inspector General had the possibility to suggest expanding the scope of amendment which should also cover Article 20 paragraph 19 of the Police Act. This provision was obviously inconsistent with Article 51 of the Constitution of the Republic of Poland because statutory matter has been delegated by the means of ruling. The Ombudsman of Human Rights in its complaint sent to the Constitutional Tribunal pointed out that the above-mention provision is not in compliance with the Constitution.
 The Inspector General’s address in this regard produced a positive reaction. 

In the course of the works on the amendment of the Act on the Protection of Secret Information, the Inspector General for Personal Data Protection drew the attention of members of the Parliament to the possibility to amend the provisions of the Act Banking Law as regards a specification of the periods for which personal data of banks’ clients may be stored both by banks and other institutions being authorised by the statutory provisions to grant credits as well as institutions established on the basis of Article 105 paragraph 4 of the Act Banking Law. The amendment proposed in a motion submitted by the MP’s included Article 105a which was added. This provision sets out the purpose of the processing of data by the entities specified therein, the legal basis of data processing, requirements for legal processing and the storage periods. Moreover, it also contains a delegation for the minister competent for finance to set out by the means of a regulation the scope of data processing and procedure of data deletion.

5.   Inspection activities.

The inspections carried out in order to assess the compliance of data processing with the provisions on the protection of personal data are one of the essential instruments for the performance of the Inspector General’s tasks. The inspections activities are carried out under the Article 12 subparagraph 1 and Article 14 of the Act on the Protection of Personal Data. The Inspector General, the Deputy Inspector General and authorised inspectors during the inspection are empowered inter alia to: enter premises where data filing systems are being kept and premises where data are processed outside from the data filing system; demand written or oral explanations and summon and question any person as regards the circumstances necessary to determine the facts of the case; consult any documents and data directly related to the subject of the inspection and make a copy of these documents.

Every actions being carried out during the inspection are filed in the oral explanations reports, records on the examination of witness or records on the view of the places, premises,  documents, equipment, data carriers, computer systems used for personal data processing. The inspection report is prepared on the basis of the findings included in the above-mentioned records, photocopied documents submitted in the course of inspection and printouts from computer systems used for personal data processing. Subsequently, when some irregularities concerning personal data processing are revealed in the course of inspection administrative proceedings is instituted, or the entity that has just been inspected receives a letter including information that no irregularities have been revealed in the scope covered by inspection. Moreover, a notice of an offence is addressed to prosecuting body when the action of failure in duties of the head of an organisational unit or its employees bears attributes of an offence within the meaning of the Act on the Protection of Personal Data. The inspection findings may be the basis of demand to institute disciplinary proceedings against persons guilty of the negligence. 

144 inspections of the compliance of data protection with the provisions on personal data protection were conducted in 2004. Most of them took place outside Warsaw. 


[image: image11.emf]184

144

233

0

50

100

150

200

250

2002 2003 2004


Chart: Comparison of the number of inspections conducted in 2002 – 2004.
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Chart: Percentage comparison of inspections conducted in Warsaw and outside Warsaw in 2002 – 2004.

The number of conducted inspections decreased in 2004 in comparison with the previous reporting periods. It was caused by the fact that in the period from 1 January to 31 December 2004, unlike in 2002 and 2003, so called sector inspections (i.e. inspections concerning a specific number of entities within a given sector) were not conducted. For instance, such inspections were conducted in marketing companies in 2002 (57 inspections) and in tax administration bodies in 2003 (29 inspections). One should stress that sector inspections caused the significant increase of the number of inspections being conducted in those years and consequently affected the statistics in this regard. 

The inspections conducted in the reporting period were more aimed at solving given problem and concerned complex technical problems connected with the processing of personal data. The inspections conducted in 2004 were mainly focused on the assessment whether the technical and organisational measures ensuring the protection of processed data were applied by units being inspected. Such inspections were conducted in entities that operate in almost every sector mentioned in this report. However, most of inspections were conducted in public administration bodies, law enforcement bodies and entities providing health care services. 

One should stress that the inspections conducted in 2004, which were aimed at assessing whether technical and organisational measures ensuring the protection of personal data being processed were used by inspected entities, considerably affected the total number of inspections conducted in the reporting period, as well as partial (problem-related) inspections. For in the course of these inspections not all, but only chosen aspects of personal data processing, were examined. 

The above-mentioned inspections were quite time-consuming heaving regard to the number of inspection actions being performed – for example viewing of the premises where personal data were being processed often required the involvement of many more inspectors. It was most often caused by the fact that the entities which perform many tasks connected with the processing of personal data notified a large number of data filing systems to registration with the Inspector General for Personal Data Protection. For instance, a formation established to land and sea border protection and cross-border traffic control notified 168 data filing systems and one of the territorial self-government units – 109. The voluminous records gathered in the course of the inspection of such a large number of data filing systems required very careful and (and time-consuming) analysis on whether the inspected units applied technical and organisational measures ensuring the protection of personal data being processed. Another problem the inspectors had to face with during the inspections that affected their duration resulted from the fact that the inspection took place in many different buildings and premises occupied by the inspected units (e.g. one of the territorial self-government units occupied ten buildings located in the different parts of a city). 

Moreover, depending on the planned scope of inspection, from one to a few dozen computer systems were examined in each of the inspected entities
. Only in few cases it was found that personal data are not being processed in the computer system run by inspected units. In most of units from 2 to 4 computer systems were used. Some units had a more dispersed organisational structure of computer systems where the number of different computer systems and data filing systems concerned amounted to several dozens (e.g. in one of territorial self-government unit 60 different computer systems were identified. The total number of inspections conducted in 2004 covered 359 computer systems used for personal data processing. 

The inspections being conducted let to assess the degree of fulfilment by the controllers of formal, organisational, staff as well as technical requirements provided for by data protection legislation. The results of inspections in the above mentioned regard in the years 2002 – 2004 are presented on the below charts.
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Chart: Degree of fulfilment of formal, organisational and staff requirements in the years 2002 – 2004.
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Chart: Degree of fulfilment of technical requirements in the years 2002 – 2004.

According to the findings of inspections conducted in 2004, in comparison with the previous years, one should note a raising awareness of persons responsible for personal data processing as regards the threats connected with personal data processing and thus also the necessity to ensure appropriate organisational and technical measures in order to guarantee the protection of these data. In consequence, more attention was paid to a proper fulfilment of requirements provided for by the provisions on personal data protection, but of course it does not mean that these requirements were properly met.

6.   National register of data filing systems.

According to Article 12 point 3 of the Act the duties of the Inspector General comprise in keeping the register of data filing systems and providing information on the registered filing systems. Keeping the national register of data filing systems allows the Inspector General to supervise the compliance of personal data processing and ensures citizens’ access to information concerning the controllers and notified data filing systems. According to Article 42 paragraph 1 and 2 of the Act, the register of data filing systems kept by the Inspector General is open and may be inspected by any person. In the reporting period the employees of the Bureau of the Inspector General frequently made the register of data filing systems available to interested parties and provided any necessary help and guidance concerning the register.

The obligation to provide information on registered data filing systems was performed by the Inspector General not only by granting access to the register of data filing systems, but also by issuing the certificates of registration of data filing systems at the applicant’s request
. Since 1 May 2004, the Inspector General is obliged not only to issue the certificates at the controller’s request
, but also ex officio
. 

According to Article 40 of the Act on the Protection of Personal Data, prior to the commencement of data processing every controller is obliged to notify a data filing system to registration by the Inspector General, unless the controller is exempted from this obligation under the Article 43 paragraph 1 providing the closed list of exemptions. In 2004 the controllers performing these obligations notified to registration 2787 data filing systems which means almost 26 % increase in comparison to the previous reporting period. The largest number of notifications was made by the public administration sector entities. (1811). In comparison with the previous years one should notice a considerable increase of the number of data filing systems notified to registration by the public administration sector entities (32 % increase in comparison with 2003 and 241% increase in comparison with 2002)
. It is to be said that the notification of data filing systems to registration was not always made on applicant’s own initiative. A notification of data filing system to registration was often a reflection of the Inspector General’s address concerning this problem to the competent authorities. 
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Chart: Numeric comparison of data filing systems notified to registration in 2002 – 2004. 

As in the previous years, some of notified data filing systems were exempted from the notification by virtue of the Act. Consequently, in each case the Inspector General informed the controller about the exemption prerequisite. 
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Chart: Numeric comparison of letters with information concerning the exemption from obligation to register data filing system in the years 2002 – 2004.

Data filing systems subject to registration which met the requirements provided for by the Act
 were notified on a valid specimen of notification form and then entered into the register of data filing systems. The Inspector General has registered 63 906 data filing systems (including 3152 data filing systems in 2004) since the beginning of its activity.
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Chart: Numeric comparison of data filing systems registered in 2002 – 2004.

In 2004, 1255 updates of information included in data filing systems notified to registration were made. Moreover, in 2004 the Inspector General issued 2857 certificates of registration of data filing systems indicated in applications at the request of the controller or interested persons.
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Chart: Numeric comparison of certificates of data filing systems registration in 2002 – 2004.

Although the checking of the formal requirements and the contents of notification forms submitted in 2004 revealed some irregularities in the forms which were incorrectly and imprecisely filled in, however it is apparent that particular sections of notification forms were more and more often correctly filled in. In particular, there was a noticeable improvement in providing information on the way of meeting the technical and organisational requirements set out by the Regulation by the Minister of Internal Affairs and Administration as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing. As it was mentioned before
, it was a consequence of the introduction of the new specimen of notification form. Its contents was adjusted to the requirements concerning the notification form submitted in order to notify data filing system to registration set out by Article 41 of the Act. Moreover, section F of the notification form was modified and instead of detailed description of technical and organisational requirements which should be met provided for by Articles 36 – 39 of the Act, the applicant is required to provide only a general information on security level of personal data processed in computer system being applied by the controller. It seems that educational activity carried out by the Inspector General in the form of training courses, press publications etc. had also considerable influence on this situation as well as advice and guidance provided by the Inspector General’s employees, information on data filing systems registration and guidance on how to fill in the notification forms in correct way, comprehensively presented on the website of the Inspector General for Personal Data Protection (http://www.giodo.gov.pl) 
. 

Nevertheless, a considerable number of notification forms still included some irregularities as regard the form and contents and appropriate explanatory proceedings had to be conducted. In case of applicants’ failure to eliminate the indicated irregularities in the processing of personal data, the Inspector General issued the decision on the refusal of registration of data filing system and at the same time ordered to stop further processing of personal data and remove them from the data filing system
. 241 decisions refusing registration of data filing system were issued in this reporting period. Such decisions were not an obstacle for the controllers to notify data filing system to registration once again when the irregularities being the basis of those decisions were eliminated. However, in the case where the controller submitted data filing system to registration for the second time, he/she could start processing of data once the data filing system has been registered
. 5 data filing systems were notified to registration for the second time in 2004.

Since 1 May 2004, the Inspector General may issue decisions of a new type on striking off a data filing system from the national, open register of data filing systems kept by the Inspector General
. In 2004 the Inspector General issued 34 decisions of that kind. 

7.   International cooperation.

In the reporting period, the Inspector General’s different forms of activity in the field of data protection at the international level considerably increased. Undoubtedly, it resulted from the new tasks imposed upon the Inspector General after Poland’ accession to the EU as well as an increase of personal data exchange being a consequence of a sustainable development of the global economy. As regards international cooperation the Inspector General participated inter alia in the works of the working parties, conferences and scientific seminars. At the same time, a bilateral cooperation with data protection commissioners from other countries was also maintained in 2004. Most often, this cooperation was based on providing assistance in given administrative proceedings being carried out. One should also mention the Inspector General’s participation in international scientific researches aimed at the improvement of personal data protection
. 

The year of the Poland’s accession to the European Union brought a considerable increase of foreigners’ interest in binding data protection legislation in the Republic of Poland. The Inspector General responded to the questions submitted by foreigners concerning the interpretation of the Polish data protection provisions and practical solutions, as well as functioning of the Bureau of the Inspector General for Personal Data Protection.

7.1   Cooperation concerning works of international institutions and organisations

The important role in the Inspector General’s international activity played also her participation in works set out by the provisions of Directive 95/46/EC and in particular of those carried out by the Working Party on the Protection of Individuals with regard to the Processing of Personal Data established by Art 29 of Directive 95/46/EC
. The Article 29 Working Party is the European Commission’s independent, advisory body composed of the representatives of the supervisory authority or authorities designated by each Member State and of representative of the authority or authorities established for the Community institutions and bodies, and of a representative of the Commission. Before Poland’s accession to the EU, the Inspector General had the status of an observer at the meetings of the Working Party. Since 1 May 2004, the Inspector General is a rightful member of the Working Party and she is entitled to all rights concerned, including the right to vote
. The Inspector General participated in preparations of many important documents within the Working Party’s works, and in particular: Opinion 7/2004 on the inclusion of biometric elements in residence permits and visa taking into account of the establishment of the European information system on visas (VIS) adopted on 11 August 2004 and Opinion 8/2004 on the information for passengers concerning the transfer of PNR data on flights between the European Union and the United States of America adopted on 30 September 2004
.

As in previous years, the Inspector General also participated in the data protection works carried out within the Council of Europe
. In 2004 the employee of the Inspector General participated in the meeting of Consultative Committee of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data in Strasbourg, whereas the Inspector General and her Deputy participated in the conference organised by the Council of Europe in Prague and devoted to issues concerning rights and responsibility of data subjects. At the session devoted to data subjects awareness as regards their rights and obligations the Polish delegation presented experiences gained in this field. 

In 2004 the employee of the Bureau of the Inspector General for Personal Data Protection participated in works of the Joint Supervisory Authority Europol, Joint Supervisory Authority Schengen and Joint Supervisory Authority Customs which supervise the processing of personal data within so called EU Third Pillar. On 1 November 2004 Poland became a party of Convention on the establishment of a European Police Office and appointed the Polish members of the Joint Supervisory Authority Europol and their deputies, as well as candidates for the member and its deputy proposed by the Inspector General for Personal Data Protection to the Appeals Committee of the Joint Supervisory Authority Europol. The employees of the Inspector General also participated in joint meetings of the Joint Supervisory Authorities (the Joint Supervisory Authority Europol, Joint Supervisory Authority Schengen and Joint Supervisory Authority Customs) devoted to preparation of the common position concerning the Third Pillar initiatives being taken aiming at the increase of personal data exchange between the Member States’ law enforcement bodies in order to improve fighting terrorism and serious crimes.

The employees of the Bureau of the Inspector General also participated in the Complaints Handling Workshop organised twice a year. These meetings aim at the exchange of practical experience concerning problems which occurred in the course of complaints proceedings carried out by the national data protection authorities. At the 9th Workshop organised in Stockholm the participants dealt with the practical aspects of complaints handling procedures, as well as some more detailed issues, such as for instance experience gained by particular countries as regards the processing of biometric data. In connection with a large number of complaints received by the Inspector General concerning the issue of using the personal data of customers of mobile phone operators, the employees of the Bureau of the Inspector General presented this issue during the workshop. Workshop’s participants were requested to fulfil the “Form concerning the processing of personal data by mobile phone operators” in order to receive the information concerned. A summary of the questionnaires sent by the data protection authorities from 24 European countries provides a comprehensive analysis of the processing of personal data in telecommunications. The answers sent back in the questionnaires were presented at the 10th Complaints Handling Workshop in Prague.

At the Spring Conference of European Data Protection Authorities in Rotterdam, the first Credential Committee was established. This Committee is responsible for the assessment of applications for acceptance submitted by the members or observers of the Spring Conference of European Data Protection Authorities. It was composed of the representatives of Dutch, Spanish and Polish data protection authorities
. 

Another important initiative supporting the development of privacy protection in the Central and Eastern Europe were periodical meetings of the Central and Eastern Europe Data Protection Commissioners initiated by the Inspector General in 2001. The mentioned meetings called ‘conferences’ were organised twice a year (and since 2004 – annually) in particular countries as a forum of exchanging experience between data protection commissioners in this region
. 

In 2004, the Inspector General participated in the 6th Meeting of the Central and Eastern Europe Data Protection Commissioners in Riga where the latest developments concerning personal data protection, and in particular those related to the new technologies were presented. Further cooperation within the group after the EU enlargement was also discussed then.

The Inspector General for Personal Data Protection and her employee participated in the 35th Meeting of the International Working Group on Data Protection in Telecommunications in Buenos Aires and 36th Meeting of this working group which were held in Berlin. The meetings of this group are held systematically, twice a year, and are focused on current interpretation problems which occur in the field of data protection as a result of implementation of new telecommunication technologies. The Polish representatives presented the current amendments in the Polish legislation in the field of data protection and telecommunications law. In 2004, the employee of the Bureau of the Inspector General continued the works concerning on-line publications commenced in previous years and carried out by the Working Party in order to work out the Working Party’s common position related to so called media privileges as regards the processing of personal data. With regard to a controversial nature of the issue and the problem with working out the common position the members of the Working Party were requested to sent replies to the questions concerning appropriate legal provisions adopted in their respective countries, prior to drawing up the report concerned. The report prepared by the Bureau of the Inspector General on the basis of the examinations being carried out was discussed at the 35th meeting of the Working Group in Buenos Aires. At that meeting it was stated that the balance between the right to express opinions and the right to privacy should be struck. Finally, the report was adopted, but with reservations presented by Sweden and Norway.

7.2   Bilateral contacts with the personal data protection commissioners. 

Numerous bilateral contacts with the personal data protection commissioners from other countries play the important role within the Inspector General’s activity. Working visits paid in order to exchange information and experience on the cases considered by data protection authorities were crucial for this cooperation.

On 25 – 26 May 2004, Mr Peter Hustinx – the first European Data Protection Supervisor having accepted the invitation of the Inspector General for Personal Data Protection paid a visit in Poland. The European Data Protection Supervisor is first of all responsible for ensuring appropriate application of the personal data protection provisions by the Community institution and bodies
. Peter Hustinx is a world-famous expert on personal data protection. Since 1976 he was a member of the Council of Europe’s Committee of Experts for the protection of personal data. Among other things he participated in preparations of the Council of Europe’s Convention 108 for the protection of individuals with regard to automatic processing of personal data and from 1985 to 1988 he was the Chairman of the Council of Europe’s Committee of Experts. Since 1991 until his appointment as the European Data Protection Supervisor in 2003, Mr Hustinx had been holding a position of the President of Dutch data protection authority. Simultaneously, in 1998 – 2001 he acted as the first Chairman of the Appeals Committee of the Joint Supervisory Authority Europol. Moreover, from 1996 to 2000 he was the Chairman of the Working Party established under Article 29 of the Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data. 

Mr Hustinx during his visit in the Sejm of the Republic of Poland delivered a lecture in the European Room entitled ‘Tasks and powers of the European Data Protection Supervisor’ which allowed getting familiar with the role and purposes of the European Data Protection Supervisor within the European institutions and bodies. His lecture drew much attention from deputies, senators, representatives of central bodies and industries. Mr Hustinx met also with the Vicemarshal of the Sejm of the Republic of Poland.

In 2004, Mr Juan Antonio Travieso – the first Argentinean Data Protection Commissioner was hosted by the Inspector General. During the visit, Mr Travieso among other things had an opportunity to get familiar with the Polish legislation concerning a disclosure and storage of files of the former security services in the context of personal data protection.

The Inspector General also had taken different actions in order to provide other data protection authorities with assistance especially in cases where the data protection legislation in a given country has been introduced quite recently. And thus, in 2004 the representatives of Bulgarian Data Protection Commission paid a working visit in the Bureau of the Inspector General for Personal Data Protection. The main purpose of the visit was to share the Polish experience concerning the introduction and application of the provisions on personal data protection. The guests acquainted themselves with the Polish data protection legislation and practical issues concerning the Bureau of the Inspector General. Bulgarian delegation got to know the functioning of particular departments of the Bureau, procedure of considering the application for registration of data filing systems, inspection and complaints handling procedures. The visit was also an opportunity to discuss the major problems connected with the introduction and application of personal data protection legislation. Among other things, the issues concerning practical aspects of personal data protection in police, telecommunications, banking and health care sectors were discussed. 

The current exchange of information between data protection commissioners from other countries and mutual assistance provided in connection with given cases concerning the processing of personal data by the controllers in different countries which were considered was also very important in the Inspector General’s activity. During the reporting period the Inspector General used a support of her counterparts in other countries in connection with considering complaints concerning the controllers’ actions
, registration of personal data filing systems
 and in order to receive information and opinions on particular legal issues
. Information received by the Inspector General in that way many times enabled to collect evidence necessary to consider administrative cases and is still used as a comparative material in works on the improvement of personal data protection in Poland. 

7.3   Questions for interpretation of legal provisions.

In 2004 there was a considerable increase of foreign entities’ interest in data protection legislation adopted in the Republic of Poland. Many questions sent to the Bureau concerned the implementation into the Polish legal order of the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data, and the Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications)
. The questions concerned the amendments of the Polish legislation after 1 May 2004
, interpretation of particular legal provisions implementing into the Polish legislation the provisions of directives, among other things related to the right of access to data
 and the principles regulating transfers of personal data to third countries
.

Amongst the questions sent to the Inspector General by foreigners one can indicate those related to the consent for the processing of traffic data relating to subscribers and users for the marketing purposes obtained by the Polish telecommunications networks operators
. Other questions concerned unsolicited commercial communications, so called ‘spam’
. In that case the Inspector General informed about applicable legal provisions and indicated the authority responsible for taking actions in order to prevent possible infringements of law.

Many questions sent from other countries concerned the legal basis and the principles of keeping particular sorts of registers, such as for instance register of persons residing on the territory of the Republic of Poland
, the collection of personal data by the police
, keeping registers of convicted persons
. There were also the questions concerning the Inspector General’s practical experience in the field of data protection in different sectors, and among other things including those relating to the application of biometric systems in the workplace by employers
; expressing the informed consent by the participants of clinical research
; disclosure of patient’s health data
 and data protection with regard to identification of persons who violate the law
.

8.   26th International Conference on Privacy and Personal Data Protection


The Inspector General for the Protection of Personal Data was an organiser of the 26th International Conference on Privacy and Personal Data Protection (Wroclaw, 14-16 September 2004), the patronage of which was taken over by the President of the Republic of Poland, Mr Aleksander Kwaśniewski
. 


The International Conference on Privacy and Personal Data Protection constitutes a forum designed for exchanging views and experiences on the newest problems in the field of privacy protection between the representatives of data protection authorities, and the representatives of the science world, international organisations and private sector entities. The subjects discussed during the sessions of the Conference include various issues concerning crucial threats to privacy and possible instruments for its protection.  


The Inspector General for the Protection of Personal Data was entrusted with the organisation of the 26th International Conference on Privacy and Personal Data Protection by data protection commissioners from other states. It was the first privacy protection event of such a rank in the Central and Eastern Europe. For Poland this conference was additionally of symbolic importance, as it allowed to show at European forum – in the year of accession to the European Union – that Poland belongs to the countries providing guarantees for the citizens to exercise their right to privacy.


The theme of the 2004 Conference was “The Right to Privacy – the Right to Dignity”. During the Conference many aspects of privacy protection were discussed, and a broad scope of the issues touched upon allowed to exchange opinions and experiences between experts who are active in various sectors. 


240 participants, including 131 representatives of data protection authorities, from 45 countries took part in the Conference. The participants had to pay a Conference fee. The Conference took three days. During the Conference the participants had a possibility to attend 14 plenary and panel sessions. Within three days ca. 70 experts (including the chairs of the sessions) specialising in privacy protection from different parts of the world presented their reports.


The Conference was opened by Dr Ewa Kulesza – the Inspector General for the Protection of Personal Data. The debates were preceded by the speech by Prof. Andrzej Mączyński, DSc, Vice-President of the Constitutional Tribunal, devoted to constitutional grounds of the right to dignity and the right to privacy.


During the first session entitled “The Right to Privacy and the Protection of Public Security” the speakers, under the chairmanship of Peter Hustinx (European Data Protection Supervisor), discussed how to strike a balance between the need to ensure security and the privacy protection. Speeches were delivered both by the representatives of public security authorities (M. Cooney, Department of Homeland Security, USA) and data protection authorities (F. Giquel, CNIL, France, and P. Michael, Secretary to the Joint Supervisory Authorities). The participants had also an opportunity to get acquainted with the views of a representative of a non-government organisation dealing with privacy protection (M. Rotenberg, EPIC, USA).


The issues which triggered off a stormy discussion concerned the risks related to the use of RFID (Radio-Frequency Identification Technology). During the session the standpoints of the technology manufacturers (D. Swartwood, Hewlett Packard, J. Terstegge, Philips),  data protection authorities represented by A. Dix, the Data Protection Commissioner of Brandenburg, as well as consumer organisations (S. Lace, National Consumer Council, UK) were confronted with each other.


At another session R. Tang (Data Protection Commissioner of Hong Kong), R. Aarnio (Data Protection Commissioner of Finland) and F. Aldhouse (Deputy Information Commissioner of the UK) presented the activities aimed at enhancing awareness of the right to privacy and personal data protection. Whereas, M. Rivera Sánchez (National University of Singapore) presented the results of research regarding the level of Internet users’ awareness of the protection of their personal data. 


The participants of the Conference discussed also the issues concerning the use of modern technologies (e.g. connected with the collection of biometric data or video-surveillance) by employers in order to inter alia control working time and employees’ efficiency. Apart from speakers representing data protection authorities the floor was taken at this session among others by a representative of the International Chamber of Commerce (C. Kuner) and a representative of the science world (Prof. M. Gersdorf, Warsaw University).


The Conference gave also an opportunity to sum up the so far cooperation between national data protection authorities, as well as to specify the necessary areas of cooperation at regional and world forum. At the session regarding this topic, the Spanish Data Protection Commissioner, J. L. Pińar Mańas presented the forms of cooperation of data protection authorities from Ibero-American countries. Whereas D. Loukidelis (Data Protection Commissioner of British Columbia) described current cooperation of Canadian data protection authorities. During this session the floor was also taken by a representative of the European Commission (P. Renaudiere) who presented various aspects of joint activities of data protection authorities in the EU. Then S. Plumina (Commissioner of Latvia) described the experiences of the Central and Eastern European countries.


The next session was devoted to the economic approach to privacy protection – balancing costs and profits. During this session the floor was taken both by data protection commissioners (e.g. J. Jacob, former Federal Data Protection Commissioner and B. Stewart, Deputy Privacy Commissioner of New Zealand) and by the representatives of economic circles (U. Uttinger, SQS and A. von Reden, IBM).


The media more and more often refer to the right to information and the freedom of media when presenting the information which deeply interfere in the privacy of both public persons and ordinary citizens who became of interest to the media for various reasons. While understanding a special role of the media which are an instrument for exercising the citizens’ right to information, one has to think, however, about the borders of the right to privacy, the freedom of expression and he right to information. Therefore, a separate session, chaired by Prof. M. Horibe (Chuo University of Tokyo), was devoted to this problem. At this session the floor was taken inter alia by P. Chadwick (Victorian Privacy Commissioner, Australia) and M. Lipman (Carnegie Moscow Centre).


In connection with the risk posed to privacy sphere by common use of the Internet, special attention was also paid to the issues related to counteracting privacy violations on the Internet. The speakers who gave presentations regarding this topic included first of all representatives of such international organisations as: OECD (F. Moers) and APEC (J. Rohlmeier). U. van de Pol  - member of the Dutch Data Protection Authority and H. Garstka – Commissioner for Data Protection and Freedom of Information of Berlin and President of the International Working Group on Data Protection in Telecommunications also took the floor during this session.


The session entitled “Privacy Protection and Political Marketing” was also held during the Conference. At this session the participating data protection commissioners (P. Schaar, J. Meade, A. Péterfalvi, G. Buttarelli) presented German, Irish, Hungarian and Italian experiences related to the use of citizens’ personal data in connection with political marketing. This very interesting subject was also referred to by Polish legal journalist A. Chećko.


Development of modern information and communication technologies has a significant influence inter alia on transformations occurring in political life, both in the functioning of institutions and in the activities of particular citizens. Apart from unquestionable benefits resulting from the use of such technologies (among others increasing the participation of citizens in the functioning of a democratic state) a number of problematic questions concerning privacy protection of citizens exercising their rights within the framework of e-democracy emerge, as well. Therefore, the topic of the threats to privacy in the time of e-democracy was discussed – during one of the sessions – by the speakers from Australia (T. Pilgrim, Deputy Federal Privacy Commissioner), Austria (W. Kotschy, member of the Data Protection Commission), Greece (N. Frangakis from the Office of the Data Protection Commissioner) and Korea (C. Yi, KISA).

The participants of the Conference addressed also various aspects of biometric identification. Technologies enabling precise identification or authentication of an individual by means of biometric systems are more and more commonly used in many areas of life. Biometric identification is currently one of the most quickly developing technologies of automatic identification and verification used in applications for control of physical access to premises and user’s access to computer systems. This practice indicates, however, that this type of data is not always processed in compliance with the data protection principles. At the session the floor was taken by: K. Neuwirt (Data Protection Commissioner of the Czech Republic), J. Stoddart (Federal Privacy Commissioner of Canada), J.P. Walter (Deputy Federal Privacy Commissioner of Switzerland), B. Steinhardt (ACLU) and M. Rejman-Greene (ISO/Subcommittee 37).

At the session entitled „Short Privacy Notices” the issue of realisation of the information obligation by data controllers by way of publishing short privacy notices on websites was a subject of a debate. The topic discussed at this session was a reference to the Resolution on improving the communication of data protection and privacy information practices passed during the 25th International Conference in Sydney last year. The issue of presenting privacy information to the data subjects in a short and legible form is extremely important in the context of building customers trust in particular by entrepreneurs operating on-line. R. Thomas, UK Information Commissioner, M. Crompton, former Federal Privacy Commissioner of Australia, as well as P. Cullen (Microsoft), S. Perrin (Digital Discretion Inc.) and  M. Abrams (Hunton & Williams) shared their views on this matter.

The plenary session regarding the individual's privacy versus the need to deal with the past was devoted to a special subject. At this session the issue of disclosing the information collected in the past by political institutions to data subjects and to researchers of the history of totalitarian states was presented. It was discussed who shall have access to the files including information recorded by totalitarian states authorities and how these files shall be used in order not allow for renewed infringement of the right to privacy and the right to dignity of the aggrieved parties. During this part of the Conference the issues of both moral and legal conditions of disclosing documents collected by totalitarian states authorities were presented in the speeches delivered by the first in the history Federal Commissioner for the Records of the State Security Service of the former German Democratic Republic – Dr Joachim Gauck, the first in the history of the III Republic of Poland President of the Institute of National Remembrance – Prof. Leon Kieres, and the first in the history of Argentina Data Protection Commissioner Prof. J. Travieso.  


One of the most crucial issues discussed during the Conference was also the problem of safeguarding the individual’s interests in the time of transborder data flow and searching for ways of reconciling the requirements of global economy with the right to privacy. A. Türk (CNIL President, France) presented the most important problems related to international data transfers. U. Dammann (Office of the Federal Commissioner, Germany), K. Anderson (Deputy Privacy Commissioner, Ontario) and A. Büllesbach (Daimler Chrysler) delivered interesting reports, as well.

At the end of the Conference, Prof. Stefano Rodotà, Italian Data Protection Commissioner, summed up the sessions. Then the Vice-Prime Minister - Izabela Jaruga - Nowacka, who represented at the Conference the Prime Minister of the Republic of Poland, closed the 26th International Conference on Privacy and Personal Data Protection stressing in her speech the importance of personal data protection in contemporary world.   


At the same time, it needs to be emphasised that the Closed Session of World Commissioners and the Closed Session of European Commissioners were held on 14 September 2004. The participation in these meetings was limited to the representatives of data protection authorities accredited for the Conference. The participants of the Closed Session of World Commissioners adopted the following documents
:

· “Resolution on a Draft ISO Privacy Framework Standard” concerning the standpoint of the Conference on developing an international privacy framework standard,

· “Accreditation Resolution” specifying recommendations as regards accreditation of data protection authorities to participate in the international conference with their appropriate classification,
· “Amendment to 2003 Conference Resolution on Automatic Software Updates” concerning postulates addressed to software manufacturers as regards development and implementation of software updates technologies in a way respecting privacy and independence of the computer’s user.
Whereas, during the Closed Session of European Commissioners the “Resolution of the European Data Protection Conference to set up a joint forum on data protection in police and judicial co-operation matters (data protection in the Third Pillar)” was adopted.

The Conference provided a chance to draw the attention of the representatives of the media to the issues related to privacy protection. On 14 September 2004 a press conference was organised during which the Inspector General presented the idea of organising the Conference, indicating that it was held in Poland and gave an opportunity to show our country as a state which upon joining the European Union fulfilled all data protection standards. A meeting which took place on 16 September 2004 was a summary of the three days’ long 26th International Conference on Privacy and Personal Data Protection. During this meeting the journalists were given a chance to have individual conversations with the participants of the Conference.
9.   Information activity.

Like in the previous years, the Inspector General was promoting the idea of privacy protection by different forms of communication such as: mail, telephone, Internet, electronic mail and media (the press, radio, television), in order to raise citizens’ awareness of the right to privacy protection, and in particular the rights and obligations resulting from the Act on the Protection of Personal Data. The information being provided covered among others data protection legislation and appropriate amendments thereof, decisions issued by the Inspector General and administrative courts, the Inspector General’s addresses to other entities indicating irregularities on personal data protection. 

9.1   Cooperation with media.

In this reporting period the Inspector General maintained everyday contacts with the press, radio and television representatives and provided journalists with the answers to the questions – according to their expectations – straightaway.

The responds to questions addressed to the Inspector General were regularly published in national and regional dailies and periodicals such as “Rzeczpospolita”, “Gazeta Prawna”, “Trybuna”, “Życie”, “Życie Warszawy”, “Prawo i Gospodarka”, “Wprost”, “Polityka”, “Gazeta Samorządu Administracji”, “Tina”. The Inspector General has also commenced publishing regularly articles on personal data protection issues in “Gazeta Policyjna” within its educational and information activity and a long-lasting cooperation with the police.

The Inspector General also participated regularly in radio and television programmes of both public and commercial radio stations and television centres commenting on personal data protection issues in broadcasts such as “Człowiek i paragraf„ [“Man and paragraph”] (Polskie Radio Bis – Polish Radio Bis), „Studio Gazety Prawnej” [“Studio of Gazeta Prawna”] (Redakcja Radiowo - Telewizyjna Gazety Prawnej – Radio and Television Section of Gazeta Prawna), “Sygnały Dnia” [„Daily Signals”], “Cztery Pory Roku” [„Four Seasons”] ( I Program Polskiego Radia – I Program of the Polish Radio), “Rozmowy” [„Talks”] (Radio dla Ciebie – Radio for You). She also gave interviews and responded to questions posed by journalists from many other radio stations (Radio ESKA, Radio Józef, Radio KOLOR, Radio Plus, Radio ZET, RMF FM).

Personal data protection and privacy issues were also discussed in information programmes broadcast both by public television and private stations, among other things on TVP (Panorama, Wiadomości, Teleexpress, Telewizyjny Kurier Warszawski, Kawa czy herbata), Telewizja Polsat, Telewizja Polsat2, TV4 (“Informator Prawny” – “Legal Informer”), Telewizja TVN and TVN24. Press agencies (PAP, IAR, PAI) and websites reported also on personal data protection issues.

Most questions posed by journalists to the Inspector General were focused on:

- assessment of legislation and practical application of the Act,

- entities which most often were in breach of the provisions of the Act on the Protection of Personal Data,

- amendment of the Act on the Protection of Personal Data,

- settlements in particular cases considered by the Inspector General,

- disclosure of information to the press by particular entities,

- entities’ liability for an inadequate security of data,

- possibility to disclose a debtor’s personal data together with assigned claim. 

Similarly, like in previous years journalists also inquired about the legal basis upon which given entities such as banks, police, building cooperatives, employers, schools process personal data. Quite often the contents of questions addressed to the Inspector General by media representatives concerned amendments of the special provisions regarding personal data processing in particular sector
. 

Journalists addressed many questions to the Inspector General concerning current political and economic events but also individuals who asked the journalists for help in their cases.

The Inspector General was also interviewed both by the press and on radio and television responding the questions of media representatives. In those interviews the Inspector General summarised her activity, assessed the level of data protection in banking, insurance and telecommunications sector, as well as the activity of direct marketing companies, employers, administration and law enforcement bodies in relation to the notifications of an offence lodged by the data protection authority. Journalists were also very interested in the amendment of the Act and assessment of new regulation. The Inspector General, by means of a press announcement, informed about the entry into force of amended provisions of the Act and new obligations imposed by the Act and the need for the controllers to undertake activities aimed at adjusting the processing of data to the new requirements. Such announcements were published in June 2004 in “Gazeta Prawna”, “Rzeczpospolita” and “Trybuna” dailies. 

In the same way – by announcements published in “Gazeta Prawna” and “Rzeczpospolita” dailies – the Inspector General in August 2004 turned to the legal firms with a request not to send information on their activity being carried out (the business name, the name and surname, the seat, the address, REGON number (National Business Registry Number), the type of activity being carried out). According to the Act of 16 November 2000 on Counteracting the Introduction of Property Values Derived from Illegal of Undisclosed Sources into Financial Transactions and on Counteracting Financial Terrorism (unified text: Journal of Laws of 2003 No 153, item 1505 with amendments) such information shall be provided to the Inspector General of Financial Information.

With regard to the fact that the press plays the important role in social life and citizens’ education system, all information being published shall be checked and reliable. It is hard to assess the damages which could have been done by an untrue press publication perverting a sense of presented issue. The Inspector General herself experienced that on the occasion of the press article on personal data protection entitled ‘Oj dana, dana” published in “Polityka” weekly magazine
. That article turned out to be unreliable and included untrue and misleading information. For instance, one can point out that the author of the article claimed that the Act entered into force in 1997, whereas it has actually been in force since 30 April 1998. He also wrote that the Act on the Protection of Personal Data covers information on deceased persons which is obviously not true, either. Moreover, the parts of article which did not contain obviously untrue information presented the issue in a way that could be misleading for a reader and perverting the character and substance of the Act. The Inspector General received many letters from “Polityka” weekly readers including their doubts and proving their better knowledge of the Act then the article author’s. Consequently, the Inspector General tried to persuade “Polityka” weekly into publishing an article on personal data protection including the legal provision in force. The Inspector General’s efforts in this regard were in vain and therefore the matter was referred to court
.

In order to promote the knowledge on personal data protection the Inspector General for Personal Data Protection also organised press conferences for the representatives of radio, television stations, journalists and information agencies. 

At the press conference organised on 26 March 2004 in the Bureau’s Conference Room the Inspector General raised the question of new dangerous forms of direct marketing. The Inspector General warned against direct marketing actions which have become rather a manipulation. Direct marketing companies started to send letters to consumers with information about the amount of money which has been granted to him/her according to non-existing resolution on remuneration and ask for a call (most often by means of ‘audiotele’ line).

The visit paid in Poland by Mr Peter Hustinx – the European Data Protection Supervisor
 was an opportunity for media to get acquainted with the personal data protection issues in the context of Europe-wide regulations. That visit attracted much interest of media. The result of the meeting with the press was publications in the dailies such as “Życie”, “Rzeczpospolita”, “Gazeta Prawna” and “Wprost” weekly. 

The Inspector General held a press conference on 9 June 2004 during which raised the problem of selling debts of the clients of Telekomunikacja Polska S. A. outside Poland. Numerous complaints from the clients of Telekomunikacja Polska S. A. raised the Inspector General’s concern. The complainants reported that instead of recovering debts from the customers the company sell their debts to debt collecting companies and thus the customers have no opportunity to clear up any doubts concerning the appropriate performance of the contract. The Inspector General also pointed out the problems which the inspectors are facing in the course of inspections of data filing systems. For instance, some difficulties were presented concerning the performance of inspection in Porty Lotnicze S. A. Moreover, the question of the avoidance of liability for breaching personal data protection provisions by direct marketing companies was also indicated. Those companies transfer their seat abroad in order to effectively preclude the prosecution of such illegal usage of personal data. The Inspector General noticed that such ‘escape’ of direct marketing companies outside Europe may be a signal that the European area has became too small and restrictive for those companies. 

9.2   Training courses, scientific conferences, seminars.

The Inspector General for Personal Data Protection also informed about data protection issues in a direct way participating in person or through the employees of the Bureau in seminars, symposiums, scientific conferences and training courses organised by the state and self-government institutions, scientific institutes, higher schools, foundations, academic centres, banking and insurance institutions and other entities. At those meetings the Inspector General and her employees delivered lectures devoted to the issues of personal data protection in Poland and worldwide. 

Training courses on personal data protection were carried out by the Inspector General in reply to requests communicated by the interested parties. All issues related to the application of the provisions of the Act on the Protection of Personal Data were presented within those addresses during the reporting period and in particular the following:

1) prerequisites of the data processing and practical application of legal provisions concerned,

2) principles of personal data disclosure in particular cases,

3) obligations of the controllers to provide security measures to protect personal data and those relating to registration of data filing systems being kept by them,

4) purposes and nature of inspections being conducted by the inspectors of the Inspector General for Personal Data Protection,

5) the amendments of the provisions on personal data protection,

6) principles of the processing of data in information and telecommunications systems.

7) application of data protection legislation with regard to other legal provisions related to freedom and the protection of information. 

The employees of the Bureau, promoting knowledge on personal data protection and the obligations provided for by the Act on the Protection of Personal Data participated in the following training courses:

· on 18 May 2004, a training course for prosecutors held in the seat of the Regional Prosecutor’s Office in Włocławek. The presented questions included the protection of personal data being processed by prosecutors and the prerequisites of personal data processing in the light of the complaints on the activity of prosecuting bodies.

·  on 20 – 21 May 2004 – participation in the meeting of Program Committee of the Symposium entitled “Information Systems Security BSI 2004” organised by the Military University of Technology in Warsaw and the Board of the Polish Branch of AFCEA.

· on 3 June 2004, a training course entitled “Data protection principles based on the statutory provisions in the light of the Act on Trade Unions” in the seat of the Polish Teachers’ Association. Training course was addressed to persons in charge of legal service provided in particular branches of the Polish Teachers’ Association.

· On 16-17 June 2004, a training course on the principles of personal data protection, provisions of the Act on Personal Data Protection and basic definitions, tasks of the Inspector General for Personal Data Protection and position and obligations of the controllers in the Ministry of Agriculture and Rural Development; this training course was addressed to the employees of the Ministry.

· on 24 June 2004, a training course for the employees of the Office for Repatriation and Aliens concerning the principles of the personal data processing and technical and organisational measures used to protect such data.

· on 1 July 2004, a training course on data protection principles in the police sector, within the Workshop for Police Information Practitioners organised by the Police Training School in Katowice.

· on 12 July 2004, a training courses for the employees of the county office in Pabianice on the principles of the processing and security of personal data and the amendments of data protection legislation.

· on 23 September 2004, a training course for the employees and legal counsels of the Chief Sanitary Inspectorate entitled “Data protection in the health care sector and in the activity of the Chief Sanitary Inspectorate”.

· on 11 October 2004, a training course in the General Headquarters of Border Guard for its officials concerning personal data protection principles in Border Guard, mainly the protection of personal data being processed in IT systems.

· on 3 November 2004, a training course for courts employees held in Regional Court in Katowice. It was focused mainly on the protection of personal data and in particular on tasks imposed upon administrators of information security (data protection officials) and data protection principles in the light of the complaints on the court’s activity.

· on 8 November 2004, a training course for the employees of the courts held in the Ministry of Justice on the requirements of the processing and security of personal data.

· on 7 December 2004, a training course for courts employees held in the Ministry of Justice which focused on the performance by the courts of obligations set out in personal data protection legislation, including the prerequisites of the legal processing of personal data, methods of keeping documentations and the requirements concerning the appropriate personal data protection. 

· on 10 December 2004, a training course for students conducted in Technology Institute of the Warsaw University devoted to the principles of personal data processing in computer systems, and in particular the tasks of administrator of information security.

Data protection issues were also discussed during symposiums and scientific meetings:

· on 22 – 24 March 2004 - a seminar held within the twinning light agreement between the General Headquarters of the Police and the German Federal Criminal Bureau (BKA). The meeting was devoted to personal data protection in the police activity. In that seminar participated the representatives of the General Headquarters of the Police, National Bureau of the Criminal Information Service, the Internal Security Agency, as well as the Federal Criminal Bureau and Joint Centre in Kehl responsible for exchange of personal data between Germany and France which are processed by the police. During the seminar, the employee of the Inspector General presented significant legal solutions with regard to the processing of personal data by the police provided for by the Act on the Protection of Personal Data which have been in force since 1 May 2004. 

· on 13 – 14 April 2004 - the 35th Meeting of the International Working Group on Data Protection in Telecommunications (IWGDPT) in Buenos Aires. At the meeting the employee of the Inspector General presented a draft common position of IWGDPT on the processing of personal data in media. 

· on 12 – 15 May 2004 - 6th meeting of the Central and Eastern Europe Data Protection Commissioners. The method of implementation of Article 17 of Directive 95/46/EC into the Polish data protection legislation as well as the presentation of inspection procedures applied by the inspectors of the Bureau were the main subject of the lecture presented there by the employee of the Inspector General.

· on 31 August 2004 - a working meeting of project partners of the Virtual Privacy Office in Kiel. The employee of the Inspector General presented the guidelines on the redirection method enabling redirection from the virtual office’s website to the Inspector General’s one and a new package of technical information for users prepared by the Inspector General posted at http://techinfo.giodo.gov.pl/.

· on 20 – 21 October 2004 - a Conference SECURE organised by the Scientific and Academic Computer Network (NASK) under the patronage of the Minister of Science. At that meeting the employee of the Inspector General delivered a lecture entitled ‘Technical, organisational and functional requirements concerning the security of computer systems used for personal data processing”.

· on 2 – 3 November 2004 - a meeting of the Polish, Czech and Hungarian Data Protection Commissioners with the representatives of the European Privacy Officers Network. During the meeting the data protection legislation in Poland, Czech Republic and Hungary was discussed and then the representatives of the respective countries concerned talked over the practical aspects of the application of data protection legislation. At that meeting the employee of the Inspector General presented the Inspector General’s inspection’s procedures, the Polish legal provisions concerning direct marketing and penal measures with respect to persons who violate data protection legislation. 

· on 1 – 2 December 2004 - a reporting meeting of CEN/CENELEC Working Party dealing with a standardization concerning personal data protection. At the meeting the employee of the Inspector General presented information on the Inspector General’s participation in the standardization works of the Polish Committee for Standardization. 

9.3   Telephone information and Internet.

The Inspector General also provided with telephone information besides information activity conducted in written form. The questions posed in that way concerned very different matters like for instance: controllers’ obligations (including the obligation to register data filing system), interpretation of the notions used in the Act on the Protection of Personal Data, execution of rights conferred to data subjects, admissibility of disclosure of personal data and method of personal data safeguarding. After the amendment of the Act on the Protection of Personal Data, on 1 May 2004 the Inspector General launched a special telephone line where interested parties may obtain information on the provisions of the Act and new law enforcement provisions. About 40 persons a day used that service. 

The rapid rise of Internet communications has a considerable impact on the Inspector General’s information activity in this reporting period. The official website of the Bureau of the Inspector General is currently available in Polish and in a limited English version
. On the website of the Bureau one can find the answers to frequently asked questions, decisions issued by the Inspector General, court decisions concerning personal data protection and addresses to private and public entities are posted. The mentioned means of communication of information has been particularly significant since the new provisions of the Act and appropriate law enforcement provisions had become effective.

In comparison to the previous year new sections were added on the website such as for instance “News” where interested persons may find information on the current events and developments in the field of personal data protection. The section devoted to international cooperation was changed and extended. In that section comprehensive information on the following institution and bodies: the Council of Europe, the Article 29 Working Party, JSB Europol, JSA Schengen, JSA Customs, the European Data Protection Supervisor, as well as the links to data protection authorities from other countries and information on the Conferences of the Central and Eastern Europe Data Protection Commissioners was posted.

Part II. DATA PROCESSING BY PUBLIC AND PRIVATE ENTITIES.

Personal data processing constitutes an integral part of the functioning of most subjects both from public and private sector. It imposes on entities an obligation to observe the provisions on personal data protection and to respect the data subjects’ rights. In 2004 – as in previous years - the way of realisation of these obligations was subject to constant monitoring by the data protection authority. The Inspector General, according to its competence, controlled the process of data processing by the controllers, both public sand private sector entities, and undertook activities aimed at eliminating the found irregularities. Administrative decisions (685 in total were issued in the reporting period) were basic form of influence. Other forms of the Inspector General’s activity which played an important role in shaping proper standards of the personal data protection included addresses to data processors, replies to the questions addressed to the Inspector General, etc. It needs to be stressed that due to specific political and social circumstances – Poland’s accession to the European Union and related change of the provisions on personal data protection – special emphasis was put on informational and educational activities, addressed to both data controllers and natural persons to whom the data relate.

In this part of the report detailed analysis of the situation in particular sectors together with figures depicting the scale of the considered cases, examples of decisions, as well as comparative data from the previous years were presented. It allows making an in-depth evaluation of the changes of knowledge level and conduct of the entities participating in personal data processing.

D.   Public administration issues.

In 2004 the Inspector General handled complaints regarding violation of the provisions on personal data protection by administrative units such as registry offices, labour offices, social welfare centres, education institutions, territorial self-government units. Most complaints concerned disclosure of data to unauthorised entities, although information was also received about cases of unjustified – in complainants’ opinion – refusal to disclose information. Compared to previous years, the number of complaints shows decrease, and most of them turned out to be groundless – after proper proceedings had been conducted by the Inspector General. It needs to be noted, however, that there were complaints on controllers (e.g. revenue offices) whose activities in the previous period were not subject of complaints addressed to the Inspector General. However, in general the situation in the discussed sector indicates an increase in observing personal data protection provisions by public administration units.

1.   Registry Offices.

The substantive basis of personal data processing carried on by registry offices is represented by the Act of 29 September 1986 the Act on registers of civil status (unified text: Journal of Laws of  2004, no. 161, item 1688) and by the law enforcement provisions issued based on this Act, in particular the Regulation of October, 1998 by the Minister of Internal Affairs and Administration as regards detailed principles on developing registers of civil status, the way of keeping birth, marriage and death registers, their control, storage and security, as well as specimen of registers of civil status, copies from them, certificates and minutes (Journal of Laws no. 136, item 884 with changes).

1.1 In the reporting year the Inspector General received 6 complaints regarding personal data processing by registry offices. Compared to previous years the number of complaints in this field increased, as in 2003 there were 3 complaints of this type, whereas in 2002 – 2.  
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Chart: Numeric comparison of complaints lodged with the Inspector General in the years 2002 – 2004.

In the complainants’ view, registry offices were inappropriately protecting their data by disclosing the information contained in the registers of civil status to unauthorised persons
.

Only in one of the considered cases the Inspector General found it necessary to turn to the President of the City of Racibórz with a request to undertake technical and organisational activities aimed at disclosure of personal data contained in copies from registers of civil status to authorised persons exclusively
. For it was stated that an employee of the Registry Office in Racibórz disclosed data without exercising due care. The register was made available to an unauthorised person (complainant’s ex-wife) due to wrong assessment of facts of a case by the officer. In consequence of the activities undertaken by the Inspector General, the President obliged the Registrar to carry out an additional training course for all employees involved in personal data processing. The employees were also obliged to handle the applications with due care, in particular by demanding documents confirming the legal interest to obtain the copies from the birth, marriage and death registers by not related persons.

In the remaining cases the complainants’ objectives were not considered as well founded
. For, as it was stated in the course of proceedings, data were disclosed at written request justified with legal interest and had a legal basis in special legal provisions (Art. 23 paragraph 1 subparagraph 2 of the Act on Personal Data Protection in connection with Art. 83 paragraph 2 of the Act – Law on registers of civil status
), e.g. for the purposes of hearing of evidence in the civil case on stating an acquisition of an inheritance or in connection with vindication of claims for alimony from the person whose data were included in the issued copy.

1.2 Compared to previous years the Inspector General received in 2004 a bit more questions about interpretation of the provisions concerning personal data processing by registry offices.  
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Chart: Numeric breakdown of questions addressed to the Inspector General in 2002, 2003 and 2004 

These questions pertained both to general issues such as interpretation of the provisions of the Act on Personal Data Protection as to whether they apply to the contents of the register of civil status
, as well as more detailed issues such as admissibility for the registry office to disclose a copy of marriage certificate to plenipotentiary of spouse’s creditor
. In replies to the above mentioned questions the Inspector general indicated either relevant provisions of the Act on Personal Data Protection or provisions of the Act – Law on registers of civil status regulating the principles of issuing copies of registers of civil status, respectively.

1.3 In the current reporting period the Inspector General for Personal Data Protection expressed opinion on 1 draft legal act concerning data processing by registry offices and gave no comments on it. Whereas, in connection with this draft the Government Legislation Centre consulted the Inspector General for Personal Data Protection as regards recognising the information contained in the category named „birth characteristics” as so called „sensitive data”.

Legislative works concerned the draft Regulation by the Minister of Health as regards written notification of child’s birth
. In particular, it was examined whether it is permissible to transfer data contained in the written form of notification of child’s birth to the statistical office in order to make entries of territorial symbols of place of permanent residence and seat of the registry office in the form. In the Inspector General’s view this notification did not contain sensitive data, including data on health. Although the term “birth characteristics” in its literal wording could suggest that we had to do with the data being subject to specific protection, but the draft Regulation by the Minister of Health as regards written notification of child’s birth, which gave detailed meaning of this notion in the Appendix, did not provide for an obligation to give within the indicated category the information which concerned exactly the state of health or the information from which such information on health could be concluded. Therefore, it had to be recognised that the term „birth characteristics” was used in the Act and in the draft Regulation in the meaning relating to regular data, and not sensitive data. Thus, the data processing principles specified in Art. 27 paragraph 2 of the Act on Personal Data Protection shall not apply to the processing (and transfer) of the indicated information. Hence, the permissibility of transfer of data contained in the written notification of child’s birth to public statistics services shall be considered in the context of Art. 23 paragraph 1 subparagraph 2 of the Act on Personal Data Protection in connection with special provisions of the Act – Law on registers of civil status and the Act of 29 June 1995 on Public Statistics (Journal of Laws No. 88, item 439 with amendments), as well as the regulations of the Council of Ministers as regards the program of statistical research of public statistics which are annually issued on the basis of Art. 18 of the latter Act.

1.4 In 2004 communes notified to registration 6 personal data files kept in connection with the fulfilment of tasks concerning civil status registration.
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Chart: Numeric breakdown of data files notified to registration in connection with the fulfilment of tasks concerning civil status registration in the years 2002- 2004.

In the sent notifications certain irregularities occurred. In one case the applicant notified to registration data file on out-of-date notification form
. In another case
 there were lacks in the notification as regards the way of collection and disclosure of personal data, recipients or categories of recipients to whom the data can be transferred. The latter notification also did not contain the information on the fulfilment of all requirements specified in Art. 36–39 of the Act
. In such cases the Inspector General requested the applicants do remove irregularities. 

1.5 In 2004 no inspections were conducted in registry offices.

2.   Social assistance.

Personal data processing in the field of social assistance is regulated in the provisions of the Act of 12 March 2004 on Social Assistance (Journal of Laws no. 64, item 593 with amendments), the Act of 28 November 2003 on Family Benefits (Journal of Laws no. 228, item 2255 with amendments)
 and the enforcement provisions issued on their basis such as regulations of the Minister of Labour and  Social Policy of 16 February 2001 r. on adoption and care centres (Journal of Laws no. 14, item 132) and the Act of 1 September 2000 on educational care facilities (Journal of Laws no. 80, item 900)
, as well as the Regulation by the Minister of Labour and  Social Policy of 27 September 2004 on the way and mode of proceedings in cases on family allowance (Journal of Laws no. 213, item 2162). The binding Act on Social Aid is a new legal act
, which – just like the previously binding act – due to many prerequisites of providing aid, authorises social assistance institutions to collect and use in a wide scope the data of persons using this assistance. 

2.1 In 2004 the Inspector General received 8 complaints related to social assistance. Most of them turned out to be unjustified due to existing legal provisions which no only authorise, but also oblige social assistance bodies to collecting the data on persons against whom proceedings is pending which regards granting the right to welfare benefits or verification of this right. .
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Chart: Numeric breakdown of complaints regarding social assistance in the years 2002 –2004.

Complaints addressed to the Inspector General allow concluding that while applying for certain benefits the complaints did not provide to social assistance institutions the information necessary to establish the right to benefits or did not consent to the collection of their data
. Meanwhile, such authorisation for social assistance institutions results directly from the legal provisions and hence the person applying for assistance shall be aware of the need to disclose information for the purposes of the proceedings connected with rendering social assistance or refusal to render it. While handling such cases the Inspector General did not found violation of the legal provisions, because collection of certain personal data of complainants was based on the need to establish the rights of such persons or members of their families, in order to obtain social benefits.   

The complainants questioned the legitimacy of collecting by social assistance institutions data such as employment period and remuneration amount or period of unemployment. To give an example, there was a complaint in which the complainant demanded the processing of his personal data by social assistance institution in Szprotawa to be regarded as illegal. In this case the Inspector General issued a decision refusing to consider the application, as the data were processed on the basis of Art. 23 paragraph 1 subparagraph 2 of the Act on Personal Data Protection, within the administrative proceedings initiated by the institution and concerning rendering social assistance
. For the same reasons the Inspector General did not also consider a demand to stop the processing of data relating to a complainant who was using social assistance at the moment of lodging a complaint. It needs to be noted that social assistance institutions are obliged to store the data included in the files of the proceedings conducted by them also after their termination. This obligation results from the Act of 29 September 1994 on accountancy (unified text: Journal of Laws of 2002 no. 76, item 694 with amendments) and the Act of 14 July 1983 on national archival recourses and archives (unified text: Journal of Laws of 2002 no. 171, item 1396 with amendments). 

The Inspector General received also complaints with a demand to order the correction of the protocol of inspection conducted in social welfare home or verification of activities conducted by social assistance institution on the basis of the provisions of the Act on social assistance, that is issues being beyond the competence of the Inspector General and being exclusively within the competence of authorities controlling the decisions of social assistance institutions
.

In the discussed reporting period the Inspector General faced the practice of territorial self-government entities consisting in commissioning social assistance institutions with the task of making community interviews for the purposes of the proceedings conducted by them.   

In one of the cases the complainant addressed the Municipal Real Property Management in Świdnica with a request to redeem the interests payable on overdue rent payments, whereas the Management did not reply to this application, but turned to the municipal institution to conduct a community interview in order to determine the financial state of the applicant
. For it was decided by way of a resolution adopted by the City Council that social assistance institution is entitled to conduct such interview for the benefit of the Municipal Real Property Management. Whereas, in the Inspector General’s view it would be sufficient to recognise that the commune’s authorities can ask for information whether the benefit has been granted or not and in what period, without the need to  conduct an interview which results in obtaining by the commune’s units completely redundant information within the course of additional proceedings conducted by them. It is justified to make interviews for the proceedings conducted by social assistance institutions, but not for proceedings conducted by other entities, e.g. communes. Such action, as the one burdening social assistance institution with additional tasks not justified by the provisions of the Act on Social Assistance, was recognised as an action requiring a change, which was emphasised by the Inspector General both in the address sent to the President of the Świdnica City and to the Chairman of the Management Board of the Polish Cities Association
. The Inspector General’s addresses received positive reaction – the Inspector General was informed that its recommendations were followed by undertaking proper activities aimed at changing the questioned practice. 

Analysis of complaints from the field of social assistance which were considered by the Inspector General in 2004 indicates that the number of objections regarding improper security of data decreased, whereas the persons whose data are being processed by social assistance institutions still do not accept the fact that the collection of their data for the purposes of proceedings conducted by the institutions is necessary to grant them specific benefits, possibly to verify the right to obtain them.  
2.2 In the reporting period the number of questions about interpretation of the provisions regarding personal data processing in connection with providing social assistance increased. This growth was partly related to the fact that in the analysed period new provisions regulating the above mentioned issues entered into force. On one hand, awareness of the fact that new regulations are in force, and on the other one ignorance of detailed provisions contributed to – as it seems – an increased number of questions in this field.
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Chart: Comparison of the number of questions addressed to the Inspector General in the years 2002-2004.

Over one half of the questions sent to the Inspector General in the discussed reporting year concerned the issue – similarly as in the previous years – of admissibility of disclosing to various entities, authorities and institutions personal data of persons using social benefits. This type of correspondence was sent directly by social assistance institutions, entities demanding disclosure of data and facing social assistance institutions’ refusal in this regard, as well as entities which were asked by social assistance institutions to disclose data.

The entities which  addressed questions to the Inspector General or the activities of which aroused doubts included: courts, public prosecutor’s office and police
, Social Insurance Institution and Insurance Guarantee Fund
, self-government authorities (commune administrator, mayor)
, audit committees of territorial self-government units
, internal auditor of the commune’s organisational unit
, bookkeeping department of the town hall
, social committee of the commune council
, employment offices
, journalists
, non-government organisations
, private persons
, including employees. Such a wide group of entities referring to the processing of personal data by social assistance institutions indicates bigger and bigger awareness of the related risks and the will to comply with the binding legal provisions in this regard.

In the discussed reporting period, askers had doubts related both to the provisions of the Act on Family Benefits
 and the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing
. Questions concerned also issues such as admissibility of entrusting by social assistance institutions other entities with payment of social benefits
, or admissibility of making the processing of natural persons’ data dependent on the consent expressed by any institution
. Furthermore, there were questions about the rules of completing the data contained in the files
, and about the scope of social workers’ tasks
. One of the letters sent to the Inspector General included a question about the obligation to register the personal data file
. Another question related to the scope of the rights of attorney of the company which makes its premises available as part of providing social assistance to access the data in connection with registering residence of persons using such premises
. The asker had doubts whether such authorisation – entitling to a very wide scope of activity – does not threaten the security of personal data of the interested persons. In reply the Inspector General stated that the procedure of registering for a permanent or temporary stay was regulated in detail in the Act of 10 April 1947 on Census and Identity Cards (unified text: Journal of Laws of 2001 no. 87, item 960 with amendments) and in the Regulation - issued on the basis of this Act - of December 24, 2002 by the Minister of Internal Affairs and Administration as regards notifying and collecting the data necessary to register and de-register residence, and to keep census of population and record of issued and lost identity cards (Journal of Laws No. 236, item 1999 with amendments)
. The Inspector General noted that the provisions of both acts unanimously regulate the principles and mode of registering for a permanent and temporary stay persons who stay in institutions which make premises available in connection with social assistance, and that the activities undertaken under these provisions will not be regarded as violation of the Act on Personal Data Protection
. At the same time, the Inspector General informed that transfer of data between persons and authorities participating in the process of residence registration shall be carried out in compliance with the requirements of Art. 36 of the Act on Personal Data Protection, i.e. in a way making it impossible for unauthorised persons to access these data.  

In the discussed reporting year the issue of making the payment of benefit dependent on expression of consent to personal data processing
. In this case the Inspector General indicated that demanding by social assistance institution from the data subject to express consent to his/her data processing is not only redundant, but also lacks legal basis. For, relevant legal provisions, i.e. the Act on Social Assistance, constitute the legal basis of personal data processing within social assistance activities
. This Act does not, however, make the payment of benefit dependent on expression of consent to personal data processing.

The Inspector General was also asked about the legitimacy of processing by regional social policy institution the personal data of persons who become self-dependent and leave educational care facilities, both children’s homes and correctional facilities, social assistance homes for intellectually disabled children and youth, homes for mothers and their minor children and pregnant women, shelters for minors, correctional facilities, special school and education centres, as well as educational centres for youth,  in order to improve the process of information transfer between poviats from the territory of one voivodeship and poviats from the remaining voivodeships
. The Inspector General considered this case on the basis of the provisions of the Act on Social Assistance, which pointed to lack of authorisation of regional social policy institutions to carry on such activity. 

2.3 In 2004 the Inspector General for Personal Data Protection received 26 draft legal acts regarding social assistance for consideration. Comments were reported on 6 of them. For comparison in 2003 2 drafts were sent and no comments were presented to them. Whereas in 2002 7 legal acts were received and comments were submitted in relation to 1 of them.
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Chart: Numeric breakdown of draft legal acts regarding social assistance sent to the Inspector General for expression of an opinion on them in the years 2002 – 2004.

In the course of legislative works on the draft Regulation of the Minister of Social Policy as regards educational care facilities the Inspector General pointed to the lack of statutory legal grounds for introducing a condition for a volunteer not to have a criminal record
. Pursuant to Art. 81 paragraph 10 subparagraph 1 of the Act on Social Assistance the Minister responsible for social security issues shall determine by way of regulation inter alia the requirements related to volunteering. However, none of the provisions of this Act specifies the grounds for asking about lack of criminal record of volunteers. Art. 43 of the Act of 24 April 2003 on activity for public benefit and volunteering (Journal of Laws No. 96, item 873 with amendments) stipulates only that a volunteer shall possess qualifications and meet the requirements relevant to the type and scope of provided benefits, if the obligation to possess such qualifications and to meet relevant requirements results from separate provisions. However, none of the provisions of statutory rank constituted a basis legalising the processing of data on lack of criminal record of volunteers. The Inspector General’s comment was considered.

2.4 In 2004 the entities performing tasks related to social assistance notified to registration 209 data files. So, in comparison to previous years their number was a dozen or so times bigger (in 2003 - 15 data files were notified, whereas in 2002 – 36).
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Chart: Numeric breakdown of data files notified to registration by entities performing tasks related to social assistance in the years 2002–2004.

The applicants included social assistance institutions, family assistance centres, social assistance homes, adoption and care centres. It needs to be noted that new unknown so far categories of data files, i.e. files concerning persons receiving family benefits, were notified to registration
. It resulted from entry into force as of 1 May 2004 of the Act on Family Benefits, which specifies the conditions of acquiring the right to family benefits and the rules of determining, granting and paying these benefits. In connection with the execution of tasks specified in these provisions it is necessary to process personal data, which in turn entails the obligation to notify the kept data files to registration by the Inspector General.

In the reporting year – among 209 notified files which concerned social assistance issues – 168 were related to persons using family benefits, and the applicants of such notifications were both social assistance institutions and communes. Besides, alike in previous years the data files notified to registration most often concerned persons applying for housing allowance
, as well as persons receiving other social benefits
. Data controllers informed about the processing in the notified files of sensitive personal data referred to in Art. 27 paragraph 1 of the Act
. The provisions of the Act on Social Assistance, and in particular its Art. 100 paragraph 2 were most often indicated by applicants as legal basis of such data processing
; the article referred to above unanimously specifies which data subjected to special protection can be processed by entities realising social assistance tasks. 

The most frequent infringement of applicants included determining improper level of security of data processing in the computer system
 and lack of information about developing and implementing the documentation describing the way of personal data processing in the file and the means used for their protection
. After the Inspector General’s intervention, these irregularities were corrected by the applicants.

2.5 In the reporting period the Inspector General did not perform inspections in which the compliance of personal data processing with the provisions on their protection by entities realising tasks related to social assistance would be verified. 

3.   Education

Personal data processing in cases related to education was regulated in the provisions of the Act of 7 September 1991 on Education System (unified text: Journal of Laws of 2004 No. 256, item 2572), the Act of 12 September 1990 on Higher Education (Journal of Laws No. 65, item 385 with amendments), the Act of 26 January 1982 the Teacher’s Charter (unified text: Journal of Laws of 2003 no. 118, item 1112) and enforcement provisions to these acts
.

3.1 In the discussed period the Bureau of the Inspector General received 6 complaints.
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Chart: Numeric breakdown of complaints related to education issues which were received by the Bureau of the Inspector General in the years 2002 – 2004.

They concerned mostly the issue of disclosing data to unauthorised persons.

An example of such complaint can be the case of disclosing student’s personal data by an employee of language school in Gdańsk.
. The data were disclosed without having verified if the person who applied for their disclosure was authorised to obtain them. This information was passed on to the student’s wife who had no authorisation for obtaining it and who then used the data in a private dispute.  The school principal was notified about the need to apply such personal data security measures which would prevent events of this type in the future.  In this case a notification of commission of crime from Art. 51 of the Act on Personal Data Protection consisting in disclosing data to unauthorised person was also addressed
. 

There was also a case in which education institution communicated to (debt) collection agency the complainant’s data, in a situation where the complainant enrolled at a school, but did not begin the course there for health reasons and there was no basis for processing her data in this way by the school
. As a result of the Inspector General’s interventions persons guilty of negligence – including failure to note that the complainant informed about not having been able to start the course, and wrong qualifying her as a debtor – were punished, and the personal data were erased both from school’s files and the collection agency’s files. 

A similar case concerned disclosure of personal data of student’s parent by a school teacher in the course of a private dispute between the parents and the teacher
. As a result of the Inspector General’s intervention, the headmaster instituted disciplinary proceedings against the teacher, in connection with a statement that disclosure of data was a lawless activity and did not result from the fulfilled official duties.

Not all of the handled complaints were grounded. For example, a complaint of student’s parent for the processing of his data by the headmaster and his deputy, consisting in sending to the complainant a correspondence containing his personal data by deputy headmaster
. As it resulted from the proceedings, there was a conflict between the parents and school authorities concerning   realisation of individual education program of the complainant’s son, and the correspondence between school and complainant was strictly connected with fulfilling the education tasks by the headmaster and his deputy. In such cases the Inspector General informed complainants that the questioned activities do not violate the Act, as they find their grounds in specific legal provisions, and the processing is permitted, because it is strictly related to execution of the tasks resulting from the Act on Education System
. 

Complaints from the education field received by the Inspector General in 2004 did not regard so comprehensive issues, as it was the case in previous years. As it was presented above, in the analysed reporting period disclosure of complainant’s personal data to unauthorised entities was most often questioned. Whereas, in previous years the complaints mainly concerned the issue of disclosing by headmasters of teachers’ personal data included in employees documentation to communes who requested such disclosure under their control rights, and providing information on children performance at school to parents.

3.2 Compared to previous year a significant increase in the number of questions about interpretation of the provisions concerning personal data processing in the education sector was noted
.
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Chart: Numeric breakdown of the number of questions about interpretation of the provisions concerning data processing in the education field 2002 – 2004. 

Questions about interpretation of the provisions concerning data processing in the education field received by the Inspector General in the reporting period concerned inter alia:
1)  a possibility for a journalist to collect personal data of secondary school leavers and to place it in press material
,

2)  admissibility for a dean of university to disclose student’s personal data to another student
,

3)  legitimacy of collection by schools or authorities responsible for school of teachers’ personal data, including information on the amount of old age pension or annuity, in connection with the obligation to pay contributions for the company’s social benefit fund for these persons
,

4)  obligation to register personal data files administered by the entities providing education services
,

5)  lawfulness of entering remarks on student’s behaviour into school register
,

6)  legitimacy of conducting closed-session advisory proceedings by the Central Commission for Academic Degrees and Titles
.

Similarly as in previous years the Inspector General was asked about admissibility for universities to disclose to students’ parents, in connection with their obligation of maintenance, the information whether their child is still studying
. Again there appeared questions about admissibility of publishing students’ lists including their surnames
, 
in particular together with results of examinations
. The problem of lawfulness of placing on school’s website of names and surnames of its graduates, in order to document the school’s history is still up-to-date
. The Inspector General received also questions concerning disclosure of graduates’ personal data in order to confirm if a given person in fact graduated a specific university
. In the reporting year doubts were still aroused by putting on schools’ websites the teachers’ personal data, including their names and surnames, e-mails and information on subjects taught by them and their academic title
. There were also questions as to whether the information on teacher’s education is subject to protection
. The Inspector General was also asked about admissibility of publishing on universities’ websites among others students’ pictures together with their names and surnames
.

Another question arousing doubts was the issue concerning the admissibility for a university to require data on student’s health in the form of information about confirming his/her illness referred to in § 1 of the Regulation of 18 September 1998 by the Minister of Labour and Social Policy as regards types of illnesses which justify reducing the rate of employment of disabled persons and the way of its reducing (Journal of Laws No. 124, item 820 with amendments). After having analysed the legal regulations applicable in this case
, the Inspector General stated that the university is entitled to require such information.

Some askers also questioned ratio legis of the Act on Education Information System, which entered into force on 1 January 2005. Wide scope of data being subject to compulsory disclosure aroused the askers’ doubts. The Inspector General explained that the collection of personal data by the entities keeping education data bases finds justification in Art. 23 paragraph 1 subparagraph 2 of the Act on Personal Data Protection, and for this reason can not be regarded as illegal. Upon entry in force of the provisions of the Act on Education Information System the legislator established a material and legal basis for obtaining pedagogical employees’ personal data in the indicated scope by the entities specified in the provisions.

3.3 In 2004 18 draft legal acts concerning the discussed sector were addressed to the Inspector General for Personal Data Protection for expressing an opinion and comments were presented on 5 of them. In 2003 10 drafts were sent and no comments were presented on them. In 2002 3 draft legal acts were sent and one of them was commented on. 
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Chart: Numeric breakdown of draft legal acts concerning education received by the Inspector General in the years 2002 – 2004.

One of the issues in the drafted provisions which aroused the Inspector General’s doubts was the scope of personal data which shall be obtained in connection with submitting an application for issuing a relevant diploma or certificate by an interested person on the basis of § 4 paragraph 2 subparagraph 5 of the draft Regulation by the Minister of Infrastructure as regards detailed mode of issuing diplomas, certificates, diver’s booklets and underwater works logbook, as well as specimen of these documents
. The drafted provision imposed on the applicant the obligation to attach to the request for issuing relevant diploma a copy of identity card or another document confirming identity. The Inspector General indicated that due to the legal state being in force too broad scope of data, inadequate to the purpose, might be collected on the basis of copies of identity cards. 

The scope of personal data included in ID card is specified in Art. 37 of the Act on Census and Identity Cards. However, pursuant to Art. 2 paragraph 1 of the Act of 20 August 1997 on amending the act on census and identity cards and the act on economic activity (Journal of Laws No. 113, item 733 with amendments), identity cards issued before the date of entry into force of this act (i.e. 1 January 2001) remain valid till 31 December 2007. These specimens, issued before the indicated amendment, contain more personal data than it is provided for by Art. 37 of the Act on Census and Identity Cards, e.g. information on consecutive places of work, blood group, etc. Whereas, the contents of the proposed provision did not directly specify that this data shall be for example blackened. The need to specify the scope of data resulted also from the contents of the discussed provision which referred to “other documents confirming the applicant’s identity”, without indicating either specific documents or the scope of necessary data, which might have contributed to violation of the adequacy principle (to be observed while processing personal data). This remark was taken into account.

3.4 In the reporting year personal data files were notified to registration in connection with performance of tasks related to the functioning of the education system. Notifications were made both by the entities belonging to the education system, referred to in Art. 2 of the Act on Education System, and entities responsible for schools and educational institutions. In total, in 2004 the entities from the discussed sector notified to registration 46 data files, which shows a decrease by 60% compared to 2003 (115 data files were then notified, whereof 86 files concerning persons using library resources were notified by universities), and an increase by 187% compared to 2002 (16 data files were then notified).
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Chart: Numeric breakdown of files notified to registration in the education sector in the years 2002 – 2004.
The applicants filled in the registration forms more correctly than in previous years, and the irregularities found concerned mostly lack of description of organisational and technical measures applied for the purposes of securing personal data.  

3.5 In the period from 1 January to 31 December 2004 1 inspection of data processing compliance with the provisions on data protection was performed at the premises of entities carrying out education tasks. The inspection was undertaken in connection with the conducted complaints proceedings.

The inspection showed that the unit under inspection faced most problems as regards applying adequate organisational and technical measures ensuring personal data protection
. For, as it was found, students’ evaluation sheets were not properly secured – they were stored on an open bookshelf in a room where access was possible also for outsiders. Moreover, it was stated that the security policy and the instruction of managing the computer system used for personal data processing did not contain all required elements referred to in the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing, e.g. a list of personal data files along with indication of programs used for the processing of this data.  

The proceedings in the case above was discontinued due to restoration of the proper legal state by the unit under inspection.

4.   Labour offices.

In 2004, among the provisions being of crucial importance for personal data processing by labour offices both the Act of 14 December 2004 on Employment and Combating Unemployment (unified test: Journal of Laws of 2003 No. 58, item 514 with amendments) 
, and the Act of 20 April 2004 on Promotion of Employment and Labour Market Institutions (Journal of Laws No. 99, item 1001 with amendments) may be indicated
.

4.1 In 2004 only one complaint related to the activity of a labour office was sent to the Inspector General
. It concerned disclosure of complainant’s personal data by the Poviat Labour Office in Gdynia to the entity which conducted eviction proceedings against this complainant. The Inspector General did not find violation of the provisions of the Act on Personal Data Protection.

Also in the previous years the issues of personal data processing by labour offices were not often subject of complaints. In 2002 the Inspector General did not receive any complaints concerning this issue, whereas in 2003 – only 2 complaints.

4.2 The number of questions regarding personal data processing by labour offices sent to the Inspector General in 2004 was higher than in 2003. 
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Chart: Numeric breakdown of questions concerning data processing by labour offices in the years 2002 – 2004.

Most questions addressed to the Inspector General in the discussed reporting year concerned such issues as admissibility for labour offices to disclose personal data to other entities
, in particular the data of unemployed persons
 or data of persons who were given a loan from the Labour Fund
. As regards the use of unemployed persons’ data, the Inspector General was also asked a question if servicing unemployed persons who are looking for a job outside the seat of the poviat labour office is possible
. The Inspector General received as well a question about admissibility for Labour Office to transfer personal data abroad
.

4.3 11 draft legal acts related to unemployment were addressed to the Inspector General for Personal Data Protection in 2004 for expressing an opinion on them, and no comments were presented. In 2003 5 draft legal acts concerning labour offices were received and remarks were submitted to 2 drafts. The Inspector General did not, however, express opinions on such drafts in 2002.

4.4 In 2004 labour offices notified to registration 25 personal data files, whereof 19 notifications were made by voivodeship labour offices, whereas 6 – by poviat labour offices. Compared to 2002 and 2003 a growth was noted - 8 and 3 data files were then notified, respectively.
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Chart: Numeric breakdown of data files notified to registration by labour offices in the years 2002 – 2004.

Increase of the number of notifications in the discussed sector is a result of entry into force of the provisions of the Act on Promotion of Employment and Labour Market Institutions, which specifies the State’s tasks as regards promoting employment, moderating consequences of unemployment and vocational development. The majority of data files notified to registration concerned the beneficiaries of UE PHARE program
, which provides the funds to finance the fulfilment of the tasks specified by the provisions of the act above
. 

As regards files notifications the noticeable and recurrent negligence was lack of the information on keeping documentation describing the way of personal data processing in the file and the measures undertaken for their protection, on keeping records of persons authorised for personal data processing and on permitting personal data to be processed exclusively by persons possessing an authorisation granted by data controller
. Moreover, it needs to be noted that 2 labour offices
 notified to registration personal data files concerning former employees, which pursuant to Art. 43 paragraph 1 subparagraph 4 of the Act are subject to exemption from the registration obligation
. In the course of the proceedings conducted by the Inspector General the applicants remedied the found irregularities.

4.5 In this reporting period – alike in 2003 – 1 inspection of the compliance of personal data processing with the provisions on its protection was performed
. The scope of inspection covered in particular the processing of personal data of unemployed persons and job seekers by a labour office.

On the basis of the inspection findings it was stated that no technical and organisational measures to protect the personal data being processed, appropriate to the risks and category of data being protected, and in particular to protect data against their unauthorised disclosure, takeover by an unauthorised person, processing with the violation of the Act, any change, loss, damage or destruction, were implemented in the unit under inspection. The negligence in this regard consisted among others in placing documentation containing personal data of unemployed persons and job seekers intern alia on open bookshelves, on the floor and windowsills in rooms to which access was possible for outsiders. Moreover, it was found that not all persons involved in the processing of personal data possessed authorisations granted by data controller and that computer systems used in the labour office for personal data processing did not meet all requirements refereed to in the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing (among others changing passwords less frequently than every 30 days, not ensuring the record of the first entry of personal data and identifier of a user entering the data into the system).

An important problem which emerged in the course of inspection concerning the computer system installed in the labour office. In order to ensure control over the use of computers in the publicly available room which shall be compliant with the “Regulations of the job seekers’ club” and the „Regulations for job seekers’ clubs as regards computer equipment”, the labour office’s employees had access to the data visible on the monitor of a computer used by unemployed person, job seeker or another person. Pursuant to the indicated regulations, unemployed persons and job seekers, apart from participation in group classes, among others had a possibility to use a computer and printer in order to write a curriculum vitae or application, check job offers published on the Internet and send applications to employers by e-mail. It was, however, prohibited to use computers to search for information regarding pornography, violence, sex, quiz shows and games. As it was stated, unemployed persons, job seekers and other persons using computers in the labour office could get acquainted with the indicated regulations (they were post up in the computer rooms), but they were not aware that the labour office’s employees could access the data visible on the monitor of a computer, which, along with a technical possibility to record data contained e.g. in curricula vitae, applications, e-mail correspondence, created a threat of violation of the rights and freedoms of the above mentioned persons. In connection with negligence found in the course of inspection a decision ordering to remedy the negligence in the process of personal data processing and discontinuing the proceedings related to irregularities remedied by the unit subject to inspection in the course of the proceedings was issued.

5.   Social insurance.

The processing of personal data in the social insurance sector is based among others on: the Act of 13 October 1998 on Social Insurance System (Journal of Laws No. 137, item 887 with amendments), the Act of 20 December 1990  on Farmers’ Social Insurance (unified text: Journal of Laws of 1998 No. 7, item 25 with amendments), the Act of 17 December 1998 on old age pensions and annuities from the Social Insurance Fund (unified text: Journal of Laws of 2004 No. 39, item 353 with amendments) and law enforcement provisions issued on their basis.

5.1 Regular decrease of the number of complaints from the social insurance sector may be observed for a few years.
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Chart: Numeric breakdown of complaints concerning social insurance sent to the Inspector General in the years 2002 – 2004.

In the analysed reporting year the complaints in this sector concerned among other a refusal to disclose personal data by the Social Insurance Agency (ZUS) – to social assistance institutions or individuals.

As an example one can indicate a complaint of the Social Assistance Institution (OPS) of Włochy District of Warsaw against the Social Insurance Agency (ZUS) in Warsaw, which did not provide information as to whether the complainant had an insurance and what kind of insurance in 2003, in a situation where the institution asked for information in connection with the proceedings conducted in relation to a person whose data it wanted to collect
. ZUS indicated as a reason for refusal the provisions of the Act on Personal 
Data Protection and the need to keep professional secrecy, whereas OPS is authorised on the basis of Art. 50 paragraph 3 of the Act on Social Insurance System to obtain personal data stored on the insured person’s account. In such cases it was only the administrative decision issued by the Inspector General that enabled the Social Assistance Institution to execute its right
.

However, there were also cases where ZUS was treated by some entities or persons as an institution of sensu stricto informational character and in such cases ZUS rightly refused to disclose the data from its files, as disclosure was not permitted pursuant to the binding legal provisions and would lead to breach of professional secrecy. For example, the Mayor of Lubań City addressed ZUS affiliate in Kamienna Góra – Inspectorate in Lubań with a request to disclose personal data of a person against whom the proceedings in the case of granting housing allowance was re-opened. ZUS refused to disclose the data referring to lack of a relevant legal basis
. The provision of Art. 50 paragraph 3 of the Act on Social Insurance System specifies a catalogue of entities to which ZUS is obliged to disclose personal data of the insured persons, and it does not constitute a legal basis to disclose the required data to a body granting housing allowances. On the basis of this case it can be stated that some entities, e.g. communes, are still not fully aware of the fact that ZUS cannot be a source of information, in a situation where the legal provisions do not provide for this, for example in connection with the need to obtain data for the purposes of the proceedings in the case on granting a housing allowance. The standpoint of ZUS in this case was rightful – which was stated by the Inspector General when issuing a decision on refusal to consider the mayor’s request for ordering disclosure of data
. The Inspector General noted also another complaint which related to an attempt to use ZUS as a source of information on the data of complainant’s debtors. The analysis of the case indicated that the Complainant did not fulfil any of the prerequisites specified in the Act which would entitle him to obtain the requested data from ZUS.  The Social Insurance Agency was obliged to protect the data covered by professional secrecy the disclosure of which was demanded by the complainant
.

There were complaints the handling of which was beyond the Inspector General’s competence. As an example one can indicate a complaint against ZUS I Oddział w Warszawie (Social Insurance Agency I Branch in Warsaw) in connection with the Agency’s refusal to enable the complainant to inspect the documents related to carrying on economic activity and the personal data of a payer of social insurance premiums
. The Inspector General received also complaints such as the one concerning disclosure of information on qualifications possessed by board certified occupational medicine physician which in the Inspector General’s opinion shall be considered on the basis of legal provisions other than the Act on Personal Data Protection, in this instance – the Act on Access to Public Information
.

In the analysed reporting year the Inspector General handled also the issue of personal data safeguards binding in ZUS, in particular as regards authorising specific persons to data processing. The Inspector General received a complaint of a trainee who – as results from this complaint – was permitted to settle accounts of premiums payers in ZUS Oddział we Wrocławiu (Social Insurance Agency in Wrocław) without relevant authorisation
. However, as it was found that the complainant was permitted to carry out these activities on the basis of appropriate authorisation. Still, the objections related to disclosure of the complainant’s data by ZUS ING Nationale Nederlanden Polska PTE S.A. were not confirmed. The proceedings conducted in this case showed that ZUS did not disclose to the insurance company its clients’ data, and the insurance company took possession of the complainant’s data as a result of a contract concluded with him
.

In 2004 the Inspector General did not receive many complaints (while in previous years there were many of them) concerning cases pointing at disclosing personal data contained on the insured persons’ accounts to other entities who were – in complainants’ view – unauthorised obtain this data. Compared to 2002, and at the same time similarly as in the year 2003, there were no complaints related to refusal to disclose data to labour offices, no complaints regarding the problem of legitimacy of disclosing to ZUS by a previous employer of employee’s (insured person’s) data, and no complaints concerning refusal by ZUS to disclose data on debtor’s or applicant’s disability pension. Alike in 2003 no complaints pertaining to improper way of delivering correspondence by ZUS were reported, either.

Thus, one may conclude that as a result of activities undertaken by the Inspector General in this regard in previous years the legal awareness of ZUS and other entities which collect data from ZUS in connection with social insurance increased.

5.2 In the discussed reporting period the Inspector General received more questions about interpretation of the provisions concerning personal data protection in the context of social insurance than in previous year.
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Chart: Numeric breakdown of questions concerning social insurance in the years 2002 –2004.

The issues referred to by askers in the discussed reporting year related among others to questions such as:

1) legitimacy of activities undertaken by ZUS and KRUS (the Agricultural Social Insurance Fund) consisting in refusal to disclose personal data among others about medical specialisation of board certified occupational medicine physician
, or information from a file containing personal data of premiums payers in the scope required by enforcement bodies
, 

2)  the scope of data which ZUS (KRUS) is obliged to disclose pursuant to the binding legal provisions
,

3)  the way of delivering correspondence by ZUS
,

4)  the scope of data and information disclosed in the course of inspection activities to an authority authorised to perform inspection
.

In the discussed reporting year the Inspector General received also a question as to whether the employer’s demand that the employee makes available a decision on granting to him/her old age pension or annuity is legal
. In reply the Inspector General explained that this issue shall be considered in the context of the provisions of the Labour Code and the Act on old age pensions and annuities from the Social Insurance Fund and law enforcement provisions to these acts. The Inspector General informed as well that it can be concluded as a result of analysis of this case that it is the employer’s obligation to prove that the employee fulfils the conditions necessary to grant him retirement severance pay
. Therefore, the employer is not obliged to determine the employee’s rights to receive old age pension or annuity.

 As regards ZUS practice of sending to employers of insured persons the information on granting or refusal to grant old age pension or annuity, the Inspector General informed that none legal provision directly obliged or obliges ZUS to communicate such information to them. There are also no provisions which would directly entitle employers to obtain this information from ZUS. Therefore ZUS is not obliged to send this type of information to employers of the insured persons.  

The Inspector General received also a question from the President of the Social Insurance Institution
 concerning legitimacy of providing access to pension and annuity files kept by ZUS, including the part containing detailed data on health of the insured persons to the controllers of the Supreme Control Chamber (NIK). In reply the Inspector General informed that the request of persons conducting inspection to disclose to them the pension and annuity files on the basis of the Act of 23 December 1994 on the Supreme Control Chamber (unified text: Journal of Laws of 2001 No. 85, item 937 with amendments) shall be considered as having no legal grounds. In the Inspector General’s view the Social Insurance Institution’s activities as regards lawfulness of granting or refusing to grant a specific benefit cannot be subjected to examination by the controllers of NIK
.

 In 2004 the Inspector General received as well a letter questioning the activities of ZUS consisting in informing persons paying premiums for old age pension and annuity insurance about the fact that the insured person exceeded maximum annual quota of premiums basis. The letter also questioned the way of return of undue premiums. In its explanations the Inspector General, after having quoted relevant provisions of the Act on Social Insurance System regulating the issues referred to in the letter
, stated that the Social Insurance Institution’s activities which comply with the provisions of this act cannot be considered as the activities violating the provisions of the Act on Personal Data Protection.  

In the discussed reporting year emerged also a problem of making the expression of consent for personal data processing by the data subject a necessary condition to be fulfilled before issuing a document confirming the right to use the entitlements resulting from the Act of 29 May 1974 on support of war and military disabled persons and their families (unified text: Journal of Laws of 2002 No. 9, item 87 with amendments) and the Act of 24 January 1991 on combatants and specific persons being victims of war and post-war repressions (unified text: Journal of Laws of 2002 No. 42, item 371 with amendments) in connection with the provisions of the Regulation by the Minister of Economy, Labour and Social Policy of 11 March 2003 as regards the procedure of issuance and cancellation of identity card of a repressed person, documents required to issue it and specimen of identity card of a repressed person (Journal of Laws No. 61, item 539)
. 

In all letters referring to this issue the Inspector General confirmed that the above indicated provisions of legal acts were inconsistent with the provisions of the Act on Personal Data Protection
 and turned to the Minister of Economy, Labour and Social Policy, and further to the Minister of Economy and Labour with a request to undertake legislative activities changing the contents of the questioned provisions in order to adjust them to the provisions of the Act on Personal Data Protection, and hence to eliminate the obligation to make the declarations concerned. The Inspector General justified its standpoint with the fact that in cases regulated by the provisions of these legal acts the person’s consent to the processing of his/her data is redundant. For the annuity body is entitled to personal data processing for the purposes related to issuing to a war (military) disabled person/repressed person an ID card in connection with fulfilment of specific tasks referred to in legal acts, and thus on the grounds of legal provisions, and hence irrespective of the consent expressed by these persons. The Inspector General reminded that for legitimate personal data processing it is sufficient that the controller fulfils one of the prerequisites enumerated in Art. 23 paragraph 1 or in Art. 27 paragraph 2 of the Act on Personal Data Protection, depending on the type of the processed data. Therefore, there is no need to obligate the data subjects to additionally express consent to the processing of their personal data, as relevant, commonly binding legal provisions constitute the legal basis of their processing. The Minister of Economy, Labour and Social Policy shared the Inspector General’s view in replies sent to it. At the same time, he assured that he would undertake activities aimed at making changes in the questioned provisions
.

5.3 In 2004 25 draft legal acts concerning social insurance were addressed to the Inspector General for Personal Data Protection for expression of opinion on them and comments were given on 3 of these draft acts. For comparison – in 2003 14 drafts were received and remarks were presented on 2 of them, whereas In 2002 15 drafts were sent and comments were given on 3 of them.
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Chart: Numeric breakdown of the draft legal acts from the field of social insurance sent to the Inspector General for expression of an opinion in the years 2002 – 2004.

In connection with the draft Regulation by the Minister of Social Policy in the case of the type and amount of the reimbursement of costs of persons summoned to participate in cases regarding social insurance benefits and other benefits paid by the Social Insurance Agency and the terms and conditions of reimbursing these costs the problem of legal bases of the processing of health data in connection with reimbursing travel cost emerged. Pursuant to the drafted provisions of § 4 „if the state of health of the summoned person requires the care by other person, at the request of the summoned person the summoning unit of the Agency can also express consent to reimbursing the travel costs of the accompanying person”. However, the Act on Personal Data Protection states that the processing of such data is permitted if the specific provisions of other statute provide for the processing of such data without the data subject's consent and provide for adequate safeguards (Art. 27 paragraph 2 subparagraph 2 of the Act). Therefore, the basis for the processing of health data in case of travel with accompanying person shall be specified in the provisions of the Act on Social Insurance System, and not the Regulation. For the drafted provision of the Regulation would not legalise the processing of sensitive data. Even in the situation where such data are possessed by the Agency, the provision of statutory rank shall determine a possibility of using such data in connection with the proceedings as regards the reimbursement of travel costs. Despite the presented remark the Regulation subject to opinion was recognised as agreed upon. However, the Inspector General indicated to the Minister of Social Policy a need to introduce as part of possible amendment of the Act on Social Insurance System the provision regulating the issues of the processing of health data of the summoned person in connection with reimbursing the travel costs of the accompanying person
.

5.4 In 2004 – similarly as in 2002 – the entities from the sector concerned did not notify to registration any personal data filing system. Whereas in 2003 2 data files were notified to registration. 

5.5 In the reporting period the Inspector General did not perform any inspections in the course of which the compliance of personal data processing with the provisions on data protection would be verified by the entities executing tasks related to social insurance.

6.   Revenue offices.

Revenue offices process personal data in particular on the basis of the provisions of the tax law, especially on the basis of the Act of 29 August 1997 Tax Regulations (unified text: Journal of Laws of 2005 No. 8, item 60), the Act of 26 July 1991 on Natural Persons Income Tax (unified test: Journal of Laws of 2000 No. 4, item 176 with amendments, the Act of 13 October 1995 on the Rules of tax payers and payers record and identification (unified text: Journal of Laws of 2004 No. 269, item 2681 with amendments) and on the grounds of the law enforcement provisions issued on their basis.

6.1 In 2004 16 complaints regarding this problem were received. In the previous years such complaints were not reported.                 

Most complaints were related to the activities of the director of one of the tax chambers who, in the Complainants’ view, disclosed their personal data to unauthorised persons, refused to disclose to them documentation from the files of proceedings in which they participated, or created data files contrary to the legal provisions
. The conducted proceedings did not confirm that the director of this chamber violated the provisions of the Act as regards securing payers’ data or that any files of association members were created. Whereas, as regards the issue of refusal to disclose the files from the conducted proceedings the Inspector General pointed at separate procedures regulating this matter, included both in the Tax Regulations and in the Code of Administrative Proceedings.

There were also complaints concerning the issue of securing personal data by revenue offices
. In one complaint, regarding occasional – as it turned out – delivery of unsecured correspondence to the payer by the First Revenue Office Warszawa-Śródmieście, as a result of the intervention by the Inspector General additional trainings for employees as regards the need to observe the personal data protection principles were conducted in the office, and the guilty person was punished by admonition. A similar complaint which initially pointed at the fact that the Revenue Office in Zabrze disclosed personal data to unauthorised person was found unreasonable, because the data of the complainant, as the person selling real estate, was disclosed to the real estate’s buyer on the basis of the provisions of the Tax Law, in compliance with the principles resulting from Art. 29 paragraph 1 of the Act on Personal Data Protection. 

The fact that the confirmed violations occurred occasionally may indicate that the protection of personal data by revenue offices is satisfactory.

The complainants many times questioned the legality of the activities of revenue offices or tax chambers, the evaluation of which could, however, have not been conducted by the Inspector General due to its scope of competence. Thus, the Inspector General was wrongly regarded as the entity entitled to examine e.g. the accuracy of the conducted tax proceedings.

6.2 In 2004 – compared to previous years – there was a growth of the number of questions about the interpretation of the provisions concerning the processing of personal data by revenue offices.
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Chart: Numeric breakdown of the questions concerning the processing of personal data by revenue offices addressed to the Inspector General in the years 2002 – 2004.

The questions sent to the Inspector General, both by the data subjects and by the revenue offices, related – similarly as in the previous year – among others to the possibility to disclose personal data to other subjects
 and to the obligation to register personal data files
.

In the discussed reporting period the Inspector General received a letter from the President of the Council of National Section of Independent and Self-Governing Trade Union "Solidarność" of Revenue Offices Employees in Warsaw which informed that the Director of the Tax Chamber in Katowice requires the employees of the Chamber and revenue offices from the territory of the voivodeship to submit declarations on economic activity conducted by their spouse and family members living in a common household
. In reply as well as in the address to the Minister of Finance, who was asked to take a standpoint in this case, the Inspector General noted that neither the Act of 21 June 1996 on offices and tax chambers (Journal of Laws No. 106, item 489 with amendments) nor the Act of 21 August 1997 on restriction for persons fulfilling public functions to conduct economic activity (Journal of Laws No. 106, item 679 with amendments) and the Regulation issued on its basis of 23 July 2003 by the President of the Republic of Poland as regards specimen forms of declaration on conducting economic activity and on financial standing (journal of Laws of 2003 No. 143, item 1387) impose on the employees of revenue offices and tax chambers the obligation to make declarations on economic activity conducted by a spouse or other family member. Referring to the presented issue the Minister of Finance informed the Inspector General that the obligation to make such declarations had been imposed by the director of the Tax Chamber in Katowice at the time when neither the Act on restriction for persons fulfilling public functions to conduct economic activity nor the Act on offices and tax chambers had been in force then
. The Minister of Finance informed also that he presented his standpoint in this case, in which he stated that the obligation for employees to make the discussed declarations shall result from statutory provisions, to the director of the Tax Chamber in Katowice. As a result of the address sent by the Minister of Finance, the director of the Tax Chamber in Katowice stopped the practice of requiring the employees of the Tax Chamber to make declarations on economic activity conducted by their spouse or family members living in common household.

In the discussed reporting period the Inspector General received also information from the attorneys – in this case a legal counsel - that the Head of the Revenue Office with the seat in Kraków required to broad scope of data (NIP number [tax identification number], PESEL number [personal identification number], names of parents, place of birth and place of residence)
. The Inspector General addressed in this case the Minister of Finance with a request to express opinion on purposefulness and legitimacy of requiring by the tax authority to disclose personal data of the attorney of the party to the tax proceeding pending in this regard. The Minister of Finance shared the Inspector General’s view
, indicating that the scope of the attorney’s data should comprise name and surname of the attorney and the address of his office (chancellery), if the power of attorney is carried out within professional duties, or the address of residence. The Minister of Finance noted also that the additional information on data identifying the attorney can be required only in exceptional situations where justified doubts arise as regards his/her identity or the fact whether the appointed attorney has full capacity to enter into legal transactions. These doubts can be also explained with the person appointing the attorney. 

Whereas, in the situation where the attorney is a legal counsel (attorney at law, tax adviser) it is possible to compare personal data contained in the power of attorney with the data contained in the entry on the list of proper professional corporation. In connection with the fact that the information sent to the Inspector General showed that the practice consisting in requiring to wide scope of personal data of attorneys of the parties to the pending tax proceedings is commonly used by tax authorities, the Inspector General addressed the Ministry of Finance with a request to draw the attention of its subordinate entities to the fact that that this practice is incorrect and is not justified by the binding legal provisions. The activities undertaken in this case by the personal data protection authority initiated removing the mentioned irregularities.

6.3 In 2004 the Inspector General received 7 draft legal acts concerning tax issues to express opinion on them, whereby comments were submitted only to one of them. For comparison in 2003 8 drafts were submitted for expressing opinion on them, and in 2002 9 drafts were sent, whereby remarks were submitted to 2 of them.  

6.4 In the reporting period revenue offices notified to registration 36 data files kept in connection with fulfilling by them the tasks specified by legal provisions. In 2003 20 data files were notified, whereas in 2002 – 7.
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Chart: Numeric breakdown of data files notified to registration in the years 2002 – 2004.

The increasing number of notifications was also influenced among others by inspections carried on in revenue offices in 2003
. 

The majority of data files notified to registration were kept in the computer system.  The level of correctness of completing notification forms by revenue offices shall be highly evaluated, which distinguishes these institutions among public administration entities. In a few cases notifications included, however, irregularities which made it impossible to register data files without conducting explanatory proceedings (e.g.: inappropriate security level of data processing in the computer system was applied, the notification form did not contain information on developing documentation describing the method of personal data processing in the file and the measures undertaken for data protection, lack of information on appointing an administrator of information security as well as information as to whether personal data processing was permitted only for persons possessing an authorisation granted by data controller).  

6.5 In the reporting period 1 inspection of data processing compliance with the provisions on personal data protection was performed in connection with the conducted administrative proceedings initiated by the lodged complaint.  

A small number of inspections performed in revenue offices in 2004 resulted from the fact that the processing of data by these subjects was controlled in detail in 2003.

7.   City Guards.

The legal acts regulating the processing of personal data in the discussed scope include: the Act of 29 August 1997 on Municipal Guards (Journal of Laws No. 123, item 779 with amendments) and the Regulation by the Council of Ministers of 2 November 2004 as regards the scope and way of fulfilling specific functions by municipal (city) guards (Journal of Laws No. 247, item 2473)
. It needs to be noted that on 25 January 2004 the amendment of the Act on Municipal Guards entered into force. This is Act is important from the point of view of personal data protection, as with the Act of  12 June 2003 on the amendment of the act on municipal guards and some other acts (Journal of Laws No. 130, item 1190) an additional provision was included in it – Art. 10a which legalises the processing by the city guard - for the purposes of execution of statutory tasks - of personal data obtained as a result of fulfilling the activities undertaken in the proceedings in petty crime cases and from registers, records and files, to which the guard also has access on the basis of separate provisions, except for the data revealing ethnic and racial origin, political opinions, religious or philosophical beliefs, religious, party or trade-union membership, as well as health records, data related to genetic code, addictions or sexual life, without the data subject’s knowledge and consent.

7.1 In 2004 the Inspector General received 6 complaints related to personal data processing carried on by city guards. The number of complaints in this field remains not very high.
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Chart: Numeric breakdown of complaints related to the processing of data conducted by city guards in the years 2002 – 2004.

In 2004 – in connection with the complaints addressed to the Inspector General – the personal data protection authority handled the issue regarding the scope of personal data collected by city guard within the execution of its statutory tasks
. It turned out that in the course of the hearing in the petty crime case the city guard obtains – by using forms applied by the police – from the complainants among others the data related to health, including psychological health. The data is then included in the motion for punishment addressed to the district court (magistrate’s division), whereby the city guard keeps this information also in the so called “duplicates file”. While giving explanations as regards legitimacy of collecting this category of information the city guard indicated the provisions of the Act on Municipal Guards, whereas their wording (Art. 10a of the Act on Municipal Guards) directly shows that the city guard can process personal data, except for the health data, while executing the tasks related to the protection of public order. Moreover, it was observed that transcripts of hearings used by the guard include a box „criminal records”, which may cause that persons heard may wrongly think that it is necessary for the guard to obtain the information on any of the so far cases of punishing these persons. Whereas, in the petty crime cases it was found absolutely sufficient to obtain the data on punishment for a similar crime, which was confirmed in the course of the proceedings both by the guards themselves and by the Ministry of Internal Affairs and Administration.  
Both the Ministry of Internal Affairs and Administration and the General Headquarters of Police quickly and positively reacted to the activities undertaken by the Inspector General in this regard. The Ministry of Internal Affairs and Administration indicated that – despite the fact that it has undertaken information campaign (on the Ministry’s website) – the information provided to the Inspector General confirms that the guards – while not respecting the legal provisions in this regard being in force - still collect the data of persons suspected of commission of an offence in a wider scope than allowed by legal provisions. 

In reply the Ministry of Internal Affairs and Administration referred also to the processing of data concerning „criminal records” by the guards”
. As a result of the Inspector General’s intervention the Ministry addressed the Chief Commandant of Police with a recommendation that policemen exercising professional supervision over the activity of municipal (city) guards shall ensure that the data is collected legally, that is in the scope provided for by the provisions of the Act on Municipal Guards. Moreover, taking the Inspector General’s standpoint in this case, the Ministry of Internal Affairs and Administration addressed the Head of the National Council of Commandants of City and Municipal Guards with a recommendation to undertake the activity consisting in disseminating the Ministry’s standpoint in this case among the guards. The Chief Commandant of Police – while admitting that the activities of city guards shall be regarded as irregular – assured that the works on changing the specimen forms of parties’ hearings and of motions for punishment, and relevant instructive letter along with specimen forms will be provided to all organisational units of municipal (city) guards.  

Therefore, it can be concluded that the above mentioned authorities fully shared the Inspector General’s standpoint in the case concerning unlawful collection of too wide scope of data by city guards and view that the Inspector General’s intervention contributed to undertaking activities aimed at changing the irregular practice.

The analysis of cases concerning the processing of data carried on by city guards considered by the Inspector General in the discussed reporting period leads to the conclusion that despite the existing relevant provisions giving these authorities specific rights
, city guards have a limited possibility to fulfil their tasks, because some subjects refuse to disclose to them the information on persons committing a crime or petty offence. As example may serve public telecommunications networks operators’ refusals to disclose data to city guards. The Inspector General considered in 2004 requests of city guards to order the operator to disclose personal data in the scope of names, surnames and addresses of residence from the operator’s personal data files, in order to file motions for punishment
. For city guard had only telephone numbers of perpetrators of petty offences. Meanwhile, as it results from the provisions in this regard being in force, the city guard can in the course of fulfilling the tasks related to the protection of public order process the personal data obtained as a result of activities undertaken in the proceedings in cases regarding petty offences without the data subject’s knowledge and consent. At the same time, the guard who fulfils his tasks has the right to conduct the verifying and explanatory activities in order to find out whether there are bases for filing a motion for punishment and for collecting data necessary to draw up the motion for punishment. This means that the fulfilment of the tasks imposed on the city guard requires the use of information on persons to whom these authorities relate. Therefore, the city guard is entitled to turn to the operator for information on the subscriber and the subscriber shall disclose these data. The information can be disclosed on the grounds of Art. 161 paragraph 1 sentence 2 of the Telecommunications Law on the basis of the provisions on municipal guards and the code of proceedings in cases related to petty offences, and the above mentioned provision of the Telecommunications Law exempts the operator’s employees from the obligation to keep telecommunications secrecy in this regard. So it needs to be stressed that unjustified reference to telecommunications secrecy cannot constitute an obstacle in exercising the right by the competent authorities.

In the cases in which operators (e.g. W Polska Telefonia Cyfrowa Sp. z o.o. with the seat in Warsaw or Polkomtel S.A. with the seat in Warsaw) refused to disclose the data required by city guards, claiming that they need to keep telecommunications secrecy, it became essential for the Inspector General to issue decisions ordering disclosure of this data
. These decisions were executed.

7.2 Compared to 2003 definitely more questions about interpretations of the provisions on personal data processing carried on in connection with the activity of city guards were received. 
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Chart: Breakdown of the number of questions about data processing carried on by city guards in the years 2002 – 2004.

The issue which was of biggest interest in the reporting period was widely understood scope of rights of city guards. The questions addressed to the Inspector General were related inter alia to the legitimacy of checking the IDs of persons by city guard in order to identify them
, the admissibility of obtaining by city guard information from PESEL data files
 and the possibility for city guard to collect the information necessary to identify the perpetrator of a petty offence
. Questions were also asked about issues such as legitimacy of commissioning by city guards the processing of data to other subjects
 and the admissibility for city guard to transfer the information concerning the conducted interventions to be published in local press
.

In one of the cases also the issue of the rights of the councillor of the City Council to consult the city guard’s documents, including official notebooks of all guards was raised
. 
In this case the Inspector General referred the parties to the dispute to the provisions of the act of 6 September 2001 on Access to Public Information (Journal of Laws No. 112, item 1198 with amendments).

Another question addressed in the reporting period to the Inspector General regarded the contents of the city guards’ official notebooks
. This letter referred to the issue of the city guard’s activity consisting in writing down in the official notebook the personal data obtained from the person’s identity documents, with which the guard got acquainted in the course of fulfilling the activities undertaken in the proceedings in the case concerning petty offence. In reply the Inspector General informed that this practice finds the grounds in the legal provisions being in force. It indicated relevant provisions of the Regulation by the Council of Ministers as regards the scope and way of fulfilling some activities by municipal (city) guards. Pursuant to § 6 of the mentioned Regulation the guard shall be obliged to document in the official notebook among others the data of the person whose ID has been checked and the type of document which were the basis for identifying the person, time, place and legal and factual grounds for undertaking the activity of checking the person’s ID
. The Inspector General pointed also at Art. 10a of the Act on Municipal Guards pursuant to which – as it was already mentioned at the beginning of this section – city guard can process- for the purposes of execution of statutory tasks - personal data obtained as a result of fulfilling the activities undertaken in the proceedings in petty crime cases, except for the data revealing ethnic and racial origin, political opinions, religious or philosophical beliefs, religious, party or trade-union membership, as well as health records, data related to genetic code, addictions or sexual life, without the data subject’s knowledge and consent (...).

7.3 In the discussed reporting period similarly as in the years 2002 and 2003 no draft legal acts concerning the processing of personal data by city guard were sent to the Inspector General.  

7.4 In 2004 municipal (city) guards – as data controllers – notified to registration 5 personal data files. In 2003 4 data files were notified, whereas in 2002 no notifications were made. The data files notified to registration concerned controlled persons
, persons punished with fines
, job applicants
, persons lodging complaints and motions
. It needs to be stressed that both the municipal or city guards themselves and the communes were indicated as the controllers of data collected in such files
.

The majority of data files (4) notified to registration was kept in paper form, without using for the processing of data a computer system, and the sent notification forms were filled in correctly. Only in two cases irregularities were found, in connection with which it was necessary to conduct relevant explanatory proceedings
.

7.5 In 2004 – in connection with the conducted complaint proceedings – (similarly as in 2003) one inspection of data processing compliance with the provisions on personal data protection was conducted in case of the city guards
. The inspection proved that in the unit subject to the inspection no technical and organisational means were used which would ensure the protection of the processed personal data appropriate to the risks and category of data being protected, and in particular the data were not protected against their unauthorised disclosure, takeover by an unauthorised person, processing with the violation of the Act, any change, loss, damage or destruction. The irregularities in this regard consisted in failure to equip the computer system used for personal data processing with the user’s authentication mechanisms. All users of this system logged into it by using one password. It was also found that not all persons involved in the processing of data were entered into records of persons authorised to the data processing.

In the course of the inspection cases of negligence in the processing of data in the computer system were also stated. These irregularities consisted inter alia in failure of this system to ensure for each person whose data are being processed in the system the record of the first entry of data into the system, the identifier of the user entering personal data into the system and the information on recipients to whom personal data were disclosed, the date and scope of such disclosure. They constituted violation of the provisions of § 16 point 1, point 3 and point 4 and § 17 of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing
. However, due to the change of the provisions imposing the mentioned requirements on the controllers processing data with the use of computer systems (the Regulation indicated above became invalid as of 1 May 2004 and the period of  6 months was determined for adjusting theses systems to the requirements specified in § 7 of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing 
), no administrative proceedings was instituted in the above mentioned regard, and the one which was instituted in the remaining regard was discontinued due to the fact that the unit subject to the inspection restored the proper legal state.

8.   Other cases concerning the issue of data processing in the public sector.

The entities undertaking activities in the public sphere such as territorial self-government units, voivodes or central bodies of government administration process personal data in cases concerning also issues other than those indicated in the points above. They do this in connection with the performance of tasks resulting from legal provisions other than enumerated on the occasion of discussing the issues above, which include among others the Act of 10 April on Population Census and Identity Cards (unified text: Journal of Laws No. 87, item 960 with amendments), the Act of 6 September 2001 on Access to Public Information (Journal of Laws  No. 112, item 1198 with amendments), the Act of 14 June 1960 the Code of Administrative Proceedings (unified text: Journal of Laws of 2000 No. 98, item 1071 with amendments), the Act of 26 November 1998 on Public Finance (unified text: Journal of Laws of 2003 No. 15, item 148 with amendments), as well as the acts regulating the organisation and the rules of activity of self-government and government units. 

8.1 In 2004 the Inspector General handled 37 complaints which concerned the processing of personal data in the public sector and which haven’t been classified within any of the categories indicated above. It needs to be stated that the number of such complaints regularly decreases.
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Chart: Numeric breakdown of complaints other than those discussed in previous chapters concerning the processing of data in the public sector in the years 2002 – 2004.

As regards other cases concerning the processing of data in the public sector many complaints were sent to the Inspector General in 2004 which pointed at disclosing personal data to unauthorised persons by territorial self-government authorities, e.g. mayors or commune heads. Such activities were caused among others by failure of the data controller to ensure adequate safeguards of personal data.  In cases where the complainants’ objections have been confirmed the Inspector General made a decision on notifying prosecuting bodies, addressed to the controllers motions for instituting a disciplinary proceedings in relation to persons responsible for improper processing of data or addressed a controller to undertake activities which would prevent similar occurrences in the future. 

Notifying the prosecuting bodies of commission of crime turned out to be necessary in the case which concerned disclosing the complainants’ personal data to unauthorised persons by the Head of Commune Dębe Wielkie by displaying on a publicly available notice board a notification – provided by the court enforcement officer – about starting enforcement and call for payment
. Notification was also sent in connection with delivering to unauthorised persons the correspondence containing the provision related to imposing of a fine on the complainants, and thus with the activity violating Art. 122 of the Act on enforcement proceedings in administration.
 In another case which also concerned disclosure of personal data to unauthorised persons – the Inspector General addressed the Voivode of Warmia and Mazury region to take appropriate action in relation to persons responsible for disclosing the claimant’s personal data. The claimant indicated in the correspondence with the City and Municipality Office her mailing address with the reservation that this information is directed to the City and Municipality Office exclusively. While the Complainant’s will was taken into account by the units of the public prosecutor’s office and by the court before which the proceedings against her husband was conducted, than the Municipality Office ignored her request and placed in the decisions her mailing address, although it was not necessary. In consequence the address was revealed to the Complainant’s husband. In connection with the Inspector General’s address in this case the voivode sent a notification of suspended commission of crime
.

The complainants questioned also the legitimacy of the practice consisting in addressing to the participants of the conducted administrative proceedings letters along with lists containing personal data of the remaining participants of the proceedings, suggesting that such activity leads to unauthorised disclosure of their data
. The Inspector General stressed than that such practice arouses doubts in the light of the binding legal provisions, because the correspondence sent to each addressee separately should not contain the list of all addressees of a given letter. In reply to the addresses of the Inspector General the authorities which were charged with irregularities changed or stopped the questioned practice. 

It was reported that activities were also undertaken in order to prevent irregularities in the future as a result of the Inspector General’s intervention in the case concerning failure to safeguard the correspondence addressed to municipal flat dweller by the employees of Zarząd Eksploatacji Zasobów Komunalnych (Municipal Resources Exploitation Management) in Kowary
. A positive result of the proceedings instituted in this case were training courses carried on related to personal data protection. Moreover, employees were admonished, correspondence delivery procedures were changed, for this correspondence, as it turned out, had been so far delivered in a way enabling getting acquainted with its contents and with personal data of the letter’s addressee by unauthorised persons.  

A relatively large amount of complaints was unfounded. They were related to disclosure of personal data – in the complainants view – to unauthorised persons, although the findings made in the course of the conducted proceedings indicated that the data were disclosed to participants of the administrative proceedings conducted by the president or starosts, and thus also to subjects who had the right to get acquainted with these data on the basis of the Code of Administrative Proceedings guaranteed
.

In 2004 the Inspector General received many motions for ordering self-government units to disclose personal data in the scope requested by the claimants. The Inspector General refused ordering disclosure of data, unless the data the disclosure of which was demanded by the claimants were subject to protection on the basis of separate provisions, e.g. Tax Law 
. In one of the cases the complainant demanded the mayor do disclose personal data of garage users, which he wanted to use in the case pending before the court, while the mayor was obliged to keep secrecy in this regard, and the complainant as the party to the proceedings was entitled to put forward a motion to the court for obtaining proof aimed at disclosing before the court the information constituting fiscal secrecy. So the claimant could sue for disclosing the data of persons who concluded with a commune a garage lease contract in the course of the court proceedings – without the Inspector General’s intervention.

The Inspector General also did not accept the complainants’ requests for ordering  self-government authorities to disclose data in the situation where disclosure could have led to the violation of the data subjects’ rights and freedoms. Such decision was made in the case in which the applicant – a father of a child staying in orphanage – was deprived of parental authority with final judgment of the court and a ban on personal contact with juvenile son was imposed on him, and next he addressed the mayor of the city to disclose the child’s data included in the orphanage archives
.

Many complaints concerning the processing of personal data in the public sector submitted in 2004 pointed also at lack of understanding of the provisions of the Act on Personal Data Protection as well as other acts binding in the Polish law among the complainants. As example may serve the case relating to a request for the blocking of the processing of the complainant’s personal data in the population census (sent to the Inspector General by the Mayor of the City of Toruń)
, and thus the data processed on the basis of the specific legal provisions, i.e. the Act on Population Census and Identity Cards. The objection can be raised only when the processing is based on the provision of Art. 23 paragraph 1 point 4 or point 5 of the Act. 

Therefore, it is impossible to stop the processing of data as result of the raised objection in the situation where the obligation of data processing results directly from legal provisions, and this situation occurs in case of keeping files of the persons registered for permanent or temporary residence. Therefore the Inspector General did not share the complainant’s view in its decision
.

The Inspector General faced also doubts of public administration authorities as regards the way of execution of statutory tasks by them
, whereby these doubts were often a result of not knowing the binding legal provisions. An example of such case may be the question if the motion for issuance of a certificate stating that the applicant’s address is unlisted in the population census is justified
, although in the Act on Population Census and Identity Cards there is no possibility of directory unlisting of an address, of which the authorities applying the provisions of the above mentioned act shall be aware.  

Whereas in cases related to disclosing the complainants’ personal data from the land and buildings records the Inspector General pointed at other competent authorities, i.e. the starost who is supervised by the voivode in whose name operates the voivodeship inspector of geodesic and cartographic supervision.

In the discussed reporting period the number of cases concerning personal data processing by self-government administration authorities decreased.  

In 2004 the Inspector General handled first of all complaints concerning unauthorised – in the complainants’ view – disclosure of personal data of persons being parties to administrative proceedings. It did not handle, however, as opposed to previous years, any cases related to indicating the data in the resolutions of the above mentioned authorities being subject to publication. As previously many complaints pointed at wrong actions of controllers, unjustified disclosure of personal data or disclosing too broad scope of data. Alike each year there were also complaints regarding incidental irregularities related to safeguarding the data processed in this field, e.g. the way of delivery of correspondence. In many cases, after the Inspector General’s intervention the controllers were undertaking proper activities aimed at changing irregular practice.
While analysing the level of compliance with the provisions in this field one has to find this level satisfactory. Decrease in the number of complaints or confirmed violations may prove that the awareness of public administration authorities as regards the personal data processing principles and consequences of violation of these provisions has been rising in the recent years.  

8.2 In the discussed reporting period the Inspector General answered also the questions about interpretation of the provisions regarding public entities and referring to issues other than those enumerated in points 1-7.
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Chart: Numeric breakdown of questions about interpretation of the provisions concerned which were sent to the Inspector General in the years 2002 – 2004.

In the reporting year, as compared to previous year, questions related to disclosing information by public authorities or other subjects fulfilling public tasks on the basis of the provisions of the Act on Access to Public Information were also sent. It needs to be stressed that as far as personal data processing in the public sector is concerned the letters referring to this issue constituted the biggest group. In reply to these letters the Inspector General emphasised that among others that it is not entitled to interpret the provisions of the Act on Access to Public Information and to express opinion in this respect, and all the more to decide on the possibility to disclose public information. The Inspector General reminded also that consideration of the cases which emerged on the grounds of this Act was subjected to instance and court inspection
.

In the previous year the Inspector General was still receiving questions about legality – from the perspective of the Act on Personal Data Protection – of publishing by the entities of public authority information on tax redemptions made
 and of making and publishing declarations on financial standing
.

It needs to be stressed that in the reporting period not questions related to the processing of data of persons delivering scrap metal by the entities which buy it back were reported, whereas this issue was analysed in 2003
. Such situation results from the change of the legal status of the issue discussed. Due to the Inspector General’s intervention the Act of 2 April 2004 on Amendment to the Act on Waste (Journal of Laws No. 116, item 1208) was passed which obliged the scrap material possessors who run scrap metal yards to fill in form of acceptance of scrap metal.  This form should include not only name and surname, but also address of residence and number of identity card or other document identifying the person transferring scrap material, and in case this person acts on behalf of an entrepreneur – also the name and address of this entrepreneur’s seat; moreover, it should specify among others the source of scrap metal.

In the reporting year emerged questions concerning issues such as:

1)  the scope of address data of parties to and participants of the proceedings included in official letters
,

2)  legality of disclosing to the public the list of real properties the perpetual lessees or co-users of which obtain by virtue of the law the ownership of these real properties as of the day of issuing relevant decision by the competent authority
,

3)  the obligation for the administration authorities to disclose information on the environment and its protection
,

4)  the scope of rights of the audit commission
,

5)  admissibility for the prison officer to process personal data
,

6)  possibility to disclose data from the records of economic activity
.

A large number of questions addressed to the Inspector General in the discussed reporting year related to the implementation of the provisions of the Act on Population Census and Identity Cards. Most of these questions concerned the conditions of information disclosure and the group of entities authorised to obtain information from the population census
, as well as the scope of personal data which can be stored in connection with the fulfilment of the duty to register the address of holidaymakers and tourists
. Questions related to building law were sent as well
. The askers addressed also questions regarding disclosing the land owners’ data by the authority keeping records of land and buildings
.

In the previous year the Inspector General received also questions pertaining to tax law. The askers were among others interested in the rights of the commune mayor to obtain from veterinary surgeons the dog owners data which are included in the register of dogs vaccinated against rabies kept by veterinary surgeons, in connection with the need to efficiently supervise the payment of the dog tax
. In reply the Inspector General stated that the Commune Mayor shall be entitled to obtain from veterinary surgeons the dog owners’ personal data on the basis of Art. 23 paragraph 1 subparagraph 4 of the Act on Personal Data Protection. The provisions of the Tax Regulation do not seem to constitute a sufficient basis for disclosing the data concerned to the commune mayor. Nevertheless, obtaining these data is necessary to efficiently supervise the payment of the dog tax. Such knowledge is essential to find out whether all dog owners obliged to pay the dog tax have fulfilled this obligation. The Inspector General stated that the register of dogs vaccinated against rabies kept by veterinary surgeons which includes among others the dog owner’s personal data will be a useful and reliable source of information.  

In the reporting year the Inspector General turned to the Minister of Internal Affairs and Administration with a request to take legislative actions aimed at changing the contents of the dwelling declaration constituting appendix to the Regulation by the Minister of Internal Affairs and Administration of 28 June 2002 as regards the amount and conditions of granting to the officers of Border Guard the financial equivalent for redecoration of the occupied apartment and the specific conditions of reimbursement of this equivalent, as well as the code of conduct in case of concurrence of the rights to receive this equivalent (Journal of Laws No. 120, item 1028) and the Regulation of 28 June 2002 as regards the amount and conditions of granting to the officers of Border Guard the financial equivalent for lack of apartment and the specific conditions of its reimbursement, as well as the code of conduct in case of concurrence of the rights to receive this equivalent (Journal of Laws No. 118, item 1014 with amendments), as inconsistent with the provisions of the Act on Personal Data Protection
. The Inspector General filed this request as a result of receiving information indicating that despite the fact that the person applying for the financial equivalent for the redecoration of apartment filled in and signed the dwelling declaration form referred to in the first of the mentioned regulations Łużyce Border Guard Division in Lubań demanded the applicant to sign the consent to personal data processing, which is illegal in the Inspector General’s view
. In reply the Inspector General was informed that works were undertaken to amend, among others in this regard, the regulations of the Minister of Internal Affairs and Administration regulating the issue concerned
.

8.3 In 2004 the Inspector General received 160 draft legal acts concerning the processing of personal data carried on by the entities from the public sphere to express opinion on them. Comments were submitted on 39 drafts. In 2003 152 drafts regarding this issue were sent for expressing opinion on them, whereby comments were given on 38 of them. In 2002 the Inspector General received 200 drafts and submitted comments on 26 of them.
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Chart: Numeric breakdown of the draft legal acts from this field sent to the Inspector General in the years 2002 – 2004.

In the reporting period the draft Regulation by the Minister of Economy and Labour as regards the mode of submitting and specimen motion for financial backing of implementation of projects and specimen contract for financial backing of projects within the framework of the Technical Assistance Operational Program of 2004-2006 which was sent for expressing opinion on it aroused doubts from the perspective of the Act on Personal Data Protection
. One of the drafted provisions (§ 7 paragraph 2 of appendix no. 2) obliged a beneficiary to „partial abolition of personal data protection in the scope admissible on the basis of the binding provisions” and to transfer of information on the data of persons involved in making decisions in the case of funds using, having financial implications (in particular members of bidding committees responsible for verification of motions etc.). In connection with such proposal it was indicated that Art. 5 of the Act on Personal Data Protection pertains to relations between the act and other specific provisions
. However, the provision subject to expression of opinion did not fulfil the condition of creating a higher standard of personal data protection and hence the Act could not have been excluded, either entirely or in the part concerning e.g. disclosure of data. Such wording of the provision concerned would not have legal consequences. This remark was taken into consideration.  

In the reporting period the Inspector General drew also attention to the fact that it is unnecessary to include in the draft legal acts the consent to the processing of personal data in the situation where the regulations submitted for expressing opinion on them can constitute the grounds for the processing of these data. Such comment was submitted to the draft Regulation by the Minister of Economy and Labour as regards the mode of submitting and specimen motion for financial backing for the project and specimen contracts for financial backing of projects implemented within the framework of the Integrated Operational Program of Regional Development 2004 – 2006
. Similar comments were submitted to the draft Regulation by the Minister of Economy and Labour as regards the mode of submitting and specimen motion for financial backing for the project’s implementation and specimen contracts for financial backing of projects within the framework of the Sectoral Operational Program - Improvement of the Competitiveness of Enterprises 2004 -2006
.

In the course of legislative works attempts were also made to broaden the catalogue of personal data files exempted from the obligation of notification to registration by the Inspector General for Personal Data Protection. In the provided bill on amendment of the Act on Fire Protection
 the provision of Art. 14a paragraph 3 was proposed which exempted from the registration of data files obtained as a result of conducted control and identification activities and documenting of events. The Inspector General expressed a negative opinion on this proposal justifying it with the fact that the catalogue of exemptions from the notification obligation is much broader in the Polish Act than in the European legislation. Therefore, development of specific regulations causing further broadening of this catalogue would be unfounded, especially as exemption from the above obligation does not exempt from the need to fulfil other obligations specified in the provisions of the Act on Personal Data Protection. Doubts arose in connection with striving at exemptions, especially in the context of simplification of the registration procedure in connection with the amendment conducted by way of the Act on the amendment of the act on personal data protection and the act on remuneration of persons holding state managerial posts which entered into force on the day of Poland’s accession to the European Union. This comment was taken into account.

Similar project concerning the exemption form the obligation of notification of personal data file to registration was developed by the Ministry of Finance. It comprised a proposal to add point 2b which reads as follows „2b) processed by fiscal inspection authorities and organisational units” after point 2a in Art. 43 paragraph 1 of the Act on Personal Data. It was negatively evaluated
 and the project’s authors gave up the amendment in this regard

In connection with the works on the amendment of the Act on Passports the personal data protection authority submitted comments on the drafted Art. 13c paragraph 3. In the context of the conditions of disclosing data from the Central System of Passport Register indicated in this provision the Inspector General questioned the fact of including banks in the group of entities for which disclosure of data in necessary for the realisation of statutory tasks. The provisions of the Act the Banking Law regulating the running of banking activity, establishment and organisation of banks, branches and representative offices of foreign banks, as well as branches of credit institutions and the principles of banking supervisions, rehabilitation proceedings, liquidation and bankruptcy of banks (Art. 1 of the Banking Law) do not determine such tasks of banks for the performance of which it would be justified to develop specific regulations which guarantee them access to any central registers, including the Central System of Passport Register. In particular commercial objectives of banks related to reducing the risk of the business activity carried on do not constitute such justification. The Inspector General also stressed that introduction of the above provision in the proposed wording could be considered in the context of violation of the constitutional principle of equal treatment of business entities (Art. 32 of the Constitution of the Republic of Poland). This principle is a fundamental principle of the Polish legal system. In numerous judicial decisions of the Constitutional Tribunal (e.g. decision of the Constitutional Tribunal of 13 September 1990, U 4/90, OTK 1990, no. 10) it is emphasised that in the widest sense according to this principle all subjects of rights (addressees of legal norms) who/which are characterised by the same feature shall be equally treated. In the Inspector General’s view disclosing data to banks from the Central System of Passport Register under the principles specified in paragraph 4 of the drafted Art. 13c seemed justified in the situation where the banks prove their legal interest.

In connection with the works on the bill on amendment of the act on public statistics and of some other acts
 the Inspector General expressed a negative opinion on the amendment aimed at allowing public statistics service to obtain data protected on the basis of professional secrecy stored in tax systems, fiscal inspection and social security systems. The transfer of data collected in the social security systems means in practice the transfer of data related to public health insurance, social insurance and social assistance.   

In each of these spheres personal data is subject to relevant professional secrecy (social secrecy, insurance secrecy). Whereas in case of possible transfer of data collected in tax systems and fiscal inspection systems precise regulations as regards fiscal secrecy which directly specify the entities entitled to access these data may constitute a problem. For pursuant to Art. 293 § 1 of the Tax Regulations individual data included in declaration and other documents submitted by taxpayers, payers and cash collectors are subject to fiscal secrecy. Detailed scope of fiscal secrecy was specified in the provisions of Art. 293 § 2. In the subsequent provisions the Act indicates the entities entitled to access fiscal secrecy, whereby it omits public statistics service. Also the information collected and processed within the framework of fiscal inspection on the basis of Art.  34 paragraph 1 of the Act of 28 September 1991 on Fiscal Inspection (Journal of Laws of 2004 No. 8, item 65 with amendments) constitutes fiscal secrecy. The principles of disclosing files containing information subject to this secrecy are formulated in the provisions of Art. 34a and 34b. The public statistic services were not listed among the entities entitled to access these data. Therefore, amendment of the provision of Art. 13 paragraph 3 of the Act on Public Statistics does not constitute the grounds for transfer of data being subject to fiscal secrecy, because the tax law provisions do not provide for such possibility. Hence, the introduction in the act on the amendment of the act on public statistics and the amendment of some other acts of the obligation to transfer information collected in tax systems and fiscal inspection systems exclusive of fiscal secrecy can not have legal effects without simultaneous amendment of the Tax Regulations and the Act on Fiscal Inspection as regards the provisions specifying the entities entitled to access fiscal secrecy. However, the purposefulness of broadening the rights of public statistics service also required justification, as in the Inspector General’s view there are no grounds for introduction of the proposed amendments.   

Similarly as in previous years the Inspector General for Personal Data Protection submitted comments on the contracts concluded by the Government of the Republic of Poland with countries not belonging to the European Economic Area. In the submitted projects provisions were included according to which the processing of personal data connected with performance of the contract shall be carried on pursuant to the internal regulations of the parties to the contract. However, parties to the contracts signed by Poland often did not have an independent authority and legislation on personal data protection. Therefore, the Inspector General questioned the grounds for referring to such regulations and pointed at the need to introduce specific regulations in the prepared contracts. Such comments were submitted on the following projects: motion for expressing consent to concluding an Agreement on Cross Border Transfer and Illegal Immigrants between the Government of the Republic of Poland and the Government of the Republic of Armenia and the Resolution
, the Agreement between the Government of the Republic of Poland and the Governments of the Republic of Albania
, the Government of the Republic of Columbia
, the Government of the Republic of Uzbekistan
 respectively on cooperation and mutual assistance in customs cases. In case of motion for ratification of the Agreement between the Government of the Republic of Poland and the Government of the Socialist Republic of Vietnam on Cross Border Transfer and Illegal Immigrants along with the Execution Protocol
 comments were submitted at the stage of motions for ratification, because at the stage of project’s negotiations it was not consulted with the Inspector General.

8.4 In the reporting year the entities from the public sector other than those indicated in point 1-7  notified to registration 1478 personal data files. For comparison in 2003 these entities notified 1023, and in 2002 – 454 data files. The biggest amounts of notifications came from communes – 563 and poviats – 200.
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Chart: Numeric breakdown of data files notified to registration in the years 2002 – 2004.

8.5 In the reporting period 11 inspections of data processing compliance with the provisions on personal data protection were carried out in the entities fulfilling public tasks which belong to the category of entities enumerated in previous chapters. As regards this category of entities inspections were performed among others in government administration authorities, territorial self-government units and Border Guard. The majority of inspections carried on in that period related to the complaints proceedings conducted by the Inspector General.  

On the basis of inspection results it needs to be stated that the majority of difficulties of the above mentioned entities related to adequate safeguarding of data. The technological and organisational solutions applied in this regards did not ensure protection of the processed personal data appropriate to the risks and category of data being protected, and in particular protection of data against their unauthorised disclosure, takeover by an unauthorised person, processing with the violation of the Act, any change, loss, damage or destruction. Documentation containing personal data was stored among others in cabinets which were not equipped with locks, in cabinets not locked because of damaged locks, as well as on open shelves in rooms where access was possible for outsiders. The inspections proved also other cases of negligence in the processing of personal data, in particular those related to failure to fulfil the obligation  of notifying the kept personal data files to registration by the Inspector General  and failure to include in the security policy and the instruction of managing the computer system used for personal data processing all the required elements referred to in § 4 and § 5 of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing, e.g. a description of the structure of data filing systems and indication of the contents of particular information fields and connections between them. Irregularities were also found in the processing of personal data with the use of computer systems. They consisted among others in failure of these systems to ensure for each person whose data are being processed in the system the record of the first entry of data into the system and the identifier of the user entering personal data into the system. In case where the found cases of negligence constituted violation of the provisions of the Regulation as regards specifying basic technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing – binding only till 1 May 2004, and the proceedings was to be instituted after 1 May 2004, the scope of proceedings did not apply to these cases of negligence. New Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing provided for 6-month period for adjusting the computer systems to the requirements specified in this Regulation.  

An important problem which emerged in the course of inspection performed in one of the units of territorial self-government was the processing of personal data of persons punished with restriction of freedom or fine replaced with performance of work done in the public interest
. As it was found in the course of inspection the entity responsible for the processing of the above mentioned persons’ data was the municipal work establishment where the convicted were supposed to do work in the public interest. This entity was designated by the head of the commune on the basis of § 1 paragraph 1 of the Regulation by the Council of Minister of 25 August 1998 as regards determining work establishments where the penalty of restriction of freedom and work in the public interest instead of unrecoverable fine are carried out, detailed obligations of these work establishments related to employment of the convicted and the principles of managing the resources obtained in connection with this as well as allowances for the work establishments (Journal of Laws No. 113, item 712). Pursuant to its content at the request of the President of the district court the competent authority of the territorial self-government shall designate municipal work establishments where work indicated by the court is performed at the time of carrying out the penalty of restriction of freedom and work in the public interest instead of unrecoverable fine.    Meanwhile, it was stated that although the head of the commune designated the municipal work establishment where unpaid supervised work for public purposes was to be carried out, the documentation containing personal data of the convicted was stored in the commune office. In connection with restoring the proper legal state by the unit subject to inspection (the documentation concerning the convicted was transferred to the municipal work establishment) no administrative proceedings was instituted in the case concerned.
Another issue which aroused objections of the Inspector General for Personal Data Protection related to the finding made in the course of inspection of Border Guard
. One of the stages of the recruitment proceedings of Border Guard was a polygraph examination of the job applicants. It was stated that persons participating in the polygraph examination made a declaration on expressing consent to be subjected to this examination. Moreover, the examined persons completed a questionnaire from which the person making an examination selected a set of questions asked during the polygraph examination. The examination conducted with the use of polygraph consisted in repeating a few times the set of questions prepared for a given candidate which had to be answered with ‘yes’ or ‘no’, in order to evaluate the truthfulness of the examined person (among others to make sure that the person has no criminal past, contact with drugs and is not addicted to intoxicants). On the basis of the conducted examination an opinion on the job applicant was drawn up. The test results were prepared on the basis of the examined person’s psycho-physiological reaction registered by the computer (inter alia blood pressure fluctuations, perspiration) in the course of answering the posed questions (around twelve questions repeated three or four times). As it was found out in the course of inspection the scope of job applicants’ personal data processed in the Border Guard resulting from the questionnaire completed by them marked with letter “B” and the questionnaire for candidates from which the person carrying out the examination selected a set of questions asked during the polygraph test was wider than the scope specified in the “Personal questionnaire of the candidate for service in the Border Guard”, and covered among others also the data on the person who brought up the examined person, workplace of father, mother, brother/s or sister/s, spouse or partner, change of marital status, number of children, state of health (accidents and serious diseases suffered in the past connected with stay in hospital, mental illnesses of the family, neurosis, loss of consciousness, concussion, currently taken medications, medications taken from 00.00 p.m. prior to the examination, whether the examined person is staying under permanent supervision of a doctor or is currently getting treatment), how the person has felt before the examination (has something happened last month which changed the emotional state of the examined person – tragic event, death in the family, accident, etc., is the examined person currently exhausted, hungry or sleepy, does s/he happen to be in drunken stupor), has s/he undergone polygraph examination, when and where. Due to the fact that the scope of the collected data of job applicants went beyond the catalogue of data indicated in the provisions concerning the Border Guard and was inadequate to the purpose of their processing, the Inspector General for Personal Data Protection recognised that the provisions of Art. 23 paragraph 1 and Art. 26 paragraph 1 point 3 of the Act on Personal Data Protection had been violated
, and in consequence the polygraph examinations in this regard had been conducted without legal basis
.

E.   Health service.

In connection with a judicial decision of the Constitutional Tribunal in which the Tribunal stated that the provisions of the Act of 23 January 2003 on general insurance in the National Health Fund (Journal of Laws No. 45, item. 391 with amendments) relating to the organisation and regulations of the National Health Fund
 are inconsistent with the Constitution, it was necessary to develop a new legal act regulating the issues regulated so far in the above mentioned Act. The legislative works resulted in passing the Act of 27 August 2004 on health care benefits financed from public resources (Journal of Laws No. 210, item 2135) which has been in force since 1 October 2004. The Act is currently the basic legal act regulating the issues related to personal data processing carried on by the National Health Fund. Moreover, the basis for the processing of health data by the entities involved in providing health care services is the Act of 30 August 1991 on Health Care Institutions (Journal of Laws No. 91, item 408 with amendments) and law enforcement regulations issued on its basis, in particular the Regulation by the Minister of Health of 10 August 2001 as regards the types of medical documentation in health care institutions, the way of keeping it and detailed conditions of disclosing it (Journal of Laws No. 88, item 966 with amendments). The Regulation by the Minister of Health of 30 July 2001 as regards the types of individual medical documentation, the way of keeping it and detailed conditions of disclosing it (Journal of Laws No. 83, item 903), issued on the basis of Art. 41 paragraph 2 of the Act of 5 December 1996 on the Profession of a Physician and a Dentist (i.e. Journal of Laws of 2002 No. 21, item 204 with amendments) also need to be mentioned.
1. The number of complaints concerning the processing of personal data in the health service has remained at similar level for a few years.
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Chart: Numeric breakdown of the complaints concerning health service which were sent to the Inspector General in the years 2002 – 2004.

In 2004 the majority of complaints from this field related to:

· disclosing patients’ personal data to unauthorised entities,  

· publishing patients’ personal data by placing them in publicly available places,

· collecting too broad scope of personal data by the National Health Fund.

To give an example of a complaint for illegal disclosure of health data one can indicate the complaint in the case of disclosing by the Hospital Out-Patient Clinic to the Voivodeship Psychiatric Hospital in Gdańsk personal data contained in the medical history of the complainant to her husband
. In the course of the proceedings it was found that the complainant’s husband after showing his ID obtained from the Clinic a Xerox copy of the Complainant’s medical history which included among others the information concerning the complainant’s mental condition and than used the documents obtained in this way in the court in the divorce trial between the spouses. As stated by the Inspector General disclosing the complainant’s data by the Clinic to her husband in such circumstances violated the binding legal provisions, as the complainant did not consent to the transfer of her data which was the prerequisite for legality of such action. The Clinic also failed to fulfil the requirement of ensuring data security, which results from Art. 36 of the Act on Personal Data Protection. In connection with such findings the personal data protection authority notified the prosecutor’s office about commission of crime referred to in Art. 51 of the Act consisting in illegal disclosure of personal data
.

In the discussed reporting year complaints were also sent which referred to the problem of processing patients’ personal data for the purposes not connected with the provision of medical services. One of the complaints related to the use by a doctor of personal data of a disabled patient for the purposes of election campaign to the European Parliament
. In the correspondence sent to the patient the doctor – despite the information on provided rehabilitation services – recommended a person whom he supported as a candidate for Eurodeputy. The personal data protection authority found such activity inadmissible. Using the patient’s data for the election purposes undoubtedly went beyond the purposes for which they were collected. In connection with this the Inspector General notified the prosecuting bodies about commission of crime specified in Art. 49 of the Act on Personal Data Protection.

In the discussed reporting period the number of complaints from this sector remained at similar level as in the years 2002 and 2003. The problems to which they referred changed. 

Whereas in previous years in particular the scope of the beneficiaries’ health data collected and processed by service providers was questioned, the number of such complaints decreased in 2004.

No cases were also reported where irregularities occurred which were connected for example with abandoning medical documentation of patients or failing to fulfil the information obligation (specified in Art. 25 of the Act on Personal Data Protection) by service providers. However, such violations took place in previous years and especially in the years 2001-2002. 

In the health service sector visible improvement was observed with regard to compliance with the provisions of the Act on Personal Data Protection related to the processing of health data.  Many doubts concerning the data processing in this sector were finally removed by the Act on health care benefits financed from public resources
.

2. Compared to 2003 the number of questions about interpretation of the provisions regarding the processing of data in the health service sector increased substantially.
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Chart: Numeric breakdown of questions concerning the discussed issues addressed to the Inspector General in the years 2002 – 2004.

Questions concerning the discussed issues were addressed both by the insured, sole medical practitioners, private and public health care institutions, pharmacies, branches of the National Health Fund, and by territorial self-government authorities.

The problems referred to in the questions were diversified. The questions related among others to: 

· disclosing medical documentation to patients
 and their family members
, 

· the scope and method of transferring information about services provided by service providers to the National Health Fund
,

· disclosing documentation (including medical documentation) to the authorities entitled to perform inspection in health care institutions
, 

· disclosing to service providers personal data from PESEL file
,

· demanding from patients charges for making by health care institutions Xerox copies of patient’s medical documentation
. 

The fact that the National Fund for Rehabilitation of the Disabled demanded the employer to draw up monthly reports including among others information on address of residence, period of employment and the type of concluded employment contract of disabled persons aroused doubts as to its legality
. In the case concerned the Inspector General pointed at the provisions of the Act of 27 August 1997 on Professional and Social Rehabilitation and Employment of Disabled (Journal of Laws No. 123, item 776 with amendments) and the Regulation by the Minister of Economy, Labour and Social Policy of 30 December 2003 as regards co-financing remunerations of disabled employees (Journal of Laws No. 232, item 2330) stating that they specify unambiguously the obligations of employer who applies for co-financing of remuneration of disabled employees employed by him. Such employer is obliged among others to submit monthly to the National Fund for Rehabilitation of the Disabled information on remunerations, employment and degree of disability of the disabled
. The scope of information communicated by the employer was specified in detail in the specimen information on remuneration, employment and degrees of disability of disabled employees
, which includes among others data on address of residence, period of employment and type of employment contract concluded of the disabled employee. Therefore, the employer applying for co-financing of remunerations of disabled employees is obliged to provide each month the Fund with the information in the scope specified in the provisions of the mentioned legal acts. 

In another case the National Health Fund’s Branch of Wielkopolskie Voivodeship addressed to the Inspector General a question about legitimacy of disclosing to medical institutions personal data of insured women who did not have their cytological examination conducted in  2003
. This data was to be disclosed not only to the institutions with which the National Health Fund concluded a contract for provision of health services with regard to performance of prophylactic program of early detection of cervical cancer. This data was necessary for sending invitations for cytological examination to women.  In the case concerned the Inspector General stated that Art. 23 paragraph 1 point 4 of the Act on Personal Data Protection, i.e. the need to perform tasks provided for by law and carried out in the public interest, shall constitute the basis for data disclosure
.

In 2004 the case initiated in 2003 was continued. It concerned improper safeguarding of data of the insured persons included in breakdowns of lowered health insurance contributions sent by payers to branches of the National Health Fund by e-mail or mail
. As irregularities were not removed, despite two interventions of the Inspector General, the Inspector General – considering the need to ensure the security of the insured persons’ data – sent in this case an address to the President of the Sejm Health Commission
. As a result of the mentioned intervention the National Health Fund again assured that intensive actions will be taken in order to introduce files encryption by means of Public Key Infrastructure (PKI), so as to guarantee the security of data transferred by electronic means
. 

In connection with the fact that the National Health Fund introduced E-100 series forms which serve the insured in one of the European Union states as confirmation of their rights to health services in other European Union a problem occurred consisting in demanding by the National Health Fund from a person submitting a request for issuing a form a Xerox copy of his/her identity document
. The Inspector General addressed in the case concerned the President of the National Health Fund
 indicating that there are no legal grounds for the processing by the National Health Fund of both identity card’s number and series
 and such personal data as distinguishing marks, image, former addresses of residence or other information contained in still binding “book” version of identity card. It also informed that expression of consent to personal data processing by persons filling in a request for issuing E-100 series forms is needless
, because the grounds for data processing in this situation are the legal provisions and Art. 23 paragraph 1 point 4, i.e. the need to perform the tasks carried out in the public interest. In reply to the Inspector General’s request the President of the National Health Fund
 agreed on the fact that the insured person’s consent to the processing of his/her data in the scope specified by legal provisions
 is needless. He also informed that the practice consisting in making Xerox copies of identity cards of persons applying for issuing E-100 series form has been terminated
.

3. In 2004 the Inspector General received 53 draft legal acts concerning health service for expressing opinion on them. Comments were submitted on 15 drafts.
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Chart: Numeric breakdown of draft legal acts which were sent to the Inspector General in the years 2002 – 2004.

In the drafts submitted for expression of an opinion the Inspector General for Personal Data Protection pointed at provisions on personal data protection which were formulated in too general way. For example, in connection with the draft Regulation by the Minister of Health amending the regulation as regards postgraduate internship of a physician and a dentist
, the Inspector General indicated that it was not specified what personal data of physicians and dentists who passed the exam shall be placed on the lists containing the exam’s results and where they shall be published. This remark was taken into account.  

A similar situation occurred in case of draft bill on amendment of the act on biocides
. The Inspector General pointed at the need to replace the expression „basic data related to a person” with a precise catalogue of personal data, because including such notion in the poisoning form may result in indicating too wide scope of data. Whereas, due to the fact that this data can reveal the state of health it is necessary for specific provision of other act to allow the processing of such data without the data subject’s consent and to ensure full guarantees of protection. This remark was taken into consideration as well. 

Although the transfer of personal data on the territory of the European Economic Area does not require a separate prerequisite to be fulfilled, admissibility of transfer of medical documentation is determined by relevant legal provisions – the Act on health care institutions and the Regulation by the Minister of Health as regards the types of medical documentation in health care institutions, the way of keeping it and detailed conditions of its disclosure. Such remark was submitted for the draft Regulation by the Minister of Health as regards sending patients to treatment and diagnostic examination abroad
 and the draft Regulation by the Minister of Health as regards issuing and specifying a specimen certificate and specimen notification on result of settlement of proceedings in the case of concluding a contract for provision of health services
.

4. In 2004 the entities fulfilling health protection tasks did not notify to registration by the Inspector General for Personal Data Protection any personal data filing system. For comparison 14 data files were notified in 2003 (most of them were notified by the Minister of Health and the National Health Fund), and 8 such data files - in 2002
.

5. In the discussed reporting period – alike in 2003 – 5 inspections of compliance of personal data processing with the provisions on their protection were conducted in institutions providing health services
. The inspections were carried out in order to check the performance of the Inspector General’s decision, as well as in connection with the conducted administrative (complaints and registration) proceedings.

As a result of inspections administrative proceedings were instituted in two cases. The irregularities which were the basis for instituting these proceedings were related in particular to failure to apply technical and organisational measures ensuring the protection of the processed personal data appropriate to the risks and category of data being protected, and especially the protection of data against their unauthorised disclosure, takeover by an unauthorised person, processing with the violation of the Act, any change, loss, damage or destruction. For, as it was found, medical documentation was placed in a drawer of a wooden cabinet equipped with locks located in the hall opposite the registration desk, and this cabinet was not locked in the opening hours (for patients) and access to it was not limited in any way.

The proceedings in the above mentioned cases were discontinued due to restoration by the units subject to inspection of the proper legal state.
F.   Employment.

In the discussed reporting period substantial legislative changes related to the processing of personal data for employment purposes were reported. Art. 221 specifying the employer’s statutory right to require from a job applicant and from a person already employed disclosure of personal data demanded in connection with employment was additionally included in the Act of 26 June 1974 the Labour Code (unified text: Journal of Laws of 1998 No.1, item 94 with amendments). This provision specifies in detail the scope of job applicant’s and employee’s data which can be collected by employer
. The introduction of this provision resulted in the need to change the Regulation by the Minister of Labour and Social Policy of 28 May 1996 as regards the scope of keeping by employers documentation in cases connected with the employment relationship and the way of keeping employer’s personal files (Journal of Laws No. 62, item 286 with amendments) in order to adjust the provisions of this act to the provisions of the amended Labour Code. An important legislative change was entry into force as of 1 June 2004 of the Act of 20 April 2004 on Promotion of Employment and Labour Market Institutions (Journal of Laws No. 99, item 1001 with amendments) specifying the State’s tasks in the field of promotion of employment, prevention of unemployment and occupational development. This Act replaced the Act of 14 December 1994 on employment and prevention of unemployment (unified text: Journal of Laws of 2003 No. 58, item 514, with amendments). Moreover, the Act of July 2003 on employment of temporary employees (Journal of Laws No. 166, item 1608 with amendments) introduced into the Polish legal system a new notion of temporary work.

1. The number of complaints concerning the processing of data carried on by employers has been regularly increasing for a few years.
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Chart: Numeric breakdown of complaints related to the processing of personal data concerning employment in the years 2002 – 2004.

The subjective scope of complaints from the employment sector sent to the Inspector General in 2004 comprised first of all the issue of disclosing employees’ personal data to unauthorised persons, including the problem of using employees’ personal files by unauthorised subjects/persons. The submitted complaints related also to the issue of legitimacy of the processing and safeguarding of employees’ personal data. There were also complaints which showed that many complainants still attribute to the Inspector General the rights reserved exclusively for the labour court.   

From other complaints it could be concluded for example that employees’ data included in property declarations were published by employers in the scope broader than provided for by legal provisions – among others the information on location of real estate was published, whereas the legal provisions, e.g. Art. 24i of the Act of 8 March 1990 on Municipal Self-government (unified text: Journal of Laws No. 142, item 1591 with amendments) or Art. 25 d of the Act of 5 June 1998 on Poviat Self-government (unified text: Journal of Law 2001 No. 42, item 1592 with amendments), show that the information contained in the property declaration is open to public, exclusive of the information on address of residence of the person submitting the declaration and on location of real estate
. In such situations, as a result of the Inspector General’s intervention the improper legal state was eliminated by erasing the data and taking appropriate disciplinary measures against persons responsible for disclosing the data in too wide scope.

In 2004 the Inspector General received also complaints pointing at failure to fulfil the obligation of safeguarding the data of job applicants, which resulted as well in unlawful disclosure of data to unauthorised persons. In these cases, in the situation of obtaining evidence confirming the violation of the provisions of the Act on Personal Data Protection the Inspector General addressed a notification of commission of crime to prosecuting bodies. Such decision was issued inter alia in the case in which it was found that the employer left for the person who had rented him an office unsecured file containing offers which enabled identification of job applicants
. 

The Inspector General sent notification of crime also in the case in which persons responsible for the processing of personal data in the City and Municipality Office of Nakło by the River Noteć left a copy of employment contract of one of the employees in a commonly accessible documentation and thus caused disclosure of the document to unauthorised persons and at the same time violated the obligation of safeguarding the personal data contained in this document against unauthorised takeover
.

It could be concluded from some complaints that staff files were managed by unauthorised subjects which unlawfully claim to be data controllers. As an example of such complaint may serve the case initiated by trade unions related to unauthorised processing of data from staff files by the foundation being a shareholder of 100% of shares of a company employing staff of Górniczy Zespół Lecznictwa Ambulatoryjnego (hereinafter referred to as ‘outpatient clinic’) in Sosnowiec. The foundation took over the file related to employees of this health care institution, pointing at its rights of ownership in relation to the company. Nevertheless, only the above mentioned outpatient clinic had to be considered as the data controller according to the provisions of the Act on health care institutions, pursuant to which a health care institution is a separate organisational group of persons and property established and run in order to provide health services and to promote health. In this situation the Foundation could process the data exclusively under the contract commissioning the processing, which was not concluded in the case described. 

In connection with the fact that violation of the principles of personal data protection has been stated a decision was issued in this case which ordered the Foundation to stop the processing of data of the employees of the outpatient clinic of the foundation included in their personal files and files related to remuneration as well as to transfer these data to the data controller, i.e. the outpatient clinic
. As a result of the above the proper legal state was restored by concluding a contract commissioning the processing between these entities. In this case the Inspector General notified also a prosecuting body of the commission of crime specified in Art. 51 of the Act by the director of the outpatient clinic of the Foundation
.

The analysis of many complaints showed as well that some complainants are still not aware that the scope of the Inspector General’s competence is limited by the provisions of the Act and the data protection authority cannot go beyond this scope. Therefore, it was necessary to inform the complainants that the Inspector General has no right to substitute for authorities such as labour courts in their tasks resulting from the provisions of the labour law and civil procedure. For this reasons the case regarding the processing of the complainant’s personal data by his former employer - Telewizja Polska S.A. with the seat in Warsaw – was closed with a decision refusing the consideration by the Inspector General of a request for ordering the employer to complete and rectify the information concerning the complainant’s employment in such a way that he could obtain a certificate of employment with the relevant contents required by him
. A similar decision was issued by the Inspector General in the case related to the processing of the complainant’s personal data contained in the employees documentation by the Director General who was accused of falsifying the staff documentation by the complainant
. The Inspector General also could not consider the request for securing the evidence in the form of psychological tests to which the employees of the animal shelter in Warsaw were subjected, stating that the only body responsible for conducting such activities was the prosecuting body
. 

The Inspector General was also wrongly attributed the competences reserved for the labour courts in cases concerning the method of fulfilling the employer’s obligations
 and the disputes resulting from the employment relationship
.

In the analysed period, similarly as in previous years, the Bureau of the Inspector General received many complaints related to the processing of personal data in connection with employment. The number of complaints has been regularly rising in the recent years. Therefore, it can be said there is an upward trend as regards the complaints concerning the protection of personal data processed for employment purposes.

The analysis of cases in the year 2004 shows that many employers still neglect the obligation of proper safeguarding of employees’ data; there are also many examples of disclosure of data to unauthorised persons. In connection with the above it was necessary to inform the prosecuting bodies of the crimes committed in connection with such activities or rather with failure to undertake relevant activities, as well as to issue administrative decisions ordering the application of adequate technical and organisational measures aimed at safeguarding the data by the employer. It needs to be stressed that employers from the private sector more often show lack of knowledge of the provisions of the Act on Personal Data Protection.  

2. In the discussed reporting period there was a significant increase of the number of questions about interpretation of the provisions related to employment issues.
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Chart: Numeric breakdown of the questions regarding employment addressed to the Inspector General in the years 2002-2004

The majority of questions (146) were addressed to the Inspector General by private subjects.

The questions pertained among others to:

· safeguarding staff documentation
,

· legitimacy of publishing employees’ data at the employer’s website
,

· legitimacy of disclosing staff documentation to the entities controlling the employer
,

· legitimacy of the processing of data of so called „contact persons”
,

· the processing of job applicants’ data
,

· the processing of data by employment agencies, personnel counselling agencies and temporary work agencies
,

· disclosing employees’ data to trade unions
.

The issues which often occurred in the letters addressed to the Inspector General were related to difficulties with collecting documents necessary to calculate the original capital
. The Inspector General informed in such situations that the issue concerned shall be considered on the grounds of the Act of 17 December 1998 on old age pensions and annuities from the Social Insurance Fund (Journal of Laws No. 162, item 1118 with amendments) and the Regulation by the Minister of Labour and Social Policy of 17 August 2000 on detailed principles of cooperation of the Social Insurance Agency with the insured and premium payers as regards determination of the original capital (Journal of Laws No. 72, item 846). The provisions of the indicated legal acts impose on the employer being a payer of social insurance premiums the obligation to collect the necessary documentation of the insured.

Whereas, pursuant to § 12 of the Regulation concerned the premium payers’ obligations include in particular informing the insured about the possessed documentation, accepting the insured person’s documentation, securing it and sending to the annuity authority within the specified period, as well as providing to the insured the information on other places where the documentation used for determining the original capital is stored. 

Polskie Huty Stali S.A. addressed to the Inspector General a question whether it would be possible to publish the list of persons entitled to free of charge acquisition of shares of the company being privatised
. While considering the case concerned the Inspector General referred to the provisions of the Act of 30 August 1996 on Commercialisation and Privatisation of State Enterprises (unified text: Journal of Laws of 2002 No. 171, item 1397 with amendments) and the Regulation issued on its basis by the Minister of State Treasury of 29 January 2003 as regards detailed principles of dividing employees entitled to acquisition of shares into groups, determining the number of shares per each group and the mode of purchasing shares by the entitled employees (Journal of Laws No. 35 item 303). § 4 paragraphs 1 and 2 of the Regulation point directly at the company’s obligation to draw up a list of the entitled employees who made a statement on the intention of free of charge acquisition of shares, containing name(s) and surname, father’s name of the entitled employee and this employee’s period of employment in state enterprise. The company is obliged to post up the list in the company’s seat and in all its branches and plants immediately after it has been drawn up (paragraph 3 of this provision). Such procedure is aimed at giving the persons who where not included on the list mentioned above or in whose case the indicated period of employment in the state enterprise was incorrectly quoted a possibility to submit a complaint (§ 5 of the Regulation). Therefore, the Inspector General stated that the indicated legal provisions shall constitute the basis for posting up in the company’s seat and its branches the lists containing the data of persons who have the right to free of charge acquisition of shares.

The Inspector General received also questions about the rights of supervisory boards of joint stock companies and shareholders of limited liability companies to access personal data of employees and job applicants
. One of the sent letters concerned the admissibility of disclosing by the management board of joint stock company to a member of the supervisory board the offers of candidates applying for the position of the company’s sales manager
. In answer the Inspector General pointed at the provisions of the Act of 15 September 2000 the Code of Commercial Companies (Journal of Laws No. Nr 94, item 1037 with amendments), in particular its Art. 382. The Board is an authority which is entitled to control. These rights allow it to inspect the company’s activity and to demand explanations. It is also entrusted with supervision rights, which allow it to give guidelines to the subjects of supervision. Considering the above and the fact that Art. 382 § 4 of the Code of Commercial Companies entitles the supervisory board to consult all the company’s documents, the Inspector General stated that the members of the supervisory board shall have the possibility to access the offers sent by candidates for vacancies in the company.
Temporary work agencies and employers where temporary workers were employed sent letters to the Inspector General as well. Philip Morris Polska S.A. turned to the Inspector General with an interesting question about the need for the employer hiring workers at the agency to fulfil the information obligation towards temporary workers
. Considering the fact that the data controller is the subject who has to fulfil the information obligation specified in Art. 25 of the Act on Personal Data Protection, the Inspector General first of all identified the controller of personal data of temporary employee in connection with his performance of temporary work. The analysis of the provisions of the Act on employment of temporary workers showed that the temporary work agency is the controller of personal data of temporary workers, however the employer acts as the controller, in relation to the data collected through the agency related to persons performing work for the benefit of the employer
. It needs to be stressed, however, that the employer hiring workers at the agency shall be the controller of personal data of persons performing temporary work for its benefit only in the scope necessary to fulfil the obligation imposed on it by the provisions of the Act on employment of temporary workers. In consequence, the employer hiring workers is obliged to meet all the obligations imposed on it by the Act on the Protection of Personal Data, including among others the information obligation provided for in Art. 25 paragraph 1 of the Act
.

In the discussed reporting period the Inspector General dealt also with the issue of legitimacy of recording image and sound by means of closed-circuit camera situated in the workplace
. It stated that the Act on the Protection of Personal Data – similarly as in case of national legislation from this field binding in most European Union Member States – does not specifically regulate the issue of the processing of visual and sound data
. The question related to the processing of sound data is referred to in the Directive of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data. It results directly from § 14 of the preamble to the Directive
. The scope of application of the Act excludes the processing of sound and image data for the purposes of state defence and security, national security and processed in the course of activities of state authorities in the field of criminal law or other activities included in the scope of Community law. Thus recording image and sound is covered with the subjective and objective scope of the Directive apart from the cases enumerated above. In connection with the above the Inspector General stated that in the context of Art. 6 of the Act on the Protection of Personal Data which defines the notion of personal data it is justified to subject the processing of visual data in the case concerned to the provisions of the Act on the Protection of Personal Data. In consequence the controller of such data shall be obliged to fulfil all the obligations resulting form the provisions of this Act.

To sum up it needs to be noted that the Inspector General receives more and more questions addressed by employment agencies, i.e. the entities providing services in the field of employment outsourcing, personnel counselling, professional counselling and temporary work
. This situation is to certain extent explained by short period of being in force of the provisions regulating the principles of activity of these entities as well as the fact that employment agencies often just start carrying on their activity and possess small experience as data processors.

3. In 2004 the Inspector General for Personal Data Protection received 31 draft legal acts for expressing opinion on them, to 7 of which remarks were submitted. For comparison in 2003 the Inspector General received 3 drafts and on 2 of them comments were presented, and in 2002 7 drafts were considered to which no remarks were submitted. 
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Chart: Numeric breakdown of draft legal acts concerning employment which were sent to the Inspector General in the years 2002 – 2004.

The Inspector General received draft legal acts the provisions of which contained the clauses of expressing consent to the processing of personal data. This was a case in the draft Regulation as regards professional licence of employees of employment outsourcing and professional counselling agencies
 and the draft Regulation by the Minister of Economy and Labour as regards the register of employment agencies
. The data protection authority indicated that the provisions of the drafted regulations shall legalise the processing of personal data, so the consent is not necessary.
4. In the discussed reporting period 73 personal data files kept in connection with employment in a broad sense, i.e. the files containing data of persons employed at the data controller’s (currently or in the past) and job applicants, were submitted to registration by the Inspector General.
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Chart: Numeric breakdown of personal data files concerning employment notified to registration in the years 2002 – 2004.

The subjects from private sector notified to registration 21 files containing the job applicants’ data, whereas public subjects – 18 files. Moreover, the subjects from public sector notified to registration 14 files concerning employed persons, whereas private subjects – 20 such data files. The majority of files included data of persons providing services to the data controller on the basis of the contract of mandate or contract for specific work. It needs to be stressed that up to 1 May 2004, i.e. till the moment of the entry into force of the amendment of the Act on the Protection of Personal Data, the controller of such files was obliged to notify them to registration. As a result of the amendment the wording of Art. 43 paragraph 1 point 4 of the Act was changed. Currently – as in case of files containing employees’ data – the controllers of data containing data of persons providing services for the benefit of the controller on the basis of civil law contracts are exempted from the above mentioned obligation.

5. In period from 1 January to 31 December 2004 the inspectors of the Bureau of the Inspector General for Personal Data Protection conducted 2 inspections regarding the issues discussed – at the entity dealing with employment exchange and the foundation the purpose of which was among others acting for the benefit of creating new jobs, protecting of the existing jobs and promoting employment and vocational development of the unemployed and persons being at risk to be dismissed
. These inspections were performed in connection with the conducted administrative proceedings initiated by the lodged complaints.

While analysing the results of the inspections carried out at the indicated entities it needs to be stated that the majority of the problems of these entities related to adequate safeguarding of data against their disclosure to unauthorised persons, unauthorised takeover, processing with violation of the provisions of the Act and change, loss, damage or destruction. For the inspections showed that the documents containing personal data were placed among others in cabinets which were not equipped with locks or in cabinets not locked due to lack of keys. Moreover, in the course of the inspection of the entity dealing with employment exchange it was stated that:

· personal data of job applicants were processed in the scope wider than necessary to carry on recruitment proceedings (information on nationality was collected as well), 

· the file containing data of job seekers was not notified to registration by the Inspector General for Personal Data Protection
, 

· the computer system used for personal data processing did not meet all the requirements referred to in the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing (the system among others did not ensure for each person the record of: the first entry of data into the system, the identifier of the user entering personal data into the system and the information on recipients, within the meaning of Art. 7 paragraph 6 of the Act, to whom personal data were disclosed, the date and scope of such disclosure). 

Whereas, the inspection at the foundation showed lack of record of persons authorised to personal data processing and allowing the processing of data to persons who were not granted relevant authorisations by the data controller.

G.   Telecommunications
The provisions of the Telecommunications Law have changed in the analysed year. On 3 September 2004 the Act of 16 July 2004 the Telecommunications Law entered into force (Journal of Laws No. 171 item 1800) which annulled the Act of 21 July 2000 the Telecommunications Law (Journal of Laws No. 73 item 852 with amendments).

In the new Act (similarly as in the previously binding act) the subscribers’ data are subject to telecommunications secrecy. However, it is worth noting that so far the subscriber – being a natural person – could raise an objection to placing his/her data in publicly available list of subscribers. Currently, the data identifying such a subscriber can be placed in publicly available list of subscribers exclusively after he/she has previously expressed consent to publishing his/her data in this way.
It needs to be emphasised, however, that in the current legal situation the provider of publicly available telecommunications services can, with the consent of the user being a natural person, process also data of this user other than the data referred to in Art. 161 paragraph 2 of the Act the Telecommunications Law, in connection with the provided service, in particular NIP number, the number of bank account or payment card, user’s mailing address (if different from the address of permanent residence), as well as e-mail address and numbers of contact telephones. So, the catalogue of user’s data which can be obtained by the provider of publicly available telecommunications services with the consent of this user is not closed.
1. In 2004 the Inspector General received 219 complaints concerning telecommunications.
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Chart: Numeric breakdown of complaints from the field of telecommunications in the years 2002 –2004.

Most complaints (over 50% of all complaints concerning this sector) were related to disclosure of data to unauthorised persons. Complaints on such disclosure were submitted - similarly as in previous year – in connection with: 

· making by companies from the telecommunications sector assignment of claims against complainants; 

· entrusting to collection agencies the processing – on behalf and for the benefit of the operator – of data of the complainants who were debtors of the operators; 

· disclosure of classified data
.

There were cases of complaining for illegal disclosure of data by operator who wrongly indicated the complainant as the party to the contract on provision of telecommunications services, whereas the complainant only represented the subject on behalf of which the contract was concluded. In consequence the complainants’ data were disclosed to unauthorised persons by placing them in telephone directory despite the fact that an institution was a subscriber. These data were erased as a result of the Inspector General’s intervention
.

Although a smaller number of complaints on improper safeguarding of data by operators were reported, still not all operators guarantee the optimal protection level to the processed data. As example may serve the case in which Telekomunikacja Polska S.A. indicated as specimen of document necessary to grant a discount on telephone standing charges (among others the disabled are entitled to this discount) a copy of medical certificate on degree of disability of the complainant. Thus the data classified in the category of sensitive data were many a time disclosed to unauthorised persons
. The processing of such data, except for the situations specified in Art. 27 paragraph 2 of the Act, shall be prohibited. 

In the case concerned none of the prerequisites specified in this provision was fulfilled. At the same time the operator was not able to indicate the person who disclosed data on the complainant’s health, which proves the failure to exercise due care in the processing of personal data as well as the ignorant approach to proper safeguarding of the processed data. As a result of the above the Inspector General made a notification of commission of crime from Art. 51 paragraph 1 of the Act.

The category of complaints related to disclosure of personal data to unauthorised persons as a result of improper safeguarding of data includes also a complaint concerning sending by NOM Sp. z o.o. to its client invoices printed on paper on which previously printed letters containing data of other persons and answers to the complaints lodged by them were visible
. As it was found that mistake was made by temporary workers from other company. As a result of the Inspector General’s intervention the controller undertook activities which led to punishing with admonition the persons responsible for irregularities.
In situations where the conducted proceedings showed suspected forgery of signatures on contracts for provision of telecommunications services the Inspector General sent notifications of commission of crime. For example, in one of the cases in connection with justified suspicion of forging a signature and using personal data by TELE 2 Polska Sp. z o.o. in order to conclude a contract for the provision of telecommunications services the Inspector general not only sent the above mentioned notification of suspected commission of crime referred to in Art. 270 of the Penal Code, but also at the same time addressed a motion for instituting disciplinary proceedings
.

Disclosure of classified data was also the subject of many complaints
. This issue was regulated in detail in the provisions of the Telecommunications Law. The legal provisions which constituted the grounds for the processing by operators of telecommunications networks of subscribers’ personal data were the provisions of the Act of 21 July 2000 the Telecommunications Laws which was annulled on 3 September 2004. The operator providing common services was obliged to give the subscribers of its networks up-to-date list of its subscribers
; however the subscriber being a natural person could object to placing specific data identifying him/her in the publicly available list of subscribers
. The provision of Art. 67 paragraph 1 of the annulled Telecommunications Law stipulated that telecommunications secrecy covers among others users’ data, and similar regulations have been introduced into the currently binding Act the Telecommunications Law. At present, data identifying a subscriber being a natural person can be placed in the list only upon prior expression of consent thereto by the subscriber
. The provision determining this principle constitutes an evident step towards tightening the principles on disclosure of subscribers’ personal data. 

As a side note it needs to be added that the most frequent irregularities as regards failure to make restrictions were found in case of TP S.A. In cases concerning this issue the Inspector General addressed notifications of commission of crime.

The problem which escalated in 2004 was the issue of disclosing by TP S.A. data of subscribers of NOM Sp. z o.o. This issue was also a subject of complaints in 2003, but their number was much higher in 2004. In such cases the complainants’ doubts arose from the fact that they had originally concluded a contract for the provision of telecommunications services with TP S.A., but they had not signed any contracts with NOM Sp. z o.o., and hence in their view any activities undertaken in relation to them by NOM Sp. z o.o. were illegal. Further operations on data obtained in this way, that is their further disclosure to collection agencies, were also questioned. In the meantime, data were transferred on the basis of an agreement as regards paying the amounts due for traffic between telecommunications networks concluded between TP S.A. and NOM Sp. z o.o. This agreement contained a clause that NOM Sp. z o.o. would be processing these data exclusively for the purpose of fulfilling the taxes and accounts related obligations and debt collection as well as customers complaints. Thus NOM Sp. z o.o. processed data for the fulfilment of its legitimate purposes and could also have concluded a contract for maintenance of debts and a contract commissioning the processing of data and on this basis could have transferred the data to collection agencies
.

It needs to be emphasised that in the analysed reporting period – unlike in previous years – no signals were reporter related to too wide scope of data collected by the entities from this sector.
In 2004 much less complaints related to failure of telecommunications networks operators to fulfil the information obligation referred to in Art. 24 of the Act on Personal Data Protection were sent, which may prove increased awareness in this respect of controllers from the sector discussed. As a result of occasional complaints
 and the Inspector General’s intervention this obligation was immediately fulfilled and operators additionally took disciplinary measures against persons guilty of negligence.
Performance of the information obligation provided for by Art. 33 of the Act was still problematic, but also in such cases pointing by the Inspector General at this problem resulted in immediate provision of information required
.

There was also a smaller number of complaints regarding the processing of data for marketing purposes than in previous years. Data controllers from telecommunications sector show bigger legal awareness in this respect. However, there occurred also problems such as failure to consider the objection to data processing for marketing purposes as well as failure to include a consent clause in the contents of customer questionnaire
. In such situations the Inspector General pointed at the need to undertake disciplinary activities against persons guilty of negligence and to take such organisational solutions which allow avoiding in the future a situation of failure to consider the objection to data processing for marketing purposes
. It needs to be noted that also complainants not always accepted the fact that the marketing of own products is possible without their consent, i.e. on the basis of Art. 23 paragraph 1 point 5 of the Act. Therefore, complaints related to sending in the currency of the contract (the term of notice) the invoice and leaflets of the operator encouraging the complainants to use its services were recognised as unjustified
.

Although the Act has been binding for many years and despite the fact that information campaign as regards data controllers’ obligations has been carried on, a case of failure to fulfil the obligation to register a data file by Dialog with the seat in Mikołów was reported. Persistent attitude of the operator who despite having received information from the Inspector General in this regard did not notify the file to registration resulted in sending to relevant public prosecutor’s office notification of bearing attributes of an offence within the meaning of Art. 53 of the Act
.

Although in the analysed period the number of complaints related to telecommunications became four times bigger, still their subjective scope did not change. The growth of the number of complaints regarding the discussed sector was mainly a result of the increase of the number of complaints concerning recovery of the amounts due for telecommunications services by the operators
. The Inspector General’s addresses sent in the year 2004 caused that at the end of the discussed reporting period a significantly smaller amount of complaints related to malfunction of the information system introduced by TP S.A. for the purposes of providing the service „Błękitna Linia” (“Blue Line”) were reported.            
2. In the reporting period the number of questions about interpretation of the provisions concerning the processing of personal data in connection with the provision of telecommunications services increased. In the discussed period the Inspector General received 133 complaints, in 2003 and in 2002 –  45 and 10 respectively. It needs to be emphasised that among all questions related to this problem questions about legality of transferring the subscriber’s personal data to the entity dealing with debt collection constituted the biggest group
.
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Chart: Breakdown of questions addressed to the Inspector General in the years 2002-2004.

Other problems referred to by askers included among others:

· exchange of subscriber’s data between telecommunications operators
, 

· disclosure of personal data restricted in contracts on provision of telecommunications services in publicly available list of subscribers
. 

The Inspector General handled also the issue of legality of refusal by Telekomunikacja Polska S.A. to unlist (restrict) the subscriber’s telephone number placed on the invoice and billing”
. It also indicated that Art. 70 paragraph 3 of the Act of 21 July 2000 the Telecommunications Law entitled a subscriber to make a restriction concerning placing in a publicly available list of subscribers specific data identifying the subscriber, relating in particular to names, surname, gender or address or part of address, as well as their disclosure by means of the operator’s information service
. These provisions could not, however, have constituted the basis for making a restriction by the subscriber as regards placing his/her data on the invoice or billing. The Inspector General indicated, however, that – pursuant to the principle of freedom of contracts specified in the civil law – the parties, in this case the subscriber and the telecommunications operator can with mutual consent state that his/her data shall not be disclosed on invoices and billings. At the same time, the Inspector General stressed that the restriction related to placing the subscriber’s data on the invoice or billing can result from the contents of the contract concluded between the parties to the contract, and not from the binding legal provisions, including the provisions of the Act on Personal Data Protection.
3. In 2004 the Inspector General for Personal Data Protection received 2 draft legal acts from the telecommunications field to express opinion on them. Comments were submitted to one of these drafts. They related to the draft act Telecommunications Laws. One of the issues which aroused doubts of the Inspector General for Personal Data Protection was admissibility to collect personal data from users of pre-paid system and the scope of the collected data (Art. 52 paragraph 6 and 7 of the draft). In the Inspector General’s view, there is no need to collect personal data in case were the service has been paid for earlier (pre-paid system). Imposing such obligations is not justified and would go beyond the scope of data processing. Moreover, the Inspector General raised that the collection by telecommunications operators of personal data of users of pre-paid service in such a wide scope, as in case of collecting data from persons who have concluded a contract on the provision of telecommunications services, is ungrounded. For there is a fundamental difference between services to be periodically paid for after they have been provided and pre-paid services. In case of services to be periodically paid for after provisions of service the operator’s risk justifies requiring a wide scope of information allowing for subscriber’s identification. In case of pre-paid services requirements concerning user’s identification shall be reduced to minimum
. The Inspector General’s remark was considered and in the binding Telecommunications Law there is no provision on admissibility of collecting personal data from users of pre-paid system. This means that operators can process these data after fulfilment of a prerequisite
 other than the one referred to in Art. 23 paragraph 1 point 2 of the Act on Personal Data Protection.

The Inspector General expressed a negative opinion also on the proposal aimed at introducing into the draft Telecommunications Laws the provisions which constituted the legal basis for collecting, preparing and storing information concerning unreliable clients and transferring their personal data between providers of publicly available telecommunications services, as well as names, series and numbers of lost or restricted documents confirming identity (Art. 53 paragraph 2 point 2 and 3, Art. 155a and Art. 155b of the draft)
. In the Inspector General’s view the proposed provisions could violate among others the proportionality principle, as in this case interference in citizens’ privacy is neither necessary nor essential, nor proportional to possible benefits resulting from the implementation of these provisions. The telecommunications operators could achieve the objectives of the proposed provisions by means of using other legal instruments functioning in the legal system in force. In particular the Inspector General pointed at the provisions of the Act on Disclosure of Economic Information which regulates the principles and mode of disclosing by entrepreneurs economic information concerning solvency of other entrepreneurs and consumers. Operators have a possibility to collect information on unreliable clients on the basis of the binding legal provisions. The Inspector General’s comments were considered and the above mentioned regulations were not introduced into currently binding Telecommunications Law.
4. The entities from telecommunications sector notified 5 personal data files to registration in 2004.  For comparison in 2003 14 files were notified to registration, and in 2002 - 20 files. The data files notified to registration concerned among others subscribers of fixed telephony and users of pre-paid system offered by mobile telephony.   
5. In the period from 1 January to 31 December 2004, 6 inspections of data processing compliance with the provisions on data protection were carried out in the entities providing telecommunications services 
 (in comparison with 2003 this means a growth of the  number of performed inspections – in 2003 4 inspection were carried out and in 2002 – 8). Three of these inspections were performed in connection with complaints handled by the Inspector General and therefore the inspection proceedings in these cases ended with communicating the made findings in order to use them in the pending proceedings initiated by a given complaint. In one of the conducted inspections no negligence in the processing of personal data was found, and in the remaining two inspections irregularities justifying institution of administrative proceedings were established. The irregularities found concerned failure to apply technical and organisational measures ensuring the protection of the personal data being processed, appropriate to the risks and category of data being protected (documents containing personal data were stored on open shelves in open space to which access was also possible for outsiders), failure to keep record of persons authorised to personal data processing, date of granting and expiring the authorisation to personal data processing, the scope of this authorisation, as well as identifier of information system user, and finally lack of or failure to include all elements referred to in § 4 and § 5 of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing, in the security policy and the instruction of managing the computer system used for personal data processing. Moreover, in the course of inspection of one of telecommunications services providers irregularities were found which constituted violation of the then binding enforcement provisions to the Act on Personal Data Protection, among others failure to change users’ passwords every 30 days, failure of the information system to keep record for each person whose data are being processed of information to whom, when and in what scope the data were disclosed. However, due to amendment of the provisions imposing on the controllers processing data with the use of information systems the obligation to fulfil the indicated requirements
, no administrative proceedings was instituted in the above mentioned scope.

In connection with the found irregularities decisions were issued which ordered to remove irregularities in the processing of personal data and discontinued the proceedings as regards the irregularities removed in the course of the proceedings.
H.   Marketing

The processing of data for marketing purposes is admissible on the basis of Art. 23 paragraph 1 point 1 of the Act on Personal Data Protection, i.e. the data subjects’ consent, or Art. 23 paragraph 1 point 5 of the Act, i.e. for legitimate purpose including among others direct marketing of own products and services. Application of the first prerequisite mentioned above does not require any other additional requirements to be fulfilled. Whereas, in the processing of data on the basis of the prerequisite referred to in point 5 of the indicated provision additional requirements must be fulfilled – the processing of data has to be carried on without violation of the rights and freedoms of the data subjects.
1. In 2004 decrease in the number of complaints concerning marketing activity was observed. This may be a result of the activity of the Inspector General which pays special attention to the processing of data by the entities from the sector discussed and reacts to any irregularities occurring in this regard – by formulating orders to restore the proper legal state in administrative decisions. 
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Chart: Numeric breakdown of complains sent to the Inspector General in connection with carrying on of marketing activity in the years 2002 – 2004.

In the discussed period the activity consisting in particular in databases trade aroused controversies. Some of the entities operating on the market – despite numerous interventions undertaken in the previous years by the data protection authority – still violate the provisions on personal data protection
. Also new subjects the activity of which has not previously been of interest to the Inspector General did not always respect basic data processing principles and, what’s more, the way they organised their activity unambiguously pointed at conscious aiming at avoiding liability for violation of legal provisions
.

The analysis of complaints received by the Bureau of the Inspector General for Personal Data Protection in the reporting period indicates that the subject of these complaints is to a much extent similar to the one with which the Inspector General has been already familiar in the previous years. The complaints addressed to the Inspector General concerned in particular:  
· legality of the processing of personal data carried on by marketing companies (data processing carried on with reference to Art. 23 paragraph 1point 5 of the Act by the entities having the seat outside the territory of the Republic of Poland, the transfer of personal data - on the basis of contracts – to Polish entities by the above mentioned subjects, forcing data subjects to express consent to personal data processing, failure to consider the complainants’ objection to the use of their personal data for marketing purposes),

· unreliable fulfilment of information obligations referred to in Art. 24 and Art. 25 of the Act by the indicated subjects.

In the discussed reporting years in particular the processing of data for marketing purposes by the entities having its seat outside the territory of the Republic of Poland constituted a problematic issue. This problem occurred also in previous years
, but in 2004 it significantly escalated. It concerns mainly cases related to the activity of Travel4Life Inc., with the seat in the United States and Integra Direct Corp. also with the seat in the United States. These entities used the complainants’ data to send them marketing materials including information that as a result of „a decision on granting a subsidy” and „a decision on payment” (the use of such terms was aimed at making the recipients think that these were official letters) they have been granted a high amount of money (a prize). However, in order to receive this prize one had to meet a few conditions, for example call a specific telephone number (call price per minute was from a few up to a dozen or so PLN). The complainants who received such letters asked the Inspector General for explanation how the mentioned companies obtained their personal data (as these companies did not indicate the source of the data concerned) and on what grounds they were processing these data. As it resulted from the findings made in the cases described
, these companies processed data by the agency of the entities operating on the territory of the Republic of Poland on the basis of contracts on commissioning the processing of data (e.g. Alan Sp. z o.o. which was entitled to send the offers). 

Another company called „Tymek” was also involved in this process. Just like Alan Sp. z o.o. the mentioned company indicated only its mailbox. And at the telephone number given by these entities another company was registered - Legion Polska Sp. z o.o. Therefore, contact with these entities was impossible both to the complainants, entitled to control the processing of their personal data, and to the data protection authority. Taking into account the circumstances the Inspector General notified prosecuting bodies of violation of the provisions on personal data protection, that is of lack of legal basis for the processing of these data
.

In comparison to previous years there were fewer reports on the practice consisting in forcing the data subjects by marketing companies to express consent to the processing of data for promotion and sales purposes, as well as to the transfer of data to other entities. The discussed problem was connected with making execution of an order (i.e. providing a specific product) dependent on expression of consent to the processing of personal data for the mentioned purposes and such practice was improper. The questioned practice was among others applied by Reader’s Digest Przegląd Sp. z o. o. in connection with organising a subsequent edition of Reader’s Digest Great Lottery
, but also by other companies such as Bauer-Weltbild Media Sp. z o.o., Sp. k.
.

A separate category of the considered cases included complaints concerning failure to consider the complainants’ objection to the use of their data for marketing purposes. The companies in which such violations were established explained that such situations occurred most often due to technical and logistical reasons which made it impossible to immediately withdraw already prepared correspondence, in case where objection was raised. All such cases were negatively evaluated by the data protection authority, as the legislator does not provide for a transition period within which the data controller could process the person’s data after she/he has raised an objection. Taking into account the fact that such practices occurred repeatedly
, notifications were sent to prosecuting bodies pointing at the processing of personal data for the purposes covered with the objection by the subjects guilty of these inadmissible actions
.

Similarly as in previous years, in the discussed period there occurred also irregularities connected with failure to provide the data subjects with the information referred to in Art. 24 and 25 of the Act. From the data subject’s perspective obtaining such information not only constitutes guarantee of proper data processing, but also gives a possibility to really control this process. It is especially important in case of data processing carried on by marketing companies, because it is connected with intensive data flow between different subjects. However, data controllers often avoid giving such information or disclose untrue or out-of-date data and thus mislead the interested parties. The Inspector General assessed such activities in the context of violation of Art. 25 paragraph 1 of the Act and notified the public prosecutor’s office of commission of crime referred to in Art. 54 of the Act
.

The information referred to in Art. 25 of the Act has to be provided to the data subject by the data controller immediately after recording the collected information, but before using them for marketing purposes. Therefore, the practice commonly applied by marketing companies consisting in giving relevant information as late as with the first mail is improper. Such activities cause that the interested person cannot fully use his/her rights, in particular the right to raise an objection against using his/her data for marketing purposes
. The mentioned situation related mainly to the practice applied by IMP Sp. z o.o. which after having obtained the data from Reader’s Digest Przegląd Sp. z o. o. fulfilled the information obligation as late as while sending advertising material. Also in this case the data protection authority found it necessary to notify prosecuting bodies of commission of crime by IMP Sp. z o.o.
. A similar violation was committed by Reader’s Digest Przegląd Sp. z o. o. and as a result the case was also addressed to the public prosecutor’s office
.

Although statistics show that the number of complaints on the activity of marketing companies in the reporting year decreased, still it would be premature to state that it is a result of paying bigger attention to the issues of personal data protection by these entities. A few years of experience and observation of the direct marketing market allow saying that this market is unstable. 

Very often the companies which operated in previous years don’t exist any more, although it is not excluded that this activity is still carried on by the same persons, but under different name and address
.

One of the biggest threats in the analysed sector is apparent striving of marketing companies at moving the processing of personal data of the Polish citizens outside the borders of our country or making the data controller (at least formally) an entity with the seat abroad. In such situations the Inspector General’s task to examine the matters connected with using by these subjects personal data was much more difficult (e.g. no possibility to obtain explanations from them or to perform inspection). Therefore, cases involving these entities were addressed to prosecuting bodies having legal instruments necessary for their wider investigation.  
2. Although the number of complaints as regards marketing activity addressed to the Inspector General in 2004 decreased still the number of questions about interpretation of the provisions in this area doubled.
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Chart: Numeric breakdown of the questions addressed to the Inspector General in the years 2002 – 2004.

Due to the specificity of data processing for marketing purposes the Inspector General did not receive any letter sent by public entity. However, the Inspector General received questions from private persons and entrepreneurs. The questions sent to the Inspector General concerned among others:

· sending marketing offers by electronic means
,

· the rights of the data subjects resulting from the Act on Personal Data Protection,

· making the conclusion of a contract dependent on expression of consent to data processing for marketing purposes
.

It needs to be noted that the number of cases regarding the processing of data for marketing purposes by means of the Internet (in particular sending marketing offers by electronic means, i.e. so called spam) is still rising. In such cases the Inspector General pointed at the provisions of the Act of 18 July 2002 on providing services by electronic means (Journal of Laws No. 144, item 1204 with amendments)
 stating at the same time that due to the fact that pursuant to Art. 10 paragraph 3 of this Act sending unsolicited commercial information shall be regarded as unfair competition practice, and the entities competent in deciding in cases concerning these issues are consumer advocates
. In such situations it is also possible to institute legal proceedings.

3. The Inspector General – similarly as in the years 2002 – 2003 – did not express opinion on any draft legal act regarding this issue.

4. In 2004 the entities carrying on marketing activity for the benefit of other entities notified to registration 26 personal data files. In 2003 the entities from this sector notified to registration 27 personal data files and in 2002 – 19.
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Chart: Numeric breakdown of personal data files concerning the processing of data in connection with carrying on marketing activity notified to registration in the years 2002 – 2004.

 The data files notified to registration included in principle data of persons participating in various types of competitions, promotions, lotteries. The processing of data was aimed at research of public opinion and preferences of persons to whom marketing offers are addressed.

The notification forms were in principle filled in correctly. A few irregularities consisted in failure to indicate recipients or categories of recipients to whom data can be transferred as well as in negligence with regard to description of technical and organisational measures applied for the purposes specified in Art. 36 – 39 of the Act.

5. In 2004 6 inspections of data processing compliance with the provisions on data protection were conducted in the companies providing marketing services
.
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Chart: Numeric breakdown of inspections conducted in the entities providing marketing services in the years 2002 – 2004.

The inspections were performed in connection with administrative proceedings conducted by the Inspector General initiated with lodged complaints or in connections with data files notified to registration – in a situation where it was impossible to evaluate organisational and technical conditions in which data were processed on the basis of information included in the notifications. All inspections were partial inspections – the scope of inspection covered exclusively specific issues. 
In connection with so defined scopes of inspections of marketing companies only in one case irregularities were found which were the bases for instituting separate administrative proceedings. However, they related to issues other than marketing (e.g. collecting a wider scope of data from persons with whom mandate contracts or contracts for specific work were concluded than it was necessary to fulfil the purpose of data processing or failure to enter into records persons authorised to personal data processing, information on data of granting and annulling the authorisation). 
In connection with the stated irregularities administrative decision was issued which ordered to remove negligence in the processing of personal data and discontinued the proceedings with regard to irregularities removed in the course of the proceedings. In the decision the Inspector General ordered the unit under inspection to stop the collection of personal data in the scope wider than provided for by the legal provisions being in force
.

I.   Financial institutions
1.   Banks.

The basic legal act regulating the processing of personal data in the banking sector is the Act of 29 August 1997 the Banking Law (unified text: Journal of Laws of 2002 No. 72, item 665 with amendments). From the viewpoint of the provisions on personal data protection the entry into force – on 1 May 2004 – of the provisions of the Act of 1 April 2004 on amendment of the Act – the Banking Law and on the amendment of other acts (Journal of Laws No. 91, item 870), which among others introduced to this act the provision of Art. 112b pursuant to which banks can process the information contained in identity cards of natural persons for the purposes of the conducted banking activity, was of paramount importance.
1.1 In 2004 the Inspector General received 149 complaints concerning data processing in the banking sector.
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Chart: Numeric breakdown of complaints concerning the banking sector sent to the Inspector General in the years 2002 – 2004.

The complaints addressed to the Inspector General regarded in particular: 

· the scope of data processed by banks,
· disclosing personal data to unauthorised persons, including in particular in connection with assignment of claims or commissioning the processing of data in order to recover claims in the banks’ name,

· transferring data to the Credit Information Agency (BIK S.A.) and Polish Banks Association,

· erasing data from the banks’ files,

· the processing of data for marketing purposes.

In connection with the complaints related to the scope of data processed by banks it needs to be indicated the Inspector General for many years has been taking the position that banks collect too much personal data, in particular obtained by copying identity cards and other documents of the clients. In the opinion of the data protection authority these data, including for example image, signature, information on children, previous place of permanent residence, or previous places of employment, are redundant, all the more that banks in the course of proceedings conducted in previous years were not able to indicate a rational purpose of data collection. Therefore, in connection with such situation activities were undertaken to change the binding legal provisions and as a result Art. 112b was introduced into the Banking Law on 1 May 2004. Pursuant to the latter Art. banks can process information contained in identity cards of natural persons for the purposes of the banking activity carried on. However, although the collection by banks of data in the scope resulting from so called „new” identity cards was recognised as fully legal, still the Inspector General did not find grounds for collection of data included in „old” identity cards even in the scope of previous addresses of permanent residence, employment or data on children or other dependents of the bank’s client. The objections of the Inspector General were, however, not shared by the Supreme Administrative Court
.

The legislator introduced in Art. 112 of the Banking Law a regulation which legalised the collection of information from identity cards by banks, whereby it clearly indicated that only documents used for confirming identity (e.g. identity card, passport) can be a source of data. However, in practice banks broaden the application of this provision stating that it applies also to the collection of data by making copies of documents such as driving licence or certificate of qualification to drive specific vehicles. In the meantime, such interpretation is allowed neither by legal provisions nor by judicial decisions. Identity card and passport are documents which certify identity, pursuant to the provisions of the Act on Census and Identity Cards and the Act on Passports. Whereas in accordance with the Act on Road Traffic the driving licence is a document certifying the rights to drive motor vehicles
. The Appeal Court in Białystok confirmed this standpoint to be legitimate
.

For the reasons mentioned above in the administrative decisions issued in 2004 the Inspector General for Personal Data Protection ordered erasure of data obtained by banks e.g. from driving licence or qualification certificate. As example may serve the case in which the Inspector General  - considering the applicant’s motion for ordering the bank to erase the data included in copies of documents submitted by him, i.e. among others in driving licence and qualification certificate – ordered PKO S.A. with the seat in Warsaw to remedy negligence in the processing of personal data obtained from the copies of these documents
.

However, the Inspector General refused to consider a motion for erasure of data, if the processing of the scope of personal data questioned by the complainants had grounds in legal provisions, that is was carried on on the basis of the prerequisite from Art. 23 paragraph 1 point 2 of the Act or was authorised by Art. 23 paragraph 1 point 3 of this Act
. The processing of the complainant’s personal data included in his certificate of completion, as well as of passing master’s examination and obtaining master’s degree was justified by the provision of Art. 23 paragraph 1 point 2 of the Act, as it was necessary for fulfilling the bank’s obligations (PKO BP S.A.) in relation to the complainant resulting from legal provisions, for example obligations related to correct calculation of one year waiting period in the student’s credit payment, as well as by the provision of Art. 23 paragraph 1 point 3 of the Act, because the processing was carried on in connection with execution of a contract for preferential loans for students.
Some complainants questioned also the bank’s right to process personal data after the termination or expiration of a contract. However, the bank has not only the right, but also the obligation to process its clients’ data after termination (expiration) of contracts concluded with them, among others on the basis of the provisions on accountancy, and therefore such processing cannot be recognised as violating the principle of purposefulness or adequacy of data processing. As example of a case concerning the above mentioned issue in which the Inspector General ordered erasure of data may serve a complaint for refusal Bank Handlowy w Warszawie S.A. to erase complainant’s personal data regarding the amount of remuneration and place of employment which were in the Inspector General’s view unnecessary for running a bank account
. As it was found out the bank account contract was terminated upon giving notice and hence the data were processed only for archival purposes, purposes of financial reporting and recognising claims as outdated, and the complainant was attributed the „closed client status”. In this case the Inspector General took a standpoint that the processing of data for such purposes was compliant with legal provisions.

However, no grounds were found for storing by Reiffeisen Bank Polska S.A. 
with the seat in Warsaw of data contained in documentation in the form of application for issuance of visa card in the situation where the complainant resigned from the bank’s services before activation of the card and in consequence did not conclude any contract with the bank. Therefore, while considering the case it was necessary for the Inspector General to state that none of the actual prerequisites justifying the processing of the complainant’s data by the bank was fulfilled; in particular there were no grounds for archiving such data.  Institution of the proceedings by the Inspector General contributed to positive reaction of the bank consisting in destroying the complainant’s personal data contained in paper documentation and their anonymisation in information systems
.

Another case in which the Inspector General investigated the scope of data processed by the bank related to the collection by PKO S.A. of data of attorney to account in the scope comprising information on the marital status, NIP number, profession, place of work, income, education, telephones numbers – on pain of not obtaining power of attorney to account
. In this case the Inspector General recognised the practice of the bank as inadmissible, because it led to collection of too wide scope of personal data not justified with a need to give power of attorney. As a result of the instituted proceedings the bank erased from its file the questioned data and also changed the instruction procedures for its employees, in particular by precisely stating in these procedures that refusal to give personal data in the scope questioned by the Inspector General cannot be a reason for not accepting a power of attorney.  

The biggest group of complaints (circa 25% of all complaints sent to the Inspector General in connection with the processing of personal data by banks) related to the circumstances of disclosing - both from the banks’ information systems and from paper documentation – the complainants’ data to unauthorised persons. In situations of confirmation of the circumstances of unauthorised disclosure of complainants’ personal data by banks the Inspector General ordered in administrative decisions the proper legal state to be restored, notified the competent public prosecutor’s office of commission of crime, as well as informed the controllers about improper activities which result in violation of the principles on personal data protection. At the same time the Inspector General addressed a request for change of the questioned practice or for institution of disciplinary proceedings against persons responsible for negligence in the processing of the clients’ personal data.
The issue which aroused the biggest doubts of complainants was disclosure of personal data by banks to collection agencies
. Many complaints concerned disclosure of personal data as a result of failure to observe the security principles specified in the provisions on banking secrecy protection. The Inspector General’s role in such cases was to investigate whether unauthorised disclosure of data really occurred. As example may serve a complaint against Lukas Bank S.A. with the seat in Wrocław which disclosed the data of its many clients to Towarzystwo Ubezpieczeniowe Europa S.A. (insurance company) with the seat in Wrocław with the aim of automatic insurance coverage of the persons. The only prerequisite justifying such activity could be these persons’ consent to insurance coverage, but they did not, however, express such consent. In this case the Inspector General decided to notify prosecuting bodies of commission of crime by persons responsible for the processing of personal data carried on in the bank
.

There were also complaints against the processing of untrue data and their transfer to unauthorised persons. As example of a case in which the Inspector General addressed to bank’s authorities a motion for instituting disciplinary proceedings and notified competent public prosecutor’s office of commission of crime may serve the case in which Deutsche Bank PBC S.A. with the seat in Krakow disclosed untrue data of a complainant to BIK S.A. (Credit Information Agency)
. In this case there was no legal basis for the transfer of such data, because the complainant was only an attorney for cases related to running the account, and the account contract was concluded by her mother. The issue of legality of the transfer of personal data to BIK S.A. and do ZBP (Polish Banks Association) was one of the most important problems related to the processing of the clients of banks
. Pursuant to Art. 105 paragraph 1 point 1 of the Banking Laws the bank is obliged to provide information constituting banking secrecy to other banks and credit institutions in the scope in which this information is necessary in connection with the execution of banking activities and purchase and sale of claims. This provision specifies directly the bank’s right to possible transfer of borrowers’ data to the institution referred to in Art. 105 paragraph 4 of the Banking Law and BIK S.A. shall be recognised as such institution
. 

So in the situation where the bank’s debtor questioned legality of transferring by the bank of his data and their processing in BIK S.A. no violation of the Act on Personal Data Protection was stated, considering the existence of the prerequisite from Art. 23 paragraph 1 point 2 of the Act. A completely different situation occurred when the borrower ceased to be a debtor and still his data were in the file of BIK S.A. The banks and BIK S.A. justified such practice with the regulations on collection and disclosure of information by BIK S.A. by which they were bound, apart from the contract. Pursuant to the contents of the regulations BIK S.A. shall be obliged to process the data sent by BIK S.A. for the period of 5 years (since the day of closing the account for accounts showing no arrears above 30 days) or for the period of 7 years (since the day of closing the account for accounts showing no arrears above 30 days). In the Inspector General’s view the regulations do not include commonly binding legal provisions and cannot be a source of the rights and obligations for the clients of banks, and therefore ordered erasure of data of former debtors from the files of BIK S.A.
.

There were also situations where the processing of data by BIK S.A. or the lack of the bank’s motion for erasure of this data from the file was caused by defects of the information system”
.  
In such situations the Inspector General for Personal Data Protection addressed banks with a request to undertake activities aimed at restoring the proper legal state
.

If there is a statutory basis for the functioning of the institution BIK S.A., then in the Inspector General’s view there are no statutory prerequisites for the processing of data in the file called Interbank Economic Information System „Banking Register” containing debtors’ data run by ZBP. The latter Association indicated as the basis of its activity, apart from Art. 105 paragraph 1 point 1 of the Banking Law, also the provision of Art. 105 paragraph 4 of the Banking Law. After having analysed it the Inspector General stated that this provision does not give grounds for the processing of personal data by ZBP. For this provision allows for establishing by banks together with chambers of commerce an „institution for collecting, processing and disclosing” to banks and other institutions statutorily entitled to granting loans among others information constituting banking secrecy or information on claims. So, information, including personal data, can be processed by independent institutions the activity of which will be limited to the “collecting, processing and disclosing” of information indicated in Art. 105 paragraph 4 of the Banking Law. ZBP is not an institution established separately to fulfil the purposes specified in the analysed provision, but it is a chamber of commerce within the meaning of the provisions of the Act of 30 May 1989 r. on chambers of commerce (Journal of Laws No. No. 35, item 195 with amendments.)
. Therefore, it was necessary to order the erasure of the complainants’ data from the file kept by ZBP, if the data were contained therein
. In many cases the proceedings was discontinued
 due to the fact that the bank has erased the complainants’ data from the file of ZBP (i.e. in connection with negotiated agreement between the bank and the complainant).

Bank, as every other controller, is entitled to the processing of its clients’ data for the purposes of direct marketing of own products or services on the basis of Art. 23 paragraph 1 point 5 in connection with Art. 23 paragraph 4 point 1 of the Act, and is not obliged to obtain the data subject’s consent. Such situations were not questioned by the authority and could not have been recognised as compliant with the Act
. There were, however, cases of the processing of data carried on by banks for marketing purposes in the situation where the account contract with the complainant was terminated and at the same time the complainant objected to the processing of his/her data for such purposes
. As a result of the Inspector General’s intervention is such situations banks conducted explanatory and disciplinary proceedings against persons responsible for the processing of the complainants’ personal data carried on in the questioned way, and disciplinary measures were taken against persons directly responsible for the above mentioned violations. Frequently, the Inspector General’s interventions encouraged the banks to recall the principle of good banking practice and to more carefully get acquainted with the binding instructions as regards collection and disclosure of personal data. 

In the analysed reporting year the Inspector General receive also a few cases related to banks’ failure to fulfil the information obligation from Art. 33 of the Act. In such cases the Inspector General ordered to remedy the negligence in the processing of the complainant’s personal data by fulfilling this obligation in the scope postulated by the complainants
. 

Similarly as in previous years, the growth of the number of complaints from this field can be observed, whereby the subjective scope of complaints was not different than the one of the complaints handled by the Inspector General in the previous years. However, the number of complaints concerning the scope of data processed by the bank decreased. This may be a result of the solutions adopted in the amended Act the Telecommunications Law, because in 2003 this problem was the most frequent subject of disputes with the banks. It is satisfactory to note the growth of the level of observing the provisions of the Act concerning the information obligation from Art. 24 of the Act in this sector.
Compared to previous years a higher amount of complaints were related to the processing of banks clients-debtors’ personal data or in connection with assignment of claims or with commissioning of data processing on the basis of Art. 31 of the Act. This tendency is similar to the one which took place in 2003 when among the cases concerning disclosure of personal data to other entities the complaints regarding illegal – in the complainants’ view – transfer of their data to the entities providing for the benefit of banks a service of recovering debts from clients being debtors were most common.  
It needs to be indicated that consistent attitude of the Inspector General contributed to recognising by the entities from the banking sector the need to regulate in the legal provisions such an important issue as the periods of data storage in BIK S.A. For many years the banks were taking the view that internal regulations were a sufficient basis for carrying on the practice of long-term storing the data of the former debtor in the file kept by BIK S.A. Meanwhile, in accordance with the constitutional norms, exclusively a binding legal provision can be a source of the citizen’s rights and obligations. Also as a result of the firm attitude of the data protection authority the issue of the scope of data collected from identity cards was regulated in the provisions of statutory rank. 
To recapitulate it needs to be noted that the processing of data in the banking sector still arouses objections. A large number of complaints confirm the need for the banks to undertake additional activities aimed at adapting their binding procedures to the provisions on personal data protection.
1.2 In the discussed reporting period the number of questions about interpretation of the provisions from the field of data processing in the banking sector more than doubled.
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Chart: Numeric breakdown of the letters concerning the processing of data carried on by banks addressed to the Inspector General in the years 2002 – 2004.

The majority of questions were addressed to the Inspector General by the banks’ clients. In the context of quite complicated and diversified problems related to the processing of data by banks it is worth noting that only 5 of the sent questions came from banks themselves
. The subjects of questions addressed to the Inspector General were very similar, as in case of complaints addressed to the data protection authority. The questions concerned: 
· legal bases of the processing of the bank’s clients data after termination of the contract concluded with them
, 

· the scope of personal data collected by the bank in connection with loan agreement
, 

· making a Xerox copy of identity document by the bank 
,

· the processing of the clients’ data in the Interbank System of Economic Information – the Banking Register, run by ZBP and by BIK S.A. in the file called “Borrowers”
,

· the transfer of data of the banks’ clients to the collection agencies
. 

The Inspector General’s standpoint on the above mentioned issues was discussed in detail in the part concerning complaints.

1.3 In 2004 the Inspector General received 5 draft legal acts concerning the activity of banks
. Comments were submitted on 3 drafts. In 2003 3 drafts related to this issue were sent, whereby remarks were presented on 1 of them. In 2002 the Inspector General did not express opinion on any draft legal acts in this regard.

In connection with the draft Regulation by the Minister of Justice as regards the conditions and mode of annulling documents confirming conclusion of the savings account contract and fixed-term savings deposit account contract
 the Inspector General for Personal Data Protection had doubts concerning the scope of account holder’s (or holders’) data which are to be placed in the advertisement posted up in the room destined for servicing customers in a visible place in case of the proceedings for annulling a document (§ 4 paragraph 2 point 3 in connection with paragraph 3 point 1 of the draft). The announcement on the pending proceedings for annulling a document was supposed to contain the account holder’s (holders’) data and number of the lost document - § 4 paragraph 3 point 1. Such formulation of the indicated provision, without specifying particular personal data to be placed in the announcement, would result in a possibility to place in publicly available place information on account holder in the scope inadequate to the purpose. In extreme case the announcement might include all data contained in the motion for annulling the lost document (§ 3 paragraph 2 of the draft; a document shall mean: personal bank savings book or other personal document confirming conclusion of the savings account contract or fixed-term savings deposit account contract - § 1 of the Regulation). In the Inspector General’s view due to the fact that such announcement is posted up in a publicly available place the scope of personal data shall be minimal. This remark was taken into account, the scope of data was specified and limited to name, surname and address of account holder/s and the number and symbol of the lost document.
The Inspector General for Personal Data Protection took also part in works on the draft Regulation by the Council of Minister as regards the way of creating, recording, transferring and storing -  also by means of electronic signature - banking documents drawn up on electronic information media
. Due to specific subject of the Regulation the submitted remarks concerned technical and IT requirements. 

The remarks in particular related to securing documents integrity. A proposal was submitted to introduce a condition which would allow checking whether the created medium is a medium on which information was recorded by its producer, that is a person or an entity responsible for the contents of this information.
1.4. In the reporting year banks notified to registration 30 personal data files. In 2003 35 files were notified, and in 2002 – 31 data files. The number of personal data files notified in this sector remains at similar level.
Among data files notified in 2004 there were 6 files notified by the National Bank of Poland, 4 – by cooperative banks, and 20 – by the remaining commercial banks. In most cases the data files notified to registration concerned the banks’ clients and served the execution of contracts concluded in connection with the fulfilment of banking activities. The purposes of keeping files notified to registration by banks included not only servicing the concluded contracts, but also marketing, handling complaints and motions, accepting opinions and claims, and sometimes also maintaining official relationships
, as well as keeping registration books of holiday resorts. In the discussed period notification to registration of a file constituting a register of transactions above EUR 15.000 and suspected and related transactions was reported as well.
. It could be concluded from the submitted notification that the purpose of data processing in that file was the fulfilment of the obligations resulting from the provisions of the Act of 16 November 2000 on prevention of money-laundering and financing terrorism (unified text: Journal of Laws of 2003 No. 153, item 1505 with amendments). 

For this reason the data controller was informed that pursuant to Art. 43 paragraph 1 point 2a of the Act on Personal Data protection the notified personal data file is exempted from the notification obligation.

The correctness of filling in notifications by the entities from the banking sector shall undoubtedly be evaluated as more than average. Situations where there was a need to conduct explanatory proceedings, for example in case of lack of the data controller’s statement on development of documentation describing the way of personal data processing and the measures taken for their protection, as well as in case where the data controller did not apply adequate security level of personal data processing in the computer system – relevant to the categories of the processed data and possible threats, occurred sporadically.

1.5 In 2004 12 inspections of personal data processing compliance with the provisions on personal data protection were performed in the entities of the banking sector, which means a decrease of the number of inspections compared to the previous reporting period
.
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Chart: Numeric breakdown of the inspections concerning the banking sector performed in the years 2002 – 2004.

All the performed inspections were partial inspections which means that their scope covered exclusively selected aspects of personal data processing. The majority of them were connected with the administrative proceedings conducted by the Inspector General which were initiated by the lodged complaints.

The irregularities found in the course of inspection of banks concerned in particular the collection of personal data in the scope inadequate to the purpose for which they are processed, for example conclusion and execution of the bank account contract and loan agreement.  For as it was established banks demanded that their clients indicated among others information on education, practiced profession, previous addresses of residence and previous work places. This practice was questioned by the Inspector General who in the issued decisions ordered to stop the collection of data of the indicated persons in the scope wider than necessary for the purposes of data processing. However, it needs to be emphasised that compared to previous years the situation in this regard has changed. It was among others the result of the amendment of the Banking Laws in the scope concerning the legalisation of the processing of information contained in identity cards of natural persons.  

The inspections showed also other irregularities in the processing of personal data, in particular failure to fulfil the information obligation – resulting from Art. 24 of the Act on Personal Data Protection – in relation to the data subjects, and lack in the security policy and the instruction of managing the computer system used for personal data processing of all elements specified in § 4 and § 5 of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing, e.g. the list of buildings, rooms and parts of rooms constituting an area in which personal data are processed. 

In individual cases irregularities were also reported which consisted among others in failure of the computer system used for personal data processing to keep record of information as to whom, when and in what scope personal data were disclosed. These irregularities constituted violation inter alia of the provisions of § 16 point 4 and § 17 of the – previously binding – Regulation specifying basic technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing. However, due to a change of the provisions imposing on the controllers processing data with the use of computer systems the indicated requirements
 no administrative proceedings in the above mentioned regard was instituted.

An interesting issue faced by the inspectors was the found fact that in the process of controlling access to selected rooms of the bank the employees’ biometric data were used. For as it was established the control of entry and exit among others to the room with servers was based on the system of iris biometric analysis. In connection with the above mentioned findings the Inspector General had doubts as to the legality of collecting the indicated data of the bank’s employees, in particular in the context of Art. 221 of the Labour Code which specifies the scope of data which can be processed by the employer
.

In connection with the found irregularities decisions were issued which ordered to remedy negligence in the processing of personal data and discontinued the proceedings as regards irregularities remedied in the course of the proceedings. The Inspector General ordered  in the decisions in particular to stop the collection of personal data in the scope wider than necessary for the achievement of the purpose of data processing (among others conclusion and execution of loan agreement), and to fulfil the information obligation referred to in Art. 24 paragraph 1 of the Act on Personal Data Protection in relation to the data subjects
.

J.   Debt collection
In 2004 the Bureau of the Inspector General received a large number of complaints and questions concerning the transfer of personal data to the entities dealing with debt collection. Such a significant interest in this issue was undoubtedly a result of press publications which referred to the legality of disclosing personal date for the purpose of debt recovery. The growth of the number of correspondence in this regard could have been observed in particular after the media had published the information on judgments issued in 2004 by the Voivodeship Administrative Court
, which sustained the decisions of the Inspector General stating inadmissibility of the processing of personal data by collection agencies in connection with the assignment of claims without the debtor’s consent.
The issue of personal data processing in connection with debt collection shall be considered in the context of the Act of 23 April 1964 the Civil Code (Journal of Laws No. 16, item 93 with amendments) and the Act of 15 December 2000 on Competition and Consumer Protection (Journal of Laws No. 122, item 1319 with amendments)
.

1. Complaints handled by the Inspector General in the analysed period related to unauthorised disclosure of personal data in connection with occurrence of indebtedness on the complainant’s side caused for example by failure to pay for telecommunications services provided, failure to fulfil the obligations resulting from the contract concluded with the bank or failure to pay for transport services. Telecommunications operators, carriers, banks and other entities from the private sector such as tenants’ associations assigned their claims to debt collection agencies. The activities of these agencies had to be in principle evaluated in two aspects:
a. execution of debt collection activities by collection agencies as controllers of data which they obtained on the basis of the contract on assignment of claims, and 
b. activities on behalf of and for the benefit of data controllers – creditors.
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Chart: The number of complaints connected with the processing of personal data for the purposes of debt collection which were sent to the Inspector General in the years 2002 – 2004.

The process of debt collection is strictly connected with the processing of personal data, and therefore it shall be compliant not only with the provisions of the civil law, but also with the principles resulting from the provisions of the Act on Personal Data Protection. The Inspector General recognised as lawful conducting debt collection proceedings by the data controller’s employees, as well as applying by the controllers of the practice consisting in commissioning of data processing which is provided for by the legislator in Art. 31 of the Act on Personal Data Protection
. 

So in the situations of commissioning data processing there were no grounds for recognising that data were disclosed in an unlawful way. Upon applying the provision of Art. 31 of the Act the data controller was not changed, because the data were processed by the entities selected and authorised by the controller. The Inspector General did not also question the commissioning by the data controller the execution of debt collection activities on the basis of power of attorney (Art. 96 of the Civil Code) and by a representative (Art. 95 § 1 of the Civil Code) whose activities undertaken within the power of attorney entail legal effects directly for the represented party (Art. 95 § 2 of the Civil Code), i.e. the data controller. The analysis of complaints concerning the above mentioned question leads to a conclusion that the complainants were wrongly convinced that the so far creditor had changed and found it to be inconsistent with the Act. In some cases it was necessary to explain to complainants as well that the construction of the contract on commissioning of data processing or acting with the agency of a representative or attorney do not require the data subject’s consent. For the complainants many a time referred to this prerequisite as the only one which justified the disclosure of their data.
The facts of a case showing that disclosure of personal data was based on the contract of assignment of claims (so, when the data controller was changed), concluded without the previous consent of the debtor required by the provisions of the Civil Code, were treated in a different way. In the Inspector General’s view it can be concluded from the contents of the provision of Art. 509 – regulating the assignment of claims - of the Civil Code that the assignment is permitted under three conditions
. 

In the analysed cases no contractual exclusion of admissibility of assignment of claims (pactum de non cedendo) occurred, and the nature of obligation (resulting from contracts on provision of services concluded by the complainants with the entities especially from the sectors of telecommunications and banking or media) also did not prevent the assignment.  However, the Inspector General stated inconsistency of the assignment contract with the provisions of Art. 385³ point 5
 and Art. 385¹ § 1
 of the Civil Code. The contents directly indicate that the assignment of claims against the consumer is subject to special principles and constitutes an exception from the provision of Art. 509 § 1 of the Civil Code, pursuant to which  the debtor’s consent to the conclusion of the assignment contract is necessary exclusively in case where the contract between the creditor and the debtor excluded a possibility of assignment of claims to a third party. This standpoint finds confirmation in the doctrines as well
. It is also shared by the President of the Office for Competition and Consumer Protection
. 

In consequence there were no grounds for stating that the prerequisite allowing the processing of such data on the basis of legal provisions was fulfilled (Art. 23 paragraph 1 point 2 of the Act) or that the debtor’s consent is the basis of the questioned activities (Art. 23 paragraph 1 point 1 of the Act).

In connection with the above the Inspector General recognised that the contract of assignment of claim concluded between the controller and the entity which purchased a claim formulates the claimant’s rights and obligations in a way inconsistent with best practice and flagrantly violates his/her interests. There were no doubts that the transfer itself, as a rule, does not worsen the debtor’s legal situation, because the contents of the obligation does not change, however, the legal situation – what can be concluded from the circumstances of many cases – gets worse since the moment when the creditor begins executing its rights in relation to the complainants in order to recover debts. The complainants tried to lodge complaints both against the transferor of claim and collection companies, and were not successful. Although relevant documents confirming the payment of the debt were submitted, the assignee of the debt was not interested in considering the complainant’s claim at all. 

In the subsequent calls for payment of the disputed debt (the data controllers did not use the possibility of settling the dispute in the court) the complainants were informed about additional costs, but were given no explanation on the principles and grounds of their calculation. Frequently, the complainants were also threatened with a possible visit of „regional debt collectors” who would “remind” the debtor of the obligation to pay the debt bought out by the collection agency. The President of the Office for Competition and Consumer Protection pointed at the circumstances concerning worsened legal situation of the debtor-consumer as a result of transferring claims to the third party; he confirmed in his opinion in this regard
 that in the above mentioned circumstances the transfer made for the complainants is inconsistent with best practice
.

The legality of disclosing personal data in connection with debt sale was considered also on the basis of other - than the ones indicated above - prerequisites specified in Art. 23 paragraph 1. 

In particular admissibility of application of the prerequisite specified in Art. 23 paragraph 1 point 5 of the Act, which was most often referred to by assignees of claims who processed the debtors’ personal data obtained from their so far creditors, was analysed
. 

The transfer of claims – similarly as the activity related to debt collection – can constitute a legitimate interest of the data controller; however, the objection referred to in the mentioned provision is of key importance.
The legislator stipulated that the processing cannot violate the rights and freedoms of the data subject, in this case the debtor. The stipulation above causes a possibility of worsening the debtor’s situation. So the evaluation of legal situation of the debtor also had to include analysis – in the light of the provisions concerning consumer contracts – as to whether the debtor’s legal situation has not worsened. The circumstances of the considered cases, in particular the provisions of the civil law, did not allow to assume that the processing concerned did not violate the rights and obligations of the interested parties. This standpoint found confirmation in the judicial decisions
.

In the first half of 2004 first judgments of administrative courts were passed in cases concerning the assignment made by telephone network operator Polkomtel S.A. for the benefit of PRESCO (s.j. [registered partnership), and then Sp. z o.o. [limited liability company). All decisions of the Inspector General issued in these cases in 2003 (apart from those which discontinued the proceedings), described in the Report for 2003, were appealed against. After consideration of these cases by the Voivodeship Administrative Court 7 judgments were pronounced
, which were partly verified by the Supreme Administrative Court
 or currently wait for adjudication by the Supreme Administrative Court. All judgments pronounced by the Voivodeship Administrative Court in the first half of 2004 accepted the standpoint of the Inspector General for Personal Data Protection – the court dismissed the complaints recognising that the assignment made with exclusion of the possibility to express consent thereto violates the complainants’ rights and freedoms, and disclosure of data is not justified by any of the prerequisites of personal data processing. What is interesting, while considering the appeals in the second half of 2004 the Supreme Administrative Court initially shared the Inspector General’s standpoint
, 
and then in another judgment recognised the appeal of the cellular telephone network operator as well founded. The Supreme Administrative Court shared in the first of its decisions the view expressed in the Voivodeship Administrative Court’s judgment appealed against according to which the provision of Art. 509 § l of the Civil Code due to the regulation specified in Art. 3853 point 5 of the Civil Code cannot constitute the basis of the processing of consumers data without their consent
. Also Art. 23 paragraph l point 5 of the Act could not have constituted in this case the grounds for the processing of the complainant’s data who was a party to the consumer contract, and the assignment of claims without the complainant’s consent violated his rights. 

While evaluating similar facts of another case
 the Supreme Administrative Court reversed the Voivodeship Administrative Court’s judgment appealed against in the case of complaint of Polkomtel S.A. against the decision of the Inspector General for Personal Data Protection as regards the processing o data and remanded the case for re-examination by the Voivodeship Administrative Court
. The Supreme Administrative Court stated that the evaluation of admissibility, effectiveness or validity of the contract of assignment of claims is within the competence of the common courts, and possibly in some its aspects it can also be the subject of the activities of the President of the Office for Competition and Consumer Protection. It also pointed at the civil-law aspect of this case which cannot be the subject of interest of public administration bodies or of administrative courts. The Supreme Administrative Court stated that asserting claims is a legitimate interest (aim) of the data controller and in connection with this the processing of data (disclosing) is permitted as necessary to the execution of this aim, provided that it does not violate the data subject’s rights and freedoms (Art. 23 paragraph 1 point 5 of the Act). It also indicated that while deciding as to whether the civic rights and freedoms have been violated – which was carried out neither by the court of first instance nor by the Inspector General – one has to base on the catalogue of these rights and freedoms referred to in detail in the Constitution of the Republic of Poland and specify which of them exactly have been violated, because worsened legal situation of the debtor is not equal to violation of the civic rights and freedoms.
So the issue above has not been unambiguously solved, and due to divergent views expressed by the court this case shall be considered by the group of 7 judges of the Supreme Administrative Court.
The analysis of complaints which referred to the problem of the processing of personal data in connection with debt collection indicates that so far the controllers have been mainly applying the practice of commissioning data processing which does not lead to change of the data controller. However, the assignment of claims for the benefit of third parties becomes more and more common – also among the entities which have very extensive possibilities to pursue their rights (e.g. through a bank enforcement title, commissioning the processing of data on the basis of Art. 95 of the Civil Code and commissioning their processing under the contract referred to in Art. 31 of the Act on Personal Data Protection), as well as to inform the debtor about consequences of improper fulfilment of contractual obligations (e.g. by providing information to economic information agencies or to BIK S.A.).

The assignment of claims and related questioned disclosure of personal data were many a time a result of negligence of internal units of the data controllers. 

For many proceedings confirmed the thesis that they have been pursuing their claims without legal grounds. It resulted from the fact that the processing of data was carried on in consequence of human’s mistake (failure of the data controller’s employee to keep record of the information on payment of the debt), or was a result of the information system’s error.
Following the Inspector General’s intervention, which shall be reported with satisfaction, many controllers verified the information on debtors held by them and implemented new technical and organisational solutions aimed at preventing similar „mistakes” in the future, and disciplinary actions were taken against persons responsible for irregular activities or failures
. A positive aspect of the activities undertaken by the Inspector General is also a decrease of the number of notifications on practice – being on the borderline of legal provisions – consisting in sending correspondence in the form of printed inscriptions which are supposed to threaten the letter’s recipient
.

2. In the discussed period the Inspector General replied also to questions about interpretation of the provisions concerning this problem. It needs to be stressed that their number in this field increased a few times. The reason for this may be – as it was indicated at the beginning of this chapter - publicizing, especially in the press, of the Voivodeship Administrative Courts judgments of 4 March 2004 (ref. no. II SA 1603/03) and of 11 March 2004 (ref. no. II SA 1631/03), in which the Court shared the Inspector General’s standpoint as regards inadmissibility of disclosure of the debtor’s personal data together with the transferred claim, without the debtor’s consent. 
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Chart: Numeric breakdown of the number of questions concerning debt collection sent to the Inspector General in the years 2003–2004 

The questions were addressed by telecommunications services subscribers (including cellular telephone networks), cable television subscribers, clients of banks and insurance agencies, as well as by the entities which considered selling debts of their debtors to the entities dealing with debt collection
 and by the collection agencies themselves. Letters were sent to the Inspector General also by poviat consumer advocates who informed about their doubts regarding the sale of consumer claims from the point of view of the provisions of the Act of 15 December 2000 on Competition and Consumer Protection (Journal of Laws No. 122, item 1319 with amendments)
. While explaining the issue of data processing in connection with the assignment of claims the Inspector General took a standpoint specified in detail in the part concerning complaints.
3. In the reporting period, similarly as in the years 2002 and 2003 the Inspector General did not receive any draft legal acts concerning the processing o personal data in connection with debt collection.

4. The entities dealing with debt collection obtain the data controller’s status exclusively in case of assignment of claims. In such cases all the obligations resulting from the Act on Personal Data Protection, including the obligation to notify a file to registration, are imposed on these entities. In 2004 the debt collection agencies notified 20 personal data files to registration by the Inspector General. In 2003 9 data files of this type were notified to registration, and 2002 – 3 files. 
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Chart: Numeric breakdown of the number of personal data files concerning debts collection notified to registration in the years 2002-2004.

5. In 2004 4 inspections of data processing compliance with the provisions on data protection were performed in the debt collection agencies
. The inspections carried out were connected with the administrative (complaints and registration) proceedings conducted by the Inspector General.

The findings of inspections performed in connection with the pending proceedings which were initiated with the complaints lodged were forwarded to be used in the conducted proceedings. Whereas the remaining inspections showed irregularities in the processing of data concerning in particular: the processing of data on decisions issued in judicial proceedings without legal basis; the processing in the scope inadequate to the purposes for which the data were collected – i.e. debt collection – the processing concerned the series and number of identity card, family name, image, description,, PESEL number, parents’ names, data and place of birth, marital status and information on addresses of residence of guarantors of leasing contracts; failure to notify to registration by the Inspector General personal data file kept by an entity or failure to update the notification or to fully fulfil the information obligation referred to in Art. 25 paragraph 1 of the Act on Personal Data Protection in relation to the data subjects.

Part III. Summary and final conclusions.

The year 2004 was the 7th year of being in force of the Act on Personal Data Protection. Since its entry into force in April 1998 the level of awareness of the rights and obligations resulting from the Act has significantly increased, both on the side of data processors and natural persons whom the data concern. It is worth noting that as a result of the so far activities of the data protection authority the importance of data protection as an integral element of privacy protection has risen among the public. 
   However, the knowledge of basic legal regulations and the level of their respecting in practice are still unsatisfactory. As evidence thereof may serve numerous cases of violation of the provisions of the Act on Personal Data Protection, in particular by private sector entities. As shown by the Inspector General’s experience, the information obligation and the obligation to protect data against their unauthorised disclosure, change, loss, damage or destruction are violated especially often. Such practices pose serious threat for the privacy of the data subjects, and in many cases – e.g. in case of failure to fulfil the information obligation by the data controller – make the protection of their personal data even illusory. Still not all data processors fulfil the obligation to notify the file to registration, despite many information campaigns carried on by the data protection authority. The frequency of such practices shows insufficient knowledge of and lack of understanding of the provisions regulating personal data processing. Unfortunately there were also many cases in which the data controllers knowingly ignored the legal regulations and showed ill will. It concerns in particular those entities to which the Inspector General has been sending information on irregularities in the processing of personal data for many years.  
1. The number of complaints connected with the processing of personal data has been gradually rising. The reasons for this include not only the violation of the Act on Personal Data Protection by the data controllers or the lack of knowledge of its provisions by the citizens, but also the increase of legal awareness of the entities involved in the processing of data, which is strictly connected with intensification of needs related to data protection and hence the need to explain more and more doubts.
However, the compliance level of personal data processing by public authorities has been systematically increasing. These authorities – as shown by the activities undertaken by them – cooperate with the personal data protection authority in order to develop better standards of personal data protection. For in many cases, after the Inspector General’s intervention, the controllers undertook proper activities aimed at changing the questioned practices. Therefore, the level of compliance with the provisions by the entities from the public sector shall be recognised as satisfactory. Of course it does not mean that there are no signs of the existence of irregularities in the application of the provisions on personal data protection by these entities.  The complaints concerning the collection by city guards of data on health being sensitive category of data despite lack of legal grounds for such action shall be reported as an important new problem.
The analysis of complains related to the processing of data by law enforcement agencies and prosecuting bodies indicates as well that although the level of compliance with the provisions on personal data protection by these subjects is higher and higher, there are cases of violation of the law, e.g. as regards insufficient safeguarding of data. At the same time, however, it could observed on the complainants’ side that they lack knowledge of the legal provisions regulating the activity, including competence of the above mentioned authorities, leading to addressing ungrounded complaints to the personal data protection authority.  
Among the causes of the Inspector General’s intervention was also the activity of cooperatives and housing communities consisting especially in illegal disclosure in public places of lists, announcements and various kinds of information, containing personal data of their members, including debt amounts. Such activities are surprising, as both cooperatives and housing communities have a variety of legal instruments at their disposal which allow them to legally recover their claims.   
There was a considerable increase of the number of complaints against the entities from the private sector – in particular the entities providing telecommunications services, banks, cable networks operators, mainly in connection with recovery of claims for charges for services. The entities from the sectors of telecommunications and media were the first to begin (as early as in 2002) commissioning the processing of data and assigning claims, with the aim of collecting debts from their clients. In 2004 the Inspector General – emphasising a possibility of commissioning the processing of data or using a power of attorney on general basis – still questioned disclosure of debtors’ data within the framework of assignment which leads to a change of the data controller, without the data subject’s knowledge. The problem of debt collection is also strictly connected with the transfer of often unverified or wrongly verified data to debt collection agencies. At the same time, the controllers making the assignment of claims are in many cases not interested in explaining the circumstances of debt emergence; neither is the company purchasing the debt; and hence the complainants are deprived of a possibility to explain their legal situation.  
The processing of data in the banking sector still arouses similar objections, as in previous years, and many complaints – what is a new phenomenon in this sector – were also connected with disclosing data as a result of assignment. Yet it needs to be reported with satisfaction that the level of compliance with the Act in this sector as regards the fulfilment of the information obligation has been rising and the number of cases where the data subjects are forced to express consent to the marketing of products or services of other entities has been limited. In many cases failure to comply with the Act was caused by erroneous operation of information systems or banks’ employees. It is also crucial that consistent attitude of the Inspector General led to regulating in the provisions of statutory rank of the scope of data collected by the banks from identity cards and to undertaking legislative works aimed at regulating in commonly binding legal provisions of such an important issue as the period of data storage in  BIK S.A.

Similarly as in previous years the provisions of the Act were often violated by marketing companies. These entities, as shown in the conducted proceedings, still process personal data without legal basis, also after objection has been raised, and frequently they do not duly fulfil the information obligation, among others by not indicating the origin of data or by indicating untrue origin. 

In such situations the Inspector General not only used administrative and legal means, but also tried to draw other state authorities’ such as law enforcement agencies’ and fiscal control authorities’ attention to these practices, in order to examine the compliance of their activity with legal provisions.
2. The analysis of questions about interpretation of the Act on Personal Data Protection – many a time in the context of other legal acts – indicates that doubts arise especially in relation to those provisions of the Act the wording of which has been changed as a result of entry into force as of 1 May 2004 of the amendment of this act, as well as to the enforcement provisions newly issued on its basis, in particular the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing. 

Moreover, the issue of data transfer for the purpose of debt recovery is also incomprehensible for askers. This undoubtedly was influenced by ambiguous standpoint of the administrative court
.

The fact that the number of questions addressed to the Inspector General increases each year shows big interest in the issues related to personal data protection
. It needs to be emphasised, however, that the number of questions sent by private sector entities is surprising, as many a time the answer to a given question may be found directly in the Act, what may prove a neglecting attitude towards the provisions regulating the processing of data.  As example may serve questions about interpretation of the provisions regulating disclosure of public information, which – as it was indicated in part II of this Report
 – constituted around 5 % of all questions addressed to the Inspector General in the discussed period. Quite significant number of questions about interpretation of the provisions of the Act on Personal Data Protection addressed by the entities or persons whose activity consists in providing legal counselling services, i.e. legal offices, legal counsels and lawyers, is surprising as well. It was shocking that they sent to the Inspector General information on the activity carried on by them on the basis of the Act of 16 November 2000 on prevention of money-laundering and financing terrorism (unified text: Journal of Laws of 2003 No. 153, item 1505 with amendments) in the situation where it was the Inspector General for Financial Information who should have been the addressee of this information. 

The analysis of questions about interpretation of the provisions – apart from the above indicated exceptions – allows drawing a conclusion that the data controllers show interest in the protection of personal data and the questions addressed by them are aimed at proper application of the provisions regulating the processing of personal data. 

Whereas the questions addressed by private persons reflect a growth of awareness as regards their rights, and they usually aim at becoming more acquainted with the principles of their data protection.
3. In the reporting period there was an increase of the number of draft legal acts sent to the Inspector General for Personal Data Protection. General analysis of these drafts shows that the participants of the legislative proceedings still make numerous mistakes while developing legal regulations, which result from insufficient knowledge of the provisions on personal data protection, as well as from general principles of functioning of legal acts in the system of law.
The irregularities mostly consisted in including in draft legal acts general expressions concerning personal data protection. The drafted provisions did not precisely specify the scope of processed data, which could in practice result in defining the scope too broadly, and thus violate the principles of adequacy and purposefulness of data processing. For this reason it was necessary to make the developed provisions more specific and to determine closed catalogues of the processed data to which the entity indicated in the provision would be entitled.
A recurrent mistake was also unfounded introduction of declarations on expression of consent to the processing of personal data in the situation where the drafted regulations shall regulate in detail any aspects related to the processing of personal data and thus legalise such activities. So the introduction of the condition of consent to data processing was redundant and inconsistent with the principles of data processing specified in the Act on Personal Data Protection.    

The analysis of draft international contracts addressed to the Inspector General for Personal Data Protection for expression of an opinion on them indicates that the regulations included therein are often too general and unclear. It was a negligence to include in them a clause referring – as regards personal data protection – to the national provisions of the party to the contract in the situation where such legislation was not in force in a given country, e.g. a contract with Albania. The issue of transferring data, their safeguarding and way of using shall be – in such cases – specified in detail in an international contract.
So the activities undertaken within the legislative process by the Inspector General for Personal Data Protection were aimed at improving the drafted provisions (removing irregularities). For unclear, too general and incoherent provisions could have caused difficulties with their interpretation and in consequence lead to violation of law.
4. While summing up the year 2004 from the viewpoint of registration of personal data files one needs to indicate that in comparison to previous years a smaller number of files notifications made on out-of-date notification forms was reported. Moreover, particular parts of notifications were filled in more correctly. Especially the part concerning the obligation to indicate information on the way of fulfilling technical and organisational requirements specified in the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing was in principle correctly completed. The reason for the above situation can be development of a new specimen for a notification of a data filing system to registration in which the so far detailed description of the way of fulfilling the technical and organisational requirements applied for the purposes specified in Art. 36 – 39 of the Act was replaced with the obligation to indicate general information on the applied security level of personal data processing in the information system. It needs to be emphasised that the increased number of correctly completed notifications was also influenced by the educational activity of the Inspector General for Personal Data Protection as well as by the information placed on the website of the Bureau of the Inspector General which is helpful for understanding and proper fulfilling of the obligation to notify a data file to registration.  

An accessible and comprehensible way of presenting this information allows avoiding formal mistakes while filling in notifications and thus contributes to shortening of the registration proceedings. 

5. The inspections conducted in 2004 which were aimed at verifying the fulfilment of organisational and technical conditions of personal data processing specified in the provisions on personal data protection showed that the technical and organisational measures ensuring the protection of the processed personal data applied by the units subject to inspection do not protect the data against their unauthorised disclosure, takeover by an unauthorised person, processing with the violation of the Act, any change, loss, damage or destruction. The irregularities in this regard were established in particular in the course of inspections of public administration bodies, law enforcement authorities and entities providing health services. Numerous irregularities were also found in the processing of data by means of information systems. The units subject to inspection had biggest difficulties with fulfilling technical obligations specified in the Regulation – being in force up to 1 May 2004 – as regards specifying basic technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing, and since 1 May 2004 in the currently binding Regulation governing the same issue.
The units subject to inspection had much less difficulties with proper fulfilment of the basic obligations specified in the Act on Personal Data Protection. 

The irregularities found most often related to failure to fulfil the obligation to notify the kept data files to registration by the Inspector General (mostly by the entities from public administration sector) and to collection of data in the scope inadequate to the purpose of their processing (mostly by financial institutions). Whereas other irregularities in the processing of personal data, e.g. failure to fulfil the information obligation referred to in Art. 24 paragraph 1 and Art. 25 paragraph 1 of the Act on Personal Data Protection (among others by the entities carrying on economic activity related to road transport and the entities from the housing sector), were found sporadically. 

The obligations specified in the provisions on personal protection were not performed by the units subject to inspection most often due to wrong interpretation of these provisions and their inconsistent application. Another common reason for this was in particular in case of law enforcement bodies and health care institutions the lack of sufficient financial resources necessary to cover the costs related to implementation of the solutions ensuring proper fulfilment of the requirements of the Act and the Regulation issued on its basis. In some cases, however, the causes of the above situation resulted not only from  the lack of sufficient financial resources, but also from inappropriate attitude of the persons responsible for the processing of personal data towards the issue of personal data protection, and even from disregard for these provisions. As example may serve in particular failure to fulfil these obligations which do not entail excessive financial costs, e.g. failure to keep record of persons authorised to personal data processing or failure to appoint the administrator of information security. It is worth stressing that in most cases the irregularities established in the course of inspection were remedied by the entities inspected in the course of the proceedings. Whereas the situations where these units lodged motions for reconsidering the case finalised with the Inspector General’s decision and where they appealed against the decisions to the Voivodeship Administrative Court were uncommon. 

Comparative analysis of the findings made in the course of inspections performed in the years 2002 – 2004 allows to conclude that in the discussed period persons responsible for the processing of personal data showed bigger awareness of the risks related to personal data processing and at the same time awareness of the need to ensure appropriate organisational and technical measures which serve for the protection of these data. In consequence of the above these persons paid special attention to proper fulfilment of the obligations resulting from the provisions on personal data protection, which of course does not mean that these obligations were always carried out in a relevant way. Unfortunately, the observations above do not apply to all the entities in which inspections were performed. 

For there were also inspections which showed that the units subject to inspection did not fulfil the majority of the obligations resulting from the provisions on personal data protection.
The analysis and diagnosis of the situation as regards compliance with the provisions on personal data protection presented in this report allows formulating the following final conclusions:
· the Act on Personal Data Protection has become an important element of the legal order in Poland. The binding provisions are fully harmonised with the European standards and allow for free data flow within the common market, which is beneficial for both the citizens and professional participants of the market;
· the Inspector General for Personal Data Protection, as an authority supervising law compliance, inspects the activities of data controllers as regards their compliance with the Act and consistently eliminates irregularities and violations of the provisions. The issued administrative decisions as well as other (non-executive) forms of influence of the Inspector General constitute an extremely important element shaping the data processing operations;

· the knowledge of the provisions on personal data protection by the general public has been increasing systematically; however, the information and educational activities aimed at enhancing knowledge in this respect are still necessary. The Inspector General will continue and enrich the current forms of promotional, information and educational activities, addressed both to the units processing data and to the citizens – the data subjects;
· the fact that a significant number of the violations of the Act remain unchanged points at the need to strengthen the inspection activities, both complex ones covering specific sectors and ad hoc ones. This requires the potential of relevant services of the Bureau of the Inspector General for Personal Data Protection to be developed;

· the fact that some practices violating the data protection provisions are persistently carried on, often by the same data controllers, allows concluding that the enforcement of the provisions, especially by the law enforcement agencies, is not effective enough. It is justified to consider enhancing the competence of the Inspector General and equipping it – as in case of many European data protection authorities – with the right to impose financial penalties on the entities which persistently violate the law;
· Poland’s membership in the European Union created new possibilities and at the same time the need for cooperation aimed at developing uniform data protection standards within the common market. The Inspector General will develop and extend cooperation with relevant institutions of the European Commission and data protection authorities from particular EU countries.
� This report covers the activity of the Inspector General for the Protection of Personal Data in the period from 1 January 2004 to 31 December 2004. 


� The lawfulness principle expressed in Article 7 of the Constitution of the Republic of Poland.


� This Act has been in force since 30 April 1998. It regulates, in the Polish legal system, fundamental principles of personal data processing, and provides the protection of the rights of individuals. In the parts of this report where only the act is indicated it shall mean the Act on the Protection of Personal Data.


� The said law enforcement provisions became effective on 1 May 2004. Till that date the following legal acts were in force: the Regulation of June 3, 1998 by the Minister of Internal Affairs and Administration as regards establishing basic technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing (Journal of Laws No. 80, item 521 with amendments), Regulation of June 3, 1998 by the Minister of Internal Affairs and Administration as regards specimen application for disclosure of personal data, notification of a data filing system to registration and personal authorisation and service identity card of the inspector employed in the Bureau of the Inspector General for the Protection of Personal Data (Journal of Laws No. 80, item 522 with amendments).


� The basis for such disclosure is one of the prerequisites indicated in Article 23 paragraph 1 point 1-5 – in case of regular personal data (e.g. first name, surname, address of residence) and in Article 27 paragraph 2 point 1-10 – in case of sensitive data (the full directory of such data has been placed in Article 27 paragraph 1 of this Act). These provisions specify general prerequisites of personal data processing; it needs to be pointed out that each of them has a general, i.e. it refers to all forms of personal data processing, and equal nature, which means that in order to lawfully process personal data it is enough when the data controller meets at least one of them.


� The amendment was introduced by the Act of January 22, 2004 on the Amendment to the Act on the Protection of Personal Data and to the Act on Remuneration of Persons Holding State Managerial Posts (Journal of Laws No. 33, item 285).


� These terms have been specified in Article 7 point 6 and 7 of the Act.


� Such as name, address and so on.


� Such as data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, religious, party or trade-union membership, as well as data concerning health, genetic code, addictions or sex life and data relating to convictions, decisions on penalty, fines and other decisions issued in court or administrative proceedings.


� On 2 August 2004 Dr Elżbieta Ostrowska, being to this date a Vice President of the Office for Competition and Consumer Protection, became the Deputy Inspector General.


� i.e. the Regulation by the Minister of Internal Affairs and Administration as regards establishing basic technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing, the Regulation by the Minister of Internal Affairs and Administration as regards specimen application for disclosure of personal data, notification of a data filing system to registration and personal authorisation and service identity card of the inspector employed in the Bureau of the Inspector General for the Protection of Personal Data.


� For example the widespread of internet technologies, new methods of IT systems users authentication.


� Sensitive data are listed in the 8th footnote.


� Pursuant to the Regulation of December 14, 2004 by the Council of Ministers as regards the expenditures of the state budget which do not expire at the end of the budget year in 2004 (Journal of Laws No. 266, item 2645).


� As of 31 December 2004.


� On 1 January 2004 provisions of the Act of July 25, 2002 – the Law on the Structure of the Administrative Courts (Journal of Laws No. 153, item 1269) became effective; this act reformed the system of administrative courts covering the Supreme Administrative Court and voivodeship administrative courts (the latter newly established on request of the President of the Supreme Administrative Court by means of regulation by the President of the Republic of Poland). The Supreme Administrative Court carries out the supervision as regards the judgements issued by the voivodeship administrative courts, including the consideration of appeals against the voivodeship administrative courts judgements.


� The list of judgements by the Voivodeship Administrative Court and the Supreme Administrative Court is at attachment 3 to the Activity Report.


� At that stage only the Supreme Administrative Court.


� Among others the judgements of 11 March 2004, ref. No. II SA 3851/03, ref. No. II SA 3597/03, ref. No. II SA 3837/03.


� Ref. No. SA/Wa 547/04


� Such a categorical standpoint of the Inspector General for Personal Data Protection and Voivodeship Administrative Court in the case concerned resulted in amending the Act of 29 August 1997 Banking Law (i.e. Journal of Laws of 2002 No. 72, item 665 with changes) and regulating in the aforementioned Act the issue of the processing of information constituting banking secrecy after the obligation resulting from the contract concluded with the bank has expired. For details on this topic see the part of this Report related to the processing of personal data by banks.


� Ref. No.: II SA 1603/03; ref. No.: II SA 1563/03; ref. No.: II SA 1631/03; ref. No.: II SA/Wa 226/04


� Ref. No.: II SA/Wa 225/04


� The list of addresses to both public and private entities is at attachment No. 1 and attachment No. 2 to this Activity Report.


� One inspection, the findings of which gave reasons for notifying the prosecutions authorities of commission of crime, concerned an entity providing Internet services. The inspection showed that the failure to use technical and organisational measures ensuring the protection of the processed personal data lead to unauthorised disclosure of personal data of customers of the indicated entity (1016 data records were disclosed). As it was established, personal data were processed in Ms Excel file (“*.xls” file format) located on local disc of a computer connected to the Internet operating under control of Windows 95 operating system, i.e. a system which was not equipped with mechanisms ensuring the protection of the processed personal data adequate to the risks, and in particular safeguarding the data against their disclosure to unauthorised persons and takeover by unauthorised person. The above findings constituted grounds for addressing to the public prosecutor’s office a notification of commission by persons responsible for data processing of crimes specified in Art. 51 and Art. 52 of the Act on Personal Data Protection.


� Detailed list of information provided by the prosecution bodies in cases instituted on the basis of information on crime commission is at attachment No. 4 to this Activity Report.


� Particular cases of violations of penal provisions were discussed in detail in particular sectors.


� For example, in one of the cases its was refused to institute an investigation, as the public prosecutor stated that name, surname, fulfilled function and amount of debt were not personal data within the meaning of the Act on Personal Data Protection, because it was not possible to identify the data subject on the basis of these data.


� More information on this subject in the sector related to marketing.


� For more information on this issue, please see point 1 which covers general information on the Inspector General’s activity. 


( Commercial information centres provide business information on financial credibility of both individual customers and companies and in particular on due payments and other obligations which could have a significant impact on business partners’ credibility.


� Such as, for instance the Act of 26 June 1976 – Labour Code (unified text: Journal of Laws of 1998, No. 21, item 94 with amendments). In this reporting period the number of cases concerning the processing of personal data in employment sector almost doubled. 


� For instance, reference can be made to the court decisions – file number OSK 769/04, II SA/Wa 1333/04, II SA/Wa 1057/04. With regard to not uniform judicial decisions – already mentioned in the section on the complaints considered by the Inspector General (section I, (C) point 2) – the Supreme Administrative Court found it necessary to consider the case in a panel of 7 judges. The court ordered to suspend the proceedings concerned until s resolution would be issued by the said panel.


� Adoption of the Act of 19 February 2004 on education information system (Journal of Laws No. 49, item 463) surely influenced such considerable increase of questions concerning this issue. The legality of maintenance of so called ‘educational databases’, where pupils’ and teachers’ personal data are being stored most often raised doubts of inquirers.


� For more detailed information please refer to the proper section concerning the processing of personal data in given sector. 


� Common courts are competent to settle disputes regarding the protection of personal interests. The Act on the Protection of Personal Data includes the provisions on criminal liability but it does not regulate a civil liability for infringement of personal interest which is provided for by the Act of 23 April 1964 – Polish Civil Code (Journal of Laws of 1964 No. 16, item 93 with amendments). 


� For instance, reference can be made to the Regulation of 23 June 2004 by the Minister of Social Policy as regards the procedure of issuance and cancellation of booklets for disabled war or military veterans, documents required for issuance of such booklets and specimen of booklets for disabled soldiers (Journal of Laws No. 158, item 1653), which included the provision according to which the issuance of appropriate booklets is subject to applicant’s consent to the processing of his/her personal data. This provision reiterated the requirement provided for by Article 23 c paragraph 1 of the Act of 29 May 1974 on pension for disabled war and military veterans and their families (unified text: Journal of Laws of 2002 No. 9, item 87 with amendments). The above-mentioned provisions of both the Regulation and the Act should be considered groundless and unnecessary. Article 23c paragraph 1 of the Act on pension for disabled war and military veterans and their families was amended (the amendment entered into force on 13 January 2005), following the Inspector General’s addresses to the Minister of Social Policy (letters of 17 March 2004, ref. no. GI-DP-024/248/04/556 and of 10 September 2004, ref. no. GI-DP-023/222/04/500). However, the provision of the Regulation questioned by the Inspector General was not amended (as of the 4 July 2005).


� Complaint of 28 July 2004 (ref. no. 36541 RPO-214968-II/96.P.S.)


� § 9 of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing provided for the period of 6 months to adjust the computer systems used for personal data processing to the technical and organisational requirements provided for by paragraph 7 and Appendix to this Regulation. The introduction of the above mentioned period caused that from 1 May 2004 until 31 October 2004 computer systems were examined in limited scope.


� Until 1 May 2004 the certificate of registration of data filing system could be issued at request of every interested person. At present (since 1 May 2004), according to Article 42 paragraph 3 of the Act, the certificate may be obtained exclusively at the controller’s request.


� In the case of the processing of so called regular data (name, surname, place of residence)


� In the case of the processing of data subject to special protection. According to Article 42 paragraph 4 of the Act, the Inspector General shall issue to the controller referred to in Article 27 paragraph 1 the certificate of registration of data filing system immediately after the registration. 


� In 2003 the public administration sector entities notified to registration 1370 data filing systems, whereas  in 2002 - 531.


� Article 41 paragraph 1 of the Act provides for the elements that should be contained in the notification form submitted in order to notify given data filing system to registration. 


� Part I section A, point 2.2 


� For more information on the Inspector General’s information activity please see point 8 in Part I, section C devoted to this issue.


� Since 1 May 2004, upon refusing the registration of data filing system the Inspector General has been ordering to limit the processing of all categories or some categories of data only to the storage of data or to apply other measures referred to in Article 18 paragraph 1 of the Act.


� See Article 44 of the Act


� According to Article 44a of the Act, striking off an entry in the register of the data filing systems shall be done by means of an administrative decision, in case where the data are no longer processed in the registered filing system or the registration has been made with the violation of law.


� For instance, cooperation with the scientists from the Sheffield University was carried out concerning scientific research on the notion of ‘personal data’. The representatives of 18 data protection authorities participated in that project (ref no. GI-DP 071/14/04).


� More information on the Working Party on the Protection of Individuals with regard to the Processing of Personal Data and personal data protection in the European Union can be found at � HYPERLINK "http://www.europa.eu.int/comm/justice_home/fsj/privacy/workinggroup/index_en.htm" ��http://www.europa.eu.int/comm/justice_home/fsj/privacy/workinggroup/index_en.htm�.


� The employees of the Bureau of the Inspector General for Personal Data Protection also participated in works of subgroups established within the Article 29 Working Party dealing with different detailed issues, in particular in the notification simplification subgroup. 


� The list of documents adopted by the Article 29 Working Party in 2004 is available at � HYPERLINK "http://www.europa.eu.int/comm/justice_home/fsj/privacy/workinggroup/wpdocs/2004_en.htm" ��http://www.europa.eu.int/comm/justice_home/fsj/privacy/workinggroup/wpdocs/2004_en.htm�.


� More information on the Council of Europe’s activity in the field of data protection is available at � HYPERLINK "http://www.coe.int/T/E/Legal_affairs/Legal_co-operation/Data_protection/" ��http://www.coe.int/T/E/Legal_affairs/Legal_co-operation/Data_protection/�.


� The next Spring Conference of European Data Protection Authorities was held in Krakow and organised by the Inspector General for Personal Data Protection


� The website hosted by the Bureau of the Inspector General was created in order to strengthen the exchange of experience. The access to this website is restricted to the employees of data protection authorities participating in the Meetings of the Central and Eastern Europe Data Protection Commissioners. Only a part of the website is available to the general public (� HYPERLINK "http://ceecprivacy.org" ��http://ceecprivacy.org�)


� More information on powers and activity of the European Data Protection Supervisor can be found at � HYPERLINK "http://edps.eu.int" ��http://www.edps.eu.int� 


� For instance, the Inspector General turned to the Dutch data protection authority in connection with considering a complaint concerning the disclosure of personal data by Telekomunikacja Polska S. A. at � HYPERLINK "http://www.ripe.net/db/whois.html" ��www.ripe.net/db/whois.html� (Ref. No. GI-DS-430/183/04); to the Swiss data protection authority in connection with a complaint concerning the disclosure of personal data by Telekomunikacja Polska S.A. to Inrtum Justitia Debt Finance A.G. operating in Switzerland (Ref. No. GI-DS-430/36/04) and used support of the Luxembourgian data protection authority at the examination of legality of the processing of personal data by Krajowe Centrum Windykacji Sp. z o. o. with the seat in Wroclaw in order to receive information on Ultimo Portfolio Investments S. A. (Ref. No. GI-DS-430/656/04).


� For instance, in connection with a notification of data filing system no. 19/03 made by one of insurance companies which included personal data of its clients (Ref. No. GI-DRZDO-403/79/03) the Inspector General turned to French, German and UK data protection authorities with request to provide information on practice of personal data collection by insurance companies at the moment of presenting insurance offer that is the first phone call (Ref. No. GI-DIS-K-411/28/03). 


� For instance, in order to receive information on the legal basis and practice of exchange of customers’ personal data between mobile phone networks operators (Ref. No. GI-DP-071/51/04) and on performance of the obligation to inform data subjects by recruitment companies publishing job adverts in the press (Ref. No. GI-DP-071/222/04). 


� Ref no GI-DP-071/236/04


� Ref no GI-DP-071/10/04


� Ref no GI-DP-071/83/04


� Ref no GI-DP-071/5/04


� Ref no GI-DP-071/41/04


� Ref no GI-DP-071/14/04, Ref no GI-DP-071/19/04


� Ref no GI-DP-071/4/04


� Ref no GI-DP-071/32/04, GI-DP-071/73/04


� Ref no GI-DP-071/35/04


� Ref no GI-DP-071/56/04


� Ref no GI-DP-071/34/04


� Ref no GI-DP-071/231/04


� Ref no GI-DP-071/254/04


� For more information on the 26th International Conference on Privacy and Personal Data Protection see the following website: http://26konferencja.giodo.gov.pl/.


� The full contents of the resolutions adopted by the participants of the Closed Session of World Commissioners are available at the following website: http://26konferencja.giodo.gov.pl/rezolucje/j/pl/.


� For instance, one can point out the amendment of the Act of 26 June 1974 – Labour Code (unified text: Journal of Laws of 1998 No 21, item 94 with amendments) and in particular Article 221 of Labour Code added by this amendment, which has been in force since 1 January 2004 regulating the issue of the scope of personal data which may be collected by the employer from the employee or candidate for work.


� No. 43 of 23 October 2004 


� The case is now pending.


� Information on the European Data Protection Supervisor was referred to in Part I of the Annual Report, Section C – the Inspector General’s activity, point 7 – International Cooperation and subparagraph 7.2. Bilateral contacts with data protection commissioners. 


� The website of the Bureau is available at � HYPERLINK "http://www.giodo.gov.pl" ��http://www.giodo.gov.pl�; works on the French version of the website commenced in 2004. That version was launched in 2005. 


� GI-DS-430/263/04, GI-DS-430/702/04, GI-DS-430/729/04, GI-DS-430/790/04


� GI-DS-430/702/04/5085


� E.g. GI-DEC-DS-218/04/467,468, GI-DEC-DS-256/04/545,546


�	Pursuant to this provision copies from the register of civil status and certificates on entries made in birth, marriage and death registers or their lack may be issued at request of persons who prove legal interest.


�	GI-DP-024/420/04. In reply the Inspector General indicated that data contained in registers of civil status constitute a file of personal data the processing of which is subject to any requirements specified in the Act on Personal Data Protection.


� GI-DP-024/1941/04. Replies to similar questions were also given in previous years, among others in cases with ref. nos. GI-DP-024/446/02 and GI-DP-024/929/02.


� The Inspector General’s standpoint sent by the letter of 18 November 2004 (ref. No. GI-DP-023/315/04/562).


� Notification of 31 May 2004 (no. R 000930/04). 


� Notification of 24 September 2004 (no. R 001996/04). 


� In Art. 36 - 39 of the Act the requirements were set forth which must be fulfilled by the controller as regards technical and organisational measures ensuring the protection of the personal data being processed, appropriate to the risks and category of data being protected.


� 	The act entered into force on 1 May 2004.  r. As of the date of its entry into force the following acts became invalid: the Act of 18 July 1974 on alimony fund (unified test: Journal of Laws of 1991 no. 45, item. 200 with amendments) and the Act of 1 December 1994 on family allowance, special attendance allowance and upbringing allowance (unified text: Journal of Laws of 1998 no. 102, item 651 with amendments).


� This Regulation became invalid on 18 March 2005 as a result of entry into force of the Regulation of the Minister of Social Policy of 14 February 2005 on adoption and care centres (Journal of Laws no. 37, item 331).


� This Act has been in force since 1 May 2004. It replaced the Act of 29 November 1990 on social assistance (unified test: Journal of Laws of 1998 r. no. 64, item 414 with amendments). 


� GI-DS-430/194/04, GI-DS-430/432/04, GI-DS-430/461/04, GI-DS-430/655/04, GI-DS-430/828/04. 


� GI-DEC-DS-10/04/18,19


� GI-DS-430/432/04


� GI-DS-430/47/04


� GI-DS-430/47/04, GI-DS-430/47/04


� GI-DP-024/139/04, GI-DP-024/590/04, GI-DP-024/830/04, GI-DP-024/1030/04, GI-DP-024/1459/04.


� 	GI-DP-024/6/04, GI-DP-024/455/04. Information on this subject can be found in the Activity Report of the Inspector General for the year 2002, Par I, A. Personal data processing by self-government authorities, I.5. Social assistance, p. 34.


� GI-DP-024/419/04.


� The issue of audit committee’s access to the data of persons using social assistance was already discussed in the reports from previous years. The information on this topic can be found in the Activity Report of the Inspector General for the year 2003, Par II, A. cases regarding public administration, 1. Social Assistance, p. 46, as well as in the Activity Report of the Inspector General for the year 2002, Part I, A. Personal data processing by self-government authorities, I.5. Social assistance, p. 34. In 2004 the issue of audit committee’s access to various types of data was referred to among others in cases with ref. nos.: GI-DP-024/213/04, GI-DP-024/591/04, GI-DP-024/858/04, GI-DP-024/1084/04, GI-DP-024/1211/04.


� GI-DP-024/21/04


� GI-DP-024/510/04


� GI-DP-024/1609/04


 �	GI-DP-024/455/04, GI-DP-024/882/04 (this case regarded admissibility of making the data of persons registered as unemployed available from the data file to social assistance institutions by the labour office; �in reply the Inspector General referred to the provisions of the Act of 14 December 1994 on Employment and Counteracting Unemployment (i.e. Journal of Laws of 2003 No. 58, item 514 with amendments.), the Act on Social Assistance and Family Benefits), GI-DP-024/1057/04.


� GI-DP-024/1196/04


� GI-DP-024/1950/04


� One of the cases in which a private person addressed a social assistance institution with a request to disclose to it the data on alimony allowance paid to the wife and child, who was refused to be given a fully satisfactory answer, was explained on the basis of the provisions of the then new Act of 28 November 2003 on Family Benefits (GI-DP-024/1736/04); GI-DP-024/1163/04, GI-DP-024/1879/04.


� GI-DP-024/2266/04


�	One of the cases concerned interpretation of the terms „telecommunications network” and „public network” (GI-DP-024/1345/04; in this case the Inspector General indicated the provision of Art. 2 paragraphs 22 and 23 of the then binding Act of 21 July 2000 Telecommunications Law (Journal of Laws of no. 73, item 852 with amendments), whereas another one regarded interpretation of the provision of Art. 24 of the Act on Personal Data Protection, including compliance of Płatnik program (calculating premiums for Social Insurance Institution) with the provisions of the Regulation (GI-DP-024/904/04). The case with ref. No. GI-DP-024/2152/04 related to the Płatnik system, as well. In the case with ref. No. GI-DP-024/892/04 there were also questions about interpretation of both legal acts.


�	GI-DP-024/681/04. In reply the Inspector General stated that the issue referred to in the letter shall be considered exclusively on the grounds of the provisions of the Act on Social Assistance, including the provisions of Art. 25 and Art. 100 of this Act.


� GI-DP-024/1385/04


� GI-DP-024/857/04


�	GI-DP-024/152/04 – in this case a question was asked about the scope of rights of a social worker as regards conducting community interviews at persons applying for housing allowance; in reply the Inspector General indicated that the issue touched upon in the letter shall be analysed on the basis of the Act of 21 June 2001 on Housing Allowance (Journal of Laws No. 71, item 734 with amendments) and the Regulation by the Minister of Infrastructure on the way of conducting community interview, specimen of interview questionnaire and declaration on financial standing of an applicant and other members of a household, as well as specimen of service identity card of employee entitled to conduct an interview (Journal of Laws No. 156, item 1828), GI-DP-024/1480/04


�	GI-DP-024/246/04. In the letter addressed to the Inspector General the sender asked whether adoption and care centre is obliged to register data files containing data of persons such as candidates for carrying on various forms of guardianship of orphans, and children  sent to family care centres. In reply the Inspector General explained that these files are subject to notification to registration. 


� GI-DP-024/646/04


�	The Inspector General referred in this context to the provisions of Art. 13, Art. 46 paragraph. 2, Art. 44b paragraph 2 of the Act on Population Census and Identity Cards and to § 7 paragraph 1 and 3 of the mentioned Regulation.


� In this case the Inspector General pointed to Art. 23 paragraph 1 subparagraph 2 of the Act on Personal Data Protection. According to the wording of this provision personal data processing is permitted inter alia if specific legal provisions authorise or oblige to it. 


� GI-DP-024/2129/04.


� In this case the Inspector General quoted Art. 23 paragraph 1 subparagraph 2 and Art. 27 paragraph 2 subparagraph 2 of the Act on Personal Data Protection as conditions of personal data processing by social assistance institutions. 


� GI-DP-024/1850/04. This case concerned the transfers of information between the poviat in which a child lived before having put in foster family or been sent to one of the above mentioned facilities and the relevant poviat with respect to the place of residence of a person who became self-dependent.  


� The draft was sent with a letter of 25 May 2004 ref. No.: DPS-X-073-6-1900-KK/04, reply GI-DP-023/150/04


� E.g. notification of 9 September 2004 (no. R 001857/04).


� E.g. notification of 26 July 2004 (no. R 001394/04).


� E.g. notification of 20 September 2004 (no. R 001923/04).


� Pursuant to this provision the processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, religious, party or trade-union membership, as well as the processing of data concerning health, genetic code, addictions or sex life and data relating to convictions, decisions on penalty, fines and other decisions issued in court or administrative proceedings shall be prohibited. Processing of such data shall be, however, permitted in case of fulfilling at least one of the prerequisites specified in Art. 27 paragraph 2 of the Act. 


� Pursuant to this provision, in the scope necessary to grant or provide social assistance benefits the data of persons applying for and receiving these benefits related to: ethnic origin health, addictions, convictions, decisions on penalty, and other decisions issued in court or administrative proceedings can be processed. 


� E.g. notification of 18 August 2004 (no. R 001674/04).


� E.g. notification of 30 September 2004 (no. R 002031/04).


� Currently, the Act of 19 February 2004 on Education Information System (Journal of Laws No. 49, item 463) is also in force. Pursuant to Art. 1 of this Act  it determines organisation and operation rules of the education information system used for obtaining data necessary to carry on state education policy, to raise quality of and propagate education, as well as to improve financing of education tasks. This act became effective as of 1 January 2005.


� GI-DS-430/291/04


� GI-DS-430/291/04/5411


� GI-DS-430/423/04


� GI-DS-430/829/04


� GI-DS-430/328/04


� GI-DEC-DS-194/04


� As indicated in the part devoted to characteristics of the Inspector General’s activity (part I, letter C, point 3) – the situation above may be a result of change of the provisions binding in the education field, and in particular passing the Act on Education Information System, which imposed on the entities indicated therein the obligation to collect personal data in so called education data bases.


� GI-DP-024/183/04. In reply to a question addressed in this case the Inspector General stated that based on the information communicated in the letter the prerequisite of the data subject’s consent to his/her data processing shall be applied. The Inspector General indicated also that the issue of placing personal data in press material shall be considered in the context of the Act of 26 January 1984 Press Law (Journal of Laws No. 5, item 24 with amendments).


� GI-DP-024/216/04 This case concerned address of residence of a student writing MA thesis related to similar topic as the asker’s MA thesis’ subject, in order to quote the research results. In reply the Inspector General indicated Art. 29 paragraph 2 of the Act on Personal Data Protection. 


� GI-DP-024/181/04, GI-DP-024/1714/04, GI-DP-024/2216, GI-DP-024/159/04. The Inspector General addressed the Minister of National Education and Sports with a request for taking a standpoint in the case of legitimacy of collection of such data by authority responsible for the school (letter of 7 April 2004 ref. no. GI-DP-024/159/04). In reply the Minister of National Education and Sports noted that the copy of old age pension or annuity slip, which includes information on the amount of benefit received by particular teachers being pensioners or annuitants, is not necessary for the authority responsible for school to pay contributions for the company’s social benefit fund in the amount specified in Art. 53 paragraph 2 of the Act Teacher’s Charter. The data on the amount of pensions and annuities of teachers shall be collected and verified by particular schools in which teachers benefit from this fund. The authority responsible for the school shall have access to the information on total amount of paid pensions and annuities in particular schools, as well as the list of pensioners and annuitants, which allows to determine a proper amount of financial resources in the budget for this purpose and to verify persons authorised to benefit from the fund.


� GI-DP-024/214/04, GI-DP-024/316/04, GI-DP-024/426/04, GI-DP-024/657/04, GI-DP-024/736/04, GI-DP-024/764/04, GI-DP-024/1748/04.


� GI-DP-024/544/04 – in reply the Inspector General referred to § 7 of the Regulation of 19 February 2002 by the Minister of National Education and Sports as regards the way of keeping by public nursery schools, schools and institutions the documentation of the course of education, educational and care activities, and the types of this documentation (Journal of Laws no. 23 item 225 with amendments), which specifies what types of information shall be entered into the school register.


� GI-DP-024/1537/04 This issue shall be considered on the basis of the provisions of the Act of 14 March 2003 on academic degrees and academic title, and degrees and title as regards arts (Journal of Laws no. 65, item 595), as well as on the basis of the provisions of the Statutes of the Central Commission on Academic Degrees and Titles. 


� GI-DP-024/96/04, GI-DP-024/244/04, GI-DP-024/636/04, GI-DP-024/890/04, GI-DP-024/2299/04. The information on this issue can be found in the Activity Report of the Inspector General for the year 2002, Part I, A. Cases regarding public administration, I. Personal data processing by self-government authorities, I.3. Education, p. 22, and in the Activity Report of the Inspector General for the Year 2003, Part II, A. Cases regarding public administration, 2. Education, p. 50.


� GI-DP-024/778/04. The Inspector General informed that the right to put in public place the list of persons admitted to attend a specific course of study results from Art. 141 paragraph 4 of the Act on Higher Education, and indicated a prerequisite specified in Art. 23 paragraph 1 subparagraph 5 of the Act on Personal Data Protection as the basis of disclosing the students’ list which shows their classification within a particular group, e.g. dean’s group or laboratory group, because such activity is aimed at ensuring efficient organisation of university classes. Whereas, putting in public place a list of students containing results of semester work or data of persons with outstanding payments for the university shall be in compliance with the provisions of the Act on Personal Data Protection only if students express consent to this action.


� GI-DP-024/198/04, GI-DP-024/425/04, GI-DP-024/903/04, GI-DP-024/1272/04, GI-DP-024/1040/04, GI-DP-024/1141/04, GI-DP-024/1339/04, GI-DP-024/1368/04, GI-DP-024/1783/04, GI-DP-024/1794/04, GI-DP-024/2311/04. The information on this issue may be also found in the Activity Report of the Inspector General for the Year 2002, Part I, A. Cases regarding public administration, I. Personal data processing by self-government authorities, I.3. Education, p. 22, and in the Activity Report of the Inspector General for the Year 2003, Part II, A. Cases regarding public administration, 2. Education, p. 50.


� GI-DP-024/447/04, GI-DP-024/551/04, GI-DP-024/792/04.


� GI-DP-024/627/04, GI-DP-024/781/04 – in reply the Inspector General referred to Art. 29 paragraph 2 of the Act on Personal Data Protection.


� GI-DP-024/536/04, GI-DP-024/802/04, GI-DP-024/1250/04. In this case the Inspector General informed the asker that such information about an employee as his/her name and surname, official e-mail address, or official telephone number are strictly related to the employee’s professional life and performance of his/her professional obligations. For this reason this data can be used by employer also without the data subject’s consent. This standpoint was also shared by the Supreme Court in its judgement of 19 November 2003 with ref. No. I PK 590/02. In this judgement the Supreme Court indicated that „Surname (and name) is an outward identification sign of a natural person, and its disclosure for the person’s identification can not be in principle considered as illegal, unless it is connected with breach of another personal interest, e.g. honour, privacy or personal dignity. Disclosure by the employer of the employee’s surname (name) without his/her consent does not constitute unlawful violation of personal interest, if it is justified by the employer’s tasks and obligations related to running a company, is indispensable and does not violate the employee’s rights and freedoms”.


� GI-DP-024/640/04 – in reply the Inspector General indicated relevant provisions of the Act of 6 September 2001 on Access to Public Information (Journal of Laws No. 112, item 1198 with amendments).


� GI-DP-024/632/04 – the Inspector General informed that such data processing shall be permitted with the data subject’s consent. GI-DP-024/1237/04.


� In the explanation of the case above the Inspector General pointed at provisions of the Act of 27 August 1997 on Professional and Social Rehabilitation and Employment of Disabled Persons (Journal of Laws No. 123, item 776 with amendments) and enforcement provisions to this act. In particular, the Inspector General indicated provisions of  Art. 21 paragraph 1, 2, 2b, 2f of the Act and § 2a of the above mentioned Regulation. The Inspector General also referred to the provisions of the Regulation of 29 May 2003 by the Minister of Economy, Labour and Social Policy as regards determining specimen of monthly information on employment, education or activity for the benefit of disabled persons (Journal of Laws No. 104, item 969 with amendments). 


� The draft was sent with the letter of 12 July 2004 ref. no.: SP-2-m-020-95/04, reply GI-DP-023/192/04/434.


� GI-DIS-K-411/105/04


� This act became invalid on the basis of Art. 151 paragraph 1 of the Act on Promotion of Employment and Labour Market Institutions.


� The act entered into force on 1 June 2004.


� GI-DS-430/820/04


� GI-DP-024/779/04 – in reply the Inspector General indicated that the issues concerning disclosure of personal data to the Police stall be considered on the basis of the provisions of the Act of 6 April 1990 on Police (i.e. Journal of Laws of 2002 No. 7 item 58 with amendments), enforcement provisions to this Act and the Act of 6 June 1997 Code of Penal Procedure (Journal of Laws No. 89, item 555 with amendments). Whereas, the issues regarding disclosure of personal data to the court in connection with the conducted civil proceedings shall be considered on the basis of the provisions of the Act of 17 November 1964 Code of Civil Procedure (Journal of Laws No. 43, item 296 with amendments).


� GI-DP-024/589/04, GI-DP-024/1741/04, GI-DP-024/1882/04, GI-DP-024/1961/04, GI-DP-024/2333/04. This issue was discussed in the Activity Report of the Inspector General for the year 2002, Part I, A. Personal data processing by self-government authorities, I.6. Labour Offices, p. 45.


� GI-DP-024/522/04


� GI-DP-024/2261/04 (in reply the Inspector General informed that this issue shall be considered exclusively on the basis of the provisions of the Act of 5 June 1998 on Poviat Self-government (unified text: Journal of Laws of 2001 No. 142, item 1592 with amendments), the Act of 20 April 2004 on Promotion of Employment and Labour Market Institutions, as well as enforcement provisions to this Act).


� GI-DP-024/407/04


� E.g. notification of 27 August 2004 (no. R 001744/04).


� Pursuant to Art. 8 paragraph 1 subparagraph 6 of the Act on Promotion of Employment and Labour Market Institutions the tasks of the Voivodeship’s self-government as regards labour market policy include programming and executing tasks realised with the co-financing of the European Social Fund by developing, implementing and financing regional and local programs, and executing other tasks resulting from sectoral programs.


� E.g. notification of 6 September 2004 (no. R 001815/04).


� The Poviat Labour Office in Augustów (notification no. R 002569/04) and Poviat Labour Office in Suwałki (notification no. R 002606/04).


� Pursuant to this provision the obligation to register data filing systems shall not apply to the controllers of such data which are processed in connection with the employment by the controller or providing services for the controller on the grounds of civil law contracts, and also refer to the controller’s members and trainees. Considering this, it needs to be assumed that the registration obligation does not apply to the files of data concerning persons employed at the data controller’s currently or in the past.


� GI-DIS-K-411/120/04


� GI-DS-430/136/04


� E.g. GI-DEC-DS-168/04/359,360,361


� GI-DS-430/233/04


� GI-DEC-DS-154/04/332,333,334,335,336,337,338,339


� GI-DEC-DS-4/04/10,11


�	GI-DS-430/33/04 The protection provided for by the Act on Personal Data Protection does not cover the information on the entities carrying on their business activity on the basis of the provisions of the Act on freedom of economic activity, in the scope related to carrying on this activity.


� GI-DS-430/701/04


� GI-DS-430/5/04


� GI-DS-430/710/04


� GI-DP-024/453/04, GI-DP-024/853/04. Information on this topic may be found in the Activity Report of the Inspector General for the year 2003, Part II The issues related to personal data processing by public and private sector entities, A. Cases related to public administration, 5. Social Insurance, p. 66.


� GI-DP-024/752/04. In this case an enforcement body - Inkaso i Egzekucja Administracyjna in Szczecin – addressed the Inspector General with a request to order ZUS to disclose to this body such data. In reply the Inspector General indicated the arguments for stating that disclosure by Inkaso i Egzekucja Administracyjna of personal data possessed by ZUS is justified with the need to conduct enforcement proceedings.


� GI-DP-024/276/04 (in this case questions were asked about the rights of the Police in this regard. The Inspector General stated that the issues presented in the letter shall be considered pursuant to the provisions of Art. 14 in connection with Art. 15 paragraph 1 subparagraphs 6 and 7 of the Act of 6 April 1990 on Police (i.e. Journal of Laws of 2002 No. 7, item 58 with amendments) and Art. 15 § 2 of the Act the Code of Penal Procedure. The Inspector General pointed also at the provisions of the Regulation of 13 August 1996 by the Council of Minister as regards specific mode of using assistance of state institutions, government and self-government authorities, economic units and social organisations and persons (Journal of Laws No. 107, item 501 with amendments), GI-DP-024/1079/04, GI-DP-024/1949/04.


� GI-DP-024/994/04. In this case the asker questioned the right of ZUS to send correspondence by surface mail. In reply the Inspector General indicated relevant provisions of the Act on Social Insurance System entitling ZUS to such activity.


� GI-DP-024/1717/04 – the Inspector General stated that the issue of the scope of rights of control inspectors of ZUS shall be considered on the basis of the provisions of the Act on Social Insurance System Art. 86 paragraphs 1 and 2, Art. 87 paragraphs 1 and 2, Art. 88. The Inspector General also stressed that the way of conducting the control concerned was specified in detail in the Regulation of 30 December 1998 by the Council of Minister as regards detailed rules and mode of conducting control of premiums payers (Journal of Laws No. 164, item 1165).


� GI-DP-024/931/04.


� Jacek Skoczyński, Prawo pracy (Labour Law), Warszawa 1997-2004, Wydawnictwo Prawnicze LexisNexis.


� The letter of 9 July 2004 with ref. No. NO-z/070/22-1/2004


� GI-DP-024/1365/04, GI-DP-024/1509/04. The Inspector General replied that although the Supreme Control Chamber (NIK) has the right to control the entities referred to in the Act on the Supreme Control Chamber with respect to legality, economy, purposefulness and reliability, it is – in the Inspector General’s view – not a body responsible for substantive control of the proceedings conducted by these entities. Both the decisions of ZUS in individual cases and the judgments of poviat groups deciding about degree of disability are subject to substantive verification only in the course of instance or court control. Moreover, the Inspector General emphasised that the lack of a provision of statutory rank which would directly entitle the controllers of NIK to sensitive data processing determines inadmissibility of accessing by them the documents including such data (pursuant to Art. 27 paragraph 2 subparagraph 2 of the Act on Personal Data Protection, in relation to the entity operating on the basis of the legal provisions the processing of sensitive data shall be permitted if the specific provision of other act allows for the processing of such data without the data subject’s consent and ensures full data protection safeguards). The right of access to documents containing sensitive data would be permitted only in case where persons expressed consent thereto in writing.


� The Inspector General indicated the following provisions of the Act on Social Insurance System: Art. 19 paragraph 5, paragraph 6, paragraphs 6a, 6b, Art. 24 paragraphs 6a, 6b, and 6c.


� GI-DP-024/248/04, GI-DP-024/1452/04, GI-DP-024/1953/04


� The cases related to the issue concerned which were addressed to the Inspector General questioned compliance with the Act on Personal Data Protection of the following provisions: Art. 12 paragraph 5 of the Act on combatants and specific persons being victims of war and post-war repressions, Art. 23c paragraph 1 of the Act on support of war and military disabled persons and their families and § 6 paragraph 2 subparagraph 7 of the above mentioned Regulation.


� The letter of 16 April 2004 ref. no. DSR-III-073-2-KN/04 (concerning the case with ref. no. GI-DP-024/248/04), the letter of 3 September 2004 ref. no. DSR-III-432-12-whb/04 (concerning ref. no. GI-DP-024/1452/04). Both Art. 12 paragraph 5 of the Act  and Art. 23c paragraph 1 of the Act on support of war and military disabled persons and their families were amended on 13 January 2005. It is also worth noting that the matter discussed here was also referred to in the Inspector General’s address sent to the Minister of Social Policy (the letter of 10 September 2004 with ref. no. GI-DP-023/222/04) in which the Inspector General turned to the Minister with a request to undertake legislative activities aimed at changing the contents of the provision of § 6 paragraph 2 subparagraph 7 of the Regulation of 23 June 2004 by the Minister of Social Policy as regards the procedure of issuance and cancellation of booklets for war or military disabled persons, documents required for issuance of such booklets and specimen of booklets for war (military) disabled persons (Journal of Laws No. 58, item 1653), as inconsistent with the provisions of the Act on Personal Data Protection. However, in the course of preparing this Report neither the above mentioned provision of § 6 paragraph 2 subparagraph 7 of the Regulation as regards the procedure of issuance and cancellation of booklets for war or military disabled persons, documents required for issuance of such booklets and specimen of booklets for war (military) disabled persons nor the provision of § 6 paragraph 1 subparagraph 7 of the Regulation as regards the procedure of issuance and cancellation of identity card of a repressed person, documents required to issue it and specimen of identity card of a repressed person were amended. They still provide for the obligation to express consent to the processing of personal data for the purposes referred to in them.


� At the time of preparing this Report this provision was not amended.


� GI-DS-430-393/04, GI-DS-430-391/04, GI-DS-430-439/04, GI-DS-430-393/04, GI-DS-430-544/04, GI-DS-430-550/04, GI-DS-430-557/04, GI-DS-430-600/04, GI-DS-430-546/04, GI-DS-430-410/04, GI-DS-430-549/04, �GI-DS-430-558/04, GI-DS-430-502/04.


� GI-DS-430/272/04, GI-DS-430/809/04.


�	GI-DP-024/45/04, GI-DP-024/2306/04 – questions were asked whether a revenue office can disclose possessed information to a law enforcement officer, police and detective agency. In reply to a question whether the revenue office – as employer - can disclose personal data of an employee to the detective agency the Inspector General pointed at Art. 9 of the Act on Detective Services (Journal of Laws of 2002, No. 12, item 110 with amendments), which gives a detective the right to obtain information from the subjects enumerated therein. The Inspector General stressed that due to the fact that the application of Art. 9 is possible unless the provisions of other laws state otherwise and with respect to the wording of Art. 2 paragraph 1 of this Act the mentioned right is not unconditional. So Art. 9 cannot be considered as the only basis (without connection with other provisions) for the detective to obtain the information in which he is interested.


� GI-DP-024/211/04, GI-DP-024/828/04, GI-DP-024/1847/04, GI-DP-024/1910/04


� GI-DP-024/184/04


� Letter of 31 March 2004 ref. no. OS3-0231-10/04/BM6-4003


� GI-DP-024/1503/04


� Letter of 2 October 2004 ref. no. OS-1-Opr-79/2004/12666.


� In 2003 29 inspections were performed in revenue offices.


�The Regulation entered into force as of 4 December 2004.





� GI-DS-430/386/04, GI-DS-430/271/04


� The Ministry of Internal Affairs and Administration indicated inter alia that „this exception [from Art. 10a of the Act on Municipal Guards] does not cover the data relating to convictions, decisions on penalty, fines and other decisions issued in court or administrative proceedings, because their processing is necessary for the guard to fulfil statutory tasks.  The provision of Art. 57 § 3 point 7 of the Code of proceedings in cases concerning petty offences requires the motion for punishment filed by the municipal guard to contain data regarding previous conviction of the defendant for similar crime or petty offence, if the prosecutor refers to this fact. These data are also essential in specifying the sentencing by the adjudicating agency on the basis of Art. 33 § 1 of the Code of Petty Offences”.


� For example Art. 23 paragraph 1 subparagraph 2 and 4 of the Act on Personal Data Protection Art. 54 § 1 and Art. 56 § 2 of the Act of 24 August 2001 the Code of proceedings in cases concerning petty offences (Journal of Laws No. 106, item 1148 with amendments), Art. 10a of the Act on Municipal Guards and Art. 161 paragraph 1 of the Act of 16 July 2004 Telecommunications Law (Journal of Laws No. 171, item 1800 with amendments).


� GI-DS-430/743/04, GI-DS-430/584/04


� GI-DEC-DS-270/04/581,582 i GI-DEC-DS-208/04/452,543


� GI-DP-024/1682/04. The case related to checking the IDs of persons refusing to pay market-place fee to cash collectors by city guards and then transferring these data to these cash collectors. In reply the Inspector General informed among others that city guard is entitled to process personal data for the purposes specified in the provisions of the act on Municipal Guards (Art. 11), whereby the catalogue of the municipal guard’s tasks is not closed. Therefore, checking the IDs of persons in order to identify them shall take place in justified cases, in connection with the fulfilment of the municipal guard’s tasks referred to in Art. 10 and Art. 11 of this Act. Pursuant to Art. 10 of the Act on Municipal Guards the guard shall fulfil the tasks related to the protection of public order resulting from the act and local legal acts. So, if the tasks of the municipal guard include checking the IDs of persons refusing to pay market-place fee to cash collectors and transferring these data to these cash collectors, then such activity, as the one undertaken on the basis of the local legal act, shall not constitute breach of the Act on Personal Data Protection. The Inspector General stressed, however, that – as it results from Art. 19 point 2 of the Act of 12 January 1991 on taxes and local fees (i.e. Journal of Laws of 2002 No. 9, item 84 with amendments) – the cash collector shall collect the tax and pay it within a relevant period of time to the tax authority. Therefore, it seems that in case of refusing to pay the market-place fee it is the tax authority and not cash collector who/which is entitled and obliged to collect the tax. It is the tax authority which seems to be the authority entitled to obtain the data of persons who have not paid the market-place fee.   


� GI-DP-024/1927/04, GI-DP-024/2169/04. In these cases the Inspector General indicated that the principles and mode of giving information from the population census is regulated by the provisions of the Act of 10 April 1974 on population census and ID cards (i.e. Journal of Laws of 2001 No. 87, item 960 with amendments).


� GI-DP-024/1063/04. This case concerned the admissibility of disclosing to city guard the personal data processed by the bank not constituting the banking secrecy within the meaning of the Act the Banking Laws. The Inspector General indicated that the admissibility of disclosing to city guard the personal data processed by the bank shall be considered on the grounds of the provisions of the Act on Municipal Guards and the Regulation - issued on their basis and binding at that time – by the Council of Ministers of 16 June 1998 as regards the scope and ways of fulfilling some functions by municipal guards (Journal of Laws No. 84, item 536).


� GI-DP-024/395/04


� GI-DP-024/757/04


� GI-DP-024/829/04 in connection with the case with ref. no. GI-DP-024/1199/04.


� GI-DP-024/2283/04


� It needs to be stressed here that the provision with the same contents was included in § 5 of the Regulation by the Council of Minister of 16 June 1998 as regards the scope and way of fulfilling some activities by municipal guards (Journal of Laws No. 84, item 536) which was in force since 4 December 2004 and regulated the issues concerned.


� E.g. notification of 29 March 2004 (no. R 000594/04)


� E.g. notification of 19 July 2004 (no. R 001705/04)


� E.g. notification of 12 February 2004 (no. R 000230/04)


� E.g. notification of 12 February 2004 r. (n. R 000227/04


� Pursuant to the contents of Art. 2 paragraph 1 Act of 29 August 1997 on Municipal Guards (Journal of Laws No. 123, item 779 with amendments) municipal guard can be established by Commune Council, and pursuant to Art. 6 paragraph 1 of this Act the guard is the commune’s organisational unit, and in special justified cases the commune council can decide on locating the Guard’s Headquarters in the structure of the commune office. Therefore, both the guard and the commune can be the data controller.


� Notification of 25 October 2004 (no. R 002192/04) and notification of 19 July 2004 (no. R 001705/04).


� GI-DIS-K-411/15/04


� § 16. The system shall ensure for each person whose data are being processed in the computer system keeping records of 1) the date of first entry of the person’s data, 2) the source of data, if data may come from different sources, 3) identifier of the user entering the data, 4) the information, to whom, when and in which scope the data were disclosed, if disclosure of data to other entities is provided for, unless the data is treated as commonly available, 5) the objection referred to in Art. 32 paragraph 1 point 7 of the Act, after it has been allowed, and the objection specified in Art. 32 paragraph 1 point 8 of the Act.  


§ 17. The computer system used for personal data processing shall allow to disclose in writing, in a commonly understandable form the contents of the data about each person whose data are being processed, along with the information referred to in § 16 of the said Regulation.


� § 7. 1. For each person whose personal data are being processed within the computer system, except for the systems used for personal data processing which is limited solely to edition of the text in order to disclose this text in writing, that system should secure keeping records of: 1) the date when the data have been registered for the first time in the system; 2) an identifier of a user who registers the personal data in the system, unless the access to the computer system and personal data being processed within this system is available for one person only; 3) data sources, in case where the data have not been obtained from data subject; 4) information on recipients within the meaning of Art. 7 point 6 of the Act to whom the data have been disclosed and the date and the scope of this disclosure, unless the computer system is used for the processing of personal data contained in open data filing systems; 5) an objection referred to in Art. 32 paragraph 1 point 8. 2. Keeping records of information referred to in paragraph 1 point 1 and 2 shall take place automatically after the user’s confirmation of the data recording. 3. The computer system used for personal data processing shall provide for each person whose data are being processed in t his system the preparing and printing of the report, in an intelligible form, including information referred to in paragraph 1. 4. Where the personal data are processed in at least two computer systems, the requirements referred to in paragraph 1 point 4 may be implemented in one of them or in separate information system intended for this purpose.


� GI-DS-430/775/04/6030


� GI-DS-430/510/04/5659


� GI-DS-430/682/03/4868/04 – although the complaint was sent in 2003, the proceedings was completed in the discussed reporting period.


� GI-DS-430/66/04 GI-DS-430/168/04, GI-DS-430/204/04 – then considered ex officio under ref. no. GI-DS-430/331/04


� GI-DS-430/662/04


� GI-DS-430/643/04 GI-DEC-DS-86/04/173,174, GI-DEC-DS-111/04/232,233, GI-DEC-DS-101/04/205,206


� GI-DEC-DS-2/04/4,5 i GI-DEC-DS-47/04/97,98


� GI-DEC-DS-144/04/309,310


� GI-DS-430/830/04


� The proceedings in this case was completed with issuing a decision in 2005 (ref. no. GI-DEC-DS-10/05/34,35).


� GI-DS-430/479/04 GI-DS-430/718/04 GI-DS-430/787/04 GI-DS-430/297/04 GI-DS-430/335/04


� GI-DS-430/619/04


�	E.g. GI-DP-024/320/04, GI-DP-024/574/04, GI-DP-024/721/04, GI-DP-024/964/04, GI-DP-024/1525/04, GI-DP-024/1793/04, GI-DP-024/2000/04. Information on this subject can also be found in the Report of the Inspector General for the Year 2003, Part II, A. Cases regarding public administration, 7. Other cases from public sphere.


� GI-DP-024/170/04, GI-DP-024/532/04, GI-DP-024/1083/04. Information on this subject can also be found in the Report of the Inspector General for the Year 2003, Part II, A. Cases regarding public administration, 7. Other cases from public sphere.


� 	GI-DP-024/581/04, GI-DP-024/1010/04, GI-DP-024/1171/04. Information on the legality of  making and publishing declarations on the Internet can also be found in the Report of the Inspector General for the Year 2003, Part II, A. Cases regarding public administration, 7. Other cases from public sphere, p. 74.


� 	Information on this subject can also be found in the Report of the Inspector General for the Year 2003, Part II, A. Cases regarding public administration, 7. Other cases from public sphere.


� 	The cases relating to this issue referred either to the scope of data disclosed in decisions (GI-DP-024/3/04, GI-DP-024/401/04) or in pleadings, in particular in notifications instituting administrative proceedings (GI-DP-024/666/04 – in this case the Inspector General took a standpoint that the practice consisting in including in pleadings by the authorities conducting administrative proceedings a full list of names, surnames and addresses of residence of the parties to and participants of proceedings is improper. The Inspector General explained that in fact Art. 61 § 4 of the Code of Administrative Proceedings imposes on the authority conducting proceedings the obligation to notify of instituting the proceedings all its participants, but nevertheless none of the provision of this Code orders to include in the letter (pleading) a full list of these data – according to the distribution list. While considering the cases referring to this issue the Inspector General many a times informed, both in the addresses to the authorities conducting the administrative proceedings and by the agency of the media, about the need to change this practice. The Inspector General sent such address among others to the Department of Architecture of City Planning of the Office of the City of Krakow).


� Disclosing personal data in this way finds legal grounds in Art. 23 paragraph 1 subparagraph 2 of the Act on Personal Data Protection. The Inspector General indicated that the above issue was regulated in the Act of 26 July 2001 on acquiring by perpetual lessees of the ownership right to a real property (Journal of Laws No. 113, item 1209 with amendments) and the Regulation by the Minister of the State Treasury of 25 July 2003 as regards detailed procedure of issuing decisions on acquiring by perpetual lessees or co-lessees of the ownership of developed property (with houses built on it) or constituting agricultural holdings (Journal of Laws No. 205, item 1991). GI-DP-024/69/04, GI-DP-024/262/04, GI-DP-024/323/04, GI-DP-024/1923/04, GI-DP-024/1955/04


� GI-DP-024/1616/04, GI-DP-024/1766/04. In replies the Inspector General pointed at relevant provisions of the Act of 27 April 2001 Environmental Protection Law (Journal of Laws No. 62, item 627 with amendments.).


�	GI-DP-024/481/04, GI-DP-024/624/04, GI-DP-024/1785/04, GI-DP-024/2053/04. The issue related to the scope of rights of the audit commission shall be considered on the basis of the provisions of the Act of 8 March 1990 on Commune Self-Government (i.e. Journal of Laws of 2001 No. 142, item 1591 with amendments).


� GI-DP-024/125/04, GI-DP-024/856/04, GI-DP-024/1446/04. This issue shall be considered on the basis of the provisions of the Act of 26 April 1996 on Prison Service (i.e. Journal of Laws of 2002 No. 207, item 1761 with amendments), the Act of 6 June 1997 the Executive Penal Code (Journal of Laws No. 90, item 557 with amendments) and law enforcement provisions issued on their basis, among others on the grounds of the Regulation by the Minister of Justice of 25 August 2003 on organisational and disciplinary regulation on execution of penalty of imprisonment (Journal of Laws No. 152, item 1493).


�	In cases regarding this issue (GI-DP-024/333/04, GI-DP-024/608/04, GI-DP-024/1271/04, GI-DP-024/1275/04, �GI-DP-024/1335/04, GI-DP-024/1753/04, GI-DP-024/1759/04, GI-DP-024/1995) the Inspector General informed the askers about the provisions of the Act of 19 November 1999 the Law on Economic Activity (Journal of Laws No. 101, item 1178 with amendments), which stipulates directly – in Art. 7a – that the data contained in records are not subject to the protection provided for by the Act on Personal Data Protection. Although the Act of 2 July 2004 on Freedom of Economic Activity (Journal of Laws No. 173, item 1807), which replaced the Act the Laws on Economic Activity, still the Act of 2 July 2004 Introductory provisions to the Act on Economic Activity (Journal of Laws of 2004 No. 173, item 1808) upheld the provision of 31 December 2006 valid.


� GI-DP-024/118/04, GI-DP-024/131/04, GI-DP-024/237/04, GI-DP-024/446/04, GI-DP-024/827/04, GI-DP-024/968/04, GI-DP-024/1458/04, GI-DP-024/1596/04, GI-DP-024/1603/04, GI-DP-024/1632/04, GI-DP-024/1642/04. 


� GI-DP-024/1169/04. In reply the Inspector General informed that this issue shall be considered on the grounds of the Act on Population Census and Identity Cards.


� The issues concerning this field were regulated in the Act of 7 July 1994 the Building Law (Journal of Laws of 2003 No. 207, item 2016 with amendments).


� E.g. GI-DP-024/344/04 


� GI-DP-024/1073/04, GI-DP-024/2001/04 


� The letter of 3 August 2004 with ref. no. GI-DP-024/1332/04. 


�	The Inspector General was informed that expression of consent is an essential condition to receive a financial equivalent for the apartment’s redecoration. The applicant’s failure to sign the statement of consent to personal data processing placed at the end of the dwelling declaration resulted in leaving the request unexamined, as it could be concluded from the letter.  


�	The letter of 27 October 2004 ref. No. L-I-0232-775,776/04/EK. At the time of drawing this Report (as of 25 March 2005) the questioned provisions were not changed.


� The project provided in the letter of 27 August 2004 ref. DKS-II-0210-7-SS/04/2317, reply GI-DP-023/270/04.


� The provision of Art. 5 of the Act on Personal Data Protection stipulates the following „Should the provisions of any separate laws on the processing of data provide for more effective protection of the data than the provisions hereof, the provisions of those laws shall apply”.


� The project provided in the letter of 6 August 2004 ref.: DRR-II-0210-4839w/13-MAJ/04 no. 5584w/04, reply GI-DP-023/235/04.


� The project provided in the letter of 6 August 2004 and of 30 August 2004, reply GI-DP-023/236/04.


� The project provided in the letter of 21 May 2004 ref.: L-I-0231-780/04, reply GI-DP-023/146/04.


� The project provided in the letter of 13 May 2004 ref.: MS-068-2/04/1506, reply GI-DP-023/147/04.


� The project provided in the letter of 10 September 2004 ref.: SP-11-024-80/04/, reply GI-DP-023/278/04.


� The project provided in the letter of 20 July 2004 ref.: L-III-285/03, reply GI-DP-023/216/04/451.


� The project provided in the letter of 15 April 2004 ref.: DC-WM-861/1011/AW/2004, reply GI-DP-023/77/04/327.


�		The project provided in the letter of 15 December 2004 ref.: DC-WM-861/4328/04, reply GI-DP-023/397/04/620.


�	In the process of drawing up this Report this project was subjected to negotiations. The remarks were provided in the letter with ref. no. GI-DP-023/307/04.


� The project provided in the letter of 10 September 2004 no.: Nr L-III-257/04, reply GI-DP-023/283/04/524.


� GI-DIS-K-411/5/04


� GI-DIS-K-411/35/04, GI-DIS-K-411/55/04


� Art. 23 paragraph 1 of the Act: The processing of data is permitted only if: 1) the data subject has given his/her consent, unless the processing consists in erasure of personal data, 2) processing is necessary for the purpose of exercise of rights and duties resulting from a legal provision, 3) processing is necessary for the performance of a contract to which the data subject is a party or in order to take steps at the request of the data subject prior to entering into a contract, 4) processing is necessary for the performance of tasks provided for by law and carried out in the public interest, 5) processing is necessary for the purpose of the legitimate interests pursued by the controllers or data recipients, provided that the processing does not violate the rights and freedoms of the data subject.


Art.26 paragraph 1 point 3 of the Act: The controller performing the processing of data should protect the interests of data subjects with due care, and in particular to ensure that the data are relevant and adequate to the purposes for which they are processed.


� Currently legislative works on the implementation of such basis are carried on. In the course of development of this Report the draft act amending the act on Border Guard was subject of the Senate’s work. This draft act contained provisions legalising psychophysical examination of all candidates for service in the Border Guard. However, it needs to be noted that this draft act – in the version passed by the Sejm – was not submitted to the Inspector General for expressing an opinion.


� Pursuant to the judgment of the Constitutional Tribunal of 7 November 2004 (ref. no. K 14/2003): „Art. 36 paragraph 1 of the Act on general insurance in the National Health Fund (...) in connection with the provisions of this Act relating to the organisation and regulations of the National Health Fund (chapters 1 and 4), principles of safeguarding health needs and organisation of providing health services (chapters 5, 6, 7 and 8), finance policy (chapter 9), principles of supervision and control over performance of the tasks of the National Health Fund (chapter 13), are inconsistent with Art. 68 in connection with Art. 2 of the Constitution of the Republic of Poland, because  through establishing a public institution in the form which prevents its reliable and efficient functioning they violate the provisions of the legal state in the scope of the constitutional right of the citizens to equal access to health care benefits financed from public resources”. 


� GI-DS-348/04


� GI-DS-430/348/04/3708 


� GI-DS-430/670/4


� E.g. the mode of concluding contracts with service providers providing basic health care services (benefits), including nursing services has changed, and the provisions of the Act on health care benefits financed from public resources do not specify any more the obligation and procedure of submitting lists of declared patients. However, such doubts occurred in the previous reporting period (case with ref. no. GI-DS-430/628/03).


� GI-DP-024/348/04, GI-DP-024/2038/04


� GI-DP-024/756/04, GI-DP-024/894/04, GI-DP-024/2042/04, GI-DP-024/2206/04. The Inspector General pointed in such cases at § 53 paragraph 1 of the Regulation by the Minister of Health as regards the types of medical documentation in health care institutions, the way of keeping it and detailed conditions of disclosing it, which indicates the persons at whose request individual internal documentation is disclosed, and paragraph 3 of this provisions specifying who may file a request to the health care institution to make abstracts, transcripts or copies of patient’s documentation.


� GI-DP-024/379/04, GI-DP-024/691/04, GI-DP-024/1024/04, GI-DP-024/1818/04. The Act regulating among others the principle and mode of transferring personal data of persons receiving benefits from service providers was the Regulation by the Minister of Health of 11 October 2001 as regards the scope of essential data collected by service providers, detailed method of registering this data and disclosing it to sickness funds, the President of the Health Insurance Supervision Office, Minister responsible for health matters and voivodes, including also the types of used information media and specimen documents (Journal of Laws No. 121, item 1318 with amendments), which became invalid as of 1 October 2004.


� GI-DP-024/832/04, GI-DP-024/859/04, GI-DP-024/1124/04, GI-DP-024/1718/04. In the cases concerned the Inspector General pointed also at the provisions of the Act of 30 August 1991 on health care institutions (Journal of Laws No. 91, item 408 with amendments) and the Regulation by the Minister of Health of 18 November 1999 as regards detailed principles of exercising supervision over independent public health care institutions and over medical transportation units (Journal of Laws No. 94, item 1097). The information on disclosure of medical documentation to supervisory entities can be found in Part I of the Activity Report of the Inspector General for the year 2003, Section D – The processing of health data.


� GI-DP-024/860/04, GI-DP-024/1089/04, GI-DP-024/1491/04. In such cases the Inspector General referred to the provisions of the Act on Population Census and Identity Cards and law enforcement provisions issued on its basis.


� GI-DP-024/348/04, GI-DP-024/415/04. The Inspector General indicated that on the grounds of § 53 paragraph 3 of the Regulation as regards the types of medical documentation in health care institutions, the way of keeping it and detailed conditions of disclosing it the abstracts, transcripts or copies of patient’s documentation are made against payment. The Regulation does not specify the amount of these fees. They are subject to internal regulations of individual health care institutions. 


� GI-DP-024/352/04. The employer applying for co-financing of remuneration of disabled employees employed by him is required to draw up a report.


� This information shall take into account the employees with pronounced mental illness, mental handicap or epilepsy as well as blind employees. The employer is obliged to provide this information to the National Fund for Rehabilitation of the Disabled (PFRON) in the period till the 14th day of a month coming after the month to which the information relates.  


� Appendix no. 1 to the Regulation as regards co-financing of remunerations of disabled employees.


� GI-DP-024/753/04


� The Inspector General stressed that the provisions of the Act on Personal Data Protection do not define the term „tasks carried out in the public interest”, however sending invitation for cytological examination to women who did not have such examinations conducted in 2003 as part of the program referred to above is undoubtedly covered by the scope of the term concerned.


� The activities of the Inspector General carried out in this respect in 2003 and in the beginning of 2004 were presented in the Activity Report of the Inspector General for the year 2003 in Part II, Section D – Health Service p.115.


� The Inspector General’s letter of 7 April 2004 (GI-DP-024/1167/03/738)


� The letter of the President of the National Health Fund of 14 June 2004 (ref. no. CF/OIN/219/04/MK) 


� GI-DP-024/881/04


� The Inspector General’s letter of 2 June 2004 GI-DP-024/882/04/1122.


�	Art. 141 paragraph 2 of the Act on general insurance in the National Health Fund indicated among the data to the processing of which the National Health Fund is entitled the series and number of identity card or passport, however only in case of persons without PESEL or NIP number granted (currently this issue is regulated by Art. 188 of the Act on health care services financed from public resources)


� The request included the clause „I hereby consent to the processing of my personal data for the purposes resulting from Art. 141 of the Act on general insurance in the National Health Fund (Journal of Laws No. 45, item 391 with amendments)”.


� The letter of the President of the National Health Fund of 23 June 2004 (CF-BWM/288/BZ/04).


� The clause of consent to the processing of personal data placed on the request for issuing E-100 series form published on the website � HYPERLINK http://www.nfz.gov.pl ��www.nfz.gov.pl� was removed as late as in January 2005.


� The letter of the President of the National Health Fund of 30 July 2004 (CF-BWM/517/AB/04).


� The draft was provided in the letter of 3 August 2004 ref. no.: NSK-DA-mr.lep.01/04, reply GI-DP-023/240/04.


� The draft was provided in the letter of 17 November 2004 no.: MZ-ZP-0-073/276/KO/04, reply GI-DP-023/333/04.


� The draft was provided in the letter of 7 October 2004 (ref. no.: MZ-UZ-KS-8060-0212-4/ET/04), reply GI-DP-023/299/04/542.


�	The draft was provided in the letter of 13 April 2004 (ref. no.: UZ/3525/0221/3/04JCH), reply GI-DP-023/106/04/350.


�	In the discussed reporting year the subjects providing health services, that is health care institutions, natural persons practicing a medical profession, internships for physicians, nurses or midwifes, did not notify the files containing data of persons receiving the services provides by them, and thus properly interpreted the content of Art. 43 paragraph 1 point 5 of the Act, pursuant to which the controllers of data of persons receiving their medical services are exempted from the obligation to register a data file. In the years 2002 – 2004 no personal data file was notified to registration which would be exempted from the registration obligation pursuant to Art. 43 paragraph 1 point 5 of the Act.


� GI-DIS-K-411/16/04, GI-DIS-K-411/88/04, GI-DIS-K-411/128/04, GI-DIS-K-411/129/04, GI-DIS-K-411/138/04


� Pursuant to Art. 221 § 1 of the Labour Code the employer has the right to demand from a job applicant to give his/her personal data including: name(s) and surname, parents’ names, date of birth, place of residence (mailing address), education, professional career. Moreover, according to § 2 of this provision „the employer has the right to demand from the employee to indicate, irrespective of personal data referred to in § 1, also: other personal data of the employee, names and surnames and birth dates of the employee’s children, if giving such data is necessary in connection to the fact that the employee enjoys special rights provided for in the labour law, the employee’s PESEL number granted by the Government Computer Centre of the General Electronic Population Census System (RCI PESEL). Additionally the employer can demand the employee to give personal data other than those specified in § 1 and 2, if such obligation results from separate provisions (§ 4). 


� GI-DS-430/19/04, GI-DS-430/163/04, GI-DS-430/371/04, GI-DS-430/494/04 


� GI-DS-430/460/04 


� GI-DS-430/389/04


� GI-DEC-DS-172/04


� GI-DS-430/308/04


� GI-DEC-DS-141/04


� GI-DEC-DS-239/04


� GI-DEC-DS-238/04


� GI-DS-430/405/04


� GI-DS-430/683/04, GI-DS-430/21/04


� GI-DP-024/44/04, GI-DP-024/171/04, GI-DP-024/1629/04


�	GI-DP-024/18/04, GI-DP-024/504/04, GI-DP-024/893/04. In these cases the Inspector General informed that processing, including disclosing, by the employer of the employee’s personal data within the employment relationship shall be permitted, unless the scope of processed data interferes in the employee’s privacy. This standpoint is confirmed in judicial decisions. In the judgment of 19 November 2003 (ref. no. I PK 590/02) the Supreme Court adjudicated that such information on the employee as his/her name and surname are strictly connected to the performance of professional duties, and therefore can be used by the employer – also without the data subject’s consent. 


� GI-DP-024/60/04, GI-DP-024/794/04. In the cases related to the supervision of the founding body over the health care institution the Inspector General referred to the provisions of the Act on health care institutions and to the Regulation by the Minister of Health of 18 November 1999 as regards detailed principles of exercising supervision over independent public health care institutions and over medical transportation units (Journal of Laws No. 94, item 1097). The Inspector General pointed in particular at Art. 67 paragraph 2 and 3 as well as § 1 of the above mentioned legal acts. 


� GI-DP-024/67/04, GI-DP-024/74/04, GI-DP-024/711/04. A problem concerning the registration of such data files was discussed in the Report of the Inspector General for the year 2003 in Part II, section C, p. 106.


� E.g. GI-DP-024/129/04, GI-DP-024/654/04, GI-DP-024/671/04. In connection with the change of the contents of Art. 43 paragraph 1 point 4 – this provision in the wording binding since 1 May 2004 stipulates that the controllers of data „processed in connection with employment at their companies/institutions” are exempted from the obligation to notify data file to registration – the files containing personal data of job applicants are exempted from the obligation to notify them with the Inspector General.


� GI-DP-024/223/04, GI-DP-024/366/04, GI-DP-024/1067/04 GI-DP-024/1099/04. The Inspector General stated among others that the scope of data of job applicants collected by personnel counselling agency shall not go beyond the scope indicated in Art. 221 of the Labour Code. With regard to the nature of its activity it is justified for the personnel counselling agency to be able to demand the personal data to be documented, which shall enable preliminary verification of statements included in the documents sent.


� GI-DP-024/58/04, GI-DP-024/336/04, GI-DP-024/702/04,GDP-024/1664/04


� GI-DP-024/381/04, GI-DP-024/959/04


� GI-DP-024/597/04





� GI-DP-024/915/04, GI-DP-024/997/04


� GI-DP-024/1340/04


� GI-DP-024/1387/04


�  In general, temporary work agency is the controller of temporary workers’ personal data and in consequence has to fulfil the obligations of the employer as the data controller. The temporary employment relationship requires the agency to conclude with the employer hiring temporary workers the contract of commissioning the processing of data of persons performing temporary work. This contract shall specify the scope and purpose of the processing of data carried on by this employer hiring workers. In this situation the latter shall be the subject who was entrusted with the processing of data on the basis of the contract concluded in the mode provided for in Art. 31 of the Act on the Protection of Personal Data. However, the need for the employer hiring workers to exercise some rights and obligations of the employer enumerated in the Act causes that he shall also have the status of the controller of personal data of its employees, including temporary employees, which are included in the working time record. It is a consequence of the obligation imposed on the employer hiring workers to keep record of the working time of the temporary worker in the scope and under the rules binding in relation to its employees (Art. 14 paragraph 2 of the act on temporary workers).


� It needs to be indicated that the prerequisite specified in Art. 25 paragraph 2 point 6 of the Act on the Protection of Personal Data exempting the data controller from the need to fulfil the information obligation in case where the data subject is in possession of data referred to in paragraph 1 of this provision does not constitute the grounds for exempting the employer hiring workers from the obligations specified in Art. 25 paragraph 1of the Act towards the persons performing temporary work for their benefit. For it cannot be stated beyond all doubt that these persons have all information referred to in Art. 25 paragraph 1, including in particular information on the right to access the contents of their data and to rectify them as well as the rights resulting from Art. 32 paragraph 1 point 7 and 8 of the Act on the Protection of Personal Data. 


� GI-DP-024/1829/04, GI-DP-024/1877/04


� The provisions of the Luxembourg and German acts are an exemption. In some states (e.g. Denmark, Sweden and Portugal) the issue mentioned above is regulated by the provisions of separate legal acts, whereas in other countries there are only guidelines of relevant data protection authorities which are used for developing uniform practice. 


�„If development of the techniques of collection, transfer, compilation, registration, storage and sending of sound and image data of natural persons is of importance in the information society, then this Directive shall apply to the processing of such data”.


� These subjects operate on the basis of the principles specified in chapter 6 of the Act on Promotion of Employment and Labour Market Institutions. 


� GI-DP-023/287/04


� GI-DP-023/182/04


� GI-DIS-K-411/114/04, GI-DIS-K-411/143/04


� Only the employer is exempted from the obligation to notify the file containing job applicants data – on the basis of Art. 43 paragrapgh 1 point 4 of the Act -  because it is processing personal data in connection with employing at its company/institution – this prerequisite determines the exemption. A different situation takes place in case of entities involved in employment exchange. These entities are processing personal data of job seekers in connection with employment at these entities, and therefore they are exempted from the obligation to notify such files to registration.


� For detailed information on debt collection see the chapter devoted to this subject (part II of the Report, letter G).


� GI-DS-430/126/04, GI-DS-430/182/04


� GI-DS-430/109/04


� GI-DS-430/576/04


� GI-DS-430/564/04


� GI-DS-430/80/04, GI-DS-430/85/04, GI-DS-430/160/04, GI-DS-430/174/04, GI-DS-430/243/04, 


GI-DS-430/280/04 , GI-DS-430/503/04


� Pursuant to the provisions of Art. 55 of the Telecommunications Law.


� Art. 70 paragraph 3 of the annulled Telecommunications Law.


� Pursuant to Art. 169 paragraph 3 of the new Telecommunications Law.


� GI-DS-430/70/04, GI-DS-430/112/04, GI-DS-430/381/04, GI-DS-430/598/04, GI-DS-430/667/04, GI-DS-430/839/04, GI-DS-430/899/04, GI-DS-430/903/04, GI-DS-430/907/04, GI-DS-430/917/04, GI-DS-430/960/04, GI-DS-430/1022/04


� GI-DS-430/513/04


� GI-DS-430/62/04, GI-DS-430/133/04


� GI-DS-430/808/04


� GI-DS-430/808/04, GI-DS-430/527/04


� GI-DS-430/129/04


� GI-DS-430/74/04


� The problem of debt collection was discussed in a separate chapter (part II, letter N).


� Among others GI-DP-024/2034/04, GI-DP-024/2057/04, GI-DP-024/2313/04. These cases are discussed in Part II of the Activity Report of the Inspector General for the year 2004, in Section G, in part devoted to Debt collection.


� GI-DP-024/77/04, GI-DP-024/621/04, GI-DP-024/2162/04, GI-DP-024/2164/04. The Inspector General pointed at the provisions of Section IV of the Telecommunications Law stipulating among others the cooperation principles of combined telecommunications networks operators. Pursuant to Art. 77 paragraph 2 point 3 of this Act combined networks operators are obliged to transfer information on mutually rendered telecommunications services in combined networks in the scope necessary for making settlements in this respect.


�	GI-DP-024/66/04, GI-DP-024/1276/04, GI-DP-024/2110/04, GI-DP-024/2298/04. This issue was discussed in Part I of the Activity Report of the Inspector General for the year 2002, in Section F – Telecommunications.


� GI-DP-024/195/04


� In the currently binding Telecommunications Laws there is no possibility for the subscriber to restrict his/her personal data, because the data are published in the subscribers list only with his/her consent (Art. 169 paragraph 3).


� The Inspector General’s standpoint provided in the letters of 30 January 2004 and 4 February 2004, ref.: GI-DP-023-39/04/226, of 20 February 2004, ref.: GI-DP-023/39/04/300, of 1 March 2004, ref.: GI-DP-023/39/04/303, of 18 March 2004, ref.: GI-DP-023/39/04/315 and of 21 April 2004, ref.: GI-DP-023/39/04/349.


� E.g. after receiving the data subject’s consent (Art. 23 paragraph 1 point 1).


� The Inspector General’s standpoint of 12 May 2004, ref.: GI-DP-023/39/368.


� GI-DIS-K-411/48/04, GI-DIS-K-411/68/04, GI-DIS-K-411/71/04, GI-DIS-K-411/99/04, GI-DIS-K-411/102/04, 


GI-DIS-K-411/135/04


� The Regulation as regards specifying basic technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing became invalid as of 1 May 2004 and a 6-months period was determined for adapting these systems to the requirements specified in § 7 of the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing.


� As example may serve companies such as: Reader’s Digest Przegląd Sp. z o.o., IMP Sp. z .o.o., ZXY Sp. z o.o., Vegas Sp. z o.o., Alladyn Sp. z o.o., Międzynarodowe Biuro Obsługi Domów Wysyłkowych Sp. z o.o., Bertelsmann Media Sp. z o.o., BTM Leaders Sp. z o.o., Mediadress Polonia Sp. z o.o., De Agostini Atlas Sp. z o.o.


� Alan Sp. z .o.o., Travel4Life Inc. with the seat in the United States, Integra Direct Corp. with the seat in the United States. 


� E.g. „Lifo Limited” with the seat on Cyprus.


� E.g.: GI-DS-430/91/04, GI-DS-430/130/04, GI-DS-430/132/04, GI-DS-430/158/04, GI-DS-430/165/04.


� GI-DS-430/158/04, GI-DS-430/165/04


� GI-DS-430/465/04


� GI-DS-430/891/04


� E.g. Alladyn Sp. z o.o., Polska Telefonia Cyfrowa Sp. z o.o.


� GI-DS-430/164/04, GI-DS-430/527/04


� Irregularities with regard to information obligation were stated in case of Vegas Sp. z o.o., IMP Sp. z .o.o.,


Reader’s Digest Przegląd Sp. z o.o.


�	The above mentioned standpoint of the Inspector General was confirmed in the judgment of the Voivodeship Administrative Court in Warsaw of 22 January 2004 (ref. no. II SA 2665/02) which among others indicated that „(...) connecting in one letter the information obligation referred to in Art. 25 of the Act with further processing of the data subjects’ data without their consent would question the entire Art. 23 of the Act, as it would allow using someone’s personal data till the time of raising an objection (...)”.


� GI-DS-430/101/04


� GI-DS-430/605/04


� There are also cases where the entities do not make changes in the Commercial Register (records of economic activity) or in the register run by the Inspector General for Personal Data Protection despite the fact that they changed their seats or ceased carrying on their activity, which causes that in such situation there is no possibility of any verification of obtained information about occurrence of irregularities. 


�		GI-DP-024/243/04, GI-DP-024/918/04, GI-DP-024/1245/04, GI-DP-024/1825/04, GI-DP-024/2051/04


�		GI-DP-024/10/04, GI-DP-024/910/04, GI-DP-024/1050/04, GI-DP-024/2139/04. The Inspector General indicated in such cases that pursuant to the provisions of the Act on Personal Data Protection there is a requirement to ensure the data subject a possibility to freely make a decision and express his/her will as regards consent to the processing of his/her personal data for a specific purpose. Hence making the conclusions of a contract dependent on expression of consent to the processing of personal data arouses objections from the perspective of compliance of such action with the provisions on personal data protection.


� This topic was discussed in the Inspector General’s Report for the year 2003 in Part II, Section I Marketing.


� Pursuant to Art. 37 of the Act of 15 December 2000 on Competition and Consumer Protection (i.e. Journal of Laws of 2003 No. 86, item 804 with amendments) duties of the consumer advocate include providing free of charge consumer counselling and legal information as regards consumer protection as well as sending addresses to entrepreneurs in this respect, and finally filing suits for the benefit of consumers and participating in the pending proceedings – with the consumer’s consent - in cases concerning the protection of consumer interests. 


� GI-DIS-K-411-37/04, GI-DIS-K-411-38/04, GI-DIS-K-411-27/04, GI-DIS-K-411-28/04, GI-DIS-K-411-103/04, GI-DIS-K-411-112/04


� GI-DEC-DIS-12/05.


�	Judgment of the Supreme Administrative Court of 13 July 2004 with ref. no. OSK 420/04.


�	For unambiguous conclusion can be drawn from Art. 1 paragraph 3 of the Act on Census and Identity Cards that identity card is a document certifying identity, confirming Polish citizenship, entitling Polish citizens to cross borders between EU Member States. Moreover, Art. 2 of the Act on Passports unambiguously states that passport is an official document entitling to cross borders and stay abroad and certifying Polish citizenship as well identity of a person, in the scope of data contained in this document. Whereas pursuant to Art. 88 of the Act the Road Traffic Law driving licence shall be a document certifying the rights to drive motor vehicles.  


�	In the reasons for the judgment of 29 April 2003 the Court indicated that „it is a fact that the injured party did not lose as a result of robbery his identity card, but vehicle registration card and driving licence. These are not documents certifying identity. Documents certifying identity include: identity cards, temporary identity cards and temporary identity certificates (…), passports, passport documents belonging to a foreigner, permanent and temporary resident cards, temporary travel documents and temporary identity certificate (…). From the perspective of law a driving licence is not a document certifying identity” (II AKa 84/2003 OSA 2003/11 item 111, p. 29).


� GI-DEC-DS-157/04, GI-DEC-DS-267/04


� GI-DEC-DS-182/04, GI-DEC-DS-255/04


� GI-DS-430/154/04


� GI-DS-430/581/04


� GI-DS-430/30/04


�	The issue of transferring data to the entities dealing with debt collection was discussed in a separate chapter devoted to this matter (Part II of the Report, letter. N).


�	GI-DS-430/516/04. In this case a decision (GI-DEC-DS-9/05) was issued which discontinued the proceedings due to restoration of the proper legal state (the data were erased).


� GI-DS-430/332/04


� E.g. GI-DS-430/370/04, GI-DS-430/586/04, GI-DS-430/755/04 GI-DS-430/805/04, GI-DS-430/1020/04, 


GI-DS-430/1021/04 


�	Pursuant to Art. 105 paragraph 4 of the Banking Law banks can, together with banking chambers of commerce, establish institutions responsible for collecting, processing and disclosing: to banks – information constituting banking secrecy in the scope in which this information is necessary in connection with the execution of banking activities, and to other institutions statutorily entitled do granting loans – information on claims and on banking account turnover and balance in the scope in which this information is necessary in connection with granting loans, financial loans, bank guarantees.


� GI-DEC-DS-27/04. It needs to be added that on 16 June 2005 a new regulation of the Banking Law entered into force. Pursuant to the contents of Art. 105a paragraph 2, banks, other institutions statutorily entitled to granting loans and institutions established on the basis of Art. 105 paragraph. 4 can process information constituting banking secrecy in the scope concerning natural persons (consumers) after termination of obligation resulting from the contract concluded with the bank or other institution statutorily entitled to granting loans, provided that written consent of the data subjects has been obtained, whereby this consent can be withdrawn any time. Whereas, in the situation where the natural person delays more than 60 days in the fulfilment of the obligation concerned, the entities indicated above can process this person’s personal data for the period of 5 years since the day of termination of obligation. It need to be stressed, however that the institutions referred to are obliged to adjust the processing of information collected before the date of entry into force of this amendment of the Act to the requirements specified in this Act within the period not longer than 3 years since the date of its entry into force.


� E.g. GI-DS-430/155/04, GI-DS-430/575/04


� GI-DS-430/584/03/98/04, GI-DS-430/575/04


� Pursuant to Art. 5 paragraph 1 of the Act on chambers of commerce, a chamber of commerce independently specifies in the statutes the tasks provided for by the act in Art. 2-4, whereas according to these provisions: chamber of commerce is an organisation of economic self-government and represents economic interests of the entities associated within this chamber as regards their production, trade, construction or service activity, in particular in relation to state authorities (Art. 20 of the Act on chambers of commerce); chambers of commerce shape and disseminate the ethical principles in economic activity, in particular develop and improve the standards of fair conduct in economic turnover (Art. 3 of the mentioned Act); chamber of commerce is entitled to express opinion on draft solutions related to the functioning of economy and can participate, under principles specified in separate provisions, in preparation of legal acts in this regard (Art. 4 paragraph 1 of the Act on chambers of commerce); chamber of commerce can evaluate the implementation and functioning of legal provisions concerning carrying on economic activity (Art. 4 paragraph 2 of the said Act). Whereas ZBP in its statutes (published on the ZBP website) indicates as one of its tasks „undertaking activities to establish and develop institutions servicing the banking sector, especially with regard to exchange of banking and economic information” (Art. 3 point 3 letter c of the ZBP statutes) and at the same time pursues this aim by „conducting activity as regards exchange of banking and economic information” (Art. 4 point 10 of the ZBP statutes). The ZBP task specified in this way goes also beyond the scope of rights of the chamber of commerce indicated in Art. 5 paragraph 2 point 1-6 of the Act on chambers of commerce.


� GI-DEC-DS-259/04 


� GI-DEC-DS-181/04, GI-DS-430/249/04, GI-DS-430/850/04


� GI-DEC-DS-100/04, GI-DS-430/723/04


� E.g. GI-DS-430/39/04. This case related to the bank BPH PBK S.A. with the seat in Warsaw. 


� GI-DEC-DS-157/04, GI-DEC-DS-267/04, GI-DS-430/199/04


� It is surprising, as the experience of the Inspector General shows that banks have big difficulties with due fulfilment of the obligations specified in the provisions on personal data protection.


� GI-DP-024/20/04, GI-DP-024/1693/04, GI-DP-024/1994/04


� GI-DP-024/78/04, GI-DP-024/1072/04.


�	GI-DP-024/149/04, GI-DP-024/2119/04. Since 1 May 2004 Art. 112b of the Banking Law has been binding. It entitles banks to obtain personal data contained in identity cards be means of making Xerox copies of documents. Pursuant to this provision „Banks can process information contained in identity cards of natural persons for the purposes of the banking activity carried on”.


�	GI-DP-024/277/04, GI-DP-024/492/04, GI-DP-024/961/04, GI-DP-024/1201/04, GI-DP-024/1767/04, GI-DP-024/1868/04, GI-DP-024/2100/04, GI-DP-024/2220/04. This issue was discussed in the reports of the Inspector General from previous years, among others in the Report of 2002, in Part I, Section F Financial institutions, Chapter 1 Banks.


�	GI-DP-024/1027/04, GI-DP-024/1495/04, GI-DP-024/2340/04. These cases were presented in Part II of the Report of the Inspector General for the year 2004, in Section G –Debt collection.


� Opinion on the Act of 1 April 2004 on the amendment of the Act – the Banking Law and on the amendment of other acts (Journal of Laws No. 91, item 870), introducing into the Banking Law the provision of Art. 112b, pursuant to which banks can process for the purposes of their banking activity information contained in identity cards of natural persons, was expressed in the previous reporting period. Information on this topic can be found in the Activity Report of the Inspector General for the year 2003 (Part II, letter E point 1).


� The draft was provided in the letter of 7 April 2004 and of 26 May 2004 ref.: PIII439/80/04, reply GI-DP-023/102/04.


� The standpoint of the Inspector General for Personal Data Protection was provided in the letter of 4 August 2004 ref.: GI-DP-023/202/04/460.


� The controller of data of persons representing institutions and economic entities which are processed in the file only for the purpose of maintaining business relationships with the entities represented by these persons was informed on exemption of this data file from the notification obligation on the basis of Art. 43 paragraph 1 point 11 of the Act, pursuant to which the obligation to register data filing systems shall not apply to the controllers of such data which are processed with regard to minor current everyday affairs.


� Notification no. R 000007/04.


�	GI-DIS-K-411/6/04, GI-DIS-K-411/40/04, GI-DIS-K-411/56/04, GI-DIS-K-411/66/04, GI-DIS-K-411/83/04, GI-DIS-K-411/89/04, GI-DIS-K-411/98/04, GI-DIS-K-411/101/04, GI-DIS-K-411/122/04, GI-DIS-K-411/137/04, GI-DIS-K-411/154/04, GI-DIS-K-411/155/04.


� The above mentioned Regulation became invalid as of 1 May 2004 and a 6-month period was established for adjusting these systems to the requirements specified in § 7 the Regulation as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for the personal data processing.


� The proceedings in this case is pending.


� Decisions nos. GI-DEC-DIS-285/04, GI-DEC-DIS-48/05.





� The judgment of 4 March 2004 (ref. no. II SA 1603/03) and of 11 March 2004 (ref. no. II SA 1631/03).


� The Inspector General sent to the President of the Office for Competition and Consumer Protection a letter of 13 August 2004 ref. no. GI-DS-061/11/04/3781 requesting for undertaking activities in order to examine the practice of the entities carrying on the activity related to claims turnover and debt collection. The President informed that such activities were undertaken – the legality of transfer of the consumer rights and obligations by the telecommunications networks operators for the benefit of collection companies was examined. The information obtained by the Office for Competition and Consumer Protection points at violation of best practices and lack of transparency of operators’ and their partners’ activities. The proceedings on violation of collective consumer interests was instituted in relation to one of the entities servicing consumer claims. 


� Pursuant to Art. 31 paragraphs 1 and 2 the data controller can commission the processing of data to another entity under a contract concluded in writing. This entity can process the data exclusively in the scope and for the purpose provided for in the contract. 


� The creditor can transfer a claim to a third party without the debtor’s consent, unless it is inconsistent with: a. the Act, b. contractual clause, c. nature of the obligation (§ 1).


� Shall doubts arise, inadmissible contractual clauses are those which in particular allow the consumer’s contracting party to transfer the rights and obligations resulting from the contract without the consumer’s consent. 


� According to this Article the provisions of the contract concluded with the consumer which were not individually agreed upon shall not apply to the consumer, if they shape his/her rights and obligations in a way inconsistent with best practice and flagrantly violate his/her interests (inadmissible contractual clauses). This does not relate to the provisions specifying main performance of the parties, including price and remuneration, if they were unambiguously formulated.


� Czesława Żuławska in the comments on the mentioned Art. 385³ point 5 of the Civil Code states that „accepting in advance (Art. 509 and 519 § 2 point 2) the future transfer by the entrepreneur of the rights resulting from the consumer contract, and in particular the transfer of obligation, expose the consumer to unexpected (made in a moment unexpected by him/her) change of the person responsible in connection with contractual liability for damages or under warranty (as well as such change of the authorised person, e.g. in case of contract with adjourned date of payment or stipulation of successive payment of dues). This can significantly worsen the consumer’s situation of what he/she is most often not aware while concluding the contract.” (G. Bieniek. H. Ciepła, S. Dmowski, J. Gudowski, K. Kołakowski, M. Sychowicz, T. Wiśniewski, Cz. Żuławska, „Commentary of the Civil Code. Book Three. Obligations. Volume I”, Warsaw 2002 Wydawnictwo Prawnicze Lexis Nexis, p. 634).


� In the letter of 10 September 2002 ref.: DDK-2-061-62/02/PS, the President of the Office for Competition and Consumer Protection stated in particular that „the ban to transfer the obligations is lex specialis in relation to the regulation allowing the assignment of claims without the consumer’s consent”.


� In the letter of 10 September 2002 ref.: DDK-2-061-62/02/PS addressed to the Inspector General for Personal Data Protection the President of the Office for Competition and Consumer Protection expressed the opinion that taking into account the current situation on the market the practice of selling to collection agencies of claims against consumers “diminishes the consumers’ guarantees and rights”. The President of the Office for Competition and Consumer Protection indicated also that in practice, in connection with the above mentioned circumstances, the consumer’s obligation became an abstractive obligation. GI-DS-430/488/01, GI-DS-430/501/01, GI-DS-430/113/02.


� „The term flagrant violation cannot be considered only in strictly economic dimension. One has to take into account also organisational difficulties, unreasonable efforts, loss of time, unfair treatment, misleading as well as (more and more often appreciated) violation of consumer’s privacy etc. (E. Łętowska, „Law of consumer contracts”, Warsaw 2002, p. 341).


� Pursuant to Art. 23 paragraph 1 point 5 the processing is permitted if it is necessary for the purpose of the legitimate interests pursued by the controllers or data recipients, provided that the processing does not violate the rights and freedoms of the data subject. Whereas according to paragraph 4 of this provision the legitimate interests are considered to be in particular direct marketing of own products or services provided by the controller and vindication of claims resulting from economic activity. 


� E.g. judgment of the Voivodeship Administrative Court of 4 March 2004 (ref. no. II SA 1603/03).


� Ref. No.: II SA 1549/03, II SA 1563/03, II SA 1603/03, II SA 1630/03, II SA 1631/03, II SA 1974/03, II SA 2717/0


� Ref. No.: OSK 769/04, OSK 829/04


� The judgment of 12 October 2004 ref. no. OSK 769/04. GI-DS-430/603/02, GI-DEC-DS-56/03


� The legitimacy of this standpoint is confirmed in the commentary on the Civil Code in which it is stated that  accepting in advance (Art. 509 and 519 § 2 point 2) the future transfer by the entrepreneur of the rights resulting from the consumer contract, and in particular the transfer of obligation, expose the consumer to unexpected (made in a moment unexpected by him/her) change of the person responsible in connection with contractual liability for damages or under warranty, which may significantly worsen the consumer’s situation (Commentary on the Civil Code, Warsaw 2002, Wydawnictwo Prawnicze Lexis-Nexis Book three. Obligations 1.1 p. 634).


� The judgment of 16 December 2004 ref. no. II S.A. 1630/03.


�	OSK 829/04


�	E.g. GI-DS-430/141/04, GI-DS-430/250/04, GI-DS-430/377/04, GI-DS-430/437/04, GI-DS-430/612/04, �GI-DS-430/666/04, GI-DS-430/870/04.


� E.g. Kruk Sp. z o.o. ceased the practice of placing on letters calling for payment of debt inscriptions which could threaten the addressees of these letters as of the end of 2004. 


� They included public sector entities such as Zakłady Komunikacji Miejskiej (City Transport Establishment) which wanted to commission the collection of fees for fares without valid ticket to a debt collection company. 


� GI-DP-024/1739/04. The Inspector General addressed to the President of the Office for Competition and Consumer Protection a letter of 13 August 2004 ref. no. GI-DS-061/11/04/3781 requesting for undertaking activities in order to examine the practice of the companies carrying on activity related to claims turnover and debt collection. The President informed that such activities were undertaken – the legality of the transfer of consumer rights and obligations by telecommunications services operators for the benefit of collection agencies was examined. The information obtained by the Office for Competition and Consumer Protection points at violation of best practices and lack of transparency in the operators’ and their partners’ activity.  The proceedings on violation of collective consumer interests was instituted in relation to one of the entities servicing consumer claims.


� GI-DIS-K-411/11/04, GI-DIS-K-411/97/04, GI-DIS-K-411/121/04, GI-DIS-K-411/132/04


� This issue is to be finally resolved by 7 judges of the Supreme Administrative Court. 


� In 2004 the Inspector General received 2550 letters. For comparison in the years 2002 – 2003 – their number was 1324 and 1402 respectively.


� Letter A point 8.
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		2002		40
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		2004		219
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		19		27		26
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				73		111		149
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				28		29		152
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				19		15		12
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				57		20		6
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				932		1,334		2,857
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		2004		2004



outside Warsaw

in Warsaw

0.4888

0.5112

0.4022

0.5978

0.5694

0.4306



Arkusz1

				2002		2003		2004

		outside Warsaw		48.88%		40.22%		56.94%

		in Warsaw		51.12%		59.78%		43.06%
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_1179051867

_1180255259

_1180343120.xls
Wykres1

		Security policy, computer system management instruction		Security policy, computer system management instruction		Security policy, computer system management instruction

		Record of persons dealing with personal data processing		Record of persons dealing with personal data processing		Record of persons dealing with personal data processing

		Appointment of administrator of information security		Appointment of administrator of information security		Appointment of administrator of information security



2002

2003

2004

0.72

0.8

0.82

0.67

0.81

0.8

0.81

0.87

0.904



podsumowanie ocen kart z 2004

		Statystyczne porównanie lat 2004-2003 w zakresie wyników ustaleń ogólnych, wg Tabeli nr 4

				SYMBOL OCENY		Suma ocen "ustaleń ogólnych" według przyjętych założeń  zawartych w tabeli nr 4

						1		2		3		4		5		6		7		8		9		10		11		12		13		14		15

				0		2.06%		-1.14%		2.47%		-0.95%		-1.33%		1.26%		-1.45%		-3.67%		-3.72%		1.38%		2.16%		-1.56%		-3.31%		0.48%		4.91%

				0.5		1.66%		1.71%		1.12%		0.22%		8.08%		1.35%		-4.50%		-7.53%		-11.42%		-22.37%		-2.41%		-22.29%		-16.21%		-6.75%		-20.40%

				1		1.86%		7.50%		-0.77%		9.13%		0.37%		-0.15%		10.35%		14.42%		18.73%		11.74%		-0.06%		13.56%		5.03%		7.36%		8.01%

				#		0.042%		0.044%		0.031%		0.182%		0.029%		0.045%		0.021%		0.021%		0.029%		0.130%		0.137%		0.124%		0.138%		0.163%		0.118%

				SYMBOL OCENY		Suma ocen szczegółowych według przyjętych założeń zawartych w Tabeli nr 4

						1		6		7		8		9		10		11		12		13		14		15

				0		7.76%		2.89%		-4.53%		-6.38%		-7.46%		-6.35%		3.10%		-10.78%		-26.12%		1.84%		-1.82%

				0.5		9.51%		-0.31%		-2.86%		-0.42%		-2.86%		-3.10%		0.00%		0.17%		-1.05%		-1.29%		-14.26%

				1		-11.37%		-5.77%		7.61%		7.92%		10.05%		9.23%		2.73%		10.52%		26.80%		28.08%		13.94%

				#		0.310%		2.714%		0.346%		0.346%		1.181%		11.696%		11.243%		11.522%		10.861%		14.726%		11.174%



3. Liczba skontrolowanych systemów informatycznych w 2002 roku z udziałem inspektorów Departamentu Informatyki GIODO stanowi : ZZZ
4. Wyniki ustaleń szczegółowych, w zakresie warunków, jakimi powinny odpowiadać systemy informatyczne, w których przetwarzane są dane osobowe.

Wynik porównania ustaleń ogólnych określonych w 2004 r. z ustaleniami ogólnymi określonymi w roku 2003 w zakresie dopełnienia zgodności przetwarzania danych osobowych w systemach informatycznych dla kontroli przeprowadzonych przez inspektorów Departamentu Informatyki, wg przyjętych założeń zawartych w Tabeli nr 4, przedstawione zostały w poniższej tabeli.

Statystyczne porównanie lat 2004-2003 w zakresie wyników ustaleń szczegółowych, wg Tabeli nr 4

Wynik porównania ustaleń szczegółowych określonych w 2004 r. z ustaleniami szczegółowymi określonymi w roku 2003 w zakresie warunków jakim powinny odpowiadać systemy informatyczne, w których przetwarzane są dane osobowe dla kontroli przeprowadzonych przez inspektorów Departamentu Informatyki, wg przyjętych założeń zawartych w Tabeli nr 4, przedstawione zostały w poniższej tabeli.



wypełnienie

		

		SYMBOL OCENY		stopień wypełnienia ogólnych 2004 r.  "1 + 0,5"     wg. przyjętych założeń zawartych w tabeli nr 4

				1		2		3		4		5		6		7		8		9		10		11		12		13		14		15

		1 i 0,5		80.0%		90.4%		85.9%		97.5%		82.1%		96.2%		95.3%		97.6%		91.7%		81.1%		86.3%		80.6%		49.3%		80.8%		81.1%

		liczone wzorem

		X = (suma danego paragrafu "1" i "0,5") podzielone przez sumę "1" i "0,5" i "0" tego paragrafu

				2002		2003		2004

		Security policy, computer system management instruction		72%		80%		82%

		Record of persons dealing with personal data processing		67%		81%		80%

		Appointment of administrator of information security		81%		87%		90%

				2002		2003		2004

				2002		2003		2004

		Stopień wypełnienia wymogów technicznych






_1180441797.xls
Wykres1

		2002

		2003

		2004



1342

2214

2787



Arkusz1

				2002		2003		2004

				1,342		2,214		2,787
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Wykres1

		2002		2002		2002		2002		2002		2002

		2003		2003		2003		2003		2003		2003

		2004		2004		2004		2004		2004		2004



2407

3461

3152



Arkusz1

		2002		2003		2004

		2407		3461		3152






_1180342662.xls
Wykres4

		Carriers storage		Carriers storage		Carriers storage

		Separate identifier		Separate identifier		Separate identifier

		Control of access to data		Control of access to data		Control of access to data

		Recording of first entry of data		Recording of first entry of data		Recording of first entry of data

		Recording of the source of data		Recording of the source of data		Recording of the source of data

		Recording of user's identifier		Recording of user's identifier		Recording of user's identifier

		Recording of data disclosure		Recording of data disclosure		Recording of data disclosure

		Recording of objection to data processing		Recording of objection to data processing		Recording of objection to data processing

		Data printout		Data printout		Data printout



2002

2003

2004

0.94

0.97

0.96

0.85

0.87

0.95

0.82

0.86

0.97

0.66

0.7

0.81

0.81

0.87

0.86

0.56

0.64

0.81

0.45

0.28

0.49

0.72

0.74

0.81

0.75

0.8

0.81



podsumowanie ocen kart z 2004

		Statystyczne porównanie lat 2004-2003 w zakresie wyników ustaleń ogólnych, wg Tabeli nr 4

				SYMBOL OCENY		Suma ocen "ustaleń ogólnych" według przyjętych założeń  zawartych w tabeli nr 4

						1		2		3		4		5		6		7		8		9		10		11		12		13		14		15

				0		2.06%		-1.14%		2.47%		-0.95%		-1.33%		1.26%		-1.45%		-3.67%		-3.72%		1.38%		2.16%		-1.56%		-3.31%		0.48%		4.91%

				0.5		1.66%		1.71%		1.12%		0.22%		8.08%		1.35%		-4.50%		-7.53%		-11.42%		-22.37%		-2.41%		-22.29%		-16.21%		-6.75%		-20.40%

				1		1.86%		7.50%		-0.77%		9.13%		0.37%		-0.15%		10.35%		14.42%		18.73%		11.74%		-0.06%		13.56%		5.03%		7.36%		8.01%

				#		0.042%		0.044%		0.031%		0.182%		0.029%		0.045%		0.021%		0.021%		0.029%		0.130%		0.137%		0.124%		0.138%		0.163%		0.118%

				SYMBOL OCENY		Suma ocen szczegółowych według przyjętych założeń zawartych w Tabeli nr 4

						1		6		7		8		9		10		11		12		13		14		15

				0		7.76%		2.89%		-4.53%		-6.38%		-7.46%		-6.35%		3.10%		-10.78%		-26.12%		1.84%		-1.82%

				0.5		9.51%		-0.31%		-2.86%		-0.42%		-2.86%		-3.10%		0.00%		0.17%		-1.05%		-1.29%		-14.26%

				1		-11.37%		-5.77%		7.61%		7.92%		10.05%		9.23%		2.73%		10.52%		26.80%		28.08%		13.94%

				#		0.310%		2.714%		0.346%		0.346%		1.181%		11.696%		11.243%		11.522%		10.861%		14.726%		11.174%



3. Liczba skontrolowanych systemów informatycznych w 2002 roku z udziałem inspektorów Departamentu Informatyki GIODO stanowi : ZZZ
4. Wyniki ustaleń szczegółowych, w zakresie warunków, jakimi powinny odpowiadać systemy informatyczne, w których przetwarzane są dane osobowe.

Wynik porównania ustaleń ogólnych określonych w 2004 r. z ustaleniami ogólnymi określonymi w roku 2003 w zakresie dopełnienia zgodności przetwarzania danych osobowych w systemach informatycznych dla kontroli przeprowadzonych przez inspektorów Departamentu Informatyki, wg przyjętych założeń zawartych w Tabeli nr 4, przedstawione zostały w poniższej tabeli.

Statystyczne porównanie lat 2004-2003 w zakresie wyników ustaleń szczegółowych, wg Tabeli nr 4

Wynik porównania ustaleń szczegółowych określonych w 2004 r. z ustaleniami szczegółowymi określonymi w roku 2003 w zakresie warunków jakim powinny odpowiadać systemy informatyczne, w których przetwarzane są dane osobowe dla kontroli przeprowadzonych przez inspektorów Departamentu Informatyki, wg przyjętych założeń zawartych w Tabeli nr 4, przedstawione zostały w poniższej tabeli.



wykresy porównawcze

		Statystyczne porównanie lat 2004–2003 w zakresie wyników ustaleń ogólnych i szczegółowych, wg Tabeli nr 4

				1		2		3		4		5		6		7		8		9		10		11		12		13		14		15

		0		2.06%		-1.14%		2.47%		-0.95%		-1.33%		1.26%		-1.45%		-3.67%		-3.72%		1.38%		2.16%		-1.56%		-3.31%		0.48%		4.91%

		0.5		1.66%		1.71%		1.12%		0.22%		8.08%		1.35%		-4.50%		-7.53%		-11.42%		-22.37%		-2.41%		-22.29%		-16.21%		-6.75%		-20.40%

		1		1.86%		7.50%		-0.77%		9.13%		0.37%		-0.15%		10.35%		14.42%		18.73%		11.74%		-0.06%		13.56%		5.03%		7.36%		8.01%

						1		6		7		8		9		10		11		12		13		14		15

				0		7.76%		2.89%		-4.53%		-6.38%		-7.46%		-6.35%		3.10%		-10.78%		-26.12%		1.84%		-1.82%

				0.5		9.51%		-0.31%		-2.86%		-0.42%		-2.86%		-3.10%		0.00%		0.17%		-1.05%		-1.29%		-14.26%

				1		-11.37%		-5.77%		7.61%		7.92%		10.05%		9.23%		2.73%		10.52%		26.80%		28.08%		13.94%





wykresy porównawcze

		



Porównanie lat 2004-2003 w zakresie ustaleń ogólnych,  wg Tabeli nr 4

0

0,5

1



wypełnienie

		0		0		0

		0		0		0

		0		0		0

		0		0		0

		0		0		0

		0		0		0

		0		0		0

		0		0		0

		0		0		0

		0		0		0

		0		0		0



Porównanie lat 2004-2003 w zakresie ustaleń szczegółowych, wg Tabeli nr 4

0

0,5

1



		

		SYMBOL OCENY		stopień wypełnienia ogólnych 2004 r.  "1 + 0,5"     wg. przyjętych założeń zawartych w tabeli nr 4

				1		2		3		4		5		6		7		8		9		10		11		12		13		14		15

		1 i 0,5		80.0%		90.4%		85.9%		97.5%		82.1%		96.2%		95.3%		97.6%		91.7%		81.1%		86.3%		80.6%		49.3%		80.8%		81.1%

		liczone wzorem

		X = (suma danego paragrafu "1" i "0,5") podzielone przez sumę "1" i "0,5" i "0" tego paragrafu

		Realizacja wymogu w zakresie opracowania dokumentacji polityki bezpieczeństwa, instrukcji zarządzania systemem informatycznym w latach 2002-2004

				2002		2003		2004

				72%		80%		82%

		Realizacja wymogu w zakresie opracowania Ewidencji osób zatrudnionych przy przetwarzaniu danych osobowych w latach 2002-2004

				2002		2003		2004

				67%		81%		80%

		Realizacja wymogu w zakresie wyznaczenia administratora bezpieczeństwa informacji w latach 2002-2004

				2002		2003		2004

				81%		87%		90%

		Stopień wypełnienia wymogów technicznych

		przechowywanie nośników

				2002		2003		2004

		przechowywanie nośników		94%		97%		96%

		odrębny identyfikator   pkt.7

				2002		2003		2004

		odrębny identyfikator   pkt.7		85%		87%		95%

		kontrola dostepu do danych		pkt 8

				2002		2003		2004

		kontrola dostepu do danych		82%		86%		97%

		odnotow. Daty pkt.10

				2002		2003		2004

		odnotow. Daty pkt.10		66%		70%		81%

																2002		2003		2004

														Carriers storage		94%		97%		96%

		odnotow. Źródła pkt.11												Separate identifier		85%		87%		95%

				2002		2003		2004						Control of access to data		82%		86%		97%

		odnotow. Źródła pkt.11		81%		87%		86%						Recording of first entry of data		66%		70%		81%

														Recording of the source of data		81%		87%		86%

														Recording of user's identifier		56%		64%		81%

														Recording of data disclosure		45%		28%		49%

		odnotow. identyfikatora pkt.12												Recording of objection to data processing		72%		74%		81%

				2002		2003		2004						Data printout		75%		80%		81%

		odnotow. identyfikatora pkt.12		56%		64%		81%

		odnotow. udostepnienia pkt.13

				2002		2003		2004

		odnotow. udostepnienia pkt.13		45%		28%		49%

		odnotow. sprzeciwu pkt.14

				2002		2003		2004

		odnotow. sprzeciwu pkt.14		72%		74%		81%

		sporządzenie raportu pkt.15

				2002		2003		2004

		sporządzenie raportu pkt.15		75%		80%		81%





		0		0		0



2002

2003

2004

Realizacja wymogu w zakresie opracowania dokumentacji polityki bezpieczeństwa, instrukcji zarządzania systemem informatycznym w latach 2002-2004

0

0

0



		0		0		0



2002

2003

2004

Realizacja wymogu w zakresie opracowania ewidencji osób zatrudnionych przy przetwarzaniu danych osobowych w latach 2002-2004

0

0

0



		0		0		0



2002

2003

2004

Realizacja wymogu w zakresie wyznaczenia administratora bezpieczeństwa informacji w latach 2002-2004

0

0

0



		



2002

2003

2004

Stopień wypełnienia wymogów technicznych



		



2002

2003

2004

Realizacja wymogów o charakterze technicznym w latach 2002-2004
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