II. Chapter ____. Privacy Protection 

A. Title
1. This Act shall be known and may be cited as “[Tribal/Pueblo Name] Privacy Protection Act”.

B. Scope
1. This Article applies to the conduct of any business engaging in trade, commerce, advertising, or soliciting or transacting business within the jurisdiction of the tribe, including but not limited to transactions and contracts solicited or consummated on tribal lands or with tribal members.

2. Common violations include invasion of privacy and negligent or intentional misuse of consumer information.

C. Definitions

1. As used in the [Tribe/Pueblo’s Name] Privacy Protection Act:

a. “business” means a commercial enterprise that: 

i. sells or leases or intends to sell or lease products, goods or services to consumers; 

ii. is an agent of a business described in Paragraph (1) of this subsection; or 

iii.  is an agent of a nonprofit organization selling marketing services to that organization; and 

b. “consumer” means a natural person, who is a resident of [Tribe/Pueblo’s Name], and who purchases, leases or otherwise contracts for products, goods or services within [Tribe/Pueblo’s Name] that are primarily used for personal, family or household purposes.

c. Disclosure of social security number
i. Except as provided in Subsection B of this section, no business shall require a consumer's social security number as a condition for the consumer to lease or purchase products, goods or services from the business.

ii. Nothing in this section prohibits a business from requiring or requesting a consumer's social security number if the number will be used in a manner consistent with state or federal law or as part of an application for credit or in connection with annuity or insurance transactions.

iii. Nothing in this section prohibits a business from acquiring or using a consumer's social security number if the consumer consents to the acquisition or use.

iv. A company acquiring or using social security numbers of consumers shall adopt internal policies that:

i. limit access to the social security numbers to those employees authorized to have access to that information to perform their duties; and 

ii. hold employees responsible if the social security numbers are released to unauthorized persons.

D. Waivers Invalid

Any waiver of a provision of this title is contrary to public policy and is void and unenforceable.

E. Civil Remedies

1. Any consumer injured by a violation of this title may institute a civil action to recover damages.

2. In addition, for a willful, intentional, or reckless violation of this section, a consumer may recover a civil penalty of three thousand dollars ($3,000.00) per violation as liquidated damages or treble the consumer’s actual damages, whichever amount is greater.

3. Any business that violates, proposes to violate, or has violated this title may be enjoined.

4. A prevailing plaintiff in any action commenced under this section shall also be entitled to recover his or her reasonable attorney's fees and costs.

5. The rights and remedies available under this section are cumulative to each other and to any other rights and remedies available under law.

F. Reasonable steps for disposal of consumer records required

A business shall take all reasonable steps to dispose, or arrange for the disposal, of consumer records within its custody or control containing personal information when the records are no longer to be retained by the business by (a) shredding, (b) erasing, or (c) otherwise modifying the personal information in those records to make it unreadable or undecipherable through any means. Failure to do so constitutes a violation of this title.

G. Security procedures and practices with respect to personal information about consumers

1. It is the intent of the Tribe to ensure that personal information about consumers and tribal members are protected. To that end, the purpose of this section is to encourage businesses that own or license personal information about consumers to provide reasonable security for that information. For the purpose of this section, the phrase “owns or licenses” is intended to include, but is not limited to, personal information that a business retains as part of the business' internal consumer account or for the purpose of using that information in transactions with the person to whom the information relates.

2. A business that owns or licenses personal information about a consumer or tribal member shall implement and maintain reasonable security procedures and practices appropriate to the nature of the information, to protect the personal information from unauthorized access, destruction, use, modification, or disclosure.

3. A business that discloses personal information about a Consumer or tribal member pursuant to a contract with a nonaffiliated third party shall require by contract that the third party implement and maintain reasonable security procedures and practices appropriate to the nature of the information, to protect the personal information from unauthorized access, destruction, use, modification, or disclosure.

4. Exceptions. The provisions of this section do not apply to any of the following:

a. A provider of health care, health care service plan, or contractor regulated by the Confidentiality of Medical Information Act  (include and cross-reference)

b. A financial institution as defined in Section 4052 of the Financial Code and subject to the California Financial Information Privacy Act (include and cross-reference)

c. A covered entity governed by the medical privacy and security rules issued by the federal Department of Health and Human Services, Parts 160 and 164 of Title 45 of the Code of Federal Regulations, established pursuant to the Health Insurance Portability and Availability Act of 1996 (HIPAA).

d. A business that is regulated by state or federal law providing greater protection to personal information than that provided by this section in regard to the subjects addressed by this section. Compliance with that state or federal law shall be deemed compliance with this section with regard to those subjects. This paragraph does not relieve a business from a duty to comply with any other requirements of other state and federal law regarding the protection and privacy of personal information.

H. Breach of Data Security; Notice Required

1. Any person or business that conducts business within the jurisdiction of [Tribe/Pueblo’s Name], and that owns or licenses computerized data that includes personal information, shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any consumer whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

2. Any person or business that maintains computerized data that includes personal information that the person or business does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

3. The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation. The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

4. For purposes of this section, “breach of the security of the system” means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the person or business. Good faith acquisition of personal information by an employee or agent of the person or business for the purposes of the person or business is not a breach of the security of the system, provided that the personal information is not used or subject to further unauthorized disclosure.

5. For purposes of this section, “notice” may be provided by one of the following methods:

a. Written notice.

b. Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in Section 7001 of Title 15 of the United States Code.

I. Disclosure of Personal Information to Direct Marketers Restricted; Exceptions

1. A business may not disclose personal information of consumers to third parties for the third parties' direct marketing purposes unless the consumer first affirmatively agrees to that disclosure in writing. This affirmative agreement must be indicated clearly and unambiguously in a separate writing on a wholly separate document which states in ½-inch tall conspicuous, legible typeface: “I want my personal information disclosed to third parties so that they can market other products and services to me.” 

2. Exceptions. The following are among the disclosures not deemed to be disclosures of personal information by a business for a third party's direct marketing purposes for purposes of this section. They are instead, disclosures between a business and a third party pursuant to contracts or arrangements pertaining to any of the following:

a. The processing, storage, management, or organization of personal information, or the performance of services on behalf of the business during which personal information is disclosed, if the third party that processes, stores, manages, or organizes the personal information does not use the information for a third party's direct marketing purposes and does not disclose the information to additional third parties for their direct marketing purposes.

b. Marketing products or services to consumers with whom the business has an established business relationship where, as a part of the marketing, the business does not disclose personal information to third parties for the third parties' direct marketing purposes.

c. Maintaining or servicing accounts, including credit accounts and disclosures pertaining to the denial of applications for credit or the status of applications for credit and processing bills or insurance claims for payment.

d. Public record information relating to the right, title, or interest in real property or information relating to property characteristics, obtained from a governmental agency or entity or from a multiple listing service, and not provided directly by the consumer to a business in the course of an established business relationship.

e. Jointly offering a product or service pursuant to a written agreement with the third party that receives the personal information, provided that all of the following requirements are met:

i. The product or service offered is a product or service of, and is provided by, at least one of the businesses that is a party to the written agreement.

ii. The product or service is jointly offered, endorsed, or sponsored by, and clearly and conspicuously identifies for the consumer, the businesses that disclose and receive the disclosed personal information.

iii. The written agreement provides that the third party that receives the personal information is required to maintain the confidentiality of the information and is prohibited from disclosing or using the information other than to carry out the joint offering or servicing of a product or service that is the subject of the written agreement.

3. Exceptions

a. The following are among the disclosures not deemed to be disclosures of personal information by a business for a third party's direct marketing purposes for purposes of this section. 

i. Disclosures to or from a consumer reporting agency of a consumer's payment history or other information pertaining to transactions or experiences between the business and a consumer if that information is to be reported in, or used to generate, a consumer report as defined in subdivision (d) of Section 1681a of Title 15 of the United States Code, and use of that information is limited by the federal Fair Credit Reporting Act (15 U.S.C. Sec. 1681 et seq.).

ii. Disclosures of personal information by a business to a third party financial institution solely for the purpose of the business obtaining payment for a transaction in which the consumer paid the business for goods or services with a check, credit card, charge card, or debit card, if the consumer seeks the information required by subdivision (1) from the business obtaining payment, whether or not the business obtaining payment knows or reasonably should know that the third party financial institution has used the personal information for its direct marketing purposes.

iii. Disclosures of personal information between a licensed agent and its principal, if the personal information disclosed is necessary to complete, effectuate, administer, or enforce transactions between the principal and the agent, whether or not the licensed agent or principal also uses the personal information for direct marketing purposes, if that personal information is used by each of them solely to market products and services directly to consumers with whom both have established business relationships as a result of the principal and agent relationship.

iv. Disclosures of personal information between a financial institution and a business that has a private label credit card, affinity card, retail installment contract, or cobranded card program with the financial institution, if the personal information disclosed is necessary for the financial institution to maintain or service accounts on behalf of the business with which it has a private label credit card, affinity card, retail installment contract, or cobranded card program, or to complete, effectuate, administer, or enforce consumer transactions or transactions between the institution and the business, whether or not the institution or the business also uses the personal information for direct marketing purposes, if that personal information is used solely to market products and services directly to consumers with whom both the business and the financial institution have established business relationships as a result of the private label credit card, affinity card, retail installment contract, or cobranded card program.
J. Disclosure of social security number prohibited; exceptions

1. Except as provided in Subsection 2 of this section, no business shall require a consumer's social security number as a condition for the consumer to lease or purchase products, goods or services from the business.

2. Nothing in this section prohibits a business from requiring or requesting a consumer's social security number if the number will be used in a manner consistent with state or federal law or as part of an application for credit or in connection with annuity or insurance transactions.

3. Nothing in this section prohibits a business from acquiring or using a consumer's social security number if the consumer consents to the acquisition or use.

4. A company acquiring or using social security numbers of consumers shall adopt internal policies that:

a. limit access to the social security numbers to those employees authorized to have access to that information to perform their duties; and 

b. hold employees responsible if the social security numbers are released to unauthorized persons.

5. Except as provided in this section, a person or business may not do any of the following:

a. Publicly post or publicly display in any manner an individual's social security number. “Publicly post” or “publicly display” means to intentionally communicate or otherwise make available to the general public.

b. Print an individual's social security number on any card required for the individual to access products or services provided by the person or entity.

c. Require an individual to transmit his or her social security number over the Internet, unless the connection is secure or the social security number is encrypted.

d. Require an individual to use his or her social security number to access an Internet Web site, unless a password or unique personal identification number or other authentication device is also required to access the Internet Web site.

e. Print an individual's social security number on any materials that are mailed to the individual, unless state or federal law requires the social security number to be on the document to be mailed. Notwithstanding this paragraph, social security numbers may be included in applications and forms sent by mail, including documents sent as part of an application or enrollment process, or to establish, amend or terminate an account, contract or policy, or to confirm the accuracy of the social security number. A social security number that is permitted to be mailed under this section may not be printed, in whole or in part, on a postcard or other mailer not requiring an envelope, or visible on the envelope or without the envelope having been opened.

f. Encode or embed a social security number in or on a card or document, including, but not limited to, using a barcode, chip, magnetic strip, or other technology, in place of removing the social security number, as required by this section.

6. This section does not prevent the collection, use, or release of a social security number as required by state or federal law or the use of a social security number for internal verification or administrative purposes.

K. Prohibitions on the Use of Identification Card Information

1. Any business may swipe a driver's license or identification card issued by the Department of Motor Vehicles in any electronic device for the following purposes:

a. To verify age or the authenticity of the driver's license or identification card.

b. To comply with a legal requirement to record, retain, or transmit that information.

c. To transmit information to a check service company for the purpose of approving negotiable instruments, electronic funds transfers, or similar methods of payments, provided that only the name and identification number from the license or the card may be used or retained by the check service company.

d. To collect or disclose personal information that is required for reporting, investigating, or preventing fraud, abuse, or material misrepresentation.

2. A business may not retain or use any of the information obtained by that electronic means for any purpose other than as provided herein.

3. A violation of this section shall result in a civil fine award to the consumer of ten thousand dollars ($10,000) in liquidated damages, or treble the amount of actual damages, whichever amount is greater.

L. Medical Information Used for Direct Marketing Prohibited

1. A business may not request medical information directly from an individual regardless of whether the information pertains to the individual or not, and use, share, or otherwise disclose that information for direct marketing purposes.

2. Exceptions. This section does not apply to:

a. a provider of health care, health care service plan, or contractor thereof.

b. an insurance institution, agent, or support organization, when engaged in an insurance transaction.
