Ipositf: Protecting Your Computer from Hackers and Viruses

PROTECTING YOUR COMPUTER FROM HACKERS AND VIRUSES
You can protect your computer, your sensitive files and your home network from hackers and viruses by taking some basic precautions. If you access the Internet using a high speed or broadband Internet connection (such as a cable modem or DSL), you need to be especially vigilant about computer security and take additional precautions. Dial-up users should also take precautions and develop the security habits that will protect your computer files now and when you move to broadband.
Accessing the Internet through a broadband or high speed Internet connection at home really enhances the online experience. However, broadband users should take extra precautions to secure their computer and their computer files. The speed at which information can be transferred to and from your computer and the fact that it stays connected to the Internet for long periods of time makes your PC ore likely target for hackers than dial-up Internet users. By taking some basic precautions and using a few simple tools, you can do your part to protect cyberspace from hackers. At the same time, you'll also protect your computer and your information from theft, misuse and destruction. 

1. Always Use Anti-Virus Software - And keep the software up-to-date. Over 500 new viruses are discovered each month. You are not just protecting yourself when using virus software, but also others you communicate with. List of free antivirus software is included in IPositif CD. 
	A computer virus is a program designed to spread itself by first infecting executable files or the system areas of hard and floppy disks and then making copies of itself. Viruses usually operate without the knowledge or desire of the computer user. A virus can result in lost data or require costly repairs to your system. A virus can also spread from your computer to infect other computers.

You can avoid these risks by installing and using anti-virus software. Anti-virus software scans your computer and your incoming email for viruses, and then deletes the viruses. Many new viruses are discovered everyday. To make sure your software offers the highest level of protection, you must update your anti-virus software regularly. Most anti-virus software includes a feature which allows you to download updates automatically when you are on the Internet.


2. Always Use a Firewall - A firewall is an "internal lock" for information on your computer. Many computer operating systems already have firewalls installed; you just have to turn them on. There are many other firewalls available to download or buy that help you secure your computer. List of free firewall software is included in IPositif CD. 

	A firewall is a software program or piece of hardware that prevents unauthorized Internet traffic from entering or leaving your computer. A firewall helps make you invisible on the Internet and blocks all communications from unauthorized sources. The best way to ensure protection is to use both a firewall and anti-virus software. 


3. Learn the risks and rules associated with sharing files or your Internet connection - You can be exposed to danger via e-mail, file-sharing, a broadband connection or a Wi-Fi connection. 
	3.1 File-Sharing: 

When sharing files across a peer-to-peer network, make sure you know the rules and tips to keep your sharing legal and safe. File-sharing programs are often called peer-to-peer programs. The most notorious of these programs was called Napster and there are many other similar programs (see list below). Files-sharing programs work by making your computer files available for upload by anyone else using similar software. You can tap the computer files of anyone else as well. Most of these programs are used to share music, video or software files -- usually in violation of copyright law. While peer-to-peer sharing technology holds promise for lawful uses, it is currently used most often to illegally share music files with large numbers of people.

Here is a list of some of the more popular file-sharing programs. You may want to look to see if any of these are installed on your computer.

Windows Programs: Aimster , Audio Galaxy, Bearshare , Gnotella , Gnucleus, Grokster, iMesh, KaZaa, Limewire, Morpheus, SwapNut , WinMX 

Mac Programs:  Aimster , Limewire , Mactella 

3.2 Wi-Fi Connection: 
If you connect to the Internet wirelessly, you should take further precautions to make sure you protect your computer and your network. 
Wi-Fi Security

More and more Internet users are using Wi-Fi networks to connect wirelessly to the Internet. This is a new and exciting technology used to network homes and coffee houses. Connecting to the Internet wirelessly presents a whole new set of security concerns. If you're setting up a wireless Wi-Fi network in your home, you're going to need to take some extra security precautions to keep your computer safe and secure. Many people choose to leave their Wi-Fi networks open creating a "hot spot" where a random passerby can access the Internet. While most passersby wish no harm to you or to your computer, you should know the risks before opening up your hot spot to the public. Here are some tips about Wi-Fi Security:

Know the Risks and Take Precautions Before Opening Your Wi-Fi Network To Others. 

· Does Your Hot Spot Violate Your ISP's Terms of Service? Some broadband Internet providers prohibit users from sharing their Internet bandwidth with neighbors and strangers via Wi-Fi. These prohibitions are located in the terms of service you agreed to when you signed up for the ISP service.

· Is Your Computer and Network Secure? Make sure your computer's system password is hard-to-guess but easy-to-remember. This is especially important if you have a home network of computers. You don't want people using your Wi-Fi connection to gain easy access to your computer. In Windows XP set your password in the "Control Panel" under "User Accounts." In Macintosh OS X (10.2) set your password in the "System Preferences" under "Accounts" or "My Accounts." 

· Did You Change Your Base Station's Default Password? Many of the Wi-Fi base stations come with easy to guess default passwords such as "admin" or "default" -- allowing would-be hackers to take control of your base station settings. Make sure you change that default password to a hard-to-guess, but easy-to-remember password.

Tips On Closing Your Wi-Fi Network to Strangers.

If you decide that you want to keep strangers off your Wi-Fi network, there are several ways that you can limit access. You can use one or all of the options below to keep strangers off your network. 

· Don't Broadcast Your SSID. This is by far the easiest way to prevent someone from accessing your Wi-Fi network -- but it's far from secure. By default, all Wi-Fi base stations broadcast their presence -- known as the Service Set Identifier (SSID) -- to anyone within range. You can reconfigure the base station to not broadcast the SSID -- somewhat like a stealth mode. However, if a stranger already knows the name of your Wi-Fi network they can still gain access. Nevertheless, this tactic will keep out most random passersby. 

· Encrypt Your Wireless Network Password. A slightly more complicated but more secure way to keep out strangers is by creating and encrypting (or scrambling) your wireless network password. Anyone seeking to access your Wi-Fi network will need to type in the correct encrypted password. Many older base stations use Wireless Equivalent Privacy (WEP) encryption to scramble the passwords. While this encryption code will keep out a casual hacker, it has proven weak against more determined hackers. A new encryption protocol, called Wireless Protected Access (WPA), comes with newer base stations.

· Configure Your Base Station To Allow Only Your Computer MAC Addresses. Every computer is identified by a unique number called a Machine Access Code (MAC) address. You can instruct your Wi-Fi base station to allow access to only certain computer MAC addresses that belong to you. Your base station settings will allow you to type in the addresses of each MAC address you want to allow on your Wi-Fi network. This is a slightly more labor-intensive task but it can be very effective since MAC addresses are hard to guess. Use this approach in combination with the two tips above or on its own.

Tips On Sending Very Sensitive Information Over Wi-Fi Networks.

Whether you open or close your Wi-Fi network, there is still another security risk of which you should be aware. When you access Web pages or send email over a Wi-Fi network those transmissions are sent "in the clear." In the clear means that a sophisticated and determined hacker could grab that information right out of the air and capture your emails and Web page requests. This is also the case when using Wi-Fi at your local coffee shop. Keep in mind that the chances that a hacker would capture your transmissions in this way are very slim. Most of our lives are not that interesting. Nevertheless, you should be aware of the risk -- especially if you're sending sensitive information over a Wi-Fi network. 

· Don't Send Sensitive Files Over Wi-Fi Networks Unless You Know It's Secure. Make sure that your Internet connection is secure before you send very sensitive Internet communications over it. On the Web most sites that perform sensitive transactions like shopping with a credit card or checking bank account information use Secure Socket Layer (SSL) technology. SSL encrypts the transaction -- creating a secure tunnel between your computer and the Web site server. How do you know if your Web page transaction is using SSL? One good way is to look at the Web page URL. The prefix should start with "https://". The "s" means it's SSL secure. You can also look for a padlock icon or a solid key icon on your Web browser. Some popular Web-based email services allow users to log-on using a secure SSL connection. If you're sending or receiving email while using a Wi-Fi network, make sure you log-in to your webmail using SSL.
· Use a Virtual Private Network (VPN) to Secure All of Your Wi-Fi Transmissions. A VPN is an advanced networking feature. It is a technology that creates a tunnel between your computer and the network server. Many corporate networks have VPNs to protect transmissions. If you are accessing your work files or email using a Wi-Fi network, make sure your office network administrator has created a VPN for those transmissions. To learn more about Virtual Private Networks. 

3.3 E-mail: 
Viruses are oftentimes spread via e-mail. Once a virus has infected your computer, many of them transmit copies of themselves to all of the names in your e-mail address book. This not only puts your computer, but the computers of others you communicate with, in danger. To help prevent unwanted e-mails that may contain viruses from entering your inbox, use e-mail filters. 


4. Disconnect From the Internet When Idle - If you are not using your Internet connection, turn it off. No one can attack your computer when it is not connected to the Internet. This is especially important if you have a high-speed connection. 

5. Use unique passwords - And don't share your passwords with anyone. 
	Your passwords should always be unique and hard to guess. Hackers may try to steal your passwords to gain access to your personal information. 

Create unique passwords - don't use your date of birth, social security number or recognizable words. Try to use one with a combination of letters, numbers and symbols and make the password as meaningless as you can remember. 

One strategy for creating and remembering passwords is to come up with a phrase that only you would remember. For example, the phrase, "I was married on June 24th in Finland," would result in the password of "iwmoj24if" by using the first letter of each word in the phrase. This password includes both letters and numbers and will be more difficult to guess. Another easy way to remember a combination of these is to take the first letter of a favorite song or phrase, for example "Old McDonald Had a Farm" could be "omhaf." 

Make sure to keep your passwords to yourself and to use different passwords each time one is needed. If someone gets access to one password, you don't want that password to work for everything. Finally, NEVER share your passwords with anyone -- including someone claiming to be a customer service representative. Your Internet Service Provider (ISP) should never ask for your password.


6. Be in Control of Your Software - The software and operating system on your computer have many security features, many you may not use. Learn how to automatically update your operating systems with security patches, to activate firewalls and to turn off any extraneous options that leave your computer vulnerable. 

	Your software may contain many extra features that can either help or hurt your security. Be aware of these features and use them to your advantage or turn them off.
Update Your Software

Take advantage of software updates. The makers of most of your most important software applications provide free updates known as fixes, patches and service packs. Your operating system (OS) should always be kept up to date with the latest security patches and both Apple and Microsoft, two leading OS makers, make it easy to update your software. 

Software Features You Don't Use

If you don't use (or are not currently using) certain software or software features - turn them off. Many software applications can leave your computer vulnerable to hackers and viruses through an open network. Some such applications and features are: file-sharing, instant messaging, e-mail and Internet browsers.  If you're not using your computer for an extended period, you can turn it off or unplug it from the phone or cable line. When it's off, the computer doesn't send or receive information from the Internet and isn't vulnerable to hackers.

Software Features You SHOULD Use

Some operating systems have built-in firewalls. Many e-mail applications and Web-based e-mail services provide filters to limit e-mail that flows into your inbox. The mail filters use known criteria such as phrasing, font style (ex: all caps), and symbols (ex: dollar signs, exclamation points) to classify messages as junk. Using these filters can help reduce the risk of receiving viruses via e-mail. To learn more about the specific filters available, use the "Help" function within your e-mail client. Search for terms like "filter" "rules" or "junk mail." For more security features, check the "Tools" or "Options" menus for built-in security features. You probably have several choices for what types of files you want to accept from other computers. If you don't understand your choices, check them out using your "Help" function


7. Use Tools to Enhance Your Protection - Learn about tools that can help to protect you from viruses and hackers. 

	Firewalls

Keep hackers and criminals out of your computer by activating your built-in firewall or downloading a firewall for your computer. Firewall software will allow you to surf the Internet and download content you want, but it will also prevent hackers from getting into your computer. Free Firewall software  is included in IPositif CD
Antivirus Software

Even the most e-mail-savvy user can't stop every virus from entering their computer. Anti-virus software, when it is kept up-to-date, can stop most viruses from causing damage to your computer and other computers. Most anti-virus software can be downloaded from the Internet. Free Antivirus software is included in IPositif CD
E-mail Filters

Many viruses are passed via e-mail. To cut down on the amount of unwanted and unknown e-mail that fills your inbox, use e-mail filters. Many e-mail clients have filters built-in to the program. 




8. Take Action Immediately - If you think you have been hacked or infected by a virus contact your ISP (TMNet or Jaring)
	Disconnect When Infected or Hacked: If you feel that your computer has been hacked or infected by a virus, immediately disconnect it from the Internet (unplug the phone or cable line). Use a non-infected computer to download up-to-date virus software. Then run the anti-virus program to clean up the problem. Remember to always keep your anti-virus and firewall software up-to-date and running in the background to prevent problems.

Report Serious Intrusions, Hacks or Viruses: After you have taken steps to clean out viruses or hackers, report serious incidents to your Internet Service Provider. Try to include information from your anti-virus software or firewall incident or log report. 

If you think the intrusion is more serious, you also can report incidents to the police.
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