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Introduction
Ready access to high quality, trusted information is essential to the conduct of business at Colorado State University. A diligent risk assessment program is a key component in maintaining the integrity of university data…

In the day-to-day business of teaching, research, and operating a large organization, CSU generates, accepts, stores, and distributes an enormous amount of information. Much of that information is stored on and transmitted across networked computer systems. The purpose of information security is to enable the use of information by the appropriate people in the appropriate context, which means protecting the confidentiality, possession, integrity, availability, usability, and authenticity of the data. One important aspect of achieving this kind of broad protection is the use of risk-assessment tools.

Assessing risk begins with a clear understanding of the organizational environment. This questionnaire is a first step in understanding the risks associated with information and information systems in the colleges, departments, and administrative units that comprise CSU.

We encourage you to use this questionnaire as an opportunity for communication among those people in your unit with administrative, operational, and technical responsibilities for IT security and for the protection of sensitive information. At minimum, please provide the following:

1) The person who has administrative responsibility for the unit, including oversight of IT activities (typically the Dean or Department Head) should complete “Section 1: Administrative Attestation” and submit a signed hard copy to ACNS.
2) The person who is directly responsible for the IT environment, including computers, networks, and IT security (typically the IT Director or Subnet Manager) should complete the remainder of the form and submit it electronically to ACNS.
Please use this tool to provide an accurate assessment of the current state of protective controls, to address plans for improvement, and to describe challenges to achieving those plans. Please provide answers to all the questions (and complete Appendices A and B, if required by answers in Section 5), using as many additional pages as needed. Note that the text-entry blocks will scroll to accept more lines than will display in the blocks, so if you choose to print the form, please attach additional pages for longer answers. 

You may submit the form by email to it_risks@colostate.edu, or print out the completed form and return it to:


Risk Assessment, Attn: Patty Schwindt


ACNS, Dept 1018


CSU


Fort Collins CO 80523
Questions regarding this form may be addressed to Steve Lovaas, Steven.Lovaas@colostate.edu, 970-297-3707.
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Section 1: Administrative Attestation
The unit head is responsible for ensuring proper use of critical IT systems and appropriate access to personally identifiable information.
Please answer the following questions, and submit a signed hard copy of this page to ACNS.

1.1 Are you aware that you are responsible for the behavior of your staff regarding IT security and use of sensitive personal information?
[image: image1.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image2.wmf]No


1.2 Are you users aware of their responsibilities under the CSU IT Security Policy?

[image: image3.wmf]Yes
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1.3 Are your people in compliance with the CSU IT Security Policy?

[image: image5.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image6.wmf]No


1.4 What do you do in your unit to ensure awareness and compliance with the following crucial elements of the CSU IT Security Policy? (page references are for version 1.9 of the CSU IT Security Policy)
1.4.1 De minimus access to sensitive information (see page 3 of the IT Security Policy):

[image: image7.wmf]


1.4.2 Restricted storage of sensitive personal information (see page 6 of the IT Security Policy):

[image: image8.wmf]


1.4.3 Protection of sensitive information on portable devices (particularly social security numbers, see page 7 of the IT Security Policy):

[image: image9.wmf]


1.5 Attestation

The above statements are true to the extent of my knowledge, and I have instructed the person with direct responsibility for my unit’s IT environment to complete the remainder of this questionnaire.

Name:

__________________________________________________________________
Position/Title:
__________________________________________________________________

Date:

__________________________________________________________________

Signature:
__________________________________________________________________

Section 2: Unit Information

Identify the people responsible for security issues, from overall management and staff oversight to system-level responsibility.
2.1 College/Department/Unit [image: image10.wmf]


2.2 Date

[image: image11.wmf]


2.3 Person directly responsible for the unit’s IT environment (person completing this form):

Name

[image: image12.wmf]



Position/Title
[image: image13.wmf]



Email
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Office phone
[image: image15.wmf]


2.4 Point of contact for this report (for questions, clarifications) if different from person in 2.3:

Name

[image: image16.wmf]



Position/Title
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Email
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Office phone
[image: image19.wmf]


2.5 Dean/Department Head or other administratively responsible person:


Name: [image: image20.wmf]




(This will be the person submitting a hard copy of Section 1: Administrative Attestation)
Section 3: Description of IT Environment

Provide an overview of the types of systems and information in your unit, and give a sense of what systems and information are most important.

3.1 Give a qualitative description of the types of computer systems used and the nature of data accessed by your unit. [image: image21.wmf]


3.2 Identify which systems are critical to the operation of your unit. For each system so identified, indicate how long operations could continue if the system failed. (Please attach additional pages as required.) [image: image22.wmf]


3.3 Identify the type, location, and amount of sensitive information stored on clients and servers in your unit. (Sensitive information can include Social Security Numbers, other personal identifiers such as driver’s license numbers, financial information including credit card numbers, academic history including grades, and proprietary or confidential research data.) [image: image23.wmf]


3.4 What percent of the employees in your unit use mobile computing devices (including laptops, PDAs, smart phones, thumb drives, etc.)?
 [image: image24.wmf]


3.5 Is the list of servers containing sensitive information registered with ACNS current? 

[image: image25.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image26.wmf]No


(The list, on a protected page accessible to subnet managers, can be found and edited at http://www.acns.colostate.edu/?page=security_compliance_index) 

3.6 Describe, in general terms, what you see as risks to the operation of your critical systems, as well as the sensitive information maintained on those systems. (Examples of risks could include areas of non-compliance with CSU’s IT security policy, human elements, etc.) 
[image: image27.wmf]


3.7 What have you done to mitigate or remedy the risks you describe in 3.6? 

[image: image28.wmf]


3.8 Other descriptions and comments regarding your IT environment? (Examples might include physical security of servers and desktop systems, network management issues, or use of external vendors for IT support or operations.)
[image: image29.wmf]


Section 4: Administrative Controls

Identify the administrative controls that you use to ensure user compliance with security and privacy policies.

4.1 How do you inform people about the CSU IT Security Policy, and how do you determine whether individual employees are compliant?

[image: image30.wmf]


4.2 Please describe the security and privacy policies you have in place for your unit (above and beyond university-wide policies), and how copies of these policies can be obtained. 
[image: image31.wmf]


4.3 Do you perform background checks for employees and others who have access to your critical systems and sensitive data? 

[image: image32.wmf]


4.4 How do you inform new employees about your unit’s security policies, and about how the CSU IT Security Policy applies particularly to their work activities?
[image: image33.wmf]


4.5 Other administrative controls and comments? (Examples might include engaging ACNS or other entities for security evaluations, encouraging staff security training, or participating in university-wide IT security activities.) 
[image: image34.wmf]


Section 5: Operational Controls

Identify the policies and procedures that you use to control the way people interact with critical systems and sensitive information.

5.1 How do you determine who is allowed to access critical systems and sensitive information? 

[image: image35.wmf]


5.2 What is your process to periodically review who requires access to critical systems and sensitive information, as well as who is currently authorized to do so? 

[image: image36.wmf]


5.3 What policies do you have in place regarding the physical security of IT resources? (This can include physical access to wiring closets, locking screens when users are away from desks, cables for securing laptops, requiring ID badges for access, etc.) 
[image: image37.wmf]


5.4 What operational controls do you have in place to govern the protection of information stored on mobile devices? (Mobile devices include laptops, cell phones, PDAs, USB memory sticks, etc.) 
[image: image38.wmf]


5.5 Response to an IT security incident should follow the procedure described on page 8 of the IT Security Policy (version 1.9), in the section “Responses to IT Security Incidents.” Describe how the IT staff in your unit is made aware of what steps to take in the event of a possible incident. If your unit has other required procedures, note where these procedures are documented, and how your IT staff is made aware of them. 
[image: image39.wmf]


5.6 Does any part of your unit process credit card payments? (This can include e-commerce, face-to-face transactions using a dedicated terminal, or telephone/mail transactions.) 


[image: image40.wmf]Yes
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If you answered YES, please fill out Appendix A: Protecting Credit Card Information
5.7 Does any part of your unit maintain hard-copy or electronic files containing Social Security Numbers, or use applications that call for Social Security Numbers? (The CSUID has replaced the SSN as a primary identifier on the CSU network, but some entities deal with financial and government systems that still require SSNs for some interactions.) 
[image: image42.wmf]Yes
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If you answered YES, please fill out Appendix B: Protecting Social Security Numbers
5.8 Other operational controls and comments? (Examples might include use of two-factor authentication for access to critical servers, or contractual agreements for vendor access to systems or university data.) 
[image: image44.wmf]


Section 6: Technical Controls

Identify the technologies that you use to protect critical systems and sensitive information.

6.1 Do you have a firewall protecting your network? If so, please describe the type of device, the portion of your network that it protects, and who manages the device. 

[image: image45.wmf]


6.2 Do you use a vulnerability-assessment tool? (Examples include Nessus or AppScan.) If so, please describe which tools are used, who uses them, how often they are used, and against what portion of your network. Also, who interprets the results of the assessments, and what action is taken?

[image: image46.wmf]


6.3 If you use a vulnerability-assessment tool, who interprets the results of the assessments, and what action is taken as a result? 

[image: image47.wmf]


6.4 Do you use a patch management system? (An example would be Windows System Update Service, WSUS.) If so, please describe which product you use, who administers it, and what percentage of your servers and clients use the system. 

[image: image48.wmf]


6.5 How do you protect your systems against viruses, spyware, and other “malware”? Include what products are used, who manages them, how they are configured, and how they are kept up-to-date.

[image: image49.wmf]


6.6 Do you use encryption to protect sensitive information? If so, describe what product do you use, how widely the product is deployed, who manages it, the types of files it is designed to protect, and what procedure is in place to manage encryption keys and data recovery. 

[image: image50.wmf]


6.7 Other technical controls and comments? (Examples might include password complexity requirements, types of operating systems used for servers, or procedures for configuring software firewall and antivirus/antispyware products.) 

[image: image51.wmf]


Appendix A: Protecting Credit Card Information

If your unit accepts credit card payments, fill out this section. The Payment Card Industry Data Security Standards (PCI DSS) apply to all varieties of credit card transactions, even those not traversing the computer network.

A.1 What kind of credit card transactions do you accept? (Check all that apply)

	[image: image52.wmf]
	a. E-commerce (we take online orders or send payment through our computer systems from remote users, or we manually enter face-to-face credit card information into a computer application).

	[image: image53.wmf]
	b. Face-to-face card present (typically using a dedicated terminal with a telephone connection).

	[image: image54.wmf]
	c. Non-electronic, card not present (we take credit card payments over the telephone or through the mail, and enter them into a dedicated telephone-based terminal).


A.2 If you checked (a) in question (A.1), you must work with ACNS to conduct a complete PCI DSS self-assessment questionnaire each year, and your credit card environment is subject to a quarterly vulnerability scan conducted by a third-party vendor in coordination with ACNS.


Please indicate when the last self-assessment took place. [image: image55.wmf]



Indicate the location and custodian of the PCI binder for your unit (the binder includes current and past self-assessment questionnaires, network and system diagrams, and any correspondence regarding PCI DSS). [image: image56.wmf]



You do not need to complete the remainder of Appendix A, even if you also conduct non-electronic commerce. The full self-assessment will cover all uses of credit cards in your unit.

A.3 If you checked only (b) or (c) in question (A.1), you fall in a category that the payment card industry calls “Imprint Machines or Stand-alone Dial-out Terminals Only, no Electronic Cardholder Data Storage.” Please continue to fill out all of Appendix A:


Which of the following sets of conditions describe your use of credit cards? 
	[image: image57.wmf]Type 2


	Your unit uses only imprint machines, and 

	
	
	Your unit does not transmit cardholder data over either a phone line or the Internet

	
	
	Your unit retains only paper reports or paper copies of receipts

	
	
	Your unit does not store cardholder data in electronic form

	
	

	[image: image58.wmf]Type 3


	Your unit uses only standalone, dial-out terminals (connected via a phone line to your processor, and

	
	
	Your stand-alone dial-out terminals are not connected to any other systems or to the Internet

	
	
	You retain only paper reports or paper copies of receipts

	
	
	Your unit Does not store cardholder data in electronic format


What payment application do you use? Specify vendor and version of any equipment. (Application examples include CashNet; equipment examples include Verifone Vx570 or Verifone Vx610 terminal/printers) 
[image: image59.wmf]


A.4 If you indicated in question A.3 that you are a Type 2 or Type 3 merchant, please complete the following PCI Self-Assessment Questionnaire. This is a subset of the full questionnaire required of units that engage in e-commerce with electronic storage and transmission of cardholder data. If you require assistance in responding to any of these questions, please email pci_questions@colostate.edu, or contact Zach Campain, banking services specialist in Business and Financial Services (491-7132). 
PROTECT CARDHOLDER DATA

	Requirement 3: Protect stored cardholder data
	

	3.2.1 Do you store the full contents of any track from the magnetic stripe (that is on the back of a card, in a chip or elsewhere)? 
	[image: image60.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image61.wmf]No



	
	This data is alternatively called full track, track, track 1, track 2, and magnetic stripe data. In the normal course of business, the following data elements from the magnetic stripe may need to be retained: the accountholder’s name, primary account number (PAN), expiration date, and service code. To minimize risk, store only those data elements needed for business.
	

	3.2.2 Do you store the card-validation code or value (three-digit or four-digit number printed on the front or back of a payment card) used to verify card-not-present transactions? 
	[image: image62.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image63.wmf]No



	3.2.3 Do you store the personal identification number (PIN) or the encrypted PIN block? 
	[image: image64.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image65.wmf]No



	3.3 Is the primary account number (PAN) masked when displayed? (Note: This requirement does not apply to employees with a specific need to see the full PAN.) 
	[image: image66.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image67.wmf]No




Requirement 4: Encrypt transmission of cardholder data 

	4.2 Are policies, procedures, and practices in place to preclude the sending of unencrypted PANs by e-mail? 
	[image: image68.wmf]Yes
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IMPLEMENT STRONG ACCESS CONTROL MEASURES

Requirement 7: Restrict access to cardholder data by business need-to-know

	7.1 Is access to computing resources and cardholder information limited to only those individuals whose jobs require such access?
	[image: image70.wmf]Yes
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Requirement 9: Restrict physical access to cardholder data

	9.6 Are all paper and electronic media that contain cardholder data physically secure? (Such media includes computers, electronic media, networking and communications hardware, telecommunications lines, paper receipts, paper reports, and faxes.) 
	[image: image72.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image73.wmf]No



	9.7 Is strict control maintained over the internal and external distribution of any kind of media that contains cardholder data? 
	[image: image74.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image75.wmf]No



	9.7.1 Is the media clearly identified as being confidential? 
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	9.7.2 Is the media sent by secured courier or other delivery method that can be accurately tracked? 
	[image: image78.wmf]Yes
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	9.8 Are processes and procedures in place to ensure management approval is obtained prior to moving any and all media from a secured area (especially when media is distributed to individuals)? 
	[image: image80.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image81.wmf]No



	9.9 Is strict control maintained over the storage and accessibility of media that contains cardholder data? 
	[image: image82.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image83.wmf]No



	9.10 Are hardcopy materials containing cardholder data destroyed when it is no longer needed for business or legal reasons, but cross-cut shredding, incineration, or pulping? 
	[image: image84.wmf]Yes
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MAINTAIN AN INFORMATION SECURITY POLICY

Requirement 12: Maintain a policy that addresses information security for employees and contractors

	12.8 Contractually, are the following required if cardholder data is shared with service providers?

	
	12.8.1 That service providers must adhere to the PCI DSS requirements?
	[image: image86.wmf]Yes
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	12.8.2 An agreement that includes an acknowledgement that the service provider is responsible for the security of cardholder data the provider possesses?
	[image: image88.wmf]Yes
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(END OF PCI SELF-ASSESSMENT FORM)

Appendix B: Protecting Social Security Numbers

If your unit maintains records containing Social Security Numbers, you need to apply for an exception from the Vice President for Information Technology. Granting of such an exception is contingent on the assertion of reasonable protection of the devices and networks storing SSNs. Please answer the following questions:

B.1 Social Security Numbers should not be used as the primary identifier for any student or employee of CSU, in accordance with state law. Describe your unit’s use of Social Security Numbers, including the reason that SSNs are required, and any non-CSU entities that share this information.
 [image: image90.wmf]


B.2 Have you applied for (and received) an exception for the systems that store files containing Social Security Numbers?

	[image: image91.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image92.wmf]No


	(The exception request form is available at http://csuid.colostatse.edu/aspx/www.csuid/pdf/ssn_exception.pdf) 


B.3 Are the systems that contain Social Security Numbers registered with ACNS as required by CSU’s IT Security Policy?
	[image: image93.wmf]Yes



 CONTROL Forms.CheckBox.1 [image: image94.wmf]No


	(See the registration page at http://www.acns.colostate.edu/index.aspx?page=security_compliance_index.) 


B.4 Systems containing Social Security Numbers must be periodically scanned for vulnerabilities. Who performs this scanning, and how often is scanning performed?
[image: image95.wmf]


B.5 CSU’s IT Security Policy requires that significant amounts of sensitive information, when stored outside of the central, secured servers in ACNS and Information Systems, be protected by encryption. Are you encrypting this information? If so, what product are you using, who administers it, and what provisions are in place for key management and data retrieval in the event of a lost password?

[image: image96.wmf]


Appendix C: Sample Form for IT Security in Employee Evaluations

This form is a suggested method for including IT Security and protection of sensitive information in employee evaluations.
I understand that…
(de minimum access)

(protect sensitive information)

(comply with IT Security Policy)

CSU IT Risk Assessment Tool – 2008
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