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Abstract
The main goal is to develop a security architecture for HARIG Enterprises, an online book retailer. The architecture that we will describe specifies filtering routers, firewalls, VPNs to partners, secure remote access and internal firewalls. 
We will consider and define access for: Customers (the companies that purchase bulk online books); Suppliers (the authors of books that connect to supply books) and partners (the international partners that translate and resell books). 

1.   Introduction

This architectural foundation must meet a number of key design goals.

The key architectural goals for HARIG Enterprises architecture include:

· Security. The architecture must provide an end-to-end security model that protects data and the infrastructure from malicious attacks.

· Scalability. All components of the architecture must support scaling to provide continuous growth to meet user demands and business requirements.

· Availability. Components of the architecture must provide redundancy or functional specialization to contain faults.

· Manageability. Ease of configuration, ongoing health monitoring, and failure detection, are vital to the goals of availability, scalability, and security and must be able to match the growth of the environment.

The architecture is segmented into separate layers. This allows the compartmentalization of systems so that a partial compromise of a system does not result in data loss. The main focus of the security effort lies within two distinct areas:

Network security and Host-based security.

Network security is implemented by breaking up the network into multiple segments and protecting each segment from attacks by using various network devices. These devices are routers with filter rules, firewalls from different vendors, for each tier consisting of multiple segments, and network based intrusion detection systems (IDS). Host-based security consists of providing each server in the architecture with as much inherent security as possible. Except system hardening and where appropriate host based IDS are provided so that hosts do not rely entirely on the network for protection.
2.   System Architecture

2.1 Logical Architecture
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The network topology of HARIG Enterprises is built on a 3-layer logical architecture. Figure 1.1 represents the concept and the essential elements of this e-business site.

2.2  Physical Architecture

2.2.1 Access Layer

The Access Layer consists of Partners, Suppliers, Remote Users, Customers, Border Routers and the secondary Domain name server of HARIG places in the environment of an ISP.

Partners, Remote Users and Suppliers: HARIG Enterprises have built a specific Extranet site where authorised users will be able to login. Special consideration has been taken for the procedure followed by authorised users who will enter the network. Every user will login into a Checkpoint, VPN-1 module, with the VPN-1 SecuRemote Client software. SecuRemote provides VPN capabilities for remote connections. Specifically it allows for encrypted connections either across private networks or tunneled over the public Internet. Different access rules will be defined to the VPN-1 module.  Access rules of each group of users depend on the overall security policy that will be implemented to HARIG Enterprises. Due to the fact that international partners will resell books, apart from translating them, additional connectivity will be allowed to e-commerce service network.

Customers: Special care must be taken for customers purchasing books online.  Customers will access the e-Commerce server placed at the e-Commerce Service Network via their WEB browser. On-line sales are available since personal data and credit card numbers are secure transmitted over public network with SSL encryption.

An external secondary DNS Server will be hosted to an ISP to provide to HARIG Enterprises alternative Domain Name Resolution services for the public servers. DNS Server will be hardened, installed on FreeBSD 3.4 running the latest version of BIND 9.1.3.

Border Routers

Internet will be accessible from three Cisco routers with dedicate WAN links. CISCO 2620 router will be connected to the FW-1/VPN-1 module via a 512Kbps leased line and will provide encrypted access to suppliers, remote users and partners.

CISCO 3620 routers will be connected to two high available firewall modules, Figure 1.2, and will provide connectivity to e-Commerce Service Network for customers and partners. Additional Corporate network users will access the Internet from this gateway.

Routers will be configured in redundant architecture running the Cisco's Hot Standby Routing Protocol (HSRP) and the Border Gateway Protocol (BGP) which provide automatic router backup. Routers will be hardened with small services being disabled and Syslog features being enabled, to log to the central Syslog server. Secure Shell (SSH) will be used for remote management. Additional security with ingress and egress filters, control of ICMP traffic and block of source routing will be applied.
2.2.2 Distribution Layer

It consists of HA(High Available) Firewall modules, the VPN module, the e-Commerce Service Network and Partners & Suppliers Service Network.

High Available Firewall: Checkpoint FW-1 modules version 4.0 build 4304 (SP8), will be installed in two Servers running Solaris 8. Servers will be hardened according to Lance Spitzner’s recommendations [1]. The network synchronisation daemon xntp will be installed to keep synchronized both modules with the NTP server for accurate logging and state information updates.  Firewall-1 is based upon Stateful Inspection technology. Stateful Inspection provides full application-layer awareness without requiring a separate proxy for every service resulting improved performance. Firewall modules machines will be configured so that each one acts as a backup for the other.  Firewall-1 modules protect the E-Commerce service network and internal resources. The internal IP address scheme is protected with Static Network Address Translation. The security policy denies all network traffic except the protocols and services needed for communication with the servers in e-commerce service network and management station. Secure Shell (SSH) is used to remotely manage firewall modules. A feature provided on Solaris against NT operating system for firewall installation is that Solaris by default disables IP forwarding and it is managed from the FW modules. On NT operating systems IP forwarding should be enabled for proper operation of FW-1. Enabling IP forwarding is dangerous since a Denial of Service Attack (DoS) against Firewall daemon would allow incoming packets to path through the operation system.
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e-Commerce Service Network

e-Commerce Server will be a high available HP N-Class PA-8600 server running HP-UX 11.1. The installed applications are the front-end WEB Server and the Internet payment transaction processing software of VeriFone, PayWorks. All transaction data will be encrypted using the SSL (Secure Sockets Layer). The Secure Sockets Layer (SSL) is an industry standard protocol adopted by the Internet community to provide secure transmission of private information being sent over the Internet. The protocol provides data encryption, server authentication, message integrity, and optional client authentication for TCP/IP connections. SSL uses public and private key pairs to encrypt data sent over the Internet connection. The public and private keys are dissimilar and each pair is unique. The public key is distributed to the customers within a certificate, which contains information that can verify the keyholder’s identity and the key’s validity. The private key is kept confidential. If data is encrypted with the private key, only the public key can decrypt it. If data is encrypted with the public key, only the private key can decrypt it. This process prevents the data from being compromised while in transit.

In the proposed architecture there is a Network based IDS to monitor malicious attacks of this service network. But since all connections from the E-Commerce Server are encrypted it is not able to capture them. For this reason the HP Intrusion Detection System/9000, is provided. HP IDS/9000 provides real-time monitoring and detection reporting intrusions as they occur so that immediate action can be taken to prevent malicious acts. HP uses the approach of detection template that guards and focuses on vulnerable areas to attacks. These are the areas in HP-UX intruders probe and try to exploit. When a profiled event is detected it is passed to the correlation engine which determines whether an intrusion is taking place. This approach to intrusion detection recognizes most current attack scenarios and some future attacks yet to be invented.
The Primary External DNS Server provides Domain Name Resolution services for the public servers. DNS Server will be hardened, installed on SUN Solaris running the latest version of BIND 9.1.3. The "SANS Solaris Security Step by Step" guide will provide the guidelines for the hardening. Version 9.1.3 has overcome the several vulnerabilities of previous versions of BIND that have been reported from CERT Advisory CA-2001-02 "Multiple Vulnerabilities in BIND" 29/1/2001. Instead of using Microsoft DNS Server in order to provide an homogenous architecture BIND version 9.1.3 on Solaris is preferred as it provides extra functionality such as limitation of recursive lookups, reducing the risk of outside DNS attacks. The BIND configuration file named.conf has been modified to limit zone transfers only to secondary DNS server hosted to the ISP. Logging of zone transfers, both authorised and unauthorised are enabled.
Mail Relay Server: Alladin e-Safe Mail will be installed, on a Windows 2000 fully patched and hardened server, as a content filtering tool, providing full vandal, virus and content filtering protection for both incoming and outgoing email and attachments passing through the SMTP gateway. e-Console, placed in the management network, will monitor and manage the operation of e-Safe Mail. e-Safe is an OPSEC (Open Platform for Secure Enterprise Connectivity) product providing fully compatibility with Checkpoint solutions. The OPSEC standard gives a single point of management of all compatible security products and Checkpoint’s solutions.

Network Intrusion Detection System: The ISS RealSecure Network Sensor running on a NOKIA IP330 in stealth mode will be placed to the e-Commerce service network. NOKIA IP330 provides a hardened operating system called IPSO, (a modified version of FreeBSD) and is designed for easy deployment, featuring plug-and-play technology and excellent performance. RealSecure will monitor all network traffic for attacks and other security-related events. Attack recognition, incident response, and intrusion prevention will occur immediately, with full customization of signatures and response capabilities. RealSecure Workgroup Manager that provides centralized sensor configuration, report execution, and alert monitoring will be placed in the management network.
Partners Service Network

FW-1/VPN-1 module: Checkpoint FW-1/VPN-1 module version 4.1 build 41864 (SP4) running on NOKIA IP440 with operating system IPSO version 3.3. Checkpoint FW-1/VPN-1 module integrates access control, authentication, and encryption to guarantee the security of network connections, the authenticity of users, and the privacy and integrity of data communications. FW-1/VPN-1 module acts as VPN & firewall product protecting the internal systems with its Stateful Inspection capabilities. 

As described earlier CheckPoint Hybrid Mode IKE Authentication for IPSec, RSA SecureID tokens will be enabled in VPN-1 module. FW-1/VPN-1 module communicates with the RSA/ACE Server placed in, a more secure place, the Data Segment. The encryption algorithm will be 168-bit Triple-DES. The performance and bandwidth decrease of such an encryption algorithm has been overcome with the high-bandwidth 2MB leased-line and the VPN accelerator card installed into the NOKIA appliance.
The decision to implement this architecture with NOKIA appliance and not on an other operating platform where would provide full control of hardening was dependable of two main reasons:

· First NOKIA appliances running on IPSO (or modified freeBSD) have unbeatable performance against other operating platforms such as Windows NT. Solaris was not chosen for differentiating from FW-1 modules protecting e-Commerce service network. Vulnerability on Solaris would not make vulnerable the FW-1/VPN-1 module.

· As NOKIA has built this proprietary operating system called IPSO, which comes from the very robust freeBSD, has limited weaknesses known to the public Internet.

The Web Server will be the front-end application for the access to the internal placed main database server. The server will be Windows 2000 fully patched and hardened. 

In the Partners Network there is a Network Intrusion Detection system. This is the ISS RealSecure Network Sensor running on a NOKIA IP330 with a similar configuration as the NIDS of e-commerce service network. 

2.2.3 Core Layer

Core Layer consists of the Internal Firewall, Management, Data and Internal Corporate segments.
The internal firewall could be CISCO PIX 525 with four Fast Ethernet Ports, running the latest available IOS version. Logging features will be enabled for logging to the SYSLOG Server. CISCO PIX will provide protection to the internal tier of the logical architecture (Management, Data and Corporate Networks) with its built in Stateful Inspection technology. The security policy of the firewall will be to deny everything with the exception of specific IP addresses and services providing services for the proper operation of HARIG Enterprises e-business. 

The Cisco PIX 525 Firewall had been selected because it delivers strong security and offers outstanding performance necessary for a firewall device between 2nd and 3rd tier. Unlike typical CPU-intensive full-time proxy servers that perform extensive processing on each data packet at the application level, Cisco PIX 525 uses a proprietary, non-Unix, secure, real-time, embedded system. The heart of the PIX 525 is the adaptive security algorithm (ASA), which maintains the secure perimeters between the networks controlled by the firewall. The Stateful, connection-oriented ASA design creates session flows based on source and destination addresses, TCP sequence numbers (which are non-predictable), port numbers, and additional TCP flags. Applying security policy to connection table entries controls all inbound and outbound traffic.

Management Segment

FW Management Console: Checkpoint Enterprise Management Console installed on Windows NT Server 4.0, fully patched and hardened, manages the high-available FW-1 and FW-1/VPN-1 modules. Additionally Enterprise Management Console from a single graphical user interface maintains the state of high-availability modules, the security policy of SecureClients, and event logging of eCosnole from Alladin, which is integrated with it, as an OPSEC compatible product. With this architecture, HARIG's Enterprises security policy can be managed centrally and automatically deployed to all FireWall-1 enforcement points.

IDS Management Console:The RealSecure Workgroup Manager installed on Windows 2000 workstation fully patched and hardened provides centralized management control and configuration of all network sensors. It features report execution, alert monitoring and supports an enterprise database, either MSDE or Microsoft SQL Server. In the proposed configuration we prefer to redirect all alerts via ODBC to a central SYSLOG server.
SYSLOG Server: It is the heart of security logging as all networking perimeter devices send their logs in this for centralized management. SYSLOG server running on Solaris 8 stores its database to the Disk Storage System that is connected via a Fiber Optic card. The "SANS Solaris Security Step by Step" guide provides the guidelines for the hardening.

NTP Server: The Network Time Protocol (NTP) Server v. 4.0 is used to synchronize the time of all perimeter devices in order to have accurate logging of events. This configuration is based on a Windows NT Server. Cryptographic authentication will be used to prevent accidental or malicious protocol attacks.

Network Intrusion Detection System: In the Management Network there is a Network Intrusion Detection system. This is the ISS RealSecure Network Sensor running on a NOKIA IP330 with a similar configuration as the NIDS of E-Commerce service network. 

Data Segment

Database Server: It is the Database Server is the back-end of both E-commerce Server and Extranet Web Server, hosting sensitive application-specific data. The Database is Microsoft SQL2000 on Windows 2000 Server operating system fully hardened and patched. The database tables are encrypted but an additional level of security is provided.

ISS Database Scanner is also installed in the same server. ISS Database Scanner is an assessment solution engineered specifically to provide automated vulnerability assessment and analysis for database applications. Predefined and customizable security policies allow users to quickly tailor security levels and enforcement to the needs of their databases and database-driven applications. Database Scanner automatically identifies potential security exposures in database systems and applications, ranging from weak passwords to Trojan horses. Its built-in knowledge base, directly accessible from easily understood reports, recommends corrective action for violations and noncompliance. Database Scanner’s Penetration Testing feature automatically probes a database through default accounts and password cracking, finding vulnerabilities that knowledgeable attackers would exploit to gain access to database servers and, through them, to an organization’s critical data or its network. Database Server stores its data to the Disk Storage System.

Mail Server: It is Exchange 2000 on Windows 2000 Server fully patched and hardened. 
Authentication Server: RSA ACE/Server software installed on Windows 2000 Server fully patched and hardened, centrally administers authentication of RSA SecureID tokens, used by Partners, Suppliers, and Remote Users of HARIG Enterprises. RSA ACE/Server utilizes RSA encryption expertise and technology designed to provide a hacker-proof solution.

Network Intrusion Detection System: It exists in the Data Network. This is the ISS RealSecure Network Sensor running on a NOKIA IP330 with a similar configuration as the NIDS of e-commerce service network. 

Storage Area Network (SAN): It consists of the powerful Disk Storage System Symmetrix 3630 that is compatible with all operating systems used by HARIG Enterprises.  The system combines high level of performance with virtually 100% operational reliability, and is there​fore ideally suited to handle current and future requirements for enterprise-critical storage solutions.  Storing all HARIG's Enterprise data in this system provides an additional level of security differentiating it from the IP network.

Corporate Segment
This is the corporate network where HARIG Enterprises users are placed including the corresponding file servers.

Proxy Server: A Microsoft ISA Server provides cashing features to the local users and an additional level of protection from the rest segments..

Local User: Local users operating system is Windows 2000 Pro for maximum security using all the advanced features of native Windows 2000 environment.

Internal DNS Server: Since the corporate architecture is based on Microsoft Platform the Internal DNS Serve is on Windows 2000 Server fully patched and hardened. 

The file servers of the corporate network are Windows 2000 Servers fully patched and hardened containing a fiber optic card for connection to the Storage Are Network. All data are store to Symmetrix Disk Storage System

Network Intrusion Detection System: It is in the Corporate Network. This is the ISS RealSecure Network Sensor running on a NOKIA IP330 with a similar configuration as the NIDS of E-Commerce service network. This IDS is not offered to protect the corporate network from malicious attacks of external intruders, as to protect it from local users. According to latest results of FBI/CSI survey the corporate servers are in greater danger from internal users than from Internet hackers. Additionally there are many security levels a hacker must overcome and in most cases his/her actions will have been already recorded from the previous tiers security devices.
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Figure 1.1  HARIG's Logical Network Architecture





Figure 1.2 : HARIG's Network Architecture Diagram























