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	1.
	President’s welcome


The President opened the Business Meeting at 9h00 and welcomed all delegates, including the first-time participants. Apologies for absence have been received from Walter Säckl (ÖRV, Austria), Yiannis Michaelidis (ACTA, Cyprus), Jean-Marc Rozé (LEV, France), Edward Paris (FATTA, Malta) and Danica Kazanegra Gregovic (CTU, Montenegro).

The President invited all to observe a moment of silence in memory of Gernot Liska from WKÖ - Austria, who passed away beginning of the year.  
	2.
	Presentation of Centro de Portugal – ECTAA Preferred Destination 2017 


Ms. Silvia Aires, responsible for press, trade and market research at ARPT Centro de Portugal, gave a presentation on the Centre of Portugal – PowerPoint presentation in annex. 

	3.
	Work Session 1: PCI DSS – Addressing Cyber-Security Threats 


Mr Gabriel Leperlier from VERIZON started his presentation by explaining the definition of data breach and benefits of PCI DSS compliance for an enterprise. The latest report from Verizon highlights that 75% of hackers come from outside, while 25% are from within the company. Hackers usually start with browsing social media, breaking fire walls and stealing weak passwords. There are 3 major types of hacking types:

· Phishing: It starts with malicious emails leading to installation of malware and using stolen passwords.

· Ransomware – it is the software installed in the system, which encrypts the data. The hackers will then ask a ransom for the release of the data. It is never guaranteed that data will be effectively restored. For example, in a travel agency environment it could block access to the GDS.
· Stealing passwords – in 81% of hacking-related breaches, passwords are the weak element.  There are various online tools to break easy passwords.

There are good means to defend the company from breach attempts, like for instance installing a multiple factor authentication. It is particularly useful in connection with remote platforms. A robust antivirus also helps preventing data breaches. Most breaches are starting with a compromised user device. Mr. Leperlier advised to limit the sensitive data stored on workstations and build a properly segmented network with strong authentication between security zones. Companies should also make browser updates on a regular basis and limit attachments sent to a minimum. 
PCI DSS compliance must be done in line with the new provisions of the General Data Protection Regulation (GDPR), which will apply as from May 2018. GDPR is very important for travel agents, as it protects payment data. Therefore, PCI DSS is important to comply with GDPR. (N.B. The Secretariat circulated a checklist for companies regarding GDPR compliance – Ref.EG16-042/4477). 
The application of GDPR will have broad consequences for enterprises, notably:

· Broader accountability;
· Any organisation, regardless of country of origin, that offers goods and services to EU residents or monitor behaviour of EU residents is subject to the GDPR;
· Mandatory auditing;
· Penalties for non-compliance;
· Potential fines up to 4% of global revenue or €20,000,000;
· Annual activity reports (reputational damage). 
Specifically for travel agents, important data are stored via GDSs, namely flight information, PNR etc. Hackers could use the GDS access to cancel flights in exchange for airline credit card and then book new flights for example. PNR data is a real weakness and must be particularly protected. 
The industry still needs to become more familiar with the PCI DSS standards. PCI DSS were elaborated in 2006 by the PCI DSS Council. This body is responsible for developing, and maintaining the standard as well as raising awareness of PCI DSS compliance requirement. It also maintains an up-to-date list of certified entities.  
Mr Leperlier highlighted that in the PCI ecosystem all service providers must be compliant. A travel agent is an intermediary and a distinction is made between a transaction using the merchant agreement of the airline or that of the agent:  

· Travel agent as service provider 

The threshold of transactions for service providers is 300.000 transactions per year. If the service provider has less than 300.000 transactions per year (Level 2), then in principle a self-assessment questionnaire (SAQ) will be sufficient to confirm PCI DSS compliance. If the service provider has more than 300.000 transactions per year (Level 1), then an AoC (Attestation on Compliance) will be necessary. 
	Level
	Action to complete
	Validated by :

	1
	· Onsite Annual PCI DSS Audit
· Quarterly ASV Scans
	· Qualified Security Assessor (QSA)
· Approved Scanning Vendor (ASV)

	2
	· Self-Assessment Questionnaire (SAQ)
· Quarterly ASV Scans
	· Service Provider itself
· Approved Scanning Vendor (ASV)


· Travel agent as merchant (use of its own merchant agreement)

There are numerous PCI DSS merchant levels and varying compliance requirements. Typically, a travel agent using its own merchant agreement will be considered to be at Level 3 (20.000 to 1 million transactions per year) or 4 (less than 20.000 transactions per year). They would need to comply with the following:
	Level
	Action to complete
	Validated by :

	1
	· ..
	· ..

	2
	· ..
	· ..

	3
	· Annual Self-Assessment Questionnaire
· Quarterly Network ASV Scans
	· Qualified Security Assessor (QSA)
· Approved Scanning Vendor (ASV)

	4
	· Annual Self-Assessment Questionnaire (SAQ)
· Quarterly ASV Scans
	· Acquirer
· Approved Scanning Vendor (ASV)


Note: Level 4 – Compliance validation requirements are set by the acquirer. 

Mr. Leperlier presented some practical points on PCI DSS compliance, notably:

· Even if GDS providers are PCI DSS certified, it does not mean travel agents are fully protected. 

· It is important to know exactly where the data are stored outside the GDS systems. 

· All unnecessary data should be deleted. Stored data should be encrypted. 

· The updates of the system and applications should be made on regular basis. 

· Use of a good antivirus (anti phishing) is important. 

· The accounts should be personal, not shared. 

· There should be no direct access from the internet to the internal data base. 

· There should be a network segmentation. 

· The access given to employees should be limited to what is necessary for their activities. No need to give full access to all data. 

· Internal procedures must be put in place to know data related operations. Then the procedures must be respected.  ‘Tell what you do’ and ‘Do what you tell’. 

During the Q&A session, the MUISZ delegate pointed out that travel agents are a marginal part of the merchant affected, yet airlines are clearly not compliant. What is the point for travel agents to become compliant in this case? Mr Leperlier explained that airlines take the risk of not being compliant. If there is a data breach, the airline will be legally liable. Being small has its advantages, notably the fact that SAQ will be sufficient to be PCI DSS compliant. For small companies, the PCI DSS compliance is easier to handle, as there are few computers and the data storage is limited. 

The LEV delegate asked whether the threshold of 300.000 transactions was per merchant agreement. Mr Leperlier confirmed that the threshold was of 300.000 transactions in total. 

He added that when the agent completes the SAQ as merchant, then it must send it to the bank. If the travel agent acts as service provider, then it has the right to require the PCI DSS Certification from other service providers, GDS for example. Unfortunately, there is no list of merchants compliant with PCI DSS.  

The ANVR delegate asked if the attestation required from travel agents by airlines could be different from what is required by IATA. Mr Leperlier pointed out that nothing prevents the companies from negotiating the scope of PCI DSS compliance. In other words, the scope of compliance could be very well negotiated with IATA. 

The SACKA delegate asked what is out of the scope of PCI DSS compliance. Mr Leperlier explained that when a travel agent processes payments with credit card on the GDS, then it is compliant, as the agent does not introduce any new data. However, when it comes to data transfer to the back-office, then this transfer must be PCI DSS compliant. 

The ABTA delegate pointed out that the association has been victim of a cyber-attack a few months ago. Internal data was not properly deleted from the system. It is therefore crucial to delete the data on a regular basis. It is also recommended to subscribe to a special insurance to cover damages caused by a cyber-attack. 

It was concluded that for a vast majority of travel agents, completing a SAQ will be sufficient to become PCI DSS compliant. There is unfortunately no list of certified service providers or merchants. 

ECTAA and its Members could support the standardization of the PCI DSS requirements. It is currently the case for hotel chains, who work together to have more standardized PCI DSS requirements for a faster and better implementation. 

The LEV delegate asked what the scope of liability was in case of audited companies. The company takes the responsibility for its suppliers and therefore must prove that it took all possible and appropriate measures to check its service providers. It is therefore recommendable to insert a clause in the contract requesting service providers to submit a PCI DSS certificate to avoid further liability if there is a breach caused by the service provider.  
Note of the Secretariat: More information on PCI DSS and the self-assessment questionnaire can be found on the following website: 

General: https://www.pcisecuritystandards.org/ 

Self-assessment questionnaire: https://www.pcisecuritystandards.org/documents/SAQ-InstrGuidelines-v3_2.pdf
	4.
	Work Session 2: The European cruise market and common policy issues 


Marco Digioia, Director Government Affairs for CLIA, the Cruise Line International Association, presented the European Cruise Market and the Challenges the cruise industry is facing at European Level (for more information please refer to the presentation in attachment). Major challenges include port infrastructures, visa facilitation for tourist and crew members, ETIAS, the new Package Travel Directive and taxes. 

After the presentation, ECTAA’s President asked how the treatment of visa submissions, which is an important issue faced by the cruise industry, can be improved. As an example, she referred to a situation in India, where 41 travellers had been checked-in on board but did not have the visa to enter in India and therefore could not enjoy the destination’s four stops. The CLIA representative explained that a solution to solve similar situations in the future could be an increased involvement of port agents to treat data needed to obtain a visa, thus speeding up the procedure, and a stronger cooperation between private and public sectors 

Another issue that the cruise industry is facing is inadequate port infrastructure, such as sewage treatment. It is an important issue as many large vessels transporting tourists need to discharge their sewage. However, in the Baltic Sea for example, only 6 ports have the adequate infrastructure leading to an unsustainable situation. 

The CLIA representative reported on other infrastructure issues such as fuelling. Four liquefied gas propelled ships will be at sea in the future but there is currently no adapted refuelling technology available in ports. Another issue is inadequate inland road infrastructure to allow cruise passengers to visit neighbouring area, for example in Roma. 

The HATTA delegate recalled the importance of the cruise industry for Greece and asked what can be done to improve the frequentation. HATTA has worked with other associations to ask the government to increase the visibility of Greece. The CLIA representative explained that port infrastructure should be improved. Local taxes and port entry fees for cruises are other reasons limiting the development of the cruise industry in Greece. Several other issues should also be considered such as shop openings on Sundays. Moreover, security issues may arise due to the proximity with Turkey and Syria and the refugee crisis. CLIA works closely with coast guards to check to ensure that patrol are done properly. Seasonality is also an issue; despite Costa’s recent initiative to run a cruise in the Greek Islands during the winter season. The CLIA representative also identified as an issue the weak job generation as the cruise industry only creates 11.000 jobs in Greece. This is why CLIA calls for a stronger dialogue with policy makers and with stakeholders of all segments of the travel industry including travel agents, tour operators, cruises and hotels.

The ABTA delegate asked about CLIA efforts in the management of tourism flows brought by cruises, frequently accused of congesting cities.

The CLIA delegate took as example the ban to navigate through the San Marco Canal in Venice. While such ban may be understandable, no alternatives had been put in place in the last 5 years, such as drenching and alternative channel itinerary. CLIA would not be against paying entry taxes but it would be normal that these taxes are actually used to improve infrastructures. Since the ban, cruise companies only use middle-sized ships to go to Venice (on a voluntary basis). If a city cannot handle the flow of tourists, the cruise industry can pay taxes, but as previously explained, the money collected must be invested in improving infrastructures and the management of tourists. The Confturismo delegate fully supported CLIA’s analysis on the San Marco experience. No blank check should be given to the government anymore. An increasing number of cities are now asking for taxes but it is important to see the way the money collected is spent. Confturismo and CLIA should work together to solve this issue.

The ABTA delegate asked what Brexit may have as an impact on the cruise industry. The CLIA representative identified the issues of UK seafarers’ visa, which may become non-UE workers and the tonnage tax regime.

The Secretariat asked if the cruise industry still counts on traditional travel agents to sell their products. The CLIA representative answered that bookings through travel agents are still the preferred way to book, as explained in the recently published review “Why to go to travel agents”. 
	5.
	Work session 3: Travel distribution – what matters? 


Svend LEIRVAAG from AMADEUS presented major challenges for the indirect distribution, resulting from the increased airlines’ consolidation and its impact on competition. The new trend for airlines is to create their own IT booking systems. Such practice is easier in a highly consolidated market. Airlines maintain that selling direct is cheaper than via an indirect channel. However, according to the latest research conducted by ETTSA it appears that direct sales are not cheaper than indirect sales. It is true that the transaction costs are lower in case of direct sales, but the comparison must include all relevant costs. To make comparison more difficult and less transparent, airlines prefer to sell directly. Large airlines have an economic incentive to reduce fare transparency and all kind of price comparison. The shift to direct sales has nothing to do with costs, but it allows reducing competition between airlines. Consumers are unlikely to check fares on each airline’s website. They want air fares to be listed in one single place to make their choice. This is precisely what airlines want to avoid. 

This new trend is a consequence resulting of increased airlines’ consolidation and is allowed under EU law. Another consequence of market consolidation is the fact that there have been no major new airlines entering the market since 2012. The market entrance for airlines is nearly impossible in a highly concentrated market. These matters were analyzed in the ETTSA/ ECTAA study, which is expected to be published in June.  

Some Members raised the question of the high concentration of GDS market, given that there are only 3 GDS. Mr. Leirvaag clarified that the dominant position as such is not illegal, but the abuse of dominant position is forbidden by law. 

It was pointed out that small and medium sized airlines should be more involved in the fight for transparency and their market share is at stake. Travel agents could play an important role in involving these companies. Just like travel agents, these airlines need neutrality and transparency in the market.  
Another important development for travel agents will come with the New Gen ISS and in particular with EasyPay. ECTAA and its Members do not endorse New Gen ISS and this position remains unchanged. The travel agents’ community is in favour of the real time monitoring solution, as it is the only tool effectively preventing fraud. Some of ECTAA Members raised the point, that even if GDSs were initially opposed to New Gen ISS, now they actually cooperate with IATA to develop the industry standards. Mr. Leirvaag replied that GDSs support the objective of New Gen ISS, which is to reduce fraud. 99% of the problems can be solved by real time monitoring. There is no need for a new payment method (EasyPay). The GDS do not support EasyPay, as this is a way of monopolizing another part of the value chain, notably payment method. He underlined that GDSs will not accept to provide real-time monitoring until there is agreement on a non-discriminatory, open payment standard, which works for all industry players. He also highlighted the risk for travel agents that this may in future be the only form of payment allowed (replacing credit card and cash sales) and thus shifting credit cost onto travel agents.  
Mr. Leirvaag insisted on coalition building. Coordination with consumers (European Passenger Federation), small- and medium sized airlines, ETTSA – who have a common goal, to safeguard competition, neutrality and transparency in the market. ECTAA Members should also raise awareness of these issues at national level. 

The discussion also focused on NDC, as BA/IB will use this to avoid the application of 9.5 EUR fee. Members raised a number of questions. Among other, travel agents will be required to make bookings through direct connect (for access to cheap fares) and through GDSs, among other for interline tickets. How can travel agents survive with GDS charges imposed by airlines and lower incentive from GDSs? Will travel agents receive best fares in the NDC environment, which is based on personalized offers? The question was also raised if or when GDSs would have an NDC solution ready for the market. Can GDSs aggregate NDC content? On the latter, Mr. Leirvaag responded that GDS will be able to provide NDC content and that, if successfully implemented, travel agents will not even see the difference. However, he insisted that NDC is not about a technical standard, it is about pushing a business model of airlines that helps consolidate their dominant position. He noted that direct connect is not new. Direct connect is only possible if the airline has a dominant position.
	6.
	EU Affairs & Developments


6.1. 
Airlines’ distribution charges 
The Secretariat referred to the announcement of British Airways/ Iberia to charge 9.5 EUR on tickets booked via a GDS, with exception to tickets booked via an NDC connection and IAG portal. ECTAA’s complaint against Lufthansa Group is still pending. Immediately after the BA/IB announcement, ECTAA sent a letter to Commissioner BULC pointing out that there has been no progress in the case and urging DG MOVE to take action. Any inaction of the regulator invites other airlines to follow Lufthansa and impose a GDS fee. 

The Secretariat pointed out that 2 aspects must be considered. Firstly, GDSs and ETTSA propose to sign an open letter to Commissioner BULC calling the Commission to take action in the complaint. Secondly, given that the Commission is the only law enforcer and that the Commission has been inactive since 2 years, the possibility to lodge a complaint to the EU Ombudsman should be considered. The European Ombudsman is an independent and impartial body that holds the EU administration to account. The Ombudsman investigates complaints about maladministration in EU institutions, bodies, offices, and agencies.

It must be kept in mind that in 2018, the Commission will evaluate whether the CRS Code of Conduct should be revised. If in the next 2 or 3 years the CRS Code of Conduct will be revised, then the Commission’s decision may be applied for a short period of time. The Commission seems to be under a strong pressure from the airlines and the major issue remains the definition of ‘air carrier’. The risk is that the market will change and the Commission will finally consider that this new distribution strategy corresponds to market conditions.  

The DRV delegate suggested to liaise with DG JUST and alert them from the consumers’ protection perspective. In Germany, the Competition Authority confirmed that there is no evidence that LH abuses its dominant position. 

The ABTA delegate pointed out that the contracts with GDSs are now being negotiated and British Airways is pushing travel agents to use NDC. Airlines are conscious that the Commission did not take any action in the complaint and they move forward with the distribution policies. 

The HATTA delegate pointed out that the GDS fee affects travel agents more than GDSs. The ACAVE delegate stressed that compared to LH Group, BA/IB use NDC. It should not be used as direct connect. ECTAA should take a strong official position on the use of NDC as direct connect.  

The Secretariat asked which countries would be in favour of filing a complaint to the EU Ombudsman. The outcome of the indicative vote was: 10 Members were in favour, 6 Members (Germany, France, and UK) were against and there was 1 abstention. 

The Secretariat stressed that a complementary summary on the procedural aspects will be circulated shortly to Members in order to discuss further steps. Members will then be invited to express their position via a mail vote on a possible complaint to the Ombudsman. 
6.2. PTD Implementation 

The Secretariat provided an overview of the state of implementation of the Package Travel Directive in the EU. The New PTD must be implemented by 1st of January 2018.
· The Secretariat received updates from Austria, Bulgaria, Cyprus, Czech Republic, Denmark, Germany, Greece, the Netherlands, Poland, Sweden and the United Kingdom.

· So far draft laws had been adopted in Austria (without insolvency protection) and Germany.

· Drafts to be published by mid-2017 in Estonia, Sweden, Denmark and Norway.
· Insolvency protection is being reviewed in Austria, Czech Republic, Denmark, Spain, Greece, Latvia, Poland and Sweden.

· PTD implementing laws may not be adopted by 01/01/2018 in Ireland, Spain, Czech Republic and the UK. 

· The challenges met by national lawmakers when implementing the new PTD remain similar compared with previous reports, the most important issues being the definitions of Package and LTA and the financial security. There are also issues in some countries regarding the optional clauses, the consequences of UEC (before/after departure), pre-contractual information, etc.
· Commission stated on 11/05/2017 that they will organize an information campaign on PTD to consumers and professionals beginning 2018.

6.3. UNWTO Convention on protection of tourists and rights and obligations of tourism service providers
The Secretariat informed that the United Nation World Tourism Organization (UNWTO) has re-launched the preparation of a Convention on the Protection of Tourists and rights and obligations of Tourism Service Providers (hereafter the Convention). ECTAA participated to the latest working group on 28 and 29 March 2017. The annex II of the Convention is a mere copy of the new EU Package Travel Directive, adopted end of 2015. 

During the last meeting, non-EU State Parties and IATA expressed concerns regarding the difficulties to implement several provisions of the Annex II, in particular click-through packages, linked travel arrangements and the provisions on financial security against insolvency as it would burden the national airlines of numerous States Parties. The European Commission softened its position on Annex II and suggested to move the problematic provisions from standards (mandatory minimum requirement to be adopted) to a recommended practice (not mandatory but strongly advised). ECTAA objected to such downgrade but the proposal has finally been approved by a majority of State representatives.

Concerning a possible date of adoption of the Convention, the UNWTO secretariat has proposed mid-2018 as a new deadline for adoption of the Convention.

The Secretariat informed that an adoption of the UNWTO Convention in 2018 could have consequences on the Report on click-through and LTA due in 2019 at EU level and the possible revision of these definitions in the EU PTD. For instance, as the Annex II is a mere copy of the EU PTD, it will be politically difficult for the European Commission to scrap these definitions if they become international standards and if the Convention will be ratified by the EU.

The Secretariat referred to 3 possible scenarios:

· Option 1: Ensuring that the Convention does not impose additional burden on EU tour operators / travel agents (current ECTAA position);
· Option 2: Encouraging a quick adoption of the Convention with the current wording to encapsulate the concept of click-through and Linked Travel Arrangements at international level, making these concepts more difficult to remove at EU level;
· Option 3: Scenario 2 + proposal of alternative definitions of click-through and LTA, which would be compatible with the current EU PTD but would allow more flexibility for a revision of these definitions at EU level after 2019.

Members did not express an opinion on a more favourable option. 
6.4. Implementation of the Payment Services directive (PSD 2)

The Secretariat recalled that the PSD2 must be implemented by 13/01/2018 and reported two issues concerning the implementation of this legislation: 

· The Secretariat received reports of complaints regarding the upcoming ban to pass on credit card charges on consumers. This ban should have been balanced by the decrease of interchange fees from the Regulation 2015/751 on Interchange Fees leading to a decrease of merchants’ credit/debit card costs. As a consequence the Secretariat circulated a questionnaire to Members. According to the replies received, debit and credit card costs had been stable and banks have not actively decreased them. No decrease had been observed unless the merchant negotiated it with the bank. The Secretariat encouraged Members who had not negotiated with their bank the costs of electronic payment to do so.

· Several ECTAA Members raised the issue of the implementation of the PSD2, mainly concerning the application of the provision of Strong Customer Authentication to Travel Management Companies (TMC) using lodge card accounts with corporate clients. Article 97.1 of the PSD2 provides that Member States shall ensure that a payment service provider applies strong customer authentication (hereafter SCA). This SCA would apply to lodge card accounts and would have been extremely problematic to TMCs. ECTAA sent a letter to the Commission explaining the issue and the possible impact of SCA on TMC. The Commission replied that it has submitted to the EBA an amendment to the Draft Standards providing that payment service providers shall be allowed not to apply SCA in respect of legal persons effecting payment transaction through the use of dedicated corporate payment processes or protocols where the competent authorities are satisfied of those processes or protocols and provide sufficient guarantees. The Secretariat recalled that the amendment was still a draft and therefore may be subject to changes. Nonetheless the general idea of excluding corporate payment solutions has been endorsed by the European Commission. The Secretariat will monitor this issue and will circulate the text of the amendment as soon as it is available on the EBA’s website.

6.5. -  6.8 Other matters
Due to time constraints, it was agreed to provide a written update on the other matters included in the agenda in attachment to the minutes of the Business Meeting – see document CR17-067/222 in annex.  
6.9.
Laptop ban 
The ABTA delegate pointed out that this restriction would have very damaging effects on business and leisure travel. Travel agents should engage discussions with carriers and raise awareness on the harmful impact such ban may cause for the travel industry. 

6.10.
False gastric illness claims 

The ABTA delegate raised this issue, given that this phenomenon has spread over the last months in the UK. She asked whether other Member States faced similar a situation, but this was not the case. 

	7.
	House-keeping matters 


7.1   Approval of the minutes of the Business Meeting held on 1-2 December 2016 in Tunis
The Secretariat did not receive any comments and the minutes were unanimously adopted. 
7.2    Next semi-annual meetings of ECTAA 
It was noted that an invitation for the autumn 2017 meeting had been received from ITTAA, but due to the fact that Israel and Malaysia do not entertain diplomatic relations and that the Malaysian Tourism Board will be invited to the semi-annual meeting to make a presentation as part of the Preferred Destination agreement for 2018, the ITTAA colleagues accepted to postpone the organisation of an ECTAA meeting in Israel. 

The Secretariat informed that the autumn meeting will take place on 30 November to 2 December 2017 in Budapest, Hungary. 

The next spring meeting will take place on 6-8 May 2018 in Kuala Lumpur, Malaysia. Malaysia is ECTAA’s Preferred Destination in 2018. 

Having gone through all items of the agenda, the President thanked all delegates for their active contribution and closed the meeting at 17h15
Annexes:

· Presentation of Centre of Portugal

· Presentation of VERIZON 

· Written report on updates on agenda items 6.5 – 6.8, CR17-067/222

· Presentation of CLIA
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