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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO member bodies). The work of preparing International Standards is normally carried out through ISO technical committees. Each member body interested in a subject for which a technical committee has been established has the right to be represented on that committee. International organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any patent rights identified during the development of the document will be in the Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and expressions related to conformity assessment, as well as information about ISO's adherence to the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

ISO/IEC 24751-2 was prepared by Joint Technical Committee ISO/IEC JTC1, Information technology, Subcommittee SC 36, Information technology for learning, education, and training.
ISO/IEC 24751 consists of the following parts, under the general title Information technology -- Individualized adaptability and accessibility in e-learning, education and training:
Currently under development:
Part 1: AccessForAll framework for individualized accessibility - Part 1: Framework and registry
Part 4: TS - Registry server API
Further parts may be added in the future.
Introduction

This document was developed to extend the Access For All preferences standard to include preferences for privacy.  Many people rely on technology and smart services to provide accessibility or convenience in their everyday lives. For example, devices that allow voice commands to control lighting or other appliances in the home can significantly improve the accessibility of an interior space. Services that remember a user’s log-in or purchasing information can make it much easier to access those services on a regular basis. However, the use of these services comes with the cost and associated risk of sharing personal information online. Those who can benefit most from these smart services, including persons with disabilities, persons who are aging and others who face discrimination, stereotyping, or exclusion, are often the most vulnerable to the misuse of private information - for example through denial of medical insurance, jobs and services, or fraud.
Many people avoid using particular services (for example, online banking) due to fear of misuse of their personal information. Too often these choices are based on a lack of knowledge of how personal information is being used and/or of how to protect it.
Most current privacy settings are all-or-none.  Users must accept the service's privacy policy as given or not use the service at all.  A better approach is to fine-tune a policy to allow sharing of some personal information with trusted services while disallowing others.  Putting control of online personal privacy into the hands of the user and giving them the tools to declare how and when they want personal information shared will benefit all users.
Note: Identification of patent holders, if any to be further developed with the progression of the work.
Information technology -- AccessForAll Framework For Individualized Accessibility -- Part #: Personal Privacy Preferences
1 Scope

This document specifies user preferences for privacy of personal information.  Personal information includes, but is not limited to, name, address, phone number, credit card information, digital health information, and browser cookies. Privacy policies are agreements between users and companies or organizations, regarding how a user's personal information is to be collected, used, and shared with third parties.  Privacy policies are currently stated by the company for the user to accept or reject.  The privacy preferences described in this document reverse this relationship by providing a way for users to list types of personal information, and declare when to collect, use, and/or share it for what purpose.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes requirements of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.
ISO 8601:2004, Data elements and interchange formats — Information interchange — Representation of dates and times
ISO/IEC 24751-1:20nn  Information technology - AccessForAll framework for individualized accessibility - Part 1: Framework and registry
ISO/IEC 29187-1:2013 Information technology - Identification of privacy protection requirements pertaining to learning, education and training (LET) - Part 1: Framework and reference model
3 Terms and definitions

Notes:
1. The terms and definitions presented below are a draft sub-set taken from ISO/IEC 24751-1 (CD2) and ISO/IEC 29187-1:2013.  There may be more and the full set of Clause 3 entries will be decided during the progression of the work.
2. As ISO/IEC 24751-1 is at the CD2 stage and the terms and definitions are not stabilized, the content   too may change .
3. The italicized terms represent terms already defined in the source document.  It has yet to be decided if these added terms and definitions will be included in this Part of ISO/IEC 24751-2.

For the purposes of this document, the following terms and definitions apply.
3.1

access for all
AfA
approach to accessibility in a computer-mediated environment in which the resources (3.n) (including their method of delivery) are matched to the accessibility needs and preferences (3.n) of an individual user in a specific context (3.4)
[SOURCE ISO/IEC 24751-1:20nn, 3.1]
3.2

individual
Person who is a human being, i.e., a natural person, who acts as a distinct indivisible entity or is considered as such
[SOURCE ISO/IEC 29187-1:2013, 3.50 and ISO/IEC 15944-1:2017, 3.28]
3.3
needs and preferences
declaration of requirements of a particular user with respect to resources (3.n) to be used by them
where needs are essential and preferences are beneficial but optional for that individual
Note 1 to entry: What is a preference for one person may be a need by another, or a need by the same person in a different context of use.
[SOURCE ISO/IEC 24751-1:20nn, 3.7]
3.4
needs and preferences concept
concept used to describe a particular aspect of needs & preferences that has to assume a specific value or be in a specific value range
Example 1 to entry: “Font size is 14pt”.
Example 2 to entry: “Language-simplification is on”.
Note 1 to entry: The format for needs and preferences concepts is specified in section 7 of this part of ISO/IEC 24751.
[SOURCE ISO/IEC 24751-1:20nn, 3.x]
3.5
needs and preferences ranking
user-declared ranking of needs and preferences and the conditions associated with the ranking (e.g.,  “when I’m home it is more important that I can hear my son through the assistive listening device than other media”)
[SOURCE ISO/IEC 24751-1, 20nn, 3.8]
3.6
needs and preferences statement
user-declared preference/need for a specific needs & preferences concept (regarding its value), in a specific context
Note 1 to entry: A format for needs and preferences statements is specified in section 7 of this part of ISO/IEC 24751.
[SOURCE ISO/IEC 24751-1:20nn, 3.x]
3.7
personal information
any information about an identifiable individual (3.n) that is recorded in any form, including electronically or on paper
Note 1 to entry:  Some examples would be record information about a person's religion, age, financial transactions, medical history, address, or blood type.
[SOURCE ISO/IEC 29187-1:2013, 3.103 and ISO/IEC 15944-5:2017, 3.103]
3.8
privacy protection (in LET privacy protection)
set of external constraints of a jurisdictional domain pertaining to recorded information on or about an identifiable individual, i.e., personal information, with respect to the creation, collection, management, retention, access and use and/or distribution of such recorded information about that individual including its accuracy, timeliness, and relevancy
Note 1 to entry: Recorded information collected or created for a specific purpose on an identifiable individual, i.e., the explicitly shared goal of the learning transaction involving an individual shall not be used for another purpose without the explicit and informed consent of the individual to whom the recorded information pertains.
Note 2 to entry:   Privacy requirements include the right of an individual to be able to view the recorded information about him/her and to request corrections to the same in order to ensure that such recorded information is accurate and up-to-date.
Note 3 to entry:  Where jurisdictional domains have legal requirements which override privacy protection requirements these must be specified, (e.g., national security, investigations by law enforcement agencies, etc.).
[SOURCE ISO/IEC 29187-1:2013, 3.113; adapted from ISO/IEC 15944-8:2017]
3.9
processing of personal information
any operation or set of operations which is performed upon personal information, whether or not by automatic means, such as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction
[SOURCE ISO/IEC 29187-1:2013, 3.116 and ISO/IEC 15944-8:2017, 3.111]
3.10
resource (as used in this standard)
entity that is or has a human interface, or is conveyed through a human interface
Note 1 to entry: As used in this standard, the term resource includes but is not limited to content, materials, media, devices, interfaces, content, activities, technologies, configurations or services.
[SOURCE ISO/IEC 24751-1:20nn, 3.9]
4 Symbols (and abbreviated terms)
Note: This is a draft list that will be further developed during the progression of the work.
For the purposes of this document, the following apply.
 

AfA - Access for all
IEC - Electrotechnical Commission
ISO International Organization for Standardization
LET - Learning, education and training
PIPEDA - Personal Information Protection and Electronic Documents Act (Canada, 2000)
PnP - personal needs and preferences
URI - Uniform Resource Identifier http://tools.ietf.org/html/rfc3986
W3C - World Wide Web Consortium
5 Information Model - Privacy preference set
Note: To be further developed during the progression of the work.
Each of the terms listed below defines a user’s preference with respect to how they want to share some aspect of their personal information.
5.1 Privacy preference - third party tracking
The extent to which a user permits tracking of the their online behaviour by third parties
5.2 Privacy preference - third party scripts

The extent to which a user allows or restricts scripts on a web site or page to run when they are provided by third parties.
5.3 Privacy preference - location tracking

The extent to which a user shares their location with other services.
5.4 Privacy preference - sharing contacts

The extent to which a user is willing to share their contacts.  An example is their email address book.
5.5 Privacy preference - clear history

“History” includes browser history, download history, passwords, auto-fill form data, and any cache(s).  “Clearing” means the deletion of the records associated with one or more types of history.  Clearing history is dependent on certain well-known times, such as when disconnecting from a service, or at the end of every day.
5.6 Privacy preference - erase after use

Erasure allows the user to specify their personal information is to be forgotten after it has been successfully used, and is no longer needed.
5.7 Privacy preference - allow advertising

Defines whether advertisements are allowed and, specifically, advertisements that originate from trusted sources.
5.8 Privacy preference - cookies

A set of preferences regarding the creation of cookies, sharing of cookie data, and forcing expiration of individual cookies.

5.9 Privacy preference - data control
Preferences for viewing, updating, deleting, and asking for details about the storage of a user’s personal information.
6 Codes
Note:  to be decided and further developed during the progression of the work
Example of codes:
<xs:complexType name="Route">
 <xs:sequence>
 <xs:element name="routeID" type="tdt:IntUnLoMB"/>
 <xs:element name="routeListID" type="tdt:IntUnLoMB"/>
 <xs:element name="listCount" type="tdt:IntUnLoMB"/>
 </xs:sequence>
</xs:complexType>
7 <<OPEN.  RESERVED FOR FUTURE USE>>

Annex A 
(informative)

Privacy Preferences Information Model
A.1 Introduction
This is a specification of personal privacy preferences, based on the IDRC’s “Privacy Needs and Preferences" project.  The information model defines the names and values, and groups of name/value pairs that encode users’ privacy preferences with respect to aspects of their personal information.  These name/value pairs will be created, transmitted, and stored using a JSON data structure.  Examples are provided of each preference using JSON.
A.2 Terminology
Some of the terms used in this document are based on the “Personal Information Protection and Electronic Documents Act” (PIPEDA).  They are defined here.
A.2.1 Personal information
Information about an identifiable individual.  Examples include name, address, and credit card information.
A.2.2 Organization
Includes an association, a partnership, a person and a trade union.
A.2.3 Collection of personal information
An organization or, specifically, a service provided by an organization, gathers personal information from a user and may store it internally. For example, a web site may request a user enter their name, address, and credit card, and then store them on an internal server.
A.2.4 Use of personal information
An organization or service uses collected personal information for the purposes for which it was collected.  Use is internal, within the organization.  Continuing with the above collection example, a service uses credit card information when an individual purchases an item, and then the service uses the individual's address to ship the item.
A.2.5 Disclose personal information 
An organization or service shares information it has collected with external third parties.
A.3 Information model
A.3.1 privacyPreferences
The container for all of the user's privacy preferences. In JSON:
"privacyPreferences" : { ... }
An empty privacyPreferences implies using the default settings for all of the user's privacy preferences. Default settings are indicated using bold text.
A.3.2 privacyPreference.thirdPartyTracking
Defines a set of Boolean preferences with respect to third parties tracking of a user's behaviour, and whether to alert the user of any tracking.  If the user preference is to block all tracking, and that preference is actually enforced, then the alert preference is superfluous.  The default preference is to prohibit all tracking by third parties.
· doNotTrack:
· Value:  true (default), false, onLeavePage, onLeaveSite
· true: user does not want to be tracked by any third party.

· false: user allows tracking by all third parties.

· onLeavePage: temporarily allow tracking until the user navigates away from the page, including ending the session with the page

· onLeaveSite:  temporarily allow tracking while the user is browsing pages on a site, but terminate tracking when the user navigates away from the site, including ending the session with the site

· alerts
· Value:  true or false
· true:  show a dialog alerting the user that a third party is requesting location or tracking information about the user.  No limitation is assumed regarding the complexity of the dialog. The dialog can be as simple as an alert dialog with an OK button, or it could contain in context options that allow the user to block tracking.

· false:  do not show a dialog that alerts the user of third party tracking.
· The alerts preference is superfluous if doNotTrack is true, and the system actually blocks all tracking.

Example:
   "privacyPreferences": {
      "thirdPartyTracking": {
          "doNotTrack": "onLeaveSite",
          "alerts": true
      }
   }
A.3.3 privacyPreferences.thirdPartyScripts
Provides preferences for restriction of third party scripts on a web page or site. There is no default setting in this case, since the preference is specified in the context of the page or site.  Since there can be numerous sites and pages that these settings apply to, the thirdPartyScripts preference is an array of restrictions on a per site or per page basis.  Each site or page is defined by a URI.

·  site or page:
· Value: URI of the site or the page to which to apply the user’s preferred restrictions

· allow:
· Value: one of true, false, or temporarily.
· true: allow all scripts

· false: block all scripts

· temporarily:  allow all scripts to run for the current session.  That is, when the user leaves the site or page, the preference switches to false.


Example:
       "privacyPreferences": {
           "thirdPartyScripts": [{
              "site": "www.somewhere.com",
              "allow": "temporarily"
           },{
              "page": "www.elsewhere.com/login",
              "allow": true
           },{
              "site": "www.nefarious.org",
              "allow": false
           }]
       }
A.3.4 privacyPreferences.locationTracking
Provides a set of values and a whitelist of services that track the location of the user.  The default is to not allow any service to track the user’s location.  A service is specified using a URI, designated as a serviceURI.

Users can allow all services to track them, or allow no services to track them, or allow only a set of trusted services to track.  If the latter, the preferences allow the user to specify a list of trusted services.
· locationTracking:
· Value:  none (default), all, or a whitelist of trusted services
· none: indicates no location tracking is permitted by any service

· all: indicates that all services are allowed to track the user’s location
· array of serviceURIs:  a list of trusted services that are allowed to track the user’s location.

Examples:
The first two examples show all that is necessary to specify no tracking or, in contrast, tracking by any service. The third example shows how to state preferences for only trusted services.

Example 1 -- no service can track:
       "privacyPreferences": {
           "locationTracking": "none"
       }

Example 2 -- all services can track:
       "privacyPreferences": {
          "locationTracking": "all"
       }

Example 3 -- trusted services can track:
       "privacyPreferences": {
          "locationTracking": [  // whitelist of trusted services

        "serviceURI",


   "serviceURI",


   "serviceURI",


   …

     ]
       }
A.3.5 privacyPreferences.sharingContacts
A set of values and a whitelist of services with respect to sharing the user’s contacts (e.g., address book). The default is to disallow any contact sharing.
Users can share their contacts with all services, or allow no services access, or share with only a set of trusted services.  If the latter, the preferences allow the user to specify a list of trusted services, and whether to ask the user before sharing.
· sharingContacts:
· Value:  off (default), on, an optional askMeFirst, or a whitelist of trusted services.
· off: indicates that the user does not want to share their contacts with any service

· on: indicates that the user is willing to share their contacts with all services

· A structure that contains a Boolean value followed by a whitelist:

· askMeFirst:
· Value: true or false
· true: indicates the system needs to alert the user that they are about to share their contacts with services in their whitelist, and confirm that the user wants to share.

· false: indicates that the system does not alert the user about sharing their contacts with the services in their whitelist.

· whiteList:
· Value: a list of trusted services.  If a service is not listed, then contacts are not shared with that service.  Each service is specified using a serviceURI.


Examples:
The first two examples show all that is necessary to specify no sharing or, in contrast, sharing with any service.  The third and fourth examples show how to state preferences for only trusted services, and with and without confirmation.

Example 1 -- do not share contacts with any service:
       "privacyPreferences": {
          "sharingContacts": "off"
       }

Example 2 -- share contacts with all services:
       "privacyPreferences": {
           "sharingContacts": "on"
       }
Example 3 -- share contacts only with trusted services, but only with user’s confirmation:
       "privacyPreferences": {
          "sharingContacts": {
              "askMeFirst": true, 
              "whiteList": [
// whitelist of trusted services
                  "serviceURI",
                  "serviceURI",
                  "serviceURI",
                  "serviceURI",
                  "serviceURI",
                  …
              ]
          }

       }


Example 4 -- share contacts only with trusted services, but without user’s confirmation:
     "privacyPreferences": {
         "sharingContacts": {
             "askMeFirst": false, 
             "whiteList": [
// whitelist of trusted services
                 "serviceURI",
                 "serviceURI",
                 "serviceURI",
                 "serviceURI",
                 "serviceURI",
                 …
             ]
         }
     }
A.3.6 privacyPreferences.clearHistory
Defines which of a user’s browser history features are to be forgotten, and when.  The browser features are history, downloads, passwords, autofill form data, and the cache.  A special case is where users do not want these features recorded in the first place.  This is represented as the special time period “neverRemember”, meaning do not record or store historical information.

· clearHistory:
· Value: a set of browser features with an associated frequency for periodically clearing that feature.  All browser features MUST be listed.  The features to clear are:
· history

· downloads

· passwords

· autofillFormData

· cache

· The associated time periods are:

· neverRemember,

· hourly,

· daily (default),

· weekly,

· monthly,

· neverDelete,

· onQuit


Example:
This example shows a list of all the different browser features and how frequently they should be cleared.
      "privacyPreferences": {
          "clearHistory": {
              "history": "neverDelete",
              "downloads": "weekly",
              "passwords": "hourly",
              "autoFillData": "onQuit",
              "cache": "daily"
          }
      }
A.3.7 privacyPreferences.eraseAfterUsing
Defines whether specific personal information, which has been provided, needs to be erased and forgotten immediately after its use.  An example is providing one’s credit card information for making a purchase.  When the purchase is complete, and the information is no longer needed, this preference indicates that the user expects their credit card information will be erased.
· eraseAfterUsing:
· Value:  true (default) or false.
· true:  indicates that personal information is erased immediately after use.

· false: indicates that personal information is retained.


Example:
This example indicates that personal information should be erased immediately after it is no longer needed.
      "privacyPreferences": {
          "eraseAfterUsing": true
      }
A.3.8 privacyPreferences.allowAdvertising
Defines a set of values and a whitelist of advertisements.  The default is to not allow any advertisements.
Users can allow all advertisements to be shown, allow no advertisements, or allow only a targeted list.  The targeted list allows the user to specify trusted services.
· allowAdvertising:
· Value:  off (default), on, or a whitelist of targeted advertisements.
· off:  indicates no advertising is allowed

· on:  indicates that all advertising is allowed

· array: a list of allowed advertisements.  Each advertisement is identified as a serviceURI

Examples:
The first two examples show all that is necessary to prohibit any advertisements or, in contrast, allow all advertisements by any service.  The third example shows how to state preferences for only targeted advertisements.

Example 1 -- no advertisements:
        "privacyPreferences": {
            "allowAdvertising": "off"
        }

Example 2 -- all advertisements:
       "privacyPreferences": {
           "allowAdvertising": "on"
       }

Example 3 -- trusted services can track:
       "privacyPreferences": {
           "allowAdvertising": [  // whitelist of advertisements


    "serviceURI",      // URI of allowed advertisement



    "serviceURI",


    "serviceURI",


    …

      ]
       }
A.3.9 privacyPreferences.cookies
The cookies preference is a container for a number of privacy settings with respect to the creation of cookies, the sharing of cookie data, and when to force the expiration of a cookie.
· allowCreation:
· Value:  never, always, fromOriginalService (default), askFirst, or a whitelist of trusted services.
· never: indicates that cookie creation of any kind is not allowed.  Note that this may mean that a given page or site might not work as expected, especially if it cookies are required for normal functionality

· always: indicates that there are no restrictions on cookie creation

· fromOriginalService: indicates that cookie creation is allowed if the site currently visited is creating the cookie.  Third party cookie creation from the same page is not allowed.

· askFirst: requires the system to present a confirmation dialog to the user to confirm if a cookie or cookies can be created when a service attempt is to do so.

· A whitelist of trusted services: an array of serviceURIs representing trusted services that are allowed to create cookies

· allowSharing:
· Value: never (default), always, askFirst, or a whitelist of trusted services.
· never: indicates that cookie sharing of any kind is not allowed.

· always: indicates that there are no restrictions on cookie creation

· askFirst: requires the system to to present a confirmation dialog to the user asking if a cookie or cookies can be shared.

· A whitelist of trustedServices: an array of serviceURIs representing trusted services with which sharing cookies are allowed

· expiration:
· Value: endOfSession, whenLeavingSite (default), daily, weekly
· endOfSession: indicates that cookie data is to be erased at the end of the session

· onLeaveSite: indicates that cookies are erased when the user leaves the site

· daily: indicates that cookies are deleted at the end of the day

· weekly: indicates that cookies are deleted at the end of the week


Examples:
      "privacyPreferences": {
          "cookies": {
              "allowCreation": [    // whitelist of trusted services
                  "serviceURI",
                  "serviceURI",
                  "serviceURI",
                  …
              ],
              "allowSharing": "askFirst",
              "expiration": "daily"
          }
      }
      "privacyPreferences": {
          "cookies": {
              "allowCreation": "always",
              "allowSharing": [    // whitelist of trusted services
                  "serviceURI",
                  "serviceURI",
                  "serviceURI",
                  …
              ],
              "expiration": "endOfSession"
          }
      }
A.3.10 privacyPreferences.dataControl
This group of preferences allows users to view, update, delete, set expiration dates, and ask for details about how their information is being used or disclosed.  The preferences represent user requests about their personal information as managed by some organization. The preferences or requests are on a per-organization basis.  Organizations are specified by a serviceURI.  Since a user can supply information to multiple organizations, the dataControl preferences are a list of requests for each organization.
With the exception of the expiration request, the values of each preference are true or false, meaning the user either is inquiring about that aspect of their personal information (a value of true), or they are not (false).  A missing preference is equivalent to false for that request.
· viewAll: user wants to view all data held by the organization
· editUpdateAll: user wants to update the accuracy of their data, and submit changes back to the organization
· howUsed:  user requests an explanation as to how their data is being used by the organization
· howDisclosed: user requests which third parties the organization has disclosed their personal information to, and for what purposes.
· deleteAll: user wants to delete all the personal information held by the organization
· expiration: user specifies when their personal information is to be deleted
· Value: date/time in ISO-8601 format (ISO 8601:2004, Data elements and interchange formats — Information interchange — Representation of dates and times)


Example:
      "privacyPreferences": {
          "dataControl": [{
              "organization": "www.somewhere.com",
              "editUpdateAll": "true",
              "howUsed": "true",
              "howDisclosed": "true"
          }, {
              "organization": "www.elsewhere.com",
        "expiration": "2017-04-05T14:30Z"
          }]
      }
A.3.11 Full Preference Set Example
 "privacyPreferences": {
      "thirdPartyTracking": {
          "doNotTrack": "onLeaveSite",
          "alerts": true
      },
      "thirdPartyScripts": [
        { "site": "www.somewhere.com", "allow": "temporarily" },
        { "page": "www.elsewhere.com/login", "allow": true },
        { "site": "www.nefarious.org", "allow": false }
      ],
      "locationTracking": [  // whitelist of trusted services


"serviceURI",


"serviceURI",


"serviceURI"

 ],
      "sharingContacts": {
           "askMeFirst": true, 
           "whiteList": [
   // whitelist of trusted services
               "serviceURI",
               "serviceURI",
               "serviceURI",
               "serviceURI"
           ]
      },
      "clearHistory": {
          "history": "neverDelete",
          "downloads": "weekly",
          "passwords": "hourly",
          "autoFillData": "daily",
          "cache": "onQuit”
      },
      "eraseAfterUsing": true,
      "blockAdvertising": [  // whitelist of targeted advertisements


"serviceURI",


"serviceURI",


"serviceURI",


…

],
      "cookies": {
          "allowCreation": "always",
          "allowSharing": [    // whitelist of trusted services
              "serviceURI",
              "serviceURI",
              "serviceURI",
              …
          ],
          "expiration": "endOfSession"
      }
      "dataControl": [{
          "organization": "www.somewhere.com",
          "editUpdateAll": "true",
          "howUsed": "true",
          "howDisclosed": "true"
      }, {
          "organization": "www.elsewhere.com",
     "expiration": "2017-04-05T14:30Z"
      }]
 }
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