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SECTION I.  HIPAA PRIVACY COMPLIANCE

SECTION A:  POLICIES AND FORMS IMPLEMENTING INDIVIDUAL RIGHTS
1.
PATIENT REQUESTS FOR RECORDS


POLICY: 
PATIENT REQUESTS FOR RECORDS
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Patient Requests for Access to and Copying of Protected Health Information
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PURPOSE   

Patients are permitted in most circumstances to inspect and obtain copies of their protected health information (“PHI”).  This policy describes the Provider’s process for:  (1) determining whether to provide access to and a copy of PHI to a patient or patient representative or surrogate; (2) making such disclosures; (3) denying disclosure and copying in certain circumstances; and (4) providing for appeal of that denial in certain circumstances. 

POLICY

1.
Definitions
a.
Designated record set:  The designated record set includes the patient’s medical record and any other record Provider personnel use to make decisions about a patient.  The designated record set does not include quality assurance or other peer review information or documents.

b.
Medical record:  All records maintained for purposes of patient treatment, including reports, notes, orders, diagnoses, treatments, test results, photographs, medical images, records obtained from other providers and psychological records.  The medical record includes billing records.  The medical record does not include quality assurance or other peer review information or documents.  

c.
Minor:  Any patient under the age of 18 years who is not emancipated under state law.

d.
Patient:  The person whose treatment occasioned the making of the medical record.

e.
Psychotherapy notes:  Psychotherapy notes are those recorded (in any medium) by a mental health professional documenting or analyzing the contents of conversation during a private counseling session or a group, joint, or family counseling session and, that are separated from the rest of the individual’s medical record.  These are records that are kept as private records of a mental health professional.

Psychotherapy notes do not include medical records and do not include records of medication prescription and monitoring, counseling session start and stop times, the modalities and frequencies or treatment furnished, results of clinical tests, and any summary of diagnosis, functional status, the treatment plan, symptoms, prognosis and progress to date.

f.
Representative:  An individual who is authorized, either by the patient or by State law, to make health care treatment decisions for the patient when the patient is unable to do so.    

2.
Right to Inspect and Copy Records
Except as set forth in this policy, a patient or patient’s representative is entitled to inspect or have copies made of PHI in the designated record set.

3.
Processing Requests for Inspection and Copies
a.
Written request:  A request for a patient’s designated record set or any part of the designated record set must be in writing.  A person may ask for a record request form by telephone.  If this occurs, obtain the requestor’s address and mail the request form.  Alternatively, have the requestor fax a written request containing the elements included on the Provider’s request form.  Do not require the requestor to come to the Provider’s facility in person to make a request. 

b.
Route to appropriate personnel:  [Insert title or job function of person(s) who will handle, such as “Office Manager” or “administrative staff”] will handle requests for the medical record, and [insert title or job function of person(s) who will handle] will handle requests for the billing record.

c.
Log in request:  Upon receipt of a written request for all or part of a patient’s designated record set, log in the request in [insert name of Provider’s calendaring system].  Log in a reminder that a response must be made thirty days after the date of receipt.  

d. 
Identification:  Upon receipt of a written request, obtain identification from the requestor or confirm that such identification has already been obtained.  [The Provider should insert its current procedure for obtaining identification.]  If the requestor is not the patient, follow the procedures set forth in Section 4, below.

e.
Psychiatric or psychological records:  Before copying or otherwise providing access to the designated record set, conduct a review of the records to determine whether the record set contains records of psychiatric or psychological care or treatment for a mental disorder or serious mental illness. 

(1)  If the record set may contain any such records, notify [insert title of administrator or member of management].  Before copying or otherwise disclosing such records, obtain physician/psychologist approval of access if feasible.  

(2)
If the physician/psychologist is not available within a reasonable time, contact the [insert title of administrator or member of management] to review and decide whether access can be granted or must be denied in accordance with Section 6, below.

(3)
If the physician/psychologist or [insert title of administrator or member of management] advises you that patient access to all or a portion of the record should be denied, follow the instructions in Section 6, below.

4. Requestors Who Identify Themselves as Patient Representatives
When the requestor is not the patient, but identifies him or herself as representing the patient, access to records and copying is permitted in the following circumstances:

(1)
The requestor has a written authorization from the patient to obtain access, and the authorization meets the requirements set forth in Policy:  Use and Disclose Protected Health Information Requiring Patient Authorization. 

(2)
The requestor is an adult patient’s guardian:  Obtain a copy of the court order appointing the requestor as guardian, or a written and notarized statement that a court appointed the requestor as the patient’s guardian and that the appointment still is valid.

(3)
If a guardian has not been appointed, and the requestor is the patient’s agent under a healthcare power of attorney or mental health care power of attorney.  Obtain the signed, valid power of attorney naming the requestor as the patient’s agent and confirm with the patient’s physician that the patient is unable to make his or her own health care decisions.

(4)
If a guardian has not been appointed and the patient does not have a health care or mental health care power of attorney, the requestor is the patient’s health care decision maker under State law.  Confirm with the patient’s physician that the patient is unable to make his or her own decisions.

(5)
The requestor is a minor patient’s parent or guardian.

(a)
Review the records to determine whether the patient has been considered emancipated or is otherwise competent to give informed consent.  If so, require written consent from the patient before providing parent or guardian access to records [or insert your present process for making this decision].  

(b)
[If the Provider does not allow parent or guardian access to minor reproductive health records or other types of records, insert the following:  Before copying or otherwise providing access to records to the requestor, review the records to determine whether the patient received reproductive health services or other services to which the minor may give consent.  If so, contact [insert title of administrator or member of management] before granting access to or copying records.]

(c)
Obtain identification verifying that the requestor is the parent or guardian.

(6)
The requestor is a person entitled to see the records of a deceased patient.  See Policy:  Uses and Disclosures of Protected Health Information Concerning Decedents.

5.
Time Frames for Responding to Requests To Inspect and Copy Medical Records
a.
Copies of records will be provided, or a written denial made, in response to requests from patients or their representatives for access to all or part of the patient’s designated record set within thirty days of receipt of the request.  

b.
If Provider personnel cannot produce the records within the time limits in paragraph 5(a), mail to the requestor a written statement explaining the delay and setting forth the date which the Provider will provide records or a response.  Provider personnel may have only thirty extra days under this extension.

c.
Provider personnel processing a request for access will log in these dates in [insert name of Provider’s calendaring system].

6.
Denial of Access to the Patient’s Designated Record Set 

a.
A decision to deny access to or copying of a patient’s designated record set, in response to a request by the patient or patient representative, may be made on the following grounds:  

(1)
The Provider does not maintain the records.

(2)
The requestor, if not the patient, is not authorized to receive the records under paragraph 4 and the patient has not authorized the disclosure.

(3)
The requestor is a parent or guardian but is not authorized to receive the records because the minor patient is emancipated, married, homeless [insert “or the records involve reproductive health care” if applicable].
(4)
The records are psychotherapy notes.
(5)
The information was compiled in reasonable application of civil, criminal or administrative proceedings.
(6) The information is held by the Provider under the direction of a correctional institution, and allowing an inmate to obtain his or her PHI would jeopardize the health, safety, security, custody or rehabilitation of the inmate, other inmates, or staff members at the correctional institution;

(7) 
The patient has agreed, as part of the research protocol, to limit his or her access to the PHI for the duration of the research project.  Provider personnel will inform the patient that the right of access will be reinstated upon completion of the research;

(8) 
The Provider is a government Provider, and the patient would be denied access to the PHI under the Federal Privacy Act, 5 U.S.C. § 552a;

(9)
The information was obtained from someone other than Provider personnel or another health care provider under a promise of confidentiality, where access to the information would be likely to reveal the identity of the source of information;

(10)  A licensed health care professional determines that access is reasonably likely to endanger the life or physical safety of the individual or another person, or to cause substantial harm to such other persons;

(11)  The PHI makes reference to another person (unless the person is a health care provider), and a licensed health care professional determines that access is reasonably likely to cause substantial harm to that other person.

(12)  The request for access is made by the patient’s personal representative, and a licensed health care professional determines that disclosure of the information to the personal representative is reasonably likely to cause substantial harm to the patient or another person. 

b.
In all cases in which access to records will be denied, Provider personnel will make reasonable efforts to provide access to all records that do not provide grounds for denial.  

c.
[Optional insert:  In all cases in which Provider personnel has determined that access should be denied, notify [the Privacy Official, and insert title of administrator or member of management] and allow time for review before notifying the requestor.]

d.
Procedures for denying access to designated record set.

(1)
In all cases, the requestor will be notified in writing of a decision to deny access to all or part of the designated record set, including a short statement of the basis for the denial.

(2)
The notice will contain a description of how the requestor may file a complaint with the Provider’s [insert title of responsible person, such as the Privacy Official or other contact person or office], and with the Department of Health and Human Services.

(3)
In cases in which the requestor is entitled to an appeal of a denial, the requestor will be so notified and receive instructions for filing an appeal.

(4)
If the Provider does not maintain the requested records, but knows where the information may be obtained, the requestor will be notified of this information.

e.
Appeals of denials of access to designated record set.

(1)
For denials based on the grounds set forth in Section 6(a)(10) – (12) set forth above, the notice will give the requestor the right to an appeal.

(2)
The appeal is an internal review process whose purpose is to review the initial decision to deny access to a record and determine whether that denial satisfied the grounds for denial set forth in Section 6(a) set forth above. 

(3) All appeals will be in writing.

(4)
Upon receipt of a written appeal, Provider personnel will log the appeal in [insert name of Provider’s calendaring system].

(5)
[Insert title of responsible person, such as the Privacy Official] will forward the appeal and the reasons for denial to the [insert person to handle the appeal, who must be a licensed health care professional and who was not directly involved in the original decision to deny access.  This function should appear in the designated person’s job description]. 

(6)
If the [insert designated administrator/member of management] is not available or previously participated in the matter, another appropriate individual should be chosen to review the matter.  

(7)
The appeal review will be completed in a reasonable time.   

(8)
[Insert title of responsible person, such as the Privacy Official] will notify the requestor promptly in writing.

(9)
Documentation of the requestor’s written appeal, the appeal reviewer’s decision, and the notice to the requestor will be maintained in [insert location, such as the correspondence/legal review section of the medical record].  

(10)The title of the person or office designated to receive and process requests for protected health information will be maintained for [insert retention period, which must be at least six years].

7.
Methods of Granting Requests for Record
a. If the PHI is maintained in one or more designated record sets electronically and the requestor requests an electronic copy of that information:

(1) The requestor will have access to the records in the format he or she requests if they are readily producible in that format.
“Readily producible” in this context means electronic copies that are currently available on the Provider’s systems.  [Insert any methods that will be considered “readily producible” by the Provider.  For instance, if the Provider can easily create a PDF of the records, explain this method in the policy.]
(2) If the records are not readily producible in the format requested, the requestor will have access to the records in a readable electronic form and format as agreed to by the Provider and the individual.  If the requestor declines to accept any of the electronic formats that are readily producible, the Provider must provide a hard copy.
(3) Even if more than one set of identical records exists, the requestor will be entitled only to one copy. 
(4) The requestor may request a summary of the designated record set, in lieu of a copy of the entire record.  A summary will include [insert what summary will include; for example, copies of the history and physical and visit summaries and the cover page of the billing records for each visit].
(5) Documentation of the records disclosed to the requestor will be kept for a period of [insert retention period, which must be at least six years].
(6) If the patient is in-house where the patient asks to inspect or copy PHI in the designated record set, [insert cross-reference to Provider’s existing policy].
(7) If the request for access instructs the Provider to transmit the copy directly to another person designated by the patient, the Provider must provide the copy to that designated person, as long as the patient’s request is in writing, is signed by the patient, and clearly identifies the designated person and where to send the copy.  An electronic signature would qualify, as long as such signature is valid under applicable law, and the Provider has procedures to verify the identity of the patient.

b. For all other requests:
(1) The requestor will have access to the records in the format he or she requests if they are readily producible in that format. 
(2) “Readily producible” means in hard copies. [Insert any other methods that will be considered “readily producible” by the Provider.  For instance, if the Provider uses an electronic medical record and can make a medical record available online to the patient, explain this method in the policy].
(3) Even if more than one set of identical records exists, the requestor will be entitled only to one copy. 
(4) The requestor may request a summary of the designated record set, in lieu of a copy of the entire record.  A summary will include [insert contents, such as copies of the history and physical and visit summaries and the cover page of the billing records for each visit].
(5) Documentation of the records disclosed to the requestor will be kept for a period of [insert retention period, which must be at least six years].
(6) If the patient is in-house where the patient requests to inspect or copy PHI in the designated record set, [insert cross-reference to Provider’s existing policy].
(7) If the request for access instructs the covered entity to transmit the copy directly to another person designated by the patient, the Provider entity must provide the copy to that designated person, as long as the patient’s request is in writing, is signed by the patient, and clearly identifies the designated person and where to send the copy.  An electronic signature would qualify, as long as such signature is valid under applicable law, and the Provider has procedures to verify the identity of the patient.

8. Charges

The Provider may charge a reasonable cost-based fee for copies of the record for the patient or the patient’s representative.  [Insert Provider’s method for determining fees for electronic and hard-copy records.]
FORM:
 REQUEST FOR RECORDS

NAME OF PATIENT










Date of birth:





                                       


[Other identifiers as desired by Provider]






IF YOU ARE NOT THE PATIENT:

What is your name?










Your relationship to patient:







 

What gives you authority to receive the patient’s information:

 
 
Written patient authorization (please attach)



You are the patient’s parent or guardian (please attach evidence)



You are the patient’s health care decision maker (please attach evidence, such as a medical power of attorney)



The patient is deceased, and you are the personal representative of the patient’s estate (please attach evidence)


 
Other (please explain):  ______________________________________

INFORMATION REQUESTED



Written medical records for visits dated: 




Medical imaging studies (x-rays, [insert other medical images]) for visits dated:









______




Billing records for visits dated:



 


A summary of medical records (patient history and summary or progress notes for each visit) for visits dated:  







A summary of billing records (cover page of the patient billing statement for each visit) for visits dated:  ___________   



The complete medical record.

______
Other:  Explain  




CHARGES FOR INFORMATION

I understand that I may be charged for the copies as follows:

· Electronic copies of records can be provided at a charge of [insert; cannot be a per-page fee if PHI is maintained electronically].

· Written medical and billing records will be copied at a charge of ___ per page.

· X-rays will be copied at a charge of ___ per film.

· [Insert charges for other medical imaging reports].

· A summary of medical records can be provided, at a charge of [insert].

· A summary of billing records can be provided, at a charge of [insert].

· All information mailed will be subject to postage or other delivery fees.

METHOD OF DELIVERING INFORMATION:



 I will pick up the records at [insert location, such as “my doctor’s office at [insert address]”]


Please mail the records to me at








Please mail the records to (insert designated third party’s name) 




 at 








I will review my original records onsite.  I will call the Provider to arrange a time to do so, at [insert phone number].

I am authorized to receive copies of the medical and billing records for (insert patient’s name) 








.  I understand that I may be charged as set forth above for the copies of records I have requested and for postage, if needed, and I agree to pay the total charges upon receipt of the copies. 

Signature 
FORM:
 NOTICE THAT MORE TIME IS NEEDED

[Provider letterhead]

CONFIDENTIAL 
Re:  Request for Records

Dear _________:

We have received your written request for records dated _________.  We try to respond promptly to all such requests.  Unfortunately, [insert as appropriate: all the records you requested are not available on-site/we have not yet been able to complete our review of your request], and we need additional time to respond to your request.  We expect to be able to provide a response to you no later than [insert deadline for response].  

We are sorry for the delay, and we appreciate your patience. 

Sincerely, 

[insert ccs as appropriate]
FORM:
 NOTICE OF GRANT OF REQUEST FOR RECORDS

[Insert Provider letterhead]

CONFIDENTIAL
Re:
Records of patient [insert patient name]

Dear ____:

This is to inform you that your request for records has been granted.  [Insert as appropriate:] [Your records are enclosed.] [Your records were sent to the third party designated by you.]  [You have told us that you will pick up the records at the [insert location, such as “at the front desk” or “at our office at [insert address]”].  You may do so any time between the hours of [insert time] and [insert time].] [Insert:  Please call me for an appointment to review your records at [insert number].]

Thank you for your patience and cooperation.

Sincerely, 

[Insert ccs as appropriate] 
FORM:
 NOTICE OF DENIAL OF REQUEST FOR RECORDS

[Insert Provider letterhead]

CONFIDENTIAL 
Patient: _____________

Dear _________:

This letter responds to your request for records dated _________.  We try to respond promptly and completely to requests for patient records from patients or their authorized representatives.  However, the law prohibits us from disclosing certain types of information.

In this case, we have decided that we cannot disclose [insert a very general description of information that is not being disclosed, e.g., records concerning treatment by Dr. XYZ].  This is because [insert a very general description of reason for nondisclosure, e.g, “we cannot verify that you are an authorized patient representative” or “your physician has concluded that disclosure of these records is not in your best interest at this time.”]    

[INSERT IF APPEAL IS PERMITTED:

 You are entitled to appeal this denial.  If you wish to file an appeal, please send your appeal in writing to my attention.  Your appeal will be submitted to the [insert title or position of person that will decide on the appeal], who will review the entire matter and make a final decision within a reasonable time.  Once a decision has been made, you will be notified promptly.]  

[INSERT IF SOME RECORDS ARE BEING DISCLOSED: 

Although you cannot be given access to all of your records, the remainder of the records you requested have been copied and are enclosed.]

[INSERT IF PROVIDER DOES NOT MAINTAIN THE RECORDS, BUT KNOWS WHERE THEY ARE:

Although we do not maintain the records you have requested, it is our understanding that the records you seek may be located at [insert location, address, and phone number if available].  You can request your records directly at that location.]

If you wish to make a complaint about our decision to deny your request, please send your complaint in writing to [insert name or title of designated complaint contact person or office, such as the Privacy Official].  Your concerns will be taken seriously.   

You may also submit a complaint to the United States Department of Health and Human Services (“HHS”).  If you wish to complain to HHS, send your complaint in writing (either on paper or electronically), to Regional Manager, CMS Region ___  [insert address for appropriate CMS Region].  If you decide to complain to HHS, you must do so within 180 days from the date of this letter.  


If you have any questions, please do not hesitate to call me at [insert phone number].
Sincerely, 

[insert ccs as appropriate] 
FORM: 
INTERNAL NOTICE OF REVIEW OF DENIAL OF REQUEST FOR RECORDS

[Insert Provider letterhead] 

Memorandum

CONFIDENTIAL 
From: 

To:  [insert name of internal reviewer]

Re:  Review of denial of request for records of [insert patient’s name]

On ____, we notified [insert name of requestor] that the Provider denied his/her request for records.  The request was denied because [insert reasons, including name of involved physicians or psychologists as appropriate].  A copy of the Provider’s letter to the requestor is enclosed.

The requestor has now exercised his/her right to appeal the denial.  Please confirm that you did not participate in the original decision to deny the request for records.  If you did not participate, please contact me at [insert extension] to set a time to review the records as soon as possible.  Thanks. 

[insert ccs as appropriate]

APPELLATE REVIEW: 

I have reviewed the record and entire matter, and I conclude that the denial DOES / DOES NOT meet the criteria for denial set forth in [insert location of criteria, such as “Policy: Patient Requests for Records”].  

Give reasons for conclusion: 

Signature:

Print name:

Date:

Return to: [insert title of responsible person, such as the Privacy Official]

2.
PATIENT REQUESTS TO AMEND RECORDS


POLICY: 
PATIENT REQUESTS TO AMEND RECORDS

Topic:
Patient Requests to Amend Protected Health Information
Last Revision(s):



Approval



Signature:

Date:



PURPOSE

Patients are entitled to ask the Provider to amend protected health information (“PHI”) in their designated record set.  This Policy describes the Provider’s process to:  (1) determine whether a patient request for amendment will be granted or denied; (2) implement a grant of such a request; and (3) deny such a request.

POLICY

1.
Receipt of Request for Amendment
a. Written request:  A patient must submit a request to amend PHI in his or her designated record set in writing.  

b. Log in requests: Upon receipt of a written request to amend, log in the request in [insert name of Provider’s calendaring system].  Log in a reminder that a response must be made within sixty days after receipt of the request.
c. Open request file:  Upon receipt of a written request to amend, begin a file for the patient request.  All correspondence with the patient will be kept in this file until the request is resolved.  

d. Identification:  Upon receipt of a written request, obtain identification of the requestor by [insert your current procedure for obtaining identification.]

2.
Requestors Who Identify Themselves as Patient Representatives
(1)
The requestor is an adult patient’s guardian:  Obtain a copy of the court order appointing the requestor as guardian, or a written and notarized statement that a court appointed the requestor as the patient’s guardian and that the appointment still is valid.

(2)
If a guardian has not been appointed, and the requestor is the patient’s agent under a healthcare power of attorney or mental health care power of attorney:  Obtain the signed, valid power of attorney naming the requestor as the patient’s agent and confirm with the patient’s physician that the patient is unable to make his or her own health care decisions.

(3)
If a guardian has not been appointed and the patient does not have a health care or mental health care power of attorney, and the requestor is the patient’s authorized health care decision maker under State law:  Confirm with the patient’s physician that the patient is unable to make his or her own decisions.

(4)
If the requestor is a minor patient’s parent or guardian:
(a)
Review the records to determine whether the patient has been considered emancipated or is otherwise competent to give informed consent.  If so, require written consent from the patient before providing parent or guardian access to records [or insert your present process for making this decision].

(b)
[If the Provider does not allow parent or guardian access to minor reproductive health records or other types of records, insert the following:  Before copying or otherwise providing access to records to the requestor, review the records to determine whether the patient received reproductive health services or other services to which the minor may give consent.  If so, contact [insert title of administrator or member of management] before granting access to or copying records.]

(c)
Obtain identification verifying that the requestor is the parent or guardian.

(5)
The requestor is a person entitled to see the records of a deceased patient.  See Policy:  Uses and Disclosures of Protected Health Information Concerning Decedents.

3.
Time Frames for Responding to Requests for Amendment
a. The Provider will notify the requestor of its decision on a request for amendment of all or part of the designated record set within 60 days of the request.

b. The 60-day time limit in Section 3(a) above will be extended to 90 days if a response cannot be made in 60 days.  If an extension is needed, notify the patient in writing before the end of the initial 60-day time frame.  

c. Provider personnel processing a request for amendment will log these dates in [insert name of Provider’s calendaring system.]

4.
Determining Whether to Grant or Deny Request for Amendment
a.
The request to amend will be granted unless: 

(1) The Provider did not create the information, unless the patient provides a reasonable basis to believe that the originator of the information is no longer available to act on the requested amendment; 

(2) The requested information is not part of the designated record set;  

(3) A request for inspection would be denied under Policy: Access to Protected Health Information, regarding policy on patient request for access to and copying;

(4) The record is accurate and complete; or

(5) If the requestor identifies him or herself as a patient representative, the authorization of the requestor to amend the records cannot be verified to the satisfaction of Provider.  

b.
The record will be considered “accurate and complete” for purposes of Section 4(a)(4) above when, after consultation with the affected health care professional, [insert title of responsible administrator or member of management] concludes that it is more likely than not that the facts or omissions alleged in the request for amendment did not occur, or were unknown to the health care professionals involved in the case, or were not appropriate for recording in the medical record based on the Provider’s medical record documentation policy. 

c.
Requests to amend by their nature question the integrity of the medical record.  Careful review is needed before determining whether to grant the request.  Upon receipt of a request to amend, Provider personnel will notify the [insert title of responsible administrator or member of management].  [Insert title of responsible administrator or member of management] will then take the following actions: 

(1) If the request is for amendment of a health care professional’s documentation in the record, [insert title of responsible administrator or member of management] will notify the affected professional if available.

(2) [Insert title of responsible administrator or member of management] will review the record with the affected health care professional and determine whether the request for amendment is subject to any of the factors set forth in Section 4(a) above.  If the request is not subject to any of the factors in Section 4(a) above, [insert title of responsible administrator or member of management] will follow the process in Section 5, below.  If the request is subject to any of the factors in Section 4(a), [insert title of responsible administrator or member of management] will follow the process in Section 6, below. 

(3) All grants of amendment will be approved by [insert any other people who must approve, such as a member of management or legal counsel] before notices are sent to the patient. 

5.
Grant of Request to Amend
a.
Upon granting a request to amend, [insert title of responsible administrator or member of management] will make the amendment by [insert process that flags the page or pages to be amended and links that page to a separate page or pages in the record setting forth the amendment.]   DO NOT under any circumstances obliterate, line through or otherwise deface the medical record or any entry in it. 

b. [Insert title of responsible person, such as the Privacy Official] will notify the patient that the request for amendment has been granted.  The notice will include a request that the patient supply the identity of persons or organizations who have received the PHI needing amendment.  The patient will be asked for permission to share the amendment with the people or organizations who received the information, which are identified either by the patient and the Provider. 

c. [Insert title of responsible administrator or member of management] will identify all persons or organizations to whom the Provider sent the PHI and may rely on it to the patient’s detriment.  

d. Upon receipt of the patient’s permission, the Provider will make reasonable efforts to notify those persons and entities to which the patient has granted permission to share the amendment under paragraph 5(c) of the amendment.

e. Document the decision to amend the patient’s permission to notify third parties, and the Provider’s attempts to notify third parties [insert a specified section of the medical record in which this information will be kept].

6. 
Denial of Request for Amendment
a.
[Insert title of responsible person, such as the Privacy Official] will notify the patient in writing of a denial of the request for amendment. The notice will include:

(1) The basis for the denial in accordance with Section 4, above; 

(2) A statement that the patient may file a statement of disagreement with the Provider, how to file the statement, and limitations on the length of the statement of disagreement; 

(3) A statement that if the patient does not want to file a written disagreement, the patient can ask the Provider to provide the patient’s request and the Provider’s denial with future disclosures of the records [or insert that the Provider will enclose the patient’s request and the Provider’s denial with future disclosures of the records]; 

(4) A description of how the patient may complain to the Provider and to the U.S. Department of Health and Human Services.

b.
Statement of Disagreement/Statement of Rebuttal.

(1) A patient whose request for amendment of the medical record has been denied may file a written statement of disagreement within 30 days of receiving a denial notice.    

(2) Upon receipt of a statement of disagreement, Provider personnel will notify [insert title of responsible administrator or member of management].  

(3) [Insert title of responsible administrator or member of management] will:

(a) Communicate as needed with the health care professionals involved in the case;

(b) Determine, in collaboration with [insert appropriate personnel, such as the Privacy Official, legal counsel, and/or others], whether the Provider should file a statement of rebuttal;

(c) Draft, in collaboration with [insert appropriate personnel, such as the Privacy Official, legal counsel, and/or others], a statement of rebuttal as needed.

(d) Direct that the patient receive written notice and a copy of the statement of rebuttal. 

(4) A statement of rebuttal will include the basis for disagreement with the requestor’s position. 

7.
Inclusion in Future Disclosures of PHI
a.
If the requestor submits a statement of disagreement, [insert title of responsible administrator or member of management] will include or provide a link to the request to amend, the Provider’s denial, the patient’s statement of disagreement, and the Provider’s rebuttal (if any), and Provider personnel will include those in future disclosures of the record.

b.
If the requestor does not submit a statement of disagreement, but requests the Provider to include the request to amend and the Provider’s denial with future disclosures, [insert title of responsible administrator or member of management] will include or provide a link to the request to amend and the Provider’s denial and Provider personnel will include these in future disclosures of the record.  [Or, if the Provider decides always to include the request to amend and Provider’s denial in the record, insert: “[Insert title of responsible administrator or member of management] will include or provide a link to the request to amend and the Provider’s denial, and Provider personnel will include these in future disclosures of the record.”]

8.
Amendments by Other Covered Entities
a.
Upon receipt of a notice from another entity that it has amended a patient’s PHI, [insert title of responsible administrator or member of management] will review the patient’s record to determine whether the records amended by the other entity are in fact the Provider’s records.  

b.
If the records are the Provider’s records, [insert title of responsible administrator or member of management] will:

(1) Notify the patient that the records purportedly amended are the Provider’s records, and that the Provider will review the matter to determine whether or not to grant a request for amendment;

(2) Follow the procedures set forth in Sections 3-7 above. 

(3) If the records are not the Provider’s records and the Provider has copies of the records, [insert title of responsible administrator or member of management] will make the amendment by the methods set forth above in Section 5.

(4) Provider will maintain documentation of amendments by other entities in [insert a specified section of the medical record] for [insert retention period, which must be at least six years]. 

9.
Documentation 

a.
Retain the titles of the persons or offices responsible for amendments for [insert retention period, which must be at least six years].  

b.
Retain all correspondence with patients concerning requests to amend for [insert retention period, which must be at least six years], whether that correspondence is maintained in the patient’s record or in separate files.
FORM:
NOTICE THAT MORE TIME IS NEEDED

[Insert Provider letterhead]

CONFIDENTIAL 

Re:  Request to Amend Records

Dear _________:

We have received your written request to amend records dated _________.  We try to respond promptly to all such requests.  Unfortunately, [insert as appropriate: all the records you requested are not available on-site/we have not yet been able to complete our review of your request], and we need additional time to respond to your request.  We expect to be able to provide a response to you no later than [insert deadline for response].  

We are sorry for the delay, and we appreciate your patience. 

Sincerely, 

[insert ccs as appropriate to the Provider]
FORM:
NOTICE OF GRANT OF REQUEST TO AMEND RECORDS

[Insert Provider letterhead]

CONFIDENTIAL

Re:  Request to Amend Records

Patient ___________ 

Dear ____________:

We have received your request to amend the records identified above.  This notifies you that your request has been granted.  

With your permission, we will notify others who have the record that is being amended.  If you would like us to notify others, sign your name on the signature line at the bottom of this page.  In addition, please supply the name, address and phone number of health care providers or others that you know have copies of the records being amended.  Please return the letter to my attention.

I enclose a copy of this letter for your records.  Thank you for your cooperation.

Sincerely, 

[insert ccs as appropriate]

I hereby consent to [insert Provider name] notifying other persons or organizations who have the record being amended.  This will include people or organizations I list below, and people or organizations identified by the Provider.

_________________________________      Date________________________

Signature

_________________________________
_________________________________

Print name




Relationship to patient

The following persons or organizations have a copy of the records:

Name





Address




Phone
FORM:
NOTICE OF DENIAL OF REQUEST TO AMEND RECORDS

[Insert Provider letterhead]

CONFIDENTIAL

Re:  Request to Amend Records

Patient ____________

Dear _____________:

We have received your request dated _____to amend the records identified above.  This is to inform you that your request is being denied, for the following reason:  

[INSERT ONE OR MORE OF THE FOLLOWING REASONS: 

· The Provider did not create the information you asked us to amend.  Please contact the health care provider who created the information to request amendment.  If you believe that health care provider is no longer available to consider your request, please let us know.
· The information you asked us to amend is not part of your medical record and is not used to make decisions about your health care.
· The Provider believes that the information you asked us to amend is accurate and complete.
· You asked the Provider to amend records on behalf of the patient, but you have not demonstrated that you have the authority to act on behalf of the patient.]

You are entitled to submit a written statement setting forth your disagreement with this decision.  The statement must be submitted to my attention within thirty days and may be no more than one 8½ x 11 inch page of single-spaced typed text long.  If you submit a statement of disagreement, it will be placed in the record and included in future authorized disclosures of the medical record.   

If you do not want to submit a statement of disagreement, you may request that the Provider place your request to amend in the medical record.  If you make this request, the Provider will place your request to amend in the medical record, along with this letter, and these documents will be included in future authorized disclosures of the medical record.  If you want your request for amendment and this letter to be placed in the medical record, please sign on the signature line at the end of this letter, and return the letter to my attention.  A copy of this letter is enclosed for your files.   [If the Provider chooses to place all requests to amend and Provider responses in the record, insert:  “The Provider will place your request to amend in the medical record, along with this letter, and these documents will be included in future authorized disclosures of the medical record.”]  

If you wish to make a complaint to the Provider about this denial of your request to amend records, please send your written complaint to [insert name or title of designated complaint contact person or office].  Your concerns will be taken seriously.   

You may also complain to the Department of Health and Human Services by sending HHS your complaint in writing (either on paper or electronically), to Regional Manager, CMS Region ___, [insert address for appropriate CMS Region].  If you decide to complain to HHS, you must do so within 180 days from the date of this letter.   

If you have any questions, please do not hesitate to call me at 

.

Sincerely, 

[insert ccs as appropriate]

Please place my Request to Amend Records dated ____ and this letter in the record, and include them in future authorized disclosures of the record. 

Signature ___________________________________  Date____________________________

Print name:__________________________________________________

FORM:
NOTICE OF REBUTTAL TO STATEMENT OF DISAGREEMENT

[Insert Provider letterhead]

CONFIDENTIAL

Re:  Request to Amend Records

Patient: _________

Dear _______________:

We received your statement of disagreement dated _______, which you submitted after the Provider denied your request to amend the records identified above.  I enclose a copy of the Provider’s statement (called a “rebuttal”) that responds to your statement of disagreement. 

The following documents are being placed in the record and will be included in future authorized disclosures of the record:  your request to amend records; the Provider’s denial of your request; your statement of disagreement; and the Provider’s rebuttal statement. 

If you have any questions, please do not hesitate to call me. 

Sincerely, 

[insert ccs as appropriate]
3.
PATIENT REQUESTS FOR ACCOUNTING OF DISCLOSURES

POLICY:
PATIENT REQUESTS FOR ACCOUNTING OF DISCLOSURES

Topic:
Patient Request for an Accounting
Last Revision(s):


Approval



Signature:

Date:



PURPOSE

A patient has a right to receive an accounting of certain disclosures of protected health information (“PHI”) by the Provider and its business associates, upon the request of the patient or the patient’s authorized representative.  This Policy provides a mechanism so that the Provider accounts for certain disclosures of a patient’s PHI upon the patient’s request.   

POLICY

1.
Information The Provider Will Maintain for an Accounting. 

Provider personnel will account for all disclosures of PHI as provided in this Section.  
a.
Provider personnel do not need to account for the following disclosures:

(1) for treatment, payment or operations;  

(2) to the patient or the patient’s representative;

(3) under a patient’s or representative’s authorization;

(4) incident to a use or disclosure that is otherwise permitted or required under HIPAA;

(5)
in the Provider’s facility directory; 

(6)
to persons involved in the patient’s care; 

(7)
for national security or intelligence purposes; 

(8)
to correctional institutions or law enforcement officials with custody over an inmate; and 

(9)
as part of a limited data set.  

b.
For each disclosure for which the Provider will provide an accounting (other than multiple disclosures under paragraph c), [insert any Provider personnel who make disclosures of PHI to third parties] will maintain the following data:  

(1)
date of disclosure;


(2)
name of entity or person who received the PHI and, if known, the address;

(3)
brief description of the PHI disclosed; and

(4)
brief statement of the purpose of disclosure or a copy of a written request for disclosure, if any.

c.
For multiple disclosures of PHI to the same person or entity for a single purpose under the “public purpose” disclosures section of the HIPAA Privacy Rule or to the Secretary of HHS, [insert any Provider personnel who make disclosures of PHI to third parties] will maintain the following data:

(1)
For the first disclosure, the date, name of entity or person who received the PHI and address, if known, brief description of the PHI and brief statement of the purpose of the disclosure or copy of disclosure request;

(2)
For later disclosures, the frequency, periodicity, or number of further disclosures; and

(3)
The date of the last such disclosure.

d.
If the disclosure is for research, and if during the period of the accounting the Provider made disclosures of PHI for a research purpose that included 50 or more individuals, and the requesting patient may have been included in the research, the Provider may provide the following information in the accounting instead of the information in paragraph b:

 The name of the protocol or other research activity;

 A description in plain language of the research protocol or activity, including the purpose of the research and the criteria for selecting particular records;

 A brief description of the type of PHI that was disclosed;

 The date or period of time during which such disclosures occurred, or may have occurred, including the date of the last disclosure;

 The name, address, and telephone number of the entity that sponsored the research and the researcher to whom the information was disclosed; and 

 A statement that the PHI of the individual may or may not have been disclosed for a particular protocol or other research activity.

If it is likely that the patient’s PHI was used in the research project, the Provider must assist the patient in contacting the sponsor of the research and the researcher, if the patient requests such assistance. 

e.
[Insert Provider personnel who make disclosures of PHI to third parties] will maintain an accounting log containing the data in paragraphs 1(b) and (c) for disclosures of PHI. [Insert:  When the Provider has determined the format of its system for maintaining accounting records, describe this here.]

2.
Receipt of Request for Accounting
a.
A request for an accounting must be in writing.  

b.   Upon receipt of a written request for an accounting, [insert title of responsible person, such as the Privacy Official] will log in the request in [insert name of Provider’s calendaring system].  He or she will log in a reminder that a response to the requestor must be made within 60 days after receipt of the request.

c.
Upon receipt of a written request, [insert title of responsible person, such as the Privacy Official] will determine whether the Provider previously has provided an accounting for the patient within the past twelve months.  

(1)
If Provider has provided an accounting for the same patient within the previous twelve months, Provider personnel will contact the requestor and inform the requestor of the charge for another accounting.  Provider personnel will ask the requestor whether the requestor wishes to withdraw or go forward with the request for accounting and pay the charge.  See Section 7, below.  

(2) 
Provider personnel will document providing the charge information to the requestor and the requestor’s decision whether to go forward with the accounting.  

3.
Identification of Requestor
a. Upon receipt of a written request, Provider personnel will obtain identification from the requestor.  [Insert your current procedure for identification.]

b. When the requestor is not the patient, but identifies him or herself as representing the patient, Provider will provide an accounting in each of the following circumstances:

(1)
The requestor is an adult patient’s guardian:  Obtain a copy of the court order appointing the requestor as guardian, or a written and notarized statement that a court appointed the requestor as the patient’s guardian and that the appointment still is valid.

(2)
If a guardian has not been appointed, and the requestor is the patient’s agent under a healthcare power of attorney or mental health care power of attorney.  Obtain the signed, valid medical power of attorney naming the requestor as the patient’s agent and confirm with the patient’s physician that the patient is unable to make his or her own health care decisions.

(3)
If a guardian has not been appointed and the patient does not have a health care or mental health care power of attorney, the requestor is the patient’s health care decision maker under state law.  Confirm with the patient’s physician that the patient is unable to make his or her own decisions.

(4)
The requestor is a minor patient’s parent or guardian.  

(a)
Review the records to determine whether the patient has been considered emancipated or is otherwise competent to give informed consent.  If so, require written consent from the patient before providing parent or guardian access to records [or insert your present process for making this decision].  

(b)
[If the Provider does not allow parent or guardian access to minor reproductive health records or other types of records, insert the following:  Before copying or otherwise providing access to records to the requestor, review the records to determine whether the patient received reproductive health services.  If so, contact [insert title of administrator or member of management] before granting access to or copying records.]

(c)
Obtain identification verifying that the requestor is the parent or guardian.    

(5)
The requestor is a person entitled to see the records of a deceased patient.  See Policy:  Uses and Disclosures of Protected Health Information Concerning Decedents.

4.
Collecting and Preparing Accounting Information for the Patient
a.
[Insert title of responsible person, such as the Privacy Official] will review the medical record and accounting log to determine whether the record or any part of it has been disclosed for purposes that must be accounted to the patient.  

b.
If the patient’s PHI has been disclosed to the Provider’s business associates, [insert title of responsible person, such as the Privacy Official] will determine whether the Provider has authorized such business associates to redisclose PHI.  If a business associate is authorized to redisclose PHI, Provider personnel will ask the business associate to obtain an accounting of any further disclosures that have occurred.  The request will include a statement of the time frame within which the business associate must provide its accounting information to the Provider. 

c. Upon receipt of the business associate response, Provider personnel will place all information gathered by the Provider and its business associates about disclosures for which an accounting is required in a format accessible to the requestor.    

5.
Time Frame for Responding to a Request for an Accounting


a. An accounting will be submitted to the requestor within sixty days from the date of the request. 

b. The sixty-day time limit in paragraph 5(a) above will be extended to ninety days if the accounting cannot be completed within sixty days.  If an extension is needed, personnel will give the patient a written statement within sixty days setting forth why more time is needed and the date by which the accounting will be provided.  

c. Provider personnel processing the request for an accounting will log these dates in [insert name of Provider’s calendaring system].

6.
Suspension of Accounting
a. Upon request by a state or federal health oversight agency or law enforcement official, the Provider will temporarily suspend a patient’s right to an accounting of disclosure to the requesting agency, under the following circumstances:

(1) The agency or official provides a written statement that such an accounting would be reasonably likely to impede the agency’s activities, and the agency or official specifies the time for which such a suspension is required. 

(2) If the agency or official gives an oral statement requesting suspension of an accounting, Provider personnel will:

(a) document the statement and the identity of the official making the statement;

(b)
temporarily suspend the right to an accounting of disclosures subject to the statement; and

(c) limit the suspension to a maximum thirty days from the oral statement, unless the Provider receives a written statement from the agency or official requesting a longer suspension date.

7. 
Charges for Accounting
a. The Provider will provide one accounting within a twelve-month period free of charge to the patient or patient’s representative. 

b. Further requests for an accounting within a twelve-month period will be charged at a rate to be decided by the Provider.   Upon receipt of a second or further request for an accounting in a twelve-month period, personnel will inform the requestor of the accounting charge before processing the accounting request and allow the requestor to withdraw the request.  

8. Documentation
a. For each patient, Provider will retain the information to be included in an accounting for [insert retention period, which must be at least six years].  

b. Provider personnel will retain the titles of persons or offices responsible for accountings for [insert retention period, which must be at least six years].
FORM: 
NOTICE THAT MORE TIME IS NEEDED

[Insert Provider letterhead]

CONFIDENTIAL 

Re:  Request for Accounting of Disclosures

Dear _________:

We have received your written request for accounting of disclosures dated _________.  We try to respond promptly to all such requests.  Unfortunately, we have not yet been able to complete our review of your request, and we need additional time to respond to your request.  We expect to be able to provide a response to you no later than [insert deadline for response].  

We are sorry for the delay, and we appreciate your patience. 

Sincerely, 

[insert ccs as appropriate to the Provider]
FORM: 
GRANT OF REQUEST FOR ACCOUNTING OF DISCLOSURES

[Insert Provider letterhead]

CONFIDENTIAL 

Re:  Request for Accounting of Disclosures

Patient: ___________________

Dear _________:

We are pleased to respond to your request for an accounting of disclosures of your records, dated _____________.  The accounting you requested is enclosed.  [Insert any information necessary to assist the requestor in reading the enclosure.] 

Please note that not every disclosure of your information is included in the enclosed list.  This is because the Health Insurance Portability and Accountability Act (“HIPAA”) does not require health care providers to keep track of disclosures that were necessary to treat you, to get for your treatment, and to run the Provider’s business operations.

[If Provider plans to seek payment after supplying the accounting, insert charges here.]

We want to assure you that [insert Provider name] takes patient privacy very seriously.  If you have any questions, do not hesitate to contact me at __________.

Sincerely, 

[insert ccs as appropriate]

4.
PATIENT REQUESTS FOR RESTRICTION OF USES AND DISCLOSURES FOR TREATMENT, PAYMENT AND HEALTH CARE OPERATIONS

POLICY:
PATIENT REQUESTS FOR RESTRICTION OF USES AND DISCLOSURES FOR TREATMENT, PAYMENT AND HEALTH CARE OPERATIONS

Topic:
Patient Request for Restrictions on Uses and Disclosures of PHI
Last Revision(s):


Approval



Signature:

Date:



PURPOSE

A patient or patient’s representative has a right to ask the Provider to place restrictions on the use and disclosure of the patient’s protected health information (“PHI”), when the PHI is used for treatment, payment and health care operations.  This policy provides a mechanism so that the Provider responds to these requests and abides by any restriction agreement.   

POLICY

1.
Receipt of Request for Restrictions
a. Written request:  A request for restriction on the Provider’s uses and disclosures of PHI must be in writing.  

b. Log in request:  Upon receipt of a written request for restrictions, log in the request in [insert name of Provider’s calendaring system].  
i. For a request to restrict a disclosure to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full: Log in a reminder to respond as soon as possible [or insert whatever time period the Provider chooses to impose].  

ii. For all other requests:  Log in a reminder to respond within 90 days after receipt of the request [or insert whatever time period the Provider chooses to impose].
c. Identification:  Upon receipt of a written request, obtain identification of the requestor [insert your current procedure for obtaining identification.]
2.
Requestors Who Identify Themselves as Patient Representatives
(1)
The requestor is an adult patient’s guardian:  Obtain a copy of the court order appointing the requestor as guardian, or a written and notarized statement that a court appointed the requestor as the patient’s guardian and that the appointment still is valid.

(2)
If a guardian has not been appointed, and the requestor is the patient’s agent under a healthcare power of attorney or mental health care power of attorney.  Obtain the signed, valid power of attorney naming the requestor as the patient’s agent and confirm with the patient’s physician that the patient is unable to make his or her own health care decisions.

(3)
If a guardian has not been appointed and the patient does not have a health care or mental health care power of attorney, the requestor is the patient’s authorized health care decision maker under State law.  Confirm with the patient’s physician that the patient is unable to make his or her own decisions.

(4)
The requestor is a minor patient’s parent or guardian.  

(a)
Review the records to determine whether the patient has been considered emancipated or is otherwise competent to give informed consent.  If so, require written consent from the patient before providing parent or guardian access to records [or insert your present process for making this decision].  

(b)
[If the Provider does not allow parent or guardian access to minor reproductive health records or other types of records, insert the following:  Before copying or otherwise providing access to records to the requestor, review the records to determine whether the patient received reproductive health services or other services to which the minor may give consent.  If so, contact [insert title of administrator or member of management] before granting access to or copying records.]

(c)
Obtain identification verifying that the requestor is the parent or guardian.

(5)
The requestor is a person entitled to see the records of a deceased patient.  See Policy:  Uses and Disclosures of Protected Health Information Concerning Decedents.

3.
Time Frames for Responding to Requests for Restrictions
a.
The Provider will notify the requestor of its decision on a request for restriction as soon as practicable and, as a guideline only, should attempt to do so within 90 days of the request.  The Provider should notify the requestor as soon as possible if the request is to restrict a disclosure to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full, because such a restriction should go into effect as soon as possible to prevent inadvertent transmission to the health plan.  [Insert any timelines the Provider chooses to establish.]

b.
Provider personnel processing a request for restrictions will log these dates in [insert name of Provider’s calendaring system.]

4.
Determining Whether to Agree to or Deny Request for Restrictions
a.
For a request to restrict a disclosure to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full: Provider personnel will grant the request.  

b.
For all other requests:  Provider personnel will consider the request for restrictions, taking into account the following factors:

(1)
The ability of the Provider to comply with the request;

(2) 
The resources and time that would need to be devoted to complying with the request; and 

(3)
Any reasons given by the requestor for the request, with particular weight given to reasons of patient safety.

b.
[Insert title of responsible person, such as the Privacy Official] will approve all agreements to requests for restriction before a notice is sent to the requestor. 

5.
Agreement to Request for Restrictions
a.   For a request to restrict a disclosure to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full: The Provider will grant the request.

a.
For all other requests:  The Provider may deny, grant, or grant in part a request for restriction.

b.
Upon agreeing to a request for restrictions, Provider personnel will notify the requestor in writing of the agreement.  The notice will contain a statement specifying the restriction to which the Provider agrees.  The notice will explain to the requestor that the agreement will not be effective in an emergency, except for requests to restrict a disclosure to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full.  

c.
The [Insert title of responsible person, such as the Privacy Official] will assure that the medical or billing record is flagged as having a restriction [insert protocol the Provider adopts for this purpose].  This should occur as soon as possible, especially for restrictions from disclosing PHI to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full, in order to prevent inadvertent disclosures.
6. 
Denial of the Request for Restrictions
a.
The [insert title of responsible person, such as the Privacy Official] will notify the requestor in writing of a denial of the request for restrictions.

7.
Compliance with Restriction Agreements: Exceptions
a.
Provider personnel will not be required to comply with an agreement to restrict uses and disclosures in the following emergency circumstances: 

(1)
Provider personnel may use restricted PHI in order to provide emergency care to the patient. 

(2) 
Provider personnel may disclose restricted PHI to another provider so that it may provide emergency care to the patient.

(3) 
If the Provider discloses PHI to another provider for emergency care, Provider personnel must request that the other provider not further use or disclose the PHI.  This request will be made in writing.
b.
A restriction agreement does not prevent: 

(1)
The Provider from granting a patient access to or copying his or her PHI;

(2) 
The Provider personnel from internally using PHI in its facility directory (patient census);

(3) 
The Provider from making disclosures permitted without patient authorization for public purposes in accordance with Provider policies. 

8.
Termination of Restriction Agreements
a.
If the patient or the patient’s representative asks the Provider to terminate the restriction, the Provider will do so.  The request for or agreement to terminate the restriction must either be in writing or, a documented oral agreement. 

b.
If the Provider wishes to terminate a restriction, it will ask the patient or the patient’s representative to agree to the termination, except that the termination is not effective for PHI restricted from disclosure to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full.  If the patient or patient’s representative agrees to terminate the restriction, no restriction remains for use and disclosure of any PHI.  If the patient or patient’s representative does not agree to terminate the restriction, the restriction will continue to apply to PHI created or received before the Provider terminates the restriction.

c.
If the Provider terminates the restriction without agreement of the patient or patient’s representative, it shall notify the patient or patient’s representative.  [Insert title of responsible person, such as the Privacy Official] will flag the patient’s medical or billing record [insert the process the Provider adopts to track differential treatment].

9.
Documentation 


The Provider must maintain documentation of any restriction agreements and termination documentation for [insert retention period, which must be at least six years].  
FORM: 
AGREEMENT TO REQUEST RESTRICTION IN USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION

Dear ____:

This letter responds to your request dated [insert date] that the Provider restrict its uses and disclosures of your protected health information.  The Provider has reviewed your request and agreed to do the following: 

[INSERT A SPECIFIC DESCRIPTION OF THE RESTRICTIONS TO WHICH THE PROVIDER AGREES]

Please keep in mind that, in order to treat you in an emergency, the Provider may use all available information and may disclose this information to other health care providers to assist in providing you emergency treatment.
[If the restriction relates to disclosure to a health plan where the PHI relates solely to a health care item or service for which the patient has paid in full, insert the following statement: This restriction will not prevent other health care providers who may receive your medical information from the Provider from disclosing information to your health plan.  If you have any questions about information your health plan could receive, please do not hesitate to contact me.]   

Please do not hesitate to contact me if you have any questions. 

Sincerely, 

FORM: 
DENIAL OF REQUEST FOR RESTRICTION OF USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION

Dear ________:

This letter responds to your request dated [insert date] that the Provider restrict its uses and disclosures of your protected health information.  Unfortunately, we are not able to agree to your request.  

Please do not hesitate to contact me with any questions you may have. 

Sincerely, 

5.
PATIENT REQUESTS FOR CONFIDENTIAL COMMUNICATIONS 

POLICY: 
PATIENT REQUESTS FOR CONFIDENTIAL COMMUNICATIONS

Topic:
Patient Requests for Confidential Communications
Last Revision(s):


Approval



Signature:

Date:



PURPOSE

Patients have a right to ask the Provider to communicate with them about Protected Health Information (“PHI”) at alternative addresses or by alternative means (“confidential communications”).  The Provider will accommodate reasonable patient requests.  This Policy provides a mechanism for handling patient requests for these confidential communications.   

POLICY

1.
Receipt of Request for Confidential Communications
a.
Written request:  A patient’s request for communications of PHI at an alternative address or by alternative means must be in writing.  

b.   Log in request:  Upon receipt of a written request log in the request in [insert name of Provider’s calendaring system]: Log in a reminder to respond within 90 days after receipt of the request.

c.
Identification:  Upon receipt of a written request, obtain identification of the requestor [insert your current procedure for obtaining identification.]

2.
Requestors Who Identify Themselves as Patient Representatives
(1)
The requestor is an adult patient’s guardian:  Obtain a copy of the court order appointing the requestor as guardian, or a written and notarized statement that a court appointed the requestor as the patient’s guardian and that the appointment still is valid.

(2)
If a guardian has not been appointed, and the requestor is the patient’s agent under a healthcare power of attorney or mental health care power of attorney.  Obtain the signed, valid power of attorney naming the requestor as the patient’s agent and confirm with the patient’s physician that the patient is unable to make his or her own health care decisions.

(3)
If a guardian has not been appointed and the patient does not have a health care or mental health care power of attorney, the requestor is the patient’s authorized health care decision maker under State law.  Confirm with the patient’s physician that the patient is unable to make his or her own decisions.

(4)
The requestor is a minor patient’s parent or guardian.  

(a)
Review the records to determine whether the patient has been considered emancipated or is otherwise competent to give informed consent.  If so, require written consent from the patient before providing parent or guardian access to records [or insert your present process for making this decision].  

(b)
[If the Provider does not allow parent or guardian access to minor reproductive health records or other types of records, insert the following:  Before copying or otherwise providing access to records to the requestor, review the records to determine whether the patient received reproductive health services or other services to which the minor may give consent.  If so, contact [insert title of administrator or member of management] before granting access to or copying records.]

(c)
Obtain identification verifying that the requestor is the parent or guardian.

(5)
The requestor is a person entitled to see the records of a deceased patient.  See Policy:  Uses and Disclosures of Protected Health Information Concerning Decedents.

3.
Time Frames for Responding to Requests for Confidential Communications
a.
The Provider will notify the requestor of its decision on a request for confidential communications as soon as practicable and, as a guideline only, should attempt to do so within 90 days of the request.

b.
Provider personnel processing a request for confidential communications will log these dates in [insert name of Provider’s calendaring system.]

4.
Determining Whether to Agree to or Deny Request for Confidential Communications
a.
Provider personnel will grant a request for confidential communications so long as the request is reasonable.  Personnel will take into account the following factors:

(1)
The ability of the Provider to comply with the request

(2) 
The resources and time that would need to be devoted to compliance with the request

(3) 
Whether the patient has provided an alternative address or other acceptable alternative means of communication

(4)
Whether the patient has made acceptable arrangements for billing. 

b.
Provider personnel will not ask the patient why the patient is asking for more confidential communications.

c.
All decisions about requests for confidential communications require review and approval by [insert title of responsible person, such as the Privacy Official].
FORM:
GRANT OF REQUEST FOR CONFIDENTIAL COMMUNICATIONS

Re:  Request for Confidential Communications

Dear ________________:

On _____________, you made a request that [insert Provider’s name]’s use special confidentiality protections in its communications with you.  You asked for [insert specifics of confidential communications request].

This is to inform you that your request has been granted.  We appreciate the opportunity to serve you.

Sincerely, 

FORM:  
DENIAL OF REQUEST FOR CONFIDENTIAL COMMUNICATIONS

Re:  Request for Confidential Communications

Dear ________________:

On _____________, you made a request that [insert Provider’s name]’s use special confidentiality protections in its communications with you.  You asked for [insert specifics of confidential communications request].

Unfortunately, I must inform you that we cannot grant your request.  While we treat all patient information in a confidential manner and want to meet our patients’ needs in all ways possible, we are unable to accommodate your request for special confidentiality.  If you wish to discuss this matter further, please do not hesitate to call [insert number of responsible person, such as the Privacy Official].

Sincerely, 

6.
NOTICE OF PRIVACY PRACTICES

POLICY: 
NOTICE OF PRIVACY PRACTICES

Topic:

Notice of Privacy Practices
Last Revision(s):


Approval



Signature:

Date:



PURPOSE  
Each patient is entitled to receive a notice of the Provider’s privacy practices as set forth below.  This policy describes the content, locations of access and means of disseminating of the Notice of Privacy Practices in the Provider.
POLICY 
1.
Content of Notice of Privacy Practices 

a.
The Provider’s Notice of Privacy Practices will be in plain language and contain the following elements:

(1)
Header containing these words in capital letters:  THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.  PLEASE REVIEW IT CAREFULLY.
(2) 
Description and at least one example of the types of uses and disclosures that the Provider is permitted to make for treatment, payment and health care operations, with enough detail to put the patient on notice.

(3)
Description of each of the other purposes for which the Provider is permitted or required to use or disclose PHI without patient consent or authorization, with enough detail to put the patient on notice.

(4)
If a use or disclosure for any purpose is prohibited or materially limited by other applicable law, a description of the more stringent law.

(5)  
Description of the types of uses and disclosures that require an authorization under § 164.508(a)(2)-(a)(4) (uses and disclosures of psychotherapy notes, for marketing purposes, and the sale of PHI).

(6)
Statement that other uses and disclosures not described in the notice will be made only with the patient’s written authorization and that the patient may revoke such authorization, describe the limitation on the patient’s right to revoke the authorization, and describe how a patient can revoke the authorization.
(7)
Statement that the Provider or the Provider’s foundation (if applicable) may contact the patient to raise funds for the Provider and that the patient has a right to opt out of receiving such fundraising communications.

(8)
Statement of the patient’s individual rights with respect to PHI and a brief description of how the patient may exercise them.  These rights include the right to request restrictions on certain uses and disclosures, and a statement that the Provider is not required to agree to a requested restriction except in the case of a disclosure restricted under § 164.522(a)(1)(vi) (relating to disclosures to health plans for services for which an individual has paid in full); the right to receive confidential communications of PHI; the right to inspect and copy PHI; the right to amend PHI; the right to receive an accounting of disclosures of PHI; the right to receive a paper copy of the notice upon request, even after agreeing to electronic notice.

(9)
Statement that the Provider is required by law to maintain the privacy of PHI, to provide individuals with notice of its legal duties and privacy practices with respect to PHI, and to notify affected individuals following a breach of unsecured PHI.

(10) 
Statement that the Provider is required to abide by the terms of the notice currently in effect, but that it reserves the right to change its privacy practices.

(11)  
Statement that patients may complain to the Provider or to the Secretary of HHS if they believe their privacy rights have been violated by the Provider or its business associates, along with a brief description of how to file a complaint.

(12) 
A non-retaliation statement.

(13) 
Name, or title, and telephone number of a person or office at the Provider’s facility to contact for further information.

(14) 
Effective date of the notice (which may not be earlier than the publication date).

(15) 
If the Provider elects to limit uses or disclosure beyond the HIPAA requirements, a description of those more limited uses and disclosures.

2.
Revisions to Notice of Privacy Practices 


a.
The [insert title of responsible person, such as the Privacy Official] is responsible for maintaining, distributing and updating the Notice of Privacy Practices. 

b.
When the Provider or any of its departments proposes a revision to a policy that affects the use or disclosure of a patient’s PHI or patient rights, the proposed policy shall be sent to [insert title of responsible person, such as the Privacy Official].  He or she will evaluate whether the proposed policy will affect the content of the Notice, and will promptly revise and distribute an amended Notice if there is a material change to the content.

c.
The effective date of the Notice of Privacy Practices, including any revised Notice of Privacy Practices, will not be before the publication date of the printed Notice. 

d.
Except where required by law, a material change in the Notice of Privacy Practices will not be implemented before the effective date of the Notice. 

e.
The Provider will maintain each form of the Notice of Privacy Practices for [insert retention period, which must be at least six years].  

3.
Means of Disseminating Notice of Privacy Practices


a.
The Provider will provide the Notice of Privacy Practices to patients and others in the following ways:


(1)
upon any person’s request;

(2)
at the first service delivery (office visit, admission, etc.);

(3)
by having hard copies of the Notice available at the [insert location at Provider’s facility, such as the front desk], and;  

(4)
by posting the Notice in clear and prominent locations where it is reasonable to expect individuals seeking service from the Provider to be able to read the notice [or insert specific location at Provider’s facility].

4.
Obtaining Patient Acknowledgement of Receipt of Notice of Privacy Practices
a.
Except in emergency situations, the Provider will make a good faith effort to obtain a written acknowledgement from the patient or the patient’s representative of receipt of the notice, and if not obtained, document the attempts and the reason why acknowledgement was not obtained.  [Insert specific procedures developed by the Provider.]
b.
In emergency situations where obtaining acknowledgment of receipt of the Notice would interfere with patient care, the Provider will attempt to obtain the acknowledgment as soon as practicable.

5.
Electronic Mail Notice; Provider Websites
a.
All Provider websites containing information about the Provider’s customer services will prominently post the Provider’s Notice of Privacy Practices and make the Notice available electronically through the website.  The Provider’s customers must be able to download or print a paper copy of the Notice from the website.

b.
The Provider may provide the Notice of Privacy Practices by email only if the patient agrees to receive the notice by email.   The patient’s agreement will be documented in the patient’s medical or billing record.  

(1)
The patient may withdraw this agreement.  The patient’s withdrawal of agreement will be documented in the patient’s medical or billing record.  

(2) 
If Provider personnel attempt to email the notice to a patient and learn that the email transmission has failed, they will provide a paper copy of the notice promptly.   
FORM:  
NOTICE OF PRIVACY PRACTICES

[Insert name of Provider]

NOTICE OF PRIVACY PRACTICES
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATON.  PLEASE REVIEW IT CAREFULLY.

We are committed to protecting the confidentiality of your medical information, and are required by law to do so.  This notice describes how we may use your medical information within the Provider and how we may disclose it to others outside the Provider.  This notice also describes the rights you have concerning your own medical information.  Please review it carefully and let us know if you have questions.

HOW WILL WE USE AND DISCLOSE YOUR MEDICAL INFORMATION?
Treatment:  We may use your medical information to provide you with medical services and supplies.  We may also disclose your medical information to others who need that information to treat you, such as doctors, physician assistants, nurses, medical and nursing students, technicians, therapists, emergency service and medical transportation providers, medical equipment providers, and others involved in your care.  For example, we may share your medical information with your other physicians to assist in your treatment.  
We also may use and disclose your medical information to contact you to remind you of an upcoming appointment, to inform you about possible treatment options or alternatives, or to tell you about health-related services available to you.

Patient Directory:  In order to assist family members and other visitors in locating you while you are in the Provider’s facility, the Provider maintains a patient directory.  This directory includes your name, room number, your general condition (such as fair, stable, or critical), and your religious affiliation (if any).  We will disclose this information to someone who asks for you by name, although we will disclose your religious affiliation only to clergy members.  If you do not want to be included in the Provider’s patient directory, please [insert contact for removing patient information] in writing.

Family Members and Others Involved in Your Care:  We may disclose your medical information to a family member or friend who is involved in your medical care, or to someone who helps to pay for your care.  We also may disclose your medical information to disaster relief organizations to help locate a family member or friend in a disaster.  If you do not want the Provider to disclose your medical information to family members or others who will visit you, please [insert contact for resolving this issue].   

Payment:  We may use and disclose your medical information to get paid for the medical services and supplies we provide to you.  For example, your health plan or health insurance company may ask to see parts of your medical record before they will pay us for your treatment.  

Provider Operations:  We may use and disclose your medical information if it is necessary to improve the quality of care we provide to patients or to run the Provider.  We may use your medical information to conduct quality improvement activities, to obtain audit, accounting or legal services, or to conduct business management and planning. For example, we may look at your medical record to evaluate whether Provider personnel, your doctors, or other health care professionals did a good job.

Many of our patients like to make contributions to the Provider.  The Provider or its foundation may contact you in the future to raise money for the Provider.  You have the right to opt out of receiving such fundraising communications.  If you do not want the Provider or its foundation to contact you for fundraising, please notify [insert appropriate contact or office] in writing.

Research:  We may use or disclose your medical information for research projects, such as studying the effectiveness of a treatment you received.  These research projects must go through a special process that protects the confidentiality of your medical information.  

Required by Law:  Federal, state, or local laws sometimes require us to disclose patients’ medical information. For instance, we are required to report child abuse or neglect and must provide certain information to law enforcement officials in domestic violence cases.  We also are required to give information to the State Workers’ Compensation Program for work-related injuries.

Public Health:  We also may report certain medical information for public health purposes.  For instance, [insert example of medical information released for public health purposes under your State law.]  We also may need to report patient problems with medications or medical products to the FDA, or may notify patients of recalls of products they are using.

Public Safety:  We may disclose medical information for public safety purposes in limited circumstances.  We may disclose medical information to law enforcement officials in response to a search warrant or a grand jury subpoena.  We also may disclose medical information to assist law enforcement officials in identifying or locating a person, to prosecute a crime of violence, to report deaths that may have resulted from criminal conduct, and to report criminal conduct at the Provider’s facility.  We also may disclose your medical information to law enforcement officials and others to prevent a serious threat to health or safety.

Health Oversight Activities:  We may disclose medical information to a government agency that oversees the Provider or its personnel, such as the [insert appropriate examples, such as State Department of Health Services, the federal agencies that oversee Medicare, the Board of Medical Examiners or the Board of Nursing].  These agencies need medical information to monitor the Provider’s compliance with state and federal laws.

Coroners, Medical Examiners and Funeral Directors:  We may disclose medical information concerning deceased patients to coroners, medical examiners and funeral directors to assist them in carrying out their duties.

Organ and Tissue Donation:  We may disclose medical information to organizations that handle organ, eye or tissue donation or transplantation.  

Military, Veterans, National Security and Other Government Purposes:  If you are a member of the armed forces, we may release your medical information as required by military command authorities or to the Department of Veterans Affairs.  The Provider may also disclose medical information to federal officials for intelligence and national security purposes, or for presidential Protective Services. 

Judicial Proceedings:  The Provider may disclose medical information if the Provider is ordered to do so by a court or if the Provider receives a subpoena or a search warrant.  You will receive advance notice about this disclosure in most situations so that you will have a chance to object to sharing your medical information.

Information with Additional Protection:  Certain types of medical information have additional protection under state or federal law.  For instance, medical information about [insert examples of medical information that require additional protection under State law, such as communicable disease and HIV/AIDS, genetic testing, and mental health].  For those types of information, the Provider is required to get your permission before disclosing that information to others in many circumstances.

Authorization:  The Provider must obtain a written authorization from you before it may disclose certain types of notes recorded by mental health professionals, before it may disclose information for certain marketing purposes, and before it sells your information.

Other Uses and Disclosures:  If the Provider wishes to use or disclose your medical information for a purpose that is not discussed in this Notice, the Provider will seek your permission.  If you give your permission to the Provider, you may take back that permission any time, unless we have already relied on your permission to use or disclose the information.   If you ever would like to revoke your permission, please notify [insert appropriate contact or office] in writing.
WHAT ARE YOUR RIGHTS?
Right to Request Your Medical Information:  You have the right to look at your own medical information and to get a copy of that information.  (The law requires us to keep the original record.)  This includes your medical record, your billing record, and other records we use to make decisions about your care. To request your medical information, write to [insert appropriate contact or office].  If you request a copy of your information, we will charge you for our costs to copy the information.  We will tell you in advance what this copying will cost.  You can look at your record at no cost.

Right to Request Amendment of Medical Information You Believe Is Erroneous or Incomplete:  If you examine your medical information and believe that some of the information is wrong or incomplete, you may ask us to amend your record.  To ask us to amend your medical information, write to [insert appropriate contact or office].

Right to Get a List of Certain Disclosures of Your Medical Information:  You have the right to request a list of many of the disclosures we make of your medical information.  If you would like to receive such a list, write to [insert appropriate contact or office].  We will provide the first list to you free, but we may charge you for any additional lists you request during the same year.  We will tell you in advance what this list will cost.

Right to Request Restrictions on How the Provider Will Use or Disclose Your Medical Information for Treatment, Payment, or Health Care Operations:  You have the right to request us not to make uses or disclosures of your medical information to treat you, to seek payment for care, or to operate the Provider.  We are required to agree to requests to restrict disclosure of medical information about you to a health plan if the disclosure is for the purpose of carrying out payment or Provider operations, and the medical information pertains solely to a health care item or service for which you (or someone else on your behalf) have paid in full.  We are not required to agree to other requests, but if we do agree, we will comply with that agreement.  If you want to request a restriction, submit your request in writing to [insert appropriate contact or office] and describe your request in detail.

Right to Request Confidential Communications:  You have the right to ask us to communicate with you in a way that you feel is more confidential.  For example, you can ask us not to call your home, but to communicate only by mail.  To do this, write to [insert appropriate contact or office].  You can also ask to speak with your health care providers in private outside the presence of other patients—just ask them!

Right to a Paper Copy:  If you have received this notice electronically, you have the right to a paper copy at any time. You may download a paper copy of the notice from our website, at [insert website URL], or you may obtain a paper copy of the notice at [insert location].

CHANGES TO THIS NOTICE

From time to time, we may change our practices concerning how we use or disclose patient medical information, or how we will implement patient rights concerning their information.  We reserve the right to change this Notice and to make the provisions in our new Notice effective for all medical information we maintain.  If we change these practices, we will publish a revised Notice of Privacy Practices.  You can get a copy of our current notice of Privacy Practices at any time by [insert methods of making NPP available to patients, including whether it will be posted on your website]. 

[Insert one of the following alternative paragraphs if Provider creates an Organized Health Care Arrangement.  The Provider should reference only those types of providers that it will treat as part of its OHCA.]
WHICH HEALTH CARE PROVIDERS ARE COVERED BY THIS NOTICE?

This Notice of Privacy Practices applies to the Provider [and insert other Provider businesses using the Notice] and its personnel, volunteers, students, and trainees.   The Notice also applies to other health care providers that come to the Provider and other Provider businesses to care for patients (such as physicians, physician assistants, therapists, [insert other providers as appropriate, such as emergency service providers, medical transportation companies, medical equipment suppliers], and other health care providers who are not employed by the Provider).  The Provider may share your medical information with these providers for treatment purposes, to get paid for treatment, or to conduct health care operations.  These health care providers will follow this Notice for information they receive about you from the Provider [and insert other Provider businesses using the Notice].  These other health care providers may follow different practices at their own offices or facilities.  This arrangement is only for purposes of sharing information.  
[OR INSERT ALTERNATIVE LANGUAGE:  WHICH HEALTH CARE PROVIDERS ARE COVERED BY THIS NOTICE?

This Notice of Privacy Practices applies to the Provider [and insert other Provider businesses using the Notice], and all Provider personnel, volunteers, students, and trainees.  The Notice also applies to other health care providers that come to the Provider [insert “and other Provider businesses” as appropriate] to care for patients (such as physicians, physician assistants, therapists, [insert other providers as appropriate, such as emergency service providers, medical transportation companies, medical equipment suppliers], and other health care providers who are not employed by the Provider), unless these other health care providers give you their own Notice that describes how they will protect your medical information.  The Provider [and insert other Provider businesses using the Notice] may share your medical information with these other health care providers for treatment purposes, to get paid for treatment, or to conduct health care operations.  This arrangement is only for purposes of sharing information.  These other health care providers may follow different practices at their own offices or facilities. ] 
DO YOU HAVE CONCERNS OR COMPLAINTS?
Please tell us about any problems or concerns you have with your privacy rights or how the Provider or its business associates use or disclose your medical information.  If you have a concern, please contact [insert contact person or office for complaints with contact information].  

If for some reason the Provider cannot resolve your concern, you may also file a complaint with the federal government.  We will not penalize you or retaliate against you in any way for filing a complaint with the federal government. 

DO YOU HAVE QUESTIONS?
The Provider is required by law to give you this Notice and to follow the terms of the Notice that is currently in effect.  The Provider is also required by law to notify affected individuals following a breach of unsecured protected health information.  If you have any questions about this Notice, or have further questions about how the Provider may use and disclose your medical information, please contact [insert appropriate contact person or office, with contact information].  

Effective date:  [insert; cannot be date earlier than the publication date]

SECTION B:  POLICIES AND FORMS IMPLEMENTING RESTRICTIONS ON USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION
7.
USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION REQUIRING PATIENT AUTHORIZATION

POLICY:
USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION REQUIRING PATIENT AUTHORIZATION

Topic:
Use and Disclosure of Protected Health Information 

Requiring Patient Authorization
Last Revision(s):


Approval



Signature:

Date:



PURPOSE

This policy sets forth the circumstances in which the Provider and its personnel must obtain valid patient authorization for a use and disclosure of the patient’s protected health information (“PHI”).  This policy also sets forth the requirements for a valid authorization.   

POLICY

1.   Provider personnel will obtain patient authorization to use or disclose the patient’s PHI in the following circumstances:

a. A Provider policy does not expressly allow disclosure of the PHI without patient authorization.

b. The disclosure is for certain mental health records.  (See Policy:  Use and Disclosure of Mental Health Information.)

c. The disclosure is of communicable disease information, including HIV or AIDS-related information.  (See Policy:  Use and Disclosure of Protected Health Information Relating to Communicable Diseases)

d. The disclosure is of information related to genetic testing. (See Policy:  Use and Disclosure of Protected Health Information Relating to Genetic Testing.) 

e. The disclosure is for marketing purposes.  (See Policy:  Use and Disclosure of Protected Health Information in Marketing.)

f. The disclosure constitutes a “sale” of PHI.  (See Policy:  Disclosure of Protected Health Information that Constitutes “Sale” of PHI.)

2.   If patient authorization is required for disclosure of patient PHI, Provider personnel must obtain patient authorization on a form that contains the following items: 

a. A specific and meaningful description of the PHI to be used or disclosed;

b. The Provider’s name (or the name of the person, organization, or class of persons or organizations that will be making the disclosure of PHI);

c. The name or other identification of the person, organization, or class of persons or organizations to whom the Provider is making the disclosure (or the name of the Provider, if it is for an internal purpose);

d. A description of the purpose of the use or disclosure of PHI.  If the patient has requested the disclosure, indicate “at the request of the patient.”  In the research context, an authorization for the use or disclosure of PHI for research purposes no longer has to be limited to one specific study; instead, the authorization will meet the “purpose” requirement as long as it describes future research purposes to the extent that it would be reasonable for the individual to expect that his or her PHI could be used or disclosed for such future research.   

e. An expiration date or an expiration event of the authorization that relates to the individual or the purpose of the use or disclosure;

f. A statement that the patient has a right to revoke the authorization, and a reference to the Provider’s Notice of Privacy Practices for details on that right;

g. A statement that the Provider cannot condition treatment on whether the patient signs the authorization.  (However, if the Provider is allowed to condition treatment on obtaining authorization, as explained in paragraph 5, the authorization form must include a statement of the consequences to the individual for refusing to sign the authorization);

h. The potential that the patient’s PHI may be redisclosed by the recipient and no longer be protected by the federal privacy regulations;

i. The individual’s (or personal representative’s) signature and the date of signature; 

j. If the authorization is executed by a personal representative, a description of that person’s authority to act for the individual; and
k. If the authorization is for the purpose of using PHI for marketing and the marketing will involve financial remuneration to the Provider from a third party, tell the patient in the authorization form.  (The Provider can include a check-box provision in the standard authorization form, or, if it is concerned that patients may be alarmed by such a provision, it can create a separate authorization form to use for marketing or sale of PHI.)
l. If the authorization is for the sale of PHI, tell the patient that the disclosure will result in remuneration to the Provider.  (The Provider can include a check-box provision in the standard authorization form, or, if it is concerned that patients may be alarmed by such a provision, it can create a separate authorization form to use for marketing or sale of PHI.)
3.   If the Provider receives an authorization form from a source outside the Provider, Provider personnel will ensure that the outside authorization form meets the requirements set forth in paragraph 2.

4.
If the patient signed an authorization form before September 23, 2013 that at the time of signing was HIPAA compliant, but does not comply with all of the authorization requirements set forth in paragraph 2, Provider personnel may continue to use or disclose the patient’s PHI collected or received before September 23, 2013.  Provider personnel will follow the terms of that previous authorization.  However, to use or disclose PHI collected or received after September 23, 2013 from the same patient, Provider personnel will obtain a new patient authorization that complies with the requirements in paragraph 2.     

5.
Provider personnel may not combine authorizations for different purposes.  The only exception is that, if the authorization is for use and disclosure of PHI for treatment involved in a research study, personnel may be combine the informed consent to participate in the study with the authorization to use and disclose the PHI for the same or another study.  However, if the Provider conditions the provision of research-related treatment on the provision of one of the authorizations, any compound authorization created must clearly differentiate between the condition and unconditioned components and provide the individual with an opportunity to opt in to the research activities described in the unconditioned authorization.  Note: this requirement can be implemented in a variety of ways, including by using a separate check box for the unconditioned research or by using different signature lines for the two different research components; the Provider should determine how it wants to implement this requirement, if applicable.  (See Policy: Use and Disclosure of Protected Health Information in Research.)  
6.  
Provider personnel will not require a patient to provide an authorization, and will not condition treatment on obtaining authorization, except in the following circumstances:

a. The patient is participating in research, and the authorization is sought in connection with that research.  (See Policy: Use and Disclosure of Protected Health Information in Research.)

b. The patient has asked Provider personnel to do an examination or provide other treatment, in order to disclose that information to a third party.  For instance, if a patient asks the Provider to conduct an employment physical for the purpose of giving that information to the patient’s employer, Provider personnel may refuse to do the examination unless the patient signs an appropriate authorization form.

7.
Provider personnel will not use or disclose PHI if the patient’s authorization is invalid.  An authorization is invalid if:

a. The authorization has expired, because the expiration date has passed or the expiration event has occurred;

b. The authorization form lacks a required element or has not been filled out completely with respect to a required element;

c. The Provider is aware that the patient has revoked the authorization;

d. The Provider knows that the form contains material false information; 

e. The authorization is combined with another authorization (except for research purposes); or

f. The authorization is a conditional authorization (except for research purposes, or if the patient has asked Provider personnel to do an examination or provide other treatment in order to disclose that information to a third party). 

8.   If they become aware of information that would render a patient’s authorization invalid, Provider personnel will report that information to the Provider’s Privacy Official.  This includes information that a patient has revoked his or her authorization, has expressed the desire to revoke his or her authorization, or that an authorization form contains false information.

9.   A patient may revoke his or her authorization at any time by submitting a written request to Provider personnel.  Provider personnel that receive a patient’s verbal request to revoke an authorization will refer the patient to [insert title or job function of person(s) who will handle, such as “front desk staff”].  Provider personnel that receive a patient’s written revocation of authorization will send a copy of the revocation to the Privacy Official.

10. Upon revocation of patient authorization, Provider personnel will stop using or disclosing patient’s PHI for the purposes covered by that authorization.  However, if there is an important reason to continue to use or disclose that PHI (for example, the patient’s PHI must be used for quality assurance purposes or the Provider must submit that PHI to obtain payment for the patient’s care), Provider personnel should contact the Privacy Official for further guidance.  

11.
Provider personnel will give the patient a copy of the authorization signed by the patient.

12. The Provider will retain copies of all patient authorizations for [insert retention period, which must be at least six years].  All patient authorizations will be kept in the medical record.

FORM: 
AUTHORIZATION TO USE OR DISCLOSE PROTECTED HEALTH INFORMATION

I authorize ___________________________________________________________   to disclose protected health information (“PHI”) from the health records of:

Patient name: ________________________________________________________________

Address: _____________________________________________________________________

Phone number: _______________________________________________________________
Date of birth: 



I authorize PHI from __________ [date] to _____________ [date] to be disclosed to ____________________________________________________________________  at ______________________________________________________________  [address]; 

 [phone number if known]; 

 [fax number if known].

Specific description of the information to be disclosed (such as “all of my records”):

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
(Note:  A separate form is required to disclose a therapist’s psychotherapy notes.  To allow us to disclose those records, write only “psychotherapy notes.”)

Specific description of the purposes of the disclosure: 


Treatment 


Insurance Coverage or Payment for Care



Workers’ Compensation



Other (specify) 






-OR-





The disclosure is at my (the patient’s) request.

I authorize the provider to use or disclose information related to (check all that apply) [insert those elements where state requires consent to disclose]:



AIDS/HIV and other Communicable Disease 

 

Behavioral Health Care/Psychiatric Care/Mental Health
Information


Alcohol and/or Drug Abuse Treatment



Genetic Testing Information

□  I understand that if this box is checked, the Provider will receive payment or another form of compensation from a third party in exchange for disclosing my information. [Insert this provision if Provider will engage in the sale of PHI, which must be a separate authorization for such purposes.]

□  I understand that if this box is checked, the Provider will receive payment compensation from a third party in exchange for making the marketing communication that is the subject of this authorization. [Insert this provision if Provider will send Marketing communications that will be funded by the third party whose product or service is being described, or create a separate authorization for such purposes.]
I understand that the Provider will not condition treatment, payment, or enrollment or eligibility for benefits on my signing this authorization.  The Provider will not deny me treatment if I do not wish to sign this form.  I may refuse to sign this authorization form. 

I also understand that I may revoke (cancel) this authorization at any time, with some exceptions.  For more details on when I can and cannot revoke this authorization, I can read the Provider’s Notice of Privacy Practices.  To revoke this Authorization I understand that I must provide written notification of revocation to the [insert title of responsible person, such as the Privacy Official].  I understand that my revocation of this authorization will not be effective as to uses/disclosures of PHI already made in reliance on this Authorization.  Unless I revoke this authorization earlier, it will expire on the following date, event, or condition:  

_____________________________________________________________.

I understand that, if this information is disclosed to a third party, the information may no longer be protected by the federal privacy regulations and may be redisclosed by the person or organization that receives the information.

I understand the matters discussed on this form.  I release the provider, its employees, officers and directors, and business associates from any legal responsibility or liability for the disclosure of the above information to the extent indicated and authorized herein.
Signature of Patient




Date

Signature of Legal Representative


Relationship to Patient or Description of 

Authority to Act for Patient

8.
USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION FOR TREATMENT, PAYMENT AND HEALTH CARE OPERATIONS

POLICY:  
USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION FOR TREATMENT, PAYMENT AND HEALTH CARE OPERATIONS

Topic:
Uses and Disclosures of Protected Health Information 

For Treatment, Payment and Health Care Operations
Last Revision(s):


Approval



Signature:

Date:



PURPOSE

This policy sets forth the circumstances in which the Provider and its personnel may use and disclose protected health information (“PHI”) for treatment, payment and health care operations, and when patient authorization is required to do so. 

POLICY

1.  Definitions

a.   Treatment:  Treatment is the provision, coordination, or management of health care and related services by the Provider or other health care providers.  This includes consultation with other health care providers relating to a patient, and referring patients to other health care providers. 

b.   Payment:  Payment includes such activities as obtaining premiums, determining eligibility or coverage, coordination of benefits, adjudication or subrogation of health benefit claims, risk adjusting amounts, billing, claims management, collection activities, obtaining payment under a contract for reinsurance, related health care data processing, medical necessity or coverage review, utilization review (regardless of when it is performed), and disclosure of certain information to consumer reporting agencies.  

c.   Health Care Operations: Health care operations include a wide range of day-to-day activities that support the conduct of business of the Provider.  To fall within the definition of “health care operations,” an activity must fall within one of the following specific provisions:

(1) Conducting quality assessment and improvement activities, including outcomes evaluation, development of clinical guidelines and patient safety activities (as defined in 42 C.F.R. § 3.20).  This does not include activities where the primary purpose is research (to develop generalizable knowledge). 

(2) Population-based activities relating to improving health or reducing health care costs, protocol development, case management and care coordination, contacting of health care providers and patients with information about treatment alternatives, and related functions that do not include treatment of patients; 

(3) Reviewing the competence or qualifications of health care professionals or evaluating practitioner and provider performance; 

(4) Evaluating health plan performance;

(5) Conducting training programs in which students, trainees, or practitioners in areas of health care learn under supervision to practice or improve their skills as health care providers, or training of non-health care professionals;

(6) Accreditation, certification, licensing, or credentialing activities; 

(7) Underwriting, enrollment, premium rating, and other activities relating to the creation, renewal or replacement of a contract of health insurance or health benefits, and ceding, securing, or placing a contract for reinsurance of risk relating to claims for health care (including stop-loss insurance and excess loss insurance) (except as prohibited under § 164.502(a)(5)(i), relating to health plans’ use of genetic information); 

(8) Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs; 

(9) Business planning and development, such as conducting cost-management and planning-related analyses related to managing and operating the Provider, including formulary development and administration, development or improvement of methods of payment or coverage policies; and 

(10) Business management and general administrative activities of the Provider , including, but not limited to: 

(i) Management activities relating to implementation of and compliance with the HIPAA Privacy Rule; 

(ii) Customer service, including the provision of data analyses for policy holders, plan sponsors, or other customers, provided that protected health information is not disclosed to such policy holder, plan sponsor, or customer;

(iii) Resolution of internal grievances; 

(iv) The sale, transfer, merger or consolidation of all or part of the Provider with another organization that must comply or will be required to comply with the HIPAA Privacy Rule and due diligence related to the sale, transfer, merger or consolidation;

(v) Creating de-identified health information; and
(vi) Fundraising for the benefit of the Provider.
2.  Provider Use of PHI
a. If Provider personnel are authorized to have access to a patient’s PHI, they may use that PHI within the Provider for purposes that meet the definition of “treatment, payment or health care operations.”

b. Provider personnel use of PHI for purposes that do not meet the definition of “treatment, payment or health care operations” are addressed by other policies dealing with those specific uses or disclosures.

c. Provider personnel will use only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

3.   Disclosure of PHI outside the Provider for Treatment, Payment and Health Care Operations  

a.  Activities to Assist Provider
Provider personnel may disclose PHI to a third party to assist in the Provider’s activities that meet the definition of “treatment, payment or health care operations.”  Before disclosing PHI to the third party to assist the Provider, Provider personnel will determine that the Provider has a Business Associate Agreement in place with the third party if one is required by Provider policy.  (See Policy: Business Associate Agreements).

b.  To Other Health Care Providers  

(1) Provider personnel may disclose a patient’s PHI to another health care provider to support the patient’s treatment.  If requested by the other health care provider, Provider personnel may disclose the entire medical record to the provider.

(2) Provider personnel may disclose PHI to another health care provider to support the other provider’s payment, to the extent that the PHI pertains to the provided treatment.  The other health care provider must submit a written request for the patient’s records.  This written request may take any form, including e-mail.  Provider personnel will retain this written request in the patient’s record.

(3) Provider personnel may disclose PHI to another health care provider to support the health care operations of the other provider if the following criteria are met:

(a) The other provider has a present or past relationship with the patient;

(b) The information sought pertains to the treatment the other provider gave to the patient;

(c) Provider personnel confirm that the provider is a “covered entity” under HIPAA and is required to comply with the HIPAA Privacy Rule.
(d) The disclosure is limited to the types of health care operations listed in paragraphs (1)-(6) in the definition of “health care operations,” plus fraud and abuse detection and compliance programs.  

(e) The other health care provider submits a written request for the patient’s records.  This written request may take any form, including e-mail.  Provider personnel will retain this written request in the patient’s record.
c.  To Health Plans
Provider personnel may disclose PHI to a health plan in the following circumstances: 

 (1) The disclosure is to obtain payment for treatment; or
(2) The disclosure is for the health care operations of the payer listed in paragraphs (1)-(6) in the definition of “health care operations,” plus fraud and abuse detection and compliance programs.   

d.
Verifying Identity and Authority of Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy:  Verifying Identity and Authority of Requestor of Protected Health Information)

e.
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

4. Disclosure of Special Types of Medical Records

Disclosure of communicable disease information, mental health records, genetic testing information and drug and alcohol abuse records are more sensitive and are not governed by this policy.  (See Policy: Use and Disclosure of Mental Health Information; Policy: Use and Disclosure of Protected Health Information Relating to Communicable Diseases; Policy: Use and Disclosure of Protected Health Information Relating to Genetic Testing; and Policy: Use and Disclosure of Alcohol and Drug Abuse Records).

9.
USE AND DISCLOSURE OF MENTAL HEALTH INFORMATION

POLICY:  
USE AND DISCLOSURE OF MENTAL HEALTH INFORMATION

Topic:
Use and Disclosure of Mental Health Information
Last Revision(s):


Approval



Signature:

Date:



PURPOSE

This policy sets forth the circumstances in which the Provider and its personnel may use and disclose protected health information (“PHI”) related to mental health care. 

POLICY

1.  Definitions
a. Psychotherapy notes: 

Psychotherapy notes are those recorded (in any medium) by a mental health professional documenting or analyzing the contents of conversation during a private counseling session or a group, joint, or family counseling session and, that are separated from the rest of the individual’s medical record.  These are records that are kept as private records of a mental health professional.

Psychotherapy notes do not include medical records and do not include medication prescription and monitoring, counseling session start and stop times, the modalities and frequencies or treatment furnished, results of clinical tests, and any summary of diagnosis, functional status, the treatment plan, symptoms, prognosis and progress to date.

2.   Use and Disclosure of Psychotherapy Notes

Provider personnel will obtain patient authorization to use or disclose psychotherapy notes, except in the following circumstances:

a. The originator of the psychotherapy notes may use those notes for treatment of the patient. 

b. Provider personnel may use psychotherapy notes to carry out training programs in mental health under supervision.  The psychotherapy notes will not be included in the patient’s medical records.  The students or trainees in the training programs may examine psychotherapy notes under supervision but will not obtain copies of the psychotherapy notes.

c. Provider personnel may use or disclose psychotherapy notes to defend a legal action or other proceeding brought by the patient.  

d. Provider personnel will use or disclose psychotherapy notes when they are required by another law to do so. 

e. Provider personnel will disclose psychotherapy notes to the Secretary of HHS during HHS investigations of the Provider’s compliance with the HIPAA Privacy Rule, if HHS specifically requests to see psychotherapy notes or the mental health professional’s personal notes.

f. Provider personnel will disclose psychotherapy notes to health oversight agencies if a health oversight agency specifically requests to see psychotherapy notes or the mental health professional’s personal notes.

g. Provider personnel may disclose psychotherapy notes to coroners and medical examiners regarding deceased patients, if they represent to the Provider personnel that those notes are necessary for them to perform their functions.

h. Provider personnel may use or disclose psychotherapy notes where necessary to avert a serious and imminent threat to health or safety.  In this circumstance, Provider personnel first will consult with [insert title of administrator or member of management].

3.
Authorization for Use or Disclosure of Psychotherapy Notes
An authorization to use or disclose psychotherapy notes may not authorize disclosure of any other types of information.  It must be a separate authorization.

4.  [Insert content required by state mental health laws, if any.] 
5. Verification of Identity and Authority
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy:  Verifying Identity and Authority of Requestor of Protected Health Information)

6. 
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

10.
DISCLOSURES OF PROTECTED HEALTH INFORMATION RELATING TO COMMUNICABLE DISEASES

POLICY:  
DISCLOSURES OF PROTECTED HEALTH INFORMATION RELATING TO COMMUNICABLE DISEASES

Topic:
Uses and Disclosures Relating To Communicable Diseases 

Reviewed:



Last Revision(s):


Approval



Signature:

Date:



PURPOSE

This policy describes when Provider personnel may disclose a patient’s protected health information (“PHI”) relating to a communicable disease. 

POLICY
1.
Special Confidentiality Treatment
Provider personnel will maintain the confidentiality of communicable disease-related information (including AIDS and HIV-related information) and will disclose that information only in compliance with this policy.  The Provider’s general policies on the use and disclosure of PHI do not apply to communicable-disease related information unless otherwise noted.
2.
Disclosure of Communicable Disease-Related Information (Including HIV-Related Information) without Patient Authorization  

If the patient has not signed a valid authorization under paragraph 3, Provider personnel may disclose communicable disease-related PHI only to the following persons and entities.  If a person or entity is not listed below, Provider personnel will obtain patient authorization under paragraph 3 before disclosing the information.    [Insert content from your state laws]
3.
Disclosure of Communicable Disease-Related Information (Including HIV-Related Information) with Patient Authorization   

a.
If a disclosure is not permitted under paragraph 2 without the patient’s authorization, Provider personnel will obtain patient authorization before disclosing communicable disease-related PHI.  The authorization will meet the requirements of the Provider’s policy on authorization.  (See Policy:  Uses and Disclosures Requiring Patient Authorization; Form:  Authorization.)  If Provider personnel seek to disclose HIV/AIDS-related information, the authorization form must specifically indicate its purpose to authorize disclosure of HIV-related information.

4.
Disclosures to Persons Exposed To Communicable Diseases  


[Insert content from your state laws]

5.
Record and Accounting of Disclosures  

[Insert content from your state laws] 
6.
Verification of Identity and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)

7.
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

FORM: 
CERTIFICATION OF PROPER USE

I [insert name of requestor] am employed by [insert name of government agency].  I am authorized by [insert State/federal as appropriate] law to receive the protected health information and records related to the patient [insert patient’s name].  I hereby certify that my collection of the protected health information and records relating to this patient is for the sole purpose of preventing or controlling disease, injury or disability.  I certify further that the above-referenced protected health information and records will not be used or disclosed in any unlawful manner.

______________________________

Print Name and Organization

______________________________

Signature and Date

11.
DISCLOSURES OF PROTECTED HEALTH INFORMATION RELATING TO GENETIC TESTING

POLICY:  
DISCLOSURE OF PROTECTED HEALTH INFORMATION RELATING TO GENETIC TESTING
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Uses and Disclosures Relating To Genetic Testing
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PURPOSE

This policy describes when the Provider may use or disclose protected health information (“PHI”) relating to genetic testing.

POLICY

1.
Provider Use of Genetic Testing Information
a. Authorization by Patient  

Provider personnel may use genetic testing information for a purpose authorized by the patient or the patient’s representative.  This written authorization must meet the requirements of the Provider’s policy on authorization, and must specifically indicate its purpose to authorize use of genetic testing information.  (See Policy:  Uses and Disclosures of Protected Health Information Requiring Patient Authorization; Form: Authorization to Use and Disclose Protected Health Information.)

b. [Insert additional content about use of genetic information] 

2.
Disclosures of Genetic Testing Information
[Insert content about disclosure of genetic information] 
2. Verification of Identity and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy:  Verifying Identity and Authority of Requestor of Protected Health Information)

3. Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

12.
USE AND DISCLOSURE OF ALCOHOL AND DRUG ABUSE RECORDS

POLICY:  
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PURPOSE

This policy sets forth the basic requirements for use and disclosure of alcohol and drug abuse records, for the Provider’s federally assisted alcohol and drug abuse program. 

POLICY

1.
General Policies Not Applicable
The Provider’s general policies governing the use and disclosure of protected health information (“PHI”) do not apply to the information set forth in paragraph 2 held by the Provider’s alcohol and drug abuse program.

2.
Records Covered 

This policy applies to all information, whether or not recorded, gathered by the Provider for the purposes of treating alcohol or drug abuse, making a diagnosis for that treatment, or making a referral for that treatment, if that information would identify a patient as an alcohol or drug abuser either directly, by reference to other publicly available information, or through verification of such an identification by another person.  

3.
Patients Protected

This policy applies to the records of any person who has applied for or received diagnosis or treatment for alcohol or drug abuse from the Provider.  

a.
Minor Patients
If the patient is a minor under the age of 12, both the minor and a parent or guardian must give written authorization for the disclosure of alcohol or drug abuse information, if authorization is required by this policy. 

The program must seek the minor’s consent to disclose the minor’s participation in the program to the parents or guardians.  If the minor does not consent to the disclosure, the program director may disclose relevant facts to the parents or guardian only if: (1) the minor lacks capacity (e.g., extreme youth), or (2) the minor’s situation poses a substantial threat to the life or health of the minor or to any other person, and disclosure would reduce that threat.  If the program may not disclose the minor’s participation in the program to the parents or guardians, Provider personnel may act on authorization obtained from the minor alone.

b.
Incompetent Patients 

If a patient has been adjudicated as lacking capacity, the patient’s guardian or other person authorized by state law may give written authorization to disclose alcohol or drug abuse information.  

If the patient has not been adjudicated as lacking capacity but the program director determines that the patient suffers from a medical condition that prohibits him or her from acting on his own behalf, the program may disclose information to third party payers solely for the purpose of obtaining payment.

c.
Deceased Patients
If the patient is deceased, the executor, administrator, or other personal representative may give written consent to disclosure. (See State law for list of parties authorized by law to give authorization for the release of this information.)  

4.
Confidentiality of Records

Alcohol and drug abuse patient records are confidential and may not be disclosed except as specifically provided under this policy.   Unless this policy expressly allows disclosure of information without patient authorization, Provider personnel will obtain patient authorization before disclosure of the information.

Provider personnel will not reveal that a patient has been a patient in the alcohol and drug abuse treatment program, unless the Provider has patient authorization.  Provider personnel may disclose the fact that an identified person is not and never has been a patient.

5.
Exceptions to Confidentiality

a.
Provider personnel may communicate internally with other Provider personnel who provide services in the drug or alcohol abuse treatment program, if they need the information in connection with their duties.

b.
Provider personnel may communicate with an entity that has direct administrative control over the Provider’s alcohol and drug abuse program.

c.
Provider personnel may communicate with a qualified service organization if the information is needed by the organization to provide services to the Provider.  Qualified service organizations include organizations that provide data processing, bill collecting, laboratory analysis, or legal, medical, accounting, or other professional services, or services to prevent or treat child abuse or neglect.  The qualified service organization must agree in writing to be fully bound by the regulations before information is disclosed.  If the qualified service organization is also a Business Associate, the Business Associate Agreement will incorporate this provision.  (See Policy:  Business Associate Agreements.)

d.
Provider personnel may communicate with law enforcement officers if a patient commits or threatens to commit a crime on the premises or against program personnel.  The communication is limited to the circumstances of the incident, including the patient status of the person committing or threatening to commit the crime, the person’s name and address, and the person’s last known whereabouts.

e.
Provider personnel may report suspected child abuse and neglect as required by state law.  Any information sought for use in an investigation or legal proceeding following the report of child abuse may not, however, be disclosed unless the patient authorizes the disclosure or a court order accompanied by a subpoena is presented.

f.
Provider personnel may provide information relates to the cause of death for purposes of vital statistics.  

6.
Disclosures of Confidential Information without Patient Authorization

Provider personnel may disclose alcohol and drug abuse treatment records without patient authorization under the circumstances listed below:

a.
Medical Emergencies
Provider personnel may disclose patient-identifying information to medical personnel who need the information to treat a condition that poses an immediate threat to the health of any person and that requires immediate medical intervention.   Provider personnel will seek written confirmation of the emergency from the requesting person or entity.  

Provider personnel will document the disclosure in the patient’s records.  The documentation will include the name of the medical personnel to whom disclosure was made and his or her affiliation with any health care facility, the name of the person who made the disclosure, the date and time of the disclosure, and the nature of the emergency.  (See also Policy:  Patient Requests for Accounting of Disclosures.)

b.
FDA
Provider personnel may disclose patient-identifying information to medical personnel of the Food and Drug Administration (“FDA”) for purposes of notifying patients and physicians of dangers due to mislabeling, error in manufacture, or the sale of products under FDA jurisdiction.  

Provider personnel will document the disclosure in the patient’s records.  The documentation will include the name of the medical personnel to whom disclosure was made and his or her affiliation with any health care facility, the name of the person who made the disclosure, the date and time of the disclosure, and the reason for the disclosure.   (See also Policy:  Patient Requests for Accounting of Disclosures.)

c.
Research Activities
Provider may disclose patient-identifying information for purposes of scientific research.  In using or disclosing this information, Provider personnel will follow the Provider’s policy on research.  (See Policy: Use and Disclosures of Protected Health Information in Research.) 

In addition, before making the disclosure, the program director will make the following determinations:

(a)
The recipient of the information is qualified to conduct the research;

(b)
The recipient has a research protocol by which patient-identifying records are maintained in a secure room, locked file cabinet, or other similar container and will not be redisclosed; and

(c)
The recipient has provided a written statement by a group of three or more persons who are independent of the research project certifying that the persons have reviewed the security procedures, determined that the patient’s rights will be adequately protected, and determined that the benefits of the research outweigh the risks of disclosure.


Researchers using the information may not redisclose patient-identifying information in any research report, or in any other form, except back to the program that provided the researchers with the information.  

d.
Audit and Evaluation Activities
(1)  Permissible Disclosures
Provider personnel may disclose information to any person who performs audit or evaluation activities for the following entities:  (a) on behalf of a governmental agency that provides financial assistance or is authorized to regulate the Provider’s alcohol and drug abuse program; (b) on behalf of a private person that provides financial assistance to the program; (3) a third-party payer covering program patients; or (d) or is a peer review organization performing utilization or quality control review.  

(2)
Procedures Where Records Are Not Copied and Removed
If the records are to be examined on the premises, the following procedures apply:

(a)
The Provider’s program director must determine that the person is qualified to conduct the audit or evaluation; and

(b) The auditor or evaluator must agree in writing that patient-identifying information will not be redisclosed and that the information will only be used for purposes of the audit or evaluation.  If the auditor or evaluator is also a business associate, the Business Associate Agreement will incorporate this provision.  (See Policy:  Business Associate Agreements.)

(3)
Procedures Where Records Copied and Removed From Premises

If the records are to be copied and removed, the following procedures apply:

(a)
The Provider’s program director must determine that the person is qualified to conduct the audit or evaluation; 

(b) The auditor or evaluator must agree in writing that patient-identifying information will not be redisclosed and that the information will only be used for purposes of the audit or evaluation.  If the auditor or evaluator of the also a business associate, the Business Associate Agreement will incorporate this provision.  (See Policy:  Business Associate Agreements); and

(c)
The auditor or evaluator must agree in writing to maintain the patient-identifying information in a secure room, locked file cabinet, or other similar container, and to destroy all patient-identifying information when the audit or evaluation is completed.

7.
Disclosures of Confidential Information Requiring Patient Authorization

Unless this policy expressly allows disclosure of information without patient authorization, Provider personnel will obtain patient authorization before disclosure of the information.

a.
Minimum Necessary Amount of Information 

Any authorized disclosure must be limited to that information which is necessary to carry out the purpose of the disclosure.  

b.
Form of Written Authorization
If patient authorization is required under this policy, the authorization will follow the form and content under the Provider’s policy on authorization.  (See Policy: Uses and Disclosures of Protected Health Information Requiring Patient Authorization; Form: Authorization for Release of Alcohol or Drug Abuse Records ). 

c.   Additional Authorization Requirements and Document Restrictions for Disclosures to Central Registries
With patient authorization, Provider personnel may disclose information to a central registry or a detoxification or maintenance treatment program within 200 miles for the purpose of avoiding concurrent enrollment in more than one program.  The program may only disclose the information when the patient is accepted for treatment, the type or dosage of drug is changed, or the treatment is resumed, interrupted, or terminated.  The disclosed information is limited to patient-identifying information, type and dosage of drug, and relevant dates.  

In addition to those requirements referenced in paragraph b, the authorization form must include the names and addresses of each central registry and maintenance or detoxification program to which disclosure will be made.  The form may authorize a disclosure to any detoxification or maintenance treatment program within 200 miles without specifically listing each program.  

d.   Additional Authorization Requirements and Document Restrictions for Disclosures to Criminal Justice System That Have Referred Patients
If a patient is participating in the program as a condition of any criminal proceeding, Provider personnel may make a disclosure to persons within the criminal justice system who need the information in order to carry out their duty to monitor the patient’s progress only upon obtaining the patient’s written authorization.  The regulations duration of the authorization must be reasonable, taking into account the anticipating length of treatment, the type of criminal proceeding, and the need for information in the final criminal disposition.  The patient may revoke the authorization upon the passage of the time or event noted in the form, which may be no later than the final disposition of the criminal proceeding.

e. 
Statement Regarding Prohibition on Redisclosure
Each disclosure made with the patient’s written authorization must be accompanied by the following written statement:

This information has been disclosed to you from records protected by Federal confidentiality rules (42 C.F.R. part 2).  The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 C.F.R. part 2.  A general authorization for the release of medical or other information is NOT sufficient for this purpose.  The Federal rules restrict any use of the information to criminally investigate or prosecute any alcohol or drug abuse patient.

8.
Disclosure in Judicial and Legislative Proceedings

This confidentiality requirement applies to civil, criminal, administrative, and legislative proceedings.
a.
Subpoenas

Upon receipt of a subpoena, Provider personnel may disclose alcohol and drug abuse records under two alternative circumstances: 

1) The party seeking the information provides documentation of satisfactory assurance of notice to the patient.  To meet this criteria, the subpoena must accompanied by documentation of written notice to the patient that includes sufficient information about the litigation to permit the individual to raise an objection, and documentation that the time for individual to raise objections has passed and no objections were filed or the court resolved such objections against the individual.   

2) The party seeking the information gives satisfactory assurance that it made reasonable efforts to secured a qualified protective order.  To meet this requirement, the subpoena must be accompanied by written statement and documentation that: 1) the parties to the dispute have agreed to the qualified protective order and have presented to the court; or 2) the party seeking the information has requested a qualified protective order from the court.  

If a subpoena is not accompanied by this documentation, Provider personnel should make no disclosure and send the form objection letter to the clerk of the court and the attorney seeking the subpoena of documents within ten days of receiving the subpoena.  Provider personnel should contact [insert title of administrator or member of management] or legal counsel to determine the appropriate response to the subpoena.

b.
Court Orders
Upon receipt of a court order, Provider personnel will not disclose the information unless the order is accompanied by a subpoena.  (This process differs from the usual response to court orders).  Provider personnel should contact [insert title of administrator or member of management] or legal counsel to determine the appropriate response to the order.

9.
Record Security

The Provider’s alcohol and drug abuse program will keep written records pertaining to alcohol and drug treatment in a secure room, locked file cabinet, safe, or other similar container when the records are not in use.  The program will have written procedures governing access to, and the use of, written records.

10.
Patient Identification Cards

The program will not require patients to carry identification cards that identify the person as an alcohol or drug abuse patient while away from the program premises.  The program may require patients, however, to carry an identification card while on the program premises.  

11.
Patient Notice of Confidentiality Practices
At the time of admission or as soon as the patient is capable of rational communication, the program will notify the patient that his alcohol and drug abuse record is protected under federal law and will provide the patient with a written summary of the federal law and regulations.   (See Form:  Patient Notice of Confidentiality of Alcohol and Drug Abuse Patient Records)  This Notice is in addition to the Provider’s Notice of Privacy Practices.  (See Policy: Notice of Practice Practices.) 

12.
Verification of Identity and Authority of Requestor

Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)
13.
Disclosing the Minimum Necessary Amount of PHI
Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information.)

FORM:  
PATIENT NOTICE OF CONFIDENTIALITY OF ALCOHOL AND DRUG ABUSE PATIENT RECORDS

The confidentiality of alcohol and drug abuse patient records maintained by

                          

(Provider) is protected by Federal law and regulations.  Except under specific circumstances, the program may not tell a person outside the program that a patient attends the program.  The program also may not disclose any information identifying the patient as an alcohol or drug abuser unless:

1.
The patient authorizes the disclosure in writing;

2.
The disclosure is required by a court order; or

3.
The disclosure is made to medical personnel in a medical emergency or to qualified personnel for research, audit, or program evaluation purposes.

The violation of federal laws and regulations governing the disclosure of patient information is a crime.  Suspected violations may be reported to the appropriate authorities as provided under the regulations.

Federal law and regulations do not protect any information about a crime committed by a patient either at the program or against any person who works for the program or any threat to commit such a crime.

Federal laws and regulations may not protect any information about suspected child abuse or neglect from being reported under State law to the appropriate state or local authorities.

(See 42 U.S.C. 290 dd-3 and 42 U.S.C. 290 ee-3 for Federal laws and 42 C.F.R. Part 2 for Federal regulations.)

AUTHORIZATION FOR RELEASE OF ALCOHOL OR DRUG ABUSE RECORDS

(HIPAA-Compliant Authorization Form)

I authorize ___________________________________________________________   to disclose protected health information (“PHI”) from the drug or alcohol abuse records of:

Patient name: ________________________________________________________________

Address: _____________________________________________________________________

Phone number: _______________________________________________________________

Patient medical record number [Or other identifiers, such as date of birth]:________________________________________________________________________

I authorize PHI from __________ [date] to _____________ [date] to be disclosed to the following organizations or persons (list specific name of person or organization): ___________________________________________________________________________ ______________________________________________________________  [address if known]; 

 [phone number if known]; 

 [fax number if known].

Specific description of the information to be disclosed (such as “all of my records”):

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Specific description of the purposes of the disclosure: 



Treatment 



Payment for my health care

______
Other (list): _____________________________________________
I authorize the provider to use or disclose information related to (check all that apply) [insert those elements where state requires consent to disclose]:



AIDS/HIV and other Communicable Disease 



Behavioral Health Care/Psychiatric Care/Mental Health Information



Genetic Testing Information

□  I understand that if this box is checked, the Provider will receive payment or another form of compensation from a third party in exchange for disclosing my information. [Include this provision if Provider will engage in the sale of PHI, or create a separate authorization for such purposes.]

□  I understand that if this box is checked, the Provider will receive payment compensation from a third party in exchange for making the marketing communication that is the subject of this authorization. [Include this provision if Provider will send Marketing communications that will be funded by the third party whose product or service is being described, or create a separate authorization for such purposes.]
I understand that the Provider will not condition treatment on my signing this form, unless the provider is seeking consent to disclose information to a third party payer to get paid for the services provided to me.  I may refuse to sign this form.

I understand that I may revoke (cancel) this authorization at any time, unless the Provider has relied on my authorization.  To revoke this authorization I understand that I must contact the [insert title of responsible person, such as the Privacy Official].  I understand that my revocation of this authorization will not be effective as to uses/disclosures of PHI already made in reliance on this authorization.  Unless I revoke this authorization earlier, it will expire on the following date, event, or condition:  _________________________________________________.

I understand that, if this information is disclosed to a third party, the information may no longer be protected by the federal privacy regulations and may be redisclosed by the person or organization that receives the information.

I understand the matters discussed on this form.  I release the provider, its employees, officers and directors, and business associates from any legal responsibility or liability for the disclosure of the above information to the extent indicated and authorized herein.






__________________

Signature of Patient



Date







__________________

Signature of Legal Representative

Relationship to Patient or Description of 







Authority to Act for Patient
______________________________________________________________________
Notice to Recipient of Records: This information has been disclosed to you from records protected by Federal confidentiality rules (42 CFR part 2). The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 CFR part 2. A general authorization for the release of medical or other information is NOT sufficient for this purpose. The Federal rules restrict any use of the information to criminally investigate or prosecute any alcohol or drug abuse patient. 
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PURPOSE

This policy clarifies that Provider personnel will disclose protected health information (“PHI”) if a statute, regulation or court opinion requires that disclosure.  

POLICY

1. 
Verification of Identify and Authority of Requestor
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)
2.   Required Disclosures

Provider personnel will disclose PHI to another person or organization if a federal or state statute, regulation, or court opinion requires that disclosure, as noted in paragraph 3 below.  Provider personnel will meet the requirements of that law in making the disclosure.

If this policy does not address a particular obligation under law to disclose a patient’s PHI, Provider personnel will consult [insert title of administrator or member of management] before making the disclosure.

3.   Provider Reporting Obligations

[Insert your state’s requirements for reporting to law enforcement or government agencies]
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PURPOSE

This policy sets forth requirements Provider personnel must meet before disclosing a patient’s protected health information (“PHI”) to government officials, and discusses the circumstances in which Provider personnel are required or permitted to disclose PHI to government officials. 

POLICY

1. 
Verification of Identify and Authority of PHI Recipient

Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)
2.   Disclosing the Minimum Necessary Amount of PHI
Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

3.  Disclosures Required by Other Law
Provider personnel may disclose PHI to federal, state or local government officials (or someone acting on behalf of the government), if a statute, regulation or court opinion requires the disclosure.  For these disclosures, Provider personnel should follow the procedures set forth in Policy: Disclosures of Protected Health Information Required by Law.

4.   Disclosures Permitted To Avert a Serious Threat To Health or Safety of a Patient, Provider Personnel or the Public  

Provider personnel may disclose PHI to law enforcement officials or other government officials, if Provider personnel believe in good faith that the disclosure is necessary to prevent or lessen a serious or imminent threat to the health or safety of a person or of the public, and the communication is made to a person reasonably able to prevent or lessen the threat. 

5.   Disclosures to Public Health Authorities
Provider personnel may disclose information concerning communicable diseases to public health authorities, such as the state Department of Health Services.  Provider personnel should follow the procedures set forth in Policy:  Disclosure of Protected Health Information Relating to Communicable Diseases.

6.  Disclosures to the Food and Drug Administration and Reporting Personnel

Provider may report PHI to persons subject to the jurisdiction of the Food and Drug Administration (“FDA”) for tracking adverse events or product defects.  Provider personnel should follow the procedures set forth in Policy:  Disclosure of Protected Health Information for FDA Reporting.
7.  Disclosures under Court Order or Subpoena
Provider personnel may disclose PHI to a court or a prosecutor in connection with judicial and administrative proceedings.  Provider personnel should follow the procedures set forth in Policy:  Disclosures of Protected Health Information in Judicial and Administrative Proceedings.

8.  Disclosures to Law Enforcement Officials and Correctional Institutions

Provider personnel may disclose PHI to law enforcement officials and correctional institutions in certain limited circumstances.  Provider personnel should follow the procedures set forth in Policy:  Disclosures of Protected Health Information to Law Enforcement Officials.

9.  Disclosures to Medical Examiners and Coroners

Provider personnel may disclose PHI to a coroner or medical examiner for the purposes of identifying a deceased person, determining a cause of death, or other duties authorized by law.  Provider personnel should follow the procedures set forth in Policy:  Disclosures of Protected Health Information Concerning Decedents.

10. Disclosures for Federal Government Military, Security and Intelligence Purposes

Provider personnel may disclose PHI to the federal government for certain military and veterans’, national security and intelligence, Secret Services, Department of State, and National Instant Criminal Background Check System (NICS) activities.  Provider personnel should follow the procedures set forth in Policy:  Disclosures for Federal Government Military, Security and Intelligence Purposes.

11.
Disclosures to Government Officials for Other Purposes
If this policy or another Provider policy does not address a particular disclosure to a government official, Provider personnel will consult [insert title of administrator or member of management] before making the disclosure.
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PURPOSE

This policy sets forth requirements Provider personnel will meet before disclosing a patient’s protected health information (“PHI”) to law enforcement officials.  Law enforcement officials include federal, state, tribal, county and local officers or agents that investigate, enforce, and prosecute laws.  

POLICY

1.   Disclosing Protected Health Information in Response to Court Order, Warrant or Grand Jury Subpoena

a. Provider personnel will comply with court orders, search warrants, and grand jury subpoenas to produce PHI to law enforcement officials or to a court.   If law enforcement officials serve a subpoena (not from a grand jury) on the Provider, Provider personnel will follow the Provider Policy: Disclosure of Protected Health Information in Judicial and Administrative Proceedings.

b. Provider personnel will comply with the order of an administrative court to produce PHI to law enforcement officials or to the administrative court, but only after Provider personnel determine that: (i) the information sought is relevant and material to a legitimate law enforcement inquiry; (ii) the request is specific and limited in scope; and (iii) “de-identified” information cannot not reasonably be used.  If the answer to (i)-(iii) is negative, Provider personnel will consult [insert title of administrator or member of management] before disclosing the PHI.

2.  Disclosing Protected Health Information As Required by Other Law
Provider personnel will disclose PHI to law enforcement officials if required by law to do so.  See Policy:  Disclosures of Protected Health Information Required by Law.  If the disclosure required by law is regarding abuse, neglect, or domestic violence, Provider personnel will follow paragraphs 4(b) or 4(c), below.

3. Disclosures to Assist in Identifying or Locating an Individual  

a. When law enforcement officials request information to identify or locate a suspect, fugitive, material witness or missing person, Provider personnel may disclose limited information to the requesting law enforcement official, including name, address, date and place of birth, social security number, ABO blood type and rh factor, type of injury, date and time of treatment, date and time of death (if applicable), and a description of distinguishing physical characteristics (such as height, weight, gender, race, hair and eye color, presence or absence of facial hair, scars and tattoos).  

b. Provider personnel will not disclose PHI related to the patient’s DNA or DNA analysis, dental records, or typing, samples or analysis of body fluids or tissue.  

c. Provider personnel will not disclose any part of the patient’s medical record without receiving a court order, warrant, grant jury subpoena, or valid subpoena, or as required by another law.
4. Responding to Law Enforcement Requests for Notification of a Patient’s Discharge or Release from Provider’s Facility 
a. The Provider is not required to disclose to a peace officer  when the patient may be discharged or released from its facility.
i. If the Provider has no general rule regarding compliance with such requests from peace officers, Provider personnel receiving such a request will seek guidance from [insert title of administrator or member of management] before supplying such information.  

ii. If the Provider chooses to provide notifications of discharge or release to law enforcement:  Provider personnel will require the officer to submit the request in writing, and will ensure that the request includes or is accompanied by a statement affirming that:

1. The information sought is relevant and material to a legitimate law enforcement inquiry;

2. The request is specific and limited in scope to the extent reasonably practicable in light of the purpose for which the information is sought; and 

3. De-identified information could not reasonably be used.  Provider personnel will disclose only the specific information requested in the written administrative request.

iii. If the Provider chooses not to provide notifications of discharge or release to law enforcement:  Provider personnel will inform the officer that the Provider’s policy is to not provide notifications of discharge or release.

5. Disclosures Concerning Crime Victims  

a.
Injuries Resulting from Illegal Acts  

i. Provider personnel will report gunshot wounds, knife wounds, or other injuries that may have resulted from a fight, brawl, robbery, or illegal or unlawful act to local law enforcement officials.  

ii. The report will include the circumstances surrounding the injury, the name and description of the patient, the character of the wound, and other facts to assist the police. 

iii. Provider personnel will not disclose any part of the patient’s medical record without receiving a court order, warrant, grand jury subpoena, or valid subpoena, or as required by another law.

b.
Child and Vulnerable Adult Abuse and Neglect

Provider personnel will follow the Provider’s policy on reporting child abuse and neglect or vulnerable adult abuse and neglect.  (See Policy:  Uses and Disclosures of Protected Health Information Required by Law.)

c.
Domestic Violence  

Provider personnel will disclose a patient’s medical record to law enforcement officials or criminal prosecutors where a patient is a victim of domestic violence, as follows:

i. Provider personnel will produce the medical record of the patient to the official or prosecutor as requested. 

ii. Provider personnel will inform the patient that the Provider was required to give a copy of the patient’s medical record to the official or prosecutor.  However, if Provider personnel believe that informing the patient would place him or her at risk of serious harm, or Provider personnel would be informing a personal representative that personnel believe is responsible and it would not be in the patient’s best interests, Provider personnel will not inform the patient about the disclosure.

d.  Crime Victims (Other than Child, Vulnerable Adult or Domestic Abuse Victims)  

Provider personnel may disclose PHI to law enforcement agencies about a patient who is or is suspected to be a victim of a crime in the following circumstances:

i. The patient agrees to the disclosures;

ii. Provider personnel believe, in the exercise of professional judgment, that disclosure is necessary to prevent serious harm to the patient or to another person;

iii. If Provider personnel are unable to obtain the patient’s agreement because of incapacity or other emergency circumstance, Provider personnel may disclose the PHI if:

1. The law enforcement official represents that he or she needs the information to determine whether a person other than the victim (patient) has violated the law and that such information is not intended to be used against the victim (patient);

2. The law enforcement official represents that immediate law enforcement activity depending on the information would be materially and adversely affected by waiting until the individual is able to agree; and

3. Provider personnel determine that the disclosure is in the best interest of the individual.

iv. If paragraphs (i) through (iii) do not apply, the disclosure is not permitted under this section.   The disclosure may be permitted under a different provision of this policy, such as if a law requires Provider personnel to make the disclosure.  

v. Provider personnel will inform the patient that the Provider disclosed the patient’s medical information to law enforcement.  However, if Provider personnel believe that informing the patient would place him or her at risk of serious harm, or Provider personnel would be informing a personal representative that personnel believe is responsible and it would not be in the patient’s best interests, Provider personnel will not inform the patient about the disclosure.

5.
Information Relating to a Crime on Provider Premises  

Provider personnel may disclose PHI to law enforcement officials if Provider personnel believe in good faith the PHI is evidence of criminal conduct that occurred on Provider premises.

6.
Disclosures of PHI to Avert a Serious Threat to Safety

a.
If Provider personnel have a good faith belief that disclosing a patient’s PHI will prevent or lessen a serious and immediate threat to the patient, another person, or the public, Provider personnel may make the disclosure of PHI.  Provider personnel will make this disclosure only if it is consistent with their professional standards of ethical conduct.

b.
Provider personnel may make this disclosure only to a person who is reasonably able to prevent or lessen the threat (including the target of the harm). 

c.
Unless immediate disclosure is required to prevent or lessen the threat, Provider personnel first will consult with [insert title of administrator or member of management].  [Insert title of administrator or member of management] may wish to consult with legal counsel if needed.
7.
Disclosures of Patient Admissions of Participation in Violent Crime

a.
If a patient admits participation in a violent crime to Provider personnel, Provider personnel will report the patient admission to [insert title of administrator or member of management].  
b.
[Insert title of administrator or member of management], after consulting with legal counsel if needed, may disclose the patient admission to the appropriate authorities if he or she believes that the crime may have caused serious physical harm to a victim.  

i. Such disclosures will be in writing and will include only the statement itself and the person’s name, address, date and place of birth, social security number, ABO blood type and rh factor, type of injury, date and time of treatment, date and time of death (if applicable), and a description of distinguishing physical characteristics (such as height, weight, gender, race, hair and eye color, presence or absence of facial hair, scars and tattoos).  

ii. [Insert title of administrator or member of management] will not make the disclosure if the patient admission was obtained “in the course of treatment to affect the propensity to commit the criminal conduct,” through counseling or therapy, or through a request by the patient to initiate or be referred to treatment, counseling or therapy.

8.
Information Regarding Deaths

Provider personnel may report to law enforcement the death (and related PHI) of an individual where it is suspected that the death is a result of criminal conduct. 

9.
Disclosures Required by Law
Provider personnel will disclose PHI to a law enforcement official if a federal or state statute, regulation, or court opinion requires that disclosure.  Provider personnel will meet the requirements of that law in making the disclosure.

10.
Law Enforcement Official with Custody over Inmate

If a law enforcement official has custody over an inmate who is being treated by the Provider, follow the Provider’s policy on Uses and Disclosure of Protected Health Information to Correctional Institutions and Other Officials with Custody over Inmate.

11.
Verification of Identity and Authority of Law Enforcement Official
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information.)

12.  Determining the Minimum Amount of Information to Be Provided
a. If the disclosure to law enforcement officials is in response to a court order, warrant, court-issued subpoena, or grand jury subpoena, Provider personnel should comply with the order, warrant or subpoena and provide only the PHI requested.

b. If federal or state law (including statutes, regulations, or a court opinion) requires the Provider to disclose the information to law enforcement officials, Provider personnel should provide the PHI required by law.

c. If the disclosure to law enforcement officials is not required by court order, warrant or subpoena, Provider personnel should provide only the minimum amount of PHI necessary to fulfill the official’s request.   (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information.)

d. Provider personnel may rely on representations by a law enforcement official about the minimum amount of PHI the official requires.  If the law enforcement official makes such representation orally, Provider personnel should document the official’s statement in the patient’s record.
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PURPOSE

This policy sets forth the circumstances in which the Provider and its personnel may disclose protected health information (“PHI”) to correctional institutions and government officials with custody over an inmate. 

POLICY

1.  Definitions
a. Inmate:  A person incarcerated in or otherwise confined to a correctional institution, including jails, prisons, and Immigration and Naturalization Service detention centers.

b. Law enforcement official:  A federal, state, tribal, county or local officer or agent who investigates, enforces or prosecutes laws. 
2.  Permitted Disclosures 

a.   Provider personnel may disclose an inmate’s PHI to a correctional institution or a law enforcement official having lawful custody of an inmate, if the correctional institution or such law enforcement official represents that such PHI is necessary for: 

(1) The provision of health care to the inmate; 

(2) The health and safety of the inmate, other inmates, officers or employees at the correctional institution, or persons responsible for the transporting inmates;

(3) Law enforcement on the premises of the correctional institution; or 

(4) The administration and maintenance of the safety, security, and good order of the correctional institution. 

b.   Provider personnel will request the correctional institution or law enforcement official to make the representations in writing.  If they refuse or are unable to do so, Provider personnel will get the representations verbally, and will document those representations in the patient’s medical record. 

3. 
Verification of Identify and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)

4.   Determining the Minimum Amount of Information to Be Provided
a.
If the disclosure to law enforcement officials is in response to a court order, warrant, court-issued subpoena, or grand jury subpoena, Provider personnel will comply with the order, warrant or subpoena and provide the PHI requested.

b.
If federal or state law (including statutes, regulations, or a court opinion) requires the Provider to disclose the information to the correctional or law enforcement officials, Provider personnel will provide the PHI required by law.

c. If the disclosure to law enforcement officials is not required by court order, warrant or subpoena, Provider personnel should provide only the minimum amount of PHI necessary to fulfill the official’s request.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information.)

d. Provider personnel may rely on representations by a correctional or law enforcement officials about the minimum amount of PHI the official requires.  If the law enforcement official makes such representation orally, Provider personnel should document the official’s statement in the patient’s record.
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PURPOSE

This policy sets forth the requirements Provider personnel must meet before disclosing a patient’s protected health information (“PHI”) relating to military, national security and intelligence activities without that patient’s permission. 

POLICY

1.
Disclosures to Military Authorities
a.
Provider personnel may disclose the PHI of a member of the United States Armed Forces to a military official if the official  executes the certification of proper use.  (See Form:  Certification of Proper Use)

b.
If the Provider is a component of the Departments of Defense or Homeland Security, it may disclose the PHI of a patient who is a member of the Armed Forces to the Department of Veterans Affairs upon the separation or discharge of the patient from military service for purposes of determining the patient’s eligibility for benefits.

c.
If the Provider is a component of the Department of Veterans Affairs, Provider personnel may use and disclose a patient’s PHI for purposes of determining the patient’s eligibility for benefits.

2.  Disclosures for National Security and Intelligence Activities

Provider personnel may disclose a patient’s PHI to a federal official who certifies in writing that the government’s collection of the information is necessary for the conduct of intelligence, counter-intelligence, and other national security activities.  (See Form:  Certification of Proper Use—Intelligence and National Security) 

3.
Disclosures to the National Instant Criminal Background Check System (NICS) 

a. Provider may disclose PHI for the NICS if Provider: (1) is, or contains, an entity designated by a state to report to the NICS, or which collects information for purposes of reporting on behalf of the state to the NICS, or (2) is a court, board, commission, or other lawful authority that makes the commitment or adjudication that causes an individual to be prohibited from having a firearm.

b. Provider may disclose only the limited demographic and certain other information needed for purposes of reporting to the NICS, and may not disclose diagnostic or clinical information.  

c. Provider may disclose the information to the NICS, or to an entity designated by the state to report to the NICS (or that collects information for purposes of reporting to the NICS on behalf of the state).  

4.
Verification of the Identity and Authority of the Requestor
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)

5.
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

FORM: 
CERTIFICATION OF PROPER USE

I certify that 




 (the patient) is a member of the United States Armed Forces, that the patient’s protected health information has been deemed necessary by appropriate military command authorities to assure the proper execution of the military mission, and that the military authority has published a notice in the Federal Register identifying the appropriate military command authorities and the purposes for which the protected health information will be used or disclosed.  

I also certify that I am acting on behalf of the United States Armed Forces and that the above-referenced protected health information sought will not be used or disclosed in any unlawful manner.

______________________________

Print Name

______________________________

Military Branch

______________________________

Signature and Date

FORM: 
CERTIFICATION OF PROPER USE ― INTELLIGENCE AND NATIONAL SECURITY

I  certify that the protected health information of 






 (the patient), is necessary for the conduct of lawful intelligence, counter intelligence, and other national security activities authorized by the National Security Act and its implementing authority, or is necessary for the provision of protective services to the President or other persons authorized under law, or for the conduct of related investigations authorized under law.

I also certify that I am acting on behalf of the federal agency noted below and that the protected health information sought will not be used or disclosed in any unlawful manner.

______________________________

Print Name

______________________________

Agency

______________________________

Signature and Date
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PURPOSE

This policy sets forth the rules for Provider personnel to disclose Protected Health Information (“PHI”) in connection with judicial and administrative proceedings.

POLICY

1.   Court Orders  

Provider personnel will comply with orders to produce PHI from any court with appropriate jurisdiction over the Provider.  Provider personnel will disclose only the PHI demanded by the order.  A subpoena is not a court order.   When Provider personnel receive a subpoena, they will follow paragraph 3. 

2.   Patient Authorization
Provider personnel may disclose PHI in a lawsuit if the patient has authorized the release.  The patient’s authorization must be on a form that complies with the Provider’s requirements for authorization forms.  (See Policy:  Use and Disclosure of Protected Health Information Requiring Patient Authorization)

3. 
Responding to Subpoenas and Discovery Requests
If the Provider does not receive a court order or patient authorization to disclose PHI, Provider personnel may produce PHI in response to a subpoena or discovery request only in two circumstances:
a.
Notice to Patient.  Provider personnel may disclose the PHI if the party seeking the PHI provides a written statement demonstrating both of the following items: 

(1) The party has made a good faith attempt to give written notice to the patient of the request for the patient’s PHI, and that the written notice included sufficient information about the litigation to permit the patient to raise an objection.  The party must include a copy of the written notice to the patient.  If the party was unable to give notice to the patient, the party must include evidence of the attempt.

(2) The time for the individual to raise objections has passed and no objections were filed or the court resolved such objections against the patient.  The party must include a copy of the written notice to the patient and any court order involved.

b.  Protective Order.  Instead of notice to the patient in paragraph a, Provider personnel may disclose PHI if the party seeking the PHI provides a written statement demonstrating that the party has requested a court or tribunal to enter a qualified protective order.  The party requesting the PHI must include a copy of the requested protective order, the request to have a court or tribunal to enter the qualified protective order, and the court or tribunal order, if any. 

A “qualified protective order” is a court or tribunal order, or stipulation of the parties, that prohibits the parties from using or disclosing the PHI for any purpose other than the litigation or proceeding.  The qualified protective order also must require the court and the parties to return the PHI to the Provider or to destroy the PHI at the end of the proceeding. 

c.
Provider Notice to Patient or Qualified Protective Order. If the party requesting the PHI does not fulfill the requirements of paragraph a or b, Provider personnel may disclose the PHI after providing patient notice or by seeking a qualified protective order under those paragraphs.  Provider personnel are not required to do so, and may instead object to disclosing the PHI. 

4.
Disclosing the Minimum Amount of Information
Provider personnel will disclose only the minimum amount of PHI necessary to respond to the subpoena or discovery request.  (See Policy:  Using, Disclosing and Requesting the Minimum Amount of Protected Health Information)

5.
Responding to Search Warrants
Search warrants are not subpoenas or discovery requests and are not subject to this policy.  (See Policy:  Disclosures of Protected Health Information to Law Enforcement Officials)

6.
Verification of Identity and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy:  Verifying Identity and Authority of Requestor of Protected Health Information)

19.
USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION CONCERNING DECEDENTS

POLICY:  
USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION CONCERNING DECEDENTS

Topic:
Uses and Disclosures of Protected Health Information 
Concerning Decedents
Last Revision(s):


Approval



Signature:

Date:



PURPOSE

This policy sets forth the circumstances in which Provider personnel may use and disclose the protected health information (“PHI”) of deceased patients. 

POLICY

1. Use and Disclosure of Deceased Patient’s PHI 
A deceased patient’s PHI is entitled to the same protection as that of a live person for a period of 50 years following the death of the individual.  After the 50-year period has passed, the information is no longer considered PHI. 

2. Representatives of Deceased Patient
If Provider personnel require patient permission to make a use or disclosure, they will seek the permission of the person or persons authorized to act on behalf of the deceased patient or his or her estate, in the order as listed in paragraph 3.

3. Disclosure to the Estate or to Family Members or Guardians
[Insert content from your state laws]

4. Disclosures to Health Care Decision Makers
In addition to the individuals listed in paragraphs 3, Provider personnel also may release the PHI of a deceased patient to a person acting as the health care decision maker at the time of the patient’s death.  Provider personnel will ask for evidence verifying the person’s status as a health care decision maker before releasing the PHI.  (See Policy:  Patient Requests for Records.)
5. Disclosures to Family Members or Friends Involved in the Patient’s Care Before Death

In addition to the individuals listed in paragraphs 3 and 4, Provider personnel also may release the PHI of a deceased patient to a family member, relative, close personal friend, or any other person identified by the patient who was involved in the patient’s care or payment for care before the individual’s death, to the extent the PHI was relevant to the person’s involvement in the care, unless disclosure would be inconsistent with an expressed preference of the deceased patient.  (See Policy: Disclosures of Protected Health Information to Family Members and to Others Involved in Patient’s Care.)

6. Disclosures to Funeral Directors

Provider personnel may disclose a patient’s PHI to funeral directors as necessary to carry out the funeral director’s duties, including in anticipation of a person’s death. 
7. Disclosures to Medical Examiners/Coroners

Provider personnel may disclose PHI to a coroner or medical examiner for the purposes of identifying a deceased patient, determining a cause of death, or for other duties of the coroner or medical examiner.

8. Disclosures for Organ, Eye or Tissue Donation Purposes
Provider personnel may disclose the PHI of a deceased patient for organ, eye or tissue donation purposes.  (See Policy:  Use and Disclosure of Protected Health Information for Organ, Eye or Tissue Donations.)

9. Disclosures to Researchers
Provider personnel may disclose the PHI of a deceased patient for research purposes.  (See Policy:  Use and Disclosure of Protected Health Information for Research.)

10. Verification of Identity and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)

11. Disclosing the Minimum Necessary Amount of PHI
Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

20.
DISCLOSURES OF PROTECTED HEALTH INFORMATION FOR ORGAN, EYE AND TISSUE DONATION

POLICY:  
DISCLOSURES OF PROTECTED HEALTH INFORMATION FOR ORGAN, EYE AND TISSUE DONATION

Topic:
Disclosures of Protected Health Information for Organ, Eye and Tissue Donation
Reviewed:



Last Revision(s):


Approval



Signature:

Date:



PURPOSE

This policy sets forth requirements Provider personnel must meet before disclosing a patient’s protected health information (“PHI”) for purposes of organ, eye and tissue donation.

POLICY

1. 
Verification of Identify and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)
2.
 Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

3.  Patient/Donor Permission Is Not Required
Provider personnel may disclose PHI to organ procurement organizations or others engaged in the procurement, banking, or transplantation of organs, eyes or tissues.
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PURPOSE

This policy described when the Provider and its personnel may use patient protected health information (“PHI”) for research purposes. 

POLICY

1.
Patient Authorization to Use and Disclose PHI
Provider personnel may use and disclose patient PHI for all research purposes with patient authorization that meets the requirements of the Provider’s policy on authorization.  (See Policy:  Use and Disclosure of Protected Health Information Requiring Patient Authorization.)   If Provider personnel do not have patient authorization to use and disclose PHI for research, they may not use or disclose that PHI unless they follow the requirements of this policy.

2.
Disclosure of a Limited Data Set under Data Use Agreement

If Provider personnel do not have patient authorization to use and disclose PHI for conducting a clinical trial or data base research, Provider personnel may disclose a limited data set to the researcher under a data use agreement. (See Policy:  Using and Disclosing Limited Data Sets.)
3.   Waiver or Alteration of Authorization
If Provider personnel do not have patient authorization to use and disclose PHI for conducting a clinical trial or database research, Provider personnel may not disclose PHI for these purposes unless they obtain written documentation of the following requirements: 

a. Board approval of waiver or alteration of patient authorization:  Provider personnel must obtain documentation that an Institutional Review Board (“IRB”) or a Privacy Board (referred to collectively as “Board”) has approved a waiver or alteration of patient authorization.

b. Identification and date of action:  The Provider must receive a statement identifying the Board and the date on which the Board approved the waiver or alteration of authorization. 

c. The Board must determine that the waiver or alteration of authorization satisfies various criteria, including that: 

(1) The use or disclosure of PHI involves no more than minimal risk to the privacy of individuals, based on the following factors:

· An adequate plan to protect the identifiers from improper use and disclosure; 

· An adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for retaining the identifiers or such retention is required by law; and

· Adequate written assurances that the PHI will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research project, or for other research for which the use or disclosure of PHI would be permitted.

(2) The research could not practicably be conducted without the waiver or alteration of authorization; 

(3) The research could not practicably be conducted without access to and use of the PHI. 

d. Description of PHI needed:  The Provider must also obtain a “brief description” of the PHI the Board has determined is necessary for the research.

e. Review and approval procedures:  The Provider also must obtain a statement from the Board that the waiver or alteration of authorization has been reviewed and approved under either normal or expedited review procedures. 

(1) Procedures for an IRB:  An IRB must follow the requirements of the Common Rule.

(2) Procedures for a Privacy Board:  For a Privacy Board, a majority of Board members, including at least one non-affiliated member, must review the proposed research and approve the waiver or alteration of authorization. However, a Privacy Board may use an expedited review procedure if the research involves no more than minimal risk to the privacy of the patients, where only the Privacy Board chair or his or her designee reviews and approves the alteration or waiver of authorization.  The Privacy Board chair or designee can make the initial determination of whether the research involves no more than minimal risk to the participants.

f.   Required signature:  The document waiving or altering the authorization must be signed by the chair or other member of the Board designated to do so by the chair. 

4.  
Research Involving Decedents’ PHI

If a researcher asks to conduct research with the information of deceased individuals, Board approval of alteration or waiver of authorization is not required.  Rather, Provider personnel must: 

a. Obtain a representation in writing from the researcher that the use or disclosure is sought solely for the research on the PHI of decedents; 

b. Obtain a representation in writing that the PHI is necessary for research purposes; and 

c. Verify that the patients are deceased before providing the requested information to the research.  If documentation of death is not already present in Provider records, Provider personnel will require documentation of the death from the researcher.

5.  
Review of PHI in Preparation for Research

If a researcher requests PHI before research begins, Board approval of waiver or alteration of authorization is not required.  In this circumstance, Provider personnel must obtain representations in writing from the researcher that: 

a. The PHI is necessary to prepare a research protocol (or for similar purposes preparatory to research); 

b. The researcher will not remove PHI from the Provider in the course of the review; and 

c. The PHI is necessary for the research purposes. 

6.
Recruitment of Patients for Research 

If a Provider wishes to recruit patients for a research study, it may contact the patient without first seeking the patient’s authorization for the contact.  However, the Provider should not disclose the patient’s name to another entity for the other entity to contact the patient for the other entity’s research purposes; the Provider should obtain authorization or IRB waiver for this disclosure of the patient’s name.

7.
De-Identified Information

If a researcher requests information that is de-identified under the HIPAA Privacy Rule, Board approval of alteration or waiver of authorization is not required.  Provider personnel may disclose the information. 

8.
Disclosures Required by Other Law

If a researcher requests information that is required by another law to be disclosed, Board approval of alteration or waiver of authorization is not required.  Provider personnel may disclose the information.
9.
Continued Use or Disclosure of PHI of Patients “Consented” Before September 23, 2013
a.
The Provider may use patient PHI gathered before or after September 23, 2013 if one of the following patient permissions was obtained before September 23, 2013:

(1)
Patient authorization or express permission to use or disclose the PHI in the study;

(2)
The patient’s informed consent to participate in the study; 

(3) A waiver by an IRB of informed consent; or

(4) A waiver of HIPAA authorization.

b.
If a patient authorization, informed consent, IRB waiver of authorization, or waiver of HIPAA authorization is obtained after September 23, 2013, paragraph 10(a) does not apply.  In this circumstance, the Provider may continue to use PHI gathered before September 23, 2013, but will obtain patient authorization or Board waiver of authorization to use PHI gathered after September 23, 2013.

11.
Verification of Identity and Authority of PHI Recipient.

Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information)

12.
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose, unless the patient has signed an authorization to use or disclose PHI for research, or unless the Provider is disclosing a limited data set.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).

13.
Accounting to Patient for Research Disclosures
Unless the Provider obtains the patient’s authorization to use and disclose PHI for research or discloses only a limited data set, Provider personnel will include the disclosure in the patient accounting.  (See Policy:  Accounting to Patient for Disclosures of Protected Health Information.)  Special rules apply to accounting for research disclosures.
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PURPOSE

This policy sets forth requirements Provider personnel will meet before disclosing a patient’s protected health information (“PHI”) without patient authorization for the purposes of averting a serious threat to the health or safety of a person or the public.

POLICY

1.
Disclosures of PHI to Avert Threat
a.
If Provider personnel have a good faith belief that disclosing a patient’s PHI will prevent or lessen a serious and immediate threat to the patient, another person, or the public, Provider personnel may make the disclosure of PHI.  Provider personnel will make this disclosure only if it is consistent with their professional standards of ethical conduct.

b.
Provider personnel may make this disclosure only to a person (including the target of the harm) who is reasonably able to prevent or lessen the threat. 

c.
Unless immediate disclosure is required to prevent or lessen the threat, Provider personnel first will consult with [insert title of administrator or member of management].  [Insert title of administrator or member of management] may wish to consult with legal counsel if needed.
2.
Verifying Identity and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information.)
3.
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).
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PURPOSE

This policy sets forth the circumstances in which Provider personnel may disclose protected health information (“PHI”) to the Food and Drug Administration (“FDA”) and those subject to the jurisdiction of the FDA.  

POLICY

1. 
Disclosure of PHI for Reporting Obligations
Provider personnel may report PHI to a person subject to the jurisdiction of the FDA regarding an FDA-regulated product or activity for which that person has responsibility in the following four circumstances:

a. To collect or report adverse events (or similar activities with respect to food or dietary supplements), product defects or problems (including problems with the use or labeling of a product), or biological product deviations;

b.
To track FDA-regulated products;

c.
To enable product recalls, repairs, or replacement, or lookback (including locating and notifying individuals who have received products) that have been recalled, withdrawn, or are the subject of lookback; or  

d.
To conduct post marketing surveillance. 

2.
Verifying Identity and Authority of PHI Recipient
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy: Verifying Identity and Authority of Requestor of Protected Health Information.)

3.
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).
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PURPOSE

This policy permits Provider physicians to disclose protected health information (“PHI”) to the [insert name of state’s workers compensation agency] and an employer’s insurance carrier as required by the workers compensation laws, and permits Provider personnel to provide relevant information from the Provider’s medical record.
POLICY

1. Report of Injury with the [insert name of workers compensation agency] 

a. Provider personnel who treat a patient whose injury arose out of or in the course of employment, will file with the [insert name of workers compensation agency] a report of injury within [insert number] days of first providing treatment to the injured worker.

b. The physician will use the appropriate [insert name of workers compensation agency] forms to file the information.   

2. Providing Provider Record

a. [Insert any specific requirements from state law regarding producing records for a workers compensation claim.] 
b. Information Requested for Civil or Criminal Actions.  These disclosures relate only to workers’ compensation cases and not to related civil or criminal actions.  To disclose records in a civil or criminal action, Provider personnel will follow Policy:  Disclosure of Protected Health Information in Judicial and Administrative Proceedings

3. 
Verification of Identify and Authority of Requestor
Provider personnel will verify the identity and authority of the recipient of the PHI.  (See Policy:  Verifying Identity and Authority of Requestor of Protected Health Information)

4.
Disclosing the Minimum Necessary Amount of PHI

Provider personnel will disclose only the minimum amount of PHI necessary for the purpose.  (See Policy:  Using, Disclosing and Requesting the Minimum Necessary Amount of Protected Health Information).
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PURPOSE

To set forth the requirements for fundraising by or on behalf of the Provider.

POLICY

1. The Provider will include in its Notice of Privacy Practices to its patients, a statement explaining that the Provider or its foundation may contact the patient to raise funds for the Provider, and that the individual has the right to opt out of receiving such communications.

2. In conducting its fundraising activities, the Provider will use only the dates of a patient’s health care; demographic information, including name, address, contact information, age, gender and date of birth; department of service information; treating physician; outcome information; and health insurance status. 

3. The Provider will not use any other information about a patient’s treatment for fundraising.

4. The Provider may disclose the information listed in paragraph 2 to a third party to conduct fundraising on behalf of the Provider, including the Provider’s foundation.  The Provider will not disclose any other information about a patient’s treatment to the third party conducting fundraising on behalf of the Provider.

5. If the Provider utilizes a third party to assist with its fundraising, the Provider will require the third party to sign a “Business Associate Agreement” before disclosing any protected health information to the third party.  This Business Associate Agreement will prohibit the third party from using or disclosing the patient information provided to it for purposes other than conducting fundraising for the Provider.  (See Policy:  Business Associate Agreements.)
6. Fundraising materials sent to a patient will describe the Provider’s opt-out process for future fundraising communications in a clear and conspicuous way.  To opt out, patients may call or email [insert employee title and contact information].

7. If the [insert employee title from above] receives a telephone call, email or other communication from a patient asking not to receive fundraising solicitations, he or she will enter the patient’s name into a database to track the patient opt outs from future fundraising.

8. Before the Provider, the Provider foundation, or other Provider business associate sends a fundraising solicitation to the patient, it will check the database to determine if the patient has opted out of receiving fundraising solicitations.
9. The Provider may provide individuals with a method to opt back in, such as including as part of a newsletter sent to all patients a phone number individuals can call to be put on a fundraising list.
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PURPOSE

To conduct marketing by or on behalf of the Provider under the requirements of the Privacy Rule.

POLICY

1. Definitions

a. “Marketing” includes a communication with a patient to encourage the patient to purchase or use a product or service, with the exceptions set forth in paragraph b.

b. Marketing does not include the following communications to a patient:

(1) To provide refill reminders or otherwise communicate about a drug or biologic that is currently being prescribed for the individual, but only if any financial remuneration received by the Provider in exchange for making the communication is reasonably related to the Provider’s cost of making the communication.   

(2) For the following treatment and health care operations purposes, unless the Provider receives financial remuneration in exchange for making the communication:

i. For treatment of an individual by a health care provider, including case management or care coordination for the individual, or to direct or recommend alternative treatments, therapies, health care providers, or settings of care to the individual;

ii. To describe a health-related product or service (or payment for such product or service) that is provided by, or included in a plan of benefits of, the Provider making the communication, including communications about: the entities participating in a health care provider network or health plan network; replacement of, or enhancements to, a health plan; and health-related products or services available only to a health plan enrollee that add value to, but are not part of, a plan of benefits; or

iii. For case management or care coordination, contacting of individuals with information about treatment alternatives, and related functions to the extent these activities do not fall within the definition of treatment.

c. “Financial remuneration” means direct or indirect payment from or on behalf of a third party whose product or service is being described.

2. Authorization Required
When Provider personnel conduct communications with patients that fall within the definition of “marketing” in paragraph 1, Provider personnel must first obtain written patient authorization, with the following exceptions:

a. If Provider personnel have face-to-face communications with patients that meet the definition of marketing, authorization is not required.

b. If Provider personnel provide a promotional gift of nominal value to the patient, it does not require patient authorization.  If the promotional gift would exceed [insert small number, such as $5] in value, Provider personnel will consult with [insert title of administrator or member of management] before giving the gift to patients.

c. If patient authorization is required for the marketing, the authorization must meet the requirements set forth in the Policy:  Uses and Disclosure of Protected Health Information Requiring Patient Authorization, or must be on the Provider’s approved Authorization Form.  In addition, if the marketing communication involves financial remuneration, as defined above, to the Provider from a third party, the authorization must state that such remuneration is involved.
3. Business Associates

If the Provider discloses patient names or other patient PHI to a third party for assistance in the Provider’s marketing efforts, the Provider must have a “Business Associate Agreement” in place with that third party before the Provider discloses any PHI to the third party.  This Business Associate Agreement must prohibit the third party from using or disclosing the patient information provided to them for purposes other than the marketing for the Provider.

4. Disclosures of PHI for Others’ Marketing

The Provider must obtain patient authorization to disclose PHI to a third party for the third party or its affiliate to make communications that encourage patients to purchase or use the third party’s products or services.
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PURPOSE

To require patient authorization for the “sale” of PHI.

POLICY

1.
Definitions

a. “Sale” of PHI is the disclosure of PHI by a covered entity where the covered entity directly or indirectly receives remuneration from or on behalf of the recipient of the PHI in exchange for the PHI, with the exceptions set forth in paragraph b.

b. “Sale” of PHI does not include the following activities:

i. Disclosures of PHI for public health purposes under § 164.512(b) (the general rule on disclosures to public health authorities and for other public health purposes) or § 164.514(e) (disclosures of a Limited Data Set for public health activities).

ii. Disclosures of PHI for research under § 164.512(i) (the general rule on research disclosures) or § 164.514(e) (disclosures of a Limited Data Set for research), if the only remuneration received by the Provider or business associate is a reasonable cost-based fee to cover the cost to prepare and transmit the PHI for such purposes.  The OCR has clarified that this may include direct and indirect costs, including labor, materials, and supplies for generating, storing, retrieving, and transmitting the PHI and capital and overhead costs, but may not include fees charged to earn a profit from the disclosure of PHI.

iii. Disclosure of PHI for treatment or payment.

iv. Disclosure of PHI for “the sale, transfer, merger, or consolidation of all or part of the Provider and for related due diligence as described in paragraph (6)(iv) of the definition of health care operations and pursuant to § 164.506(a)”  (this references the underlying standards in § 164.506 for when this type of disclosure is permissible).

v. Disclosures “[t]o or by a business associate for activities that the business associate undertakes on behalf of a covered entity, or on behalf of a business associate in the case of a subcontractor, pursuant to §§ 164.502(e) and 164.504(e), and the only remuneration provided is by the covered entity to the business associate, or by the business associate to the subcontractor, if applicable, for the performance of such activities.”

vi. Disclosures to an individual for access or accounting (when requested under § 164.524 or § 164.528).  Any fee must be a reasonable cost-based fee, as required in the underlying rules on individual rights.

vii. Disclosures required by law.

viii. Disclosures for any other purpose permitted by the Privacy Rule, if the only remuneration received is a reasonable, cost-based fee to cover the cost to prepare and transmit the PHI, or is a fee otherwise expressly permitted by other law.
2.
Authorization Required

When Provider personnel make disclosures that fall within the definition of “sale” of PHI in paragraph 1, Provider personnel must first obtain written patient authorization.
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PURPOSE

This policy sets forth what information Provider personnel may include in the facility directory, and to whom this information may be disclosed.   

POLICY

1.
Notice of Privacy Practices  
Upon admission or registration, Provider personnel will provide each patient with the Provider’s Notice of Privacy Practices.  If the patient is admitted in an emergency, Provider personnel will provide the patient or the patient’s representative with the Notice of Privacy Practices as soon as practicable.

2. Patient Opt-Out  

a. Provision of form:  If the patient advises Provider admissions or registration personnel that the patient does not wish his name, location in Provider, general description of medical condition or religious affiliation to be included in the facility directory, Provider admissions or registration personnel will provide the patient with a facility directory “opt-out” form.  

b. Removal of patient from directory: If the patient indicates on the facility directory opt-out form that he or she does not want to be included in the facility directory, Provider personnel will not include the patient in the facility directory.
3.
Patient Inability to Opt-Out  
If a patient does not have the opportunity to opt-out of inclusion in the Provider facility directory because of an emergency or incompetence, Provider personnel will examine the medical record from any previous visits, if any, to determine if the patient previously expressed an objection to being included in the facility directory.  If Provider personnel do not locate a previous objection, Provider personnel will document in the medical record whether it is in the patient’s best interest to be included.  It is not in the patient’s best interest to be included in the facility directory if Provider personnel believe the patient is a victim of domestic abuse or other criminal conduct.  [Insert substance of Provider’s existing policy regarding “No List” Patients.]

4.
Allowable Information  
Unless a patient objects or the Provider decides not to include the patient pursuant to paragraph 3, Provider personnel will include in the facility directory an individual’s name, location in the facility, general description of the individual’s condition that does not communicate specific medical information, and religious affiliation.  

5.
Disclosures to Clergy  
Provider personnel may disclose all of the information in the facility directory to members of the clergy.  

6.
Disclosures to Non-Clergy
Provider personnel will disclose information in the facility directory, except religious affiliation, to any person who asks for the individual patient by name.  Provider personnel will not permit members of the public to examine the entire facility directory.

FORM: 
FACILITY DIRECTORY OPT-OUT

The facility directory is a list of our patients.  The list may include the patients' names, room numbers, general conditions (such as fair or critical), and religious affiliation.  If you do not opt-out of being included in the facility directory, we will provide your room number and general condition to anyone who calls and asks for you by name.  In addition, if you do not opt-out of being included in the directory, we will provide your room number, general condition and religious affiliation to members of the clergy at their request.


I hereby request that my name, location, general condition and religious affiliation NOT BE INCLUDED in the facility directory.  By invoking this right, I understand that people inquiring by phone or in person will be told, “I have no information about this patient.”  No deliveries, including cards or flowers, will be forwarded to me.

PRINT NAME:

  DATE:
______________

SIGNATURE:

  TIME:
______________
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PURPOSE

This policy identifies the circumstances in which Provider personnel may disclose protected health information (“PHI”) to a patient’s family member, relative, friend, or other person the patient identifies as being involved in the patient’s care (collectively referred to throughout this policy as “family member or friend”).  It also allows disclosures of PHI to disaster relief organizations to assist in notifying family and friends.

POLICY

1.
Oral Communications  
Provider personnel may verbally communicate PHI directly relevant to a family member’s or friend’s involvement in the patient’s care in the following circumstances: 
a.
When the Patient is Competent.  If the patient is competent, Provider personnel may disclose PHI to a family member or friend involved in the patient’s care, in four circumstances:

(i) 
The patient received the Notice of Privacy Practices and has not objected to disclosure of his or her PHI to a family member or friend; or 

(ii) 
Provider personnel otherwise provide the patient with an opportunity to object to the disclosure and the patient does not express an objection; or

(iii)  
Provider personnel obtain the patient’s verbal agreement; or

(iv) 
A patient asks that a family member or friend be included in a discussion concerning the patient care.

b.   When the Patient is Not Competent.  If the patient does not have the capacity to make health care decisions, Provider personnel may disclose PHI to a family member or friend involved in the patient’s care, in four circumstances:
(i) 
The patient representative received the Notice of Privacy Practices and has not objected to disclosure of the patient’s PHI to a family member or friend; or 

(ii) 
Provider personnel otherwise provide the patient representative with an opportunity to object to the disclosure and the patient representative does not express an objection; or

(iii)  
Provider personnel obtain the patient representative’s verbal agreement; or

(iv) 
A patient representative asks that a family member or friend be included in a discussion concerning the patient care. 

c.  
In an Emergency Situation.    If an emergency situation prevents Provider personnel from following paragraphs a and b, Provider personnel may discuss the patient’s PHI with the family member or friend if they believe that it is in the best interests of the patient to do so.  

d.  
When the Patient is Deceased.  If the patient is deceased, Provider personnel may disclose PHI to a family member or friend who was involved in the patient’s care or payment for care before the patient’s death, unless disclosure would be inconsistent with an expressed preference of the deceased patient.  This does not change the authority of the deceased patient’s personal representative to act on behalf of the deceased patient with regard to PHI.  See Policy: Use and Disclosure of Protected Health Information Concerning Decedents.    

2.
Medical Records and Billing Records 
Provider personnel may disclose documentary PHI to a patient’s family member or friend in the following circumstances:

a.
When the Patient Is Available and Competent.  If the patient is available and has the capacity to make health care decisions, Provider personnel will disclose medical records or billing records to a patient’s family member or friend only upon signed authorization by the patient. 

b.
When the Patient Is Not Competent.  If the patient does not have the capacity to make health care decisions, Provider personnel will disclose the patient’s medical records or billing records to a family member or friend if the family member or friend is the patient’s representative (see Policy:  Patient Requests for Records), or if Provider personnel obtain the authorization of the patient’s representative.  

c.
In Emergency Situations.  If an emergency situation prevents Provider personnel from obtaining authorization from the patient or the patient’s representative, Provider will determine whether the disclosure to the family member or friend is in the patient’s best interests.  In determining whether the disclosure is in the patient’s best interests, Provider personnel may use their professional judgment and experience with common practice to make reasonable inferences. 

d.  When the Patient is Deceased.  If the patient is deceased, Provider personnel will disclose the patient’s medical records or billing records to a family member or friend if the family member or friend is the patient’s representative (see Policy:  Patient Requests for Records), or if Provider personnel obtain the authorization of the patient’s representative.
3.
Disasters   
Provider personnel may disclose PHI to a public or private entity that is authorized by law or its charter to assist in disaster relief efforts, in order to inform family members or other persons of a patient’s location or condition.  If it would not interfere with the disaster emergency conditions, Provider personnel will follow paragraph 2 regarding oral communications and shall follow paragraph 3 regarding providing medical records.  

4.
Relevant Information Only  

Provider personnel making disclosures to family members or friends of the patient may disclose only PHI that is directly relevant to the family member’s or friend’s involvement in the patient’s care or payment for that care.   This restriction does not apply if the patient is not competent to make health care decisions and the family member or friend is the patient’s legal guardian, surrogate or other health care decision maker (collectively referred to as “representative.” (See Policy:  Patient Requests for Records.)
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PURPOSE

This policy identifies the circumstances in which Provider personnel may disclose proof of students’ immunizations to schools.  This policy should only be used in states with “school entry laws” requiring proof of immunization before entry into school.

POLICY

1.
Disclosure of Proof of Student Immunization  

a. If a student is an unemancipated minor, Provider personnel may disclose proof of the student’s immunizations to schools only after Provider personnel obtain agreement to the disclosure from a parent, guardian, or other person acting in loco parentis.  

b. If a student is an adult or emancipated minor, Provider personnel may disclose proof of the student’s immunizations to schools only after Provider personnel obtain agreement to the disclosure from the student.

2.
Agreement
The agreement may be a verbal agreement.
3.  
Documentation of Agreement
Provider personnel must document all agreements to disclose.   However, neither a signature nor a HIPAA authorization is required. 
4.
Verifying Identity and Authority of Recipient
Provider personnel will verify the identity and authority of the requestor of the PHI.  (See Policy:  Verifying Identity and Authority of Requestor of Protected Health Information)

FORM: 
DOCUMENTATION OF AGREEMENT TO DISCLOSE PROOF OF IMMUNIZATION

Purpose:  Use this form when a student or the student’s parent or guardian asks Provider personnel to disclose proof of the student’s immunization to a school. 

1.   
Date of Request: ___________________ 

2.  
Name of student for which proof of immunization is requested:

Name: 









3. 
Name of individual making request and relationship to student:

Name: 










Relationship to student:  








4.
Is student an adult or emancipated minor?  ___ Yes ___ No

5. 
Name and address of school: 

Name: 










Address:  









6.
Method by Which Request Was Made (e.g., email, phone, etc.): 

___________________
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PURPOSE

To require each member of the Provider’s workforce to follow confidentiality requirements and to sign the Provider’s Workforce Member Confidentiality Agreement.

POLICY

1.
Definitions
“Workforce member” includes employees, volunteers, trainees, and other persons whose conduct or performance at the Provider’s facility is under the direct control of the Provider, whether or not they are paid by the Provider.

2.
Confidential Patient Information  

Workforce members will keep all information concerning Provider’s patients confidential.  They will access, use, and disclose a patient’s protected health information (“PHI”) only as expressly allowed by Provider policy.  
Workforce members will be sensitive to the privacy needs of Provider’s patients, and, where possible, will conduct communications involving PHI outside of the hearing range of visitors and others not directly involved in the care of the patient.
3.
Confidential Provider Information

Workforce members will keep all information concerning the Provider’s business operations confidential.  They will access, use and disclose this information only as expressly allowed by Provider policy or by their supervisors.

4.
Workforce Member Orientation

Orientation of all new workforce members will include instruction concerning this confidentiality policy, the Provider’s policies concerning use and disclosure of patient PHI and patient rights, and the required confidentiality agreement. 

5.
Workforce Confidentiality Agreement

All workforce members will sign the Provider’s Confidentiality Agreement.  A signed copy of the Agreement will be kept in the employee’s personnel file or in the volunteer’s file.
FORM: 
WORKFORCE MEMBER CONFIDENTIALITY AGREEMENT

I understand that I may have access to confidential patient information and confidential information about the business and financial interests of [insert name of Provider] (referred to as “Confidential Information” in this Agreement).  I understand that Confidential Information is protected in every form, such as written records and correspondence, oral communications, and computer programs and applications. 

I agree to comply with all existing and future [insert name of Provider] policies and procedures to protect the confidentiality of Confidential Information.  I agree not to use, copy, make notes regarding, remove, release, or disclose Confidential Information, unless it is permitted by [insert name of Provider] policy. 

I agree not to share or release any authentication code or device, password, key card, or identification badge to any other person, and I agree not to use or release anyone else’s authentication code or device, password, key card, or identification badge.  I agree not to allow any other person, except those authorized by the [insert name of Provider], to have access to the [insert name of Provider]’s information systems under my authentication code or device, password, key card, or identification badge.  I agree to notify the appropriate administrator immediately if I become aware that another person has access to my authentication code or device, password, key card, or identification badge, or otherwise has unauthorized access to the [insert name of Provider]’s information system or records.

I agree that my obligations under this Agreement continue after my employment or my time as a volunteer ends.

I agree that, in the event I breach any provision of this Agreement, the [insert name of Provider] has the right to reprimand me or to suspend or terminate my employment or volunteer status with or without notice at the discretion of the Provider, and that  I may be subject to penalties or liabilities under state or federal laws.  I agree that, if the [insert name of Provider] prevails in any action to enforce this Agreement, the [insert name of Provider] will be entitled to collect its expenses, including reasonable attorney’s fees and court costs. 

_____________________________

____________________________

Employee Name




Employee Signature

_________________

Date
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PURPOSE

This policy sets forth the basic requirements for verifying the identity and the authority of a person requesting access to protected health information (“PHI”).  

POLICY

1. 
Verification of Identify and Authority of Person Requesting Access to PHI
Except as set forth in paragraph 3, Provider personnel will verify the identity and authority of a person requesting PHI before disclosing the PHI.

[Insert Provider processes for verifying identity of requestor.  Ensure that it applies to all Provider personnel who are authorized to disclose PHI, such as clinical personnel.  See note in Practice Tips concerning verifying identity and authority of family members or friends of patient requesting PHI.]

2. 
Verification of Identify and Authority of Government Official Requesting Access to PHI
a. To verify the identity of a government official, Provider personnel will ask to see an identification badge, official credential, or other proof of government status (such as a business card).  If the request for the PHI is in writing, the official can demonstrate his or her official identity if the request is on the appropriate government letterhead.  Provider personnel will document in the record how the personnel verified the government official’s identity, either by retaining a copy of the request on letterhead or by explaining what proof of identity was used.  (See Form: Verification of Identity and Authority of Government Official Requesting Access to Protected Health Information.)
b. To verify the identity of a person acting on behalf of a government agency, Provider personnel will see one of the following documents that establishes that the person is acting on behalf of the government agency:  (a) a written statement on government letterhead that the person is acting under the government's authority; or (b) other evidence or documentation that the person is acting on behalf of the government agency, such as a contract for services, memorandum of understanding, or purchase order.  Provider personnel will document in the record how the personnel verified the person’s identity, either by retaining a copy of the documentation or by explaining what proof of identity was used. (See Form: Verification of Identity and Authority of Government Official Requesting Access to Protected Health Information.)
c. To verify authority of the government official or the person acting on behalf of the government to request PHI, Provider personnel will obtain one of the following documents:  (a) warrant, (b) subpoena, (c) court order, (d) other legal process issued by a grand jury or a judicial or administrative tribunal, (e) a written statement of the legal authority under which the PHI is requested, or (f) if a written statement would not be practical, an oral statement of such legal authority.  If the government official provides only an oral statement, Provider personnel will document that statement in the patient’s record.

d. If the disclosure to a government agency is under a reporting requirement where the recipient is identified by organization (such as reporting of discharge data to the State Department of Health Services), Provider personnel will verify that they have the appropriate address before reporting the data as required.  If a government representative obtains the data from the Provider, Provider personnel will follow the rules in paragraphs a-c.
3.
Exceptions to Verification of Identity and Authority

a. If Provider personnel know the individual to whom they are making the disclosure, they are not required to verify identity.  Provider personnel will document their knowledge in the record.

b. If Provider personnel know the requestor has the authority to request the PHI, they are not required to verify authority.  Provider personnel will document their knowledge in the record.

c. Provider personnel are not required to verify the identity or authority of persons requesting information from the facility directory.  (See Policy:  Facility Directory/Patient Census.)

FORM: 
VERIFICATION OF IDENTITY AND AUTHORITY OF GOVERNMENT OFFICIAL REQUESTING ACCESS TO PROTECTED HEALTH INFORMATION

Purpose:  Use this form when a government official asks Provider personnel to disclose protected health information about a patient. 

1.   
Date of Request: ___________________ 

2.  
Ask name, title, agency and jurisdiction of Official:

Name: 










Title:  










Name of Official’s department or agency:


Department or agency’s jurisdiction




State: 










City:  










County: 









United States: 








3.
Verify Official’s Identity:  

Have the Official show you at least one of the following, and document the following information.  

Identification badge.  In this space, write any name that appears on the badge, the badge number, and the name of the department or agency that appears on the badge:  

Other official credential or other proof of the Official’s identity and status.  This could be a business card, a contract, purchase order, letter with letterhead, or some other proof of government status.   If the Official gives you the document, attach it to this form.  Otherwise, make a copy of the document provided and attach it to this form.   If you are not allowed to make a copy of the document, in this space write what type of document you were shown and any ID number that appears on the document:
4.
Verify Official’s Authority to Obtain Protected Health Information:

Ask the official to give you at least one of the documents listed below to verify the Official’s authority to obtain protected health information.  Check off below the type of document the Official gives you.  This may be the same document under (3) that shows the official’s credentials.  

When the Official gives you one of these documents, immediately contact [insert title of administrator or member of management] for further instructions.   

__ Search warrant signed by a judge

__ Subpoena issued by a court 

__ Subpoena issued by a grand jury

__ Court order 

__ Written statement of the legal authority under which the information is requested

If the Official refuses or is unable to give you written evidence of his or her legal authority to obtain the information requested, the Official may give you an oral statement of his or her legal authority.  If so, go to Section 5, below. 

5.
Oral Verification if Official Cannot Provide Written Verification:

Document the oral verification by having the Official complete and sign the following statement: 

I hereby state that I am authorized by the law of __________________________ to request and receive from __________________________________[insert name of Provider] the following documents:  ________________________________________________.   

Signature: 







  
Title: 









If the Official refuses to sign above, indicate this by putting your initials here ______________.

6.
Approval before Release

Before disclosing the PHI requested, contact [insert title of administrator or member of management] for approval.

7.
Final Disposition of Request:

Document here the final decision whether or not to grant the Official’s request for information.  If the decision is not to grant the request, include a brief summary of the reason: 

Reason for refusal to provide information, if request is refused: 

8.
Date of Disposition   __________________   
9.
Maintaining This Form and All Documents Attached to It.

Maintain this form and all documents attached to it in [insert the medical record or a separate privacy file].  
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PURPOSE

This policy sets forth the basic requirements for establishing the minimum amount of protected health information (“PHI”) for internal uses and routine disclosures.  The policy also establishes a process for responding to non-routine requests for PHI.  

POLICY

1. 
Designating Personnel with Access to PHI

Provider will designate which category of personnel need access to PHI to carry out their duties, what type of PHI to which each category will have access, and any conditions appropriate to such access.  Provider will document these designations in writing.
These designations can be reflected in this Provider-wide policy, or, for facilities with multiple departments, can be reflected in individual written designations by each department.  If done by individual departmental designation, each designation should be kept in a central location by the Provider for inspection and enforcement purposes.  

If Provider determines that its employees legitimately have access to the entire medical record, this must be explicitly set forth in this policy or the written departmental designation.
2. 
Determining the Minimum Amount of PHI for Routine Disclosures 


Provider will catalog its disclosures of PHI, and will designate the amount of PHI Provider personnel will produce in response to routine requests for PHI it receives.  

These designations can be reflected in this Provider-wide policy, or, for facilities with multiple departments, can be reflected in individual written designations by each department.  The designations by each department should be kept in a central location by the Provider for inspection and enforcement purposes.

[Insert designations.  Examples follow, but alternative provisions are permissible:
a.
Disclosures to Other Providers for Treatment of a Patient.  Whenever another health care provider requests a patient’s PHI for treatment purposes, Provider personnel will provide the PHI requested, including the entire medical record.  

b.
Disclosures to Health Plans.  In response to a request by a health plan for PHI to support a claim for payment, Provider personnel will disclose [insert descriptions, such as the specific PHI requested by the health plan, and/or the PHI set forth in the Provider contract with the health plan for support of claims].  

c. Disclosures Required by Law.  Where a disclosure of PHI is required by law (see Policy:  Disclosures of Protected Health Information Required by Law), Provider personnel will disclose only that PHI required by the statute, regulation or court opinion requiring the disclosure.  

d. Researchers.  When a researcher requests access to PHI, Provider personnel will provide the PHI the researcher represents is necessary for the research purposes, or that PHI approved by the Institutional Review Board or Privacy Board.
e. Etc.]
3.
Determining the Minimum Amount of PHI for Non-Routine Disclosures of PHI

a. Criteria for Evaluation 

When Provider personnel receive a request for PHI that is not reflected in paragraph 2 [insert “or the individual departmental written designations” if applicable], designated personnel will make an individual determination of what amount of PHI meets the minimum necessary standard.   Designated personnel will consider such factors as:  (1) the requestor’s purpose in seeking PHI; (2) the specificity of the request in designating particular parts of the medical record; (3) whether less PHI (or de-identified PHI) would satisfy the purpose of the requestor; (4) whether the requestor is an entity upon which the Provider may rely, as set forth in paragraph 4 of this policy.  [Insert other factors, if desired.]

b. Personnel to Make Determination

Provider will designate individual(s) or job position(s) responsible for evaluating non-routine requests for PHI.  The designated individual(s) or job position(s) will make an individual determination as set forth in paragraph a.  

c.
Documentation in Record

This determination will be documented in the patient’s record. 
4
Reliance on Requestor
Provider personnel may rely on the following representations that only the minimum necessary amount of PHI has been requested, unless Provider personnel have independent knowledge that the request would not meet the minimum necessary standard:

a.
The requestor is a public official who represents that the PHI requested is the minimum necessary for the official’s purpose.  If the public official makes this representation orally, Provider personnel will document this representation in the record.
b.
The requestor is another covered entity required to comply with HIPAA, such as a health plan, a health care clearinghouse, or a health care provider.

c. The requestor is a business associate who provides professional services to the Provider and who represents the PHI requested is the minimum necessary. 

d.
The requestor seeks the PHI for research purposes, and the disclosure meets the Provider’s requirements for research. (See Policy: Use and Disclosure of Protected Health Information for Research.)

5.
Provider Personnel Requests for PHI

When Provider personnel request PHI from another source, Provider personnel will not request more PHI than is necessary for their purpose.  If the request for PHI is for the purpose of treating a patient, Provider personnel may request the entire medical record from another provider.


Provider will catalog its routine requests of PHI, and will designate the amount of PHI Provider personnel will request for each category of request.  

These designations can be reflected in this Provider-wide policy, or, for facilities with multiple departments, can be reflected in individual written designations by each department.  The designations by each department should be kept in a central location by the Provider for inspection and enforcement purposes.
6.
Entire Medical Record Must Be Justified

If Provider personnel determine that it is necessary to use, disclose or request an entire medical record for any purpose (except those set forth in paragraph 7), this policy [insert “or the individual Provider departmental designations” if applicable] must specifically justify the release of the entire medical record.  If this policy [insert “or the individual Provider departmental designations” if applicable] does not specifically justify the release of the entire medical record, Provider personnel will document such justification in the patient’s medical record.

7.
Exceptions 

The following disclosures are not subject to the minimum necessary standard or the procedures set forth in paragraphs 1-6.

· To health care providers for treatment of patients;

· To the patient or the patient’s representative who requests access to their own PHI;

· Pursuant to patient authorization;

· As required by law; 

· As required for compliance with the HIPAA Privacy Rule, including to the Secretary of HHS for investigation. 
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PURPOSE

This policy sets forth the criteria for determining whether information held by the Provider should be treated as protected health information (“PHI”).  

POLICY

1. 
Individually Identifiable Health Information Is Protected

Provider personnel will treat all “individually identifiable health information” as “protected health information” (“PHI”) subject to the Provider’s policies and procedures on protection of PHI.  

Individually identifiable health information includes information that relates to the past, present, or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present of future payment for the provision of health care. Demographic information, including patient name, is treated as individually identifiable health information even if it is not accompanied by specific health information.

2.
Identifiers

Information is individually identifiable health information if the information contains the following “identifiers” of the patient or the patient’s relatives, employers or household members:

•
Names;

•
Geographic designations smaller than a State, including street address, city, county, precinct, and zip code (except that the first three digits of the zip code may be used if the area has more than 20,000 residents);

•
Dates (except for year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death, and age (although the year of age may not be used if the age is over 89 unless aggregated into a single category of age 90 or older);

•
Telephone numbers; 

•
Fax numbers; 

•
Email addresses;

•
Social security numbers;

•
Medical record numbers;

•
Health plan beneficiary numbers;

•
Account numbers;

•
Certificate/license numbers;

•
Vehicle identifiers, serial numbers, and license plate numbers;

•
Device identifiers and serial numbers;

•
Web Universal Resource Locators (URLs) and Internet Protocol (IP) addresses; 

•
Biometric identifiers, such as fingerprints;

•
Full-face photographs and any comparable images;

•
Any other unique identifying number, characteristic, or code. 

3. 
Protected in Any Form

Individually identifiable health information is protected in all forms, including paper records, oral communications, and electronic information.  

4. De-identifying Health Information

If individually identifiable health information is “de-identified,” it is no longer treated as PHI.  Provider personnel may de-identify information in the following manner:

a.  
Remove Identifiers
Remove all identifiers listed in paragraph 2.  However, if Provider personnel have actual knowledge that the information without identifiers still could be used alone or in combination with other information to identify the patient that is subject of the information, Provider personnel will continue to treat the information as PHI. 
b.
Statistical Evaluation

If a person with appropriate statistical knowledge concludes the risk is “very small” that the information could be used to identify an individual, it may be treated as not individually identifiable.   Provider personnel will consult with [insert title of responsible person, such as the Privacy Official] to determine whether the person has appropriate statistical knowledge for the individual analysis. 

c.
Encryption
Provider personnel may de-identify information by coding, encrypting or otherwise concealing specified information that would lead to identifying a patient.  If the code or encryption key is revealed at any time, Provider personnel will treat that information as PHI.
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PURPOSE

This policy sets forth the basic requirements for establishing when and how Provider personnel may use a Limited Data Set of protected health information (“PHI”).

POLICY

1.
Definition of Limited Data Set
A Limited Data Set excludes the following direct identifiers of the patient or patient’s relatives, household members, or employers:

a) Names;

b) Address, other than town, city, State and zip code;

c) Telephone numbers;

d) Fax numbers;

e) Electronic mail addresses;

f) Social security numbers;

g) Medical records numbers;

h) Health plan beneficiary numbers;

i) Account numbers;

j) Certificate/license number;

k) Vehicle identifiers and serial number, including license plate numbers;

l) Device identifiers and serial numbers;

m) Web Universal Resource Locators (URLs);

n) Internet Protocol (IP) address numbers;

o) Finger or Voice Prints; and

p) Photographs of full face or comparable images.

A Limited Data Set may include dates related to a patient (including birth date, death date, and dates of service), geographic designations other than street address or P.O. Box, and other identifying numbers not listed above.

2. Use of Limited Data Set 

Provider personnel may use a Limited Data Set for the purposes of research, public health, and health care operations.  Provider personnel may use PHI to create a Limited Data Set. 

3. Disclosure of Limited Data Set
Provider personnel may disclose a Limited Data Set for the purposes of research, public health activities, and health care operations, but only if the Provider has a Data Use Agreement with the recipient of the Limited Data Set that complies with the requirements in paragraph 4.  

4.
Data Use Agreement 

The Data Use Agreement must contain the following provisions:

a. Establish permitted uses and disclosures of the Limited Data Set.  The agreement may not authorize the recipient to use or disclose the Limited Data Set in a manner that would violate the HIPAA Privacy Rule if done by the Provider;

b. Designate who is permitted to use or receive the Limited Data Set;

c. Provide that the Limited Data Set recipient will:

(1) Not use or disclose the information other than permitted by the Agreement or as required by law;

(2) Use appropriate safeguards to prevent use or disclosure of the information other than as provided by the Agreement; 

(3) Report to the Provider any use or disclosure of the information not provided for by the Agreement of which it becomes aware;

(4) Ensure that any agents to whom the recipient provides the information, agree to the same restriction and conditions that apply to the recipient; and

(5) Not identify the information or contact the patients whose information is included in the Limited Data Set.

5. Violations of Data Use Agreement.  
Provider personnel will immediately report any information to [insert title of administrator or member of management] concerning a recipient’s failure to follow the terms of the Data Use Agreement. 

FORM:
DATA USE AGREEMENT 

[If the Provider and the Recipient have an existing contract, insert the term “Attachment” or “Addendum” instead of “Agreement.”  If it is an Attachment or Addendum, the Recitals needs not be included.]

This DATA USE AGREEMENT ( “Agreement”) is between 





, (the “Provider”), and 



 (the “Recipient”).   The Agreement is effective _____________________ [insert date].  

RECITALS:

1.  The Recipient performs certain [insert research, public health or healthcare operations, as applicable] functions (the “Activities”); and

2.  Provider agrees to disclose a Limited Data Set, as defined herein to Recipient for use in performance of the Activities; and

3.  Recipient agrees to limit its use of the Limited Data Set and protect the Limited Data Set according to the terms and conditions of this Agreement and the Health Insurance Portability and Accountability Act and the Standards for Privacy of Individually Identifiable Health Information, 45 C.F.R. §§ 160.103, 164.501 et. seq., as amended from time to time (“Privacy Rule”).

NOW, THEREFORE, in consideration of the mutual agreements covenants, terms and conditions herein contained, Provider and Recipient agree as follows:

1.  Definitions.  Unless otherwise provided, all capitalized terms in this Agreement will have the same meaning as provided under the Privacy Rule.  

2.  Disclosure of Limited Data Set to Recipient.  Provider agrees to disclose the Limited Data Set to Recipient in order for Recipient to perform the following Activities:

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

[Insert activities.  Note that these activities must be limited to research, public health activities, or health care operations.  These activities should be described with enough particularity to limit the use of the PHI.]

3.  Limited Data Set.  The Limited Data Set includes the following Protected Health Information:

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

4.  Uses and Disclosures of Limited Data Set.  Recipient will use and disclose the Limited Data Set only for those purposes necessary to perform its Activities, or as required by law.  Recipient will not otherwise use or further disclose any information included in the Limited Data Set.  

5.  Designation of Personnel.  Recipient designates the following personnel to receive, use and disclose the Limited Data Set PHI in accordance with this Agreement:

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

6.  Safeguards.  Recipient will implement appropriate safeguards to prevent any use or disclosure of PHI not otherwise permitted in this Agreement.

7.  Reports of Impermissible Use of Disclosure.  Recipient will report to Provider any use or disclosure of PHI not permitted by this Agreement within five business days of Recipient’s learning of such use or disclosure.

8.  Agents.  If Recipient provides PHI to an agent for a purpose authorized under the Agreement, Recipient first will enter into a written contract with the agent that requires the agent to agree to the same restrictions and conditions applicable to Recipient’s use and disclosure of PHI.  

9.  Prohibition on Identify Information and Contracting Individuals.  Recipient agrees that it will not attempt to learn the identity of the individuals who are the subject the Limited Data Set.  If Recipient does learn the identity of the individuals, it agrees not to contact those individuals.

10.  Obligations Regarding Recipient Personnel.  Recipient will appropriately inform all of its employees, agents, representatives and members of its workforce (“Recipient Personnel”), whose services may be used to satisfy Recipient’s obligations under the Agreement of the terms of this Agreement.  Recipient represents and warrants that the Recipient Personnel are under legal obligation to Recipient, by contract or otherwise, sufficient to enable Recipient to fully comply with the provisions of this Attachment.

11.  Provider Access to Recipient Books and Records.  Recipient will, within five business days’ of Provider’s written request, make available during normal business hours at Recipient’s offices, all records, books, agreements, policies and procedures relating to the use or disclosure of PHI for the purpose of allowing Provider to determine Recipient’s compliance with the Agreement.    

12.  Termination.  Provider immediately may terminate the Agreement upon written notice to Recipient if Provider determines in its discretion that the Recipient has breached a material term of this Agreement.  Alternatively, Provider may elect to provide Recipient with thirty days’ advance written notice of Recipient’s breach of any term or condition of this Agreement, and afford Recipient the opportunity to cure the breach to the satisfaction of Provider within twenty days of such notice.  If Recipient fails to timely cure the breach, as determined by Provider, the Agreement will terminate as provided in Provider’s notice.

13.  Notices.  Any notices required under this Agreement will be sent to the parties at the following address by first class mail, fax or hand delivery: 

Provider: 



Recipient:

Fax




Fax:




Attn:




Attn:
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PURPOSE

To establish a complaint process through which Provider patients may resolve concerns about the privacy and confidentiality of their health information.

POLICY

1.
If a patient wishes to make a complaint, the patient must do so in writing to [insert title of responsible person, such as the Privacy Official or an employee who interacts with patients].  If a patient calls [insert title of responsible person] to complain verbally, [insert title of responsible person] will provide a complaint form to the patient and will assist the patient if necessary in filling out the form.  If a patient complains verbally to other Provider personnel, Provider personnel will provide a complaint form to the patient and will direct any completed complaint forms to [insert title of responsible person].  

2. [Insert title of responsible person] will forward a copy of the complaint to the Privacy Official within 48 hours of receiving the complaint.  The Privacy Official will follow the provisions in the Provider Policy:  Mitigation of Any Harm Resulting from Disclosure of Protected Health Information and the provisions in the Provider Policy: Breach Reporting.

3. The Privacy Official will promptly investigate the alleged privacy violation, including forwarding a copy of the complaint to the appropriate Provider personnel supervisor(s).  Appropriate supervisors will include supervisors of all employees involved in the alleged privacy violation. 

4.
The Privacy Official will consult with Human Resources personnel [or insert an administrator or member of management], as appropriate, to determine a disposition of the patient complaint.

5.
[Insert title of responsible person] will respond to the patient in writing within [30] days of receipt of the complaint.  This response will advise the patient of the disposition of his or her complaint.  

6.
Provider will retain documentation related to complaints for [insert retention period, which must be at least six years].  This documentation includes the complaint, documentation of the disposition of the complaint and all correspondence with the patient and others relating to the complaint.

7.
Provider personnel will not ask any individual, group or entity to waive the right to register complaints, nor will it make the waiver of the right to complain a condition of treatment.

FORM:  
PRIVACY COMPLAINT

I, ___________________________________________, have the following complaint(s) regarding [insert name of Provider]’s use or disclosure of my medical information:







Name (please print)

Signature
Date

* Please attach additional sheets of paper if you need more space.
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PURPOSE

The Provider will do its best to mitigate or alleviate any harm to patients arising from the use or disclosure of their protected health information (“PHI”), where the use or disclosure is in violation of the Provider’s policies and procedures.

POLICY

1. Upon receiving any information from any source that PHI may have been used or disclosed, intentionally or inadvertently, in a manner that does not comply with the Provider’s policies and procedures, Provider personnel will report such use or disclosure to [insert title of responsible person, such as the Privacy Official].  Provider personnel also will take steps to stop or limit any such use or disclosure.

2. The [insert title of responsible person, such as the Privacy Official] will investigate the report and determine whether the use or disclosure did not comply with the Provider’s policies and procedures.  He or she also will follow the provisions in the Provider Policy: Breach Reporting.
3. If the [insert title of responsible person, such as the Privacy Official] determines that the use or disclosure violated Provider policy, he or she will contact the person or persons responsible for the violation (“the original source”) and take all practicable measures to retrieve and cease any further use or disclosure of the information.  He or she also will determine from the original source all of the persons or entities receiving the PHI from the original source. 

4. If the original source reports that other persons or entities received the PHI in a manner that did not comply with Provider policy, the [insert title of responsible person, such as the Privacy Official] will contact those persons or entities and take all practicable measures to retrieve the information and cease further use or disclosure.

5. If the [insert title of responsible person, such as the Privacy Official] determines that the original source is an employee of the Provider, he or she will report the matter to the original source’s supervisor and to [insert title of personnel who handle Human Resources functions and/or an administrator or member of management].  The supervisor and [insert title of personnel who handle Human Resources functions] will consult on appropriate sanctions to impose on the original source for violating Provider policy.

6. If the [insert title of responsible person, such as the Privacy Official] determines that the original source is a business associate of the Provider, he or she will report the matter to [insert title of appropriate person to handle business associate relationships], who will take appropriate action with regard to the business associate.
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PURPOSE   

The Provider will impose appropriate sanctions on its workforce members for violations of Provider’s HIPAA policies or procedures or the HIPAA privacy, security, or breach notification regulations.

POLICY

1. Workforce members must comply with all of Provider’s HIPAA privacy, security, and breach notification policies and procedures and the HIPAA regulations, or disciplinary action will be taken. 

2. [Insert title of person who will handle, such as the Privacy Official in consultation with appropriate decision makers regarding employment decisions] will review and recommend appropriate sanctions for substantiated failures to comply with Provider’s policies and procedures or the HIPAA regulations. 

3. In determining appropriate sanctions, all facts and circumstances will be considered, including the severity of the violation, the extent to which the violation affects the confidentiality and integrity of Protected Health Information (“PHI”), whether the violation was intentional or unintentional, whether the violation indicates a pattern or practice of improper use or disclosure of PHI, and sanctions imposed for any previous similar violations, on a case-by-case basis. 

4. All workforce members must report suspected or known workforce members who are non-compliant with our policies and procedures to [insert title of person(s) who will handle, such as the Privacy Official and/or the Security Official].

5. Documentation of any sanctions applied will be kept for a period of [insert retention period, which must be at least six years].

Procedures 

The sanction policy applies to Provider’s entire workforce.  Provider provides regular privacy, security and breach notification training and awareness for its workforce members to help prevent any non-compliance with its HIPAA policies and procedures. Provider will not intimidate or retaliate against any individual who report acts or practices that are unlawful, provided the individual in good faith believes that the practice is unlawful and reporting such a case is reasonable and does not disclose PHI in violation of HIPAA. 

The sanctions procedures include, but are not limited to, the following disciplinary actions:

Level 1 - Accidental Breach:

Possible Scenarios:

· Employee does not log off the computer after use.

· Employee leaves computer logged-in and unattended without locking the computer screen in an unsecure area.

· Employee leaves PHI document unattended and face up in an unsecure area.

· Employee faxes the wrong PHI to another practice.

· Employee forgets to get a signed acknowledgment of receipt of the Notice of Privacy Practices.

· Employee emails PHI to the wrong email address.

Sanction:

· Verbal warning and re-education

· Continued offenses lead to additional discipline, up to and including termination.

Level 2 - Intentional Breach without Harmful or Dishonest Intentions:

Possible Scenarios:

· Viewing patient records out of curiosity.

· Sharing PHI because the information is interesting (not for treatment purposes).

· Employee shares computer password.

· Discussion of patient information in an unsecured area.

Sanction:

· Written warning and re-education

· Continued offenses lead to additional discipline, up to and including suspension or termination.

Level 3 - Willful or Intentional Breach with Harmful or Dishonest Intentions:

Possible Scenarios:

· Using PHI for personal gain (marketing without authorization).

· Using PHI to cause harm (exposing information to unauthorized individuals because of dislike for the owner of the PHI).

· Gives access to a restricted area to an unauthorized individual.

· Gives access to PHI to an unauthorized individual.

Sanction:

· Termination and possible legal action.

Location of supporting documentation: If so, identify the document and location it is stored here.
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PURPOSE

To set forth the Provider’s policy that Provider administration and personnel will not engage in intimidating or retaliatory behavior towards a patient who exercises his or her rights under HIPAA, or towards any person who files a complaint with the Department of Health and Human Services (“HHS”), participates in an investigation related to the Provider’s compliance with HIPAA, or who opposes any practice by the Provider that the person believes is unlawful.  

POLICY

1. Consistent with the Provider’s intention to encourage regulatory compliance and improved patient care through an accessible and well-documented complaint process, the Provider will have no tolerance for acts of intimidation, threats, coercion, discrimination, or other retaliatory behavior against persons attempting in good faith and in a reasonable manner to exercise their rights concerning the privacy of health information.

2. As part of its compliance education program, the Provider’s [insert title of responsible person, such as the Privacy Official] is responsible for educating all Provider personnel of the prohibition against intimidating, threatening, coercive, discriminatory or retaliatory action against persons exercising their rights or participating in any process concerning the privacy of health information.  

3. Provider personnel will investigate fully any complaint or other allegation of the intimidating, discriminatory or retaliatory behavior contemplated by this policy.  Upon completion of this investigation, if the Provider finds that the intimidating, discriminatory or retaliatory behavior contemplated by this policy did occur, it will take appropriate action against the responsible personnel.

4. If Provider personnel have filed a complaint with HHS, testified, assisted, or participated in an investigation, or opposed any act or practice such personnel believe to be unlawful, the [Provider personnel who handle Human Resources functions] will consult with [insert title of administrator or member of management], and legal counsel if needed, before reaching any final decisions concerning the employment of the involved personnel.
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PURPOSE   

All workforce members, both remote and onsite, must be provided with regular training and supporting reference materials to enable them to appropriately protect Provider’s Protected Health Information (“PHI”), including electronic PHI in its information systems and any other forms in which PHI is stored. After training has been conducted, each workforce member must verify that he or she has received the training, understood the material presented, and agrees to comply with it.

POLICY

1. Provider will provide HIPAA privacy and security training and awareness for all workforce members, which will include training on Provider’s Privacy Rule, Breach Notification Rule, and Security Rule policies and procedures.  Workforce members will be provided with sufficient training and supporting reference materials to enable them to appropriately protect Provider’s PHI, including electronic PHI in its information systems and PHI in any other form.  

2. All workforce members will receive training on a regular basis, and when a workforce member’s functions are affected by a material change in the policies or procedures.
3. All new employees will receive appropriate privacy and security training before being provided with access or accounts on Provider’s information systems [or insert a reasonable amount of time, such as “within __ days of joining Provider’s workforce”].

Procedures 

The privacy and security awareness and training procedures include but are not limited to:

· Maintain a privacy and security awareness and training program that addresses Provider’s HIPAA Privacy Rule, Security Rule, and Breach Notification Rule policies and procedures. 
· Conduct training whenever new workforce members are hired, on an annual basis for all workforce members and whenever there are changes in the technology and practices that warrants training.

· Verify workforce members received the training, understood the material presented, and agrees to comply with the policies and procedures.

· Retain documentation (e.g. training sign-in sheets) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

SECTION III:  HIPAA BUSINESS ASSOCIATES
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PURPOSE
This policy establishes the process to identify Provider’s Business Associates and provide for required provisions in Business Associate Agreements for the sharing and use of protected health information (PHI). 

POLICY
1. Policy Application
This policy applies to all arrangements, agreements or contracts for services or activities that involve the use or disclosure of PHI to a Business Associate.  

2. Business Associates List
[Insert title of responsible person, such as the Privacy Official] will be responsible for maintaining a list of all Business Associates, as part of the Provider’s master contract list of all agreements and contracts between Provider and third parties.  The list will identify those agreements and contracts with third parties that are Business Associates under HIPAA.  [Insert title of responsible person, such as the Privacy Official] will be responsible for adding new Business Associate Agreements to the Provider’s master contract list.  [Insert title of responsible person, such as the Privacy Official] will audit the master contract list on an annual basis to confirm the accuracy and completeness of the list.   

3. Identification of  Individuals and Entities That Are Business Associates

a. Definition of Business Associate.  In general, a Business Associate is an individual or entity that performs an activity or function on behalf of Provider that involves access to PHI or the creation of PHI for the Provider.  If the arrangement does not involve access to or creation of PHI, it is not a Business Associate arrangement.  


Specifically, a Business Associate is a person who:

(1) Creates, receives, maintains, or transmits PHI for a function or activity regulated by HIPAA on behalf of the Provider, such as claims processing or administration, data analysis, processing or administration, utilization review, quality assurance, patient safety activities listed at 42 CFR 3.20, billing, benefit management, practice management and repricing; or

(2) Provides legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation or financial services for or to the Provider, where that activity involves access to PHI.

b. Workforce Members.  The Provider’s workforce members are not business associates.  A workforce member includes an employee, volunteer, trainee, or any other person whose conduct is under the direct control of the Provider.  Consult with [insert title of responsible person, such as the Privacy Official] before treating an independent contractor as a member of the Provider’s workforce for purposes of Business Associate Agreements.

c. Specific Examples of Business Associates.  The following arrangements with individuals or entities not employed by Provider are examples of Business Associate arrangements, if the individual or entity has access to PHI:

(1) Arrangements for legal services, including malpractice defense, legal consultation, engagement of legal counsel for specific projects;

(2) Arrangements for accounting and auditing services; 

(3) Arrangements for billing and account management services;

(4) Arrangements for consulting or administrative services;

(5) Arrangements for utilization review, case management or quality review activities by medical staff members who are not employed by Provider for these services or with other third parties who provide these services;

(6) Administrative support services for PHI records, such as arrangements for copying, storage or destruction of records that include PHI; 

(7) Arrangements for software and hardware support;

(8) Arrangements for repairing medical equipment that stores PHI;

(9) Arrangements to provide PHI to a Health Information Organization;

(10) Others:________________________________________

d. Excluded Arrangements. 

The Business Associate requirements of this Policy do not apply to information provided by Provider to:
(1) A health care provider for patient treatment.  For example, disclosure of PHI to physicians’ offices or to reference laboratories for the purpose of treatment do not require a Business Associate Agreement.

(2) A health plan in order to get paid for treatment. 

4.  
Use of Business Associate Agreement; Contract Confirmation for Compliance  

All arrangements with Business Associates will include the terms and conditions of the Provider’s Business Associate Agreement or be approved by [insert title of responsible person, such as the Privacy Official] as otherwise complying with the terms and conditions required by HIPAA.  

5.
Business Associate Receipt of Requests from Individuals
All notices from Business Associates of requests by individuals for release, amendment, and accounting of disclosures of PHI held by the Business Associate will be directed to [insert title of responsible person, such as the Privacy Official] for review and action.
6. Reports of Business Associate Unauthorized Use or Disclosure of PHI or Security Incidents

Business Associate are required to report to 
Provider any use or disclosure of PHI that is not permitted by its Business Associate Agreement or the HIPAA Privacy Rule and any Security Incident. Information from Business Associates or any other source regarding such use or disclosure by Business Associates or a Security Incident immediately will be referred to [insert title of responsible person, such as the Privacy Official] for review and action.  (See Breach Reporting Policy.)

7. Violations of Business Associate Agreements 
Information from Business Associates or any other source regarding action by Business Associates that potentially violate the terms in the Business Associate Agreement immediately will be referred to [insert title of responsible person, such as the Privacy Official] for review and action.

FORM:
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (this “Agreement”) is entered into on this ________ day of _______________, _______, between ______________________________ (“Covered Entity”) and _______________________________________ (“Business Associate”), with an effective date of ________________ (“Effective Date”).  This Agreement sets out the responsibilities and obligations of Business Associate as a business associate of Covered Entity under the Health Insurance Portability and Accountability Act (“HIPAA”) and the Health Information Technology for Economic and Clinical Health Act (“HITECH Act”) and the rules and regulations implementing both.  Covered Entity and Business Associate may be referred to separately herein as a “Party” or collectively as the “Parties.”  
RECITALS:
A.
Business Associate may provide services to Covered Entity under a written agreement entered into before the effective date of this Agreement (the “Written Agreement”).  If so, Written Agreement is titled 





 _____________________________________________________, and has an effective date of ________________ .

B. 
Business Associate performs the services described in Written Agreement (“Services”).  If there is not a Written Agreement, Business Associate provides the following services (“Services”) to Covered Entity, including but not limited to the following, and as may change from time to time:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________ 

______________________________________________________________________________

______________________________________________________________________________

C. 
Covered Entity may make available and/or transfer to Business Associate Protected Health Information (“PHI”) of Individuals in conjunction with Services, which Business Associate will Use or Disclose only in accordance with this Agreement.
AGREEMENT:

Business Associate and Covered Entity agree to the terms and conditions of this Agreement in order to comply with the rules on handling of Protected Health Information (“PHI”) under the HIPAA Standards for Privacy of Individually Identifiable Health Information, 45 C.F.R. Part 160 and Part 164, Subpart E (“Privacy Rule”), the HIPAA Security Standards, 45 C.F.R. Part 160 and Part 164, Subpart C (“Security Rule”), and the HIPAA Breach Notification Regulations, 45 C.F.R. Part 164, Subpart D (“Breach Notification Regulations”), all as amended from time to time.  

1. DEFINITIONS
a.
Terms Defined in Regulation:  Unless otherwise provided, all capitalized terms in this Agreement will have the same meaning as provided under the Privacy Rule, the Security Rule and the Breach Notification Regulations.  
b.
Protected Health Information or PHI:  Protected Health Information or PHI, as defined by the Privacy Rule, for this Agreement means PHI that is received, created, maintained, or transmitted on behalf of Covered Entity by Business Associate. 
2.
USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION
a. Performance of Services: Business Associate will Use or Disclose PHI only for those purposes necessary to perform Services, or as otherwise expressly permitted in this Agreement or required by law, and will not further Use or Disclose such PHI.

b. Minimum Necessary: Business Associate will make uses and disclosures and requests for PHI consistent with Covered Entity’s minimum necessary policies and procedures.

c. Subcontractor Performance of Services:  Business Associate agrees that anytime it provides PHI to a subcontractor, or permits a subcontractor to create, receive, maintain, or transmit PHI on behalf of Business Associate, in order to perform Services for Covered Entity, Business Associate first will enter into a Business Associate Agreement with such subcontractor that contains the same terms, conditions, restrictions, and requirements for the Use and Disclosure of PHI as contained in this Agreement, as well as the same obligations to comply with those provisions of the HIPAA Rules identified in this Agreement.  To the extent Business Associate becomes aware of a pattern of activity or practice by its subcontractor that constitutes a material breach or violation of the subcontractor’s obligations under its Business Associate Agreement, Business Associate will take reasonable steps to cure the breach or end the violation.  If such steps are not successful, Business Associate will terminate the agreement with the subcontractor
d. Covered Entity Responsibilities:  To the extent Business Associate is to carry out one or more of Covered Entity’s obligations under the Privacy Rule, Business Associate will comply with the requirements of the Privacy Rule that apply to Covered Entity in the performance of such obligations.

e. Sale of PHI Prohibited:  Business Associate may not engage in the Sale of PHI.  This prohibition does not apply to the disclosure of PHI in connection with the Services performed under this Agreement where the only remuneration provided is for the performance of such Services, or to any other activity excluded from the definition of “Sale” under the Privacy Rule at 45 C.F.R. § 164.502(a)(5(ii).

f. Other Uses and Disclosures: Business Associate may not use or disclose PHI in a manner that would violate the Privacy Rule if done by Covered Entity, except for the specific uses and disclosures set forth below in Subsections i and ii:

i. Business Associate Management, Administration and Legal Responsibilities:  Business Associate may Use or Disclose PHI for Business Associate’s management and administration, or to carry out Business Associate’s legal responsibilities.  Business Associate may Disclose PHI received from Covered Entity to a third party for such purposes only if:  (1) the Disclosure is required by law; or (2) Business Associate secures written assurance from the receiving party that the receiving party will: (i) hold the PHI confidentially; (ii) Use or Disclose the PHI only as required by law or for the purposes for which it was Disclosed to the recipient; and (iii) notify Business Associate of any other Use or Disclosure of PHI. 

ii. Data Aggregation:  Business Associate may Use PHI to perform data aggregation services relating to the health care operations of Covered Entity as permitted by 45 C.F.R. § 164.504(e)(2)(i)(B).

[If the Provider wants Business Associate to be able to de-identify PHI, insert the following as subsection iii: “Business Associate may de-identify PHI in accordance with 45 C.F.R. 164.514.”] 

3.
SAFEGUARDS FOR PROTECTED HEALTH INFORMATION

a. Adequate Safeguards: Business Associate will implement and maintain appropriate safeguards to prevent any Use or Disclosure of PHI for purposes other than those permitted by this Agreement, including administrative, physical and technical safeguards to protect the confidentiality, integrity, and availability of any electronic protected health information (“ePHI”), if any, that Business Associate creates, receives, maintains, and transmits on behalf of Covered Entity.  Upon request of Covered Entity, Business Associate will provide evidence to Covered Entity that these safeguards are in place and are properly managed.  

b. Compliance with HIPAA Security Rule: Business Associate will comply with those provisions of the Security Rule that apply to Business Associates, including 45 C.F.R. §§ 164.302, 164.306, 164.308, 164.310, 164.312, 164.314, and 164.316, with respect to electronic protected health information.

4.
REPORTS OF IMPROPER USE OR DISCLOSURE OF PROTECTED HEALTH INFORMATION, SECURITY INCIDENTS AND BREACHES
a. Use or Disclosure Not Permitted by This Agreement:  Business Associate will report in writing to Covered Entity any Use or Disclosure of PHI for purposes other than those permitted by this Agreement within 5 business days of Business Associate’s learning of such Use or Disclosure. 

b. Security Incidents: Business Associate will report in writing to Covered Entity any Security Incident of which Business Associate becomes aware.  Specifically, Business Associate will report to Covered Entity any successful unauthorized access, Use, Disclosure, modification, or destruction of ePHI or interference with system operations in an information system containing ePHI of which Business Associate becomes aware within 5 five business days of Business Associate learning of such Security Incident.   Business Associate also will report the aggregate number of unsuccessful, unauthorized attempts to access, Use, Disclose, modify, or destroy ePHI or interfere with system operations in an information system containing ePHI, of which Business Associate becomes aware, provided that: (i) such reports will be provided only as frequently as the parties mutually agree, but no more than once per month; and (ii) if the definition of “Security Incident” under the Security Rule is amended to remove the requirement for reporting “unsuccessful” attempts to Use, Disclose, modify or destroy ePHI, the portion of this Section 4 addressing the reporting of unsuccessful, unauthorized attempts will no longer apply as of the effective date of such amendment.

c. Breaches of Unsecured PHI:  Business Associate will report in writing to Covered Entity any Breach of Unsecured Protected Health Information, as defined in the Breach Notification Regulations, within 5 business days of the date Business Associate learns of the incident giving rise to the Breach.  Business Associate will provide such information to Covered Entity as required in the Breach Notification Regulations, including but not limited to:  (i) the nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-identification; (ii) the unauthorized person who used the PHI or to whom the disclosure was made; (iii) whether the PHI was actually acquired or viewed; and (iv) the extent to which the risk to the PHI has been mitigated.  Business Associate will reimburse Covered Entity for any reasonable expenses Covered Entity incurs in notifying Individuals of a Breach caused by Business Associate or Business Associate’s subcontractors or agents, and for reasonable expenses Covered Entity incurs in mitigating harm to those Individuals.   Business Associate also will defend, hold harmless and indemnify Covered Entity and its employees, agents, officers, directors, shareholders, members, contractors, parents, and subsidiary and affiliate entities, from and against any claims, losses, damages, liabilities, costs, expenses, penalties or obligations (including attorneys’ fees) that Covered Entity may incur due to a Breach caused by Business Associate or Business Associate’s subcontractors or agents.  

[If the Provider wants to ask Business Associate to also cover credit monitoring costs if there is a breach that poses a risk of identity theft, insert the following at the end of subsection c: “If the PHI that is the subject of the Breach contains the individual’s first initial or first name and last name and: (i) social security number; (ii) driver’s license, (iii) state identification card; (iv) account number or credit or debit card number in combination with any required security code, access code, or password that would permit access to an individual’s financial account; or (iv) PHI, then Covered Entity and Business Associate shall work together to structure a credit monitoring offering commensurate to the risk posed by the Breach and Business Associate shall, in any event, pay the costs of credit monitoring for one (1) year for such individuals.”]

5.
ACCESS TO PROTECTED HEALTH INFORMATION

a. Covered Entity Access:  Within 5 business days of a request by Covered Entity for access to PHI, Business Associate will make requested PHI available to Covered Entity in the manner requested by Covered Entity and will provide a copy upon request.     
b. Individual Access:  If an Individual makes a request for access directly to Business Associate, Business Associate will within 5 business days forward such request in writing to Covered Entity.  Covered Entity will be responsible for making all determinations regarding the grant or denial of an Individual’s request for PHI and Business Associate will make no such determinations.  Only Covered Entity will release PHI to an Individual pursuant to such a request.  
6.
AMENDMENT OF PROTECTED HEALTH INFORMATION
a. Covered Entity Request: Within 5 business days of receiving a request from Covered Entity to amend an Individual’s PHI, Business Associate will provide such information to Covered Entity for amendment.  Alternatively, if Covered Entity’s request includes specific instructions on how to amend the PHI, Business Associate will incorporate such amendment into the PHI it holds within 5 business days of receipt of the Covered Entity request.  

b. Individual Request: If an Individual makes a request for amendment directly to Business Associate, Business Associate will within 5 business days forward such request in writing to Covered Entity.  Covered Entity will be responsible for making all determinations regarding amendments to PHI and Business Associate will make no such determinations.

7.
ACCOUNTING OF DISCLOSURES OF PROTECTED HEALTH INFORMATION
a.
Disclosure Records: Business Associate will keep a record of any Disclosure of PHI that Business Associate makes, if Covered Entity would be required to provide an accounting to Individuals of such Disclosures under 45 C.F.R. § 164.528.  For each Disclosure for which it is required to keep a record, Business Associate will record and maintain the information required by 45 C.F.R. § 164.528.  Business Associate will maintain its record of such Disclosures for six years from the termination of this Agreement.  

b.
Provision to Covered Entity: Within 5 business days of receiving a notice from Covered Entity, Business Associate will provide to Covered Entity its Disclosure records in the manner requested by Covered Entity.  

c.
Request by Individual: If an Individual requests an accounting of Disclosures directly from Business Associate, Business Associate will forward the request and its Disclosure record to Covered Entity within 5 business days of Business Associate’s receipt of the Individual’s request.  Covered Entity will be responsible for preparing and delivering the accounting to the Individual.  Business Associate will not provide an accounting of its Disclosures directly to any Individual.

8.
ACCESS TO BOOKS AND RECORDS

a.
Covered Entity Access:  Business Associate will, within 5 business days of Covered Entity’s written request, make available during normal business hours at Business Associate’s offices, all records, books, agreements, policies and procedures relating to the Use or Disclosure of PHI for the purpose of allowing Covered Entity or its agents or auditors to determine Business Associate’s compliance with this Agreement.   

b.
Government Access:  Business Associate will make its internal practices, books and records on the Use and Disclosure of PHI available to the Secretary of the Department of Health and Human Services to the extent required for determining compliance with the Privacy Rule, Security Rule, or Breach Notification Regulations.  

c.
No attorney-client, accountant-client or other legal privilege will be deemed waived by Business Associate or Covered Entity as a result of this Section.
9.
TERM AND TERMINATION

 This Agreement shall commence as of the Effective Date and terminate in accordance with the provisions of Section 10, below.

10.
TERMINATION
a. Termination by Mutual Agreement:  This Agreement and the Written Agreement, if any, may be terminated by the parties at any time upon mutual written agreement.  

b. Termination by Covered Entity for Cause: This Agreement and the Written Agreement, if any, may be terminated by Covered Entity at any time if Covered Entity determines, in its sole discretion, that Business Associate or its subcontractors have materially breached any of the term or conditions of this Agreement, and if Covered Entity determines, in its sole discretion, that Business Associate has failed to adequately cure or remedy that material breach within fifteen (15) days after receipt of written notice of such breach.

c. Termination without Cause: This Agreement and the Written Agreement, if any, may be terminated by either Party at any time without cause or penalty by giving the other Party sixty (60) days advance written notice of such termination.

d. Termination upon Insolvency, Bankruptcy, Assignment, Dissolution or Death:  This Agreement and the Written Agreement, if any, may be terminated by either Party at any time, immediately upon the delivery of notice to the other Party, of (i) the institution by or against either Party of insolvency, receivership or bankruptcy proceedings or any other proceedings for the settlement of that Party's debts, (ii) the making, by either Party, of an assignment for the benefit of creditors, (iii) the dissolution or ceasing to do business of either Party, of (iv) if Business Associate is an individual, upon the death of the Business Associate.

11.
RETURN OR DESTRUCTION OF PROTECTED HEALTH INFORMATION
a. Return or Destruction of PHI:  Within 30 days of termination of this Agreement, Business Associate will return to Covered Entity all PHI that Business Associate or its subcontractors maintain in any form or format.  Alternatively, Business Associate may, upon Covered Entity’s written consent, destroy all such PHI and provide written documentation of such destruction.  Business Associate will retain no copies of any PHI.  Business Associate will be responsible for recovering any PHI from its subcontractors or agents, or documenting their destruction of such PHI, consistent with the terms of this Section.

b. Retention of PHI if Return or Destruction is Infeasible:  If Business Associate believes that returning or destroying PHI at the termination of this Agreement is infeasible, it will provide written notice to Covered Entity within 30 days of the effective date of termination of this Agreement.  Such notice will set forth the circumstances that Business Associate believes makes the return or destruction of PHI infeasible and the measures that Business Associate will take for assuring the continued confidentiality and security of the PHI.  Covered Entity promptly will notify Business Associate of whether it agrees that the return or destruction of PHI is infeasible.  If Covered Entity agrees that return or destruction of PHI is infeasible, Business Associate may keep the PHI but will extend all protections, limitations and restrictions of this Agreement to Business Associate’s Use or Disclosure of PHI retained after termination of this Agreement and will limit further Uses or Disclosures to those purposes that make the return or destruction of the PHI infeasible.  Business Associate will also ensure that any such extended protections, limitations and restrictions apply to its subcontractors for whom return or destruction of PHI is determined by Covered Entity to be infeasible.  If Covered Entity does not agree that the return or destruction of PHI from Business Associate or its subcontractors is infeasible, Covered Entity will provide Business Associate with written notice of its decision, and Business Associate and its subcontractors will proceed with the return or destruction of the PHI pursuant to the terms of this Section within 30 days of the date of Covered Entity’s notice.   

c. Survival:  The obligations of Business Associate under this Section 11 shall survive the termination of this Agreement.

12.
RESTRICTIONS ON USE OR DISCLOSURE OF PROTECTED HEALTH INFORMATION
If Covered Entity advises Business Associate of any changes in, or restrictions to, the permitted Use or Disclosure of PHI, Business Associate will restrict the Use or Disclosure of PHI consistent with Covered Entity’s instructions. 

13.
MITIGATION PROCEDURES
Business Associate will mitigate, to the maximum extent practicable, any deleterious effect from its or its subcontractors’ Use or Disclosure of PHI in a manner that violates this Agreement.

14.
OBLIGATIONS REGARDING BUSINESS ASSOCIATE PERSONNEL
Business Associate will inform all of its Workforce Members, subcontractors and agents (“Business Associate Personnel”) whose services may be used to satisfy Business Associate’s obligations under the Written Agreement, if any, or this Agreement, of Business Associate’s obligations under this Agreement.  Business Associate represents and warrants that the Business Associate Personnel are under legal obligation to Business Associate, by contract or otherwise, sufficient to enable Business Associate to fully comply with the provisions of this Agreement.  Business Associate will maintain a system of sanctions for any Business Associate Personnel who violates this Agreement.

15.
COMPLIANCE WITH HITECH ACT AND REGULATIONS

Business Associate will comply with the requirements of Title XIII, Subtitle D of the HITECH Act, codified at 42 U.S.C. §§ 17921-17954, which are applicable to Business Associate, and will comply with all regulations issued by the Department of Health and Human Services (HHS) to implement these referenced statutes, as of the date by which Business Associate is required to comply with such referenced statutes and HHS regulations.  Business Associate acknowledges that under the terms of such regulations, by becoming a business associate of Covered Entity, Business Associate is subject to the jurisdiction of HHS to enforce HIPAA and the HITECH Act and their associated regulations.  Business Associate is also liable for the acts or omissions of its agents, including workforce members and subcontractors.  Business Associate agrees, upon the request of the Secretary of HHS, to cooperate with any requested compliance review to determine the compliance of Covered Entity or Business Associate with such laws and regulations.

16.
MISCELLANEOUS

a. COMPLIANCE WITH LAWS:  The parties are required to comply with federal and state laws.  If this Agreement must be amended to secure such compliance, the parties will meet in good faith to agree upon such amendments.  If the parties cannot agree upon such amendments, then either Party may terminate this Agreement upon 30 days’ written notice to the other Party.  

b.
CONSTRUCTION OF TERMS:  The terms of this Agreement will be construed in light of any applicable interpretation or guidance on the Privacy Rule, Security Rule, or Breach Notification Regulations issued by the Department of Health and Human Services.  Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Covered Entity to comply with the Privacy Rule, Security Rule, or Breach Notification Regulations.

c.
NO THIRD PARTY BENEFICIARIES:  Nothing in this Agreement will confer upon any person other than the parties and their respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever.

d.
NO INTIMIDATION OR RETALIATION:  Business Associate will not threaten, intimidate, coerce, harass, discriminate against, or take any other retaliatory action against any individual for filing a complaint relating to the potential violation of HIPAA or HITECH; testifying or assisting in any investigation  or hearing under the HIPAA regulations; or opposing any action that is not permitted under HIPAA or HITECH.
e.
NOTICES:  All notices required under the Agreement will be given in writing and will be delivered by (1) personal service, (2) first class mail, or (3) messenger or courier. All notices shall be addressed and delivered to the contact designated in the signature block, or other address provided by the Party from time to time in writing to the other Party.  Notices given by mail will be deemed for all purposes to have been given forty-eight hours after deposit with the United States Postal Service.  Notices delivered by any other authorized means will be deemed to have been given upon actual delivery.  

f.
ENTIRE AGREEMENT:  This Agreement constitutes the entire agreement between the parties with regard to the Privacy Rule, Security Rule and Breach Notification Regulations, there are no understandings or agreements relating to this Agreement that are not fully expressed in this Agreement, and no change, waiver or discharge of obligations arising under this Agreement will be valid unless in writing and executed by the Party against whom such change, waiver or discharge is sought to be enforced.

g.
WRITTEN AGREEMENT:  This Agreement will be considered an attachment to Written Agreement, if any, and is incorporated as though fully set forth within the Written Agreement.  This Agreement will govern in the event of conflict or inconsistency with any provision of Written Agreement.  
h.
COUNTERPARTS AND SIGNATURE:  This Agreement may be executed in two or more counterparts, each of which shall be deemed an original and when taken together shall constitute one agreement.  Facsimile and electronic signatures shall be deemed to be original signatures for all purposes of this Agreement.

i.
CHOICE OF LAW:  Governing Law: The validity, construction and effect of this Agreement will be governed by the laws of the State of _______, without giving effect to that state’s conflict of laws rules.   Any Dispute will be resolved in a forum located in the State of ______.
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SECTION IV:  HIPAA BREACH NOTIFICATION COMPLIANCE
42.
HITECH ACT MANDATORY BREACH REPORTING POLICY
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REPORTING BREACHES OF PROTECTED HEALTH INFORMATION
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PURPOSE   

Under the Health Information Technology for Economic and Clinical Health Act (HITECH Act), the Provider is required to notify individuals and the

Department of Health and Human Services (HHS), and sometimes the media, of breaches of unsecured protected heath information.  This policy implements the Provider’s commitment to good patient service and the protection of patient protected health information.

POLICY

1.
Definitions.

a.
Breach:  A use or disclosure of Unsecured PHI that violates the HIPAA Privacy Rule, unless such use or disclosure poses a low probability of compromise to the PHI.  A Breach excludes those uses or disclosures that meet the exclusions from reporting set forth in Section 4(b).

b.
Individual:  The person whose PHI is affected.

c.
Personal Representative:  A person who is authorized, either by the Individual or by State law, to make health care treatment decisions for the Individual when the Individual is unable to do so.   

d.
Unsecured PHI:  PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals, as specified by the effective HHS guidance, posted on the HHS Office for Civil Rights website at http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html.  

2.
Workforce Member Obligation to Report Potential Violations of the HIPAA Privacy Rule and Policies on Protecting PHI.

a. Reporting:  Provider Workforce Members will report any use or disclosure of PHI that potentially violates the HIPAA Privacy Rule or Provider policies and procedures on protecting PHI.  Workforce Members will report such use or disclosure to their direct supervisor, who in turn will report to the use or disclosure to [insert position for breach evaluation, presumably the Privacy Official or an administrator or member of management].  [Insert if applicable:  Workforce Members also may use the compliance hotline to report any potential HIPAA violations, if there is one.  [Insert information about organization’s compliance hotline.]]  A Workforce Member will make such a report as soon as he or she discovers the use or disclosure of PHI.

b. Disciplinary Action for Failure to Report:   Provider Workforce Members who fail to comply with this policy will be subject to discipline, up to and including termination of employment.   

3.
Report Criminal Activity to Law Enforcement. 

If PHI was stolen (or included in an item that was stolen), [insert title of responsible person, such as the Privacy Official] will ensure that a police report is made and will obtain a copy of the police report. 

4.
Evaluation of Reporting Obligations Resulting from Potential HIPAA Violations.     

Where a Workforce Member has reported a potential violation of the HIPAA Privacy Rule or Provider policies and procedures on protecting PHI, Provider will follow these steps to determine its obligations: 

a.
Determine whether the use or disclosure of PHI violated the HIPAA Privacy Rule:  [Insert position for breach evaluation] will evaluate whether the use or disclosure reported violated the HIPAA Privacy Rule.   [Insert position for breach evaluation] may consult with [insert other internal or external resources available for consultation to determine if there was a HIPAA violation].  If [insert position for breach evaluation] determines that the use or disclosure violated the HIPAA Privacy Rule, then [insert position for breach evaluation] will evaluate Section 4(b). 

b.
Determine whether the incident falls within one of the regulatory exceptions to breach reporting:  [Insert position for breach evaluation] will evaluate whether the incident falls within any of the regulatory exceptions to breach reporting, including the following:

(1) A Workforce Member within Provider accessed the PHI, if:  (a) the access was unintentional and in good faith, (2) the Workforce Member was entitled to access PHI within the scope of his or her work for Provider, and (3) the Workforce Member did not further use or disclose the PHI in violation of the HIPAA Privacy Rule.  This exception would not include “curiosity viewing” of PHI by a Workforce Member.

(2) There was a disclosure of PHI to someone outside Provider if:  (1) the disclosure to the recipient was unintentional and in good faith, (2) the recipient was entitled to access PHI within the scope of his or her work for Provider or a Business Associate performing services for Provider, and (3) the recipient did not further use or disclose the PHI in violation of the HIPAA Privacy Rule.   

(3) There was a disclosure of PHI to a person or entity that participates in an Organized Health Care Arrangement with Provider, if the recipient is authorized to see PHI in the conduct of his or her work and the recipient did not further use or disclose the PHI in violation of the HIPAA Privacy Rule.  

(4) The recipient of the PHI would not reasonably have been able to retain the PHI, because the PHI was not displayed to the recipient or the circumstances indicate that the recipient would not have been able to read the PHI.  

[Insert position for breach evaluation] may consult with [insert other internal or external resources available for consultation] to determine if any of these exceptions apply.  If [insert position for breach evaluation] determines that none of the exceptions apply, then [insert position for breach evaluation] will evaluate Section 4(c). 

c.
Evaluate whether the use or disclosure poses a low probability of compromising the PHI:  In all cases, [insert position for breach evaluation] will consider at least the following four factors in making this evaluation.  All four factors must be considered in every case.  Depending on the circumstances, [insert position for breach evaluation] will evaluate additional factors in addition to the four mandatory factors.  All factors should be considered in depth and in totality in making the evaluation.  [Insert position for breach evaluation] will document the evaluation of the four factors plus any other factors in detail. 
(1) Evaluate the nature and extent of the PHI involved:  Investigation should include the types of identifiers and the likelihood of re-identification of the information.  Evaluate information such as:

a. Financial sensitivity (e.g., credit card numbers, social security numbers, or other information that increases the risk of identity theft or financial fraud) 

b. Clinical sensitivity (nature and amount of detail, e.g., treatment plan, diagnosis, medication, medical history, test results)

c. Likelihood that the PHI could be re-identified, based on context and ability to link the information (e.g., if there was a disclosure of patient discharge dates and diagnoses, could any individuals be identified based on this information in the community?).

d. The use or disclosure of the following types of PHI could increase the probability of compromise:  (i) the Individual’s social security number, birth date, mother’s maiden name, account number or other information that could be used to commit identity theft or to obtain medical services under the Individual’s name; (ii) information that indicates directly or by context that the Individual received care that could compromise the Individual’s reputation, including but not limited to substance abuse, mental health, or sexually transmitted disease treatment; (iii) address or other information that could allow a person to locate a domestic violence or other crime victim; (iv) other information that could lead to emotional distress or humiliation for the individual.

(2) Evaluate the identities of all persons who accessed and received the PHI.  For example: 

a. If the PHI was accessed by a Provider Workforce Member, examine whether the Workforce Member had obligations to protect the confidentiality of the PHI.   If so, [insert position for breach evaluation] may conclude that this factor lowers the probability that the PHI will be compromised.  [Insert position for breach evaluation] will obtain written confirmation from the Workforce Member that the Workforce Member did not further use or disclose the PHI.  
b. If the PHI was disclosed to a person or entity that is a HIPAA Covered Entity or to a federal agency that must comply with the Federal Privacy Act, [insert position for breach evaluation] may conclude that this factor lowers probability of compromise because the recipient is obligated to protect the privacy and security of the PHI received. 

(3) Evaluate whether the PHI actually was acquired or viewed:  Try to determine whether the PHI actually was acquired or viewed or, on the other hand, whether there was only the opportunity to do.  For example: 

a. If a stolen laptop is recovered and a forensic analysis shows that it was not accessed, viewed, acquired, transferred or otherwise compromised, the probability of compromise is established to be zero.  

b. If PHI is mailed to the wrong individual, and that person opens the envelope or screen and calls the entity to say that she received the information in error, recipient acquired and viewed the information.  [Insert position for breach evaluation] will further investigate to determine the risk of compromise in light of the identity of the recipient and other factors. 

(4) Evaluate the extent to which the risk to the PHI has been mitigated.  Steps may include obtaining written confirmation that a recipient securely shredded the PHI received, or reporting PHI theft to law enforcement.    

d. 
Evaluation and Documentation of Reporting Obligation.  [Insert position for breach evaluation] will document his or her evaluation of the considerations listed in Sections 4(a) - 4(c).  An incident must be reported to Individuals affected (is a “Reportable Incident”), if all of the following factors are met:  (a) the use or disclosure of PHI violated the HIPAA Privacy Rule; (b) none of the exceptions in Section 4(b) apply; and (c) the use or disclosure of PHI does not pose a low probability of compromise to the PHI under the factors in Section 4(c).  [Insert position for breach evaluation] will consult with [insert other internal or external resources available for consultation] and/or legal counsel for a second opinion on whether there is a Reportable Incident.

5.
Reporting to Individuals.   

If Provider determines that there has been a Reportable Incident, Provider will report to the Individuals whose PHI has been affected, as follows: 

a. Notice by First Class Mail:   Provider will send a letter to each affected Individual by first class mail, within the time period in Section 5(d) and including the content in Section 5(e).  If an Individual has previously agreed to communicate with Provider electronically, then Provider may send the notice by email.  If an Individual is minor or an adult that lacks capacity to make health care decisions, then the mail will be addressed to the Individual’s Personal Representative.  [Insert cross-reference to organization’s policy on personal representatives and health care decision makers.]   If an Individual is deceased, then the letter should be addressed to the Individual’s next of kin or a person who has authority to act on behalf of a decedent or the decedent’s estate.

b. Response to Undeliverable Mail or Individuals with No Present Contact Information:   

(1) If there is insufficient or out-of-date contact information for an Individual, or a letter is returned as undeliverable, Provider will try other methods of contacting the Individual, including determining through the United States Postal Services whether there is a more current address, calling the Individual on phone numbers listed in the record to notify them of the breach and obtain a current address, or contact with the Individual by email.  If Provider personnel call to leave a voice mail for an Individual, they should leave their name, the organization’s name, and a phone number and indicate that it has an important message for the Individual.  Where Provider obtains a current address, it will follow up with a letter mailed through first class mail. This substitute notice is not required where the Individual is deceased.   

(2) If there are ten or more Individuals that Provider cannot contact, Provider will do a conspicuous posting on the home page of its                                                                                   website for at least 90 days.  The notice must include a toll-free number that is active for at least 90 days, so that Individuals may call to determine if their PHI was involved in the breach.  If there is a hyperlink from the home page to the notice, the hyperlink should be prominent so that it is noticeable given its size, color, and graphic treatment in relation to other parts of the home page, and it should be worded to convey the nature and importance of the information to which it leads. 

c. Additional Notice in Urgent Situations:  Provider also may provide information to Individuals by telephone or other means—in addition to the written notice—in an urgent situation where possible misuse of the PHI is imminent. 

d. Timing of Notice:  

(1) General Timelines:  Provider will provide Notice to Individuals without unreasonable delay, and in no case later than 60 days after discovery of the incident (the use or disclosure of PHI).   An incident is discovered on the first day an Provider Workforce Member learns of the incident, unless the Workforce Member is responsible for the incident and did not tell anyone else.  

(2) Delay at Request of Law Enforcement:  Where a law enforcement official asks to delay the notice because it would impede a criminal investigation or cause damage to national security, Provider may delay notice.   If the law enforcement official provides a statement to that effect in writing, the delay may be for the period of time specified by the official; if the representation is oral, the delay may last no longer than 30 days unless a written statement is later received.  Provider will document the official’s statement and will document the identity of the official and badge number if available.

e. Content of Notice:  The notice to Individuals must be in plain language and must contain the following items:  

(1) A description of what happened (including the date of the incident and the date of discovery of the incident, if known).

(2) A description of the types of Unsecured PHI involved (such as name, social security number or date of birth).  Provider will not include the individual’s actual PHI that is subject of the incident, such as the actual SSN, and will not include sensitive information in the notice.  

(3) The steps individuals should take to protect themselves from potential harm.

(4) A description of Provider’s efforts to investigate the incident, mitigate harm to Individuals resulting from the incident, and prevent further breaches of PHI.  

(5) Contact information for Individuals to ask questions and learn additional information, which must include a toll-free number, an email address, website or postal address.    

6.
Reporting to the Department of Health and Human Services.

a. If a breach reported to Individuals under Section 5 involves PHI from Provider of 500 or more Individuals, Provider will provide notice to HHS at the same time the notice is provided to Individuals.    This notice will be provided by providing the information requested on the HHS website at http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html (follow “Breaches Affecting 500 or More Individuals” hyperlink; then follow “Submit Notice of a Breach Affecting 500 or More Individuals” hyperlink”). 

b. If a breach reported to Individuals under Section 5 involves PHI from Provider of fewer than 500 Individuals, Provider will log the breach and disclose it to HHS in an annual report by March 1 of every year, by providing the information requested on the HHS website at http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html (follow “Breaches Affecting Fewer Than 500 Individuals” hyperlink; then follow “Submit Notice of a Breach Affecting Fewer than 500 Individuals” hyperlink”).

7.
Reporting to the Media.

If the breach involves PHI from Provider of more than 500 residents of a particular State or jurisdiction, Provider will notify prominent media outlets serving that State or jurisdiction.  This report will be made at the same time as notice to Individuals, and will contain the content specified in Section 5(e).  This report will be made only after consultation with legal counsel.

a. It is not sufficient media notice if Provider simply posts a press release on its website.  

b. If Provider notifies the media by submitting a press release, the media outlet receiving the release is not required to publish the information. 

8.
Reports by Business Associates.

a. A Business Associate of Provider shall notify Provider of all breaches immediately when the Business Associate discovers the use or disclosure.  

b. If a Business Associate of Provider reports a use or disclosure of PHI that potentially violates the HIPAA Privacy Rule, Provider will evaluate whether it has reporting obligations under this policy.  

c. Provider will work with the Business Associate to investigate and to respond to the incident.

9.
Retention of Documentation.

Provider will retain documentation of reports of potential breaches, the analysis of whether the breach met the standards for reporting to Individual, HHS or the media, and any reporting conducted under the rule, for [insert retention period, which must be at least six years].  

FORM:  
BREACH REPORTING LOG

Covered Entities are required to provide notice to HHS of each breach of unsecured protected health information (PHI).  If 500 or more individuals are involved in a breach, a Covered Entity must provide notice to HHS at the same time the notice is required to affected individuals, in the manner specified on the HHS website.  If fewer than 500 individuals are involved, the entity must log or otherwise document the breach and disclose it to HHS in an annual report by March 1 of every year (60 days after the end of each calendar year), again in the manner specified on the HHS website. HHS has provided a Web-based method of filing reports on the Office for Civil Rights (OCR) website, at  http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html
Even though the regulations require a Covered Entity to log and only annually disclose breaches involving fewer than 500 individuals, the OCR website states that such notices must be submitted electronically by submitting through the website a separate form for every breach that has occurred during the calendar year.  Thus, the only difference between reporting breaches involving more or fewer than 500 individuals is the timing.  The online form is the same for all sizes of breach.  

For breaches involving fewer than 500 individuals, the organization is not required to submit the notice of breach at the time it happened, and may wait until March 1 to submit the electronic reporting for breaches that occurred the previous calendar year.   We do not recommend waiting until the last minute, however; if the reporting website is unavailable, that may not excuse the late filing by the organization.  This form lists the information required in a breach log, and reproduces the electronic filing form provided by OCR in the Breach Reporting Form. 

For more information about whether a use or disclosure of PHI is a “breach” that must be reported to HHS, see Chapter 9 of the Tool Kit. 

Information to Maintain on a Breach Reporting Log or Documentation:

The OCR website reporting form requires the following information to be reported:

· Complete contact information for the Covered Entity (and the type of Covered Entity);

· Complete contact information for the Business Associate, if the breach occurred at or by the Business Associate;

· Date of breach;

· Date of discovery of the breach;

· The approximate number of individuals affected by the breach;

·  The type of breach (theft, loss, improper disposal, unauthorized access, hacking/IT incident, other, and unknown);

· The “location” of the breached information (laptop, desktop computer, network server, email, other electronic portable device, electronic medical record, paper and other);

· The type of PHI involved in the breach (demographic, financial, clinic or other);

· A brief description of the breach, including the location of the breach, a description of how the breach occurred, and any additional information regarding the type of breach, type of media, and type of PHI involved in the breach;

· Safeguards in place before the breach (firewalls, packet filtering (router-based), secure browser sessions, strong authentication, encrypted wireless, physical security, logical access control, anti-virus protection, intrusion detection, and biometrics);

· Date(s) notice to the individual was provided; 

· Whether substitute notice was required;

· Whether media notice was required; and

· What actions were taken in response to the breach (including security and/or private safeguards, mitigation, sanctions, policies and procedures, and other).


The OCR form requires an attestation that, to the best of the knowledge of the person submitting the report, that the information is accurate.  It is extremely important, then, that the information is accurate and that a knowledgeable individual is submitting the report. 

Finally, information submitted to the OCR is available to requestors under the Freedom of Information Act (5 U.S.C. § 552) and HHS regulations at 45 C.F.R. Part 5.  In addition, § 13402(e)(4) of the HITECH Act requires HHS to post on its website, information on breaches affecting more than 500 individuals.
HHS website breach reporting form (Form Approved OMB No. 0990-0346) 

Notice to the Secretary of HHS of Breach of Unsecured Protected Health Information

Breach affecting:
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  500 or More Individuals
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 Initial Breach Report
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  Less Than 500 Individuals
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 Addendum to Previous Report
Section 1 – Covered Entity

Name of Covered Entity:  




Address:  




                     State: 

  Zip Code:  

  

Contact Name:  





Contact Phone: 




Contact E-mail:  




Type of Covered Entity:      




Section 2 – Business Associate.  Complete this section if breach occurred at or by a Business Associate.
Name of Business Associate:  




Address:  




                     State: 

  Zip Code:  

  

Business Associate Contact Name:  





Business Associate Contact Phone: 


        Business Associate Contact E-mail:  




Section 3 – Breach
Date of Breach:  




Date(s) of Discovery:  




Approximate Number of Individuals Affected by the Breach    

  

Type of Breach:  Please select the type of breach.  If selecting the “Other” category, please describe the type of breach in more detail in the Description section below.

	Theft

Loss

Improper Disposal

Unauthorized Access

Hacking/IT Incident


(“Press Ctrl for Multiple Selections”)

Location of Breached Information:  Please select the location of the information at the time of the breach.  If selecting the “Other” category, please describe the location of the information in more detail in the Description section below.

	Laptop

Desktop Computer

Network Server

E-mail

Other Portable Electronic Device


(“Press Ctrl for Multiple Selections”)

Type of Protected Health Information Involved in the Breach:  Please select the type of protected health information involved in the breach.  If selecting an “Other” category, please describe the information in detail in the Description section below.

	Demographic Information
Financial Information

Clinical Information

Other


(“Press Ctrl for Multiple Selections”)

Brief Description of the Breach:  Please include the location of the breach, a description of how the breach occurred, and any additional information regarding the type of breach, type of media, and type of protected health information involved in the breach.

	


Safeguard in Place Prior to Breach:  Please indicate what protective measures were in place prior to the breach.

	Firewalls

Packet Filtering (router-based)

Secure Browser Sessions

Strong Authentication

Encrypted Wireless


(“Press Ctrl for Multiple Selections”)

Section 4 – Notice of Breach and Actions Taken
Date(s) Individual Notice Provided:  






Was Substitute Notice Required?   [image: image6.png]


 Yes    [image: image7.png]


 No

Was Media Notice Required?   [image: image8.png]


 Yes    [image: image9.png]


 No

Actions Taken in Response to Breach:  Please select the actions taken to respond to the breach.  If selecting the “Other” category, please describe the acitnos taken in the sectin below.

	Security and/or Privacy Safeguards

Mitigation

Sanctions

Policies and Procedures

Other


(“Press Ctrl for Multiple Selections”)

Describe Other Actions Taken:  Please describe in detail any actions taken following the breach in addition to those selected above.

	


Section 5 – Attestation

Under the Freedom of Information Act (5 U.S.C. §552) and HHS regulations at 45 C.F.R. Part 5, OCR may be required to release information provided in your breach notification.  For breaches affecting more than 500 individuals, some of the information provided on this form will be made publicly available by posting on the HHS web site pursuant to § 13402(e)(4) of the Health Information Technology for Economic and Clinical Health (HITECH)  Act (Pub. L. 111-5).  Additionally, OCR will use this information, pursuant to § 13402(i) of the HITECH Act, to provide an annual report to Congress regarding the number and nature of breaches that are reported each year and the actions taken to respond to such breaches.  OCR will make every effort, as permitted by law, to protect information that identifies individuals or that, if released, could constitute a clearly unwarranted invasion of personal privacy.
I attest, to the best of my knowledge, that the above information is accurate.

Name:  





   Date:  




(Typing your name represents your signature.)

FORM:  
PATIENT BREACH NOTIFICATION LETTER 

[Insert Date]

Dear [Insert patient name]:
We wanted to report to you that [insert Provider name] discovered that [insert description of what happened. This explanation must include the date of the breach and the date of the discovery of the breach, if known)].  

The following types of information were included in the information that was [insert appropriate description, such as “lost” or “stolen”]: [Insert the types of unsecured PHI involved (such as name, social security number, etc.] This letter provides details on what you can do to protect yourself.

[Insert if information included could be used for identity theft, such as social security number, birth date or mother’s maiden name:] 

· Place an initial fraud alert on your credit reports.  Because this information included your [insert type of information that could be used for identity theft], there is a possibility that it could be used to commit identity theft against you.  Call one of the credit reporting companies listed below to put an initial fraud alert on your credit report.  As soon as one credit reporting company gets your alert, it will notify the other two companies to put fraud alerts in their files, as well.  

· Equifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-0241

· Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P.O. Box 9532, Allen, TX 75013

· TransUnion: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O. Box 6790, Fullerton, CA 92834-6790

If you place an initial fraud alert on your credit report, a business must verify your identity before issuing credit.  As part of this verification process, the business may try to contact you directly. This may cause some delays if you’re trying to obtain credit. To decrease these delays, you may wish to include a cell phone number in your alert. Remember to keep all contact information in your alert current. Your initial fraud alert to the credit bureaus will expire in 90 days.  


When you place an initial fraud alert on your credit report with one of the consumer reporting companies, you’ll get information about getting a free credit report from each of the companies.  The Federal Trade Commission (FTC) recommends that you wait about a month after your information was lost or stolen before you ask for your credit report.  That’s because suspicious activity may not show up right away.  You may want to request a report from one company now, a report from the second company in two months, and a report from the third company in three months. 


Once you get your credit reports, review them for suspicious activity, like inquiries from companies you didn't contact, accounts you didn't open, and debts on your accounts that you can't explain.  Check that all of the information is correct, including your SSN, birth date, addresses, name or initials, and employers.   Even if you do not find any suspicious activity on your initial credit reports, the FTC recommends that you check your credit reports once in a while just to be safe.  
[Insert if SSN was included:]

· Call the Social Security Administration.   To report that your social security number may have been [insert description, such as “included in records that were lost” or “stolen”], call the Social Security Administration Fraud Hotline at 1-800-269-0271.  If you currently receive social security payments and do not receive your next payment on the due date, contact the police and the Social Security Administration.  You can also contact the Social Security Administration to verify the accuracy of the earnings reported, at 1-800-772-1213.  
[Insert if information about a person’s bank or brokerage accounts was included:] 

· Call your banks.  Because information on your bank [insert “or brokerage” if applicable] account was included, report to your banks that your personal information was [insert description, such as “included in records that were lost” or “stolen”].  Close your accounts.  When you open new accounts, place passwords on those accounts.  Don’t use your mother's maiden name, your birth date, the last four digits of your Social Security number (SSN), your phone number, or a series of consecutive numbers for those passwords.   Ask your banks what else they will do to make sure no one can gain access to your accounts or change the mailing address for your statements.

[Insert if information about a person’s credit card was included:] 

· Call your credit card companies.  Because information about your credit card was included, call your credit card company to report that your personal information has been [insert description, such as “lost” or “stolen”].  Close your account.  Ask the credit card company how it will prevent someone else from changing the address on your statements.   If you have more than one credit card, call us to find out which one it was (we didn’t want to include that information in this letter).  

[Insert if driver’s license or other government-issued identification was included:]

· Contact the Department of Motor Vehicles.  Because the information included your driver's license number [insert “or other government-issued identification” if applicable], contact the Department of Motor Vehicles [insert “or other agencies that issued the documents” if applicable].  Follow their procedures to cancel a document and get a replacement. Ask the agency to “flag” your file to keep anyone else from getting a license or another identification document in your name.

[Insert if information included the patient’s address]

· Be cautious about your personal security.  Because the information included your home address, we want you to be cautious about your personal security. 
[Insert in all letters]

Once you've taken these precautions, watch for signs that your information is being misused. For example, you may not get certain bills or other mail on time. Follow up with creditors if your bills don’t arrive on time. A missing bill could mean an identity thief has taken over your account and changed your billing address to cover his tracks. Other signs include:

· receiving credit cards that you didn't apply for; 

· being denied credit, or being offered less favorable credit terms, like a high interest rate, for no apparent reason; and 

· getting calls or letters from debt collectors or businesses about merchandise or services you didn't buy. 

If you believe at any time that your information is actually being misused, do the following:

· Close any accounts that you believe have been tampered with or opened fraudulently.  If you discover that someone used your personal information to tamper with bank, credit or utility accounts, or to open new ones, close those accounts immediately.  If a thief has made any charges any debts, ask the company to send a fraud dispute form so that you can dispute those charges or debts.
· Call the police.  Get a copy of the police report so that you can show the report to creditors if they ask for it.  
· File a complaint with the Federal Trade Commission (FTC).  Call the FTC’s Identity Theft Hotline at 1-877-438-4338.  The FTC enters consumer complaints into the Consumer Sentinel Network, a secure online database and investigative tool used by hundreds of civil and criminal law enforcement agencies in the U.S. and other countries.  The FTC counselors will take your complaint and advise you on how to deal with any problems that result from the theft of personal information.  For free information on consumer issues, visit www.ftc.gov  or call toll-free, 1-877-FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261.  
 [You must insert a description of the Covered Entity’s efforts to investigate, mitigate harm to individuals, and prevent further breaches.  This might include information that the Covered Entity is taking to retrieve the information, such as filing a police report regarding a theft of PHI.]   

We regret that this incident occurred and the inconvenience this may cause for you.  We have notified you as soon as possible so that you can take steps to protect yourself if necessary.  

[You must insert contact information for individuals to ask questions and learn additional information, which must include a toll-free number, an email address, website or postal address.  We recommend including a toll-free number, so that affected individuals have the ability to ask questions more easily.]

If you have any questions, feel free to contact me at [insert contact information].   After hours, I can be reached by pager at [insert contact information].

Very sincerely yours, 

 [Insert contact person]

SECTION V:  HIPAA SECURITY COMPLIANCE
43.
ACCESS CONTROL AND VALIDATION PROCEDURES § 164.310(a)(2)(III)

Policy No. ____

Approved: _________________, ________

Policy 

Access rights to areas where ePHI is kept should be given only to workforce members who have a need for specific physical access in order to accomplish a legitimate task. Our workforce members must not attempt to gain physical access to sensitive areas containing information systems having ePHI or software programs that can access ePHI for which they have not been given proper authorization. All visitors to sensitive areas of our office must have a valid reason for access, and be met by the appropriate workforce member prior to gaining access.

Procedures 

A workforce member’s access to information is specifically aligned with his or her role or function in the organization. These functional or role-based access control and validation procedures are closely aligned with the facility security plan. Our procedures are the means to actually determine the workforce members or persons that should have access to certain locations within the facility based on their role or function. 

Details 

The access control and validation procedures include but are not limited to:

· Physical access by a workforce member or other authorized personnel to the facility is gained by using a physical key or entering the building once the entry door has been unlocked during business hours.

· Visual recognition is used to distinguish authorized from unauthorized people. Keycards and employee badges may also be used to supplement visual recognition.

· All visitors must be check-in at the reception area. Visitors shall be escorted in areas containing access to ePHI if there is a reason for visitors to be in such areas. Visitor sign-in sheets and badges may also be used to control and validate access.

· Workforce members are trained to challenge any individual within our facilities who is not recognized, unsupervised or without proper authorization.

· Security access violations will be investigated by the Security Official.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

44.
ACCESS ESTABLISHMENT AND MODIFICATION § 164.308(a)(4)(II)(c)

Policy No. ____

Approved: _________________, ________

Policy 

Only properly authorized and trained workforce members may access our information systems containing ePHI. We must review this access regularly. Access to our information systems containing ePHI is limited to our workforce members who have a need for specific ePHI in order to perform their job responsibilities. Workforce members will not provide access to our information systems to unauthorized persons.

Procedures 

We establish access to our information systems for workforce members who have a need for specific ePHI in order to perform their job responsibilities. This access is reviewed periodically and modified if necessary. Our workforce members will not provide access to unauthorized persons.

Details 

The access establishment and modification procedures include but are not limited to:

· The workforce member’s supervisor is responsible for notifying the Security Official of information system access add, modify and delete requests. 

· Approved access requests are implemented as soon as practicable by authorized personnel.

· When the job responsibilities of a workforce member change significantly, access to computer programs and workstations will be reevaluated by the workforce member’s supervisor.

· Documentation (e.g. on-boarding checklist, access requests) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.
45.
ACCOUNTABILITY § 164.310(d)(2)(iii)

Policy No. ____

Approved: _________________, ________

Policy 

We must be accountable for information systems and electronic media containing ePHI leaving our facility and moving to another location. A laptop that travels between our facility and a workforce member’s home or goes on the road with a workforce member for work purposes is an example of ePHI leaving our facility. Our Security Official must approve and track such movements. In our organization, we will assign the responsibility of tracking the movements to workforce members who are authorized to move ePHI out of our facility. 
Procedures 

All movement of our information systems and electronic media containing ePHI into and out of our office must be approved by our Security Official. Authorized personnel responsible for such movement have the responsibility to safeguard that property and must take all appropriate and reasonable actions to protect ePHI. This includes both ePHI received and created by us. Workforce members should use only our approved electronic media to store ePHI. Unless appropriately protected and authorized, ePHI must not be stored on our workforce member home computers.

Details 

The accountability procedures include but are not limited to:

· Information systems and electronic media containing ePHI moving into and out of its facilities, if any, will be:

· Authorized by the Security Official

· Limited to the Security Official and management.

· Assigned to workforce members who will be responsible for such movement and will take all reasonable actions to protect ePHI against damage, theft, and unauthorized access.

· Secured with a data encryption security mechanism.

· Workforce members acknowledge their responsibility to safeguard such property by signing a computer use agreement or employee confidentiality agreement.
· Documentation (e.g. computer use agreement or employee confidentiality agreement) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

46.
APPLICATIONS AND DATA CRITICALITY ANALYSIS § 164.308(a)(7)(ii)(E)

Policy No. ____

Approved: _________________, ________

Policy 

We must have a formal, documented process for defining and identifying the criticality of our information systems and the data contained within them. The prioritization of our information systems must be based on an analysis of the impact to our services, processes and business objectives if disasters or emergencies cause specific information systems to be unavailable for particular periods of time. This criticality analysis must be conducted at least annually.

Procedures 

Our Security Official along with authorized personnel (i.e. Contingency Team) are responsible for data recovery and restoring information systems during a disaster or emergency. They use the data criticality analysis to prioritize the recovery of information systems. 
Details 

The applications and data criticality analysis procedures include but are not limited to:

· Define and identify the criticality of information systems containing ePHI data to help determine which applications or information systems get restored first in the event of a disaster or emergency and/or which must be available at all times.

· Develop and maintain an ePHI inventory list (i.e. the inventory of all applications, computer systems, medical devices, phones, and media that contain, process, or transmit ePHI) and a corresponding data criticality analysis on an annual basis. 
· The Security Official along with authorized personnel (i.e. Contingency Team) who are responsible data recovery and restoring information systems during a disaster or emergency will use the data criticality analysis to prioritize the recovery of information systems.

· Documentation (i.e. PHI inventory list) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.
47.
ASSIGNED SECURITY OFFICIAL § 164.308(a)(2)

Policy No. ____

Approved: _________________, ________

Policy
Our assigned HIPAA Security Official, [add name here], is operationally responsible for assuring that the organization complies with the HIPAA Security Rule. This rule requires the responsibility for security be assigned to a specific individual or group to provide an organizational focus and importance to security. 

Procedures 

Our security official is responsible for the development and implementation of all policies and procedures necessary to appropriately protect the confidentiality, integrity and availability of our information systems and ePHI. Responsibilities include the management and supervision of the security measures we use to protect data, and the conduct of personnel in relation to the protection of data. 

Details 

Responsibilities of the assigned security official include but are not limited to:
· Ensure that information systems comply with all applicable federal, state, and local laws and regulations.

· Ensure that no information system compromises the confidentiality, integrity, or availability of any other information system.

· Develop, document, and ensure dissemination of appropriate security policies, procedures, and standards for the users and administrators of information systems.

· Ensure that newly acquired information systems have features that support required and/or addressable security Implementation Specifications.

· Coordinate the selection, implementation, and administration of significant security controls.

· Ensure workforce members receive regular security awareness and training.

· Conduct periodic risk analysis of information systems and security processes.

· Develop and implementing an effective risk management program.

· Regularly monitoring and evaluating threats and risks to information systems.

· Monitor auditing records to identify inappropriate activity.

· Maintain an inventory of all information systems that contain ePHI.

· Create an effective security incident response policy and related procedures.

· Ensure adequate physical security controls exist to protect ePHI.

· Coordinate with the Privacy Official to ensure that security policies, procedures and controls support compliance with the HIPAA Privacy Rule.

· Evaluate new security technologies that may be appropriate for protecting information systems.

· Review the HIPAA Security policies and procedures documentation and update on an annual basis.
· Ensure that the access control, disaster recovery, business continuity, incident response, and risk management needs of the organization are properly addressed.
· Work with vendors, outside consultants, and other third parties, to reduce security risks and vulnerabilities within the organization.
· Communicate the Security Official's role and responsibility throughout the organization.
· Retain documentation (e.g. training materials, job description) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

48.
AUDIT CONTROLS § 164.312(b)

Policy No. ____

Approved: _________________, ________

Policy 

We must be able to record and examine significant activity on our information systems that contain ePHI. Appropriate hardware, software, or procedural auditing mechanisms must be implemented on our information systems that contain ePHI. Logs created by audit mechanisms implemented on our information systems must be reviewed regularly. We must develop and implement a process for audit log review. 

Procedures 

In coordination with our software vendor(s), the Security Official will identify electronic mechanisms to create audit logs of user activity on our information systems containing ePHI. Random audits will be done to ensure that workforce members are not attempting to access more than the minimum necessary ePHI to perform their job. We will examine audit logs for "significant activity". Workforce members will not review audit logs that pertain to their own system activity.

Details 

The audit controls procedures include but are not limited to:

· The Security Official will identify the electronic mechanisms to create audit logs of user activity on our information systems containing ePHI. 

· Appropriate hardware, software, or procedural auditing methods will be implemented in accordance with the Information System Activity Review policy and procedures.

· The level and types of auditing methods (e.g. print reports, online inquiry) implemented are determined by the Security Official.

· Workforce members will not review audit logs that pertain to their own system activity.

· Documentation (e.g. logs, audit reports) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

49.
AUTHORIZATION AND SUPERVISION § 164.308(a)(3)(ii)(a)

Policy No. ____

Approved: _________________, ________

Policy 

We must ensure that all workforce members and third party persons who can access our information systems containing ePHI are appropriately authorized to access the system or supervised when they do so. We must ensure that the confidentiality, integrity, and availability of ePHI on our information systems is maintained by preventing unauthorized access to ePHI.

Procedures 

We will ensure that all of our workforce members receive access to specific information systems and ePHI in order to accomplish their jobs. Third parties are not permitted access to our ePHI unless access is granted by our Security Official.

Details 

The authorization and supervision procedures include but are not limited to:

· Define levels of access to information systems containing ePHI based on the Privacy Rule’s “minimum necessary” requirement, ensuring that all workforce members have adequate access to perform their tasks, and yet protect against unnecessary access.

· Implement the defined levels of access in the information system(s).

· Communicate the levels of access to workforce members authorized (i.e. hiring supervisors) to assign access.

· Maintain job descriptions that: 1) identify the position’s supervisor and 2) correlate the job role and responsibilities to the level of access necessary to accomplish their job.

· Retain documentation (e.g. online access levels, job descriptions) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

50.
AUTOMATIC LOGOFF § 164.312(a)(2)(iii)

Policy No. ____

Approved: _________________, ________

Policy 

Our workforce members must end electronic sessions on information systems that contain or can access ePHI when such sessions are completed, unless the information system is secured by an appropriate locking method (e.g. by pressing the “Windows logo” key + “L” key). Our workforce members must activate their workstation locking software whenever they leave their workstation unattended for 10 minutes or more. Our workforce members must log off from or lock their workstation(s) when their workday ends.

Procedures 

Our workforce members must activate their workstation locking software whenever they leave their workstation unattended for 10 minutes or more. Exceptions to our information system required inactivity timeout must be approved by our Security Official. Our workforce members must log off from or lock their workstation(s) when their workday ends.

Details 

The automatic logoff procedures on information systems that contain or can access ePHI include but are not limited to:

· All workstations shall be configured to have a password-enabled screen saver. 

· Workforce members will activate their workstation locking method (e.g. by pressing the “Windows logo” [image: image10.jpg]


 key + “L” key) whenever they leave their workstation unattended for 10 minutes or more.

· After a predefined time period (e.g. 10 minutes) of inactivity, the password-enabled screen saver will lock the workstation and make information inaccessible. Workstations in high-traffic patient/visitor areas may have a timeout of 2 to 3 minutes while computers in protected areas with controlled, limited access, such as a lab or administrative office, could have longer timeout periods.

· Workforce members must log off or lock their workstation when their workday ends.

· Exceptions to our information system required inactivity timeout must be approved by our Security Official.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.
51.
BUSINESS ASSOCIATE CONTRACTS AND OTHER ARRANGEMENTS § 164.308(b)(1), § 164.308(b)(2), § 164.308(b)(4), § 164.314(a)(2)(i), § 164.314(a)(2)(iii)

Policy No. ____

Approved: _________________, ________

Policy 

When another entity is acting as a business associate for our organization, the business associate must appropriately and reasonable protect the ePHI that is creates, receives, maintains or transmits on our behalf. We also allow our business associates to permit a business associate that is a subcontractor to create, receive, maintain, or transmit ePHI on our behalf. We require both entities to appropriately safeguard the confidentiality, integrity, and availability of ePHI in compliance with the HIPAA Security Rule.

Procedures 

We will permit a business associate to create, receive, maintain or transmit ePHI on our behalf only if there is a written agreement between the two parties that ensures that the business associate will appropriately and reasonable safeguard the information. We must make a good faith attempt to obtain satisfactory assurances that the business associate will safeguard our ePHI as required by the business associate contract, and to document the attempt and the reasons if these assurances cannot be obtained. Similarly, we will allow our business associates to permit a business associate that is a subcontractor to create, receive, maintain, or transmit ePHI on our behalf only if the same requirements as above are met.

Our Security Official will obtain a signed business associate contract with companies or persons we hire to handle ePHI on our behalf. This contract will have the proper and appropriate language mandated by the HIPAA Security Rule regardless of which entity created the contract document. These contracts will be reviewed annually and securely maintained.

Details 

The business associate contracts and other arrangements procedures include but are not limited to:

· Identify all business associates who create, receive, maintain, or transmit ePHI on our behalf.

· Sign a written business associate contract that complies with the HIPAA Security Rule with each business associate. When a business associate refuses to sign our business associate contract we will sign the vendor’s contract if the contract contains the proper and appropriate language mandated by the HIPAA Security Rule.

· Review existing business associate contracts to ensure they still comply with the HIPAA Security Rule (last revised on January 25, 2013) and update any contracts that are not compliant on an annual basis.

· Advise applicable business associates who provide our ePHI data to a subcontractor that they are required to have HIPAA-compliant Business Associate contract signed with their subcontractors to address the confidentiality, integrity, and availability of ePHI if no contract has been signed.
· Obtain written due diligence assurances from all business associates regarding their compliance with the HIPAA Security Rule. The following types of questions will be used to acquire this information:

· During the last 12 months, has the business associate conducted a HIPAA security risk assessment for the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information? 

· Has the business associate signed your business associate contract or have we signed their contract that complies with the 2013 HIPAA Final Rule?

· Does the business associate have written policies and procedures that address and comply with the HIPAA Breach Notification Rule and the Security Rule’s administrative, technical, organizational and physical safeguard requirements?

· Has the business associate implemented a HIPAA-compliant security awareness and training program and trained all employees and contractors?
· Does the business associate’s IT services meet HIPAA compliant security standards for protecting electronic protected health information?

· Obtain written due diligence assurances from each business associate who uses a subcontractor(s) regarding their subcontractor’s compliance with the HIPAA Security Rule. The following types of questions will be used to acquire this information:

· During the last 12 months, has their subcontractor conducted a HIPAA security risk assessment for the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information? 

· Has their subcontractor signed a Business Associate contract that complies with the 2013 HIPAA Final Rule with the business associate?

· Does their subcontractor have written policies and procedures that address and comply with the HIPAA Breach Notification Rule and the Security Rule’s administrative, technical, organizational and physical safeguard requirements?

· Has their subcontractor implemented a HIPAA-compliant security awareness and training program and trained all employees and contractors?
· Does their subcontractor’s IT services meet HIPAA compliant security standards for protecting electronic protected health information?

· Retain documentation (e.g. business associate and subcontractor due diligence findings, business associate contracts, contract review log) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

52.
DATA BACKUP PLAN § 164.308(a)(7)(ii)(a); DATA BACKUP AND STORAGE § 164.310(d)(2)(iv)

Policy No. ____

Approved: _________________, ________

Policy 

Backup copies of all ePHI on our electronic media and information systems must be made regularly. We must have adequate backup systems that ensure that all ePHI can be recovered following a disaster or media failure. Backups of ePHI must be performed successfully and stored in a secure remote location at a sufficient distance from the facility to escape damage from a disaster at or near our facility.

Procedures 

We are responsible for ensuring the backup of our data. These backup copies are verified and stored at a secure remote location. Backup copies of ePHI stored at a secure location must be accessible to authorized personnel for timely retrieval of the information.

Details 

The data backup plan and backup and storage procedures include but are not limited to:

· Information systems containing ePHI to be backed up are identified.

· Backups of ePHI are made on a periodic, at least nightly, basis.

· Successful completion of the backup is verified.

· Local backup data is transported in a secure manner and store in a secure environment. This data is encrypted at rest.

· Remote backup data is stored in a vendor’s HIPAA-compliant data center. This data is encrypted in transit and at rest. The vendor’s facility is a sufficient distance from our facility to escape damage from a disaster.

· Backup copies of ePHI will only be accessible to authorized personnel who are trained in data backup restoration procedures.

· Backup data will be retained in accordance with federal and state laws as applicable.

· Documentation (e.g. business associate contract, policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

53.
DISASTER RECOVERY PLAN § 164.308(a)(7)(ii)(b); CONTINGENCY OPERATIONS § 164.310(a)(2)(i)

Policy No. ____

Approved: _________________, ________

Policy 

We must create and document a disaster recovery plan to recover our information systems if they are impacted by a disaster. The plan must be reviewed annually and revised as necessary. We must ensure that, in the event of a disaster or emergency, authorized personnel can enter our office to maintain physical security and appropriate access to ePHI while allowing for data restoration activities.

Procedures 

Our Security Official along with authorized personnel (i.e. Contingency Team) are responsible for restoring any loss of ePHI due to natural or man-made disaster. The Contingency Team will coordinate the recovery efforts to restore business operations. The Security Official will notify the workforce members when our services resume.

Details 

The disaster recovery plan and contingency operations procedures include but are not limited to:

· In the event of a disaster, the Security Official along with authorized personnel (i.e. Contingency Team) are responsible for the data recovery process.

· The Contingency Team will determine the extent of the disaster in collaboration with any applicable IT vendor(s) and collectively decide if a facility shutdown is necessary. 

· The Contingency Team will determine if workforce members should temporarily relocate to an alternative location site to continue normal business functions or stay at home.

· The Security Official will authorize workspace, computers, and supplies and coordinate travel arrangements, food, and accommodations for individuals supporting the temporary backup effort, as necessary. 

· In the event of lost ePHI data and programs the information will be restored from our most recent backup media (onsite or off-site). Our IT vendor(s) will coordinate the restoration process per our service agreement contract.

· The Contingency Team will determine when our facility is safe and ready to resume daily business operations. The Security Official will notify the workforce members. 
· Appropriate workforce members will be trained in the disaster recovery plan and will be authorized to access the facility to restore business operations. 
· Documentation (e.g. IT vendor service agreement contracts, policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

54.
DISPOSAL § 164.310(d)(2)(i); MEDIA RE-USE § 164.310(d)(2)(ii)

Policy No. ____

Approved: _________________, ________

Policy 

All  of  our  information  systems  and  electronic  media  containing  ePHI  must  be  disposed of properly when no longer needed for legitimate use. Disposal of all of our electronic media and information systems containing ePHI must be documented. If an information system or electronic medium containing ePHI is to be reused within our office, its previous data must be completely removed.

Procedures 

Our Security Official will ensure proper disposal of all of our information systems and electronic media when no longer needed for legitimate use. This disposal will include the ePHI that is received or created by us. If it is to be reused within our office, the information system or electronic media will be erased with a method approved by our Security Official such as degaussing.

Details 

The disposal and media re-use procedures include but are not limited to:

· All information systems and electronic media containing ePHI will be disposed of properly when no longer needed for legitimate use.

· Methods of disposal may include:

· Purging (degaussing or exposing the media to a strong magnetic field in order to disrupt the recorded magnetic domains).

· Destroying the media (e.g. shredding).

· If destruction is not possible, it will be damaged to the point of being completely unreadable. 

· Disposal of all electronic media and information systems containing ePHI will be approved by the Security Official and documented.

· If information systems and electronic media containing ePHI will be re-used, all ePHI will be securely removed before such media can be reused.

· Methods of removal may include:

· Using software or hardware products to overwrite media with non-sensitive data.

· Purging (degaussing).

· Documentation (e.g. vendor disposal certificate, disposal log) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.
55.
EMERGENCY ACCESS PROCEDURES § 164.312(a)(2)(ii)

Policy No. ____

Approved: _________________, ________

Policy 

We must have a documented emergency access procedure that grants workforce members access to necessary ePHI in the event of an emergency. If this situation occurs, access must be authorized by our Security Official immediately.

Procedures

If a workforce member’s access to ePHI is prevented due to an account login, authentication or authorization problem and the situation is deemed an emergency, the Security Official will be responsible for obtaining necessary ePHI access during the emergency.
Details 

The emergency access procedures include but are not limited to:

· In the event of an emergency, the Security Official will be responsible for obtaining necessary ePHI access during an emergency.

· Any instance that requires an emergency access process to be implemented will be communicated to management in a timely manner.

· The Security Official will determine who should be granted access, assuming no workforce members with access are available, and temporarily provide access during the emergency.

· The Security Official will remove the temporary access granted as soon as the emergency is resolved.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

56.
EMERGENCY MODE OPERATION PLAN § 164.308(a)(7)(ii)(c)

Policy No. ____

Approved: _________________, ________

Policy 

We must have a formal, documented emergency mode operation plan for protecting our information systems containing ePHI during and immediately after a crisis situation. Our workforce members must receive training and awareness on our emergency mode operation plan.

Procedures 

The Emergency Mode Operation Plan establishes procedures that will enable us to continue critical business processes for the security of our ePHI while operating in emergency mode. In the event of an emergency, our Security Official will advise workforce members on implementing manual operating procedures to continue normal business functions.

Details 

The emergency mode operation plan procedures include but are not limited to:

· In the event of an emergency, the Security Official along with authorized personnel (i.e. Contingency Team) are responsible for protecting the security of information systems containing ePHI during and immediately after a crisis.

· The Contingency Team will determine the extent of the emergency in collaboration with any applicable IT vendor(s) and collectively decide if a facility shutdown is necessary. 

· Workforce members may be asked to temporarily implement manual operating procedures to continue normal business functions, if necessary.

· The Contingency Team will determine when information systems are ready to resume daily business operations. The Security Official will notify workforce members when the emergency has ended.

· Once the emergency has ended, workforce members will enter any data generated during manual operating procedures into the appropriate ePHI information system.

· Appropriate workforce members will be trained in the emergency mode manual operating procedures. 

· Documentation (e.g. manual operating procedures, policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

57.
ENCRYPTION AND DECRYPTION § 164.312(a)(2)(iv)
Policy No. ____

Approved: _________________, ________

Policy 

Appropriate encryption must be used to protect the confidentiality, integrity, and availability of ePHI contained on our information systems. Encryption is a method of converting an original message of regular text into encoded text. Our Security Official will determine when encryption is a reasonable and appropriate safeguard to implement with our information systems.

Procedures 

We are responsible for identifying all workstations and devices that store ePHI. Portable workstations and devices workstations and devices that leave our facility will be encrypted unless the Security Official grants an exception. Non-portable workstations and devices will be encrypted or protected by alternative safeguards. No workforce member will implement encryption of data without the knowledge and approval of our Security Official. We will maintain documentation regarding the encryption methods utilized.

Details 

The encryption and decryption procedures include but are not limited to:

· The Security Official is responsible for identifying all the types of workstations (e.g. a desktop, laptop, smart phone, tablet), or removable storage devices (e.g. USB flash drive, external hard drive) that are used to store ePHI.

· At a minimum, encryption will be used to protect ePHI stored on portable workstations and devices. In the event a portable workstation or device is not protected with an encryption mechanism, it may be:

· Prevented from storing ePHI 

· Retired in a timely manner and replaced by a device that supports an encryption mechanism

· Approved by the Security Official as an exception.

· Non-portable workstation and devices storing ePHI will be protected by encryption or other alternative safeguards such as: physical facility controls, firewalls, system level access controls and software application user ID and password access controls that authenticate the identity of those individuals accessing the data.

· All encryption methods will be approved by the Security Official.

· Cryptographic keys will be protected against modification, destruction and unauthorized disclosure.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

58.
EVALUATION § 164.308(a)(8)

Policy No. ____

Approved: _________________, ________

Policy 

We must conduct technical and non-technical evaluations of our security controls and processes. The purpose of the evaluation is to establish a process to review and maintain reasonable and appropriate security measures. 

Procedures 

Our Security Official will direct both the non-technical evaluation of policies and procedures documentation and the technical evaluation of our information systems on a periodic basis. Revisions to security measures will be made, as necessary, to address issues or gaps identified by the evaluation processes. We will ensure the results of such evaluations are documented. 

Details 

The evaluation procedures include but are not limited to:

· Conduct a non-technical review of existing policies and procedures documentation to:
· Determine whether the organization has written policies and procedures that demonstrate compliance for all the Security Rule standards and implementation specifications 

· Assess whether the written procedures are being actively used, applied, and enforced.

· Determine whether the practices and enforcement of same, represent reasonable and appropriate safeguards to comply with the standards and implementation specifications.

· Conduct a technical review of information systems to ensure that hardware and software controls have been correctly implemented. This process may include conducting:

· External and internal vulnerability scans

· External and internal penetration tests

· Web application security scans

· Wireless security scans

· Social engineering testing

· ePHI data discovery scans.

· Revise security measures as necessary to remediate known gaps.

· Retain documentation (e.g. evaluation findings, remediation options, recommendations, and remediation decisions) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

59.
FACILITY SECURITY PLAN § 164.310(a)(2)(ii)

Policy No. ____

Approved: _________________, ________

Policy 

We must protect our information systems by preventing physical access, tampering and theft. Our physical access controls allow individuals with legitimate business needs to obtain access to the facility and deny access to those without legitimate business needs. 

Procedures 

Our facility security plan is primarily concerned with restricting physical access by unauthorized people. We must maintain and regularly review our facility security plan procedures that describe how our office and equipment will be appropriately protected. 

Details 

The facility security plan procedures include but are not limited to:

· All facility exterior doors and window are equipped with a locking mechanism. The facility will be locked during non-business hours.

· A security alarm system is in place to protect the facility during non-business hours.

· Keys and security codes to facilities are issued on an as needed basis as defined by management. A list of distributed keys and security codes is maintained. 

· Workforce members are responsible for safeguarding their assigned key. Keys shall not be lent to others and the loss of a key shall immediately be reported to the Security Official.

· Keys are collected from authorized personnel and security codes are deleted when access to facilities is no longer required. Locks will be changed at the discretion of management.
· All facility exterior doors other than doors designated for patients/visitors entry will remain secure to prevent unauthorized entry into the facility from the outside. For fire purposes, all exterior doors will allow emergency exit from the facility during business hours.

· Signs are displayed and interior entry doors are locked to prevent patients/ visitors from entering restricted areas without an escort. 

· Emergency exit signs and lighting are in place.

· Security access violations will be investigated by the Security Official.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

60.
INFORMATION ACCESS MANAGEMENT § 164.308(a)(4)(ii)(B)

Policy No. ____

Approved: _________________, ________

Policy

Our workforce members must not be allowed access to information systems containing ePHI until properly authorized. Access to our information systems containing ePHI must be authorized only for our workforce members having a specific need for specific information in order to accomplish a legitimate task. Our workforce members must not attempt to gain access to our information systems containing ePHI for which they have not been given proper authorization.

Procedures 

We will assess each job in our office and then authorize proper access to our information systems containing ePHI for each of our workforce member. This access will be granted according to the specific need for the employee to accomplish a legitimate task.

Details

The information access management procedures include but are not limited to:

· Access to information systems, servers, networks and operational environments containing ePHI is limited to those individuals having a need to perform job-related tasks.

· Workforce members are not allowed access to information systems containing ePHI until properly authorized.

· Workforce members needing access to operational systems or to systems that may contain ePHI data must be approved by their supervisor.

· Verbal or written access requests and revisions to the request must include information such as:

· Workforce member name

· Level of access

· List of the systems, data, documents or services to be accessed

· Documentation (e.g. on-boarding checklist, access requests) of the practices in place will be retained as evidence of compliance. 

Location of supporting documentation: If so, identify the document and location it is stored here.

61.
INFORMATION SYSTEM ACTIVITY REVIEW § 164.308(a)(1)(ii)(D)

Policy No. ____

Approved: _________________, ________

Policy 

We must regularly review records of activity on information systems containing ePHI. Appropriate hardware, software, or procedural auditing mechanisms must be implemented on our information systems that contain or use ePHI. Records of activity created by audit mechanisms implemented on our information systems must be reviewed regularly. 

Procedures 

We conduct random audits of the activity on our information systems. Workforce members will not have access to these audits. Systems containing ePHI are only accessible by logging in with unique user ID information. If suspicious activity is identified based upon these reports, it will be investigated and the results of the investigation documented as a security incident and mitigated to prevent future occurrences.

Details 

Information system activity reviews may include, but are not limited to:

· Verify no unauthorized users have been added; all terminated users have been deleted and no unauthorized logins have been attempted.

· Verify antivirus program is installed and running a scan every night, as well as performing live scanning whenever files are downloaded or accessed. Scan incoming email for viruses.

· Verify firewall is enabled, review firewall logs and determine if there have been any intrusion attempts or rogue programs added to the allow list. 

· If network monitoring software is installed, check its logs, and ensure that no suspicious traffic has taken place on the network. 

· Review router logs, if applicable, and check to make sure wireless security is up to date (i.e. WPA2). Change the wireless encryption password periodically.

· Verify information systems are up to date with the latest security patches for the operating system and programs by using Windows Update or checking each program for updates.

· Review ePHI system access logs to identify users who have accessed a system, performed changes to the environment and/or installed / removed software, data, files or other operational content. Where appropriate, automation shall be used to identify unauthorized access or login attempts.

· Review all system error alerts and event messages (e.g. system generated security alerts, system notices, error conditions and other events of a security and non-security nature, etc.).

· Retain documentation (e.g. audit logs, audit reports) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

62.
LOGIN MONITORING § 164.308(a)(5)(ii)(c)

Policy No. ____

Approved: _________________, ________

Policy 

We must develop, implement, and regularly review a formal, documented process for monitoring log-in attempts and reporting discrepancies. All of our workforce members must be regularly trained and reminded about this process. Access to all of our information systems must be through a secure log-in process. 

Procedures 

Access to all of our information systems will be through a secure log-in process. All attempts to log-in to our information systems containing ePHI will be monitored for any discrepancies. All unauthorized login attempts are reported to our Security Official.

Details 

The login monitoring procedures include but are not limited to:

· Workforce members receive training on what to do if their login does not work.

· Access to all information systems is via a secure login process. The process may include:

· Not displaying login information such as password in clear text format.

· Not providing help messages that would assist an unauthorized user during the login process.

· Validating login information only when all data has been inputted.

· Limiting the number of unsuccessful login attempts allowed.

· Information systems’ login process should include the ability to:

· Record unsuccessful login attempts.

· After a designated number of failed login attempts, a time delay is enforced before further login attempts will succeed.

· Login monitoring training will cover topics such as:

· How to securely login to information systems.

· Detecting login discrepancies.

· Reporting login discrepancies.

· Documentation (e.g. training materials, system login event log) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

63.
MAINTENANCE RECORDS § 164.310(a)(2)(iv)

Policy No. ____

Approved: _________________, ________

Policy 

We must document all repairs and modifications to the physical components of our office that are related to security of ePHI.

Procedures 

When repairs or changes related to the physical security of our facilities is required, we will document the date of the repair, reason for repair or modification and who authorized it. This information is typically contained on the vendor’s invoice that will be maintained by the organization.

Details 

The maintenance records procedures include but are not limited to:

· Repairs and modifications to the physical components of our facilities that are related to the security of ePHI will be documented on the vendor’s invoice. Physical components include physical access systems such as locks (e.g. replacing or re-keying) and security alarm system.

· Repairs or modifications documentation will include:

· Date

· Reason for repair or modification

· Name of the organization or person performing the repair or modification

· Name of the person authorizing the repair or modification

· Documentation (e.g. vendor invoice) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

64.
MECHANISM TO AUTHENTICATE ELECTRONIC PROTECTED HEALTH INFORMATION § 164.312(c)(2)

Policy No. ____

Approved: _________________, ________

Policy 

We must implement appropriate electronic mechanisms to confirm that ePHI contained on our information systems has not been altered or destroyed in an unauthorized manner. Protecting the integrity of ePHI is a primary goal of the Security Rule.
Procedures 

Electronic mechanisms used to protect the integrity of ePHI contained on our information systems ensure that the value and state of the ePHI is maintained and it is protected from unauthorized modification and destruction. These mechanisms are capable of detecting and reporting unauthorized alteration or be capable of detecting and reporting unauthorized alteration or destruction of ePHI.

Details 

The mechanism to authenticate electronic protected health information procedures include but are not limited to:

· The Security Official is responsible for identifying risks to the integrity of the ePHI data and the security measures that will reduce those risks.

· Security risk assessments are conducted on a periodic basis to assess the risks to the integrity of the ePHI data.

· Risk management plans are developed and implemented to mitigate the risks identified in the security risk assessment report.

· Security measures put in place to reduce risks that may compromise the integrity of ePHI data include:

· Implementing software to protect against malicious software

· Using unique user identifications and password authentication

· Updating software with security patches

· Workforce awareness and security training

· Periodic security reminders

· Using workforce confidentiality agreements

· Using Business Associate contracts

· Physical facility access controls and security mechanisms

· Verifying backups complete successfully

· Maintaining a backup copy of ePHI data offsite.

· Using data in transit and data at rest encryption mechanisms

· Reviewing audit logs

· Implementing systems with built-in safeguards that protect the integrity of ePHI from being altered or destroyed in an unauthorized manner.

· Documentation (e.g. policies and procedures, training) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

65.
PASSWORD MANAGEMENT § 164.308(a)(5)(ii)(D)

Policy No. ____

Approved: _________________, ________

Policy 

We must develop, implement, and regularly review a formal documented process for appropriately creating, changing, and safeguarding passwords used to validate a user's identity and establish access to our information systems and data. All of our workforce members must be regularly trained and reminded about this process.

Procedures 

We train and remind our workforce members about our process for creating, changing and safeguarding passwords used to validate a user's identity to access our information systems. Passwords will be changed from time to time and must not be shared with anyone else or ever displayed in open view. No workforce member may request another workforce member to reveal their password.

Details 

The password management procedures include but are not limited to:

· Workforce members receive training on what to do if their password does not work.

· Require use of individual passwords to maintain accountability.

· Initial passwords are required to be given to users in a secure manner.

· Workforce members select and change their own passwords.

· Passwords should not be based on something that can be easily guessed or obtained using personal information (e.g. names, favorite sports team, etc.).

· Passwords must have a minimum length of eight characters, if possible.

· Passwords must be composed of a mix of numeric and alphabetical characters.

· Password changes every 60 days.

· Passwords will not be displayed in clear text when being input into a software application.

· Default vendor passwords are required to be changed following installation of software.

· Password management training will cover topics such as:

· Keeping passwords confidential and not sharing them with others.

· How to avoid maintaining a paper record of passwords, unless the record can be stored securely.

· How to change passwords whenever there is any indication of possible information system or password compromise.

· Changing temporary passwords at the first logon.

· Reporting password concerns.

· Documentation (e.g. training materials, policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

66.
PERSON OR ENTITY AUTHENTICATION § 164.312(d)

Policy No. ____

Approved: _________________, ________

Policy 

We must create and implement a process for verifying the identity of a person or entity before granting them access to ePHI. All authentication data, such as passwords and PINs, must be protected with appropriate access controls to prevent unauthorized access. Our workforce members must not share or reveal their authentication methods to others. Any workforce member, who believes that their authentication method is being inappropriately used, must immediately notify our Security Official.

Procedures 

Our Security Official will implement a process for the verifying of the identity of a person before they are able to gain access to ePHI. Each workforce member will have their own individual method for authenticating their identity. Our workforce member will not share or reveal their authentication method with others or ask another to share or reveal their authentication method. Unsuccessful authentication attempts to our information systems are limited. 

Details 

The person or entity authentication procedures include but are not limited to:

· All authentication methods will be approved by Security Official.

· Prior to being granted access to information systems containing or accessing ePHI, workforce members will complete the both Workforce Clearance and Access Authorization procedures.

· Workforce members are granted a unique user identification and a password that can be modified by the user.

· Information systems validate authentication attempts. Unsuccessful authentication attempts are limited.

· Information system review procedures are in place for detecting and responding to unusual or suspicious authentication activity.

· Workforce members must not share or reveal their authentication methods to others. 

· A workforce member who believes that his/her authentication method is being used inappropriately or has lost a physical access method (e.g. key card or security token) must immediately notify his or her supervisor.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

67.
POLICY AND PROCEDURES § 164.316(a); TIME LIMIT § 164.316(b)(2)(i); AVAILABILITY § 164.316(b)(2)(ii); UPDATES § 164.316(b)(2)(iii)

Policy No. ____

Approved: _________________, ________

Policy 

Our Security Official is responsible for maintaining the HIPAA Security policies and procedures that we implement in our office. This documentation is maintained for 6 years in either paper or electronic format and made available to workforce members. Our HIPAA Security Official will review the documentation annually and update it as needed.

Procedures 

We must develop and maintain the security policies and procedures we implement to comply with the HIPAA Security Rule in a written (paper or electronic) form. If an action, activity, or assessment is required by the HIPAA Security Rule to be documented, we must maintain a written (paper or electronic) record of the action, activity, or assessment.  We retain such documentation for 6 years from the date of its creation or the date when it last was in effect, whichever is later. We make such required documentation available to all workforce members responsible for implementing the policies and procedures to which the documentation pertains. Our Security Official must review the required documentation annually and update it as needed and in response to environmental and/or operational changes affecting the confidentiality, integrity, and availability of our ePHI.

Details 

The policies, procedures and documentation procedures include but are not limited to:

· The Security Official will implement reasonable and appropriate policies and procedures to demonstrate its efforts to comply with the standards, implementation specifications or other requirements of the HIPAA Security Rule regulations in written (paper or electronic) form.

· Policies and procedures may be changed at any time, provided that the changes are documented and are implemented in accordance with the HIPAA regulation.

· Workforce members will be trained on all policies and procedures that apply to them based on their individual roles.

· Policies and procedures will be retained along with any other action, activity, or assessment that must be documented and maintained under this regulation for at least six years from the date of the creation of the documentation, or the date when the document was last in effect, whichever is later.

· Policies and procedures documentation will be made available (via paper or electronically) to all workforce members responsible for implementing the policies and procedures to which the documentation pertains.

· The Security Official will oversee the review all policies and procedures on an annual basis and updated as necessary. Policies and procedures may also be reviewed outside of the cycle, in response to environmental or operational changes (e.g. to comply with a change in law) affecting the security of the ePHI. 

· Documentation (e.g. policies and procedures, training) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

68.
PROTECTION FROM MALICIOUS SOFTWARE § 164.308(a)(5)(ii)(b)

Policy No. ____

Approved: _________________, ________

Policy 

We must develop, implement, and regularly review a documented process for guarding against, detecting and reporting malicious software that poses a risk to our information systems and data. All of our workforce members must be trained and reminded about this process. Unless appropriately authorized, our workforce members must not bypass or disable anti-virus software. 

Procedures 

We are responsible for obtaining appropriate software to detect malicious software, viruses, worms, and malicious codes that might affect our information systems containing ePHI. Workforce members are trained regarding this software's use. Our workforce members will not bypass or disable it without proper authorization from our Security Official.

Details 

The protection from malicious software procedures include but are not limited to:

· Workforce members receive training on what to do if they suspect a computer virus or receive a suspicious email message.

· Information systems are protected using operating system security updates and appropriate antivirus software to effectively detect and prevent malicious software, particularly viruses, worms and malicious code.

· Malicious software prevention, detection and reporting processes may include:

· Installation of operating system security patches and updates.

· Installation and regular updating of antivirus software on all information systems.

· Periodic scans of workstations for the presence of malicious software.

· Automatic scans of electronic mail attachments for malicious software.

· Workforce members reporting suspected or known malicious software.

· Systems found to be infected will be not be used and if possible removed from the network until the infection is removed or the system is reformatted.

· Protection from malicious software training will cover topics such as:

· Identifying malicious software and phishing email messages.

· Reporting suspicious or malicious software.

· How to avoid downloading or receiving malicious software.

· Why web browser security settings should not be changed.

· Documentation (e.g. training materials, vendor antivirus software contracts) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

69.
RISK ANALYSIS § 164.308(a)(1)(ii)(A)

Policy No. ____

Approved: _________________, ________

Policy 

Risk Analysis is often regarded as the first step towards compliance with the HIPAA Security Rule. We must regularly identify, define, document and prioritize risks to the confidentiality, integrity and availability of our information systems containing ePHI. 

Procedures 

We conduct a risk analysis of our information systems as required by HIPAA (i.e. each year prior to Meaningful Use attestation, if applicable or every two years) or whenever there has been a significant change in our environment. The assessment process involves identifying and examining each information system in our office for threats and vulnerabilities that could cause harm to our equipment and data. The resulting analysis of these risks are prioritized and documented in a risk assessment report.

Details 

The risk analysis procedures include but are not limited to:

· Identify the systems that store, process, or transmit ePHI.

· Identify components of systems or applications that handle ePHI.

· Document the physical location (i.e. inventory) of IT assets that contain ePHI.

· Identify the criticality of the system and its data.

· Identify threats to the system.

· Identify vulnerabilities on the system.

· Analyze the controls that have been implemented, or are planned for implementation.

· Identify the probability that a vulnerability may be exploited.

· Identify the impact of a successful threat exercise.

· Assess the level of risk.

· Identify additional controls to mitigate identified risks.

· Document the results of the risk assessment.

· Retain documentation (e.g. risk assessment report) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

70.
RISK MANAGEMENT § 164.308(a)(1)(ii)(b)

Policy No. ____

Approved: _________________, ________

Policy 

Upon completing a risk analysis, risk management is the process we use to implement security measures that reduce the identified risks to our information systems containing ePHI to a reasonable and appropriate level based on our circumstances. 

Procedures 

We select and implement security measures based on our risk analysis process in order to protect our information systems, equipment and data from any natural or other type of threat. This process involves developing a remediation plan, implementing corrective actions for any compliance gaps that were identified and tracking progress against those items year to year. 

Details 

The risk management procedures include but are not limited to: 
· Determine a course of action to take for each identified gap.

· Involve key members, including senior management and other key decision makers, to make risk prioritization and mitigation decisions.

· Develop a risk management plan and begin the remediation process.

· Implement both technical and non-technical security measures as appropriate. 

· Evaluate and monitor the risk mitigation measures implemented periodically to review the progress or lack thereof being made to remediate the security risk analysis report findings. 

· Retain documentation (e.g. remediation project plans) of the practices in place as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

71.
SECURITY INCIDENT PROCEDURES § 164.308(a)(6); RESPONSE AND REPORTING § 164.308(a)(6)(ii)

Policy No. ____

Approved: _________________, ________

Policy 

All of our actions to respond to and recover from security incidents must be carefully and formally controlled. Our workforce members must report any observed or suspected security incidents as quickly as possible through our security incident procedure. A workforce member must not prevent another member from reporting a security incident. Our Security Official is authorized to investigate all alleged violations of our security policies, and to take appropriate action to mitigate the infraction and apply sanctions as warranted. 

Procedures 

All workforce members receive training on the definition of a security incident, how to identify an incident and their responsibility for reporting such incidents. Our Security Official is prepared to receive all reports of suspected or known security incidents and to respond accordingly. All pertinent evidence will be collected regarding each security incident. The Security Official will provide appropriate retraining (e.g. security reminder) for all employees, if necessary.

Details 

The security incident, response and reporting procedures include but are not limited to:

· All workforce members receive training on the definition of a security incident, how to identify an incident and their responsibility for reporting such incidents.

· Examples of security incidents include:

· A user’s ID and password is found written down in an unsecure area (e.g. attached to computer monitor, under keyboard, etc.). 

· A password is lost, stolen, shared, or used by persons other than the individual to whom the password was assigned.

· A computer of virus, worm, Trojan horse, or other malicious software found on the information systems.

· Discarding ePHI or PHI without proper destruction.

· Accessing ePHI that is not relevant or necessary to perform job tasks.

· Faxing PHI to the wrong recipient.

· Facility back or side entry doors are found unsecured from unauthorized outside entry.

· Security system is not activated after business hours.

· Facility access badge or keys are lost or stolen.

· Patients or visitors are observed in clinical areas where they are not authorized. 

· Loss or theft of equipment (e.g. laptop, tablet, smartphone, USB drive, backup tape, etc.) used to store ePHI, private or potentially sensitive information.

· Unauthorized change to computer or software settings (e.g. Firewall, web browser, Anti-virus protection).

· Unsecure transmission of ePHI via email or website over an open communication network (i.e. Internet)

· Failure to terminate the account of a former workforce member that is then used by an unauthorized user to access information systems with ePHI.

· Corrupted backup tapes that do not allow restoration of ePHI.

· Denial of service information system attack or attempt.

· Suspicious patterns of “pings” on the communications network initiated from an external source.

· Information system hardware failures, electrical power outages, hacking (actual or attempted), criminal activity, identity theft, fraud and acts of nature (e.g., tornados, fire, earthquake, and hurricanes.)

· The Security Official will be responsible for documenting the security incident, the results of the investigation, the response and the steps taken to reduce harmful effects of the incident based on post-incident analysis.

· Documentation (e.g. training materials, security incident forms, ticketing process, and security reminders) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

72.
SECURITY REMINDERS § 164.308(a)(5)(ii)(a)

Policy No. ____

Approved: _________________, ________

Policy 

We must make certain that all of our workforce members, including those who work in a remote location, are regularly reminded of information security risks and how to follow our security policies. In addition to providing regular information security awareness, we must provide security information and awareness to all our workforce members when a security incident occurs. Such information may be provided at our facility or through remote methods. 

Procedures 

On an ongoing basis, our Security Official will notify all of our workforce members, including those in remote locations, of information security risks. All workforce members will be provided with information on how to use our information systems in ways to minimize possible security risks.

Details 

The security reminder procedures include but are not limited to:

· On a periodic basis, provide workforce members who have access to ePHI with security awareness reminders that will, at a minimum, reinforce the key points learned during the Security Awareness and Training Program.

· On an ad hoc basis, provide security awareness reminders to workforce members when any of the following events occur:

· Important revisions to information security policies or procedures.

· Significant new information security controls are implemented.

· Substantial changes are made to significant information security controls.

· Major changes occur to information security legal or business responsibilities.

· Notable new threats or risks arise against information systems or data.

· Methods to provide security information reminders can include, but are not limited to:

· Email reminders

· Posters

· Letters

· Meetings

· Screen savers

· Information system sign on messages

· Documentation (e.g.Email messages, meeting notes, newsletters, posters, etc.) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

73.
TERMINATION PROCEDURES § 164.308(a)(3)(ii)(c)

Policy No. ____

Approved: _________________, ________

Policy 

When the employment of our workforce member ends, their information systems privileges must be disabled or removed and they must return all equipment supplied by us in a timely manner.

Procedures 

When the employment of our workforce member ends, their information system privileges, both internal and remote, will be promptly disabled or removed. They will return all equipment supplied by us by the time of their departure. If a workforce member is to be terminated immediately, their information system privileges will be removed or disabled just before they are notified of the termination.

Details 

The termination procedures include but are not limited to:

· Upon termination of employment, access to facilities, information systems, data, documents or services that contain sensitive information is disabled or removed as soon as practicable. 

· Revocation of privileges shall at a minimum include deactivation of user IDs and passwords, and/or removal from access lists; and any other appropriate steps to terminate or alter a user's access to sensitive data, systems and environments.

· Access cards to offices are collected, and if not collected, deactivated promptly, if any. 

· Security system access codes are immediately be deactivated.

· Any physical keys, confidential or sensitive materials are collected.

· Documentation (e.g. off-boarding checklist) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

74.
TESTING AND REVISION PROCEDURES § 164.308(a)(7)(ii)(d)

Policy No. ____

Approved: _________________, ________

Policy 

Under the direction of our Security Official, we must conduct testing of our contingency plans to ensure that they are current and operative. We must have a formal process defining how and when our plans will be tested. The contingency plans must be revised as necessary to address issues or gaps identified in the testing process. 

Procedures 

Our Security Official will direct the testing of our contingency plans on an annual basis. Revisions to the plans will be made, as necessary, to address issues or gaps identified by the testing process. In cases where security incidents occur that warrant immediate changes in our plans, we will make the proper changes to remedy the security problem.

Details 

The testing and revision procedures include but are not limited to:

· The Security Official along with authorized personnel (i.e. Contingency Team) are responsible for testing our data backup, disaster recovery and emergency mode operation plans.

· Actual full-scale simulations of these plans would be impractical and cost prohibitive to conduct on a periodic basis. However, conducting a paper test on a periodic, at least annual, basis is a reasonable approach.

· The Contingency Team will conduct a paper test that consists of a detailed walkthrough of each plan. Where practical, elements of each plan may be actually tested such as recovery of individual application systems by using files and documentation stored off-site, the ability to process on a different computer or the ability to contact the key people.

· Update contingency plan procedures as with any lessons learned during the testing.

· Workforce members will receive updated training on any significant changes to the contingency plans.

· Documentation (e.g. meeting notes, updated procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

75.
TRANSMISSION SECURITY – INTEGRITY CONTROLS § 164.312(e)(2)(i) ENCRYPTION § 164.312(e)(2)(ii)

Policy No. ____

Approved: _________________, ________

Policy 

Appropriate security controls must be used to guard against unauthorized access to ePHI data being transmitted over open electronic communications networks such as the Internet. Our Security Official will review the methods of transmission and determine the appropriate means to protect ePHI as it is transmitted. When it is necessary, encryption must be used to protect the confidentiality, integrity, and availability of our data transmitted over electronic communications networks. Encryption must always be used when our highly sensitive data such as passwords are transmitted over electronic communications networks.

Procedures 

In conjunction with our software provider(s), our Security Official will approve, obtain, and implement various electronic mechanisms to ensure the integrity of our ePHI as it is transmitted over electronic communications networks. The Security Official must approve and authenticate the receiving person or entity prior to the first transmission of ePHI. Only the minimum necessary amount of ePHI will be transmitted.
Details 

The transmission security - integrity controls and encryption procedures include but are not limited to:

· The Security Official is responsible for identifying all the methods currently being used to transmit ePHI over electronic communications networks.

· The transmission of ePHI over the Internet will be by the use of a secure connection (e.g. HTTPS, VPN, WPA2) to protect and maintain the integrity of the data.

· Prior to transmitting ePHI to another entity, the receiving person or entity must be approved and authenticated by the Security Official prior to the first transmission.

· All transmissions of ePHI to another entity should include only the minimum necessary amount of PHI.

· Workforce members will receive training on the transmission security measures. 

· Documentation (e.g. policies and procedures, training materials) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

76.
UNIQUE USER IDENTIFICATION § 164.312(a)(2)(i)

Policy No. ____

Approved: _________________, ________

Policy 

Our information systems containing ePHI must be able to grant users access through unique identifiers that identify workforce members or users, and allow activities performed on information systems to be traced back to a particular individual through tracking of their unique identifier. This will enable the organization to hold users accountable for functions performed on information systems when logged into those systems.

Procedures 

Users will be granted access to information systems containing ePHI through unique identifiers that identify our workforce members and allow their activities to be tracked. Our workforce members must protect their user login identification and report when it has been compromised. We will prohibit generic login identifications to access ePHI where technically feasible.  

Details 

The unique user identification procedures include but are not limited to:

· All workforce members will be assigned a unique login identification string to identify and track each user for the purpose of access control to all information systems containing ePHI.

· Group, generic, or shared login identifications assigned to workforce members, if any, must not be used to access ePHI where technically feasible.

· Workforce members must ensure that their user login identification is not documented or exposed in an insecure manner.

· Workforce members will not allow anyone to use their login identification or password for any reason. This includes supervisors, coworkers and family members.

· When a workforce member believes their user login identification has been comprised, a security incident must be reported their supervisor, who will contact the Security Official.

· Documentation (e.g. user login identification activity audit reports) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

77.
WORKFORCE CLEARANCE § 164.308(a)(3)(ii)(b)
Policy No. ____

Approved: _________________, ________

Policy 

The background of all of our workforce members must be adequately reviewed during the hiring process. The type and number of verification checks conducted must be based on the employee's probable access to our information systems containing ePHI and their expected ability to modify or change such ePHI.

Procedures 

Our hiring manager conducts background and verification checks, if necessary, depending on ePHI access privileges, of all prospective workforce members. We verify previous employment and check references given. 
Details 

The workforce clearance procedures include but are not limited to:

· The background of all workforce members is adequately reviewed during the hiring process, and verification checks are made, as appropriate. Verification checks include, but are not limited to:

· Professional references

· Professional license validation

· Criminal background check

· The type and number of verification checks conducted are based on the workforce member’s probable access to information systems containing ePHI and their expected ability to modify or change such ePHI.

· The hiring supervisor assigns each workforce member a level of access to information systems containing ePHI based upon job function.

· All workforce members who access information systems containing ePHI will sign a confidentiality agreement.

· Documentation (e.g. on-boarding checklist, job application, resume, background check, credential verification report, confidentiality agreement) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

78.
WORKSTATION SECURITY § 164.310(c)
Policy No. ____

Approved: _________________, ________

Policy 

Our workstations containing ePHI must be placed in locations that minimize the risk of unauthorized access to them. Workforce members must take reasonable measures to prevent viewing ePHI on workstations by unauthorized persons. Unauthorized workforce members must not attempt to gain physical access to workstations that can access ePHI. Workforce members must report loss or theft of any workstation or device containing ePHI.

Procedures 

Workstation security procedures address how workstations are to be physically protected from unauthorized users. Our Security Official will coordinate the physical placement of our workstations in order to locate them where the risk of unauthorized access is minimal. Other strategies we use to restrict access to workstations with ePHI include using privacy screens; enabling password protected screen savers or logging off the workstation as well as positioning computer monitors away from patient view. Workforce members will need to take reasonable steps to prevent the viewing of ePHI on their workstations especially when outside the facility. Our Security Official will review and revise this procedure on an annual basis or when necessary.

Details 

The workstation security procedures include but are not limited to:

· Workstations containing ePHI will be located in physically secure locations that minimize the risk of unauthorized access to them. A secure location would minimally be defined as one that is not routinely accessible to the public, particularly if authorized personnel are not always available to monitor security.

· Secure locations must have physical access controls (e.g. door locks) that prevent unauthorized entry, particularly during periods outside of normal work hours, or when authorized personnel are not present to monitor security.

· Institutionally approved anti‐virus software must be installed on workstations to prevent transmission of malicious software.

· Workforce members will take reasonable measures to prevent unauthorized access to ePHI visible on their workstations. Such measures include but are not limited to:

· Locating workstations and peripheral devices (printer, modem, scanner, etc.) in secured areas not accessible to unauthorized persons.

· Positioning monitors or shielding workstations so that data shown on the screen is not visible to unauthorized persons.

· Unauthorized workforce members must not attempt to gain physical access to workstations that can access ePHI.

· All portable workstations will be securely maintained when in the possession of workforce members. Such workstations will be handled as carry-on (hand) baggage on public transport and concealed and/or locked when in private transport (e.g. locked in the trunk of an automobile).

· An accurate inventory of the types and locations of workstations (e.g. laptops, workstations, and other portable devices or media) will be conducted on a periodic, at least annual, basis. The date of and updates to the inventory will be documented and maintained. 

· Workforce members will receive training of their role in protecting the physical security of workstations. The loss or theft of any workstation or device containing ePHI must be reported to the Security Official.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.

79.
WORKSTATION USE § 164.310(b)
Policy No. ____

Approved: _________________, ________

Policy 

Our workforce members will take all reasonable precautions to protect the ePHI on our information systems. Workforce members will not engage in any activity at their workstation that is not work-related. Passwords will be used for access and will not be shared with anyone else. Workforce members will log off or lock their workstation whenever they leave their workstation for 10 minutes or more and at the end of their workday. Our Security Official will review and revise this plan on an annual basis or when necessary.

Procedures 

Workforce members must not use our workstations to engage in any activity that is either illegal under local, state, federal of international law or is in violation of our policy. Access to all of our workstations containing ePHI must be controlled with a unique username and password. All password-based access control systems on our workstations must mask, suppress, or otherwise obscure the passwords so the unauthorized persons are not able to observe them. Our workforce members must not share passwords with others. If a workforce member believes that someone is inappropriately using their user-ID or password, they must immediately inform our Security Official. Our workstations containing ePHI must be physically located in such a manner as to minimize the risk that unauthorized individuals can gain access to them. The display screen of all of our workstations containing ePHI must be positioned such that information cannot be readily viewed through a window, by persons walking in a hallway, or by persons waiting in the reception area or other related areas.  Our workforce members must activate their workstation locking software whenever they leave their workstation unattended for 10 minutes or more. Our workforce members must log off from or lock their workstation(s) at the end of their workday.

Details 

The workstation use procedures include but are not limited to:

· Workstations will be used only for authorized purposes that support our organization’s mission. Such use demonstrates respect for intellectual property, ownership of data, security controls, and individuals' rights to privacy.

· Workforce members will not use workstations to engage in any activity that is either illegal under local, state, federal, or international law or is in violation of our policy.

· Access to workstations will be controlled and authenticated.

· Workstations will be located in physically secure areas and display screens will be positioned to prevent unauthorized viewing.

· Workforce members must activate workstation-locking software (press <Windows key> + <L> key) whenever their workstation is unattended for more than 10 minutes.

· Workforce members with access to ePHI are prohibited from storing/downloading ePHI data on any device (e.g. workstations, portable devices, home computer, etc.) unless authorized by the Security Official and only in the course of approved work-related functions or activities.

· Activities which workforce members must not perform while using workstations include, but are not limited to:

· Violations of the rights to privacy of protected healthcare information of our patients and clients.

· Violations of the rights of any person or company protected by copyright, trade secret, patent, or other intellectual property or similar laws or regulations. This includes, but is not limited to, the installation or distribution of "pirated" or other inappropriately licensed software products.

· Unauthorized copying of copyrighted material, including but not limited to digitization and distribution of photographs from magazines, books, or other copyrighted sources and copyrighted music.

· Purposeful introduction of malicious software onto a workstation or network (e.g., viruses, worms, Trojan horses).

· Making fraudulent offers of products, items, or services.

· Purposefully causing security breaches. Security breaches include, but are not limited to, accessing electronic data that the workforce member is not authorized to access or logging into an account that he or she is not authorized to access. Workforce members that perform this activity as part of their defined job are exempt from this prohibition.

· Performing any form of network monitoring that will intercept electronic data not intended for the workforce member. Workforce members that perform this activity as part of their defined job are exempt from this prohibition.

· Circumventing or attempting to avoid the user authentication or security of any workstation or account. Workforce members that perform this activity as part of their defined job are exempt from this prohibition.

· Documentation (e.g. policies and procedures) of the practices in place will be retained as evidence of compliance.

Location of supporting documentation: If so, identify the document and location it is stored here.
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