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Abstract
MiniCheck ID is developed with the aim of minimizing the losses due to fake IDs such as the driver’s licenses and state IDs. It provides ID verification and validation features, thereby empowering a retailer sales representative. This application parses the raw data encoded on the Magnetic stripe or Barcodes and converts into a meaningful data from which the user can verify if the ID is legitimate or fake, thereby reducing frauds. Apart from Magnetic stripe and Barcode parsing, this application also supports MagnePrint technology developed by Magtek Inc. A MagnePrint card has a magnetic stripe which is made of billions of tiny magnetic particles scattered in a random unique pattern which is as distinct as a fingerprint [7]. This application identifies if the MagnePrint card swiped, is valid or if its data is altered, thereby detecting counterfeit copies of same card and curbing the loss due to fraudulent cards. 
We enhanced the existing standalone application by changing its GUI. The user interface of our application is developed with layman users in mind and it is more user-friendly and easy-to-use. It has various features to configure various equipments used. The user can also select to store 0, 1 or 2 images. We replaced the ClearImage with Atalasoft imaging toolkit used for parsing barcodes images as a part of this project. We have integrated various SDKs for supporting Magtek Excella STX, CardScan. We integrated the MagnePrint API in order to avoid the user from getting redirected to MagneSafe website as in the previous team’s application.
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1. Overview:
MiniCheck-OCR developed a software product called MiniCheck MGR to scan, validate and process cheques and barcodes. MiniCheck MGR could work with only selected scanners.
In spring 2007, Capstone Project Team #8 developed a standalone product called MiniCheck ID which integrated any scanner that MS Windows could recognize. This standalone application also catered Magnetic IDs. For the barcode parsing, this standalone application used third party software - Clear Image Software Development Kit to convert the image of the card scanned to raw data and this raw data was later parsed to provide meaningful data.
We worked on this standalone application to improve it and make it more powerful than before in terms of functionality and user interface. We changed the user interface completely to make it more user-friendly and as per the needs of our mentor. We added important features on the standard application and designed and implemented a friendlier user interface. In the standalone application developed by previous team, whenever the user tried to scan a card, a lot of windows used to pop-up in order to configure the scanner before the card is actually scanned. This was annoying for most users. One of the purposes of our project was to eliminate these pop-up windows. We used CardScan Software Development Kit to eliminate these additional pop-up windows. We also used Atalasoft Barcode Imaging Software Development Kit in contrast to the Clear Image SDK used by the previous team to parse the Image of the card scanned. We integrated the Magtek Excella STX, which is the most important of all the equipments provided by our mentor.
2. Project Requirement:
The standalone application developed by previous team needed to be changed. Our mentor suggested a lot of major changes in user interface. First change was to make the GUI easy to use. Some users might not know how to use the application and when to press which button for magnetic or barcodes or reports. Other change was to add instructions for each step so as to aid the users. The third change was to provide the interface in 2 different fonts - normal & large. And the fourth change in UI was to allow user to configure any device such that the user can select not to save any images or save one image or two images of a card scanned. Thus the application would provide the user with liberty of storing 2 images of the same card (one is the front-side and the other is the back-side).

 Also the previous team used an imaging toolkit called ClearImage software development toolkit. One of the project requirements was to replace the ClearImage with another imaging toolkit called Atalasoft. So we had to integrate the Atalasoft SDK into the standalone application. Also whenever a user used card scanner a lot of windows used to pop-up which was annoying. In order to eliminate these pop-up windows we were suppose to use CardScan SDK. So integrating CardScan into the standalone application was also a part of this project. In the standalone application designed by previous team, they had implemented MagnePrint but the user was redirected to MagneSafe website in order to continue the transaction. So one of the project requirements was to use MagnePrint API and get the score in backend without redirecting the user anywhere. Another project requirement was to make the Magtek Excella STX work with the standalone application. This Magtek Excella can be used for Magnetic cards, Barcodes, MagnePrint cards, Cheques and all other IDs. Hence it is called Magtek Excella STX “All-In-One”. Two new requirements were added during the later stages of project. One was to let user select the age for which the application should throw an alert dialogue. For example, if the user wants to show an alert on screen when a user is below age of 23, then he can configure the age for 23. So now if a person with the age of 22 comes in then an alert is displayed on the screen in red-bold letters. The user can also select not to do any age validations. Other requirement was to create an API in order to allow users to use the application DLL to customize their application as per their needs.
We also had to use PC guard to protect our installer and our API against access without permission.

3. Important terms related to this Application:
Magnetic Stripe: A magnetic strip card is a plastic/PVC card that stores data by modifying the magnetism of tiny iron-based magnetic particles on a band of magnetic material on the card. Magnetic stripe cards are commonly used in credit cards, identity cards, and transportation tickets. The magnetic stripe is read by physical contact and swiping past a card reader.
Barcode: Barcode is a machine-readable representation of information. Barcode can store very detailed information in them [1]. There are various types of barcodes available, but our focus is mainly on 1-dimensional and 2-dimensional barcodes.  Code-128 is a linear barcode (1D barcode), used for alphanumeric or numeric-only data. PDF417 (2D barcode) is a two-dimensional way of representing information and has more data representation capability.
Atalasoft: Atalasoft is an imaging toolkit which is light and powerful SDK to meet photo imaging requirements [3]. It parses the image of the card scanned and converts into raw-data. It can parse both 1D and 2D barcodes and is more cost effective and accurate compared to other parsers available in market.
CardScan SDK:  The CardScan SDK is a kit for application developers that consist of dynamic-link libraries for Windows OS. Using this SDK you can control the CardScan scanner. We used the CardScan SDK to eliminate the additional windows that used to pop-up while scanning a card.
MagTek Excella STX: Magtek Excella can be used for magnetic cards, barcodes, magneprint cards, cheque and all other Ids [2]. Hence it is called Magtek Excella STX “All-In-One”.
MagnePrint: MagnePrint technology developed by Magtek Inc. A MagnePrint card has a magnetic stripe which is made of billions of tiny magnetic particles scattered in a random unique pattern which is as distinct as a fingerprint [7]. The name MagnePrint is derived from Magne as in Magnetics and Print as in Fingerprint. Magtek has developed peripheral magnetic stripe card reader that can read the data from these patterns and convert them into MagnePrint signature.

PC Guard: PC guard is a package of services designed to keep your application safe and secure online [8]. It includes anti-Virus, Firewall, anti-spyware, Parental Control, Identity Theft Protection, Pop-Up Blocker and Privacy Manager, offering your application protection from viruses, spyware, hacking, slow browsing and offensive pop-up ads [8].
Track and Information stored on Tracks: Whenever a card is swiped, we get the raw-data which has information stored on different Tracks. It is then parsed into meaningful data. Raw-data is broken down into strings using the standards defined by AAMVA. AAMVA stands for American Association of Motor Vehicle Administrators [5]. The next 3 diagrams explain how track information is extracted from - Magnetic card, Barcodes, MagnePrint cards. Whenever a card is swiped, the reader extracts the raw-data from it. This raw-data is then converted into meaningful data using the standards described above. Each table shows the raw-data obtained by the card reader and how meaningful track information is extracted from it. The MagnePrint cards have just the track1 and track2 information followed by the magneprint signature. The magnetic cards have track 1, track2 and track3 information on it.

	Information on MagnePrint Card:

	If the same Texas ID is swiped on a MagnePrint enabled reader we get the following

result:

	Raw-Data read by reader:

% TXAUSTIN ^ JAMES$KING$B ^1100 UNIVERSITYDR

#1405^?;00000000000000=110900000000? |0300|231E50402360038EF7321CA35412994F63005BFF1624C9F6DF4BCBB942C2D 4FC51BD0A6340973E1C148F3EE883B47D7DAC01A5564B428B1988F2F34EEA11

2F77|BE09F5260A5F89CA1C6FE1FBF007551E2DC7F324A2CE3DC4BBD19F4C68

2DC0B8||002005A1|6E2CF1E3DF49CA59622F593D1241770FF82439B2D97342B4E

8A40CBF6F00C446C08DBAB9309CEEB10DAB21329D5BC035BEC1245487[5]


	Data contains two tracks and the MagnePrint signature. The special purpose card reader

converts the pattern of magnetic stripe particles in a 54 byte MagnePrint signature.

	Track 1
	Track 2
	Track 3

	State and City
	Expiry Date
	MagnePrint Signature

	Name
	
	

	Street Address
	
	


	Information on Magnetic ID:

	When a Driver’s License or State ID is swiped on a card reader, the information received is as follows:

	Raw-Data read by reader:

% TXAUSTIN ^ JAMES$KING$B ^1100 UNIVERSITYDR

#1405^?;63601512345678=110918720911?#” 760449000 C A

M811195BLABRN 2*)TI ? [5]


	This data contains three tracks of information separated by question marks. Track 1 and Track 3 contains alpha-numeric information. Track 2 contains only numeric information. The contents of each track are as under:

	Track 1
	Track 2
	Track 3

	State and City
	Issuer Id Number
	Zip Code

	Name
	License Number
	Class

	Street Address
	Expiry Date
	Restrictions

	
	Date of Birth
	Gender

	
	
	Height

	
	
	Weight

	
	
	Hair Color

	
	
	Eye Color


	Information on Barcode: 

	In case of barcode IDs the image of the ID is scanned and is passed to the SDK, the SDK returns the information in the form of the following string: 

	Raw-Data read by reader:

@AAMVA636029001DL00270158DLDAAJONES, ANN MARIEDAL1234 MONROEDAMDANALBANYDAOORDAP97321DAQ9646267DBB19820707DBA20040707DBD20000522DASDATDBCFDAW100DAU505DAYBRDAZBRDARC 


	The contents of the aforementioned string are as under: 

	Information Broken into Strings: 

	Issuer Id Number 
	DAP: Zip code 
	DAS: Restriction 
	DAY: Eye Color 

	DAA: Name 
	DAQ: License No 
	DAT: Endorsement 
	DAZ: Hair Color 

	DAG: Address 
	DBB: Date of Birth 
	DBC: Gender 
	DAR: Class 

	DAN: City 
	DBA: Expiration Date 
	DAW: Weight 
	

	DAO: State Code 
	DBD: Date of Issue 
	DAU: Height 
	


4. Features:
The standalone application we developed can verify a magnetic stripe, 1D-2D barcodes, magneprint cards. When a magnetic card is swiped, the application extracts the encoded information from magnetic stripe, parses the data and saves it to the database. The encoded information is converted into useful information using the standards defined by American Association of Motor Vehicle Administrators (AAMVA). When a 1D or 2D barcode card is scanned, it is parsed into raw-data using the Atalasoft SDK. This raw-data is then converted into useful information using the AAMVA standards. When a magneprint magnetic card is swiped, the application verifies the card by making a call to the magnesafe website in the backend, without the user even knowing about it. Earlier, in the previous version of this application, the user was re-directed to magnesafe website and there he was suppose to login and then get the card checked. Now the user doesn’t even comes to know what is happening in the backend and the result is obtained faster than before. The GUI was a major advantage over the previous version of the application. The new UI is very simple to use and easy to understand. The user can configure the equipment he wants to work with. The user can also select the font size out of the 2 available font sizes - normal and large. Also user can put a check to validate the age of person whose card is swiped. For example, if the user wants an alert if the user’s age is below 21 or below 25 or any custom age, then he can do that by configuring the application accordingly and an alert will be shown on the screen in red-bold letters. It has instructions for each and every step. So the user won’t get lost or confused at any point while using the application. The application stores all the details of every card that is scanned/swiped for future reference and printing purpose. The application allows user to select the option of whether he wants to save the image or not. Also if the user decides to save the image, the application provides the user with the liberty of saving 2 images of the same card in order to store both sides of the card (front and back). The entire application is protected by pc guard, which prevents access to the installer without permission.
5. Flow Diagram: 
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6. Implementation Issues:

Understanding different SDKs which were written in different languages varying from C, C++, VB, C#, VB.Net was one of the challenging tasks the team faced in this project. We also had to understand the code which the previous team had written before we could do any integration work. Another issue faced was that Atalasoft could parse only bitmap images and so we had to configure the CardScan SDK to produce just BMP images; Whereas Excella STX supported only JPEG images. Hence there was a conflict about the type of image to be used. Dr.Yue suggested that we need to use any one image-type either JPEG or BMP and maintain consistency. Another major issue was that of the project scope. According to the previous scope of project we were suppose to integrate the MiniCheck MGR and the standalone project developed by previous team. But while going through the MiniCheck MGR code we found out that it had few errors in it and few files were missing in it. We tried contacting the China team, but they weren’t able to help us. So the project scope was changed in sixth week. Instead of integrating the MiniCheck MGR and Standalone application, our mentor asked us to make the standalone application more powerful and enhance few of its features. The other minor issue we faced was about barcode 1D and barcode 2D. Earlier we had 2 buttons in the UI - one for 1D barcode and other for 2D barcode parsing. So the user who wants to parse 1D barcode had to click 1D button and the user who wanted to parse 2D barcode had to click 2D. The disadvantage of this is implementation was - what if the user is unable to distinguish between 1D barcode and 2D barcode. This was a very silly issue and Dr.Yue provided a very simple solution for this. He suggested that instead of having 2 buttons just place 1 button and in the backend make a check about the type of barcode getting parsed and accordingly call the function. He asked us to make a use of Try-Catch block in order to avoid exception in this case. We also had an issue with the Magtek STX recently which could not get the correct magneprint signature. So our mentor provided a new Magtek STX instrument. But we also had an issue with this new machine’s drivers. The drivers of old machine conflicted with that of the new machine. Even after uninstalling the old drivers, the new machine would not work. The reason being even though we uninstalled the drivers of old machine but some of its references were still left in the registry. So we had to use a new fresh machine and load our code on that new machine so as to use the new machine. Recently when we were giving the final demo to our mentor, we faced an issue with the new MICR machine. We had assumed that this machine will always work on COM port 3 and hence we hard-coded the COM port value to be 3 in our code. While giving demo on one of the machine, MICR would not work because the machine’s COM port 3 was used by some other device and the MICR was using COM port 4. In this scenario our application did not work. So our mentor suggested us a minor change. He asked us to add a dropdown list in the configuration panel to select the COM port.


7. Testing:  
Every module developed was rigorously tested to ensure that the module provides the accurate results. After all modules were integrated into the existing standalone application, every team member tested the entire application to make sure it meets specifications and that it fulfills its intended purpose.


8. Software Platform: 

The software is developed for the Microsoft Windows XP platform. All testing is performed on Windows XP Professional with Service Pack 2.0 and .Net Framework 2.0.



9. Final Deliverable:
 
The final deliverable is an installer (.EXE) which will install the MiniCheck ID along with all the necessary dependencies and the necessary software development toolkit. We also created an API of the application, so that any user using our application can customize the DLL as per their needs.


10.  Conclusion: 
The project was an excellent learning experience for the entire team. 
Not only we learned new technologies but this project also provided us with an insight about how to co-ordinate in a team, how to be a good team and maintain a good team-spirit. Special thanks to Dr.Yue for his guidance and support during the project. Also special thanks to Mr.Bruce Brenner, for providing us this opportunity to work on this project and his continuous motivation. 
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12. Appendix:
A. Team info:

Meera Sutaria:
Team Lead, Programmer, Webmaster.

I have completed my Bachelors in Computer Engineering from Bombay University. I have worked for Cybage Softwares as a software developer and most of my projects were for our client Microsoft-Redmond. I will be the team lead of our project MiniCheck-MGR mentored by Mr.Bruce under the guidance of Dr.Yue.

AbdulRafay Mohammed: Programmer, Technical writer.

I graduated from JawaharLal Nehru Technological University with a Computer Science Degree. I am pursuing my Master's in Computer Science from UH-Clear Lake. I believe that specialization in Computer Science will not only help me to acquaint myself with new technologies but also to improve upon existing ones and I aspire to be a Software Developer.
Kiet Tran: Programmer, Technical writer.

I graduated from University of Technology and worked in Tran Nguyen Company for 2 years. After that I realized that I have to study at a higher level, so I came to University of Houston Clear Lake to get a Master degree in Computer Information System in Fall 2006. 



B. Project Planning

Project planning is part of project management and relates to scheduling. 
We first defined the scope of project. Once the scope was ready, we divided the tasks between each team members. Every member was assigned some modules of the project. The durations for the various tasks necessary to complete the modules were listed and grouped into a work breakdown structure. 

Work Break-Up: The table below represents various tasks performed in respective time limits. The project has been completed successfully and on time


	Week      

Task
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15

	Requirement

Analysis
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Design
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Research work
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Coding
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Documentation
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Testing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Project Website
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Database 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


C. Project Tasks Contribution by each team member

	Name

Tasks
	Abdul Rafay
	Meera Sutaria
	Kiet Tran

	Requirements and specifications
	33%
	33%
	33%

	Research work
	40%
	27%
	33%

	Website Development and Management
	35%
	40%
	25%

	Understanding previous team’s work
	33%
	33%
	33%

	Project Documentation
	30%
	45%
	25%

	Database & Report
	25%
	50%
	25%

	UI Development
	30%
	20%
	50%

	Coding and Integration of Various SDKs
	34.5%
	30.9%
	34.5%

	Communication with Mentor and Instructor
	33%
	33%
	33%

	Creating API & Installer
	35%
	20%
	45%


D. Images of all the equipments supported by MiniCheck ID:
	Magtek Excella STX
	[image: image2.png]



	MICR Image
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	CardScan 
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	CardScan 800C
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	Magtek Card Swipe (white)
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	Magtek Card Swipe (black)
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E. Screen Shots: One of the project requirements was to allow the user to have varied form size. This requirement was added in the end keeping few users in mind who have difficulty in viewing normal size fonts. So now we have 2 sets of UI. One with normal form/font size and other with large form/font size. Hence we have 2 snapshots for each screen, one with normal font size and other with large font size.
1. About MiniCheckID
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Figure 1 About MiniCheckID
2. Screenshot of Configuration Window
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Figure 2 Basic form of the MinicheckID


3. MiniCheckID Application Menu
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Figure 3 Menu options displayed

4. Help Menu of MiniCheckID
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Figure 4 Help Menu of MinicheckID
5. Screenshot of Configuration Window
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Figure 5 Configuration Window
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Figure 6 Configuring the Excella STX
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Figure 7 Selecting Font size for Forms
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Figure 8 Configuring the No. of Images
6. Screenshot of MagnePrint  (Normal font size)
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Figure 9 MagnePrint UI
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Figure 10 Trying to register a MangePrint card


[image: image18.jpg][Ermcheckio

System  Help

|

MagneFint EXIT

[ MognePiint Information
LogOnNumber: [e88s007777008008
Register Status: [Unable to register the card.
Seare: forss

Score Status: [Card successtully verified

Regetr Scae

This is a DEMO card. The information is not stared in the database.

MagnePrint® i

Seipe your card




Figure 11 Result shows MagnePrint score. It is a valid card if score is above 0.5
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Figure 12 Result shows MagnePrint card failed as the score is below 0.5

7. Screenshot of Magnetic  
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Figure 13 When magnetic card is swiped, the information of user is displayed with the age caution which is set under 25. Hence for any person below 25 a warning will be displayed in bold-red fonts.


8. Screenshot of Barcode
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Figure 14 Barcode scanning with 2-images option selected. Hence the dialogue box has popped up.
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Figure 15 After scanning both sides of images, the user information is displayed

9. Report and export data
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Figure 16 Select the date of transaction which you want to export
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Figure 17 Report generated using Crystal reports. The data displayed can then be exported to pdf, excel
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Flow Diagram for each module:
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