5 Teaching Cryptography in High School

Cryptography, the science of encrypting and decrypting information, has become an exciting subject to teach on undergraduate and graduate level. The following article gives an insight of the tremendous potential that the subject cryptography offers with the experiences and challenges that the author gathered during a one month teaching trial in a High School setting.

5.1 WHY Teaching Cryptography 

1) Cryptography is exciting to students
Students of any age have some experience with encryption. Watching 007-movies, reading Sherlock Holmes novels, solving cryptograms in newspapers or the ability of encrypting email are examples that excite students. The students’ cryptography encounters should be talked about in the classroom. Initial open class discussions on previous experiences may not only allow students to express their fascinations, it also opens the student’s horizon of the wide field of cryptographic applications. 

2) Previous knowledge facilitates teaching Cryptography
The fact that students have had some previous knowledge facilitates the learning process tremendously. Here, the ultimate learner’s question, “Why learn this?”, has a much better chance for a convincing answer. For instance, students understand the purpose of sending private emails or of performing secure Internet transactions. In fact, cryptography provides one of the rare occasions in Mathematics where students see a purpose of learning what the teacher teaches. 

3) Cryptography provides a natural learning approach
Cryptography does not have to be taught by the teacher exclusively. It allows students to discover and explore mathematical concepts such as mod arithmetic or statistics in a meaningful manner on their own. In contrast to the common pre-digested Mathematics, students understand the need for certain Mathematics. Some students will even discover mathematical concepts or rules (of i.e. modular arithmetic) by themselves. Self-discovered rules are much more convincing than the ones found in books. Moreover, students should be encouraged to develop their own ciphers and discuss their strength and weaknesses.   

4) Cryptography triggers the discussion of current research problems
Today’s world is filled with unanswered questions. Nonetheless, Mathematics is commonly taught as a closed book, it leaves no questions unanswered. Thus, learner faculties such as questioning or discovering – once possessed by any Lower School student - are not developed. In fact, they are not even necessary. In addition to enabling student discoveries, cryptography allows the discussion of current research questions. For instance, the challenge of factoring large numbers can be understood, discussed and possibly even worked in more detail by students. 

5.2 WHAT to teach in cryptography

Cryptography as a teaching tool is a fairly new subject. Currently, no standard curricula exist on what or how to teach cryptography. The known teaching efforts in Middle and High School are therefore based on the knowledge of individual teachers. Only a very limited number of publications on teaching cryptography exist. Except for Avi Rubin’s article on “An experience teaching a graduate course in cryptography”, there are no publications on teaching cryptography on undergraduate or graduate level. Despite the isolated efforts, a growing consensus on the topics to be taught in Middle or High School has been established due to the nature fo cryptography. In particular, I should mention the efforts of the Mathematics and Science Education Consortium (MSEC) and the Department of Mathematical Sciences at New Mexico State University (NMSU) lead by Dr Reinhard Laubenbacher who developed cryptography resources for teachers. They can be viewed at http://math.nmsu.edu/crypto/public_html/Concepts.html . 

Additionally, Jennifer Smith from the University of Arizona has collected ideas and resources that can be used to teach and learn cryptography at http://www.math.arizona.edu/~jsmith/crypt.html.   

In this section, I attempt to summarize the current discussion on cryptography topics to be taught in Middle and High School. 

UNIT  1: 

Classical Cryptography -- Mono-alphabetic Ciphers

1.1 The Caesar Cipher

The natural starting point is the Caesar Cipher for several reasons. Not only can it be easily understood and imitated, it also provides a natural way to explore mod arithmetic.  

“Es ist sicherlich kein Zufall, dass fast alle Kryptographie-Buecher mit der Ceasar Verschluesselung anfangen. Auch im Unterricht ist dies ein guter Einstieg.” 









R.H. Schulz [RSATeil2]



Students may design Cipher Disks as their own Cipher Machines to practically perform en- and decryptions. Beutelspacher provides a wonderful hands-on introduction for young cryptography students. [Mathematik Lehren, Heft 72]. Students are then challenged to find methods to break Caesar-encrypted texts. This introduces the idea of brute force attacks and letter frequency analysis. 

After (Internet) research on Caesar’s life and his need to encrypt messages is completed this first teaching unit should end with the introduction of cryptography terminology. The description of cryptographic terms can be done with reference to the Caesar Cipher. The idea of i.e. a key, of a plain or a cipher text becomes more evident to the learner in this a posteriori teaching approach. Historically, the Roman historian Sueton reported that Caesar encrypted private letters to Cicero and other relatives. [Singh, RSATeil2] Even though this method seems ridiculously insecure, it was employed by the Russian army in WW1 to the joy of German cryptographers. [Bauer1995, p.41] Having learned the first cipher, the terminology used in cryptography should be introduced now and exemplified with the Caesar Cipher.  

Possible teaching extensions: Different Languages with different alphabet lengths and different letter frequency distributions.   

1.2 The Multiplication Cipher

When teaching a very brief cryptography course, it may be sensible to continue with the Vigenere Cipher as the most popular example of a Poly-alphabetic Cipher that extends the idea of the Caesar Cipher [Beutelspacher in Mathe Lehren, Real-World Mathematics Through Science, Mesa Module by Nancy Cook: Secret Codes, RSATeil2, Markus Kuhn: Computer Und Unterricht 18/1995]. Alternatively, the One Time Pad as the only perfectly secure cipher that extends the idea of the Caesar and the Vigenere Cipher may be taught next. 

When given more time, the next cipher to study is the Multiplication Cipher as an altered Caesar Cipher as suggested in [Beutelspacher Buch, University Arizona] Having given time and exercises to explore mod arithmetic, the natural question to ask is whether encryption can also be performed through multiplication by a constant integer as key. Curious students may have explored the idea of multiplication after having studied the Caesar Cipher. 

“Students discover that there are limited numbers of multiplicative shifts that can be used in creating codes. The basis of determining which shifts are usable lies in relatively prime numbers.”  

In: Mesa Module: Secret Codes: Real World Mathematics through Science   by Nancy Cook

Research questions are: Do all keys yield unique encryptions? How many are there and what property do they share? What are the corresponding decoding keys? What if a different alphabet length is used? How can this cipher be broken?     

Possible teaching extensions: 1-1 functions. The Euclidean Algorithm to find the Greatest Common Divisor and its Extension to find a Multiplicative Inverse. Different alphabet lengths.    

1.3 The Linear Cipher

Having realized that both previous ciphers can be broken easily, the next research questions is: Can the security be further increased by combining the previous ciphers to create a Super Cipher, the Linear or Affine Cipher?  [Uni Arizona, Garrett, Beu, James Reagan, Get the Message? Cryptographs, Mathematics and Computers, Applications Of Secondary Mathematics, p122. Mesa Module by Nancy Cook: Secret Codes] 

“The encoding of affine ciphers presents no difficulty to middle schoolers, but the decoding, other than by trial and error if you don’t know the encoding rule, requires solving two equations in two unknowns. Therefore, affine ciphers are quite secure to most middle schoolers.”  

In: Mesa Module: Secret Codes: Real World Mathematics through Science   by Nancy Cook

Research Questions here are: How can messages be encrypted and decrypted? How many keys yield unique encryptions? How can letter frequencies help attacking the Linear Cipher? How does the choice of the alphabet length affect the number of possible keys?     

Possible teaching extensions: Inverse functions. Encoding, decoding and attacking using polynomial functions of higher degree.    

1.4 The Random Substitution Cipher

How can the cipher security be increased further? Students may (even much earlier) suggest replacing same plain letters by same cipher letter or by other symbols. This Random Substitution Cipher is a natural continuation of the previously studied ciphers. Popular examples here are Edgar Allan Poe’s “The Gold Bug” and Sherlock Holmes’ adventures in Arthur Conan Doyle’s “The Dancing Men”.

Das Entziffern von einfachen Geheimschriften ist fuer Schuelerinnen und Schueler eine motivierende Aufgabe. Hierbei wird man sogenannte monoalphabetische Chiffrierungen betrachten. … Damit erhaelt man einen sinnvollen und schuelergerechten Einstieg zu einer intensiveren Beschaeftigung mit der Kryptologie. 








R.H. Schulz [RSATeil1]


Research Questions here are: The Random Substitution Cipher certainly offers many more keys. How many? However, the predominant question here is how such ciphers can be attacked? Students intuitively use their knowledge on letter frequencies as a tool to successfully break such cryptograms. How should the alphabet length be chosen to increase the number of possible keys?  

Possible Extensions: Further cyptoanalysis: Use of frequencies of bi- and tri-grams. Computer assistance. Languages with different letter frequencies. Creating cipher texts using various symbolic fonts of word processing software. 

Historical enrichment: Besides being an outstanding writer, Edgar Allan Poe cryptoanalyzed many mono-alphabetic ciphers. He asked the readers of “graham’s magazine” to challenge him by sending him mono-alphabetic encrypted cipher texts. Out of 100 challenges, he successfully cryptoanalyzed 97 and showed in 2 cases that the text was a meaningless letter combination. He further demonstrated his ability in “The gold bug” where he systematically explains how the hero Legrand cryptoanalyzes a cryptogram that reveals the location of captain kid’s treasure.

[R. Kippenhahn: “Verschluesselte Botschaften – Geheimschrift, Enigma, Chipkarte. Reinbek bei Hamburg, Rowohlt 1997, p.103]        

1.5 Reflection on Mono-alphabetic Ciphers

A reflection on the various ways to break Monoalphabetic Ciphers concludes that such don’t offer any security. Kerckhoff’s principle: “The security of a cipher shall not depend on keeping the encryption algorithm secret, but solely on keeping the used key secret.” Should be discussed here [Beu]. How can more secure ciphers be created? The ultimate question to be answered: How can the disarming transfer of the underlying letter frequencies be prevented? Students’ creativity lead in various ways to the following Poly-alphabetic Ciphers. 

UNIT 2: 

Classical Cryptography (II) -- Poly-alphabetical Ciphers 

Firstly, students should be given attempts to create ciphers that don’t transfer letter frequencies to cipher text. Student’s (mis-) creations should first be analyzed with respect to the cipher category and security. The order of teaching the following two most popular poly-alphabetical ciphers is irrelevant.    

2.1 Vigenere Cipher  

The Vigenere Cipher can be introduced as an upgrade of the Caesar Cipher as done in [Koblitz, ArizonaUniversity, Beutelspacher Mathe lehren, Mesa Module by Nancy Cook: Secret Codes]. Instead of using a key letter, a key word is used repeatedly to encrypt the plain text. Students can use their accumulated knowledge to intelligently discuss the advantages and disadvantages of the Vigenere Cipher. 

We encourage the children to figure out for themselves to cryptoanalyze Vigenere Ciphers. Sometimes they will come up with the idea of guessing the length of the keyword (say, 3) and then applying frequency analysis to each third letter.  

   




Neal Koblitz [Cryptography as a teaching tool]

Research questions: How does the Vigenere Cipher prevent the transfer of the underlying letter frequencies? Guessing the length of the unknown keyword correctly, how could the Vigenere Cipher be broken? How could some cipher text properties be used to guess the keyword length? Who was Blaise de Vigenere? When and why did he invent this Cipher? Which encryption systems use the Vigenere Cipher today?

Possible extensions: Upgrade to the One Time Pad and its restrictions.  

These research questions are certainly of a more challenging nature. Having a good understanding of letter frequencies will benefit the students. However, students should have the chance to obtain hints or more substantial help from the teacher. 

2.2 The Homophonic Cipher

While the Homophonic Cipher is not introduced in many books, I find its introduction important. Firstly, students understand the encryption idea quickly. Some students may even “invent” the Homophonic Cipher by themselves. Secondly, I find it important to show the students an alternative to the Vigenere Cipher as an example of Poly-alphabetic Ciphers. 

Here, the number of symbols assigned to plain text letters is based on their relative occurrences. For instance, on average the plain letter “u” occurs 3 times within a text of 100 letters. It is therefore assigned the 3 symbols 08, 73 and 55. This approach neutralizes single letter frequencies, however, it does not eliminate bi- or trigram letter frequencies for a sufficiently large cipher text. This allows tedious cipher attacks. 

Possible extensions: Homophonic Cipher for various languages.  

2.3 Reflection on Poly-alphabetic Ciphers. 

Although the transfer of single letter frequencies is eliminated, there are means to crack Poly-alphabetic Ciphers. Online credit card transactions or the digital transfer of private information should not be based on such ciphers. 

Moreover, Kerckhoff’s principle and security issues should be discussed when reflecting on Poly-alphabetic of ciphers.

Unit 3: Public-Key or Modern Cryptography

Motivational background for the student: Regardless if studying the insecure Mono or Poly-alphabetic Ciphers or the secure One Time Pad, IDEA or DES, they all share the so-called 
Key Management Problem: 

a) The sender and the recipient must possess some means to transfer the secret key in a secure, non-revealing manner. 

b) Moreover, the number of keys involved for n persons communicating is n*(n-1)/2.     

The Key Management Problem was solved in 1978 by W. Diffie and M. Hellman and marks the beginning of Public-Key or Modern Cryptography.   

3.1 The RSA Cipher

The most prevalent Public Key Cipher is the RSA Cipher. Because of its popularity, it is literally part of any cryptography course taught on a undergraduate or graduate. Teaching RSA with its details in Middle School is neither recommended nor discussed, however, it is recommended to be taught in High School [RSA Teils2, Hardo Schulz (Primzahlen in oeffentlchen Chiffrierverfahren in Unterrichtspraxis,  Karlsruhe Schule, Beut, ArizonaUni]. The RSA teacher has to be aware that it is a challenge to not only to teach High School students the mechanisms of RSA but also its mathematical background. Before studying RSA, students must have thoroughly learned mod arithmetic, modular inverses and Euler’s Totient function. Such topics were studied when Mono- and Poly-alphabetic Ciphers were investigated. This shows that studying such ciphers forms a solid fundament that students can rely on when studying the RSA Cipher. In contrast to previously studied ciphers that use mod addition and mod multiplication, the RSA Cipher makes use of mod exponentiation. 

Guiding Research Questions: When was RSA invented? By whom? To gather information on known facts regarding mod-exponentiation: What does Euler’s  Theorem state? Verify it for n=3, 4 and 5. If the base a represents a letter or text segment, how could the special case of Euler’s Theorem a(p-1)*(q-1)+1 = a mod p*q be used for encryption purposes? 

In case p=3 and q=11, how many different plain letters does the modulus allow to be encrypted? In that case, Euler’s Theorem states that a21 = a mod 33. If the exponent 21 can be expressed as the product of two integers, a simple RSA Cipher is created. Why? How could the public encoding key and the private decoding key be chosen? Although they are different keys, can one be derived from the other? If so, how?  

A challenging question: The RSA Cipher is a secure cipher when choosing the modulus to be a product of two 100-digit numbers! Why? How could the encoding and decoding keys be chosen for a given modulus?       

Possible Extensions: Primes versus Pseudo primes. Factoring integers and factoring records.  

3.2 Digital Signatures with RSA 

Cryptography is not only the Science of Encryption and Decryption it is also the Science of Authenticity. Creating authentic documents through digital signatures is typically treated as an additional application of the RSA Cipher. 

Guiding research questions here are: To document his authenticity, an author must possess a secret or a characteristic personal trait that is used to sign the electronic document such that the recipient can verify his authenticity WITHOUT knowing the secret. Which secret could a sender use? How could a document be encrypted and signed? 

Reflection on the cryptography topics

The above summary of cryptography topics is a typical list of ciphers studied in High School settings. Middle School students may be introduced to the above listed Classical Ciphers in unit 1 and unit 2. The RSA Cipher with its detailed number theoretic background appears to be too complex for young Middle School students. Nonetheless, it can be explained that the security of ciphers depends on the inability of solving some number theory or algebraic problem. For instance, the inability of factoring large numbers can be discussed and worked. Middle School students find pleasure in trying to factor large numbers. 

Additionally, N. Koblitz [Cryptography as a teaching tool, Cryptologia Vol.21, No.4 (1997)] introduced a so called Kid-RSA Cipher that does not require modular exponentiation and a graph theory based crypto systems. Both can be worked by Middle School students.

5.3 Cryptography in High School – A teaching experience

In this section, I will give a detailed description of the School’s environment where I taught cryptography. 

5.3.1 Learning Environment

School: Antilles School on St Thomas, US Virgin Islands, a K-12 school with an enrollment of 450 students in the school year 2000-2001. Students are 50% white, 30% black, 15 % asian and 5 % mixed.   

Class: Computer Science. Enrollment: 12 graders. This is the only computer science class offered to grade 12. The only other High School Computer Science class is “Computer Applications” offered to students in grade 10 & 11.      

Overview of topics covered in this Computer Science Class 

1) 20 weeks: HTML programming and development of School’s web site at  

                       www.antilles.k12.vi.us 

2)     5 weeks: Introduction to Cryptography

3) 11 weeks: Introduction to C++ Programming. 

5.3.2 Time and Location of computer science class

The Computer Science class took place Monday through Friday at 8.00 a.m. in the School’s computer lab. The length of each period is 50 minutes. Subtracting 5 min. per day to open the lab, to boot and to shut the computers down yields a net time of 45 min. The computer lab has 20 networked computers, however, our class used the same 4 computers throughout the whole year. Each computer runs Windows 98 with a 400 MHz Celeron processor and 64 Mega Byte of RAM.  Combining fast computer speed with a very fast direct Internet connection allowed smooth tutorial usage and rapid Internet research.
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The computer lab with 20 networked computers.

Brief Characterization of Learning group

The learning group consists of the following 3 dissimilar 12 graders:

1) Andrew Luscz (A.L.): Self-motivated, independent thinker, valedictorian of his class, captain of Quiz Bowl Team, will study at Yale University.  

2) Willi Grogan (W.G.): Grades below average, potential above average, does not put in any effort for classes, independent, non “stream-line” thinker, tries to be “cool”, Senior Class President.

3) Michael Schnell (M.S.): Grades are average, shows more motivation than Willi Grogan, gets easily distracted when disinterested, was relieved when cryptography was over.     
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Computer Science class in action 
From left to right: Andrew Luscz, Michael Schnell, teacher Mr. Hahnfeld and Willi Grogan.    

The students have been class mates for more than 12 years. Despite their different characters and abilities, they were very successful when working together to create, discuss or break ciphers. 

Because A.L. tended to grasp newly learned quickly, he often went ahead to work and create ciphers on his own or to perform necessary computations. He was able to complete the final cipher challenge by himself and went back to give explanations to M.S. or W.G. if needed. W.G. started the cryptography unit with some curiosity as one of his friends had created some ciphers. This curiosity sparked interest resulting in some clever contributions concerning the design of ciphers. It, however, did not endure when more complex topics such as the Extended Euclidean Algorithm or the details of RSA were worked.   

M.S. enjoyed learning the mono-alphabetic ciphers using the interactive cryptography tutorial. However, as the complexity of ciphers increased, he lost more and more interest. In particular, he had difficulties understanding the details of the RSA cipher. His diagnosed learning disability may have required a greater variety of forms of assimilation in addition to more quiet study time at home. I know from a different class I had M.S. in that additional self-paced learning time at home was very helpful. However, since the computer class was not one of the main classes, he rather used his time on his Advanced Placement classes.           

5.3.3 Overview of the Cryptography topics taught: 

	Date 
	Topic

	March-12-2001
	Class survey on cryptography knowledge. Self created ciphers (some were broken by class mates), discussion of their strengths and weaknesses. 

	March-13-2001
	Official introduction to cryptography, its terminology and its usage. Every lesson, unless indicated, uses the cryptography tutorial. Usage of tutorial. 

	March-14-2001
	Caesar Cipher Challenge: mastered by every student. Internet research on Julius Caesar and his life.   

	March-15-2001
	Caesar Cipher with key b=3: self made encryption and decryption. Introduction to mod arithmetic.

	March-16-2001
	Mod Arithmetic: Internet research on F.C. Gauss addition, subtraction and multiplication.  

	March-19-2001
	Mod Arithmetic: Division: impossible or infinitely many answers. Extended Euclidean Algorithm  

	March-20-2001
	Extended Euclidean Algorithm. Mod Exponentiation and shortcuts.  

	March-21-2001
	Caesar Cipher with various keys. Break the Caesar Cipher. One Time Pad Challenge.   

	March-22-2001
	One Time Pad : keyword choice and restrictions. Class discussion on secure ciphers, key length and transfer.   

	March-23-2001
	Multiplication Cipher: Challenge with key a=3. Decryption attempts. Discussion when a=1, a=0, a=26.

	March-26-2001
	Multiplication Cipher: Decryption with the Extended Euclidean Algorithm. Break it using brute force attacks. 

	March-27-2001
	Linear Cipher: Brief explanation. Breaking challenge and usage of letter frequencies.  Class discussion on security, number of good keys, modular inverse.

	March-28-2001
	Random Substitution Cipher or “Cryptograms”: Cryptoanalysis using letter frequencies and word guessing.  

	March-29 & 30- 2001 
	No classes

	April-2-2001
	Vigenere Cipher as an upgrade of the Caesar Cipher. Cryptoanalysis by finding the keyword length. Class discussion on the security of the Vigenere Cipher. 

	April-3-2001
	Vigenere Cipher:  Cryptoanalysis of Vigenere Cipher on the Internet in team work

	April-4-2001
	Homophonic Cipher: Introduction and cryptoanalysis.

	April-5-2001 
	No classes

	April-6-2001
	RSA Cipher: Introduction and Challenge. Review of mod exponentiation

	April-9-2001
	RSA Cipher: 2-key vs. 1-key cryptography. Need of 2-key ciphers. Class discussion

	April-10-2001
	RSA Cipher: The 3 inventors and their idea. Euler’s Theorem. Use of One-way function. Factoring challenge.

	April-11-2001
	RSA Cipher: Encoding and Decoding Function. RSA in 8 steps.

	April-12-2001
	RSA Cipher: Public vs. Private Key and their handling. Class discussion.

	April-13-2001
	RSA Cipher: Digital Signatures. Authentication in a digital world. Combination of Authentication and Encryption.   

	April-16-2001
	Cipher Challenge: Students work on breaking the 8 cipher texts at the end of the tutorial    

	April-17-2001
	Cipher Challenge: Students work on breaking the 8 cipher texts at the end of the tutorial    

	April-18-2001
	Cipher Challenge: Students work on breaking the 8 cipher texts at the end of the tutorial    

	April-19-2001
	Cipher Challenge: Students work on breaking the 8 cipher texts at the end of the tutorial    

	April-20-2001
	Cipher Challenge: Students work on breaking the 8 cipher texts at the end of the tutorial    

	April-23-2001
	Cipher Challenge: Students break the last cipher texts, the RSA Cipher. 


5.3.4 Typical class sessions

The class met at 8 am in the computer lab. All students have their assigned seats and computers in the back row of the computer lab as can be seen above. 

At the beginning of each class session, I would answer possible questions the students would have on the previous class session, on homework problems or on cryptography in general. Afterwards, I asked the students to continue with the tutorial by reading the information and assignments, by answering the questions posed and by using the interactive features such as en/decryption or computing letter frequencies on mouse click. Each student worked the assignment individually. Naturally, not every student is able to answer any question by himself. Moreover, some students work faster than others. This was particularly true for this heterogeneous group of students. 

By working the tutorial pages, there was a high degree of student-student and a more modest student-teacher interaction. The students had to try to solve the assignments by themselves, I confirmed correct answers, I gave hints if needed and complete explanations if absolutely necessary. For instance, each student was able to identify the mechanism of the Caesar, the Multiplication and the Linear Cipher. The students were able to completely figure out mod addition, mod subtraction and mod multiplication by working the tutorial. Surely, this is also a result of the student-student interaction. For instance, I had to give assistance when doing the trial and error method to perform mod-division in order to determine decoding keys for multiplicative ciphers. I had to give complete explanations i.e. for the mechanism of the RSA cipher. I assigned textbook reading and other homework assignments when I felt that the students needed more review of the learned ciphers.          

I explained to the students that solutions to most problems in the tutorial were written in a steganographic manner underneath the question: white letters on a white background. Such solutions could be made visible by highlighting the whole page using CTRL-A and should only be used for to check answers. Therefore, the students had the chance of verifying their answers for themselves. I also explained that they would have to be able to explain any answer they give. Fact is that solutions may help to understand ciphers better since solutions can not only be found in a forward manner but also be verified in a backward manner. I added these hidden solutions to the tutorial after the students completed the Caesar Cipher in order to make the students less teacher dependent when it comes to ascertain solutions.   

Altogether, class sessions were very interactive. Students worked the problems individually or in groups by assisting each other. This is a main reason why many tutorial sections were covered relatively quickly. I suspect, much faster than teaching the same subject in a typical classroom setting. 

Each student had to be able to explain any given answer to me. The grade for this class was based on their quality of explanations, their involvement, contributions and interaction during the whole cryptography unit. At times, students teamed up i.e. to break a Vigenere Cipher together or to work the cipher challenge at the end of the tutorial.     

The students were aware of being “guinea pigs”. I explained to them at the beginning of the cryptography unit that they would be the first students to use the cryptography  tutorial. I asked them to help identify misspellings or to correct anything that seems incorrect or unclear. I must say the students gave a good suggestions and corrections that helped to improve the legibility and usability of the tutorial. One particular observation by A.L. was that the 8 letters – if correctly permutated create the final solution to the cipher challenge - actually produce two possible solutions. Besides the intended word “Antilles”, “last line” would have been another correct solution. This prompted me to state in the cipher challenge instructions that the final solution must be a one-word solution.        

5.3.5 Four selected class sessions

In order to provide a more detailed description of the cryptography unit, I selected four typical class sessions. The first two sessions are on the Multiplication and the Linear Cipher. I selected those two as typical class sessions of students learning ciphers. The two other sessions describe the students’ efforts to break a Random Substitution Cipher and a Vigenere Cipher.   

5.3.5.1 Description of the cryptography sessions: “Multiplication Cipher: Challenge” and “Multiplication Cipher: How It Works” on March-23-2001. 

At this stage, all three students had gained a thorough understanding of the Caesar Cipher and of mod addition, subtraction and multiplication. 

The students were able to transfer their knowledge to the Multiplication Cipher treated during this class period. 
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1) Explain the Multiplication Cipher:
You know how the Caesar Cipher works. Instead of
adding a constant number to each plain letter value
we now multiply by a constant number (which is the
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arithmetic? Explain.
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In exercise 1 on the Multiplication Cipher Challenge page, I asked the students to explain how abcdefghi jklmnopr stuvwxyz was encoded and decoded. Each student performed its en- and decryption in the tutorial and verified that encoding is performed through multiplication by 3 and decoding through division by 3 mod 26. 

In exercise 2, I asked the students to decode a cipher text that was encoded with the key a=3. The answer “sherlockholmes” was simply found by using the computer tutorial. M.S.: “This is just division by 3. I can check the division by 3 of 21, 12, and 6. They are 7, 4 , and 2. The others are more difficult to check.”    

In exercise 3, I asked the students if the same breaking technique as for the Caesar Cipher could be applied here as well.  A.L.: “We just have to test all possible keys. For an alphabet with 26 letters there will be again 26 keys to test.“ I replied “You are right when you say that testing the possible keys will yield the cipher text, however, there are not 26 keys. For example the key a=2 is not a good one since both plain letters A=0 and N=13 are turned into A. That is because 2*0 = 0 and also 2*13 = 26 = 0 mod 26. This makes proper decryption impossible since the message’s recipient would not know if the cipher letter A decrypts to A or N?  We will explore this later.“   

We continued with the next step in the tutorial, The Multiplication Cipher: How It Works. 
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Exercise 1: The number we multiply by is our key a. Thus,
our encryption function may be written as C = a * P mod 26
where P denotes the value of the plain text letter and C
denotes the value of the cipher text letter. Verify by hand the
Multiplication Cipher when encoding "safe" below using the key
a=5.
If you want to assure that you are performing the mod
multiplication correctly click here.
Exercise 2: Why does the plain letter "a" encode to "a" for any
Kkey?
Exercise 3: Why don't the keys a = 0 and a = 26 make any
sense? -
Exercise 4: What do you think of using the key a = 17
Exercise 5: A difficult decoding question: Knowing that the
key a=>5 was used to encode, how could you decode "mazu” by
hand? And how could you decode "unuheq® ?
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In Exercise 1, I asked the students to encode the word “safe” by hand using the key a=5. By now, students were used to working with pen and paper in front of their computer. They automatically turned the letter “a” into 0, “b” into 1, etc. The tutorial shows that “safe” = “18 0 5 4”. Now the Mathematics started: A.L. quietly computes “5*18 is 90, and 90 mod 26 is 12. Thus, s turns into m.” W.G. agreed: “I got m, too.”  In the mean time, M.S. had opened already the Crypto-Calculator at the end of the tutorial and was ready to compute 5*18 mod 26. I asked him to first compute by hand. I know that he would be able to do it, but he feels why worrying about it if a machine can do it for you. This calculator dependency is a very hot topic in our school that our math department recently started attacking. In conclusion, I often asked my students to perform their computations by hand, which inconveniences them. They do not like. 

Luckily for the students, the remaining computations 5*0, 5*5 and 5*4 were much easier to perform and all three students easily found the correct cipher text “mazu”. 

Exercise 2, “Why does ‘a’ turn into ‘a’ for any key?” was explained by W.G.: “0 is the letter ‘a’, and 0 multiplied by anything is 0.” M.S.: “Makes sense.” A.L. was already on to the next exercises. For exercise 3, “Why don’t the keys a=0 and a=26 make any sense?”, he commented that “0 is just 26 and also –26. mod 26, they turn everything into 0.” W.G. added “For our 26 letters of the English alphabet only.” W.G. and A.L. were laughing when reading exercise 4 “What do you think of the key a=1?”, so I decided to ask M.S. He replied: “It does not change the letters. ….multiplying by 1,  I mean”.  N.H.: “Be a bit more precise please.” M.S. replied: “If you encode by multiplying by 1, your plain letter is your cipher letter.” N.H.: “Well said.”

I had anticipated that exercises 1,2,3 and 4 would be answered quickly, however, I did not anticipate that exercise 5 would trigger such an intense discussion. 

How could we decode “mazu” knowing that a=5 was used to encode? M.S. “That is easy, just divide every number by 5.” A.L.: ”For the Caesar Cipher, we subtracted. For the Multiplication Cipher, we divide.” “OK, do it.”, I replied. All three: “25/5 = 5, 20 /5 = 4 and 0/ 5 = 0.” I asked: “And is 12/5 = 2.4? What plain letter would 2.4 be?“ W.G.: ”That does not work like that.” M.S. “This is division with whole numbers, we did that already. I hate that.” A.L : “It can only be an even number. 2 or 4 or 6….” W.G. “Why?” A.L. replies: ”Because 12 is even, and it was multiplied by 5 which is odd. Odd times odd is odd not even.” W.G.: “Got it.” 

All three students started multiplying by even numbers. A.L.: “2*5, no, 4*5=20, no, 6*5 is 30 which is 4, no.” W.G.: “There is no number that works.” I said: “Yes, there is one. Guaranteed” A bit later, A.L: “I got it, it is 18. Oh, I feel stupid. 18 was the ‘s’ in safe when we encrypted. Mr. Hahnfeld tricked us.” 

I then asked the students to decode “unuheq = 20 13 20 7 4 16” by hand. W.G.: “The first and third letter is 4 = e. I figure out the second, you do the other letters.” M.S.: “I do 7, A.L. you do 4 and 16.” Everybody is computing doing the trial and error way. A.L. asked if he could use the Extended Euclidean Algorithm in the tutorial. I answered: “First, do it by hand. Afterwards you check it.”             

M.S. “Which numbers do I check?“ A.L.: “Only the odd ones.” W.G.: “I got 13 which is n, so the word is “ene…” A.L.: “ I got 6 = g and 24 = y. The word is energy.” All three students used the tutorial afterwards to verify the answer and to test a few other encryption and decryption. 

M.S.: “This is complicated. Also, there are again 26 keys.” I knew that this topic would be part of the next page of the tutorial, however, I felt that all three students were doing great and would be able to figure out the number of good encoding keys. 5 minutes were left in this period. So I said: “You are lucky, M.S. There are much less than 26 keys. Which ones are they? “

A.L.: “All the evens don’t work.” I replied: “True, so all the odd numbers work well?” A.L.: “I think so.” I said: “No, there is one that does not work.”  All three students went to the tutorial to find a Multiplication Cipher page where they can vary the key. They successfully tested all odd keys, except 13 does not work. M.S.: “That is funny. The key 13 encrypts any plain word to a cipher word only consisting of the letters ‘a’ and ‘n’. And decoding does not work.” I commented: “There is a very plausible reason for that.” A.L.: ”Hm. 13 = -13 MOD 26. And it turns every “even” plain letter a,c,e,g,… into 0, the others are turned into 13.  W.G.: “Why ? I don’t get it. What does it have to do with it?“  A.L.: “I guess nothing. It is just weird that 13 = -13 mod 26.” W.G.: “That is why cryptographers use MOD, it just gives weird answers.” 

I said: “A.L., you are very close. What is 13 times an even number mod 26? And what is 13 times an odd number mod 26? “ Even though it is not difficult, the students are a bit tired right now. I know that we accomplished quite a bit in today’s class. I give them some extra time to reflect on it. Slowly, A.L.: “13 times an even number gives 0. 2*13 is 26, so 0. 4*13 = 52 is also 0. 6 * 13 = 78 is also 0. However, 13 times an odd number gives 13, 39, 65 and they are equal to 13 mod 26.” 

I continued: “Great. You got it. Multiplication by 13 mod 26 yields only the answers 0 and 13 which are the cipher letters “a” and “n”. The Multiplication Cipher has therefore how many good keys? W.G.: “12.” I  replied: “Good W.G.. Tomorrow we will find their decoding keys in order to decode the Multiplication Cipher. Your homework is to find the mathematical property that the 12 good encoding keys share. Additionally, find the encoding keys for the Italian alphabet with its 22 letters. Do they share the same mathematical property as well? See you tomorrow.”

5.3.5.2 Reflection of this class period

I did not expect that switching from mod addition to mod multiplication would cause any difficulties to the students. This part is easy to understand. The students successfully applied their good understanding of mod arithmetic. However, the seemingly easy transfer of the encryption idea turns out to be more challenging than expected for two reasons: Firstly, the determination of the number of good encoding keys and secondly, the computation of a modular inverse as the decoding key.  

As expected, exercise 1 on the Multiplication Cipher Challenge page did not provide a great challenge. However, exercise 2 did. The students become aware that some mod divisions were easy to perform whereas others aren’t. I certainly did not expect the students to perform one of the non-trivial mod-divisions at this stage. This would be part of the Multiplication Cipher – Decode It page. Rather, the last exercise had the purpose of transferring the breaking idea of the Caesar Cipher to the Multiplication Cipher. The students picked up the idea, however, A.L. assumed an incorrect number of good keys. Its determination was the central topic of the Multiplication Cipher Master It page which I explained to the students. 

Exercise 1 on the Multiplication Cipher – How It works page was supposed to get the students more acquainted with mod multiplication. A.L. did this automatically by hand since he feels confident about his multiplication skills. In contrast, M.S. does not which is the reason why he wanted to use the mod calculator on the tutorial. I intervened and asked him to compute by hand. I insisted on a by-hand computation since it is crucial to perform the mod multiplication for a better understanding of mod division. For instance, realizing that 3*9 = 1 mod 26 helps to understand why 1/3 = 9 mod 26.       

I was happily surprised for A.L. and W.G.’s realization that any plain letter a turns into a for any key used. It shows again that it pays off to form a solid base at the beginning of a teaching unit that allows students to profit from throughout the entire unit and allows them to transfer their knowledge to similar situations. This ability to transfer knowledge is in my eyes a very important personal skill for students to possess in order to master a variety of academic challenges. The school can not teach all the skills necessary in life, however, it shall enable students to apply the learned to other situations. The remaining exercises on this page were of the same caliber and I was very happy to see the students answering the questions correctly. In particular, M.S. who - at times tended to be a slow learner – was able to correctly communicate the impact of using the key a=1.

I was thankful to have exercise 5 in the tutorial as it allowed the students to attack the mod division from a student’s - a natural learner’s - perspective. Not to my surprise, the students did not realize that they had to decode a cipher that they encoded only minutes earlier. Rather, they were excited about the fact that three out of four mod divisions could be performed easily. Figuring out 12/5 mod 26 from scratch shows that the students did not – in contrast to my earlier observations - have a good command of performing mod-division that we had studied about a week earlier. It is very interesting to observe the students’ approach of slowly narrowing down the problem of mod division using trial and error. A.L.’s clever observation that the quotient has to be even was helpful and reduced the number of possible answers by factor 2. Trial and error finally yielded the correct answer, and the students felt tricked by recalling that they did the inverse operation only minutes earlier. 

The next decoding question provided a timely practice for the students to perform more mod divisions. Of course, the students used the trial and error method. M.S. clearly expressed that he hates doing mod division. In my eyes, the best approach to  overcome scare is to practice in order to realize that there is no need to be scared. 

Since I felt that the students did a great job in class and were in a position to answer M.S.’s question of the number of good keys for the Multiplication Cipher, I started discussing it. It is again interesting to observe the natural learner’s approach by narrowing down the number of good keys. Clearly, A.L. is a clever student who guided the other two students through this problem to finally reduce the number of keys to 12. I think that there are students in any class who can stimulate and lead the rest of the class to finally arrive the correct answer. The teacher’s job should be that one of a midwife who only assists students delivering the correct answer. Giving the correct answer would not help the students to develop a good reasoning strategy to find the right answer themselves.                 

5.3.5.3 Description of the cryptography sessions: 

“Linear Cipher: Challenge”,  “Linear Cipher: How It Works”, “Linear Cipher: Master It” and “Linear Cipher: Break It”  on March-27-2001. 

At this stage, the students had mastered the Caesar and the Multiplication Cipher.  Additionally, all three felt quite comfortable performing mod-arithmetic and better about performing mod division. As a result, when asked to encode safe in exercise 1, W.G. and A.L. found the answer quickly by hand. 
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M.S. stated: “This is just like mx+b. Here, a is the slope and b the y-intercept.” Exercise 2 initiated a debate of the order of operation when decrypting. A.L.: “ I guess we have to first subtract, then mod-divide.” M.S.: “We don’t get away from mod-division. I am not sure, let’s check both ways.” A few moments later. A.L. while working on piece of paper: “Ok guys, I got it. For instance 13 minus 1 is 12, and 12 divided by 3 is 4. And 4 is ‘e’. Like I said, first subtract, afterwards divide. So, the decoding function must be cipher letter minus what you added, then times that answer by inverse of a.“ W.G.: “So really just like what we have been doing all the time.“  N.H.: “Correct. We just have to pay attention to the correct order of operation. Ok, next page.”          
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The Linear Cipher combines the Multiplication and Key:

the Caesar Cipher. To encode, we first multiply the o < o= [8 | <26

value of the plain letter P by a and secondly add b. L

Thus, the encryption function is 0=b=f <2
C=a*P+b MOD 26.

Exercise 1)

Ifa=1 which previously studied Cipher are we using?

I£b=0 which previously studied Cipher are we using?
Exercise 2)

Encode "cat" by hand using three distinct encoding key
pairs (a,b). Verify your answers below.

Exercise 3) -
How many essential good key pairs does the Linear
Cipher aliow? Explain.

Exercise 4)
How many good key pairs does the Linear Cipher
allow when using the 22 letters in the Italian alphabet?
How about 25 letters?
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The Linear Cipher – How It works. 

W.G.: “Exercise 1 is a joke, Mr. Hahnfeld.“ N.H.: “Ok, tell me the joke!” W.G.: “When a is 1, it is the Caesar Cipher. When b=0, Multiplication Cipher.” N.H.: ”Correct.” M.S.: “What does 0  <  a =  [image: image8.wmf]

3

  < 26 and 0  <=  b =  [image: image9.wmf]

1

  < 26  mean ?” N.H.: “Any suggestions?” W.G.: “It means a is between 0 and 26 and b is between 0 and 26. Why not equal to 26?” A.L.: “26 and 0 are the same mod 26. Remember the Caesar Disk? One full rotation and you end up at 0 again. Let’s split exercise 2, I don’t want to do three times the same thing. How many keys are there? 12*26 isn’t it?” N.H.: ”You are right.” A.L.: “Well, b=0 does not really count, and 26 is 0 anyways, so it really is just 25*12.” N.H.:” For the same reason, I could take out a=1, however, it yields a unique encryption. Thus, 26*12 is the correct number of keys that yield a unique encryption.” W.G.: “Aren’t there infinitely many keys?” M.S.: ”But b=0 is the same as b=26 because it starts over.“ N.H.: “You are right, Mike. Different keys may yield the same encryption. Willi, notice that I asked for essential keys. By that I mean the number of keys that yield different encryptions. And your infinitely many keys can only produce 12*26 different encryptions.” W.G.: ”All right.” N.H.: ” Ok, we did exercise 3 already. Let’s now do exercise 4.”

A.L.: “22 possible shifts. And taking out all the even and the 11 yields 10*22 =220. But what if the modulus was odd?“ N.H.: “For instance 25.” A.L.: ”Then all even are good keys.” N.H.: ” True. What about the odds?” M.S.: ”3 is good, 5 isn’t, 7 is good, 9 is good, etc. ” N.H.: ”So how many good keys?” A.L.: ”21 because not 5, not 10, not 15 and not 20.” N.H.: ”And not 0 as well.” A.L.: ”So, it is 20*25.” N.H.: ”Well done. Let’s move on to the next page.” 

The Linear Cipher – Master It. 
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Exercises:

Exercise 1) Key:s
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received message? Can you find the decryption function o<«=b=fl | <26

given the encryption function

C=a*P+b MOD 26 ?

Explain how "ich" gets decrypted to "cat" using the key a=3,

b=2.

Exercise 2)

Breaking Challenge. The Linear Cipher offers 312

different keys when using 26 letters. Is it therefore a secure i

Cipher?  How can the Linear Cipher be broken?
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M.S.: “Watch it, I can do this. ‘i’ minus 2 is 6 and 6 divided by 3 is 2 which is ‘c’.  ‘c’ is 2 and ‘c’ – 2 is 0, and 0 * 9 is 0 which is ‘a’. 7 minus 2 is 5, and 5 divided by 3, oh no, again that tricky division.” N.H. writing on piece of paper: “This is how you do it, Mike. Instead of 5/3 = x mod 26, write 5 = 3x mod 26.” A.L.: ”Now, multiply by 9 because 9 is inverse of 3 mod 26.” M.S.: “Why is it 9?” A.L.: “We are looking for what turns 3 into 1, 3 times 9 is 1 mod 26.” N.H.: “Now, 9 times 5 is 45 and 45 is 19 mod 26. So 19 = x. And 19 is letter ‘t’. ” 

N.H.: “Exercise 2 is next.” After moments of reflection: A.L. “Use letter frequencies to find two letters that work, then set up two equations to find a and b.“  N.H.: ”Sounds like a great idea. Which letters would you use?” W.G.: ”Definitely e. And try another one whose frequency matches with the real frequencies.” A.L.: “That only works if the text is really long.” W.G.: ”Hmm. Just try a couple of combinations.” N.H.: ”So, is it a secure cipher?” A.L.: ”No, show us some real secure cipher.” N.H.: “I will, let’s first finish up the Linear Cipher.”  
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The Linear Cipher – Decode It

M.S.: “Ok, we know the decoding function already. First subtract, then multiply. Let’s split exercise 1. I’ll do a).” A few moments later, M.S.: “It is P=3*(C-2).” A.L.: ”I get P=5 inverse *(C-15). I don’t know what the inverse of 5 is.” N.H.: ”It is 21. Why?” A.L.: “Because 21 turns 5 into 1.” W.G.: “I checked the crypto calculator for the inverse of 15. It is P=7*(C-20). Can we skip exercise 2) and 3) please? We did that already.” N.H.: “Ok, then show me how you find the inverse of 15 mod 26?” W.G.: ”Well that’s what calculators are good for.” N.H.: ”And you always believe them?” W.G.: “Don’t you?” N.H.: “I believe them, but I want to be able to check that answer. What if I mistype something?” A.L.: “My answer for 4) is: Yes, I can.” N.H.: “Ok, how?” A.L.: ”It is too short for letter frequencies. I have to test all combinations, similar to what you did on the Break It page for the Caesar Cipher.” N.H.: “Good, that works.”         
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Linear Cipher – Break It 

N.H.: ”On this page, you find a way to break the Linear Cipher. It works just like A.L. explained it earlier. Please read the instructions and do the two exercises. You guys did a great job today. There is no homework except that Willi has to find the inverse of 11 mod 26.” 

The students went through the steps of this page and verified their earlier guess on how to break this cipher. A.L at the end: ”Did the president of Harvard really say that? I don’t believe it.”

5.3.5.4 Reflection of this class period

The initial Linear Cipher Challenge does not deserve its name. Each student encrypted safe to dbqn and by that documented that the combination of the previous two ciphers was rather easy. M.S. familiarized himself with the linear cipher by translating it into the familiar equation for linear functions. The decoding question in exercise 2 triggered the important discussion of the correct order of operation. The students – lead by A.L. – were easily able to eliminate the doubts they had and came up with the correct order. Since the actual decryption does not pose anything substantially new in relation to the mastered decryption of the Caesar and Multiplication Cipher, I did not insist on performing the computation by hand. The students used the decryption feature in the tutorial to find the plain word security. I knew that M.S. and W.G.’s challenge of finding a modular inverse would be revisited during this class period.   

The Linear Cipher – How It Works page raised two interesting issues. The answers to exercises to exercises 1 and 2 were pleasing and did not need further attention. Interestingly, exercise 3 was already discussed before it was read. It was triggered through W.G.’ question: “Why not 26?” A.L. explained that there are 12*26 key pairs. It showed a solid understanding to ask a question like: “Why not 25*12?” I am sure that the loose notation of “good key” contributed to it. Is a key a “good” key if it produces a cipher text that is identical to the plain text? Certainly not. Therefore, I explained that the term “good” denotes “unique encryption” which yields 26*12 many unique different encryptions. 

The other natural question asked by W.G. was: “Aren’t there really infinitely many keys.” This triggered the important discussion of how many possible encryptions vs. how many different encryptions there are. My explanation describing the difference between both made sense to the students and the final question of the number of good keys for the Italian alphabet turned out to be rather simple. It enforced the idea of determining the greatest common denominator to find the correct number of good keys. A much harder, non-cryptographic question would have been to determine the missing letters in the Italian alphabet.

The Linear Cipher – How It Works page raised two main topics. The first one was raised by M.S. By decrypting the Linear Cipher ich, he encountered again the challenge of performing modular division. I demonstrated on a piece of paper to him and the other students how to compute 5/3 mod 26. This computation seems to be too technical for some students who prefer to just use the mod calculator in the tutorial when performing computations. 

A.L.’s comprehensive answer to exercise 2 was quite surprising to me. It shows, however, that students who understand both the power of letter frequencies as a primary cryptoanalytical tool and how to solve a system of equations can combine them to break the Linear Cipher. Certainly, this can be not be expected from any student. It can, however, from a school’s valedictorian. 

The Linear Cipher – Decode It page asked in exercise 1 to find the modular inverse. By now, the students knew the 3 and 9 are inverse mod 26 which allowed M.S. to find the correct decoding function when a=3 and b=2. The other modular inverses were unknown and the dilemma was that the students find it tedious to perform the Extended Euclidean Algorithm by hand. However, when using a calculator, they must be able to verify the correctness of the given inverse. Clearly, if this course was taught to undergraduate or graduate students majoring in Computer Science or Mathematics, performing the Euclidean Algorithm forward and backward shall be enforced.   
Finally, I was fully satisfied with A.L.’s answer of how to break mjsztugjczls. Since the cipher text is too small for frequency letter analysis there is no better method than testing the 312 key pairs.

The Linear Cipher – Break It page was an execution of A.L.’s formulated idea of breaking the Linear Cipher. The students enjoyed this part since they did not have to compute a modular inverse. Rather, they executed each of the 3 steps. No questions were posed, it appeared the student had a good command of breaking Linear Ciphers.

In conclusion: Although the Linear Cipher is based on two previously studied ciphers, it a) demonstrates to students how to create a super cipher, b) reinforces (i.e. mod division) and c) even expands (solving a set of equation as opposed to an equation when breaking the cipher). Therefore, the Linear Cipher should be part of teaching cryptography. It has the additional effect that students gain confidence with regard to creating and breaking ciphers.           
5.3.5.5 Description of the Cryptography sessions: 

“Random Substitution Cipher – Break It” on March-28-2001. 

I first asked Willi if he found the inverse 11 mod 26. “No” was his answer. I then asked him if had even tried. Not to my surprise, he replied: “No, I did not.” 

I asked the students to open the “Random Substitution Cipher – Break It” page in the tutorial and to try to break the following cipher text. 
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where each plain letter is randomly assigned to its cipher letter. Instead of using

encryption functions we use tables to describe plain-cipher letter

correspondences. Le. each (capital) plain letter can be assigned to a cipher B
letter as follows:

A B CDEFGHIJEKLM®NOTPOQRSTTU VW X7YZ
W sz wos xe dorf vt ogh ykomouwujomik oolop
"Brute force” - attacks to break the Cipher are hopeless since there are 26! =
403291461126605635584000000 or about 4 * 1026 many possible ways to
encode the 26 letters of the English alphabet. In order to crack the random
substitution cipher, however, we take advantage of the fact that the underlying
letter frequencies of the original plain text don’t get lost. This fact makes the
Random Substitution Cipher very susceptible to Cipher attacks. An eavesdropper
literally just needs to count the letter frequencies of the Cipher letters. Recall
that the most frequent letters in the English language are ETNORIA which —
except for the O - occur even as the most frequent letters in the brief virus
carrier message. And the longer the messages are the more do the relative
frequencies of the cipher letters approach the expected frequencies.

Let’s take a look at another random-substituted encrypted message:

gvv jds jqosu yqecw al jds
qi sngqes qt snczagqe qn s uy s gij
al jds ebisngtsgij c¢g vsuu
jdadg q uszbgw
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W.G.: “We can try to break it in the same way we broke the other ciphers. We find the most frequent letter, which is e.” A.L. added : “We can find the other letters as well by using letter frequencies. The problem may just be that the cipher text is too small. Let’s try it. ”   

A.L. obtained the following letter frequencies from the page Computing Letter Frequencies as a Tool to Break Ciphers:
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A.L.: “s is e and q is t.” Referring to the second to last word, W.G.: ”q can not be t because t is not a word. q is either a or i.” A.L.: ”a and i have the same frequency in the English language. Do we now test all possibilities or is there a short cut?” N.H.: ”Yes, there is a very helpful shortcut. What is the most frequent 3-letter word in the English language?” A.L.: “The or and.” M.S.: “I am sure it is the.” N.H.: “Correct. How could that help?” W.G.: “Just find the most frequent 3 letter word in the cipher text. That gives you t, h and e. I get it, let me try now.” A.L.: “No hints. Don’t tell me what it is, Mr. Hahnfeld.” 

In fact, I did not talk until the end of the period. Each student worked the cipher text, testing letters and trying to identify words. There was a lot of interaction among the students discussing which words they found or discarded. This cipher text and the cipher text in exercise 1 were solved by the students in group efforts during the class period. The cipher in exercise 2 was assigned for homework. After lunchtime, I found the correct solution to exercise 2 on the black board in my classroom.     

5.3.5.6 Reflection of this class period

That fact that W.G. did not even try to find the inverse of 11 mod 26 was not a surprise to me. He hardly ever does any homework, he does not mind the resulting bad grades. Therefore, it would make very little sense to remind him to do his homework. In fact, his unemotional attitude contributed to his reply to my initial question of how to break the given Random Substitution Cipher. I was quite surprised to get a correct response right away from one of the students since I had not further explained anything about the Random Substitution Cipher. I solely mentioned that every plain letter is replaced at random by the same cipher letter and showed them the following example in the tutorial:

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	q
	a
	z
	w
	s
	x
	e
	d
	c
	r
	f
	v
	t
	g
	b
	y
	h
	n
	u
	j
	m
	i
	k
	o
	l
	P


The fact that A.L. introduced the idea of using letter frequencies to determine the other letters showed again that he has learned to use letter frequencies to cryptoanalyze cipher texts. He is quite aware of the limitations of it when applied to relative brief statements. In my eyes, this is an effect of the students’ opportunity to quickly test various text sizes and compare their letter frequencies to those of the English language. I am aware that I limited the letter frequency analysis to the English language. I assume that the students would be able to transfer their knowledge to other languages as well after learning about their letter frequency distributions. It would clearly be a great exercise to identify the original language of text samples solely based on the letter frequency distribution.     

In my eyes, the students documented that they had mastered previously studied techniques of cracking ciphers. It was therefore not surprising that they would look for the most frequent letter and not for the most frequent bi- or trigram. It mattered most to me that they were then able to use this information to successfully cryptoanalyze this cipher. A challenge started where each student worked individually on breaking the given the cipher text. Even M.S. who seemed to be relatively quiet during the class period knew how to attack this cipher. I certainly enjoyed the fact that the students got excited about breaking the cipher by themselves and asking me to not give any hints. 

This class session was certainly one of the most gratifying ones during the whole unit. I see the following reason for that: 

Every student understood the exact nature of the assignment. Surely, it again involved breaking a cipher with the added nuance that the setup of this cipher was more twisted and therefore more difficult to break than the previously studied ciphers. I know that at least A.L. enjoys solving cryptograms in newspapers once in a while. Therefore, this was a great opportunity to apply the newly learned breaking tools during this cryptography unit to ciphers that he had tried to solve without these tools before. I think, that school is most successful when it empowers students to solve or understand something they  tried to master outside the school setting. Teachers may be surprised by the unexpected students’ attention and their seemingly sudden gain of knowledge. Certainly, students are rarely heard for their own often interesting and challenging questions. 

This class session ended the study of Mono-alphabetic Ciphers. I felt that the students were ready for a new class of ciphers, the Poly-alphabetic Ciphers, since each of the  given exercises were solved. I afterwards found out which student wrote the correct plain text of exercise 2 on my black board and congratulated him. I think it is important to honor students’ extra efforts or fascinations in some way since it fills them with pride and gives them satisfaction. In turn, such students generally  participate more during class sessions and encourage other students to do so as well. 

5.3.5.7 Description of the cryptography sessions: 

“Polyalphabetic Ciphers: Cryptoanalysis of The Vigenere Cipher” on April-3-2001. 

In the beginning of the class session, I reviewed the Vigenere Cipher with the students. The focus was on the cryptoanalysis of the cipher text below. 
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wek kuur ffeshujfgsve qupsy txra wvk uxhsq kuury
yxbdzrg psgqwtj nlejhb dbj uxddnhwt akdboqu
zfowwt] iumvwemuovkm lg wvk gzxre cl vogrkq
cuwzlbm cx hnh yfwkqqk cl stffeshoqu dbj
riffeshoqu wsdw tlbkwskqhn qkqhaum vqnrzgug
gsiunvwsj otfwkgh hueshodb kwkucmomviwiv ckst
bgscrhctv yrzjlsxy lritg zks ucyhhzd yweth thox
fuvszwo huesh lhy wtvgzldzlct dxdwylbm yoqu
shuossb b kgv og zkfkh gqqohbz zgquadukv jhawwwi
vohfujzesvofg dbj uxhsq hnh yfvuooxv cke fcaor
usgg gqqohbz uxhsq rkffeshkg zks rhnhf ootjigisy
pe hxdbyoozlbm hnh muskn gqr fcssoxlbm hnh zkfkh
oqgiuwvwwuqg 1b wyk hchbzlszk ihbzxfe kuuzj cl
qupdawsx blwkuuyy akvggjsy oxh jluoworom
hbiunvwsj ct hnh yhbjlbm gogs dbj rkffeshkg ug
zks usihwblbm gogs xgoqu ffeshujfgsvof yhfblqky
gqr dzmrfowvsv gouuuwzkay oxh sdhnhagwwidz
wsikbotikv uu xxzkv zkoz ovsze o ffeshujfgsvof
yhiblgk hu o psyvomh

Please complete: Letter combinations such as "dbj", "wvk", "cl”
and "hnh" appear often. (Can you find any others? How about
"ffesh"?) The distances between consecutive ..

"dbj" are 102, __, _

vk are 33,
Tkt are
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A.L.: “We have to first find same letter combinations like dbj or hnh and then count by how many letters they are separated. Their greatest common divisor is the keyword length. Then, group the cipher letters and find the most frequent letter in each group. Those are the e’s which gives the keyword and the cipher is broken.”

I confirmed that this is correct. I then asked the students to break the following cipher by themselves.  

	Mvc gnxqgywa aglgghb ht Tbrbzjxg Lqfhcj wq hm dphjgws Lh Mvmfoq olw Qm Hhvl kgmv ifgoorx nkwktfw olw qxqmgrykm xrsvorbcl cd hfx fbufxgr estzgmm Mvc tsgqrbcl cd hfx Jhkck Qvvmhz bg mc ifciopx qmibxbrl dhf t pbumkcsl ahzjxuc dpxdykorhfw dphupta bb mvc Agwrjx ygr Ndnxf Lqfhcjl Ras Tbrbzjxg Lqfhcj dphupta bg wsqbulxr mc xbqnfc oq asvv tg bh bg icqlwzes mvym ekobnorxg tfc dpxdyksb hm acxh mvc obfwqlwmgg ksonwpxacghq cd hfx khgr qmfdcmwrbjc qmezczsq olw sgwtxfqbhgxg mc xlaxz bb liaa gggrbhsmwmgg tbb hm ormogg rasgk nxfqhbye ygr vopxsp umtzq Oje qvvmhz ifmzfyfg tfc rclwegsb hm rcosjhd lhswslmg tqywskbq tbb zctrckgfbd tpgewrbsq olw rasgk nxfqhbye qhqgtz tbb qgowa outfcgsql 




The first challenge the students had to master was to detect repeating letter combinations. The students used the find- option of the Internet Explorer to count the number of their occurrences. The students found mvc, hfx, tbb, olw and bb as most frequent letter combinations. They did not find dphupta. In this process, there was a lot of interaction between the students, announcing how often or how few they found certain letter combinations. I was completely quiet. 

To next determine the keyword length, W.G. knew that WinWord offers a word and letter count option that the students took advantage of. They mistakenly counted spaces as well or counted the repeating word twice, which did not allow them to find a reasonable greatest common divisor. I told them that they are making two mistakes without pointing out what they are. I recommended to verify the WinWord letter count by hand and to check carefully how to deal with the repeating letter combination. A.L. went back to the example of the Vigenere Cipher in the tutorial that we discussed the day before. He realized that the repeating letters must only be counted once. M.S. and W.G. counted some letter distances by hand and by using WinWord understanding that counting spaces gave incorrect distances.  Their correct counts yielded a keyword length of 3. 

The student tried to determine the keyword in different ways. A.L. grouped the cipher letters into three 3 sets and started computing the letter frequencies of each set. M.S. and W.G. assumed that the was encoded to mvc. W.G.: “t plus what gives m?” M.S.: “What is t again? ” W.G. finds t to be 19 and m to be 12. M.S.: “I guess it is minus 7.” W.G.: “Minus 7 on the Caesar Disk is like plus 19. So, the first letter is t.” They continued working together in the same manner. A few minutes later, W.G.: “The key is toy.” A.L.: “I got that, too.” They finally typed the keyword toy and the cipher text in the Vigenere Cipher tutorial page to read the school’s mission statement. W.G.: “I got it guys. Mr. Hahnfeld, that was not very creative. I want to do my own cipher.” N.H.: “Do it. You guys did a great job. You are now qualified to work for the FBI. There is no homework for tomorrow.”

5.3.5.8 Reflection of this class period

The ultimate exercise to document a thorough understanding of a learned cipher is to be able to break it. Having a complete understanding of how the encryption was performed and knowing the weakness of a cipher allows a successful cryptoanalysis. I know from past experience that students may have right ideas, however, they could not successfully apply them to a concrete situation. 

Therefore, I found it important to give the students the chance to completely cryptoanalyze a Vigenere Cipher by themselves. The fact that the plain text was not “creative” is true; students like to read some more exciting news. It was important to use a text – not too long - where the words the and and would appear often enough for a feasible cryptoanalysis. I preferred this option to choosing a longer keyword with a longer plain text as it involves all the required elements of a successful cryptoanalysis. Another alternative would be to use for instance an Italian text excerpt to document that cryptoanalysis can be just as effective when adjusting the used modulus.

The students deserve a compliment for their efforts and for their clever foregoing. It turned out that M.S. and W.G. teamed up whereas A.L. cryptoanalyzed by himself. He used letter frequencies as his favorite cryptoanalysis tool to determine the keyword. He was eventually successful whereas W.G.’s correct assumption that mcv is the helped him to find the keyword faster. By doing so, the students showed that they possess various ways to attack ciphers. It relates to the nature of cryptoanalysis that there may be various ways to break a cipher.            

This class documents that a student is more likely to work quite engaged and active if a clear exercise is posed and the tools and the knowledge to solve it are given. Moreover, the fact that the students could form groups or choose to work independently combined with the fact that they can make use of provided computer program for tedious work such as counting letters or en- and decrypting Vigenere Ciphers encouraged students in their working efforts. Clearly, a lesson the students learned in this class period is that care must be taken when using computer tools such as WinWord’s letter count. Incorrect usage may yield incorrect results.    

The students left the computer lab proud of their successful breaking attack which helped to increase their confidence regarding mastering other ciphers. This occurred at a good time since I know that the upcoming RSA Cipher is going to be more challenging.     

5.3.5.9 Student feedback on the cryptography unit

At the end of the cryptography, I interviewed each student and recorded the answers on a micro-cassette recorder. I should mention that I have asked students for feedback in many classes that I teach. The feedback is important for me to better understand i.e. what students enjoyed learning, what they did not, what they found difficult or remarkable about the learned. 

A word about biased answers: Except for a few instances in the past, the feedback confirms my observations of students’ attitude and learning difficulties in class. This is particularly true for this class because of its small size. With only 3 students sitting right next to me, I experienced every success or frustration directly. In particular, the students (all 18 years old) were never hesitant to express their emotions during class time.  Again, the students’ answers are not surprising to me.           

What did you like most/least in this cryptography course? Why. 

A.L.: “I like the Mono-alphabetic Cipher the most because I enjoyed breaking it. I like the RSA the least because it is the hardest cipher. ” 

W.G.: “I think what I liked least was that it involved Math. I liked most that it was computer based.” 

M.S. “It was stressful at times. Some Ciphers are easy to learn like the Caesar Cipher, I enjoyed doing those although they can be broken. Others are much more complex and harder to learn like the RSA Cipher. I did not enjoy that.”
What do you take from this course? 

A.L.: “It gave me a good understanding of what cryptography is all about. Before this class I knew very little about.” 

W.G.: “The knowledge of being able to encrypt in various ways. Now I can encrypt anything in any way.“

M.S.: “If you want secure encryption you have to learn the most complex RSA cipher. I preferred the easier ciphers.”

What aspect of the cryptography course do you find most remarkable or most relevant?

A.L.: “The fact that for the RSA Cipher nobody can find the decoding key although the encoding key is publicly known. May be one day there will be a programmer who will be able to factor these huge numbers into the two primes to crack the RSA Cipher. ”

W.G.: “Cryptography is all Mathematics.”

M.S.: “Very different levels of complexity are involved in cryptography.”

What do you think of the interactivity of this tutorial that allowed you to encrypt or decrypt it yourself? 

A.L.: “Yes that was good. And the fact that we had the crypto calculator and the letter frequencies calculator available made it much easier.”

W.G.: “That makes it so much better than dealing with 1000 pieces of papers. It makes it such much easier to encrypt for yourself. Mostly, it is much more visual.”  

M.S.: “It helped using computers, we did not have to stress ourselves. The computer did  the work for us.” 

Do you have any suggestions for future cryptography courses that will use this tutorial?

A.L.: “I first found it difficult to understand the RSA Cipher. Your changes on the RSA Cipher explanations made it much clearer at the end.” [Comment by the author: During the cryptography unit, I revised the explanations in the tutorial if they did not seem to be clear. Altogether, I made five minor revisions, one of them was the explanation of the RSA Cipher mentioned by A.L.] 

W.G.: “Be aware that the RSA Cipher is tough to learn.”

M.S.: “None.”

5.4 Conclusions of the teaching cryptography in High School

As a dynamic and academically diverse group, the students profited on different levels from this cryptography unit. First, I will reflect on each student’s performance in this class. Afterwards, I will reflect on the learning group as a whole, describe problems encountered and eventually draw some general conclusions regarding teaching cryptography in a High School.

5.4.1 Students’ performances during the cryptography unit

A.L. found this class intellectually stimulating. He mastered even the most complex Cipher in this tutorial and finished the final Crypto Challenge successfully without any help. The interactive approach of the tutorial gave him the flexibility to work at his individual speed, not neglecting his peers when working in groups. He willingly assisted his peers if needed, he usually lead the class in terms of learning or breaking ciphers. Altogether, any teacher would appreciate having such an academically talented and socially mature students. As a school’s valedictorian, he will continue his studies at Yale University. 

W.G. was also able to grasp newly learned cipher very well. He as a visual learner  profited very much from the tutorial interactivity by testing many different encryptions that helped him to understand the Mono- and Polyalphabetic Ciphers. Both W.G. and M.S. had difficulties to understand the more complex RSA Cipher and felt that they did not master. W.G. does not enjoy Math classes since they require more detailed work that he is not willing to do. Likewise, he was not willing to go beyond a medium degree of complexity in order to master i.e. the RSA Cipher or perform some involved mod computations such as the Extended Euclidean Algorithm. He would have never learned as much in a traditional class setting as he did with interactive cryptography tutorial since he enjoys working with computers. He enjoys clicking buttons and observing their implications. The tutorial allowed him to quickly - without too many worries – understand ciphers. Additionally, he was more interested when learning the One Time Pad since one of his friends used it as an online encryption tool. 

M.S. is mathematically inclined in Mathematics if he has additional time. He takes an AP Calculus class with me where his C-grade does not reflect his potential. His diagnosed learning ability prevents him from finishing his at a given time. The fact that he needs more time to grasp newly introduced ciphers intimated him when studying the more complex RSA Cipher. He even used the words “stressed him” in his feedback. There was no stress involved when studying the simpler Mono-alphabetic Ciphers or when a calculator could be used to compute i.e. modular inverses.          

5.4.2 Reflection on the learning group 

Despite their different characters, the students made up a very dynamic group. The fact they have known each other for more than a decade has certainly contributed to their group efforts and mutual assistance despite their different intellectual abilities. I was often impressed at the speed at which they arrived at solutions. Another reason that contributed to the high level of interaction was the way I conducted the classes. I saw myself not as a lecturer, but rather as a helper to facilitate the learning process. Generally, I would not just provide any answers. Instead, I gave hints or assistance in finding solutions. At times, the students’ desire to compute or cryptoanalyze by themselves was minimal which prompted me to gave major assistance. However, while i.e. breaking a Mono-alphabetic Cipher, the students even asked not to provide any help as they aimed to cryptoanalyze by themselves. I believe that the high degree of interaction is not class specific. Working the cryptography tutorial lends itself to cooperation and group activities. 

5.4.3 Two major problems that I encountered with the students

The first one was the unwillingness to perform non-trivial modular computations by hand. Students found it unnecessary to compute i.e. a modular inverse by hand if a computer can do this computation. I already made clear that I find it crucial that students are able to validate a calculator output. Even if students don’t understand HOW a certain answer is computed by a calculator, they should be able to verify the given answer so that incorrect answers can be detected and discarded. This was possible for most modular computations as we mainly used the modulus 26. 

The other problem I encountered was the will to learn the necessary Mathematics to understand the RSA Cipher. Although all students have the aptitude to learn it, not all students are willing to go into the underlying Mathematics. This would not be noticeable in a regular rather anonymous classroom setting, however, it is noticeable with such a small class size. Students performed the encoding and the decoding steps mechanically in the tutorial without having a good understanding of the principle and security of the RSA Cipher. Generally speaking, I believe that High School students who are not scared by the required Mathematics will be able to master the RSA Cipher using the tutorial. Finally, I should mention that this class was offered as a Computer Science class and not as a Mathematics class.          

5.4.4 Conclusions:  Teaching cryptography in a High School

If school education shall enable students to make wise decisions, to discuss issues intelligently and to well-anticipate future developments, then cryptography shall be one of the topics taught. Many people title this century the digital century where secure communication is indispensable. Home banking, online transactions, secure telephone conversations are common daily procedures. Yet, they are in an infant stage. The digital revolution will continue and requires us humans to continue growing. Among the many aspects involved, educational institutions shall prepare students to identify and discuss cryptographic procedures that individuals rely on. 

Simultaneously, a better understanding of cryptography should reduce prospective angst of and arm against surveillance by governments or Microsoft. The power of governments to spy e.g. email correspondence is an ongoing discussion. An individual’s desire to keep private matters private can be realized through publicly available software. Cryptography knowledge is critical. 

Yet, cryptography itself will not be a school subject. Rather, it will be taught in both Mathematics and/or Computer Science classes. Starting in Middle School, Mono-alphabetic and poly-alphabetic ciphers can be worked and discussed. High School and Undergraduate Mathematics shall provide students the necessary number theory background to learn Public Key Ciphers such as RSA and the ones to be discovered. Statistics knowledge shall be learned as a tool to cryptoanalzye ciphers. Computer classes shall enable students to write encryption and decryption programs. Additionally, programs that allow the cryptoanalysis of ciphers shall be created.            

It is my strong belief that cryptography – just as other subjects – shall be taught in an interactive manner. In particular, this allows students to discover ciphers by themselves. Students can easily encrypt or decrypt using keys of their choice. The interactive tutorial used during the cryptography unit allowed the students to work individually or in groups if necessary. This created a high degree of interaction among students - which is rather rare in a traditional classroom setting – that allows students to gain knowledge in a fast manner. Additionally, students have the opportunity to learn at their own pace. Attention must be paid, however, that teaching cryptography does not deteriorate to a click-on-buttons adventure. Tutorials must be viewed as tools that empower students to create or compute by themselves. Therefore, paper and pencil work and debating thought provoking questions is equally as important. Given sufficient programming knowledge, students should create their own ciphers and be in a position to discuss their security.    
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