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In 2014 then-UK Prime Minister David Cameron convened the first WePROTECT Summit.   He said, “the online exploitation of children is happening on an almost industrial scale.”  He called it, “a major international crime of our age.”  
Was he right?  You are the experts.  You are the front line in the fight against online child sexual exploitation worldwide.  You are doing incredible work and making great progress.  However, in my judgment we are losing this battle.

Let me defend that statement:

First, an explosion in child sexual abuse material online.  In 1982 the US Supreme Court held that child pornography was not protected speech, it was child abuse.  We created the nation’s first child pornography tipline in 1985.  Law enforcement cracked down, and it all but disappeared.  In 1989 I actually testified before Congress that child pornography was all but gone.  
But then along came the internet.  In 1998 we created a CyberTipline for online reporting.  I retired in 2012.  During my 28 years at the National Center we never handled as many as 1 million reports in a year.  Last year, the Center handled 8 million.  The Internet Watch Foundation in the UK reported last year that it found child sexual abuse material on more than 55,000 sites on more than 2,400 domains, and increase of 21% over 2015. 
How is that possible?  My theory is that not many years ago, prior to the internet, someone with sexual interest in children felt isolated, aberrant, alone.  Today, he is part of a global community.  He interacts online with people of like interests worldwide.  They share images, fantasies, techniques, even real children.  And they do it all with virtual anonymity.

Canadian researcher Dr. Michael Seto estimates that at least 1% of the male population is aroused by pedophilic stimuli (attraction to prepubescent children) and at least 3% by a combination of pedophilic and hebephilic stimuli (attraction to pubescent children).  There are 3.5 billion males on the planet today – 1% is 35 million people.  Even excluding the very young and the very old, the potential population at risk is enormous.   

Second, the increase in what we used to call child sex tourism.  In 1996 the Queen of Sweden convened the first World Congress on Commercial Child Sexual Exploitation which launched a global campaign to eradicate this problem.  Last year, 20-years later, I served on a global task force convened by ECPAT to examine this problem.  You will hear more details from Dorothy Rozga, ECPAT’s Director, on Friday, but let me provide you with a brief preview now.  

We found that the sexual exploitation of children in travel and tourism has actually gotten worse.  More children are victimized today and no country is immune.  And this problem has morphed and changed because of the internet and mobile technology.

Today, the problem involves tourists, business travelers, migrant workers, volunteers, and domestic travelers.  The victims are boys and girls, younger than before.  Offenders use their wealth to evade justice.  Law enforcement efforts are inconsistent, hobbled by weak laws and lack of coordination and information sharing.

Most interesting, the stereotypical offender profile – a white, western, wealthy, middle-aged pedophile – is out of date.  Some are pedophiles, most are not.  Offenders may be foreign or domestic, young or old.  Today, domestic and intra-regional travelers account for most of these crimes, and many are “situational” offenders who never thought of exploiting a child until given the opportunity.

International tourism has provided massive financial gains for most countries.  Yet, increases in global travel have also increased the threat to the world’s children.   
Third, live-streaming child sexual abuse.  Prime Minister Cameron said, “There are networks spanning the world, children abused to order.”  Three years ago a man in Sweden was convicted of the rape of children when he wasn’t even in the same country as his victims when they were assaulted.  He hired men in the Philippines to obtain children as young as five and assault them while he watched via streaming video and directed the action from his home in Sweden.  

Online streaming of the sexual abuse of poor children has become big business.  At last month’s World Congress at the Vatican, Cardinal Luis Antonio Tagle, the Archbishop of Manila, said that for many poor families allowing their children to perform online sex acts for strangers for money seems safer than selling them into prostitution where they will likely never see them again.  Cardinal Tagle called it “an excruciating choice.”    
Fourth, abuses in social media.  This is still a new phenomenon.  Facebook was only launched in 2004 and became widely available in 2006.  Today, it has 2 billion users.  Twitter was founded in 2006 and has 330 million users.  Tumbler began in 2007, Instagram in 2010, Snapchat in 2011.  
Social media has revolutionized communication and changed the world, mostly for the better.  But the unintended consequences are many, including cyberbullying, suicides among the young, sexting, sextortion, revenge porn, and a dramatic increase in online grooming of children for purposes of child sexual exploitation.  Social media sites set a threshold of 13 years of age for access, but far younger children are on social media today.

Fifth, the Dark Web.  Several years ago in its infinite wisdom the US government developed Tor, a tool to use the internet anonymously.  It was created for a noble purpose, protecting intelligence communications as well as protecting political dissidents and journalists from retaliation by repressive regimes.  However, political dissidents are not the only ones using these tools.  

Today, there is a secret internet for drug dealers, weapons merchants, extremists, traffickers, assassins, pedophiles and others.  This so-called “Dark Web” uses anonymizing tools to enable users to evade detection.  

We are making progress.  The founder of Silk Road, “the Amazon for drugs,” was sentenced to life in prison.  INTERPOL helped shut-down Alphabay, the Dark Web bazaar.  There are many others.  Yet, many sites are not down for long.  

Of particular concern are the pedophilia sites.  In 2014 Portsmouth University reported that while just 2% of Dark Web sites are pedophilia sites, they account for 83% of Dark Web traffic.  Whether that estimate is true or not, the one thing that is absolutely clear is that those who seek to harm children seek out situations in which they can be anonymous and put themselves at far less risk.  They are migrating to the Dark Web.

Fifth, the commercial sale of child sexual abuse material.  A decade ago triggered by the arrest of the operators of a child pornography site which had 70,000 customers paying $29.95 per month and using their credit cards, I called the Chairman of a major credit card company and asked, “how is this possible?”  He said, “we don’t know what these transactions are for, but if you can identify them for us in a timely way, we can stop the payments and shut down the accounts.  This is an illegal use of the payment system.”

So, we created a Financial Coalition of 34 credit card companies, banks, other payment providers and technology companies.  As we identified illegal sites with payment information, law enforcement would make purchases.  When the transaction went through, we would alert the payment company which would stop the payments and shut down the accounts.  Law enforcement would follow up with arrest and prosecution.

McKinsey Worldwide called commercial child pornography a multi-billion dollar industry.  We continued this process for 7 years.  Then the US Treasury’s Office of Terrorist Financing and Financial Crime emailed me, saying that in their estimation the problem had declined to “effectively zero,” less than $1 million per year.  They attributed this to enforcement and to industry’s eliminating the ability to collect payment.  
The companies wanted to hold a press conference and declare victory, but I resisted.  I feared that we hadn’t ended it, we just moved it.  Today, this illicit enterprise continues in the digital economy through the use of virtual currencies, particularly in the Dark Web utilizing unregulated, unbanked cryptocurrencies like Bitcoin, ZCash and others.
There are other examples.  But my point is that this problem today is worse than it has ever been, that there are more victims and they are younger than ever before, and that we have to do more.  What can we do about it?  Let me offer four challenges:
1 – The Challenge of Hidden Victims.
There is dramatic underreporting.  Experts estimate that sexual abuse reporting has climbed to 1 in 3, a 20 year high.  However, a report from Africa estimated reporting at 1 in 20.  Regardless we know that when sexual abuse is photographed and images posted online, reporting drops to virtually zero.  These children do not tell.  They are harmed when they are abused, and again every time their photo is redistributed.    

The first priority is always the arrest and prosecution of the offender, but it is not enough.  The images of the victim stay out there forever.  We need to interdict the images and remove them from the internet.  

Thanks to Microsoft and its PhotoDNA, we are using hash values, unique identifiers of digital images, to match images and remove content.  PhotoDNA is being used by 130 companies, including some of the world’s largest internet companies.  The number of images removed has doubled.  However, it ought to be in use in many times that many companies.  Help us persuade companies in your countries and regions to implement PhotoDNA and similar technologies.   

The top priority is victim identification, enabling more cases against offenders, and rescuing more victims.  The global hub for victim identification is INTERPOL’s extraordinary International Child Sexual Exploitation database, or ICSE -- 53 countries are now connected to ICSE.  That is progress but the number needs to grow.

2 – The Technology Challenge 
A century ago when the automobile was first introduced, many law enforcement leaders opposed it.  They said, “only the criminals will have the cars and we will be chasing on foot and on horseback.”  In many ways we are there again.   

Law enforcement cannot counter technology-based crimes unless it has advanced investigative technology itself.  We have to catch up.  We have to innovate.  We are making progress.  I am honored to serve on the board of an extraordinary nonprofit which is developing new technologies for law enforcement.  It is called Thorn, and was founded by actor, entrepreneur, philanthropist Ashton Kutcher.  

Thorn created an Innovation Lab in Silicon Valley working with technology companies to develop new tools for law enforcement.  An early innovation is called Spotlight, which is being used for link and pattern analysis in the fight against child sex trafficking.  

I am particularly enthusiastic about Thorn’s latest innovation, Solis, an investigative tool for the Dark Web, which some of you are using today and which is already demonstrating remarkable success.    

3 – The Challenge of Privacy versus Anonymity

I believe fervently in the right to individual privacy.  However, there are technologies today that make it virtually impossible for law enforcement to access data, even with probable cause and a warrant.  That is not acceptable.  

Several years ago, I met Tim Morris, then-Assistant Commissioner of the Australian Federal Police, now INTERPOL’s Executive Director of Police Services.  Tim said something I have never forgotten and repeat often.  He said there is a difference between privacy and anonymity.  I agree with him.  I believe that total internet anonymity is a prescription for disaster, and that it is possible to maximize individual privacy while still balancing it against the rights of children to be free from abuse.  

Determining the limits is difficult, but we have to do it.  In his speech at the recent World Congress, Pope Francis cited a “…mythical vision of the net as a realm of unlimited freedom.”  He said, “this has nothing to do with the exercise of freedom; it has to do with crimes that need to be fought with intelligence and determination, through a broader cooperation among governments and law enforcement agencies on the global level…”

He is right.  And that is my message to you today.  We need intelligence and determination, and we need broader cooperation on a global level.  That is the vision of INTERPOL and that is the vision of the WePROTECT Global Alliance.

4 – The Challenge of Poor Awareness
Public officials face many serious problems today, but online child sexual exploitation online is one of them and must be on the agenda of every national and world leader.  

Yet, few leaders understand it.  One official said to me, “child pornography, isn’t that really adult pornography, a 20-year-old made to look like she is 15?”  My response was, “not exactly.”  Of the thousands of victims identified through the National Center’s Child Victim Identification Program, three-fourths were prepubescent, including 10% infants and toddlers.  Just 24% were pubescent.  INHOPE, the global network of internet hotlines, reported 79% prepubescent, with 7% infants and toddlers and 21% pubescent.  
We have to change that.  We have to place these issues of the policy agendas of every global and national leader.

Today, children and young people represent more than ¼ of the world’s three billion internet users -- more than 800 million minors are online.  That number is growing.  Within two years, in India alone, more than 500 million people will have internet access.  Half will be children.      

I am honored to chair the WePROTECT Global Alliance, which includes 79 countries, 23 technology companies and 20 international organizations, including INTERPOL.  We are securing commitments from world leaders and supporting national and global action.  

This is not just a problem in the global north.  It is a problem that affects or will affect every nation. That is why I am proud that among the 79 nations which are part of the WePROTECT Global Alliance are countries like China, the Philippines, Colombia, Mexico, Ghana, Rwanda, Jordan, Saudi Arabia, the United Arab Emirates and others.  

This is not a problem that any single country or institution can handle alone.  It is a global crime.  It requires global cooperation.  But it also requires leadership in each country.  

Working with law enforcement leaders, WePROTECT has developed a Model National Response that you can adapt to fit the unique needs of your country.  We will help.   And you can help us.  If your country is not yet a part of the WePROTECT Global Alliance, urge your leaders to join the effort.   

In conclusion, let me say to you that this problem is massive and growing.  We are not going to be able to arrest and prosecute our way out of it.  We must think creatively and work collaboratively.

Technology has fundamentally altered the way those with sexual interest in children prey upon them.  But together we can change that.  We need vision, innovation and leadership.  INTERPOL is providing that leadership.  To INTERPOL and to all of you who devote your lives to combating crimes against children, thank you.  You should be proud of the extraordinary progress.  But there is much more to do.  
