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Good Morning everybody, and welcome to this first in the series of LiveCasts from Cisco Systems.  We are going to be spending the next 20 minutes talking about security. In this presentation I am going to cover security threats and look at some of the possible solutions. My name is Paul King and I am the security advisor here at Cisco in the UK. We’re using LiveCast Technology and if anybody has any questions during the presentation just submit your question and we’ll get them up on our electronic scoreboard, and I’ll try and take questions as we go. So if am talking to fast or I am going into to much detail or I am using terms that you are not familiar with, just interrupt and I’ll try to answer any questions. 
Finally, I’m going to mention various products at various stages during the presentation please don’t worry about those because the website that we will refer you to after the presentation will have all that information on. So if there are any products or acronyms please just look for that at the end and we’ll cover all of those later. 
So the first thing that I want to talk about then is the looking discussion around the threats themselves. So how are they evolving, what are the current threats, and right up front because I’m not quite sure how broad the audience is I will put one caveat in on everything I’m going to talk about.

I’m going to be talking about threats to business. What I can’t answer is whether these threats are realistic to you, so you have to decide yourselves for your business whether the threats that I am talking about are real, or whether they are things that you feel that you can cope with in your business, so I’ll give you an example. You might be worried about foreign governments attacking your network, let’s go to one extreme. Now if that’s the case you are going to have a different threat profile, to, say, someone who makes ball bearings in Birmingham who might just worry about employees downloading viruses and bringing the network down. That’s what I mean about the range of threats, but you, your business has to try and cope with that one itself – I can’t answer that. 
So, one of the biggest changes that I think we can all agree on for threats is that we are seeing organised crime enter this arena of using technology to try and make money. That’s in itself a shift that has happened over the last few years, whereby criminal gangs can make money out of using this technology. So that answers one of the questions as to why they would attack you. The answers simple; they might attack you because they might make money out of you. It’s as simple as that. 
Now if you are a bank, then it’s relatively obvious they will try and attack you to try launder money, steal money, move money around. If you are a smaller company they might still attack you for instance with a Denial of Service attack, whereby they take down your network if they think you might pay. And this could also cover blackmail. So for instance how about if I sent you a word document with an exploit in it, and that word document went onto your computer, went on to your hard drive and encrypted all your word documents and all your excel spreadsheets. How about if I then deleted them all and then asked you for some money to give you the key to unlock all of those documents? It would be a form of blackmail, and it’s an attack that’s happened. How much would you pay to get that information back – how much would they ask £50 – £200? I don’t know. So that’s one of the big changes. 
The other thing we are seeing now is much more of the so called Day Zero, or sometimes called Zero Day attacks whereby the anti virus software is not updated with the very, very newest signature, and/or has never seen the attack before. And we’ve seen that recently with some of the exploits on one or two of the operating systems where the vulnerabilities have been coming out, the exploits have been coming out quicker than the anti virus gets updated. So you have this window of opportunity, or this window of exposure where your anti virus is out of date and yet there is a new attack. So that’s another form of threat that’s changed. 
The other thing we are seeing is that we are seeing much more concerted or what we call targeted attacks, now one of the things you might see in the media, one of the phrases, is I guess most people have heard of phishing which is the sending out of a large number of emails hoping that one or two people will click on a URL and then enter a user name and password. That’s a very broad attack, everybody’s seen that. There’s something new now that some people are calling spear phishing or targeted attacks whereby instead of sending out a blanket email to everyone, so for instance, maybe an attack, say, on big pay or something like that and we receive it and we say I haven’t got an account with Bid Pay, I’ll delete it, I actually send you a targeted email that you are expecting so maybe you are going to a conference or maybe you are part of an industry group, I will send you an email purporting to be from that group, and they try and fool you into opening an email that way.  So that’s another new form of threat. So that’s enough really about threats. I can’t answer in great detail without knowing about your business. 

But then we what we have to move onto is that another area of that is… who is attacking you? I mentioned this at the beginning so maybe we are worried about organised crime that depends, maybe we are worried about the loss of intellectual information. Maybe we are working on a new project or a takeover perhaps and were worried that the information might leak, so we are worried about a corporate espionage. One of the things that has definitely changed though is that we are dealing potentially with experts, and that’s something that companies must take account of. Now how do you weigh up the risk for your company? Because, the most difficult question I would say in security is not whether you can be 100% secure or not, because quite honestly I don’t think you can be 100% secure, the question is, are you secure enough? And that’s a very difficult question to answer. Are you secure enough? How much risk is your business willing to take? That’s a very tough question and one that exercises quite a few boards around the country. 
So the analogy that I would like to put forward on that is the question that’s similar, which is how much reliability do you want from your network, how much resilience do you want, do you want to know if, do you want your network to be 100% reliable with no single point of failure? Now I’m from IBM and 15 years ago a big bank might go along and say I want a 100% reliable network, 365, 24/7, something like that, and then when they see the bill to how much it would cost to have a 100% reliable network most companies then say actually we don’t need 100% what we would accept is 99.999% so that’s part of what you got to do with this risk assessment for security, you cant have 100% so where are going to sit in terms of how much?
Now I’ve got a question so just excuse me while I look at the electronic scoreboard. We’ve got a question here from JF who wants to know, his firewall flags up Trojan hacks twice a week, should he be worried? Well this highlights one of the issues that I was going to bring up later on, which is the question of false positives. So one of the things that is very difficult is to work out what is the real attack and what is the false positive? In Cisco we refer to that as not the problem of detecting the attacker, it’s actually finding the attacker. Let me give you an example, if any of you have got broadband at home, if any of you have a firewall, and you look at the logs on the firewall, if you don’t then maybe you might want to try this, then you would find this that your home broadband will be scanned roughly every 20 seconds so between every 15 and 20 seconds someone is scanning your computer, your broadband network. Now that doesn’t mean they are attacking you, it means it is part of a scan. 
So go back to the question from JF, whether or not that is a true alarm on your firewall that you are getting twice a week. For me it would depend on what the IP address is that’s attacking you. What I mean by that is that there will be an IP address from where the attack came from or where the scan came from, you can use one of the many tools on the internet to find the source or the name of that IP address, and I would suggest that that would give you your clue as to whether its just a standard scan or whether somebody really is trying to attack you. A tool for those of you who are interested in this, a very good tool is Sam Spade which is a bit of freewear, and that would allow you to look up an IP address. If an IP address comes from a broadband network, and you can normally tell by the name, then I would suggest that it’s just a standard scan.
So let me move on then back to this question of threats and risks. I think it might be useful, when you are trying to assess how secure your network is for you to think about putting the risks or threats into 3 broad categories. You might like to try this when you are thinking of the threat. Is the threat something that affects the productivity of your company? If so I would characterise that as a CIO problem. Now you might be a very small organisation, you might not have a CIO, but just characterise that as something that affects productivity. It takes the workforce down, it takes the network down, you loose data, if you loose data do you loose business? That’s an open question. The next one is something that affects the value of your company. We might characterise that as a CFO problem that would be a problem for the Financial Officer, so that would be a loss of confidence probably, or the loss of data. If your company relies on credit cards, what if you lost your customers credit card details… that would probably have a very big impact and have an adverse affect on your company. 
And then finally, something that affects the reputation, this could be all three of them, but we would refer to that as a CEO problem, because once you have lost the trust of your customers, then you are in a very, very tight position for regaining that trust.


So that’s perhaps some of the areas that you might try and look at for the risks, the threat. 

Let me look to the scoreboard for another question. David has asked our Firewall seems to slow down our system to a great extent, should we question it? Yeah, I would be surprised if a Firewall should slow down the performance, nearly all firewalls these days are solid states, they don’t really run with a hard drive or anything like that, they run in silicon, so really they should be operating at wire speed. I don’t know which Firewall you’ve got but yes I would expect any Firewall these days to be capable of running at wire speed, so yes you should be questioning that. 
Bill has asked how can Cisco protect a company, and keep the network secure whilst on the internet. I am going to come back to that question Bill actually in the next subject, so just hold on there and I will come back to it.

So we’ve just discussed a few of the threats, and the risks. Let’s move on now to some thoughts about how we might do it. Cisco’s approach here is often referred to as the Self Defending Network which is a strategy, an architecture and some of the things about that is to try and get the products in your network to work together and also to work automatically and reactively. A lot of customers can’t afford to have teams of security experts protecting them, and consequently, Cisco is trying to make these systems much more intelligent, working together to try and protect you. Let me go through now some of the simple examples; so, one of the first things would be VPN. A Virtual Private Networking or VPN. I would suggest that anyone who has a laptop, probably wants to use wireless, which I think is a great thing, certainly I have wireless on my laptop, everyone in Cisco uses wireless and that has great productivity improvements. However, if you are using wireless in a public hotspot, then you must use a VPN product. 
A VPN product will encrypt from your laptop so that nobody can read it, all the way to the central site. Now this isn’t complex technology, the VPN client is free from Cisco if you happen to use Cisco there are other things you can do, the VPN client is free, and that will encrypt everything back to the centre. In the centre, the new Firewalls these days, from Cisco, the product will be called the Adaptive Security Appliance, or the ASA, that supports VPN, so not only is it a Firewall, its also the VPN. So that is the machine that you will connect to. And Bill, to answer your question, that is how you keep secure on the internet by using VPN technology so that nobody can intercept your communications. Most importantly, nobody can intercept your log on. So be aware, if you are using a public wireless hotspot and you haven’t got VPN technology everyone can read what you are doing. That’s not necessarily a problem, but be aware, everyone can read what you are doing. 
At the recent Networkers conference at Christmas, where all the Cisco customers go, the technical guys, you’d be amazed how many of the technical people turn up and still use Wireless in the clear so that all of their communications can be seen. Not advisable. Now there is a second thing that we would advise to protect your laptop while it’s on the move and that is this problem of attack before the anti virus gets updated. Now we use anti virus in Cisco, you’d expect us to but we also use a second product as well called Cisco Security Agent. Cisco Security Agent, CSA is an intrusion prevention software that runs on the laptop or on the server. And the purpose of it is to protect your machine, while it hasn’t been patched. So, this is most important, I am not suggesting that you don’t need to patch, you definitely do need to Patch. You definitely need to have anti virus and you definitely need to keep your anti virus up to date, however, you are still protected, while those are out of date, with CSA. And, we use that internally. CSA has got extra advantages as well, for instance, would you like to control, or monitor, your employees, use of USB drives? In other words, are they potentially copying things, that they shouldn’t, to or from the USB drive? It’s a very common way of bringing viruses into a network for instance. CSA, because it monitors all system activity, if you want could monitor the USB to detect people reading or writing from the USB drive. One final advantage of CSA is that all the alerts, everything that happens gets stored in one central place and you can then run a correlation engine, to work out what is then going on across your whole network. 
Now, for smaller companies, who may think that this is a bit too much of a management overhead, there are plenty of Cisco partners who offer this as a managed service, so that you don’t need to worry about the management, some of our partners will manage that for you. 

So moving on, just before I move on to that, let me just give you a quick example. The recent Microsoft vulnerabilities that have been announced, they would not be venerable on CSA protected machines. So if you had CSA on your laptop, you wouldn’t be vulnerable to the recent exploits that are circulating on the internet. Just as an example. Nor would you have been vulnerable to Code Red, nor would you have been vulnerable to Nimda, etc. Or Slammer, or Sassa. Just a final thought there, if I ask you for your servers, which are the servers that you update last on your network? Most customers tell me that the last server to get updated is their most important server, because you have to test the patch for the longest period and because it’s so important, you cant take it down to put the patch on. Now that’s a bit ironic, but one of the main uses, potentially, for CSA is to give you protection on your server during that period. 
So lets move on to another area. Which is Network Admission Control. NAC. NAC is basically an architecture to check the devices, PC’s, Laptops, Servers, before they connect to the network. Now the most important word there was before they connect to the network. So the Cisco network will check the PC or the Laptop against your policy, now policy can mean patching, it can mean other software programs, it can mean anti virus signatures, and depending on whether you think it complies or not, then the network will either let the device on, or it will force the devise to go to a quarantine area, where it will get updated. So that’s Network Admission Control. That doesn’t actually need any extra products other than the correctly configured and correctly patched Cisco product, so a standard Cisco switching product will do that one. 
Alternatively, if some of you think that that is too much, then there is another alternative which is called Cisco clean access, and this could be thought of, if I over simplify, as NAC in a box, so that can either go inline or offline, and it can check all the laptops, and all the PCs before they can access the network. This is very, very common in, Universities, halls of residence, Public Libraries where you want to check PCs before they access. So that’s Cisco clean access. 

I’ve got another question, and we’re nearly out of time so I’ll just take this question, Chris has bought a laptop with a fingerprint log in, is this better than passwords? Yeah, that’s a good question Chris, I am sitting here with a laptop that also has fingerprint protection on it as well. If I am brutally honest, I am a little bit nervous as to how the fingerprinting algorithms have been inputted and probably my biggest worry is in the reliability if something goes wrong with the fingerprint software, so personally, if you use a password that is at least 8 characters, mix in numbers, punctuation and so on then I think that you are probably well above any worries. So my personal opinion, go for a good password. 
So that was Network Admission Control, and Cisco Clean access, moving on then to another area that’s very popular at the moment which is the, a lot of customers now are migrating, some of you maybe familiar now with the Pix Firewall, that’s the Cisco Firewall, the Pix Firewall, that’s now got a new replacement, which is the ASA, the Adaptive Security Appliance. It’s roughly in the same price bracket as the Pix, the mid range Pix, however, it also offers a VPN and also can offer intrusion protection as well. So the difference with the ASA, the Adaptive Security Appliance, is this is one box, one management and it does absolutely all the security needs in terms of the Firewall, VPN and intrusion prevention. 
Moving on then to what is probably my favourite product of the year, so if I were allowed to tip a product then it would probably be this one, which is the Cisco Monitoring Analysis and Response System which is a mouthful, and we refer to it as MARS and it is effectively a security incident management tool in a box. So you buy this as an appliance, it’s a single box, you just plug it in, plug it into your network, and you send all of the log information off your network to this appliance. So that’s your CIS logs, your servers, your laptops, your Firewall logs, your Router logs, Switch logs, send them all to this device, the Cisco MARS, it will do a couple of things; first of all it will correlate all that information and automatically draw a network topology for you. So first of all it will draw a picture of your network, and it will describe what your network looks like. Secondly, it will then look between all those different sources of information, for any potential incidents, so effectively it’s going to augment your security services if you have any security experts, by automatically trying to find incidents on your network. And when it finds one it will flag it to you, it will highlight it to say, someone’s potentially got a virus, here’s the IP address, it will then show you a dynamic topology picture which is what we call an attack tree, to show you where the PC is, which switches its going through, which routers its going through, and it will actually recommend what you should do. Now that’s a fantastic new area for us to go in, at the price point. 
This sort of technology is available, but previously it has been very, very expensive, and its needed a lot of consultancy and its needed a lot of expertise to install. The difference is, this would be up and working within a couple of hours, and does not need great expertise to run. So that’s the Cisco MARS. Final point on there, something slightly more technical for some of the techies on is that the product supports netflow. For those of you who know netflow, you’ll understand what that is, for those of you who don’t know what netflow is, let me explain; it’s a free piece of auditing functionality that is on Cisco routers. So Cisco routers generally support netflow, and you have to turn it on as a feature. When you turn it on, you get the following information; you get the source IP address, the destination IP address, the source and destination ports, and the application. Now, that’s for accounting purposes, that’s very, very interesting information, it describes everything that everybody did. We send that into the MARS, that I have just been talking about, and it will also correlate that information, to work out if there is potentially a Trojan or something like that. 
If you remember right at the start of this talk, I mentioned targeted email attacks, this is where somebody will send you a very specific attack to your email address. If that attack was successful, then the person would probably have installed a Trojan. If they have installed a Trojan then the challenge I would give most organisations is how would you know? How would you know, how many Trojans are there on your network, how many PCs have got Trojans on them? It’s a very tough question. And I would suggest that the use of netflow and the use of MARS would be one of the ways that you could satisfy yourself about whether or not there are any Trojans on your network.

I’ve got another question, so I’ll just have a look at this. Mary’s asked, is there a website where I can read more information. Yes there is going to be an area after this broadcast has finished, this unit where you are watching me now will turn into a registration page where you can just click to register. Alternatively, just send in an email and we will make sure that it does work from there, but when the broadcast is over you will be able to click to register for more information. 

Right, moving on, the next thing that I would like to talk about very briefly and I am not going to go into huge detail on this because I don’t know the scope of how much of the audience would be interested, but there is another new function that has been announced from Cisco, in conjunction with Trend. Some of you may know Trend, they are a big anti virus vendor, and we’ve announced something called Cisco Incident Control System. And what this does in a nutshell is you put an appliance, you put a box on your network, it talks through the internet to Trend, and as soon as they see any new attacks or viruses, they update the information on that box, and automatically reconfigure certain security devices on your network. So if I give you a really simple example, if a new worm breaks out on the internet, Trend will notice it within minutes, they will then update the box on your network, which will then tell the routers and switches, to put an ACL, an Access Control List on, to deny the port, or to deny the attack. Now that’s really when we really start getting to this thing when we talk about the Self Defending Network. So I’ll just reference that again, that’s, Cisco Incident Control System, ICS, Cisco ICS.  

Now, I’ve got another question; John, How can you tell if my PC and network are secure? That’s a fantastic question John, the main thing there is to go back to what I said at the start, is how secure do you need it to be? So how secure do you want it to be, do you want to be able to protect it against your kids, or are you trying to protect it against organised paid hackers? Once you’ve answered that, then we can decide what level of tests you want. I would suggest that there are two sides to this, first of all there’s to review your policies, so that you’ve worked out what the threat is and how you’re countering it, and then a very important part of all of this is to then carry out a security audit. Many companies do that, Cisco does this, other companies do it as well, whereby you challenge someone to look at your policy and then check that the implementation is right. Now, if you are a home user or a very small user, then that’s probably going to be a little bit over the top and a little bit expensive for what you want, in which case I would then point you to using techniques like clean access, that I mentioned earlier, because part of clean access is to scan your PC for you and tell you about any vulnerabilities it finds. So then I would go for commercial scanning tools, of which Clean Access will do that. You can also run scans against yourself using freeware as well. One of the things I often advise people to do is you might as well use the tools that the hackers use, so if you know the scanning tools that they use then you might as well run those scanning tools against your network to see what you might find. 
I’ve got another question from Catherine, how can you secure your company’s wireless? Well, Catherine, if we use Cisco as an example, Cisco’s locations are wireless, we’ve been using wireless for five or six years now, and we’re using variations of the WEP, WEP protocol, with enhancements, we use, EAP Fast is the technical phrase, but its probably outside the scope of doing it in the next minute or two but if you contact us offline then we can describe the additional security measure that can be configured to secure your wireless. Like I said, all of us here at Cisco use it, many, many organisations around the world are doing it now, as long as its configured properly that’s the most important thing. Have a policy, tell people how to do it properly and that’s probably the best way. 

So, the very, very last thing now just before I wind up is to say on DDoS attacks and to be quite honest we’ve run out of time, so I’ll just mention it very quickly, which is to on the Denial of Service attack, you should really be asking your service provider how they are protecting you against a Denial of Service attack. I personally don’t think that it is something that you can do yourselves; it’s something that your ISP has to do for you. 
So, that brings it to an end, after this has finished you can click on this area to get further information, alternatively, just send us an email, and don’t forget that this is the first of the series, so we are going to do two more of these, its going to be the same place, same time, and the one next week will be from one of my colleagues, Mr Frost, who’s going to be doing communications, and the one after that is going to be on connecting mobile users. So, don’t forget when this is finished, if you click on the ad unit that you are watching me in now, you will be able to then get further information. Ok, thank you.
