Comments on “Policy and Planning or Owner-Controller Transactional Framework for Credit Card”
· In the section of the policies required for authentication, it is a password-based authentication system to identify the legitimate access by the credit card company. What does it happen if the password is lost? How to manage the passwords? Please explain.
· In the section of the policies required for authentication, there is a requirement for a third party to be able to decrypt a user’s information. Does this third party own the user’s information or able to get the user’s information without user’s consent? Please explain.
· In the section of backups, backups are mandatory for the information in the card and are encrypted with the owner’s public key. What does it happen if the owner’s private key is lost? How to help the owner to manage his/her keys? Please explain.
· Would it be possible explain more in detail about how role based access control system can be implemented?

· Since the scenario is restricted to a very small area (credit card transactions only), there is not many security holes that we can find in this scenario.
The comments for the assignment 1 for sl. no.7 and 8 are as follows :

No. 7 : Policy and Planning for Owner-Controlled Transactional Framework for Credit Cards

1.
How to authenticate a user for online purchase if biometric authentication is used? 

2.
How to ensure that a card company does not get access to other card company’s information? 

3.
How the credit card companies will update the file of a user in case they wish to suspend, cancel, and increase or other way modify the credit line. 

4.
How and when to update the card information in case of a payment by the user. 

5.
How the card companies are going to trace a user in case of no-show? 

6.
How, where and how long the card companies are going to keep the information of a defaulter? 

7.
How the card companies are going to share the information of a defaulter? 

8.
In case the credit information on the device is corrupted, how to modify them if there is no super user?

