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Security Compendium version (2017-03) is based on version (2016-09) and is amended as follows

	Catalogue of approved ITU-T Recommendations related to telecommunication security

	New and revised items for the Part 1 of the Security Compendium:

	All references to Questions of Study Groups are relevant to T17 i.e. to study period 2017-2020.


	Rec
	Date
	Temp
	Title
	Main purpose and security aspects
	Question
	Source/Note

	X.1051
	(2016-04)
	X.ism
	Information technology – Security techniques - Code of practice for Information security controls based on ISO/IEC 27002 for telecommunications organizations
	Rec. ITU-T X.1051 | ISO/IEC 27011   a) establishes guidelines and general principles for initiating, implementing, maintaining, and improving information security controls in telecommunications organizations based on ISO/IEC 27002;   b) provides an implementation baseline of information security controls within telecommunications organizations to ensure the confidentiality, integrity and availability of telecommunications facilities, services and information handled, processed or stored by the facilities and services.   As a result of implementing this Rec. | IS, telecommunications organizations, both within and between jurisdictions, will:   a) be able to assure the confidentiality, integrity and availability of the global telecommunications facilities, services and the information handled, processed or stored within the global facilities and services;   b) have adopted secure collaborative processes and controls ensuring the lowering of risks in the delivery of telecommunications services;   c) be able to deliver information security in an effective and efficient manner;   d) have adopted a consistent holistic approach to information security;   e) be able to improve the security culture of organisations, raise staff awareness and increase public trust.
	Q.3/17
	revised, published

	X.1033
	(2016-04)
	X.gsiiso
	Guidelines on security of individual information services provided by operators
	Addresses security aspects of the information services provided by telecommunication operators. In the transformation from providing traditional basic telecommunication services to providing comprehensive information services, operators have expanded their services to include content services and information and communication technology (ICT). These new services not only change the operational models but they also add new security issues to be resolved. This Rec. provides guidelines on the security of the individual information services provided by telecommunication operators. The scope of this Rec. covers the classification, security requirements, mechanisms and coordination of individual information services.
	Q.2/17
	published

	X.Sup.27
	(2016-09)
	X.sup-gisb
	Supplement - Best practice on governance of information security – Case of Burkina Faso
	Describes a best practice case for the implementation of guidelines provided by ITU-T X.1054, which provides concepts and guidance on the principles and the processes for the governance of information security, by which organizations can evaluate, direct and monitor the management of information security. This Supp. shows how X.1054 is implemented in an organization, in particular the government of Burkina Faso, to set up a model for the information security governance. It also provides a mapping between the model, principles and processes of X.1054.
	Q.3/17
	published

	X.Sup.28
	(2016-09)
	X.ticsc
	Technical measures and mechanisms on countering spoofed calls in the terminating network of voice over long term evolution
	Gives an overview of spoofed calls in the Internet protocol (IP) multimedia subsystem (IMS) network, analyses several aspects of existing threats and new technical difficulties, and also proposes technical measures and procedures to counter spoofed calls.   This Supp. only focuses on spoofed calls in the terminating network of voice over long term evolution (VoLTE), where there are no reliable trust mechanisms. The proposed measures and anti-spoof application servers (ASs) described are all targeted towards the IMS network.   Compliance with all relevant laws and regulations should be considered before adopting the measures discussed in this Supplement.
	Q.5/17
	published

	G.1050
	(2016-07)
	G.NIMM
	Network model for evaluating multimedia transmission performance over Internet Protocol
	Describes an Internet protocol (IP) network model that can be used for evaluating the performance of IP streams. The focus is on packet delay, delay variation, and loss. IP streams from any type of network device can be evaluated using this model. The following are possible uses for Rec. ITU-T G.1050:   – simulation of real-world IP network impairments (packet delay variation and packet loss characteristics);   – testing of any type of IP stream(s) under simulated network conditions using pcap files. The IP stream(s) can be evaluated using standard test cases or user-defined simulated network conditions;   – testing of any type of IP stream using hardware emulation of simulated network models using standard test cases or user-defined simulated network conditions. This revision of Recommendation ITU-T G.1050 (edition 4) replaces Recommendation ITU-T G.1050 (2011-03) in its entirety.
	Q.13/12
	revised, published

	X.1258
	(2016-09)
	X.eaaa
	Enhanced entity authentication based on aggregated attributes
	Introduces the concept of attribute aggregation to allow an entity to aggregate attributes from multiple IdSPs. Attribute aggregation is the mechanism of collecting attributes of an entity retrieved from multiple identity service providers. Attribute aggregation is needed to aggregate the attributes dynamically on demand. IdSP can realize the aggregation request when an entity wants to get a service. Further on, an entity-centric attribute aggregation mechanism could also be applied to the authentication for mitigating privacy leakage.
	Q.10/17
	published

	X.1542
	(2016-09)
	X.simef
	Session information message exchange format (SIMEF)
	Describes an information model for the session information message exchange format (SIMEF), explains the rationale for using this model, and provides an associated data model specified with an extensible markup language (XML) schema.  SIMEF is a data model to represent session information exported by security systems such as firewalls.  The SIMEF defines a data model representation for sharing transport layer session log information about centralized network security management and the security information exchange system. An implementation of the data model in the extensible markup language (XML) is presented, an XML document type definition (DTD) is developed, examples are provided.  .
	4/17
	published

	X.1641
	(2016-09)
	X.CSCDataSec
	Guidelines for cloud service customer data security
	Provides guidelines for cloud service customer (CSC) data security in cloud computing, for those cases where the cloud service provider (CSP) is responsible for ensuring that the data is handled with proper security. For some cloud services the security of the data is the responsibility of CSCs themselves. In other cases, the responsibility may be mixed. In some cases the CSP may be responsible for restricting access to the data, while the CSC remains responsible for deciding which cloud service users (CSUs) should have access to it, and the behaviour of any scripts or applications with which the CSU processes the data. This Rec. identifies security controls for CSC data that can be used in different stages of the full data lifecycle, or when the security level of the CSC data changes.
	8/17
	published

	X.1038
	(2016-10)
	X.sdnsec-2
	Security requirements and reference architecture for software-defined networking
	Supports security protection and provides security requirements and a reference architecture for software-defined networking (SDN). This Rec. identifies new security threats as well as traditional network security threats to SDN, defines security requirements, provides possible security countermeasures against new security threats, and designs a security reference architecture for SDN.
	2/17
	published

	X.1039
	(2016-10)
	X.tigsc
	Technical security measures for implementation of ITU-T X.805 security dimensions
	Many organizations in developing countries as well as developed countries may have difficulties in implementing the high-level dimensions described in Recommendation ITU-T X.805. Recommendation ITU-T X.1039 is aimed at providing a set of security measures to implement the high-level dimensions. It also provides technical implementation guidance for security measures that can be used to improve organizations' security response capabilities. A set of security measures described in this Recommendation could assist organizations in managing information security risks and implementing technical dimensions. The audience of this Recommendation includes, but is not limited to, those individuals responsible for implementing an organization's information security dimensions.
	2/17
	published

	X.1085
	(2016-10)
	X.bhsm
	Information technology — Security techniques — Telebiometric authentication framework using biometric hardware security module
	Rec. ITU-T X.1085 | ISO/IEC 17992 describes a telebiometric authentication scheme using a biometric hardware security module (BHSM) for the telebiometric authentication of the person who presents the BHSM as the owner of an ITU-T X.509 certificate embedded in the BHSM as registered with the Certification Authority (CA). This Rec | IS provides the requirements for deploying a BHSM scheme to provide secure telebiometric authentication within public key infrastructure (PKI) environments. The scheme provides assurance for telebiometric authentication using biometric recognition integrated into a hardware security module. It also provides ASN.1 definitions that allow the biometric authentication to be incorporated into an ITU-T X.509 framework to authenticate the user as the owner of the ITU-T X.509 certificate.
	9/17
	prepublished

	X.1087
	(2016-10)
	X.tam
	Technical and operational countermeasures for telebiometric applications using mobile devices
	Provides a framework to ensure security and reliability of the flow of biometric information for telebiometric applications using mobile devices. This Rec. defines 12 telebiometric authentication models depending on the configuration of the biometric sensor, the mobile device, and the server. It also specifies the threats in the operating telebiometric systems in the mobile devices and proposes a general guideline for security countermeasures from both the technical and operational perspectives in order to establish a safe mobile environment for the use of telebiometric systems. The following topics are addressed within the scope of this Rec.: - Telebiometric security reference models in operating telebiometric systems using a mobile device including cloud computing services. - General related threats and countermeasures to ensure security and reliability for telebiometric applications using mobile devices.
	9/17
	published

	X.500
	(2016-10)
	
	Information technology – Open Systems Interconnection –The Directory: Overview of concepts, models and services
	ITU-T X.500 | ISO/IEC 9594-1 introduces the concepts of the Directory and the DIB (Directory Information Base) and overviews the services and capabilities which they provide.   The Directory provides the directory capabilities required by OSI applications, OSI management processes, other OSI layer entities, and telecommunications services. Among the capabilities which it provides are those of "user-friendly naming", whereby objects can be referred to by names which are suitable for citing by human users (though not all objects need have user-friendly names); and "name-to-address mapping" which allows the binding between objects and their locations to be dynamic. The latter capability allows OSI networks, for example, to be "self-configuring" in the sense that addition, removal and the changes of object location do not affect OSI network operation.
	Q.11/17
	revised,  published

	X.501
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Models
	Rec. ITU-T X.501 | ISO/IEC 9594-2 provides a number of different models for the Directory as a framework for the other Recommendations in the ITU-T X.500-series. The models are the overall (functional) model, the administrative authority model, generic Directory Information models providing Directory User and Administrative User views on Directory information, generic Directory System Agent (DSA) and DSA information models and operational framework, and a security model.
	Q.11/17
	revised,  published

	X.509
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Public-key and attribute certificate frameworks.
	Rec.ITU-T X.509 | ISO/IEC 9594-8 defines frameworks for public-key infrastructure (PKI) and privilege management infrastructure (PMI). It introduces the basic concept of asymmetric cryptographic techniques. It specifies the following data types: public-key certificate, attribute certificate, certificate revocation list (CRL) and attribute certificate revocation list (ACRL). It also defines several certificates and CRL extensions, and it defines directory schema information allowing PKI and PMI related data to be stored in a directory. In addition, it defines entity types, such as certification authority (CA), attribute authority (AA), relying party, privilege verifier, trust broker and trust anchor. It specifies the principles for certificate validation, validation path, certificate policy etc. It includes a specification for authorization validation lists that allow for fast validation and restrictions on communications. It includes protocols necessary for maintaining authorization validation lists and a protocol for accessing a trust broker.
	Q.11/17
	revised,  published

	X.511
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Abstract service definition.
	Rec.ITU-T X.511 | ISO/IEC 9594-3 defines in an abstract way the externally visible services provided by the Directory, including bind and unbind operations, read operations, search operations, modify operations, operations to support password policies and operations to support interworking with lightweight directory access protocol (LDAP). It also defines errors.
	Q.11/17
	revised,  published

	X.518
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Procedures for distributed operation.
	Rec.ITU-T X.518 | ISO/IEC 9594-4 specifies the procedures required for a distributed directory consisting of a mix of Directory System Agents (DSAs) and lightweight directory access protocol (LDAP) servers acting together to provide a consistent service to its users, independent of the point of access. It also describes procedures for protocol conversion between the directory access protocol/directory system protocol (DAP/DSP) protocols and the LDAP protocol. It specifies the behaviour of DSAs taking part in a distributed directory consisting of multiple Directory systems agents (DSAs) and/or LDAP servers with at least one DSA. The allowed behaviour has been designed to ensure a consistent service given a wide distribution of the DIB across a distributed directory. Only the behaviour of DSAs taking part in a distributed directory is specified.
	Q.11/17
	revised,  published

	X.519
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Protocol specifications.
	Rec.ITU-T X.519 | ISO/IEC 9594-5 specifies the Directory Access Protocol (DAP), the Directory System Protocol (DSP), the Directory Information Shadowing Protocol (DISP) and the Directory Operational Binding Management Protocol (DOP) which fulfil the abstract services specified in Rec. ITU-T X.501, X.511, X.518 and X.525. It includes specifications for supporting underlying protocols to reduce the dependency on external specifications. The protocols may be encoded using all standard ASN.1 encoding rules.
	Q.11/17
	revised,  published

	X.520
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Selected attribute types.
	Rec.ITU-T X.520 | ISO/IEC 9594-6 defines a number of attribute types and matching rules which may be found useful across a range of applications of the Directory. One particular use for many of the attributes defined is in the formation of names, particularly for the classes of objects defined in Rec. ITU-T X.521 | ISO/IEC 9594-7. Other attributes types, called notification attributes, provide diagnostic information. This Rec | IS defines context types which supply characteristics associated with attribute values. It also includes definitions for lightweight directory access protocol (LDAP) syntaxes relevant for attribute types and matching rules.
	Q.11/17
	revised,  published

	X.521
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Selected object classes.
	Rec.ITU-T X.521 | ISO/IEC 9594-7 defines a number of selected object classes and name forms which may be found useful across a range of applications of the Directory. The definition of an object class involves listing a number of attribute types which are relevant to objects of that class. The definition of a name form involves naming the object class to which it applies and listing the attributes to be used in forming names for objects of that class. These definitions are used by the administrative authority which is responsible for the management of the directory information.
	Q.11/17
	revised,  published

	X.525
	(2016-10)
	
	Information technology – Open Systems Interconnection – The Directory: Replication.
	Rec.ITU-T X.525 | ISO/IEC 9594-9 specifies a shadow service which Directory system agents (DSAs) may use to replicate Directory information. The service allows Directory information to be replicated among DSAs to improve service to Directory users. The shadowed information is updated, using the defined protocol, thereby improving the service provided to users of the Directory.
	Q.11/17
	revised,  published

	G.808
	(2016-11)
	
	Terms and definitions for network protection and restoration
	Provides terms, definitions and abbreviations used in Rec.s that describe network protection and restoration. It contains a list of the definitions and abbreviations introduced in Rec.s associated with network protection and restoration. This Rec. can be considered to be a companion to Rec.s ITU-T G.870/Y.1352, ITU-T G.8001/Y.1354, ITU-T G.8081/Y.1353 and ITU-T G.8101/Y.1355. The goal of this Rec. is to be a single normative source for terms in this subject area.
	Q.9/15
	published

	Y.2773
	(2017-02)
	Y.dpiper
	Performance models and metrics for deep packet inspection
	Specifies the performance models and metrics for deep packet inspection in evolving networks. It specifies deep packet inspection- (DPI-) specific performance models and measure point of DPI performance metrics. It also specifies categorization methods of DPI performance metrics. Furthermore, a DPI performance description template and DPI specific performance metrics are specified in this Recommendation.
	Q.7/13
	prepublished

	I.630
	 (1999-2)
	
	ATM protection switching
	Provides architectures and mechanisms of ATM VP/VC protection switching and ATM VP group protection switching. The architecture includes the extent of the protected domain, arrangement of protected domain, and resource allocation policies. The mechanism includes protection switching trigger, hold-off mechanisms and protection switching control protocol. The modelling methodology defined in ITU-T G.805 and ITU-T I.326 is used for describing the ATM VP/VC protection switching architecture and ATM VP/VC group protection switching architecture given in this Recommendation.
	Q.9/15
	published

	I.480
	(2000-03)
	I.cbp
	1+1 protection switching for cell-based physical layer
	provides architecture and mechanisms for 1+1 protection at the Physical Layer for ATM cell-based transmission systems.This Rec. defines the transmitter and receiver operation, the synchronization and switching process. It is based on the mechanisms described in ITU-T Rec I.432.2 for ATM cell-based transmission systems. It provides hitless protection switching at the Physical Layer between two sources and sinks of F3 OAM flows.
	SG13
	published

	G.870/Y.1352
	(2016-11)
	G.termOTN, G.vocotn
	Terms and definitions for optical transport networks
	Provides terms, definitions and abbreviations used in optical transport network (OTN) Recommendations. In this edition, Recommendations (namely Source Recommendation per term) are identified that originally introduced OTN terms and are primarily responsible for the definitions of those terms. For the OTN terms defined in the previous edition, this edition provides the pointers to the Sources Recommendations as a directory. Official definitions are now given in those Source Recommendations.
	Q.3/15
	

	G.8101/Y.1355
	(2016-11)
	
	Terms and definitions for MPLS transport profile 
	Contains a complete listing of the definitions and abbreviations used in the Rec.s associated with MPLS transport profile (MPLS-TP) listed in Appendix I. This Rec. provides a representation of the MPLS-TP technology using the methodologies that have been used for other transport technologies, (e.g., SDH, OTN and Ethernet).
	Q.3/15
	revised, published

	G.8001/Y.1354
	(2016-04)
	G.vcoeth
	Terms and definitions for Ethernet frames over transport  
	Provides definitions and abbreviations used in Ethernet frames over transport (EoT).
	Q.3/15
	revised, published

	G.873.2
	(2015-08)
	G.otnprot.2
	ODUk Shared Ring Protection (SRP)
	Provides the first set of necessary equipment-level specifications to implement shared ring protection architectures in Optical Transport Network (OTN) networks. In this version of the Recommendation shared ring protection on base of wrapping method is specified.
	Q.9/15
	revised, published

	G.8032/Y.1344
	(2015-08)
	
	Ethernet ring protection switching
	Defines the automated protection swithing (APS) protocol and protection switching mechanisms for ETH layer Ethernet ring topologies. The protection protocol defined in this Rec. enables protected point-to-point, point-to-multipoint and multipoint-to-multipoint connectivity within the ring or interconnected rings, called “multi-ring/ladder network” topology. The ETH layer ring maps to physical layer ring structure.
	Q.9/15
	revised, published

	
	
	
	
	
	
	


	List of security definitions and abbreviations extracted from approved ITU-T Recommendations

	New and revised items/lines for the Part 2 of the Security Compendium


	Term
	Abbr
	Definition of the term
	Rec#
	Clause
	Date
	Referred source

	basic telecommunication service
	
	2)    Bearer service or teleservice. The terms "bearer service" and "teleservice" are defined in clauses 3.1.1/X.1033 and 3.1.2/X.1033, respectively.
	X.1033
	§3.2.1
	(2016-04)
	Q.956.3

	bearer service
	
	2)    A type of telecommunication service that provides the capability for the transmission of signals between user-network interfaces.
	X.1033
	§3.1.1
	(2016-04)
	I.112

	communication services [provided by telecommunication operators]
	
	Traditionally, telecommunication operators provide communication services with their network infrastructures including fixed networks, mobile networks, Internet, satellite, etc. These services include voice, video, data and multimedia. Typical communication services include: telephone services;  Internet broadband service; mobile services; directory service; telegraph service; telematic service; message handling service; Videophone.
	X.1033
	§6.1
	(2016-04)
	

	content services [provided by telecommunication operators]
	
	Content services are the extension of communication services. These kinds of services may be provided by operators as well as third parties, such as Internet service providers (ISPs) and Internet content providers (ICPs). Typical content services include: access portal; web indexing/searching; application store; mobile reading/advertising/newspaper; mobile television (TV)/Internet Protocol Television (IPTV); location service/mobile navigation; social networking. Usually, in order to address the application and content services area, operators need to design and develop applications and produce content themselves or simply collect contents from other companies that produce music, television programmes, or financial services such as credit cards, stock trading, etc.   In the transformation from providing traditional basic telecommunication services to providing comprehensive information services, the operators expand their services to include content services and information and communication technology (ICT). Consequently their business value chain changes to include these new businesses.
	X.1033
	§6.2
	(2016-04)
	

	individual information service
	
	Individual information service is the service process of content searching, indexing, information collection, filtering, ordering and provision of the content to specific user(s) or user groups based on the information obtained of users' requirements, privileges, preferences, and habitual behaviours, etc. In this process, the users' requirements, privileges, preferences and habitual behaviours etc. In this process, the users' requirements, privileges, preferences and habitual behaviours, etc., are (under user's authorization) perceived by individual information service providers and are used for content searching, indexing, information collection, filtering, sorting and processing, etc. The searching and collecting of user-preferred content information should abide by the users' privileges, while the method, the process, and the extent of information provided should comply with the users' preferences and habitual behaviours. The information should be provided to users with userpreferred security and quality of service.
	X.1033
	§3.2.2+6.4
	(2016-04)
	

	information services provided by telecommunication operators
	
	Information services provided by telecommunication operators include voice services, data services and information services such as online information providing and data indexing via public networks, e.g., fixed networks, mobile networks, Internet and other telecommunication infrastructures. The informationization service provided to other organizations by operators is also included. To provide information services, telecommunication operators and/or other third parties must collect, analyse and process information and construct a platform to help users to access, share and exchange the information. Information services provided by telecommunication operators can be classified into three categories:   – Communication service;   – Content service; and   – Informationization service.
	X.1033
	§6
	(2016-04)
	

	informationization service [provided by telecommunication operators]
	
	Informationization is the goal of an information society. Informationization service is a service that offers solutions to encountered issues or a service that provides assessment, prediction and prevention of possible problems by using information technology and other high-technological means. Currently operators enter this area with their advantage of information technology (IT) knowledge and network infrastructure. They provide solutions for encountered issues, or provide assessment, prediction and prevention of possible problems, such as consulting, training, and information outsourcing, etc. The typical informationization services include: e-government (for governments); e-commerce, mobile office automation (OA) (for enterprises); digital live, digital entertainment (for homes); e-health, e-education (for persons).
	X.1033
	§3.2.3+6.3
	(2016-04)
	

	security objectives [of information services]
	
	Security objectives are the ultimate security goals of providing the information services from the telecommunication operators. Here the primary concerns are which security requirements should be met rather than on how security is enforced. The security objectives for the information services provided by the telecommunication operators are: only legitimate users should be able to access the information services provided by the telecommunication operators; on the other hand, users should use the service legitimately and abide by service requirements; operators or third-party service providers should provide privacy protection for subscribers and service users;  to ensure service availability and business continuity, operators should provide protection against unsolicited access and ensure a secure delivery of services; manageability and controllability should be provided to the extent that upon encountering security incidents, either normal state can be restored or damage can be minimized; the security measures should not compromise essential quality of service; they should be considered comprehensively including performance, service availability, upgrading, and costs; only authorized operators, service providers and users may have access to their prescribed scope of security-related information.
	X.1033
	§7
	(2016-04)
	

	teleservice
	
	2)    A type of telecommunication service that provides the complete capability, including terminal equipment functions, for communication between users according to protocols established by agreement between Administrations and/or recognized operating agencies (ROAs).
	X.1033
	§3.1.2
	(2016-04)
	I.112

	availability
	 
	4)    Availability of telecommunications information includes ensuring that access to facilities and the medium used for the provision of communication services is authorized, regardless of whether communications is provided by wire, radio or any other methods. Typically, telecommunications organisations give priority to essential communications in case of emergencies, managing unavailability of less important communications in compliance with regulatory requirements.
	X.1051
	Introduction -- 3)
	(2016-04)
	

	co-location
	 
	Installation of telecommunications facilities on the premises of other telecommunications carriers
	X.1051
	§3.1.1
	(2016-04)
	

	communication centre
	 
	Building where facilities for providing telecommunications business are sited.
	X.1051
	§3.1.2
	(2016-04)
	

	confidentiality
	 
	7)    Protecting confidentiality of information related to telecommunications from unauthorized disclosure. This implies non-disclosure of communications in terms of the existence, the content, the source, the destination and the date and time of communicated information. NOTE:  It is critical that telecommunications organizations ensure that the non-disclosure of communications being handled by them is not breached. This includes ensuring that persons engaged by the telecommunications organization maintain the confidentiality of any information regarding others that may have come to be known during their work duties.
	X.1051
	Introduction -- 1)
	(2016-04)
	

	essential communications
	 
	Communications whose contents are necessary for the prevention of or relief from disasters and for the maintenance of public order in adverse conditions.
	X.1051
	§3.1.3
	(2016-04)
	

	integrity
	 
	10)    Protecting the integrity of telecommunications information includes controlling the installation and use of telecommunications facilities to ensure the authenticity, accuracy and completeness of information transmitted, relayed or received by wire, radio or any other methods.
	X.1051
	Introduction -- 2)
	(2016-04)
	

	non-disclosure of communications
	 
	Requirement not to disclose the existence, the content, the source, the destination and the date and time of communicated information.
	X.1051
	§3.1.4
	(2016-04)
	

	personal information
	 
	Information about an individual which can be used to identify that individual. The specific information used for this identification will be that defined by national legislation.
	X.1051
	§3.1.5
	(2008-02)
	

	priority call
	 
	Telecommunications made by specific terminals in the event of emergencies, which should be handled with priority by restricting public calls.   NOTE – The specific terminals may span different services [voice over Internet protocol (VoIP), public switched telephone network (PSTN) voice, Internet protocol (IP) data traffic, etc.] for wired and wireless networks.
	X.1051
	§3.1.5
	(2016-04)
	

	telecommunication records
	 
	Information concerning the parties in a communication excluding the contents of the communication, and the time, and duration of the telecommunication that took place.
	X.1051
	§3.1.11
	(2016-04)
	

	telecommunications applications
	 
	Applications such as Voice over IP (VoIP) that are consumed by end-users and built upon the network based services.
	X.1051
	§3.1.6
	(2016-04)
	

	telecommunications business
	 
	Business to provide telecommunications services in order to meet the demand of others.
	X.1051
	§3.1.7
	(2016-04)
	

	telecommunications equipment room
	 
	A secure location or room within a general building where equipment for providing telecommunications business are sited.
	X.1051
	§3.1.8
	(2016-04)
	

	telecommunications facilities
	 
	Machines, equipment, wire and cables, physical buildings or other electrical facilities for the operation of telecommunications.
	X.1051
	§3.1.9
	(2016-04)
	

	telecommunications organizations
	 
	Business entities who provide telecommunications services in order to meet the demand of others.
	X.1051
	§3.1.10
	(2016-04)
	

	telecommunications service customer
	 
	Person or organization who enters into a contract with telecommunications organizations to be offered telecommunications services by them.
	X.1051
	§3.1.13
	(2016-04)
	

	telecommunications service user
	 
	Person or organization who utilizes telecommunications services.
	X.1051
	§3.1.14
	(2016-04)
	

	telecommunications services
	 
	Communications using telecommunications facilities, or any other means of providing communications either between telecommunications service users or telecommunications service customers.
	X.1051
	§3.1.12
	(2016-04)
	

	terminal facilities
	 
	Telecommunications facilities which are to be connected to one end of telecommunications circuit facilities and part of which is to be installed on the same premises (including the areas regarded as the same premises) or in the same building where any other part thereof is also to be installed.
	X.1051
	§3.1.15
	(2016-04)
	

	user
	 
	5)   Person or organization who utilizes information processing facilities or systems, e.g., employee, contractor or third party user.
	X.1051
	§3.1.16
	(2016-04)
	

	burst loss
	
	A high density of packet loss over time, or loss of sequential packets, due to congestion, bandwidth limitation, line errors, or rerouting (delay translated into loss due to implementation) on the network.
	G.1050
	§3.1
	(2016-07)
	

	delay
	
	The time required for a packet to traverse the network or a segment of the network (see latency).
	G.1050
	§3.2
	(2016-07)
	

	downstream
	
	2)    A transmission from a service provider toward an end user.
	G.1050
	§3.3
	(2016-07)
	

	gateway
	
	3)    A network device that acts as an entrance to another network. One function is to convert media provided in one type of network to the format required in another type of network. For example, a gateway could terminate bearer channels from a switched circuit network (e.g., DS0s) and media streams from a packet network (e.g., RTP streams in an IP network).
	G.1050
	§3.4
	(2016-07)
	

	goodput
	
	Application level throughput.
	G.1050
	§3.5
	(2016-07)
	

	interferer
	
	A packet stream that contends with the test stream of interest for a limited network resource, such as a link buffer.
	G.1050
	§3.6
	(2016-07)
	

	IP network
	
	A network based on the Internet Protocol.
	G.1050
	§3.7
	(2016-07)
	

	jitter
	
	Variation in packet delay.
	G.1050
	§3.8
	(2016-07)
	

	latency
	
	An expression of how much time it takes for a packet of data to get from one designated point to another (see delay).
	G.1050
	§3.9
	(2016-07)
	

	microburst
	
	A packet traffic pattern characterized by short periods of high activity, and where the bursts are not readily detectable when measuring average traffic rate over a period of one second or longer.
	G.1050
	§3.10
	(2016-07)
	

	MTU size
	
	The largest size data-link packet or frame (specified in octets) that can be sent in a packet- or frame-based network such as the Internet.
	G.1050
	§3.11
	(2016-07)
	

	packet loss
	
	The failure of a packet to traverse the network to its destination. Typically, packet loss is caused by packet discards due to buffer overflow. This model does not take into account packet loss due to discards in the terminal jitter buffer.
	G.1050
	§3.12
	(2016-07)
	

	peak jitter
	
	The maximum variation of delay from the mean delay.
	G.1050
	§3.13
	(2016-07)
	

	peak-to-peak jitter
	
	The full range of packet delay from the maximum amount to the minimum amount.
	G.1050
	§3.14
	(2016-07)
	

	peer-to-peer
	
	A distributed application architecture that partitions tasks or workloads between peers. Peers are equally privileged, equipotent participants in the application.
	G.1050
	§3.15
	(2016-07)
	

	QoS edge routing
	
	Routing that typically takes place between the customer premises network and the service provider network based on quality of service classification values.
	G.1050
	§3.16
	(2016-07)
	

	reordered packets
	
	A packet that arrives at the destination with a packet sequence number that is smaller than the previous packet is deemed a reordered packet.
	G.1050
	§3.17
	(2016-07)
	

	route flap
	
	Repeated changes in a path due to updates to a routing table. The network model simulates the effect of route flaps by making incremental changes in the delay values of the core segment.
	G.1050
	§3.18
	(2016-07)
	

	sequential packet loss
	
	Two or more consecutive lost packets.
	G.1050
	§3.19
	(2016-07)
	

	upstream
	
	A transmission from an end user toward a service provider.
	G.1050
	§3.20
	(2016-07)
	

	callee

	
	[In this Supplement] The callee is the entity to be protected and is the one who should have subscribed to the VoLTE service. The types of terminals that can be used by the callee are various, but with the consideration that these terminals should support the access and services of 4G networks, the de facto type of terminal can only be smart terminals in most cases.
	X.Sup28
	§7.1.1
	(2016-09)
	

	non-licensed ID prefix
	
	The prefix of a terminal ID in telephone systems that has not been licensed (or enabled officially) in a living market.
	X.Sup28
	§3.2.1
	(2016-09)
	

	spoofed call
	
	Spoofed calls are a type of call that exists in the telecommunication voice service. Spoofed calls are identity faked or identity modified of unwanted and unsolicited calls with the objective of fraud, vishing, identity (ID) theft, etc. Note:  Both in the traditional network and in the fourth generation (4G) network, spoofed calls are generated due to protocol and management vulnerabilities. However, in the traditional network, once a spoofed call arrives at the terminated network, operators can scarcely identify whether an incoming call user identity (mostly from other networks) is spoofed or not.
	X.Sup28
	§6
	(2016-09)
	

	spoofing caller
	
	A technical device or platform that can cause a telephone network to indicate to the receiver of a call that the originator of the call is a terminal other than the true originating terminal.
	X.Sup28
	§3.2.2
	(2016-09)
	

	swatting
	
	An act which deceives an emergency service into dispatching an emergency response based on the false report of an ongoing critical incident.
	X.Sup28
	§3.2.3
	(2016-09)
	

	vishing
	
	1)b    An illegal act of gaining access to private personal and financial information through the voice over IP (VoIP) service. The term vishing is a contraction of "voice phishing".
	X.Sup28
	§3.1.1
	(2016-09)
	ITU-T X.1244

	governance principles of information security
	
	Rules to be respected for the implementation of the governance. They constitute a sort of implementation guide. Each principle is characterized by what should happen (outcomes), but does not prescribe how, when (deadline) or by whom (responsible) the principle would be implemented.   Note: (§5.3/X.Sup27) Governance of information security involves applying rules adopted at principles level and perform the tasks described in processes. This clause describes the tasks required from the governing body to establish governance of information security.
	X.Sup27
	§5.3.1
	(2016-09)
	

	governance processes for information security
	
	The governance processes for information security [i.e., Evaluate (E), Direct (D), Monitor (M), Communicate (C) and Assure (A)] describe a set of tasks to be performed to implement the governance of information security and the relationships between these tasks.
	X.Sup27
	§5.3.2
	(2016-09)
	

	attribute aggregation
	
	A mechanism for collecting attributes from multiple identity service providers (IdSPs).   NOTE – Once the attributes have been collected, they need to be aggregated and asserted for authentication and authorization.
	X.1258
	§3.2.1
	(2016-09)
	

	domain
	
	4)    Management coverage of a single identity service provider (IdSP).
	X.1258
	§3.2.2
	(2016-09)
	

	service provider
	SP
	13)    An entity that provides services to the clients or to the other service providers.
	X.1258
	§3.2.3
	(2016-09)
	

	analyser
	
	A network security system that detects attacks by analysing incoming and outgoing session information. It also generates session log and sends to the security management systems.
	X.1542
	§3.2.1
	(2016-09)
	

	session information
	
	Information containing the transmission control protocol/user datagram protocol (TCP/UDP) session, application service and session entities as viewed by session information providers. A session is defined as the set of traffic that is managed as a unit for translation. TCP/UDP sessions are uniquely identified by the tuple of (source IP address, source TCP/UDP port, target IP address, target TCP/UDP port).   NOTE – This definition is based on [IETF RFC 2663].
	X.1542
	§3.2.2
	(2016-09)
	

	cloud service customer
	CSC
	4)   The CSC is the person or organization that enters into the legal relationship with the CSP. So the CSC could be an enterprise, a subsidiary, a government department or an individual consumer. A CSC can include multiple cloud tenants. A tenant can include multiple CSUs.
	X.1641
	§6.1
	(2016-09)
	

	cloud service customer data
	CSC data
	2)    CSC data includes private data of customers stored on a cloud platform and related data through cloud services for CSC, such as account information, login record and operation log.
	X.1641
	§6.1
	(2016-09)
	

	cloud service  user
	CSU
	3)    The CSU is the person, device or application that uses the cloud service that has been contracted for. The CSU could be a government employee, an application running on a smartphone, an individual consumer or a member of a household, such as a child. The CSC usually nominates some CSUs to act as administrators and manage the relationship between the CSC and the CSP. A CSU always acts on behalf of a CSC. Most employee CSUs need to have little or no visibility of what or how the CSP operates, or the services that the CSC has contracted for, unless the CSC decides they need to know (e.g. administrators and internal auditors).
	X.1641
	§6.1
	(2016-09)
	

	data subject
	
	2)    see Note of  PII principal
	X.1641
	§3.1.14
	(2016-09)
	

	PII principal
	
	Natural person to whom the personally identifiable information (PII) relates.   NOTE – Depending on the jurisdiction and the particular data protection and privacy legislation, the synonym "data subject" can also be used instead of the term "PII principal".
	X.1641
	§3.1.14
	(2016-09)
	ISO/IEC 29100

	application security vulnerabilities  
	
	SDN applications vulnerabilities such as code flaws and insecure code could be exploited by the attacker to access resources (e.g., SLA, users' data, service logic) possessed by SDN applications to make further attacks, for example, misusing SDN network resources or reconfiguring the whole SDN network. Malicious applications or untrusted applications from the third party could masquerade as legal SDN applications to access application resources.
	X.1038
	§7.1.1
	(2016-10)
	

	authentication
	
	20)    Provision of assurance in the identity of an entity.
	X.1038
	§3.1.2
	(2016-10)
	ISO/IEC 18014-2

	certificate management
	
	The creation, storage, distribution, suspension, revocation, archiving and application of certificates in accordance with a security policy.
	X.1038
	§3.2.2
	(2016-10)
	

	delay in blocking/mitigating attacks
	
	(Threat in SDN control layer:) Generally network policies are converted into flow entries to be sent to SDN switches in batches periodically in order to improve system performance. Currently, the SDN controller does not support blocking/mitigating attacks in real time and the SDN controller does not automatically identify which security policies have to be operated without any delay. Therefore, security attacks will last longer and will be more severe.
	X.1038
	§7.2.1
	(2016-10)
	

	DoS attacks
	
	(Threat in SDN control layer:) When a SDN switch encounters traffic for which it has no flow rule, it consults the SDN controller for a decision and a flow rule for future traffic of the same type. Therefore, it is possible for an attacker to create spoofed traffic to make DoS attacks on the SDN controller to cause it to fail. A spoofed SDN switch also could create DoS attacks on the SDN controller with unmanageable traffic to bog it down.
	X.1038
	§7.2.1
	(2016-10)
	

	eavesdropping
	
	5)    (Threat in SDN resource layer:) An attacker may eavesdrop on flows between SDN switches to see what flows are in use, what traffic is being permitted across the network and what data contents are being transported.
	X.1038
	§7.3.1
	(2016-10)
	

	eavesdropping
	
	6)    (Threat in SDN to the application-control interface:) An attacker can use information gathered through eavesdropping of messages to deduce network policies and to use them to elevate the attack.
	X.1038
	§7.4.1
	(2016-10)
	

	eavesdropping
	
	7)    (Threat in SDN to the resource-control interface:) An attacker can use information gathered through eavesdropping of control messages to map out the network routing policies and to use this to elevate the attack.
	X.1038
	§7.5.1
	(2016-10)
	

	fake flow rule insertion
	
	(Threat in SDN control layer:) An attacker may hijack a SDN application and send some fraudulent flow rules to eavesdrop data. An example is elaborated in use case 2 of Annex A/X.1038.
	X.1038
	§7.2.1
	(2016-10)
	

	firewall
	
	2)    Type of security barrier placed between network environments – consisting of a dedicated device or a composite of several components and techniques – through which all traffic from one network environment traverses to another, and vice versa, and only authorized traffic, as defined by the local security policy, is allowed to pass.
	X.1038
	§3.1.6
	(2016-10)
	ISO/IEC 27033-1

	flow rules confliction
	
	(Threat in SDN control layer:) An example of flow rules confliction is described in use case 1 of Annex A. It explains how malicious flows could bypass security detection, which conflicts with the preconfigured security policy and will adversely affect the SDN controller.
	X.1038
	§7.2.1
	(2016-10)
	

	flow table overflow
	
	(Threat in SDN resource layer:) Typical SDN switches have rather limited flow table capacities. The flow table capacity bottleneck leads to potential flow table overflow. Therefore, it is possible for the attacker to overwrite legitimate flow rules as flow entries of the flow table, or to make DoS and flooding attacks, or even to do inference attack [b-arXiv 2015].
	X.1038
	§7.3.1
	(2016-10)
	

	hardware failure
	
	(Threat in SDN control layer:) Hardware failure, nothing new with information and communications technology (ICT), is a security threat representing the generic failure of hardware in SDN network elements (including controller and switch). Hardware failures will compromise network security or bring down the SDN network.
	X.1038
	§7.2.1
	(2016-10)
	

	information disclosure
	
	1)    (Threat in SDN application layer:) It is possible for attackers to get user's credentials and then to masquerade as a legitimate user to inject forged flows into network through SDN application.
	X.1038
	§7.1.1
	(2016-10)
	

	information disclosure
	
	2)    (Threat in SDN control layer:) It is possible for attackers to get sensitive system information (e.g., configuration data, user credentials) for a future attack.
	X.1038
	§7.2.1
	(2016-10)
	

	information disclosure
	
	3)    (Threat in SDN resource layer:) It is possible for attackers to get sensitive system information (e.g., flow table, configuration data) for a future attack.
	X.1038
	§7.3.1
	(2016-10)
	

	intrusion detection system
	IDS
	Information systems used to identify that an intrusion has been attempted, is occurring, or has occurred.
	X.1038
	§3.1.7
	(2016-10)
	ISO/IEC 27039

	network resources
	
	Network devices that can perform packet forwarding in a network system. The network resources include network switch, router, gateway, WiFi access points, and similar devices.
	X.1038
	§3.2.1
	(2016-10)
	

	repudiation
	
	5)    (Threat in SDN application layer:) A user or an administrator, enforcing a malicious network policy (e.g., copying and forwarding specific traffic flows to a malicious server), may claim that he/she did not make such network policy enforcement.
	X.1038
	§7.1.1
	(2016-10)
	

	repudiation
	
	6)     (Threat in SDN control layer:) An administrator or a SDN application, inserting malicious flow rules into the flow table to make inside attacks, may claim that he/she did not insert such malicious flow rules into the flow table.
	X.1038
	§7.2.1
	(2016-10)
	

	repudiation
	
	7)    (Threat in SDN resource layer:)  An administrator or a SDN controller may make incorrect configuration and later claim that he/she did not do such attacks.
	X.1038
	§7.3.1
	(2016-10)
	

	SDN application
	
	SDN applications are programs that explicitly, directly, and programmatically communicate their network requirements and desired network behaviour (i.e., network policies) to the SDN controller via application-controller interfaces. The controller converts these network policies into flow entries and inserts them into the flow table. However, currently a flow entry in OpenFlow flow table does not distinguish the application generating the new flow entry from another application generating the old flow entry. So, it is possible that a new network policy generated by a general application can replace a non-bypass security policy predefined by the security administrator.
	X.1038
	§A.1
	(2016-10)
	

	spoofing
	
	2)    (Threat in SDN application layer:) An attacker masquerades as a SDN controller to get the service level agreement (SLA) or users' data (e.g., user identification, credentials) or service logic and use it for the future attack.
	X.1038
	§7.1.1
	(2016-10)
	

	spoofing
	
	3)    (Threat in SDN control layer:) An attacker may impersonate an administrator or a SDN application to remove or modify sensitive data (e.g., configuration data, user data) from the SDN controller or to obtain network topology information and routing information or even to have complete control of the SDN controller. By spoofing the address of a SDN controller, an attacker can take the control of the entire network by creating a fake SDN controller. Moreover, an attacker may create a fake SDN switch to perform network reconnaissance by observing how the controller responds to different packets which are generated by the fake SDN switch.
	X.1038
	§7.2.1
	(2016-10)
	

	spoofing
	
	4)    (Threat in SDN resource layer:) An attacker may impersonate an administrator or a SDN controller to remove or modify sensitive data (e.g., configuration data, flow table) from the SDN switch or to obtain sensitive information such as flow entries in the flow table.
	X.1038
	§7.3.1
	(2016-10)
	

	tampering and intercepting
	
	1)    (Threat in SDN to the application-control interface:) An attacker may intercept and tamper the messages between a SDN controller and an application. If successful, the attacker could potentially subvert the SDN controller and inject his/her own network policies which would have the authority of the SDN application and thus would direct network traffic to be transported in the way as he/she wants.
	X.1038
	§7.4.1
	(2016-10)
	

	tampering and intercepting
	
	2)    (Threat in SDN to the resource-control interface:) An attacker may intercept and tamper messages between the SDN controller and switches. If successful, the attacker could potentially subvert the SDN controller and inject his/her own control messages which would have the authority of the SDN controller and thus would allow complete control of SDN switches within its scope.
	X.1038
	§7.5.1
	(2016-10)
	

	threat
	
	3)d    Potential cause of an unwanted incident, which may result in harm to a system or organization.
	X.1038
	§3.1.12
	(2016-10)
	ISO/IEC 27000

	vulnerabilities in software
	
	(Threat in SDN control layer:) SDN controllers operate as a software platform. Vulnerabilities of general software become vulnerabilities for the SDN controller. A software vulnerability is a flaw, defect in software construction, weakness or even an error, which could be exploited by attackers to alter the normal behaviour of the SDN network or to reconfigure the whole network to make further attacks.
	X.1038
	§7.2.1
	(2016-10)
	

	vulnerabilities in the operating system
	
	(Threat in SDN control layer:) SDN controllers run on some form of operating systems (OS). If the SDN controller runs on a general purpose operating system, then the vulnerabilities of that OS become vulnerabilities for the SDN controller. An attacker may exploit vulnerabilities of the operating system such as default passwords, back-door accounts, open doors (e.g., open ports, services, and protocols), and even no security settings configured to destruct or alternate components of the OS or the complete OS, which will impact the SDN controller seriously.
	X.1038
	§7.2.1
	(2016-10)
	

	access control (security dimension)
	
	The access control (security dimension) potects against unauthorized use of network resources. User accounts, particularly those with special access privileges (e.g., administrative accounts) should be assigned only to authorized individuals, managed effectively and provide the minimum level of access to applications, computers and networks. User accounts should be managed through robust access control. Note (§Apx.IV.2/X.1039): The access control dimension protects against unauthorized access of network elements and ensures that only authorized personnel or devices are allowed access network elements.
	X.1039
	§7.1
	(2016-10)
	

	application firewall
	
	An application firewall is a form of firewall which controls input, output, and/or access from, to, or by an application or service. It operates by monitoring and potentially blocking the input, output, or system service calls which do not meet the configured policy of the firewall. The application firewall is typically built to control all network traffic on any open system interconnection (OSI) layer up to the application layer. It is able to control applications or services specifically, unlike a stateful network firewall which is – without additional software – unable to control network traffic regarding a specific application.
	X.1039
	§7.5.5
	(2016-10)
	

	authentication (security dimension)
	
	The authentication (security dimension) serves to confirm the identities of communicating entities. There are three types of authentication factors: knowledge factor, possession factor, and inherence factor. There are three types of authentication methods [described in Rec. ITU-T X.1158]: single-factor authentication, two-factor authentication, three-factor authentication, and multi-factor authentication. Note (§Apx.IV.5/X.1039): Authentication is the provision of proof that the claimed identity of an entity is true. Entities include not only human users but also devices, services and applications.
	X.1039
	§7.2
	(2016-10)
	

	availability (security dimension)
	
	Availability (security dimension) ensures that there is no denial of authorized access to network elements, stored information, information flows, services and applications due to events impacting the network.  One of the typical attacks which compromise network availability is a distributed denial of service (DDoS) attack. Note (§Apx.IV.3/X.1039): The availability security dimension ensures that there is no denial of authorized access to Serving GPRS Support Node's (SGSN) stored information, information flows, services and applications due to network interruption.
	X.1039
	§7.7 
	(2016-10)
	

	communication security (security dimension)
	
	The communication security (dimension) ensures that information flows only between the authorized end points, i.e. the information is not diverted or intercepted as it flows between these end points. Information, applications and computers within the organization's internal networks should be protected against unauthorized access and disclosure from the internet, using boundary firewalls, internet gateways or equivalent network devices.
	X.1039
	§7.5
	(2016-10)
	

	data confidentiality (security dimension)
	
	The data confidentiality (security dimension) protects data from unauthorized disclosure. Sensitive information in transit or at rest should be protected by appropriate measures.
	X.1039
	§7.4
	(2016-10)
	

	data integrity (security dimension)
	
	Data integrity (security dimension) ensures the correctness or accuracy of data, and protects against improper information modification or destruction. It includes ensuring information non-repudiation and authenticity. For an asset, integrity is the quality of being in the condition intended by the owner and therefore continuing to be useful for the purposes intended by the owner. Note (§Apx.IV.6/X.1039): Data integrity is the property that data have not been altered in an unauthorized manner. Data integrity also ensures that information is protected against unauthorized modification.
	X.1039
	§7.6
	(2016-10)
	

	DDoS mitigation system
	
	A DDoS mitigation system is a hardware that includes purpose-built automated network devices for detecting and mitigating some levels of DDoS attacks. Sometimes perimeter security hardware such as firewalls and intrusion detection systems (IDS) may include features intended to address some types of small DDoS attacks. DDoS mitigation system performs three basic functionalities as follows: mitigating DDoS attack, not just detecting; distinguishing good traffic from bad traffic to preserve business continuity, not just detecting the overall presence of an attack; maintaining reliable and cost-efficient scalability.
	X.1039
	§7.7 
	(2016-10)
	

	DDoS protection system
	
	A DDoS protection system (is a DDoS mitigation system, which) provides additional protection functionalities as follows:  enables immediate response to DDoS attacks through integrated detection and blocking mechanisms, even during spoofed attacks when attacker identities and profiles are changing constantly; provides more complete verification capabilities than either static router filters or IDS signatures can provide to date; delivers behaviour-based anomaly recognition to detect valid packets sent with malicious intents to flood a service; identifies and blocks individual spoofed packets to protect legitimate business transactions; offers mechanisms designed to handle the huge volume of DDoS attacks without suffering the same fate as protected resources; enables timely deployment to protect the network during attacks without introducing a point of failure; processes (with built-in intelligence) only contaminated traffic streams, helping ensure maximum reliability and minimum scaling costs; avoids reliance on network device resources or configuration changes; and uses standard protocols for all communications, helping ensure maximum interoperability and reliability.
	X.1039
	§7.7 
	(2016-10)
	

	distributed denial of service
	DDoS
	2)    A distributed denial of service is an attack, which is an attempt to make an online service unavailable by overwhelming it with massive amount of traffic from multiple sources.
	X.1039
	§7.7 
	(2016-10)
	

	firewall
	
	2)b    Type of security barrier placed between network environments – consisting of a dedicated device or a composite of several components and techniques – through which all traffic from one network environment traverses to another, and vice versa, and only authorized traffic, as defined by the local security policy, is allowed to pass.
	X.1039
	§3.1.7
	(2016-10)
	ISO/IEC 27033-1

	firewall
	
	3)     The firewall is a typical implementation of the security gateway that controls the incoming and outgoing network traffic based on an applied rule set. A firewall establishes a barrier between a trusted, secure internal network and an external network (e.g. the Internet) that is assumed not to be secure and trusted. There are two types of firewalls: software-based firewall and hardware-based firewall.
	X.1039
	§7.5.2
	(2016-10)
	

	hardware-based firewall
	
	A firewall which exists as hardware appliance. Many hardware-based firewalls also offer other functionality to the internal network they protect, such as acting as a dynamic host configuration protocol (DHCP) server for that network.
	X.1039
	§7.5.2
	(2016-10)
	

	incidents management
	
	see information security incidents management.
	X.1039
	§A.5
	(2016-10)
	

	information security incidents management
	
	This security measure ensures information security events and vulnerabilities associated with the organization's information and information system assets are communicated in a manner to allow appropriate corrective actions to be taken.
	X.1039
	§A.5
	(2016-10)
	

	inherence factor
	
	2)    The authentication factor: "something only a user is", such as biometrics.
	X.1039
	§7.2
	(2016-10)
	

	intrusion detection
	
	2)    Formal process of detecting intrusions, generally characterized by gathering knowledge about abnormal usage patterns, as well as what, how, and which vulnerability has been exploited to include how and when it occurred.
	X.1039
	§3.1.8
	(2016-10)
	ISO/IEC 27039

	intrusion detection system
	IDS
	1)b    Information systems used to identify that an intrusion has been attempted, is occurring, or has occurred.
	X.1039
	§3.1.9
	(2016-10)
	ISO/IEC 27039

	intrusion detection system
	IDS
	2)     An intrusion detection system is a device or software application that monitors network or system activities for malicious activities or policy violations and produces reports to a management station. There are two types of IDS: network based intrusion detection system (NIDS) and host based intrusion detection systems (HIDS).
	X.1039
	§7.5.3 
	(2016-10)
	

	intrusion prevention system
	IPS
	1)    Variant on intrusion detection systems that are specifically designed to provide an active response capability.
	X.1039
	§3.1.10
	(2016-10)
	ISO/IEC 27039

	intrusion prevention system
	IPS
	2)    An intrusion prevention systems also known as intrusion detection and prevention systems (IDPS), are network security appliances that monitor network and/or system activities for malicious activity. The main functions of intrusion prevention systems are to identify malicious activity, log information about this activity, attempt to block/stop it, and report it. Intrusion prevention systems are considered extensions of intrusion detection systems because they both monitor network traffic and/or system activities for malicious activity. The main differences are, unlike intrusion detection systems, intrusion prevention systems that are placed in-line and are able to actively prevent/block intrusions that are detected.
	X.1039
	§7.5.4
	(2016-10)
	

	knowledge factor
	
	3)     The authentication factor: "something only a user knows", such as passwords
	X.1039
	§7.2
	(2016-10)
	

	malware protection
	
	Malware (short for malicious software) is software designed to infiltrate or damage a computer without user's consent. Malware includes computer viruses, worms, Trojan horses, spyware, scareware and more. It can be present on websites and emails or hidden in downloadable files, photos, videos, freeware or shareware. (However, it should be noted that most websites, shareware or freeware applications do not come with malware.) The best way to avoid getting infected is to run a good anti-virus protection program, do periodic scans for spyware, avoid clicking on suspicious e-mail links or websites. But scammers are sneaky: sometimes malware is cleverly disguised as an email from a friend, or a useful website. Computers that are exposed to the internet should be protected against malware infection through the use of malware protection software.
	X.1039
	§A.2
	(2016-10)
	

	multi-factor authentication
	MFA
	4)    The multi-factor method of authentication is based on using the combination of two or more independent different authentication factors. Two-factor authentication and three-factor authentication are a part of multi-factor authentication.
	X.1039
	§7.2
	(2016-10)
	

	non-repudiation (security dimension)
	
	The non-repudiation (security dimension) provides means for preventing an individual or entity from denying having performed a particular action related to data by making available proof of various network-related actions (such as proof of obligation, intent, or commitment; proof of data origin, proof of ownership, proof of resource use). Note (§Apx.IV.4/X.1039): For example the non-repudiation dimension provides a record identifying each individual or device that accessed the Serving GPRS Support Node (SGSN) and the record is to be used as a proof of access to the end-user data.
	X.1039
	§7.3
	(2016-10)
	

	patch management
	
	A patch is a piece of software designed to update a computer program or its supporting data, to fix or improve it. Patch management is the process of using a strategy and plan of what patches should be applied to which systems at a specified time.   Software running on computers and network devices should be kept up-to-date and have the latest security patches installed.
	X.1039
	§A.3
	(2016-10)
	

	possession factor
	
	2)    The authentication factor: "something only a user has" such as automatic teller machine (ATM) cards;
	X.1039
	§7.2
	(2016-10)
	

	privacy (security dimension)
	
	2)    The privacy security dimension provides for the protection of information that might be derived from the observation of network activities.
	X.1039
	§7.8
	(2016-10)
	

	secure configuration
	
	Configuration management is the task of tracking and controlling changes in the software.
	X.1039
	§A.1
	(2016-10)
	

	security dimension
	
	2)    A security dimension is a set of security measures designed to address a particular aspect of the network security. The security dimensions [defined in ITU-T X.805] are: access control; authentication; non-repudiation; data confidentiality; communication security; data integrity; availability; and privacy.
	X.1039
	§6
	(2016-10)
	

	security gateway
	
	3)    Point of connection between networks, or between subgroups within networks, or between software applications within different security domains intended to protect a network according to a given security policy.
	X.1039
	§3.1.12
	(2016-10)
	ISO/IEC 27033-1

	security gateway
	
	4)    A security gateway is placed at the boundary between two network segments, for example, between the organization's internal network and a public network, to filter the traffic flowing across the boundary in accordance with the documented security gateway service access policy for that boundary.
	X.1039
	§7.5.1
	(2016-10)
	

	security measures
	
	A security measures is a means of managing risk, and includes policies, procedures, guidelines, practices or organisational structures, which can be of an administrative, technical, management, or legal nature.
	X.1039
	§6
	(2016-10)
	

	single-factor authentication
	SFA
	The traditional method of authentication that requires only a user name and password before granting access to the user.
	X.1039
	§7.2
	(2016-10)
	

	software-based firewall
	
	A firewall which is implemented as software to run on general purpose hardware.
	X.1039
	§7.5.2
	(2016-10)
	

	system development security
	
	Secure development is an essential requirement to build up a secure service, architecture, software and system.
	X.1039
	§A.6
	(2016-10)
	

	threat
	
	3)e   Potential cause of an unwanted incident which may result in harm to a system or organization.
	X.1039
	§3.1.14 
	(2016-10)
	ISO/IEC 27000

	three-factor authentication
	TFA
	The three-factor method of authentication is based on using the combination of three different independent factors: what a user knows (knowledge factor - password), what a user has (possession factor - security token) and what a user is (inherence factor - biometric verification).
	X.1039
	§7.2
	(2016-10)
	

	two-factor authentication
	2FA
	2)    The two-factor method of authentication is based on using the combination of two different authentication factors. These factors may be something that a user knows (knowledge factor), something that a user has (possession factor) or something that a user is (inherence factor). A good example in everyday life is that when a user wants to withdraw money from a cash machine, only the correct combination of a bank card (something that a user has) and a personal identification number (PIN), i.e., something that a user knows) allows the transaction to be conducted.
	X.1039
	§7.2
	(2016-10)
	

	vulnerability management
	
	The vulnerability management is the practice and procedure of identifying, classifying, remediating, and mitigating vulnerabilities.  
	X.1039
	§A.4
	(2016-10)
	

	biometric hardware security module
	BHSM
	1)    Hardware security module incorporating biometric sensor(s) and biometric recognition to authenticate the user.   NOTE – In case of a comparison of biometric hardware security modules, they come traditionally in the form of a smart card but recently also in the form of a universal serial bus (USB) type security token which can be attached directly to general purpose computers.
	X.1085
	§3.1.1
	(2016-10)
	

	biometric reference
	
	2)    One or more stored biometric samples, biometric templates or biometric models attributed to a biometric data subject and used as the object of biometric comparison.
	X.1085
	§3.2.1 a)
	(2016-10)
	ISO/IEC 2382-37

	biometric sample
	
	2)    Analog or digital representation of biometric characteristics prior to biometric feature extraction.
	X.1085
	§3.2.1 b)
	(2016-10)
	ISO/IEC 2382-37

	entity authentication
	
	3)    Corroboration that an entity is the one claimed.
	X.1085
	§3.2.2 a)
	(2016-10)
	ISO/IEC 9798-1

	hardware security module
	HSM
	Hardware implementation of a secure crypto-processor using an ITU-T X.509 certificate and a private key to provide secure authentication. Note (§6.1/X.1085) -- A hardware security module manages and protects critical private keys using digital signing for the purpose of providing strong authentication. Hardware security modules are physical devices that traditionally come in the form of smartcards or universal serial bus (USB) security tokens that are tamper resistant against penetration and modification of an internal operation and insertion of active or passive tapping mechanism to disclose secret data or to alter the operation of devices. The cryptographic material handled by most hardware security modules are public/private key pairs (and certificates) used in public-key cryptography related to ITU-T X.509 certificates used for e.g. encryption/decryption and digital signature. If the private key is compromised the certificates and digital signatures can no longer be relied on and transactions using the HSM could be fraudulent with potentially serious adverse impacts to the owner of the key and to other parties to the transaction.
	X.1085
	§3.1.2
	(2016-10)
	

	identity reference
	
	Non-biometric attribute that is an identifier with a value that remains the same for the duration of the existence of the entity in a domain.
	X.1085
	§3.2.3 a)
	(2016-10)
	ISO/IEC 24745

	pseudonymous identifier
	PSID
	Part of a renewable biometric reference that represents an individual or data subject within a certain domain by means of a protected identity that can be verified by means of a captured biometric sample and the auxiliary data (if any). Note (§8.1.2.1/X.1085): A user identifier is needed to identify the authorized user of the BHSM and to be bound to the user’s ITU-T X.509 certificate. The identifier shall be unique in the application domain of the BHSM. It may be generated in any appropriate form according to the requirements of the application. It could be personally identifiable information enabling the true identity of the user to be known; alternatively it could be a pseudonymous identifier which cannot be linked to the true identity of the user but does enable the association of transactions with pseudonymous users in the application domain of the BHSM. The PSID used with the BHSM is a pseudonymous user identifier which conforms to the following requirements: the PSID shall be unique within the context of use of the BHSM; and the enrolment process shall ensure that the PSID value included in the ITU-T X.509 certificate is the same as the PSID value stored in the BHSM.
	X.1085
	§3.2.3 b)
	(2016-10)
	ISO/IEC 24745

	renewability
	
	Property of a transform or process to create multiple, independent transformed biometric references derived from one or more biometric samples obtained from the same data subject and which can be used to recognize the individual while not revealing information about the original reference.
	X.1085
	§3.2.3 c)
	(2016-10)
	ISO/IEC 24745

	renewable biometric reference  
	
	Revocable or renewable identifier that represents an individual or data subject within a certain domain by means of a protected binary identity (re)constructed from the captured biometric sample.   NOTE – A renewable biometric reference consists of a pseudonymous identifier and additional optional data elements required for biometric verification or identification such as auxiliary data.
	X.1085
	§3.2.3 d)
	(2016-10)
	ISO/IEC 24745

	revocability
	
	Ability to prevent future successful verification of a specific biometric reference and the corresponding identity reference.
	X.1085
	§3.2.3 e)
	(2016-10)
	ISO/IEC 24745

	telebiometric authentication
	
	Biometric authentication utilising data communication by telephony, radio or a related technology.
	X.1085
	§3.1.3
	(2016-10)
	

	biometric (adjective)
	
	1)c   Pertaining to the field of biometrics.
	X.1087
	§3.1.1
	(2016-10)
	ISO/IEC 19784-1

	biometric hardware security module
	
	2)    A physically combined hardware consisting of a hardware security module and a biometric module equipped with one or multiple biometric sensors.
	X.1087
	§3.2.1
	(2016-10)
	

	biometric reference
	
	3)   One or more stored biometric samples, biometric templates or biometric models attributed to a biometric data subject and used for comparison.
	X.1087
	§3.1.3
	(2016-10)
	ISO/IEC 19784-1

	biometric sample
	
	3)    Analogue or digital representation of biometric characteristics prior to biometric feature extraction process.
	X.1087
	§3.1.4
	(2016-10)
	ISO/IEC 2382-37

	biometric template
	
	2)    Set of stored biometric features comparable directly to probe biometric features.
	X.1087
	§3.1.5
	(2016-10)
	ISO/IEC 19784-1

	biometrics (noun)
	
	1)c   Automated recognition of individuals based on their behavioural and biological characteristics.
	X.1087
	§3.1.2
	(2016-10)
	ISO/IEC 19784-1

	comparison (match/matching)
	
	Estimation, calculation or measurement of similarity or dissimilarity between recognition biometric probe(s) and biometric reference(s).
	X.1087
	§3.1.6
	(2016-10)
	ISO/IEC 19784-1

	comparison decision
	
	Determination of whether the recognition biometric sample(s) and biometric reference(s) have the same biometric source, based on a comparison score(s), a decision policy(ies) including a threshold, and possibly other inputs. 
	X.1087
	§3.1.7
	(2016-10)
	ISO/IEC 2382-37

	comparison score
	
	Numerical value (or set of values) resulting from a comparison.
	X.1087
	§3.1.8
	(2016-10)
	ISO/IEC 19784-1

	false match
	
	Comparison decision of "match" for a biometric probe and a biometric reference that are not from different biometric capture subjects.
	X.1087
	§3.1.9
	(2016-10)
	ISO/IEC 2382-37

	false non-match
	
	Comparison decision of “non-match” for a biometric probe and a biometric reference that are from the same biometric capture subject and of the same biometric characteristics.
	X.1087
	§3.1.10
	(2016-10)
	ISO/IEC 2382-37

	match
	
	Comparison decision stating that the biometric probe(s) and the biometric reference are from the same source.
	X.1087
	§3.1.11
	(2016-10)
	ISO/IEC 2382-37

	non-match
	
	Comparison decision stating that the biometric probe(s) and the biometric reference are not from the same source.
	X.1087
	§3.1.13
	(2016-10)
	ISO/IEC 2382-37

	(1:1)↑n protection architecture
	
	2)    n parallel 1:1 protection architectures, which have their n protection transport entities share (and compete for) the protection bandwidth. It has n normal traffic signals, n working transport entities and n protection transport entities. It may have an extra traffic signal, in which case an additional protection transport entity will be present.   NOTE – This architecture is applicable in cell/packet layer networks.
	G.808
	§3.2.4.3
	(2016-11)
	

	1:n (protection) architecture        (n ≥ 1)
	
	1)b   A 1:n protection architecture has n normal traffic signals, n working transport entities and one protection transport entity. It may have one extra traffic signal.  At the source end, a normal traffic signal is either permanently connected to its working transport entity and may be connected to the protection transport entity (in the case of a broadcast bridge), or is connected to either its working or the protection transport entity (in the case of a selector bridge).  At the sink end, the normal traffic signal is selected from either the working or the protection transport entity.  An unprotected extra traffic signal can be transported via the protection transport entity, whenever the protection transport entity is not used to carry a normal traffic signal.
	G.808
	§3.2.4.2
	(2016-11)
	

	1+1 (protection) architecture
	
	1)b   A 1+1 protection architecture has one normal traffic signal, one working transport entity, one protection transport entity and a permanent bridge.  At the source end, the normal traffic signal is permanently bridged to both the working and the protection transport entities. At the sink end, the normal traffic signal is selected from the better of the two transport entities.  Due to the permanent bridging, the 1+1 (protection) architecture does not allow an unprotected extra traffic signal to be provided.
	G.808
	§3.2.4.1
	(2016-11)
	

	active transport entity
	
	1)b   The transport entity from which the protection selector selects the normal traffic signal.
	G.808
	§3.2.2.1
	(2016-11)
	

	APS channel
	
	1)b   Automatic protection switch (APS) channel is used to carry information between the two ends of a linear protection group to coordinate the head-end bridge with the tail-end selector for 1:n protection, and to coordinate the selectors in both directions in the case of bidirectional protection.
	G.808
	§3.2.8.1
	(2016-11)
	

	APS protocol: 1-phase
	
	A means to align the two ends of the protected domain via the exchange of a single message (Z → A).   For (1:1)↑n architectures, the bridge/selector at Z are operated before it is known if Z's condition has priority over the condition at A. When A confirms the priority of the condition at Z, it operates the bridge and selector. For unidirectional switching, the priority is determined by Z only and the selector at Z and bridge at A are operated. For 1+1 architectures, the bridges are permanent and only the selectors are to be operated.
	G.808
	§3.2.8.2
	(2016-11)
	

	APS protocol: 2-phase
	
	A means to align the two ends of the protected domain via the exchange of two messages (Z → A, A → Z).   For (1:1)↑n architectures, Z signals the switch condition to A and operates the bridge. When A confirms the priority of the condition at Z, it operates the bridge and selector. On receipt of confirmation, Z operates its selector. For unidirectional switching, the priority is determined by Z only and the selector at Z and bridge at A are operated. For 1+1 architectures, the bridges are permanent and only the selectors are to be operated.
	G.808
	§3.2.8.3
	(2016-11)
	

	APS protocol: 3-phase
	
	A means to align the two ends of the protected domain via the exchange of three messages (Z → A, A → Z, Z → A).   For 1:n, m:n architectures, Z does not perform any switch action until A confirms the priority of the condition at Z. When A confirms the priority, it operates the bridge. On receipt of confirmation, Z operates its selector and bridge and indicates the bridge action to A. A finally operates the selector. For 1+1 architectures, the bridges are permanent and only the selectors are to be operated.
	G.808
	§3.2.8.4
	(2016-11)
	

	automatic switch
	
	A switch action initiated automatically as a result of an Signal Degrade (SD) or Signal Fail (SF) being detected. SF is higher priority than SD. It switches normal traffic signal #i to the protection transport entity, unless an equal or higher priority switch commands is in effect. Normal traffic signal that is present on the protection transport entity with a lower priority request is transferred to and selected from its working transport entity.
	G.808
	§3.2.8.5
	(2016-11)
	

	bridge
	
	1)b   The function that connects the normal and extra traffic signals to the working and protection transport entities.
	G.808
	§3.2.7.1
	(2016-11)
	

	broadcast bridge
	
	1)b   For 1:n, m:n, (1:1)↑n architectures, the bridge permanently connects the normal traffic signal to the working transport entity. In the event of protection switching, the normal traffic signal is additionally connected to the protection transport entity. The extra traffic signal is either not connected or connected to the protection transport entity.
	G.808
	§3.2.7.2
	(2016-11)
	

	clear
	
	1)b   Clears the active near-end lockout of protection, forced switch, manual switch, Wait To Restore (WTR) state, or exercise command.
	G.808
	§3.2.8.6
	(2016-11)
	

	clear lockout of normal traffic signal #i
	
	1)b   Clears the lockout of normal traffic signal #i command.   NOTE – In bidirectional 1:n switching, remote bridge requests for normal traffic signal #i will still be honoured to prevent Automatic Protection Switch (APS) protocol failures. As a result, a normal traffic signal must be locked out at both ends to prevent it from being selected from the protection entity as a result of a command or fault condition at either end. Multiples of these commands may coexist for different normal traffic signals.
	G.808
	§3.2.8.7
	(2016-11)
	

	detection time
	
	1)b   The time between the occurrence of the fault or degradation and its detection as a defect condition and consequential activation of Signal Fail (SF) or Signal Degrade (SD) condition.
	G.808
	§3.2.9.1
	(2016-11)
	

	do not revert normal traffic signal #i
	
	1)b   In non-revertive operation, this is used to maintain a normal traffic signal to be selected from the protection transport entity.
	G.808
	§3.2.8.8
	(2016-11)
	

	exercise signal
	
	2)   Issues an exercise request for that signal (null signal, normal traffic signal, extra traffic signal) and checks responses on Automatic Protection Switch (APS) messages, unless the protection transport entity is in use. The switch is not actually completed, i.e., the selector is not operated by an exercise request.
	G.808
	§3.2.8.9
	(2016-11)
	

	extra traffic signal
	
	1)b   Traffic signal that is carried over the protection transport entity and/or bandwidth when that transport entity/bandwidth is not being used for the protection of a normal traffic signal; i.e., when the protection transport entity is on standby. Whenever the protection transport entity/bandwidth is required to protect or restore the normal traffic on the working transport entity, the extra traffic is pre-empted. Extra traffic is not protected.
	G.808
	§3.2.3.1
	(2016-11)
	

	forced switch
	
	A switch action initiated by an operator command. It switches the extra traffic signal, normal traffic signal #i, or the null signal to the protection transport entity, unless an equal or higher priority switch command is in effect. In the case of forced switching extra traffic or null signal to the protection transport entity, a normal traffic signal that is present on the protection transport entity is transferred to and selected from its working transport entity.   For the case where an Automatic Protection Switch (APS) protocol is in use, an SF on the protection transport entity (over which the APS signal is routed) has priority over the forced switch.
	G.808
	§3.2.8.10
	(2016-11)
	

	freeze
	
	1)b   A temporarily configured action initiated by an operator command. It prevents any switch action to be taken and as such freezes the current state. Until the freeze is cleared, additional near-end external commands are rejected. Fault condition changes and received Automatic Protection Switch (APS) messages are ignored. When the freeze command is cleared (clear freeze), the state of the protection group is recomputed based on the fault conditions and received APS message.
	G.808
	§3.2.8.11
	(2016-11)
	

	group
	
	3)b  Two or more transport entities, which are treated as a single entity for protection switching. Typically, those transport entities are routed over the same links within the protected domain.
	G.808
	§3.2.6.1
	(2016-11)
	

	head-end
	
	2)   The head-end of a protection group is the end where the bridge process is located. In the case where traffic is protected in both directions of transmission, the head-end process is present at every end of the protection group.
	G.808
	§3.2.5.1
	(2016-11)
	

	hitless protection switch
	
	1)b   A protection switch that does not cause characteristic or adapted information loss, duplication, disorder, or bit errors upon protection switching action.
	G.808
	§3.2.1.1
	(2016-11)
	

	hold-off time
	
	1)b   The time between the declaration of an Signal Fail (SF) or Signal Degrade (SD) condition and the initialization of the protection switching algorithm.
	G.808
	§3.2.9.2
	(2016-11)
	

	impairment
	
	1)b   Fault or performance degradation, which may lead to triggering of Signal Fail (SF) or Signal Degrade (SD).
	G.808
	§3.2.1.2
	(2016-11)
	

	intermediate node
	
	1)b   A node on either the working transport entity physical route or the protection transport entity physical route in-between the source and sink nodes of the corresponding protected domain.
	G.808
	§3.2.5.2
	(2016-11)
	

	lockout of normal traffic signal #i
	
	1)b   A temporary configuration action initiated by an operator command. It ensures that the normal traffic signal #i is temporarily not allowed to be routed via its protection transport entity. Commands for normal traffic signal #i will be rejected. Signal Fail (SF) or Signal Degrade (SD) will be ignored for normal traffic signal #i.
	G.808
	§3.2.8.12
	(2016-11)
	

	lockout of protection transport entity #i
	
	1)b   A temporary configuration action initiated by an operator command. It ensures that the protection transport entity #i is temporarily not available to transport a traffic signal (either normal or extra traffic).
	G.808
	§3.2.8.13
	(2016-11)
	

	m:n (protection) architecture
	
	1)b   An m:n protection architecture has n normal traffic signals, n working transport entities and m protection transport entities. It may have up to m extra traffic signals.  At the source end, a normal traffic signal is either permanently connected to its working transport entity and may be connected to one of the protection transport entities (in the case of a broadcast bridge), or is connected to either its working or one of the protection transport entities (in the case of a selector bridge). At the sink end, the normal traffic signal is selected from either its working or one of the protection transport entities.   Up to m unprotected extra traffic signals can be transported via the m protection transport entities whenever the protection transport entities are not used to carry a normal traffic signal.
	G.808
	§3.2.4.4
	(2016-11)
	

	manual switch
	
	A switch action initiated by an operator command. It switches the extra traffic signal, normal traffic signal #i, or the null signal to the protection transport entity, unless a fault condition exists on other transport entities or an equal or higher priority switch command is in effect. In the case of a manual switch of extra traffic or null signal, a normal traffic signal present on the protection transport entity is transferred to and selected from its working transport entity.
	G.808
	§3.2.8.14
	(2016-11)
	

	merging selector
	
	2)   For 1:1 and (1:1)↑n architectures, a selector which connects permanently the normal traffic signal output with both the working and protection transport entity inputs.   NOTE – This alternative works only in combination with a selector bridge. To prevent that Alarm Indication Signal (AIS)/forward defect indication (FDI) or misconnected/mismerged traffic on the standby transport entity is merged with the normal traffic signal selected from the active transport entity, the merging selector includes switches in both working and protection inputs. The active transport entity will have its switch closed, while the standby transport entity will have its switch opened. Consequently, a merging selector is like a distributed selective selector.
	G.808
	§3.2.7.6
	(2016-11)
	

	network survivability
	
	2)   The set of capabilities that allow a network to restore affected traffic in the event of an impairment.
	G.808
	§3.2.1.3
	(2016-11)
	

	no request
	NR
	1)b   All normal traffic signals are selected from their corresponding working transport entities. The protection transport entity carries either the null signal, extra traffic, or a bridge of the single normal traffic signal in a 1+1 protection group.
	G.808
	§3.2.8.15
	(2016-11)
	

	non-revertive (protection) operation
	
	1)b   A protection switching operation, where the transport and selection of the normal traffic signal does not return to the working transport entity if the switch requests are terminated.
	G.808
	§3.2.6.2
	(2016-11)
	

	normal traffic signal
	
	1)b  Traffic signal that is protected by two alternative transport entities, called working and protection transport entities.
	G.808
	§3.2.3.2
	(2016-11)
	

	null signal
	
	2)   The null signal can be any kind of signal that conforms to the signal structure (characteristic or adapted information) of the reference point in the specific layer. By default, it is the signal inserted by a connection function on an output, which is not connected to one of its inputs. The null signal is ignored (not selected) at the sink end of the protection. The null signal is indicated in the APS protocol if the protection transport entity is not used to carry the normal or extra traffic signal.
	G.808
	§3.2.3.3
	(2016-11)
	

	permanent bridge
	
	1)b   For a 1+1 architecture, the bridge connects the normal traffic signal to both the working and protection entities.
	G.808
	§3.2.7.3
	(2016-11)
	

	protected domain
	
	2)   The protected domain defines one or more transport entities (trails, subnetwork connections), for which a survivability mechanism is provided in the event of impairment affecting that or those transport entities.
	G.808
	§3.2.1.6
	(2016-11)
	

	protection
	
	2)   The use of pre-assigned capacity between nodes.
	G.808
	§3.2.1.4
	(2016-11)
	

	protection class: group
	
	1)b   Protection is performed for a set of transport entities.
	G.808
	§3.2.6.3
	(2016-11)
	

	protection class: individual
	
	1)b   Protection is performed for a single transport entity.
	G.808
	§3.2.6.4
	(2016-11)
	

	protection class: network connection protection
	
	1)b   Special case of subnetwork connection protection.
	G.808
	§3.2.6.5
	(2016-11)
	

	protection class: trail protection
	
	1)b   Transport entity protection for the case where the transport entity is a trail. The trail is protected by adding bridges and selectors at both ends of the trail, and an additional trail between these bridges and selectors.   The determination of a fault condition on a trail within the protected domain is performed by means of trail monitoring.
	G.808
	§3.2.6.6
	(2016-11)
	

	protection communication channel
	
	1)b   A control channel for exchanging configuration information between head-end and tail-end about a protection group.
	G.808
	§3.2.8.16
	(2016-11)
	

	protection control
	
	1)b   The information and set of processes for providing control of protection switching for a trail or subnetwork connection.
	G.808
	§3.2.1.5
	(2016-11)
	

	protection group
	
	1)b   The collection of head-end and tail-end functions, 1 to n normal traffic signals, optionally an extra traffic signal, 1 to n working transport entities, and a single protection transport entity that are used to provide extra reliability for the transport of normal traffic signals.
	G.808
	§3.2.1.7
	(2016-11)
	

	protection ratio
	
	1)b   The quotient of the actually protected bandwidth divided by the traffic bandwidth, which is intended to be protected.
	G.808
	§3.2.1.8
	(2016-11)
	

	protection transport entity
	
	1)b   The transport entity allocated to transport the normal traffic signal during a switch event. The protection transport entity may be used to carry extra traffic in the absence of a switch event. When there is a switch event, normal traffic on the affected working transport entity is bridged onto the protection transport entity, pre-empting the extra traffic (if present).
	G.808
	§3.2.2.2
	(2016-11)
	

	restoration
	
	1)b   The use of any capacity available between nodes for protection. In general, the algorithms used for restoration will involve re-routing. When restoration is used, a percentage of the transport network capacity will be reserved for the re-routing of normal traffic.
	G.808
	§3.2.1.9
	(2016-11)
	

	revertive (protection) operation
	
	1)b   A protection switching operation, where the transport and selection of the normal traffic signal (service) always returns to (or remains on) the working transport entity if the switch requests are terminated; i.e., when the working transport entity has recovered from the defect or the external request is cleared.
	G.808
	§3.2.6.7
	(2016-11)
	

	selective selector
	
	2)   A selector, which connects the normal traffic signal output with either the working or protection transport entity inputs, but not both simultaneously.
	G.808
	§3.2.7.7
	(2016-11)
	

	selector
	
	1)b   The function that extracts the normal traffic signal either from the working or the protection transport entity. The extra traffic signal is either extracted from the protection transport entity, or is not extracted; in the latter case, an alarm indication signal (AIS) signal will be output.
	G.808
	§3.2.7.4
	(2016-11)
	

	selector bridge
	
	2)   For 1:n, m:n, (1:1)↑n architectures, the bridge connects the normal traffic signal to either the working or the protection transport entity. The extra traffic signal is either not connected or connected to the protection transport entity.
	G.808
	§3.2.7.5
	(2016-11)
	

	signal degrade group
	SDG
	1)b   A signal indicating the associated group data has degraded.
	G.808
	§3.2.1.10
	(2016-11)
	

	signal fail group
	SFG
	1)b   A signal indicating the associated group has failed.
	G.808
	§3.2.1.11
	(2016-11)
	

	sink node
	
	1)b   The node at the egress of a protected domain, where a normal traffic signal may be selected from either the working transport entity or the protection transport entity.
	G.808
	§3.2.5.3
	(2016-11)
	

	source node
	
	1)b   The node at the ingress to a protected domain, where a normal traffic signal may be bridged to the protection transport entity.
	G.808
	§3.2.5.4
	(2016-11)
	

	standby transport entity
	
	1)b   The transport entity from which the protection selector does not select the normal traffic signal.
	G.808
	§3.2.2.3
	(2016-11)
	

	subnetwork connection protection
	
	1)b   Transport entity protection for the case where the transport entity is a subnetwork connection. The serial compound link connection within the subnetwork connection is protected by adding bridges and selectors in the connection functions at the edges of the protected domain and an additional serial compound link connection between these connection functions.  The determination of a fault condition on a serial compound link connection within the protected domain can be performed as follows:   (a) sublayer monitored (/S): Each serial compound link connection is extended with tandem connection monitoring or segment termination/adaptation functions to derive the fault condition status independent of the traffic signal present.   (b) non-intrusive monitored (/N): Each serial compound link connection is extended with a non-intrusive monitoring termination sink function to derive the fault condition status from the traffic signal that is present.   (c) inherent monitored (/I): The fault condition status of each link connection is derived from the status of the underlying server layer trail.  NOTE – This inherent monitoring is also applicable for SDH VC-n serial compound link connections.   (d) test monitored (/T): Each serial compound link connection's fault condition status is derived from an additional monitored serial compound link connection transported via the same serial compound link.
	G.808
	§3.2.6.8
	(2016-11)
	

	switch event
	
	1)b   A switch event exists if either a fault condition on a working transport entity or an external command exists, and the protection algorithm has concluded that this fault condition or external command is the highest priority event.
	G.808
	§3.2.1.13
	(2016-11)
	

	switch
	
	1)b   (A) (For the selector) The action of selecting normal traffic from the (current) standby transport entity rather than the (current) active transport entity.   (B) (For the bridge – in the case of permanent connection to working) The action of connecting or disconnecting the normal traffic to the protection transport entity.    (C) (For the case of non-permanent connection to working) The action of connecting the normal traffic signal to the (current) standby transport entity.
	G.808
	§3.2.1.12
	(2016-11)
	

	switching time
	
	1)b   Time between the initialization of the protection switching algorithm and the moment the traffic is selected from the standby transport entity.   NOTE – This definition for "switching time" is different in context to the definition found in [ITU-T G.671].
	G.808
	§3.2.9.3
	(2016-11)
	

	tail-end
	
	1)b   The tail-end of a protection group is the end where the selector process is located. In the case where traffic is protected in both directions of transmission, the tail-end process is present at every end of the protection group.
	G.808
	§3.2.5.5
	(2016-11)
	

	transport entity protection
	
	1)b   A method that allows transporting a traffic signal via more than one pre-assigned transport entity. The transport of a normal traffic signal via a working transport entity is replaced by the transport of this normal traffic signal via a protection transport entity if the working transport entity fails (SF condition), or if its performance falls below a required level (SD condition).
	G.808
	§3.2.2.4
	(2016-11)
	

	wait-to-restore normal traffic signal #i
	
	1)b   In revertive operation, after the clearing of an Signal Fail (SF) or Signal Degrade (SD) on working transport entity #i, maintains normal traffic signal #i as selected from the protection transport entity until a wait-to-restore timer expires. If the timer expires prior to any other event or command, the normal traffic signal will be transferred to the working transport entity and the protection group state will be changed to no request (NR). This is used to prevent frequent operation of the selector in the case of intermittent failures. The wait-to-restore state will only be entered if there is no SF or SD condition for the protection transport entity.
	G.808
	§3.2.8.17
	(2016-11)
	

	wait-to-restore time
	
	1)b   A period of time that must elapse before a transport entity that has recovered from an Signal Fail (SF) or Signal Degrade (SD) condition can be used again to transport the normal traffic signal and/or to select the normal traffic signal from.
	G.808
	§3.2.9.4
	(2016-11)
	

	working transport entity
	
	1)b   The transport entity over which the normal traffic signal is transported.
	G.808
	§3.2.2.5
	(2016-11)
	

	A
	
	End-point designation used when describing a protected domain; A is the source end of protected signals for which switch request signalling is initiated from the other, Z, end.
	G.808
	§5
	(2016-11)
	

	Z
	
	End-point designation used when describing a protected domain; Z is the end at which switch request signalling is initiated.
	G.808
	§5
	(2016-11)
	

	APS-byte pass-through
	
	1)b   The action of transmitting the same APS-bytes that are being received. Protection channels are not passed through. APS-byte pass-through is bidirectional. [Term specific to ring protection]
	G.808
	§Anx A
	(2016-11)
	

	crossing APS-bytes
	
	1)b   When a node sees ring bridge requests of equal priority on both 'sides' (This includes a switching node receiving a ring bridge request from the other end). [Term specific to ring protection]
	G.808
	§Anx A
	(2016-11)
	

	full pass-through
	
	1)b   The action of transmitting the same APS-bytes, and protection channels that are being received. Full pass-through may be either unidirectional or bidirectional as specified in the text. When a node enters unidirectional full pass-through, it shall continue sourcing the previously sourced APS-bytes in the opposite direction, with the exception that status information APS byte 1, bits 6-8 shall reflect the appropriate status code. [Term specific to ring protection]
	G.808
	§Anx A
	(2016-11)
	

	shared ring protection supporting 1 ODU per Lambda
	SRP-1
	This shared protection architecture is based on optical data unit (ODU)k connectivity not further sub-structured in respect to the protection switching. The ODUk may be member of a wavelength group for link group protection. [Term specific to ring protection]
	G.808
	§Anx A
	(2016-11)
	

	shared ring protection supporting p ODU per Lambda
	SRP-p
	This shared protection architecture is based on ODUj entities multiplexed into a HO ODUk. The ODUj may be member of a group for link group protection. [Term specific to ring protection]
	G.808
	§Anx A
	(2016-11)
	

	steering
	
	1)b   A protection method in which a source node redirects a traffic to the ring section into the direction retaining connectivity to a destination node. [Term specific to ring protection]
	G.808
	§Anx A
	(2016-11)
	

	wrapping
	
	1)b   The transmission of the traffic into the opposing direction in the ring, in order to route around a fault in a given ring segment. [Term specific to ring protection]
	G.808
	§Anx A
	(2016-11)
	

	APS VCC
	
	A VCC for control purposes, defined over the extent of the protected domain and contained within a VCG. Its purpose is to assist in the evaluation of the quality of the associated VCG and to serve as a conduit for protection switching control protocol messages. There is an APS VCC associated with each VCG_W and an APS VCC associated with each VCG_P. The transmission of protection switching control protocol messages is always over the VCG_P APS VCC.
	I.630
	§3.1
	(1999-02)
	

	APS VPC
	
	A VPC for control purposes, defined over the extent of the protected domain and contained within a VPG. Its purpose is to assist in the evaluation of the quality of the associated VPG and to serve as a conduit for protection switching control protocol messages. There is an APS VPC associated with each VPG_W and an APS VPC associated with each VPG_P. The transmission of protection switching control protocol messages is always over the VPG_P APS VPC.
	I.630
	§3.2
	(1999-02)
	

	bidirectional protection switching
	
	2)   A protection switching architecture in which, for a unidirectional failure, both directions (of the "trail", "subnetwork connection", etc.), including the affected direction and the unaffected direction, are switched to protection.
	I.630
	§3.3
	(1999-02)
	

	bridge
	
	2)     (For 1+1 configuration) The action or function of transmitting identical traffic on both the working and protection entities. (For 1:n configuration) To be defined.
	I.630
	§3.4
	(1999-02)
	

	connection point
	CP
	Reference points which are defined along a network connection defined at a given network layer. CPs defined at the ATM layer along a VP (or VC) connection are located at the ingress and egress of an ATM network element (or customer equipment), where VP (or VC) link termination functions operate. (See Note 2 in 3.38./I.630)
	I.630
	§3.5
	(1999-02)
	

	dedicated protection resource allocation
	
	A resource allocation policy where both the route and the bandwidth for the protection entity are pre-allocated.
	I.630
	§3.6
	(1999-02)
	

	egress
	
	The egress point of an ATM network element is illustrated in Figure 1./I.630
	I.630
	§3.7
	(1999-02)
	

	escalation
	
	2)   A network survivability action caused when the survivability function in lower layers has not been carried out.
	I.630
	§3.8
	(1999-02)
	

	e-t-e_VC-XX
	
	OAM cell providing the "XX" OAM function for an end-to-end VCC (e.g. e-t-e_VC-AIS ...)
	I.630
	§4
	(1999-02)
	

	extra traffic
	
	A lower priority traffic with respect to the one being carried by the working entity. It is carried over the protection entity while the working entity is active. The extra traffic is not protected, i.e. when the protection entity is required to protect the traffic that is being carried over the working entity (due to a failure or forced switch/manual switch operation in this last one), the extra traffic is pre-empted.
	I.630
	§3.9
	(1999-02)
	

	forced switch for working entity #n
	
	A switch action initiated by an operator command.
	I.630
	§3.10
	(1999-02)
	

	global link
	
	This defines the aggregation of the working link and the protection link.
	I.480
	§3.3
	(2000-03)
	

	hitless protection switch
	
	2)     A protection switch which does not cause cell loss, cell duplication, cell disorder, or bit errors upon protection switching action.
	I.630
	§3.11
	(1999-02)
	

	hold-off time
	
	2)   The time interval between the detection of an SF or SD and its confirmation as a condition requiring the protection switching procedure.
	I.630
	§3.12
	(1999-02)
	

	impairment
	
	2)     A defect or performance degradation which may lead to SF or SD trigger.
	I.630
	§3.13
	(1999-02)
	

	ingress
	
	The ingress point of an ATM network element is illustrated in Figure 1.
	I.630
	§3.14
	(1999-02)
	

	intermediate node
	
	2)     A node on either the working entity physical route or the protection entity physical route in between the source and sink of the corresponding protected domain.
	I.630
	§3.15
	(1999-02)
	

	manual switch
	
	2)   A switch action initiated by an operator command. Switch action is conducted unless a higher priority request is in effect.
	I.630
	§3.17
	(1999-02)
	

	matrix connection
	
	Subnetwork connection delimited, for the ATM layer, by the CPs located at the ingress and egress of an ATM network element (see Note 2 in 3.38).
	I.630
	§3.18
	(1999-02)
	

	network connection
	
	2)   Transport entity used for transferring user and OAM information between the endpoints of the connection (TCPs) (see Note 2 in 3.38).
	I.630
	§3.19
	(1999-02)
	

	network survivability
	
	3)    The set of capabilities that allow a network to restore affected traffic in the event of a failure. The degree of survivability is determined by the network’s capability to survive single failures, multiple failures, and equipment failures.
	I.630
	§3.20
	(1999-02)
	

	non-revertive protection switching
	
	A protection switching method where revertive action (switch back to the working entity) is not taken after the working entity is repaired.
	I.630
	§3.21
	(1999-02)
	

	normal traffic
	
	Traffic that is protected by two alternative transport entities, called working and protection entities.
	I.630
	§3.39
	(1999-02)
	

	protected domain for the ATM layer
	
	The protected domain defines one or more VPCs/VCCs, or a portion of this or these connection(s), for which a survivability mechanism is provided in the event of an impairment affecting that or those connections. It begins after the selector/bridge of one endpoint and extends up to the selector/bridge of the other endpoint. It excludes both selector/bridge functions.
	I.630
	§3.22
	(1999-02)
	

	protection entity
	
	The portion of the ATM VPC/VCC or VPG/VCG within the protected domain from which working traffic is received at the sink of the protected domain where a working entity has failed.
	I.630
	§3.23
	(1999-02)
	

	protection link
	
	The transmission link which is used for ATM cell transmission in protection operation mode, that is when the working link is in error.
	I.480
	§3.2
	(2000-03)
	

	protection switching
	
	A network survivability technique with dedicated protection resource allocation policy.
	I.630
	§3.24
	(1999-02)
	

	revertive protection switching
	
	A protection switching method where revertive action (switch back to the working entity) is taken after the working entity is repaired.
	I.630
	§3.25
	(1999-02)
	

	selection process
	
	The process in the receiver which consists in selecting between the two cell flows the block of cells which has the better performance from a transmission point of view.
	I.480
	§3.5
	(2000-03)
	

	selector
	
	2)   A switch which selects the traffic from the working entity or the protection entity.
	I.630
	§3.26
	(1999-02)
	

	subnetwork connection
	
	A transport entity corresponding to a part of a network connection. A subnetwork connection can be subdivided into a concatenation of links and matrix connections. As a special case, a matrix connection corresponds to a single (indivisible) subnetwork connection (see Note 2 in 3.38/I.630).
	I.630
	§3.27
	(1999-02)
	

	synchronization process
	
	The process in the receiver which consists in aligning the two cell flows received from the working and the protection link.
	I.480
	§3.4
	(2000-03)
	

	termination connection point
	TCP
	Endpoints of a network connection (see Note 2 in 3.38/I.630).
	I.630
	§3.28
	(1999-02)
	

	trail
	
	A "transport entity" which consists of an associated pair of "unidirectional trails" capable of simultaneously transferring information in opposite directions between their respective inputs and outputs (see Note 2 in 3.38/I.630).
	I.630
	§3.29
	(1999-02)
	

	transport entity
	
	2)   An architectural component which transfers information between its inputs and outputs within a layer network (see Note 2 in 3.38/I.630).
	I.630
	§3.30
	(1999-02)
	

	unidirectional protection switching
	
	1)b   A protection switching architecture in which, for a unidirectional failure (i.e. a failure affecting only one direction of transmission), only the affected direction (of the "trail", "subnetwork connection", etc.) is switched to protection.
	I.630
	§3.31
	(1999-02)
	

	VCG_P
	
	The protection entity in a VC Group protected domain.
	I.630
	§3.32
	(1999-02)
	

	VCG_W
	
	The working entity in a VC Group protected domain.
	I.630
	§3.33
	(1999-02)
	

	virtual channel group
	VCG
	A logical bundle of one or more ATM VC network and/or subnetwork connections that share the same paths(s) within the protected domain.
	I.630
	§3.34
	(1999-02)
	

	virtual path group
	VPG
	A logical bundle of one or more ATM VP network and/or subnetwork connections that share the same transmission paths(s) within the protected domain.
	I.630
	§3.35
	(1999-02)
	

	VPG_P
	
	The protection entity in a VP Group protected domain.
	I.630
	§3.36
	(1999-02)
	

	VPG_W
	
	The working entity in a VP Group protected domain.
	I.630
	§3.37
	(1999-02)
	

	working entity
	
	The portion of the ATM VPC/VCC or VPG/VCG within the protected domain from which working traffic is received at the sink of the protected domain under fault-free condition in revertive mode.  NOTE 1 – This function is different from the "bridge" defined in Rec G.841.  NOTE 2 – Rec G.805 gives a more general and detailed definition.
	I.630
	§3.38
	(1999-02)
	

	working link
	
	The transmission link which is used for ATM cell transmission in normal operation mode.
	I.480
	§3.1
	(2000-03)
	

	intra-domain interface
	IaDI
	A physical interface within the domain of a single network operator.
	G.8101/Y.1355
	§3.2.1
	(2016-11)
	

	inter-domain interface
	IrDI
	A physical interface that represents the boundary between the administrative domains of different network operators.
	G.8101/Y.1355
	§3.2.2
	(2016-11)
	

	MPLS-TP adapted information (MPLS-TP_AI) traffic unit
	
	The MPLS-TP adapted information (MPLS-TP_AI) traffic unit is an instance of characteristic information and a unit of usage, which consists of an MPLS-TP_AI header containing the bottom of stack indicator (S-bit) field of the MPLS shim header and an MPLS payload field.
	G.8101/Y.1355
	§3.2.3
	(2016-11)
	

	MPLS-TP characteristic information (MPLS-TP_CI) traffic unit
	
	The MPLS-TP characteristic information (MPLS-TP_CI) traffic unit is an instance of characteristic information and a unit of usage, which consists of an MPLS-TP_AI traffic unit or of a MPLS-TP OAM traffic unit, extended with an MPLS-TP_CI header containing the time-to-live (TTL) field of the MPLS shim header.
	G.8101/Y.1355
	§3.2.4
	(2016-11)
	

	MPLS-TP management network
	MT_MN
	An MPLS-TP management network is a subset of a telecommunication management network (TMN) that is responsible for managing those parts of a network element that contain MPLS-TP layer network entities. An MT_MN may be subdivided into a set of MPLS-TP management subnetworks.
	G.8101/Y.1355
	§3.2.5
	(2016-11)
	

	MPLS-TP management subnetwork
	MT_MSN
	An MPLS-TP management subnetwork (MT_MSN) consists of a set of separate embedded control channels (ECC) and associated intra-site data communication links which are interconnected to form a data communications network (DCN) within any given MPLS-TP transport topology. For MPLS-TP, the physical channel supporting the ECC is the MPLS-TP management communication channel (MCC) as defined in [ITU-T G.7712]. An MT_MSN represents a MPLS-TP specific local communication network (LCN) portion of a network operator's overall DCN or TMN.
	G.8101/Y.1355
	§3.2.6
	(2016-11)
	

	MPLS-TP network element
	MT_NE
	That part of a network element that contains entities from one or more MPLS-TP layer networks. An MT_NE may therefore be a standalone physical entity or a subset of a network element. It supports at least network element functions (NEF) and may also support an operations system function (OSF). It contains managed objects (MO), a message communication function (MCF) and a management application function (MAF). The functions of an MT_NE may be contained within an NE that also supports other layer networks. These layer network entities are considered to be managed separately from MPLS-TP entities. As such they are not part of the MT_MN or MT_MSN.
	G.8101/Y.1355
	§3.2.7
	(2016-11)
	

	backbone Ethernet connection
	
	An Ethernet connection of which the traffic units are encapsulated with a backbone VLAN tag (B-Tag) when they are transported through an Ethernet link. Outside an Ethernet link, the traffic units are without a backbone VLAN tag; the information transported in the backbone VLAN tag is presented as a set of parameters: priority, drop eligible and EC identifier. The link end performs the mapping of those parameters into the backbone VLAN tag and the demapping of these parameters from the backbone VLAN tag.
	G.8001/Y.1354
	§3.2.1
	(2016-04)
	

	backbone service Ethernet connection
	
	An Ethernet connection of which the traffic units are encapsulated with the first 48 bits of a backbone service instance tag (I-Tag) when they are transported through an Ethernet link. Outside an Ethernet link, the traffic units are without a backbone service instance tag; the information transported in the backbone service instance tag is presented as a set of parameters: priority, drop eligible and EC identifier. The link end performs the mapping of those parameters into the backbone service instance tag and the demapping of these parameters from the backbone service instance tag.
	G.8001/Y.1354
	§3.2.2
	(2016-04)
	

	customer
	
	2)   The entity that has ownership authority over a set of flow points. The customer may have one or more service instances.
	G.8001/Y.1354
	§3.2.3
	(2016-04)
	

	customer Ethernet connection
	
	An Ethernet connection (EC) of which the traffic units are encapsulated with a customer VLAN tag (C-Tag) when they are transported through an Ethernet link. Outside an Ethernet link, the traffic units are without a customer VLAN tag; the information transported in the customer VLAN tag is presented as a set of parameters: priority, drop eligible and EC identifier. The link end performs the mapping of those parameters into the customer VLAN tag and the demapping of these parameters from the customer VLAN tag.
	G.8001/Y.1354
	§3.2.4
	(2016-04)
	

	dual-ended
	
	A type of protocol messaging whereby an initiating MEP sends a request PDU to a receiving peer MEP, which does not send any response. In performance monitoring, the receiving MEP performs measurement calculations.
	G.8001/Y.1354
	§3.2.5
	(2016-04)
	

	EoT-NNI
	
	An NNI for the transfer of ETH_CI traffic units over a transport layer network.
	G.8001/Y.1354
	§3.2.6
	(2016-04)
	

	ERP instance
	
	An entity that is responsible for the protection of a subset of the VLANs that transport traffic over the physical Ethernet ring. Each ERP instance is independent of other ERP instances that may be configured on the physical Ethernet ring.
	G.8001/Y.1354
	§3.2.7
	(2016-04)
	

	ET management network
	ET.MN
	A subset of a TMN that is responsible for managing those parts of a network element that contain ET layer network entities. An ET.MN may be subdivided into a set of ET management subnetworks.
	G.8001/Y.1354
	§3.2.21
	(2016-04)
	

	ET management subnetwork
	ET.MSN
	Subnetwork consisting of a set of separate embedded communication channels (ECCs) and associated intra-site data communication links which are interconnected to form a data communication network (DCN) within any given ET topology. For ET, the physical channel supporting the ECC is the Ethernet management communication channel (MCC) as defined in [b-ITU-T G.8013]. An ET.MSN represents an ET specific local communications network (LCN) portion of a network operator's overall data communication network or TMN.
	G.8001/Y.1354
	§3.2.22
	(2016-04)
	

	ET network element
	ET.NE
	Element containing entities from one or more ET layer networks. An ET.NE may therefore be a stand-alone physical entity or a subset of a network element. It supports at least network element functions (NEFs) and may also support an operations system function (OSF). It contains managed objects (MOs), a message communication function (MCF) and a management application function (MAF). The functions of an ET.NE may be contained within an NE that also supports other layer networks. These layer network entities are considered to be managed separately from ET entities. As such, they are not part of the ET.MN or ET.MSN.
	G.8001/Y.1354
	§3.2.23
	(2016-04)
	

	ETH path
	
	The highest ETH MEG level in a set of eight MEG levels.
	G.8001/Y.1354
	§3.2.18
	(2016-04)
	

	ETH section
	
	The lowest ETH MEG level in a set of eight MEG levels.
	G.8001/Y.1354
	§3.2.19
	(2016-04)
	

	ETH tandem connection
	
	An intermediate ETH MEG level in a set of eight MEG levels.
	G.8001/Y.1354
	§3.2.20
	(2016-04)
	

	ETH_CI group
	
	A group of ETH_CI signals that is monitored as a single MEG. For this purpose, ETH OAM is added to one of the ETH_CI signals in the group.
	G.8001/Y.1354
	§3.2.9
	(2016-04)
	

	ETH_CI traffic unit
	
	The following set of signals defined in ITU-T G.8010: ETH_CI Data (D), ETH_CI priority (P), ETH_CI drop eligibility (DE), ETH_CI server signal fail (SSF) and optionally ETH_CI automatic protection switching (APS). The ETH_CI_D signal carries the traffic unit that consists of the following fields: destination address (DA), source address (SA) and MAC service data unit (M_SDU).
	G.8001/Y.1354
	§3.2.10
	(2016-04)
	

	Ethernet flow replication point
	ETHF_PP
	Connection point between <Srv>/ETH adaptation source and sink. ETH_CI from source Ethernet flow point (ETH_FP) is replicated and delivered across ETHF_PP to sink Ethernet termination flow point (ETH_TFP).
	G.8001/Y.1354
	§3.2.11
	(2016-04)
	

	Ethernet management communication channel
	ET.MCC
	A function providing a management communication channel between a pair of maintenance entity group (MEG) end points (MEP). The MCC can be used to perform remote management. The specific use of MCC is outside the scope of this Recommendation. An MEP can send a frame with ETH-MCC information to its peer MEP with a remote maintenance request, remote maintenance reply, notification, etc. Configuration information needs to be provisioned to the MEP to support MCC functions. See [b-ITU-T G.8013] for detailed information and the protocol data unit (PDU) structure of the MCC.
	G.8001/Y.1354
	§3.2.8
	(2016-04)
	

	Ethernet replicated information
	ETH_PI
	Replicated ETH_CI delivered across ETHTF_PP or ETHF_PP.
	G.8001/Y.1354
	§3.2.12
	(2016-04)
	

	Ethernet ring
	
	A collection of Ethernet ring nodes forming a closed physical loop whereby each Ethernet ring node is connected to two adjacent Ethernet ring nodes via a duplex communications facility.
	G.8001/Y.1354
	§3.2.13
	(2016-04)
	

	Ethernet ring node
	
	A network element that implements at least the following functionality.  a) One Ethernet connection function (ETH_C) with a dedicated Ethernet flow forwarding function (ETH_FF) for forwarding ring automatic protection switching (R-APS) control traffic.  b) Two ring ports, including ETHDi/ETH adaptation function at the ring maintenance entity group level (MEL).  c) Ethernet ring protection (ERP) control process controlling the blocking and unblocking of traffic over the ring ports.
	G.8001/Y.1354
	§3.2.14
	(2016-04)
	

	Ethernet service
	
	An Ethernet service supports an Ethernet flow (as specified in [b-ITU-T G.8010]). It is determined by the topology of the Ethernet network and a corresponding set of attributes associated with the Ethernet connection (EC), the UNI ports and NNI ports.
	G.8001/Y.1354
	§3.2.15
	(2016-04)
	

	Ethernet termination flow replication point
	ETHTF_PP
	Connection point between <Srv>/ETH adaptation source and sink. ETH_CI from source Ethernet termination flow point (ETH_TFP) is replicated and delivered across ETHTF_PP to sink filter process.
	G.8001/Y.1354
	§3.2.16
	(2016-04)
	

	Ety-NNI
	
	An NNI for the transfer of ETH_CI traffic units over a physical Ethernet interface.
	G.8001/Y.1354
	§3.2.24
	(2016-04)
	

	Ety-UNI
	
	A UNI for the transfer of ETH_CI traffic units over a physical Ethernet interface.
	G.8001/Y.1354
	§3.2.25
	(2016-04)
	

	far-end
	
	In single-ended or dual-ended messaging, the direction and information relating to a one-way measurement from an initiating MEP, to a receiving or responding peer MEP.
	G.8001/Y.1354
	§3.2.27
	(2016-04)
	

	initiating MEP
	
	An initiating MEP initiates measurements by sending request PDUs, and in the case of single-ended messaging, receiving response PDUs.
	G.8001/Y.1354
	§3.2.28
	(2016-04)
	

	interconnection node
	
	An Ethernet ring node that is common to two or more Ethernet rings or to a sub-ring and an interconnected network. At each interconnection node, there may be one or more Ethernet rings that can be accessed through a single ring port and not more than one Ethernet ring that is accessed by two ring ports. The former set of Ethernet rings is comprised of sub-rings, whereas the latter Ethernet ring is considered a major ring, relative to this interconnection node. If the interconnection node is used to connect a (set of) sub-ring(s) to another network, then there is no Ethernet ring accessed by two ring ports.
	G.8001/Y.1354
	§3.2.29
	(2016-04)
	

	in-profile
	
	For frames that belong to the same instance of an Ethernet service and priority, in-profile frames are defined as frames for which priority corresponds to a common value <X> and the network has determined that drop-eligibility corresponds to <false>. Procedures to determine drop-eligibility for a frame and procedures to convey priority and drop-eligibility on a frame are network and service specific.
	G.8001/Y.1354
	§3.2.30
	(2016-04)
	

	in-service OAM
	
	OAM actions that are carried out while the data traffic is not interrupted, with an expectation that data traffic remains transparent to OAM actions.
	G.8001/Y.1354
	§3.2.31
	(2016-04)
	

	leaf group
	
	A group representing two or more leaf ports within an RMP EC which can transmit to and receive from other leafs in the leaf group. Leaf ports within a leaf group cannot transmit to or receive from leafs outside the group.
	G.8001/Y.1354
	§3.2.32
	(2016-04)
	

	link Ethernet connection
	
	An Ethernet connection of which the traffic units are either not encapsulated or encapsulated with a priority tag.
	G.8001/Y.1354
	§3.2.33
	(2016-04)
	

	maintenance entity
	
	The entity between two of the flow/connection points in a maintenance entity group.
	G.8001/Y.1354
	§3.2.34
	(2016-04)
	

	maintenance entity group
	MEG
	A group defined, for the purpose of fragment or connection monitoring, between a set of flow or connection points within a fragment/connection. This set of flow or connection points may be located at the boundary of one administrative domain or a protection domain, or at the boundaries of two adjacent administrative domains. The maintenance entity group consists of one or more maintenance entities.
	G.8001/Y.1354
	§3.2.35
	(2016-04)
	

	maintenance entity group end point compound sink function
	
	A compound transport processing function that accepts the characteristic information of the layer network at its input, extracts and processes the OAM information related to the monitoring of the maintenance entity group, filters the OAM information from within to the maintenance entity group, adapts the information and presents it as the characteristic information of the layer or a client layer at its output, potentially as a (client) layer maintenance signal (e.g., AIS).
	G.8001/Y.1354
	§3.2.36
	(2016-04)
	

	maintenance entity group end point compound source function
	
	A compound transport processing function that accepts the characteristic information of the layer or a client layer network at its input, adapts that information, filters it for OAM information interfering with its own OAM information, adds OAM information to allow the maintenance entity group to be monitored and presents the resulting information at its output.
	G.8001/Y.1354
	§3.2.37
	(2016-04)
	

	maintenance entity group intermediate point compound function
	
	A compound transport processing function that accepts the characteristic information of the layer network at its input, reacts to OAM information related to on-demand monitoring of a maintenance entity group and presents the characteristic information without the OAM to which it reacted at its output.
	G.8001/Y.1354
	§3.2.38
	(2016-04)
	

	major ring
	
	An Ethernet ring that is connected on two ports to an interconnection node.
	G.8001/Y.1354
	§3.2.39
	(2016-04)
	

	MEG end point
	MEP
	A point marking the end of an ETH MEG that is capable of initiating and terminating OAM frames for fault management and performance monitoring. A MEP does not add a new forwarding identifier to the transit ETH flows. A MEP does not terminate the transit ETH flows, though it can observe these flows (e.g., count frames).
	G.8001/Y.1354
	§3.2.40
	(2016-04)
	

	MEG intermediate point
	MIP
	An intermediate point in a MEG that is capable of reacting to some OAM frames. A MIP does not initiate OAM frames. A MIP takes no action on the transit ETH flows.
	G.8001/Y.1354
	§3.2.41
	(2016-04)
	

	near-end
	
	In single-ended messaging, the direction and information relating to a one-way measurement from a responding peer MEP to an initiating MEP.
	G.8001/Y.1354
	§3.2.42
	(2016-04)
	

	network termination
	
	2)    The network element in the transport network that is connected to the customer edge equipment.
	G.8001/Y.1354
	§3.2.43
	(2016-04)
	

	network-to-network interface
	NNI
	An interface that is used for the interconnection of network elements within a transport network.
	G.8001/Y.1354
	§3.2.44
	(2016-04)
	

	on-demand measurement
	
	A measurement (e.g., performance monitoring such as delay measurement, loss measurement) that is running at a specific request. An on-demand measurement has a defined start and end time or date.
	G.8001/Y.1354
	§3.2.45
	(2016-04)
	

	on-demand monitoring
	
	A method to infer a specific status or performance characteristic of a maintenance entity or a set of maintenance entities within a maintenance entity group at a specific time with the purpose of obtaining a snapshot of the performance or to diagnose an identified fault condition or performance degradation.
	G.8001/Y.1354
	§3.2.46
	(2016-04)
	

	on-demand OAM
	
	OAM actions that are initiated via manual intervention for a limited time to carry out diagnostics. On-demand OAM can result in singular or periodic OAM actions during the diagnostics time interval.
	G.8001/Y.1354
	§3.2.47
	(2016-04)
	

	one-way
	
	A measurement of the performance of frames that is achieved in one direction from an initiating MEP to a peer MEP, or vice versa; i.e., a unidirectional measurement.
	G.8001/Y.1354
	§3.2.48
	(2016-04)
	

	out-of-service OAM
	
	OAM actions that are carried out while the data traffic is interrupted.
	G.8001/Y.1354
	§3.2.49
	(2016-04)
	

	peer MEP
	
	In a given MEP, all of the other MEPs in the same MEG.
	G.8001/Y.1354
	§3.2.51
	(2016-04)
	

	proactive measurement
	
	A measurement (e.g., performance monitoring such as delay measurement, loss measurement.) that is running continuously after it has been established. Proactive measurements can only be temporarily disabled.
	G.8001/Y.1354
	§3.2.52
	(2016-04)
	

	proactive monitoring
	
	A method to continuously infer the status and performance of a maintenance entity group with the purpose of detecting disturbances, faults and degradations immediately after their occurrence in order to verify the service level agreement or initiate recovery actions to restore the service to the guaranteed level.
	G.8001/Y.1354
	§3.2.53
	(2016-04)
	

	proactive OAM
	
	OAM actions that are carried out continuously to permit proactive reporting of fault or performance results.
	G.8001/Y.1354
	§3.2.54
	(2016-04)
	

	R-APS virtual channel
	
	The R-APS channel connection between two interconnection nodes of a sub-ring in (an)other Ethernet ring(s) or network(s). Its connection characteristics (e.g., path, performance) are influenced by the characteristics of the network (e.g., Ethernet ring) providing connectivity between the interconnection nodes.
	G.8001/Y.1354
	§3.2.55
	(2016-04)
	

	receiving MEP
	
	In dual-ended messaging, an MEP that receives request PDUs from an initiating MEP, and does not respond to them.
	G.8001/Y.1354
	§3.2.57
	(2016-04)
	

	responding MEP
	
	In single-ended messaging, an MEP that receives request PDUs from an initiating MEP and transmits corresponding response PDUs.
	G.8001/Y.1354
	§3.2.56
	(2016-04)
	

	ring MEL
	
	The maintenance entity group (MEG) level providing a communication channel for ring automatic protection switching (R-APS) information.
	G.8001/Y.1354
	§3.2.58
	(2016-04)
	

	ring protection link
	RPL
	The ring link that under normal conditions, i.e., without any failure or request, is blocked (at one or both ends) to traffic channels, to prevent the formation of loops.
	G.8001/Y.1354
	§3.2.59
	(2016-04)
	

	RPL neighbour node
	
	When configured, an Ethernet ring node adjacent to the RPL that is responsible for blocking its end of the RPL under normal conditions (i.e., the ring is established and no requests are present in the ring) in addition to the block by the RPL owner node. However, it is not responsible for activating the reversion behaviour.
	G.8001/Y.1354
	§3.2.60
	(2016-04)
	

	RPL owner node
	
	An Ethernet ring node adjacent to the RPL that is responsible for blocking its end of the RPL under normal conditions (i.e., the ring is established and no requests are present in the ring). Furthermore, it is responsible for activating reversion behaviour from protected or manual switch/forced switch (MS/FS) conditions.
	G.8001/Y.1354
	§3.2.61
	(2016-04)
	

	server MEP
	
	A server MEP represents the compound function of the server layer termination function and server/ETH adaptation function, which is used to notify the ETH layer MEPs of conditions of the server layer that may be relevant to these ETH MEPs (e.g., failure or degradation detection by the server layer termination function or server/ETH adaptation function), where the server layer termination function is expected to run OAM mechanisms specific to that server layer.
	G.8001/Y.1354
	§3.2.62
	(2016-04)
	

	service Ethernet connection
	
	An Ethernet connection of which the traffic units are encapsulated with a service VLAN tag (S-Tag) when they are transported through an Ethernet link. Outside an Ethernet link1 the traffic units are without service VLAN tag; the information transported in the service VLAN tag is presented as a set of parameters: priority, drop eligible and EC identifier. The link end performs the mapping of those parameters into the service VLAN tag and the demapping of these parameters from the service VLAN tag.
	G.8001/Y.1354
	§3.2.63
	(2016-04)
	

	single-ended
	
	A type of protocol messaging whereby an initiating MEP sends a request PDU to a responding peer MEP, and the peer MEP responds by sending a response PDU that contains the original request data plus any additional data added by the responder. In performance monitoring, the initiating MEP performs measurement calculations.
	G.8001/Y.1354
	§3.2.65
	(2016-04)
	

	sub-ring
	
	An Ethernet ring that is connected to (an)other Ethernet ring(s) or network(s) through the use of a pair of interconnection nodes. On their own, the sub-ring links do not form a closed loop. A closed connection of traffic may be formed by the sub-ring links and one or more links, which are controlled by (an)other Ethernet ring(s) or network(s), between interconnection nodes.
	G.8001/Y.1354
	§3.2.66
	(2016-04)
	

	sub-ring link
	
	A span (e.g., link/port) connecting adjacent sub-ring nodes that are under the control of the Ethernet ring protection control process (ERP control process) of the sub-ring.
	G.8001/Y.1354
	§3.2.67
	(2016-04)
	

	traffic-conditioning function
	
	A transport processing function that accepts the characteristic information of the layer network at its input, classifies the traffic units according to configured rules, meters each traffic unit within its class to determine its eligibility, polices non-conformant traffic units and presents the remaining traffic units at its output as characteristic information of the layer network.
	G.8001/Y.1354
	§3.2.69
	(2016-04)
	

	traffic-shaping function
	
	A transport processing function that accepts the characteristic information of the layer network at its input, classifies the traffic units according to configured rules, meters each traffic unit within its class to determine its eligibility, controls non-conformant traffic units by buffering and scheduling them alternately with conformant traffic units for presentation at its output as characteristic information of the layer network.
	G.8001/Y.1354
	§3.2.70
	(2016-04)
	

	two-way
	
	A measurement of the performance of frames that is achieved from an initiating MEP to responding peer MEP, and back to the initiating MEP; i.e., a bidirectional or round-trip measurement.
	G.8001/Y.1354
	§3.2.68
	(2016-04)
	

	user-to-network interface
	UNI
	An interface that is used for the interconnection of customer equipment with a network element of the transport network.
	G.8001/Y.1354
	§3.2.72
	(2016-04)
	

	wait to block timer
	
	A timer that is employed by the RPL owner to delay reversion after a forced switch or manual switch has been cleared.
	G.8001/Y.1354
	§3.2.73
	(2016-04)
	

	
	
	
	
	
	
	

	clear
	
	2)   This command clears the externally initiated command and wait-to-restore (WTR) at the node to which the command was addressed. The NE-to-NE signalling following removal of the externally initiated commands is performed using the NR code.
	G.873.2
	§7.2.2.1.1
	(2015-08)
	

	exercise – Ring
	EXER-R
	This command (using the APS bytes) exercises ring protection switching of the requested tributary slot without completing the actual bridge and switch. The command is issued and the responses are checked, but no normal traffic is affected.
	G.873.2
	§7.2.2.1.2
	(2015-08)
	

	exercise – Span
	EXER-S
	This command (using the APS bytes) exercises span protection of the requested tributary slot without completing the actual bridge and switch. The command is issued and the responses are checked, but no normal traffic is affected.
	G.873.2
	§7.2.2.1.2
	(2015-08)
	

	forced switch to protection – Ring
	FS-R
	This command (using the APS bytes) performs the ring switch of normal traffic from working tributary slots to the protection tributary slots for the span between the node at which the command is initiated and the adjacent node to which the command is destined. This switch occurs regardless of the state of the protection tributary slots, unless the protection tributary slots are satisfying a higher priority bridge request.
	G.873.2
	§7.2.2.1.2
	(2015-08)
	

	forced switch to protection – Span
	FS-S
	This command (using the APS bytes) switches the normal traffic from the working tributary slots to the protection tributary slots of that span. This switch occurs regardless of the state of the protection tributary slots, unless the protection tributary slots are satisfying a higher priority bridge request, or a signal failure (or an APS failure) exists on the protection tributary slots of the span.
	G.873.2
	§7.2.2.1.2
	(2015-08)
	

	lockout of protection – all spans
	
	This command (not signalled on the APS channel) prevents protection switching on the entire ring. If any normal traffic is using the protection facility on any span, this command causes normal traffic to switch back to the working tributary slots regardless of the condition of the working tributary slots. Note that the APS bytes do not support this command. Thus, these command have to be sent to each of the NEs via the PCC or the management system transmitting them to each individual NE. The lockout of protection – all span request is used by each NE to coordinate activities with the far end.
	G.873.2
	§7.2.2.1.1
	(2015-08)
	

	lockout of protection – Span
	LP-S
	This command (using the APS bytes) prevents the usage of the span for any protection activity and prevents using ring switches anywhere in the ring. If any ring switches exist in the ring, this command causes the switches to drop. If there is a span switch for this span, it is dropped. Thus, all ring switching is prevented (and pre-empted), and span switching is prevented only on the locked-out span.
	G.873.2
	§7.2.2.1.2
	(2015-08)
	

	lockout of working tributary slots – ring switch
	
	This command (not signalled on the APS channel) prevents normal traffic from working tributary slots over the addressed span from accessing the protection tributary slots for a ring switch. It does this by disabling the node's capability to request a ring protection switch of any kind. If any normal traffic is already on protection, the ring bridge is dropped regardless of the condition of the working tributary slots. If no other bridge requests are active on the ring, the NR code is transmitted. This command has no impact on the use of protection tributary slots for any other span. For example, the node can go into any of the pass-through modes.
	G.873.2
	§7.2.2.1.1
	(2015-08)
	

	lockout of working tributary slots – span switch
	
	This command (not signalled on the APS channel) prevents the normal traffic from the working tributary slots over the addressed span from accessing the protection tributary slots for a span switch. If any normal traffic is already on protection, the span switch is dropped regardless of the condition of the working tributary slots. If no other bridge requests are active on the ring, the NR code is transmitted. This command has no impact on the use of protection tributary slots for any other span.
	G.873.2
	§7.2.2.1.1
	(2015-08)
	

	manual switch to protection – Ring
	MS-R
	This command (using the APS bytes) performs the ring switch of the normal traffic from the working tributary slots to the protection tributary slots for the span between the node at which the command is initiated and the adjacent node to which the command is destined. This occurs if the protection tributary slots are not in an SD condition and are not satisfying an equal or higher priority bridge request (including failure of the protection tributary slots).
	G.873.2
	§7.2.2.1.2
	(2015-08)
	

	manual switch to protection – Span
	MS-S
	This command (using the APS bytes) switches the normal traffic from the working tributary slots to the protection tributary slots for the same span over which the command is initiated. This occurs if the protection tributary slots are not in an SD condition and are not satisfying an equal or higher priority bridge request (including failure of the protection tributary slots).
	G.873.2
	§7.2.2.1.2
	(2015-08)
	

	reverse request – Ring
	RR-R
	This (automatically initiated) command is transmitted to the tail-end NE on the short path as an acknowledgment for receiving the short-path ring bridge request.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	reverse request – Span
	RR-S
	This (automatically initiated) command is transmitted to the tail-end NE as an acknowledgment for receiving the short-path span bridge request. It is transmitted on the short path only.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	signal degrade – Protection
	SD-P
	This  (automatically initiated) command is used when an NE detects a degradation on its protection tributary slots, and there are no higher priority bridge requests existing on the working tributary slots (Degradation is defined above under Signal Degrade – Span). This bridge request is used only for four-fibre rings.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	signal degrade – Ring
	SD-R
	For two-fibre rings, any degraded ODUk (HO ODU) path or ODUj (LO ODU) tandem connection is protected using the ring switch (where degradation is defined above under SD-S). For four-fibre rings, an SD-R results from the combination of LOW-S and a detected or received working entity degrade on the same span, or the combination of detected or received signal degrade conditions on the working and protection entities on the same span.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	signal degrade – Span
	SD-S
	Signal degrade is defined as the presence of the trail signal degraded (TSD) condition generated by the ODUkP or ODUkT trail termination function defined in [ITU-T G.798]. In four-fibre rings, the working tributary slots on the degraded span can be protected using the protection tributary slots on the same span. This bridge request is used to switch the normal traffic to the protection tributary slots in the same span where the failure is located.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	signal fail – Protection
	SF-P
	This (automatically initiated) command is used to indicate to an adjacent node that the protection tributary slots are in a SF state (as defined previously for span switching). SF-P is used only for four-fibre rings.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	signal fail – Ring
	SF-R
	For two-fibre rings, all SFs (as defined previously for span switching) are protected using the ring switch. For four-fibre rings, the ring switch is used only if traffic cannot be restored using span switching. If failures exist on both the working and protection tributary slots within a span, it is necessary to initiate a ring bridge request. Hence, this command is used to request ring switching for signal failures. For a four-fibre ring, a SF-R results from the combination of lockout of working tributary slots – span switch (LOW-S) and a detected or received working entity failure on the same span or the following combination of detected or received conditions on the working and protection entity:   (a) working entity failed and protection entity failed on the same span;   (b) working entity failed and protection entity degraded on the same span;   (c) working entity degraded and protection entity failed on the same span.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	signal fail – Span
	SF-S
	An SF is defined as the presence of the trail signal fail (TSF) condition generated by the ODUkP or ODUkT trail termination function defined in [ITU-T G.798]. The tail-end detects the failure and generates the bridge request. For four-fibre rings, if the failure affects only the working tributary slots, traffic can be restored by switching to the protection tributary slots on the same span. The SF-S bridge request is used to initiate span switching for an SF on the working tributary slots of a four-fibre ring.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	wait-to-restore
	WTR
	This (automatically initiated) command is issued when working tributary slots meet the restoral threshold after an SD or SF condition. It is used to maintain the state during the WTR period unless it is pre-empted by a higher priority bridge request.
	G.873.2
	§7.2.2.2
	(2015-08)
	

	clear
	
	3)   The Clear (ring protection) command, at the Ethernet ring node, is used for the following operations:  a) Clearing an active local administrative command (e.g., FS or MS).  b) Triggering reversion before the wait to restore (WTR) or wait to block (WTB) timer expires in the case of revertive operation.  c) Triggering reversion in the case of non-revertive operation.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	exercise signal
	
	Exercise of the R-APS protocol. The signal is chosen so as not to modify the position of the blocked ring port.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	forced switch
	FS
	2)   This (ring protection) command forces a block on the ring port where the command is issued.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	lockout of protection
	
	This (ring protection) command disables the protection group.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	manual switch
	MS
	3)   In the absence of a failure or FS, this (ring protection) command forces a block on the ring port where the command is issued.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	no request
	NR
	2)   The (ring protection)  condition when no local protection switching requests are active.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	replace the RPL
	
	This (ring protection) command moves the RPL by blocking a different ring link and unblocking the RPL permanently.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	signal fail
	SF
	When an SF condition (ring protection condition) is detected on a ring link and it is determined to be a "stable" failure, Ethernet ring nodes adjacent to the failed ring link initiate the protection switching mechanism described in Rec ITU-T G.8032/Y.1344.
	G.8032/Y.1344
	§8.
	(2015-08)
	

	application process
	
	2)   An application process is an element within a real open-system which performs the information processing for a particular application (see Rec. ITU-T X.200 | ISO/IEC 7498-1).
	X.521 
	§6.11
	(2016-10)
	new

	application-entity
	
	2)   An application-entity consists of those aspects of an application process pertinent to communications.
	X.521 
	§6.12
	(2016-10)
	new

	device
	
	4)   A device is a physical unit which can communicate, such as a modem, disk drive, etc.
	X.521 
	§6.14
	(2016-10)
	new

	organizational role
	
	An organizational role is normally considered to be filled by a particular organizational person. Over its lifetime, however, an organizational role may be filled by a number of different organizational people in succession. In general, an organizational role may be filled by a person or a non-human entity.
	X.521 
	§6.7
	(2016-10)
	new

	password expiration
	
	The situation where a user password has reached the end of its validity period: the account is locked and the user has to change the password before doing any other directory operation.
	X.511
	§3.8.8
	(2016-10)
	new

	password history
	
	List of old passwords and the times they were inserted in the history.
	X.511
	§3.8.10
	(2016-10)
	new

	password quality attributes
	
	Attributes that specify how a password shall be constructed. Password quality attributes include things like minimum length, mixture of characters (uppercase, lowercase, figures, punctuations, etc), and avoidance of trivial passwords.
	X.511
	§3.8.9
	(2016-10)
	new

	ACRL distribution point
	
	A directory entry or another distribution source for attribute certificate revocation lists (ACRLs); an ACRL distributed through an ACRL distribution point may contain revocation entries for only a subset of the full set of attribute certificates issued by one attribute authority (AA) or may contain revocation entries for multiple AAs.
	X.509
	§3.5.1
	(2016-10)
	new

	attribute authority certificate
	
	An attribute certificate for one attribute authority (AA) issued by another AA or by the same AA.
	X.509
	§3.5.2
	(2016-10)
	new

	attribute certificate
	
	A data structure, digitally signed by an attribute authority that binds some attribute values with identification information about its holder.
	X.509
	§3.5.3
	(2016-10)
	§changed

	attribute authority
	AA
	1)    An authority which assigns privileges by issuing attribute certificates or by including them in public-key certificates.
	X.509
	§3.5.4
	(2016-10)
	Changed

	attribute authority revocation list
	AARL
	A revocation list containing a list of references to attribute certificates issued to attribute authorities (AAs) that are no longer considered valid by the issuing AA.
	X.509
	§3.5.5
	(2016-10)
	Changed

	attribute certificate revocation list
	ACRL
	A revocation list containing a list of references to attribute certificates that are no longer considered valid by the issuing attribute authority.
	X.509
	§3.5.6
	(2016-10)
	§changed

	attribute certificate validation
	
	The process of ensuring that an attribute certificate was valid at a given time, including possibly the construction and processing of a delegation path, and ensuring that all attribute certificates in that path were valid (e.g., were not expired or revoked) at that given time.
	X.509
	§3.5.7
	(2016-10)
	new

	authority
	
	1)    An entity, responsible for the issuance of certificates or of revocation lists. Four types are defined in this Rec | IS; a certification authority which issues public-key certificates, an attribute authority which issues attribute certificates, a certificate revocation list (CRL) issuer which issues CRLs and an attribute certificate revocation list (ACRL) issuer which issues ACRLs.
	X.509
	§3.5.8
	(2016-10)
	Changed

	authorization and validation list
	AVL
	A signed list containing information to an AVL entity about potential communications entities and possible restrictions on the communications with such entities.
	X.509
	§3.5.9
	(2016-10)
	new

	authorization and validation list entity
	AVL entity
	An entity, when acting as a relying party, is dependent on an AVL issued by a designated authorizer.
	X.509
	§3.5.10
	(2016-10)
	new

	authorizer
	
	An entity trusted by one or more entities operating as authorization and validation list (AVL) entities to create, maintain and sign authorization and validation lists.
	X.509
	§3.5.11
	(2016-10)
	new

	base attribute certificate revocation list
	base ACRL
	An attribute certificate revocation list (ACRL) that is used as the foundation in the generation of a delta attribute certificate revocation list (dACRL).
	X.509
	§3.5.12
	(2016-10)
	new

	base certificate revocation list
	base CRL
	A certificate revocation list (CRL) that is used as the foundation in the generation of a delta certificate revocation list (dCRL).
	X.509
	§3.5.13
	(2016-10)
	new

	CA certificate
	
	A public-key certificate for one certification authority (CA) issued by another CA or by the same CA.
	X.509
	§3.5.14
	(2016-10)
	Changed

	certificate policy
	
	1)     A named set of rules that indicates the applicability of a public-key certificate to a particular community and/or class of application with common security requirements. For example, a particular certificate policy might indicate applicability of a type of certificate to the authentication of electronic data interchange transactions for the trading of goods within a given price range.
	X.509
	§3.5.15
	(2016-10)
	Changed

	certification practice statement
	CPS
	1)    A statement of the practices that a certification authority (CA) employs in issuing certificates.
	X.509
	§3.5.16
	(2016-10)
	Changed

	certificate revocation list
	CRL
	1)    A signed list indicating a set of public-key certificates that are no longer considered valid by the issuing certification authority (CA). In addition to the generic term certificate revocation list (CRL), some specific CRL types are defined for CRLs that cover particular scopes.
	X.509
	§3.5.17
	(2016-10)
	Changed

	certificate serial number
	
	An integer value, unique within the issuing authority, which is unambiguously associated with a certificate issued by that authority.
	X.509
	§3.5.18
	(2016-10)
	§changed

	certification authority
	CA
	1)    An authority trusted by one or more entities to create and digital sign public-key certificates. Optionally the certification authority may create the subjects' keys.
	X.509
	§3.5.19
	(2016-10)
	Changed

	certification authority revocation list
	CARL
	A revocation list containing a list of certification authority (CA) certificates issued to CAs that are no longer considered valid by the issuing CA.
	X.509
	§3.5.20
	(2016-10)
	Changed

	certification path
	
	1)     An ordered list of one or more public-key certificates, starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key certificate to be validated. All intermediate public-key certificates, if any, are certification authority (CA) certificates in which the subject of the preceding public-key certificate is the issuer of the following public-key certificate.
	X.509
	§3.5.21
	(2016-10)
	Changed

	certification path
	
	2)   Before a public-key certificate can be securely used by a relying party, it shall be validated. In order to validate such a public-key certificate, a chain of public-key certificates, called a certification path, shall be established between the publickey certificate signed by a trust anchor recognized by the relying party and the public-key certificate to be validated. Every public-key certificate within that path shall be checked. A certification path is thus an ordered list of public-key certificates starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key certificate to be validated. All intermediate public-key certificates, if any, are CA certificates in which the subject of the preceding publickey certificate is the issuer of the following public-key certificate. Each public-key certificate in a certification path shall be unique. A path that contains the same public-key certificate multiple times is not a valid certification path.
	X.509
	§7.7
	(2016-10)
	Changed

	CRL distribution point
	
	A directory entry or other distribution source for certificate revocation lists (CRLs); a CRL distributed through a CRL distribution point may contain revocation entries for only a subset of the full set of public-key certificates issued by one certification authority (CA) or may contain revocation entries for multiple CAs.
	X.509
	§3.5.22
	(2016-10)
	Changed

	cross-certificate
	
	A certification authority (CA) certificate where the issuer and the subject are different CAs. CAs issue cross-certificates to other CAs as a mechanism to authorize the subject CA's existence.
	X.509
	§3.3.23
	(2016-10)
	

	delegation
	
	1)    Conveyance of privilege from one entity that holds such privilege, to another entity.
	X.509
	§3.5.24
	(2016-10)
	§changed

	delegation path
	
	An ordered sequence of attribute certificates which, together with authentication of a privilege asserter's identity can be processed to verify the authenticity of a privilege asserter's privilege.
	X.509
	§3.5.25
	(2016-10)
	Changed

	delta attribute certificate revocation list
	dACRL
	A partial attribute certificate revocation list that only contains entries for attribute certificates that have had their revocation status changed since the issuance of the referenced base attribute certificate revocation list (base ACRL).
	X.509
	§3.5.26
	(2016-10)
	new

	delta-CRL
	dCRL
	A partial revocation list that only contains entries for public-key certificates that have had their revocation status changed since the issuance of the referenced base CRL.
	X.509
	§3.5.27
	(2016-10)
	Changed

	end entity
	
	Either a public-key certificate subject that uses its private key for purposes other than signing public-key certificates, or an attribute certificate holder that cannot delegate privileges of the attribute certificate, but uses its attributes only to gain access to a resource.
	X.509
	§3.5.28
	(2016-10)
	Changed

	end-entity attribute certificate
	
	An attribute certificate issued to an entity, which then acts as an end entity within a privilege management infrastructure.
	X.509
	§3.5.29
	(2016-10)
	Changed

	end-entity attribute certificate revocation list
	EARL
	A revocation list containing a list of attribute certificates issued to holders that are not also attribute authorities (AAs) that are no longer considered valid by the certificate issuer.
	X.509
	§3.5.30
	(2016-10)
	Changed

	end-entity public-key certificate
	
	A public-key certificate issued to an entity, which then acts as an end entity within a public-key infrastructure.
	X.509
	§3.5.31
	(2016-10)
	Changed

	end-entity public-key certificate revocation list
	EPRL
	A revocation list containing a list of public-key certificates issued to subjects that are not also certification authorities (CAs), that are no longer considered valid by the certificate issuer.
	X.509
	§3.5.32
	(2016-10)
	Changed

	environmental variables
	
	Those aspects of policy required for an authorization decision, that are not contained within static structures, but are available through some local means to a privilege verifier (e.g., time of day or current account balance).
	X.509
	§3.5.33
	(2016-10)
	§changed

	full attribute certificate revocation list
	full ACRL
	A complete revocation list that contains entries for all attribute certificates that have been revoked for a given scope.
	X.509
	§3.5.34
	(2016-10)
	new

	full CRL
	
	A complete revocation list that contains entries for all public-key certificates that have been revoked for the given scope.
	X.509
	§3.5.35
	(2016-10)
	Changed

	hash function
	
	1)   A (mathematical) function which maps data of arbitrary size into data of a fixed size called a digest.
	X.509
	§3.5.36
	(2016-10)
	Changed

	holder
	
	An entity to whom some privilege has been delegated either directly from the source of authority or indirectly through another attribute authority.
	X.509
	§3.5.37
	(2016-10)
	Changed

	indirect attribute certificate revocation list
	iACRL
	A revocation list whose scope includes attribute certificates issued by one or more attribute authorities (AAs) other than the issuer of the revocation list. The same indirect ACRL is also authoritative for the attribute certificates, if any, issued by the ACRL issuer.
	X.509
	§3.5.38
	(2016-10)
	new

	indirect certificate revocation list
	iCRL
	A revocation list whose scope includes public-key certificates issued by one or more certification authorities (CAs) other than the issuer of the revocation list. The same indirect certificate revocation list (CRL) is also authoritative for the public-key certificates, if any, issued by the CRL issuer.
	X.509
	§3.5.39
	(2016-10)
	Changed

	intermediate CA
	
	A certification authority (CA) is acting as an intermediate CA within a certification path when it is the issuer of the next public-key certificate on that certification path.
	X.509
	§3.5.40
	(2016-10)
	new

	key agreement
	
	A method for negotiating a symmetric key value on-line without transferring the key, even in an encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement mechanisms).
	X.509
	§3.5.41
	(2016-10)
	Changed

	object method
	
	An action that can be invoked on a resource (e.g., a file system may have read, write and execute object methods).
	X.509
	§3.5.42
	(2016-10)
	§changed

	one-way function
	
	1)    A (mathematical) function which is easy to compute, but which for a general value y in the range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y for which finding x is not computationally difficult.
	X.509
	§3.5.43
	(2016-10)
	Changed

	PKI end entity
	
	An entity that is acting as an end entity in a public-key infrastructure (PKI) environment, where the subject uses it private key for other purposes than signing public-key certificates.
	X.509
	§3.5.44
	(2016-10)
	new

	PkiPath
	
	The ASN.1 data type PkiPath is used to represent a certification path. Within the sequence, the order of public-key certificates is such that the subject of the first public-key certificate is the issuer of the second public-key certificate, etc.
	X.509
	§7.7
	(2016-10)
	Changed

	PMI end entity
	
	An entity that is acting as an end entity in a privilege management infrastructure (PMI) environment, where the holder uses its privilege attributes to gain access to a resource.
	X.509
	§3.5.45
	(2016-10)
	new

	policy decision point
	PDP
	1)    The point where policy decisions are made (synonymous with access control decision function, ADF).
	X.509
	§3.5.46
	(2016-10)
	Changed

	policy enforcement point
	PEP
	1)    The point where the policy decisions are actually enforced (synonymous with access control enforcement function, AEF).
	X.509
	§3.5.47
	(2016-10)
	Changed

	policy mapping
	
	Recognizing that, when a certification authority (CA) in one domain certifies a CA in another domain, a particular certificate policy in the second domain may be considered by the authority of the first domain to be equivalent (but not necessarily identical in all respects) to a particular certificate policy in the first domain.
	X.509
	§3.5.48
	(2016-10)
	Changed

	private key
	
	1)    (In a public-key cryptosystem) that key of an entity's key pair which is known only by that entity.
	X.509
	§3.5.49
	(2016-10)
	§changed

	privilege
	
	2)    An attribute or property assigned to an entity by an attribute authority.
	X.509
	§3.5.50 
	(2016-10)
	Changed

	privilege asserter
	
	A privilege holder using the attributes of the attribute certificate or public-key certificate to assert privilege.
	X.509
	§3.5.51
	(2016-10)
	Changed

	privilege holder
	
	An entity that has been assigned privilege. A privilege holder may assert its privilege for a particular purpose.
	X.509
	§3.5.52
	(2016-10)
	new

	privilege management infrastructure
	PMI
	The infrastructure able to support the management of privileges in support of a comprehensive authorization service and in relationship with a public-key infrastructure.
	X.509
	§3.5.53
	(2016-10)
	Changed

	privilege policy
	
	The policy that outlines conditions for privilege verifiers to provide/perform sensitive services to/for qualified privilege asserters. Privilege policy relates attributes associated with the service as well as attributes associated with privilege asserters.
	X.509
	§3.5.54
	(2016-10)
	§changed

	privilege verifier
	
	1)    An entity verifying attributes of a public-key certificate or attribute certificate against a privilege policy.
	X.509
	§3.5.55
	(2016-10)
	Changed

	public key
	
	1)    That key of an entity's key pair which is publicly known.
	X.509
	§3.5.56
	(2016-10)
	Changed

	public-key certificate
	PKC
	1)    The public key of an entity, together with some other information, rendered unforgeable by digital signature with the private key of the certification authority (CA) that issued it.
	X.509
	§3.5.57
	(2016-10)
	Changed

	public-key certificate validation
	
	The process of ensuring that a public-key certificate was valid at a given time, including possibly the construction and processing of a certification path, and ensuring that all public-key certificates in that path were valid (e.g., were not expired or revoked) at that given time.
	X.509
	§3.5.58
	(2016-10)
	new

	public-key infrastructure
	PKI
	1)    The infrastructure able to support the management of public keys able to support authentication, encryption, integrity or non-repudiation services.
	X.509
	§3.5.59
	(2016-10)
	Changed

	registration authority
	RA
	9)    Those aspects of the responsibilities of a certification authority that are related to identification and authentication of the subject of a public-key certificate to be issued by that certification authority. An RA may either be a separate entity or be an integrated part of the certification authority. NOTE – This definition is different in scope from the one defined in Rec. ITU-T X.660 | ISO/IEC 9834-1.
	X.509
	§3.5.60
	(2016-10)
	new

	relying party
	
	1)    An entity that relies on the data in a public-key certificate in making decisions.
	X.509
	§3.5.61
	(2016-10)
	Changed

	role assignment certificate
	
	A certificate that contains the role attribute, assigning one or more roles to the certificate subject/holder.
	X.509
	§3.5.62
	(2016-10)
	§changed

	role specification certificate
	
	An attribute certificate that contains the assignment of privileges to a role.
	X.509
	§3.5.63
	(2016-10)
	Changed

	sensitivity
	
	1)    Characteristic of a resource that implies its value or importance.
	X.509
	§3.5.64
	(2016-10)
	§changed

	security policy
	
	1)    The set of rules laid down by the security authority governing the use and provision of security services and facilities.
	X.509
	§3.5.65
	(2016-10)
	§changed

	self-issued attribute certificate
	
	An attribute certificate where the issuer and the holder are the same attribute authority (AA). An AA might use a self-issued attribute certificate, for example, to publish policy information.
	X.509
	§3.5.66
	(2016-10)
	Changed

	self-issued certificate
	
	A certification authority (CA) certificate where the issuer and the subject are the same CA. A CA might use self-issued certificates, for example, during a key rollover operation to provide trust from the old key to the new key.
	X.509
	§3.5.67
	(2016-10)
	Changed

	self-signed certificate
	
	A special case of self-issued certificates where the private key used by the certification authority (CA) to sign the CA certificate corresponds to the public key that is certified within the CA certificate. A CA might use a self-signed certificate, for example, to advertise their public key or other information about their operations.   NOTE – Use of self-issued certificates and self-signed certificates issued by other than certification authorities (CAs) are outside the scope of this Rec | IS.
	X.509
	§3.5.68
	(2016-10)
	Changed

	source of authority
	SOA
	An attribute authority that a privilege verifier for a particular resource trusts as the ultimate authority to assign a set of privileges for asserting that resource.
	X.509
	§3.5.69
	(2016-10)
	Changed

	strong authentication
	
	Strong authentication makes use of PKI as specified by this Specification, which provides the basic approach to authentication. Note: In some cases, where strong authentication is to take place, A shall obtain the public key of B, and the return certification path from B to A, prior to any exchange of information. In other cases A and B shall possess a reliable copy of the public key of the trust broker. A’s public-key certificate PKC-A and B’s public-key certificate PKC-B will be contained in the information exchange.
	X.509
	§N.1
	(2016-10)
	Changed

	subject CA
	
	A certification authority (CA) for which another CA has issued a CA certificate.
	X.509
	§3.5.70
	(2016-10)
	new

	trust anchor
	
	An entity that is trusted by a relying party and used for validating public-key certificates.
	X.509
	§3.5.71
	(2016-10)
	Changed

	trust anchor information
	
	Trust anchor information is at least the: distinguished name of the trust anchor, associated public key, algorithm identifier, public key parameters (if applicable), and any constraints on its use, including a validity period. The trust anchor information may be provided as a self-signed certification authority (CA) certificate or as a normal CA certificate (i.e., cross-certificate).
	X.509
	§3.5.72
	(2016-10)
	Changed

	trust anchor store
	
	A trust anchor information collection at a relying party for one or more trust anchors.
	X.509
	§3.5.73
	(2016-10)
	new

	trust broker
	
	A third party trusted by relying parties to provide quantitative information about the trustworthiness and qualitative information about the intended use of a public-key certificate based on information about the certification authority. Trust brokers are independent of certification authorities and have direct trust relationships with relying parties.
	X.509
	§3.5.74
	(2016-10)
	new

	trust in a CA
	
	Belief that the certification authority (CA) will act reliability and truthfully in the management of its public-key certificates and will comply with its published certification practise statement and relevant legislation.
	X.509
	§3.5.75
	(2016-10)
	new

	trust in a public-key certificate
	
	Belief that the public-key certificate belongs to the subject identified in the public-key certificate.
	X.509
	§3.5.76
	(2016-10)
	new

	application-entity
	
	An application-entity consists of those aspects of an application process pertinent to communications.
	X.521 
	§6.12
	(2016-10)
	new

	application process
	
	An application process is an element within a real open-system which performs the information processing for a particular application (see Rec. ITU-T X.200 | ISO/IEC 7498-1).
	X.521 
	§6.11
	(2016-10)
	new

	device
	
	A device is a physical unit which can communicate, such as a modem, disk drive, etc.
	X.521 
	§6.14
	(2016-10)
	new

	organizational role
	
	An organizational role is normally considered to be filled by a particular organizational person. Over its lifetime, however, an organizational role may be filled by a number of different organizational people in succession. In general, an organizational role may be filled by a person or a non-human entity.
	X.521 
	§6.7
	(2016-10)
	new
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	ICP 
	Internet Content Provider
	X.1033
	§4
	(2016-04)
	

	
	TV 
	TeleVision
	X.1033
	§4
	(2016-04)
	

	
	CNI
	Critical National Infrastructure
	X.1051
	§3.2
	(2016-04)
	

	
	HVAC
	Heating, Ventilation, and Air Conditioning
	X.1051
	§3.2
	(2016-04)
	

	
	CSV 
	Comma-Separated Values (file format)
	G.1050
	§4
	(2016-07)
	

	
	DSLAM 
	DSL Access Multiplexer
	G.1050
	§4
	(2016-07)
	

	
	GPON 
	Gigabit-capable Passive Optical Network
	G.1050
	§4
	(2016-07)
	

	
	HD 
	High-Definition video
	G.1050
	§4
	(2016-07)
	

	
	HTTP 
	HyperText Transport Protocol
	G.1050
	§4
	(2016-07)
	

	
	IPTV
	Internet Protocol Television (UDP)
	G.1050
	§4
	(2016-07)
	

	
	OTT 
	Over-the-Top (TCP streaming video)
	G.1050
	§4
	(2016-07)
	

	
	PBS 
	Peak Burst Size (pcap generator)
	G.1050
	§4
	(2016-07)
	

	
	pcap 
	packet capture (file format)
	G.1050
	§4
	(2016-07)
	

	
	PIR 
	Peak Information Rate (pcap generator)
	G.1050
	§4
	(2016-07)
	

	
	RTT
	Round-Trip-Times
	G.1050
	§4
	(2016-07)
	

	
	SD 
	Standard-Definition video
	G.1050
	§4
	(2016-07)
	

	
	VBR 
	Variable Bit Rate
	G.1050
	§4
	(2016-07)
	

	
	VTC 
	Video Teleconferencing
	G.1050
	§4
	(2016-07)
	

	
	A 
	Assure
	X.Sup27
	§4
	(2016-09)
	

	
	C 
	Communicate
	X.Sup27
	§4
	(2016-09)
	

	
	CIO 
	Chief Information Officer
	X.Sup27
	§4
	(2016-09)
	

	
	D 
	Direct
	X.Sup27
	§4
	(2016-09)
	

	
	E 
	Evaluate
	X.Sup27
	§4
	(2016-09)
	

	
	eCM 
	e-Council of Ministers / e-Conseil des Ministres
	X.Sup27
	§4
	(2016-09)
	

	
	M
	Monitor
	X.Sup27
	§4
	(2016-09)
	

	
	ARPU 
	Average Revenue Per User
	X.Sup28
	§4
	(2016-09)
	

	
	BOSS 
	Business and Operation Support System
	X.Sup28
	§4
	(2016-09)
	

	
	CLI 
	Calling Line Identification
	X.Sup28
	§4
	(2016-09)
	

	
	CS 
	Circuit Switched
	X.Sup28
	§4
	(2016-09)
	

	
	CSCF 
	Call Session Control Function
	X.Sup28
	§4
	(2016-09)
	

	
	I/S-CSCF 
	Interrogating/Serving Call Session Control Function
	X.Sup28
	§4
	(2016-09)
	

	
	ID 
	Identity
	X.Sup28
	§4
	(2016-09)
	

	
	RCS 
	Rich Communication Service
	X.Sup28
	§4
	(2016-09)
	

	
	SLF 
	Subscriber Location Function
	X.Sup28
	§4
	(2016-09)
	

	
	LS 
	Linking Service
	X.1258
	§4
	(2016-09)
	

	
	OAuth 
	Open Authentication
	X.1258
	§4
	(2016-09)
	

	
	OpenID
	Open Identity
	X.1258
	§4
	(2016-09)
	

	
	VC 
	Virtual Collaboration
	X.1258
	§4
	(2016-09)
	

	
	BSD 
	Berkeley Software Distribution
	X.1542
	§4
	(2016-09)
	

	
	DTD
	Document Type Definition
	X.1542
	§4
	(2016-09)
	

	
	SIMEF 
	Session Information Message Exchange Format
	X.1542
	§4
	(2016-09)
	

	
	SNA 
	Shared Network Architecture
	X.1542
	§4
	(2016-09)
	

	
	UTF 
	Universal character set Transformation Format
	X.1542
	§4
	(2016-09)
	

	
	CSC 
	Cloud Service Customer
	X.1641
	§4
	(2016-09)
	

	
	CSP 
	Cloud Service Provider
	X.1641
	§4
	(2016-09)
	

	
	CSU 
	Cloud Service User
	X.1641
	§4
	(2016-09)
	

	
	3DES 
	Triple Data Encryption Algorithm
	X.1038
	§4
	(2016-10)
	

	
	HMAC 
	keyed-Hash Message Authentication Code
	X.1038
	§4
	(2016-10)
	

	
	IDP 
	Intrusion Detection and Prevention
	X.1038
	§4
	(2016-10)
	

	
	IPsec 
	Internet Protocol Security
	X.1038
	§4
	(2016-10)
	

	
	2FA 
	Two-Factor Authentication
	X.1039
	§4
	(2016-10)
	

	
	ACL 
	Access Control Lists
	X.1039
	§4
	(2016-10)
	

	
	CEO 
	Chief Executive Officer
	X.1039
	§4
	(2016-10)
	

	
	GGSN 
	Gateway General packet radio service (GPSR) Support Node
	X.1039
	§4
	(2016-10)
	

	
	HIDS 
	Host Based Intrusion Detection System
	X.1039
	§4
	(2016-10)
	

	
	HTTP 
	Hypertext Transport Protocol
	X.1039
	§4
	(2016-10)
	

	
	HTTPS 
	Hypertext Transport Protocol Secure
	X.1039
	§4
	(2016-10)
	

	
	ICT 
	Information Communication Technology
	X.1039
	§4
	(2016-10)
	

	
	IPS 
	Intrusion Prevention Systems
	X.1039
	§4
	(2016-10)
	

	
	IPSG 
	IP Source Guard
	X.1039
	§4
	(2016-10)
	

	
	MFA 
	Multi-Factor Authentication
	X.1039
	§4
	(2016-10)
	

	
	NIDS 
	Network Based Intrusion (Detection) System
	X.1039
	§4
	(2016-10)
	

	
	SFA 
	Single Factor Authentication
	X.1039
	§4
	(2016-10)
	

	
	SMB 
	Server Message Block
	X.1039
	§4
	(2016-10)
	

	
	TFA 
	Three-Factor Authentication
	X.1039
	§4
	(2016-10)
	

	
	BHSM 
	Biometric Hardware Security Module
	X.1085
	§4
	(2016-10)
	

	
	BR 
	Biometric Reference
	X.1085
	§4
	(2016-10)
	

	
	BRA 
	Biometric Registration Authority
	X.1085
	§4
	(2016-10)
	

	
	BRT 
	Biometric Reference Template
	X.1085
	§4
	(2016-10)
	

	
	CSR 
	Certificate Signing Request
	X.1085
	§4
	(2016-10)
	

	
	EPSID 
	Encrypted PSID
	X.1085
	§4
	(2016-10)
	

	
	I/F 
	Interface
	X.1085
	§4
	(2016-10)
	

	
	IR 
	Identity Reference
	X.1085
	§4
	(2016-10)
	

	
	PSID 
	Pseudonymous Identifier
	X.1085
	§4
	(2016-10)
	

	
	RBR 
	Renewable Biometric Reference
	X.1085
	§4
	(2016-10)
	

	
	APDU 
	Application Protocol Data Unit
	X.1087
	§4
	(2016-10)
	

	
	COS 
	Card Operating System
	X.1087
	§4
	(2016-10)
	

	
	EEPROM 
	Electrically Erasable Programmable Read Only Memory
	X.1087
	§4
	(2016-10)
	

	
	eSE 
	Embedded SE
	X.1087
	§4
	(2016-10)
	

	
	FIDO 
	Fast IDentity On-line
	X.1087
	§4
	(2016-10)
	

	
	GP 
	Global Platform
	X.1087
	§4
	(2016-10)
	

	
	GSM 
	Global System for Mobile Communications
	X.1087
	§4
	(2016-10)
	

	
	IDP 
	Identity Provider
	X.1087
	§4
	(2016-10)
	

	
	MoC 
	Match on Card
	X.1087
	§4
	(2016-10)
	

	
	OTA 
	Over The Air
	X.1087
	§4
	(2016-10)
	

	
	PAN 
	Private Access Network
	X.1087
	§4
	(2016-10)
	

	
	PG 
	Payment Gateway
	X.1087
	§4
	(2016-10)
	

	
	POS 
	Point-Of-Sale
	X.1087
	§4
	(2016-10)
	

	
	ROM 
	Read Only Memory
	X.1087
	§4
	(2016-10)
	

	
	SAML 
	Security Assertion Mark-up Language
	X.1087
	§4
	(2016-10)
	

	
	SD 
	Secure Digital
	X.1087
	§4
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	§4
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	§11.5.4
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	(2016-10)
	

	
	AFI 
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	§6
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	§6
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	§6
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	§4
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	X.520
	§6
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	§4
	(2016-10)
	

	
	EOT 
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	§4
	(2016-10)
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	§4
	(2016-10)
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	§4
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	Inner Administrative Point
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	§4
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	§4
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	§4
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	X.519
	§4
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	(2016-10)
	

	
	NOT
	notification attribute (type)
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	§6
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	§6
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	§6
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	§6
	(2016-10)
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	§6
	(2016-10)
	

	
	PGI 
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	§4
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	§4
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	(2016-10)
	

	
	PSAP
	presentation (layer) access point
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	Y.2773
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	§4
	(2016-11)
	

	
	B-ET 
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	§4
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	§4
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	§4
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	EDC 
	Error Detection Code
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	§4
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	HEC 
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	§4
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	§4
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	§4
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	§4
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	§4
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	I.480
	§4
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	§3.2.4 
	(2016-11)
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	(2016-11)
	

	
	DNR #i
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	G.870/Y.1352
	§3.1.16 
	(2016-11)
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	§3.2.30 
	(2016-11)
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	G.870/Y.1352
	§3.2.34 
	(2016-11)
	

	
	FS #i
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	G.870/Y.1352
	§3.2.33 
	(2016-11)
	

	
	FS #n
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	G.870/Y.1352
	§3.2.32 
	(2016-11)
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	IrDI
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	§3.2.48 
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	§3.1.24 
	(2016-11)
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	multiplex section 
	G.870/Y.1352
	§3.1.27 
	(2016-11)
	

	
	MS #0
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	G.870/Y.1352
	§3.2.57 
	(2016-11)
	

	
	MS #i
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	G.870/Y.1352
	§3.2.56 
	(2016-11)
	

	
	MS #n
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	G.870/Y.1352
	§3.2.55 
	(2016-11)
	

	
	MSOH
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	G.870/Y.1352
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	(2016-11)
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	(2016-11)
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	§3.1.32 
	(2016-11)
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	(2016-11)
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	(2016-11)
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	§3.2.69.2 
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	(2016-11)
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	§3.2.67.2 
	(2016-11)
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	optical channel with full functionality 
	G.870/Y.1352
	§3.2.68.1 
	(2016-11)
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	optical channel 
	G.870/Y.1352
	§3.2.68 
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	G.870/Y.1352
	§3.2.70 
	(2016-11)
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	optical channel data unit-k path (ODUk path) 
	G.870/Y.1352
	§3.2.71 
	(2016-11)
	

	
	ODUkT
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	G.870/Y.1352
	§3.2.72 
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	overhead access 
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	(2016-11)
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	OSF
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	optical transport module 
	G.870/Y.1352
	§3.2.82 
	(2016-11)
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	SD
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	§3.1.40 
	(2016-11)
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	G.870/Y.1352
	§3.1.43 
	(2016-11)
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	G.870/Y.1352
	§3.1.44 
	(2016-11)
	

	
	TCMC
	TCM control function 
	G.870/Y.1352
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	(2016-11)
	

	
	TCMCI
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	G.870/Y.1352
	§3.2.128 
	(2016-11)
	

	
	TCMCP
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	G.870/Y.1352
	§3.2.129 
	(2016-11)
	

	
	TT
	trail termination function 
	G.870/Y.1352
	§3.1.47 
	(2016-11)
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	user-network interface 
	G.870/Y.1352
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	(2016-11)
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	§3.2.134
	(2016-11)
	

	
	1DM 
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	§4
	(2016-11)
	

	
	ACH 
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	G.8101/Y.1355
	§4
	(2016-11)
	

	
	AcSL 
	Accepted Signal Label
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	AF
	Atomic Function
	G.8101/Y.1355
	§3.1.17
	(2016-11)
	

	
	ALM 
	Alarm reporting
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	APC 
	Automatic Protection Coordination
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	BFD 
	Bidirectional Forwarding Detection
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	CC/CV 
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	G.8101/Y.1355
	§4
	(2016-11)
	

	
	CD 
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	G.8101/Y.1355
	§4
	(2016-11)
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	§4
	(2016-11)
	

	
	CE
	customer edge
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	(2016-11)
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	Client Failure Indication
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	§4
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	§4
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	§4
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	G.8101/Y.1355
	§4
	(2016-11)
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	G.8101/Y.1355
	§4
	(2016-11)
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	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DA 
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	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DE 
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	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DEG 
	Degraded
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	dFOP 
	Failure of Protocol defect
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DLM 
	Direct Loss Measurement
	G.8101/Y.1355
	§4
	(2016-11)
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	Delay Measurement
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DMM 
	Delay Measurement Message
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DMo 
	on-demand Delay Measurement
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DMp 
	proactive Delay Measurement
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DMR 
	Delay Measurement Reply
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DNR 
	Do-not-Revert
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DP 
	Drop Precedence
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DPath 
	Data Path
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DSMap 
	Downstream Mapping
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	DT 
	Diagnostic Test
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ECC 
	Embedded Communication Channels
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ECMP 
	Equal Cost Multi-Path
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	E-LSP 
	Explicitly TC-encoded-PSC LSP
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	EMF 
	Equipment Management Function
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	EMS 
	Equipment Management System
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ES 
	Experimental Specific
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ETH 
	Ethernet MAC layer network
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ETH_CI 
	Ethernet MAC Characteristic Information
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ETY 
	Ethernet PHY layer network
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	EXM 
	Experimental OAM Message
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	EXP 
	Experimental
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	EXR 
	Experimental OAM Reply
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	FC 
	Frame Count
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	FCAPS 
	Fault management, Configuration management, Account management, Performance management and Security management
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	FEC 
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	G.8101/Y.1355
	§4
	(2016-11)
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	Flow Point
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	FPath 
	Fault Path
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	FTP 
	Flow Termination Point
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	G-ACh 
	Generic Associated Channel
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	GAL 
	Generic Associated channel (G-ACh) Label
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	GFP 
	Generic Framing Procedure
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	GFP-F 
	Frame mapped-Generic Framing Procedure
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	GNE 
	Gateway Network Element
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	HD 
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	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ICC 
	ITU Carrier Code
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	ILM 
	Inferred Loss Measurement
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	IP 
	Internet Protocol
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	iPHB 
	Incoming Per Hop Behaviour
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LBM 
	Loopback Message
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LBR 
	Loopback Reply
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LCK 
	Locked 
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LCK
	Locked Signal 
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LCN 
	Local Communication Network
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LCT 
	Local Craft Terminal
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LER 
	Label Edge Router
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LKI 
	Lock Instruct
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LKR
	Lock Report
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	L-LSP 
	Label-Only-Inferred PSC LSP
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LM 
	Loss Measurement
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LMM 
	Loss Measurement Message
	G.8101/Y.1355
	§4
	(2016-11)
	

	
	LMo 
	on-demand Loss Measurement
	G.8101/Y.1355
	§4
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