Cyber Safety: High School: Critical Consumer
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Student Template


Tips for Being a Critical Consumer Online
	Identity Theft
	· When you’re on a Web page that asks for your personal information, look on your Web browser for an icon of a closed lock or an unbroken key. These symbols indicate that the page is secure. If you see an open lock, a broken key, or no lock, the page is not secure. The Web address of the page should also begin with https:, not http: (the “s” stands for “secure”).
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Do not use your password for your computer or email account as your password for sites where you shop online. 
· Make sure your anti-virus program is updated regularly to provide the best protection against “malware,” or malicious software, designed to steal your data and / or identity.
· Check the online statements for your credit card, debit card, and checking accounts regularly to make sure there are no fraudulent charges. You have 30 days to report problems to your bank or card issuer. After that, you might be liable for the charges.

	Financial Footprint
	· When you apply for your first credit card, choose the one that offers you the best deal. If possible, look for a card with a low (or no) annual fee; a low APR, or annual percentage rate (the percent interest you are charged on the money you owe); lower late fees; and a long grace period (the time between when you make a purchase and when interest begins to be charged).
· Pay attention to your credit card balance and try to pay it off monthly. Debt can build up quickly—in 2008, undergraduates in college owed an average of $3,173.00 on their credit cards.
· Use only one credit card for online payments to make it easier to detect wrongful credit charges.
· Do not use your debit card for online purchases. When you use a credit card, you have legal protections that debit cards do not offer: You can dispute charges, temporarily withhold payment, and usually are liable for no more than $50 of the cost of fraudulent purchases. Credit cards are also not directly linked to your bank account.

	Protect Your Privacy
	· Most reputable online merchants post privacy policies on their site. Read the policy to find out what information the seller is gathering about you, how the seller will use this information, and whether or not you can opt out of promotional emails sent to you by that merchant. 
· You can set your browser to block “cookies,” or small pieces of information that websites place on your computer to track your activity online. You may want to allow “first-party cookies” (ones that a shopping site can use to remember information like your login name or the items in your cart), but most browsers allow you to block “third-party cookies” placed by advertisers. 
· Consider shopping elsewhere if you can’t tell whether the merchant might sell your personal information, or if the merchant says it will and there is no way to turn that option off.
· Do not shop at any site that asks for your Social Security number or bank account. Unless you are shopping for something that requires proof of age, do not provide your birthdate.

	Buyer Beware!
	· Check out the seller’s reputation by searching for the business on the Better Business Bureau Web site at http://www.bbb.org/us/Find-Business-Reviews (or by clicking on a BBB logo, as seen below).
· On the seller's website, look for a logo, icon, or seal of an independent organization that monitors policies and practices. 
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Begin with an inexpensive order to learn if the company is trustworthy. Make sure to provide the bare minimum of information necessary for making the purchase. Do not allow an online merchant to save your credit card information online.
· If a company sends you an unsolicited bulk email (UBE), or “spam” message, it’s wise not to shop there. Never open the spam—delete it immediately. You can also find out how to block messages from offending companies.

	Spoofed Sites & “Phishing”
	· You might find links to spoofed sites in emails, on social media sites, or even in Web search results. If you’re not sure the link is accurate, look up the name of the company and type their Web address in your browser yourself.
· If you do follow a link, look carefully at the URL in your Web browser’s address bar. Spoofed sites may have a different type of domain (.net instead of a .com, for example) or an easy-to-miss misspelling (a lowercase L or an uppercase I could be replaced with a 1, for instance).
· If email that claims to be from a business asks you for personal details, the links in it are likely to be fake. A legitimate business or organization would never ask for your password, account number, or other personal information via email.
· Many Web search tools, including Google and Bing, flag sites that may be spoofed or infected by malware—in 2012, Google reported that it identified “about 9,500 new malicious websites every day” (Naraine). Do not click on any sites in Web search results that are flagged as harmful.
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