[image: image1.png]-» EN ABLE 575 7th Street, NW Telephone 202-344-4000 www.venable.com
LLP Washington, DC 20004-1601 Facsimile 202-344-8300





Memorandum


	FROM:

	Venable LLP

	RE:

	Summary of House Spyware Legislation



	DATE:

	February 5, 2007


It is expected that in the coming days, the “Spy Act” that passed the full House of Representative in each of the previous two Congresses will be reintroduced.  Based on discussions with staff, this bill will proceed through normal order beginning this month.  It is expected that the bill will be considered in subcommittee as early as this month, with hearings and a markup expected.  Given that this bill passed the full House almost unanimously last session on a bipartisan basis, the staff of the Committee have indicated that they expect the bill to not generate much opposition.  It is expected that there will be few if any changes as this bill moves through the House and that any changes are likely to come only if the Senate also proceeds with spyware legislation and there is the potential of enactment.
In the last Congress, driven by significant industry concerns that the Spy Act would have significant negative impact on legitimate business practices, the House Judiciary Committee considered legislation regarding “spyware,” which also passed the House unanimously, that focused on enforcement against bad actors, rather than on legitimate commercial practices.  The Senate Commerce Committee also considered two bills last session, one that was passed out of Committee and one that was voted down.  While the bill that passed out included regulation of legitimate commercial operators, neither of the Senate bills contained provisions that would have the impact of the Spy Act on the Internet broadly and also on Internet marketing and advertising.

Prohibition of Collection of Certain Information without Notice and Consent 
[Section 3]

This section would require an “opt-in” consent for a broad range of software practices.  For this reason, there is the potential for significant consequences on legitimate and industry standard practices for both software downloads and distribution and for Internet marketing and advertising practices.  This section would require notice and opt-in for computer software that performs either of two functions encompassed within a defined term “information collection software”:  (1) computer software that collects personally identifiable information, and (2) computer software that collects any information regarding Web pages that have been accessed by the computer that is used for advertising purposes.  The bill would apply only to information collection software put on a computer after enactment.

Software that Collects Personally Identifiable Information [Section 3(b)(1)(A)]

This subsection would require notice and opt-in consent for any computer software that collects personally identifiable information and either sends the information to another entity or uses the information to deliver or display advertising to the computer.  The term “personally identifiable information” is defined broadly, and includes items such as name, home address, e-mail address, phone number, credit card number, access code, password or account number, and date of birth.
  This restriction would not include the use of cookies or “any other type of text or data file that solely may be read or transferred by a computer.” [Section 11(4)(C)]

Software that Collects Web Page Information for Advertising Purposes [Section 3(b)(1)(B)]

This subsection would require notice and opt-in consent for software that collects information regarding Web pages accessed using the computer and uses this information to deliver or display advertising to the computer.  There is an exception to the notice and opt-in consent requirements to this section for programs where the only information collected by the software is for Web pages that are all within a particular Web site, the only advertising delivered using the information is within such Web site, and the information is not sent to any person other than the provider of the Web site or a party authorized to “facilitate the display or functionality of Web pages within the Web site accessed.”  Like software that collects personally identifiable information, as a result of a “rule of construction” as to what constitutes “computer software,” this restriction would not include the use of cookies or “any other type of text or data file that solely may be read or transferred by the computer.”  [Section 11(4)(C)]

Required Notice and Consent [Section 3(c)]

The FTC would be required to prescribe rules defining the notice that meet numerous requirements.  First, the notice must be clearly distinguished from any other information displayed on the computer at the same time as the notice is provided.  


The notice also must include the following specific statements or substantially similar statements:  

Software that collects personally identifiable information:  “This program will collect and transmit information about you.  Do you accept?” 

Software that collects Web page information for advertising purposes:  “This program will collect information about Web pages you access and will use that information to display advertising on your computer.  Do you accept?”
Software the collects both personally identifiable and Web page information:  “This program will collect and transmit information about you and will collect information about Web pages you access and use that information to display advertising on your computer.  Do you accept?”

The notice must provide the user an option to select to grant or deny consent, as well as the ability to simply cancel the notice without either granting or denying the consent.  In addition, the notice must provide an option for the user to select to display, prior to granting or denying consent, a clear description of the types of information collected and uses of the information.  Similarly, in instances where the program first executes information collection functions with the first execution of other computer software, the additional information should include the identity of such other software.

There is a provision that would allow providers of  “information collection programs”  that provide a number of programs together to provide a single notice for the suite of products, provided that the description of the types of information collected and uses are available for each program.

This section also would require that if there is a material change in scope, type, or use of the information collection software, subsequent notice and consent would be required.

Additional Required Function for Information Collection Programs [Section 3(d)]
Any information collection program must provide a function that allows the user to remove or disable the program in a manner that is easily identifiable and easy to perform.  Additionally, there is  requirement for the display of the name of the information collection program on advertisements where the user is accessing a web page or online location other than that of the provider of the software.
Limitation on Liability for Certain Providers [Section 3(e)]

Telecommunications carriers, providers of information services or interactive computer service, cable operators, or providers of transmission capabilities are not liable under section 3 to the extent that they:

· transmit, route, host, store, or provide connections for an information collection program through a system or network controlled or operated by of for the provider; or

· provides an information location tool, such as a directory, index, reference, pointer, or hypertext link, through which the user locates and information collection program.

Prohibition of Unfair or Deceptive Acts or Practices Relating to Spyware [Section 2]
This section would prohibit engaging in “unfair or deceptive” practices with respect to certain enumerated uses of the computer.  This section and the identified practices are based in part on the California spyware law enacted several years ago.  The FTC would be required to issue guidance regarding compliance with and violations of this section. 

These practices include:


1.
Taking control of a computer by:

· utilizing the computer to send unsolicited information or material from the computer to others;

· diverting the Internet browser without authorization away from the site the user intended to view such that the user is prevented from viewing the content on the intended Web page;
· “modem hijacking” that damages the computer or results in unauthorized charges;
· using the computer as part of an activity performed by a group of computers that causes damage to another computer; or
· delivering advertisements that a user of a computer cannot close without undue effort or knowledge by the user or without turning off the computer or closing all sessions of the Internet browser

2. Modifying computer setting that alter:

· the default home page that appears when a browser is opened;
· the default provider used to access or search the Internet or other existing connection settings;

· the bookmarks used to access Web pages; or 
· security settings
3.
Collecting personally identifiable information through the use of keystroke logging information.
4.
Inducing the user of the computer to disclose personally identifiable information using a Web page that is similar to another Web page and misleads the user to think it is the other Web page.
5. Inducing the user to decline the installation of a program such that when the user declines, the installation occurs, or automatically reinstalling software that has been removed.

6. Misrepresenting that software or log-in and password information is necessary for security or privacy reasons, or to open, view, or play a particular type of content.

7. Inducing the user to install or execute computer software by misrepresenting the identity of the software provider.

8. Inducing the owner or authorized user to provide personally identifiable, password, or account information by misrepresenting the identity of the person seeking the information or without the authority of the intended recipient of the information.

9. Removing, disabling, or rendering inoperative a security, anti-spyware, or anti-virus technology installed on the computer.

10. Installing or executing on the computer one or more software components with the intent of causing a person to use such components to violate any of the above-listed items.
FTC Reports

Annual Report on Enforcement [Section 7]
The bill would require that the FTC annually submit a report to the Congress that specifies the number and types of enforcement actions and how such actions were resolved.  
Report on Cookies and Tracking Cookies [Section 8]
The FTC would be required to submit a report to the Congress within 6 months of enactment regarding the use of cookies and “tracking cookies” to deliver or display advertising.  The bill defines the term “tracking cookies” to mean “a cookie or similar text or data file used alone or in conjunction with one or more Web sites to transmit or convey, to a party other than the intended recipient, personally identifiable information of a computer owner or user, information regarding Web pages accessed by the owner or user, or information regarding advertisements previously delivered to a computer, for the purpose of (1) delivering or displaying advertising to the owner or user; or (2) assisting the intended recipient to deliver or display advertising to the owner, user, or others.
The bill would require that this report specifically address the methods by which cookies and the Web sites that place them on computers function separately and together, and compare the use of cookies with the use of “information collection programs” to determine the extent to which these uses are similar or different.
Report on Information Collection Programs Installed before Enactment [Section 9]
The FTC would be required to report to the Congress within 6 months regarding information collection programs that would be subject to Section 3 of the bill but for the fact that they were installed prior to enactment.  The FTC would be required to include in this report recommendations regarding a one-time notice and consent for the continued collection of information by a program already installed on a computer.
Exception Relating to Security [Section 5(b)]

None of the provisions of the Act would apply to the monitoring of or interaction with a subscriber's Internet or other network connection or service or computer by a “telecommunications carrier, cable operator, computer hardware or software provider, or provider of information service or interactive computer service” for network computer security purposes, diagnostics, technical support, or repair, or for the detection or prevention of fraudulent activities or to determine whether the user is authorized to use software on a computer.
“Good Samaritan” Protection [Section 5(c)]

This section would provide immunity from liability for any provider of computer software or interactive computer service that removes or disables software that they believe in “good faith” violates Section 2 or 3 of the bill if the provider notifies the consumer and obtains consent for the removal.
Preemption [Section 6]

This bill would preempt state laws that expressly regulates:

· unfair or deceptive conduct as set forth in Section 2;
· the transmission or execution of computer programs similar to that described in Section 3 regarding information collection programs; or
· the use of computer software that displays advertising content based on Web pages accessed using the computer.


In addition,  state Attorneys General would be restricted from bringing any enforcement action premised on this statute.  However, the bill would not preempt enforcement of “any State consumer protection laws by an  Attorney General of a state.”  It also would not preempt state trespass, contract, or tort law or other state laws to the extent that they address fraud.

Enforcement [Section 4]

The bill would be enforced by the FTC under its “unfair or deceptive” authority.  Additional penalties would be available to the FTC for “pattern or practice” violations of $3 million dollars for violations of Section 2 and $1 million for violations of Section 3.  There is a requirement that civil penalties may not be granted unless the Commission or the court establishes that the action violating the bill is “committed with actual knowledge or knowledge fairly implied on the basis of the objective circumstances.”
Effective Date [Section 12]
Except where specified in certain provisions, the bill would take effect 12 months after enactment and would “sunset” on December 31, 2013.
�  The term ‘‘personally identifiable information’’ means the following information, to the extent only that such information allows a living individual to be identified from that information:


	(i) First and last name of an individual.


	(ii) A home or other physical address of an individual, including street name, name of a city or town, and zip code.


	(iii) An electronic mail address.


	(iv) A telephone number.


	(v) A social security number, tax identification number, passport number, driver’s license number, or any other government-issued identification number.


	(vi) A credit card number.


	(vii) Any access code, password, or account number, other than an access code or password transmitted by an owner or authorized user of a protected computer to the intended recipient to register for, or log onto, a Web page or other Internet 5 service or a network connection or service of a subscriber that is protected by an access code or password.


	(viii) Date of birth, birth certificate number, or place of birth of an individual, except in the case of a date of birth transmitted or collected for the purpose of compliance with the law.
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