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XE "Change summary"Change summary

The document version is indicated by the software product version plus the date of publication. The following table summarizes changes made to the documentation. The date is updated each time the document is published.

	Version
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	2009-11-06

	DCM 7.7 11/27/2009
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XE "Introduction"Introduction

	This chapter includes the following sections:

· What's in this guide
10
· What's new in version 6.0
10
· What's new in version 7.0
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· Typographical conventions
13
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XE "What's in this guide"What's in this guide

This Integration Guide provides information that content providers need to integrate their storefront processes—primarily purchases, accesses, and refund requests—with the Qpass system. This guide covers both of the integration methods provided by Qpass—buy links and web services. 

It is assumed that all readers are familiar with how product offers and promotions are defined in Partner Center, and how the Qpass system processes financial transactions. If you are not familiar with these Qpass functionalities, refer to the Qpass Overview and Concepts Guide. 

XE "What's new in version 6.0"What's new in version 6.0

Qpass version 6.0 contains some important enhancements that you should be aware of:

· Support for counted access functionality with buy link-based product offers. 

· Support for optional overage functionality with counted access offers.

· Support for promotions. Network operators now have the ability to create promotions based on conditions and rules, and content providers have the ability to make each product offer eligible for such promotions by selecting a check box in the offer definition. To implement promotions you can now include a "promo" parameter on the buy link, or invoke the Quoting web service if you are integrating using web services.

· New data extracts that contain information about counted access offers and overage charges, and promotions. In addition, note that legacy FDDE extract is no longer supported and the replacement FDDE-RR is now deprecated and replaced by two new extracts, the Financial Transactions Extract and the Billing Data Extract. 

XE "Deprecated or removed features"Deprecated or removed features

In version 6.0 the following system features are being deprecated or removed:

· Control Station — this product offer definition tool was replaced by Partner Center in version 4.1.5. It is removed in version 6.0.

· Engine — this purchase and access management software was replaced by PAC in version 4.2. It is removed in version 6.0.

· Partner Center — this partner management and offer definition software is deprecated in version 6.0 and will be removed in a future release. All of the basic capabilities provided by Partner Center are now provided in the new Partner Center.

· FDDE — this data extract has been removed. In a previous release it was replaced by the FDDE-RR.

· FDDE-RR — this data extract is deprecated and will be removed in a future release. It is replaced by the Billing Data Extract and Financial Transactions Extract.

Qpass advises content providers to discontinue using the above components.
XE "What's new in version 6.0"What's new in version 7.0

Qpass Digital Commerce Manager (DCM) received the following enhancements for Retail Suite 7.0 and 7.0.1. :
Enhancements to the Purchase web service

To enable DCM to support the purchase of bundle products, a bundle purchase operation was added to the Purchase web service. The bundle purchase enables a storefront to submit a single purchase request for a bundle product (containing multiple items) and, because access to content is redeemed at the same time, Qpass DCM records the ownership information for all of the items included in the bundle. The purchase request needs to contain the unique offer ID (defined in Partner Center) and the list of instance IDs representing the digital items in the bundle (defined in Qpass Discovery). 

In addition, the Purchase web service was enhanced to enable client applications to optionally specify the consumer's payment option for the transaction. This capability has been supported by PAC (i.e. the payment option can be included in the buy link), but the Purchase web service was able to process transactions only against the consumer's default payment option. This new capability allows for greater flexibility at the storefront and gives merchants more freedom in selecting whether to implement the DCM web service or buy link interface.

XE "What's new in version 6.0"What's new in version 7.6
Qpass Digital Commerce Manager (DCM) received the following enhancements for Retail Suite 7.6
Partner Center Onboarding
The partner onboarding or registration is now moved away from the Partner Center home page. This can be accessed by a separate link which serves the registration process.
http://cingular-pc.qpass.com/qpass_onboarder/welcome.do
The rest of the registration steps are the same as in 7.0
Constraints on on-portal offers
The following are the constraints to the offers that are defined for the content sold via App Center. Such offers shall be referred to as on-portal offers.
· All the on-portal offers should be of type Instance
· All the on-portal non-recurring offers should be having an access period of 24 hours. 
XE "Deprecated or removed features"Deprecated or removed features

SRM 1 is deprecated and will be removed in future version.
XE "Typographical conventions"Typographical conventions

This document uses the following typographical and formatting conventions.

	Convention
	Type of information

	Boldface 
	GUI elements that you can select or highlight, such as menu options and command buttons.

	Italics 
	Titles of other Qpass or third-party documents that you may need to reference.

	CAPITALS
	Names of keys on the keyboard. for example, SHIFT, CTRL, and ALT.

	KEY+KEY
	Key combinations for which the user must press and hold down one key and then press another, for example, CTRL+P, or ALT+F4.

	Monospace
	Code samples, SOAP message samples, XML schemas, and WSDL file contents.


XE "Sample screen shots, reports, and code"Sample screen shots, reports, and code

This document may contain sample screen shots of user interfaces, reports, and code. These samples may not match what you actually see, depending on how the system you are interacting with has been configured. Some screen shots of user interfaces and reports may be incomplete because of page size constraints. In such cases the image edges will be blurred or torn to indicate that the actual window or report is larger than the screen shot.

All SOAP messages contained in this documentation are samples and reflect standard product functionality. 

XE "Overview of storefront integration"Overview of storefront integration

The Qpass solution enables content providers to integrate with the system in several ways. 

· Purchase and access integration — Qpass supports two purchase and access integration methods:

· Buy link — this quick and simple integration method provides an HTTP-based interface (a "buy now" link or button on the storefront) containing the Qpass server name and other parameters that identify the product being purchased or accessed and its location. When a consumer clicks a buy link, the Qpass Purchase and Access Control applications are invoked to manage the purchase experience, including consumer account provisioning if that's needed.

· Web services — this integration method lets you use your own purchase and access control software to manage the purchase experience, then pass transaction data to Qpass either synchronously (one transaction at a time). You pass data in XML documents contained in SOAP messages, which conform to a published WSDL. Qpass leverages standard SSL technology to authenticate each client application.

· Customer care integration — the Subscription and Refund Management (SRM) web service enables content providers to provide customer care using their own applications, and have care transactions recorded in the Qpass system. SRM enables your client application to send information to Qpass about three types of requests made by consumers: subscription do-not-renew requests, restore subscription requests, and refund requests. You use your own application to process these requests and employ the SRM web service to have that data recorded in the Qpass system. 

XE "Integration prerequisites"Integration prerequisites

Before implementing either the buy link or web service method, make sure the network operator has configured your business to use one or both methods. To do this you can sign in to Partner Center and use the Profile feature to check your company profile. It will indicate whether you are set up to use buy link, web services, or both. For instructions on using Partner Center see the Qpass Partner Center User Guide.

XE "SSL client certificates"SSL client certificates

If you intend to implement any of the Qpass web services, you will need to obtain an SSL client certificate from VeriSign and submit it to Qpass. This enables the system to authenticate calls from your client application. For details see SSL Client Certificates XE "SSL Client Certificates"on page 17.

XE "Event notifications"Event notifications

Qpass provides the ability to send notifications about two important types of ownership events—those that grant consumers access to content and those that revoke access. The Qpass application called External Notification provides the ability to send your system one-way SOAP messages via HTTP or HTTPS so that your system can record ownership events and provide access control appropriately. For details about how to receive event notifications, see Event Notification.

XE "SSL Client Certificates"SSL Client Certificates

	This chapter includes the following sections:

· Overview
17
· How authentication works
18
· Instructions for getting a client certificate
19
· Providing certification information to Qpass
23
· Verifying certificate setup
27
· Renewing the client certificate
28


XE "Overview"Overview

Access to Qpass web services requires that all content providers submit a client certificate for authentication. This documentation explains how to obtain an SSL client certificate from VeriSign and provide it to Qpass. Once this is completed you should verify that the certificates are in place and communications are working properly. 

If you are unfamiliar with security certificates and related technologies, you can find background information at these sources:

· For information on digital signatures, see World Wide Web Consortium (http://www.w3.org/Signature/) and VeriSign (http://www.verisign.com) 

· For information on XML encryption, see World Wide Web Consortium (http://www.w3.org/Encryption/2001/) 

· For information about web services security in general, see OASIS (http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss) 

· To obtain a free, downloadable program called SOAPbox for testing your certificate, see Vordel (http://www.vordel.com/soapbox/index.html) 

Remember also that you must renew the certificate each year. For additional information, see Renewing the client certificate XE "Renewing the client certificate"on page 28.

XE "How authentication works"How authentication works

When your client application calls a Qpass web service, the web server authenticates you by checking your client certificate. If you do not have a client certificate your request messages will fail. The client certificate contains the following information:

· Your public key (your company’s electronic ID)

· Your name and e-mail address (this is the “subject” in your certificate)

· Expiration date of the public key

· Name of the certificate authority (CA) that issued your digital ID (this is the “issuer” in your certificate)

· Serial number of the digital ID

· Digital signature of the CA

The authentication performed by Qpass uses the “subject” and “issuer” information. The diagram below provides a high-level view of the authentication process. Note that if you are partnered with more than one network operator, you need to obtain a separate certificate for each one.
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XE "Instructions for getting a client certificate"Instructions for getting a client certificate

Currently, VeriSign is the only CA from which Qpass accepts certificates. Client certificates expire after one year and it is your responsibility to renew your certificate. Note that it takes four to five business days to process a new certificate application, and VeriSign recommends renewing certificates at least 30 days in advance of expiration to avoid lapse of service.

After you obtain a Class 1 certificate, you will export it to a CER file and forward it to Qpass. Once we configure set up our system with your certificate information, we will notify you so that you can test the certificate.
A Class 1 certificate is used to identify a user calling the api on the server, while a Class 3 certificate is sent by the server to the user (web browser) to certify its(server’s) identity. To conclude, while submitting API XML requests to DCM system you need to send a Class 1 certificate with the request to be authenticated by DCM and while browsing DCM online interfaces (e.g. Partner Center) via https, Qpass will provide a Class 3 certificate to your browser to authenticate as a Qpass server. You do not need to obtain a Class 3 certificate.
Note: You must use the same computer to apply for and obtain your certificate.

XE "Obtain a client certificate"Obtain a client certificate

Go to the VeriSign website (http://www.verisign.com/products-services/security-services/pki/pki-application/email-digital-id/index.html). You should a page similar to this sample:
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Click Buy Now. You may see another page with information about certificates. If so, click Buy Now again.
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Select the Microsoft Internet Explorer option.

Next you see the first of a four-page enrollment form, which asks you to provide billing and address information, as well as specifics about your certificate. In filling out the form, Open Market recommends that you make the following selections:

· Purchase the one-year, full-service Digital ID for $19.95.

· Use the default for Cryptographic Service Provider.

Check the box to protect your private key.
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At the bottom of the form is the VeriSign user agreement. Click Accept to continue. You see the following message:
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Click Yes.

[image: image8.png]Creating a new RSA exchange key

An spplcation s creating a Prtected tem.

CiyplodPl Private Key

Seorylol stk sty Lovel
Covel_| ot





· If you want to change the security level for your private key, click Set Security Level, and in the dialog box, select Medium or High.
· Click OK then click Finish.

Check your e-mail. You will have a message from VeriSign explaining how to complete setup and installation of your digital ID.
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XE "Install your digital ID"Install your digital ID

1. Go to the secure website specified in the e-mail you receive from VeriSign. You should see the following:
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Enter the PIN provided to you in the VeriSign e-mail message.
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Click INSTALL. Your digital ID will be downloaded to your computer and you will see this page:

[image: image12.png]Visign Digitl ID Services

What Do You Do Next?

0 st s o 4 (5.2 30 ) tows yu 0 s s e
AT i s Yok DA

oy gt 10 it A, ok e st

oo sucstl st o gl 101t Wioset narntCspoerond

e Tai oo e e

st il 0 W Your € ol Accaunt
Sicusat oo Evpross

S
o X ctin B

-

i et st ot e 1 ey
e e S —




XE "Providing certification information to Qpass"Providing certification information to Qpass

Once you download your digital certificate from VeriSign, you need to first export it from your web browser to your disk (as a CER file), then upload the file using Partner Center. (For details see the Partner Center User Guide.) After uploading the file, Qpass will configure the system to recognize your certificate and accept SOAP messages from your client applications.

To export the certificate to a file on your computer’s hard disk, open your IE browser and, from the Tools menu, select Internet Options, and then click the Content tab.
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Follow the directions on the following pages to export and save the file in the correct format.

2. On the Content tab, click Certificates. You see this dialog box.
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Click the Personal tab, then highlight your certificate (under “Issued To”) and click Export. This starts the Certificate Export Wizard, which lets you export the certificate to a file.

Click Next to continue.
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Choose the radio button, No, do not export the private key, and then click Next.
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Choose the radio button, Base-64 encoded X.509 (.CER), and then click Next.
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Click Browse to select a folder in which to save the file, give the file a name, and then click Next. You see the final dialog box in the export wizard.
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Click Finish.

After you have successfully downloaded the CER file, use Partner Center to upload it.

XE "Verifying certificate setup"Verifying certificate setup

After Qpass receives your certificate and provisions you, and after you configure the certificate on your production server, you should post a test message to Qpass to verify that communications are functioning properly. Vordel, which provides security for XML communications, has a free web services security test tool called SOAPbox that you can use to do this. Download the test tool from the Vordel website (http://www.vordel.com/soapbox/index.html).

XE "Renewing the client certificate"Renewing the client certificate

Your certificate will expire after one year, so to avoid any interruption in use of Qpass web services you should renew your VeriSign certificate 30 days in advance of the expiration date. If you simply renew your certificate, you do not need to provide Qpass with any updated information. If, however, you purchase a new certificate, make sure to complete the application using the same information as you used before. If you enter different information, especially if the Subject and Issuer are different, then you will need to provide a new CER file to Qpass. 
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XE "Buy Links"Buy Links

XE "Overview"Overview

Buy links are the simplest storefront integration method to implement. Creating a buy link requires little programming and lets you leverage the Qpass system's ability to manage the purchase and access control (PAC). 

A buy link, like the ones shown in the sample below, is a special URL placed on a web or WAP storefront. When a consumer clicks a buy link to initiate a purchase, the buy link directs the consumer to a Qpass server (PAC) that invokes the purchase and access control applications. 
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XE "Flow of a buy link purchase"Flow of a buy link purchase

A buylink is hosted on your store front and will directly link a consumer to a Qpass’ PAC server.   Qpass’ PAC server provides a variety of functions such as consumer authentication, authorization, access control, and purchasing. 

Using the information contained in the buy link, PAC captures transaction data for the purchase and facilitates delivery of the content. The following figure illustrates the general flow of a buy link purchase with PAC as the purchase host.
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Once PAC commits the purchase or grants access to the product, it contacts your content server and requests delivery of the product.   Your content server delivers the content to PAC, which in turn proxies it to the consumer.
XE "Processing of a buy link purchase"Processing of a buy link purchase

When a consumer clicks a buy link on a storefront, the HTTP request is sent to the PAC server designated in the buy link. PAC initiates multiple processes depending on the information contained in the buy link and the current state of the consumer (for example, is the consumer authenticated?).
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PAC performs these main steps when a consumer clicks a buy link:

3. Identify/Authenticate the consumer

Validate the requested product offer

Determine if the consumer already owns the product

Assemble and display the purchase confirmation page

Authorize the purchase

Commit the purchase
Proxy Content

XE "Buy link syntax and usage scenarios"Buy link syntax and usage scenarios

Before PAC authenticates the user, you have to create a buylink.  The buy link uses the HTTP URL syntax with name/value parameters. The buy link also uses URL encoding (e.g., %20 represents a space). The basic structure of a buy link consists of the PAC server host name (which you obtain from the network operator) and either the product ID (also known as vendor product ID) or the content path. Here are examples showing these minimal buy links:

· http://zapcity.qpass.com/content/jazztune03.html

· http://zapcity.qpass.com/productid.txt

Here is an example of a buy link for a fictitious content provider called Zapcity:

http://zapcity.qpass.com/?QVPID=ringtone&QIID=rt1776&QDESC=Star%20Spangled%20Banner&QPROMO=Promo4

You can also include several optional parameters on a PAC buy link and use query string parameters as well. See Buy link parameters at the end of this chapter for a complete list of required and optional parameters. 
After you create and test a buy link, place it on a web or WAP page and expose the page to consumers. 

Campaign Attributes

AT&T Mobility currently provides information to verify an Off-Portal charge such as Merchant Name, Short Code, Date, and Authorization procedures to resolve customer inquiries and disputes. The major areas of concern for our internal regulatory group, however, are FCC rules regarding truth in billing and clear, concise, customer friendly printed line item descriptions. For example:

· Is the line description for charges by content providers in plain language (Is short code or campaign code used in delivery or purchase such that customer would recognize?)

· Would customer readily identify the charge and description in line item with the service/content service they purchased? Such as, does the line item describe a brand, campaign or other info that the customer would recognize as purchased?

This enhancement’s purpose is to provide better information and clarify the end customer’s bill. When multiple merchants use an aggregator, the aggregator’s name appears on the bill and not the merchants’. To solve this lack of clarity, all the purchase flows have been modified to include the following optional parameters:

· Merchant Name: a string representing the name of the AT&T partner selling the product.
· Short Code: The SMS short code for the product being purchased.

· Campaign Id: The AT&T assigned campaign ID for the product being purchased.
XE "Buy link guidelines"Buy link general guidelines

Following are guidelines for creating and using buy links.

· A buy link representing an instance of a category offer should include the instance ID (QIID) and a description specific to the instance (QDESC). If you do not include an instance-specific description, PAC will use the product description defined for the product offer in Partner Center.

· A buy link representing a product that uses point-of-sale pricing should include the QQTY parameter. Otherwise, the product will not be priced correctly, as the default value for QQTY is 1. Point-of-sale pricing is available only for one time charge products.
· Use the QCPP parameter to more effectively target consumers in the attempt to convert potential cancellations into sales.

· Be careful when adding custom parameters to a buy link. If you add too many (beyond the recommended limit of 256 characters), some parameters may be truncated as the purchase flow is redirected to some handset browsers.  This doesn’t apply to web browsers.
· Use a content path instead of a QVPID when content delivery involves a large file. 

XE "Sample buy links"Sample buy links

Here are some example usages of buy links. For additional examples with detailed descriptions of the parameters, see Item offer and Instance offer.

Simplest buy link

http://zapcity.qpass.com/?QVPID=abcitem
Parameters: PAC address and QVPID

Buy link with a cancel page

http://zapcity.qpass.com/?QVPID=abcitem&QCPP=http%3A%2F%2Fmobile%2Egoofy%2Ecom%2Fcancelmsg%2Ewml
This buy link uses the PAC address, QVPID, and QCPP parameters. Using QCPP helps minimize the occurrence of cancelled purchases.

Buy link for an instance offer

http://zapcity.qpass.com/?QVPID=ringtone&QIID=rt1776&QDESC=Star%20Spangled%20Banner&QQTY=5&QCPP=http%3A%2F%2Fmobile%2Egoofy%2Ecom%2ringtonecancelmsg%2Ewml
This buy link uses the PAC address, QVPID, QIID, QDESC, QQTY, and QCPP parameters. Note that buy links for offers using point-of-sale pricing should include the QQTY parameter. Otherwise, the product will not be priced correctly, as the default value for QQTY is 1.

Buy link with a custom parameter

http://cphost.qpass.com/?QVPID=offer&QIID=instance&ourCustomParam=ourCustomValue
When adding custom parameters to a buy link, be careful not to exceed the recommended limit of 256 characters. Some parameters may be truncated as the purchase flow is redirected to some handset browsers.
Buy link with merchant attributes
http://zapcity.qpass.com/?QVPID=ringtone&QIID=rt1776&QDESC=Star%20Spangled%20Banner&QMERCHANTNAME=Sony+Music&QSHORTCODE=7004&QCAMPAIGNID=1004
This is a sample of buy link which also takes as parameters merchant name, short code and campaign id for a merchant with campaign attributes enabled.
XE "Item offer"Item offer

Following is a buy link for an item product offer that allows the consumer to purchase a single item. 

http://zapcity.qpass.com/?QVPID=abcitem&QCPP=http%3A%2F%2Fmobile%2Ezapcity%2Ecom%2cancelmsg%2Ewml

	Parameter
	Description

	zapcity.qpass.com
	The fully qualified host name for the PAC server. This is a virtual host name intended for use by zapcity.com customers only.

	QVPID=abcitem
	The product offer is identified by a QVPID of abcitem. PAC uses this ID to locate the product offer within the system.

	QCPP=http%3A%2F%2F

mobile%2Ezapcity%2Ecom%2F

cancelmsg%2Ewml
	If a consumer cancels out of the purchase process, the system will redirect the consumer to a cancel page at http://mobile.zapcity.com/cancelmsg.wml. If this parameter is not present, the system will redirect the consumer to the default cancel URL defined in Partner Center.


Note: In this example, the product description and price will reflect the offer definition attributes (and possibly a promotion discount) unless you specify otherwise using the QDESC and QQTY parameters.

XE "Instance offer"Instance offer

An instance product offer is one that represents multiple instances of the same type of content. For example, you might have an offer called "Top 100 Ringtones" to represent 100 ringtones that are all priced the same and have the same access rights. When a consumer purchases the offer and chooses a particular ringtone, you include the instance ID of that ringtone in the buy link so that Qpass can record the information and include it in sales and financial reports.

Here is a buy link that represents an instance product offer. Note that the buy link should include the instance ID (QIID) and a description specific to the instance (QDESC). If you do not include an instance-specific description, PAC will use the offer description defined in Partner Center.

http://zapcity.qpass.com/?QVPID=ringtone&QIID=rt1776&QDESC=Star%20Spangled%20Banner&QCPP=http%3A%2F%2Fmobile%2Ezapcity%2Ecom%2ringtonecancelmsg%2Ewml&CPGN=SprgRg

	Parameter
	Description

	zapcity.qpass.com
	The fully qualified host name for the PAC server. This is a virtual host name intended for use by zapcity.com customers only.

	QVPID=ringtone
	The product identifier. In this case, QVPID identifies the category of products (ringtone) to which the identified instance belongs.

	QIID=rt1776
	The instance identifier. In this case, it identifies a specific ringtone. The instance identifier typically has meaning only to the content server. PAC looks for this string in all subsequent requests for access.

	QDESC=Star%20Spangled%20Banner
	This is the URL-encoded product description (Star Spangled Banner). It overrides the default description associated with the category product of ringtone.

	QCPP=http%3A%2F%2Fmobile%2Egoofy%2Ecom%2ringtonecancelmsg%2Ewml
	If a consumer cancels a purchase of this product, the system will redirect the consumer to a cancel page at http://mobile.zapcity.com/ringtonecancelmsg.wml.

	CPGN=SprgRg
	A custom parameter. It passes transparently through Qpass but is maintained with this buy link and with this transaction.


XE "Counted access offer"Counted access offer

Counted access is a product offer attribute that is defined using the Offers feature in Partner Center. From the consumer's perspective, a counted access offer allows a defined number of accesses to the product during a specified period. For example, an offer could allow five accesses to a game for two weeks. 

Each time the consumer accesses the game, the Qpass system decrements the count. Because the count balance is persisted in the system, the consumer care application can display this information to the consumer in the Online Assistance Center. This enables the consumer to check his or her count balance. 

Another feature of counted access is overage. When the consumer exceeds the access limit defined for the offer, Qpass can charge the consumer an overage fee. Like the counted access option, overage is also specified in the product offer definition. If applied, an overage fee is charged to the same payment instrument that the consumer used to make the original purchase. 

The counted access functionality can be applied to single- and recurring-charge offers as well as to single-item and instance offers. 

Example

Let's say there's a storefront that sells PC desktop wallpapers. The content provider for the wallpapers defines the basic product offer, which exposes 1,000 images and offers access to any three of them for $1.99. When a consumer purchases the offer, the storefront displays a catalog of the 1,000 images. 

Here is a more detailed look at how such an offer is defined and how it behaves:

· A content provider by the name of ZapCity defines an instance product offer named Wallpapers. The offer allows the consumer three accesses to a catalog of 1,000 images. The content paths are as follows:

· Initial content path: http://cpweb/wallpaperlist.html 

· Subsequent content path: http://cpweb/renderwallpaper.asp COUNTED 

· The following buy link is placed on the storefront:

http://zapcitypac.qpass.some?QVPID=wallpapers 

Note that this buy link contains the QVPID (offer ID) and not the QIID (instance ID). With counted access offers you do not pass the instance ID because the consumer is not purchasing the right to access the wallpapers catalog three times. This is different than purchasing a specific digital item.

· The consumer clicks the buy link, which returns an advice-of-charge (purchase confirmation) page to the consumer. (This assumes the advice-of-charge page functionality has not been disabled.)

· The customer confirms the purchase.

· PAC serves the initial content path—http://cpweb/wallpaperlist.html. This page contains the list of images that the consumer can view.

· The consumer selects an image and sends the following request to the buy link:

http://zapcitypac.qpass.some/renderwallpaper.asp?QIID=TropicalBeach10 

· The buy link displays an advice-of-access screen that indicates one access will be used and shows the remaining balance. (This assumes the advice-of-access page functionality has not been disabled.)

· The consumer confirms the access.

· PAC deducts one access from three counts available and delivers a content request, which is a full-format image. 

If the consumer were to access the Online Assistance Center, the purchase history would display the original purchase and access information, along with the count balance. Now let's look at what happens if the consumer chooses two more images. The access requests would look like:

· http://qcp1pac.qpass.some/renderpicture.asp?QIID=SwissAlps

· http://qcp1pac.qpass.some/renderpicture.asp?QIID=Versailles

These accesses deplete the counter completely. If the consumer chooses a fourth image, PAC will: 

· http://qcp1pac.qpass.some/renderpicture.asp?QIID=SeattleSpaceNeedle 

PAC recognizes that the access limit has been reached and does not allow the fourth access unless the consumer agrees to re-purchase the offer or replenish their counts. Optionally the original offer can be set up to charge the consumer an overage fee for exceeding the access limit.
XE "Identify the consumer"Authenticating the consumer

After the buylink is submitted PAC first determines if the consumer is identified or authenticated.  If so, the process continues.  If not, there are two groups of authentication: mobile phone authentication and web browser authentication.  
PAC servers are completely stateless and rely on cookies to carry state information about the purchase and authentication.  Each authentication method is managed in a stateless fashion by storing a cookie on the user’s browser.  

Note: You can remove your authentication identity information by removing QPASS cookies from your browser.

Mobile authentication

Mobile authentication is transparent to the mobile phone user as long as they are an AT&T customer and they have cookies enabled.   Authentication will only fail with a mobile device if the user’s phone account has been deactivated, suspended, or has other fundamental changes.  
A buylink for mobile authentication is exactly the same as Simple SMS authentication with the exception of the QSMSAUTH parameter.   QSMSAUTH is not needed for mobile authentication.

Web authentication

There are 3 ways to identify a consumer over the web.  These methods are activated based on what you send in the buylink request.  
Simple SMS authentication

SMS authentication is a method of determining a user owns the mobile phone by sending a random secret code to their phone.   After the user receives a SMS pin, they can enter it in the PAC website to authenticate.

The following Buy Link is used to purchase a piece of content where the user is authenticated using a PIN sent to their device via SMS.  

http://zapcity.qpass.com/?QVPID=ringtone&QSMSAUTH=true&QIID=rt1776&QCPP=http%3A%2F%2Fweb%2Ezapcity%2Ecom%2ringtonecancelmsg%2Ehtml
	Parameter
	Description

	zapcity.qpass.com
	This is the fully-qualified host name for the purchase host server. This is a virtual host name intended for use by sample.com customers only.

	QVPID=ringtone
	This is the product identifier. In this case, QVPID identifies the category of products (ringtone) to which the identified instance belongs (see QIID).

	QSMSAUTH=true
	This is the flag indicating that authentication should be performed using a PIN sent to the consumer’s device via SMS.

	QIID=rt1776
	This is the instance identifier. In this case, it identifies a specific ringtone. The instance identifier typically has meaning only to the content server. Qpass looks for this string in all subsequent requests for access.

	QCPP=http%3A%2F%2Fweb%2Esample%2Ecom%2ringtonecancelmsg%2Ehtml
	If a consumer cancels a purchase of this product, the system will redirect the consumer to a cancel page at http://web.sample.com/ringtonecancelmsg.html.


Enhanced SSL SMS authentication

Enhanced SSL SMS authentication similar to the simple SMS authentication, however it has fewer pages and more security requirements.  The requirements are as follows:
· QUSERID must be a valid AT&T ten digit phone number.  This is the core feature of the enhanced flow.  

· SSL required.  Any non HTTPS buy links will be treated as simple SMS authentication.

· HTTP POST method required.  Simply having a link won’t do, you need to submit the request with a POST.  This is done to prevent customer identifying information being sent in the URL query string.

· Web only.  The default mobile flow for phones is a better experience, so we disallow this to be used with mobile phones.

· QSMSAUTH must be set to true.  

The core feature of the enhanced flow relies on the QUSERID.  If you send us the phone number of the consumer in a HTTPS POST, then we can immediately send the user the SMS pin and display the advice of charge.

The following Buy Link is used to purchase a piece of content where the user is authenticated using a PIN sent to their device via SMS.  
Notice that we include the QVPID and QIID in the form action URL.  This is not required.  In case the user bookmarks the buylink they will be able to access it after the purchase if these parameters are present.  If the bookmark is accessed it will be simple SMS authentication.
<form action=”https://zapcity.qpass.com/?QVPID=ringtone&QIID=1234&QSMSAUTH=true” method=”POST”>    

<input type=”hidden” name=”QVPID” value=”ringtone”/>

<input type=”hidden” name=”QSMSAUTH” value=”true”/>

<input type=”hidden” name=”QUSERID” value=”5552345678”/>

<input type=”hidden” name=”QIID” value=”1234”/>

<input type=”Submit”/>

</form>

	Parameter
	Description

	zapcity.qpass.com
	This is the fully-qualified host name for the purchase host server. This is a virtual host name intended for use by zapcity.com customers only.

	QVPID=ringtone
	This is the product identifier. In this case, QVPID identifies the category of products (ringtone) to which the identified instance belongs (see QIID).

	QSMSAUTH=true
	This is the flag indicating that authentication should be performed using a PIN sent to the consumer’s device via SMS.

	QUSERID=5552345678
	This is the subscribers phone number.  It should be 10 numeric digits with no extra characters.  The authentication secret code will be sent to this phone number and is needed for the purchase.

	QIID=1234
	This is the instance identifier. In this case, it identifies a specific ringtone. The instance identifier typically has meaning only to the content server. Qpass looks for this string in all subsequent requests for access.


ID Management
AT&T manages a single sign on server which is called ID Management.  PAC redirects the user to AT&T for ID Management user name and password authentication.  ID Management in turn redirects the user back to PAC.  
This flow is activated by the absence of the QSMSAUTH parameter, or setting the QSMSAUTH parameter “false”.

Qpass typically encourages merchants to use SMS authentication, please contact AT&T to determine if you should use ID Management or not.

Summary of authentication methods

The following table summarizes the Buy Link parameters you should use for specific purchase scenarios.  All parameter sets may be augmented with additional parameter pairs at the content provider’s discretion.

	Scenario
	Parameters to Include
	Example Buy Link

	Simplest Buy Link possible
	Purchase host address, QVPID
	http://zapcity.qpass.com/?QVPID=abcitem

	Simple Buy Link that includes targeted attempt to recapture sale
	Purchase host address, QVPID, QCPP
	http://zapcity.qpass.com/?QVPID=abcitem&QCPP= http%3A%2F%2Fmobile%2Ezapcity%2Ecom%2abcitemcancelmsg%2Ewml

	Buy Link representing a typical category product
	Purchase host address, QVPID, QIID, QDESC, QQTY, QCPP
	http://zapcity.qpass.com/?QVPID=ringtone&QIID=rt1776&QDESC=Star%20Spangled%20Banner&QQTY=5&QCPP=http%3A%2F%2Fmobile%2Ezapcity%2Ecom%2ringtonecancelmsg%2Ewml

	Buy Link using SMS PIN-based authentication
	Purchase host address, QVPID, QSMSAUTH
	http://zapcity.qpass.com/?QVPID=ringtone&QSMSAUTH=true

	Enhanced Buy Link
	Purchase host address, QVPID, QUSERID, QSMSAUTH, and QIID
	POST to https://zapcity.qpass.com/ with parameters:

QVPID: ringtone

QUSERID: 5551234567

QSMSAUTH: true

QIID: 1234


XE "Retrieve the product offer"Validate the product offer

In most cases, DCM retrieves the product offer using the QVPID parameter provided in the buy link. If the QVPID identifies an instance (category) product, the buy link should also contain a QIID parameter. DCM uses the QIID to identify the requested product. 

In some cases the incoming request may contain only a content path to the product offer. For details on how the product is identified in this scenario, see Check ownership.

XE "Check ownership"Check ownership

PAC determines if the consumer has previously purchased the product offer (defined by the QVPID and QIID) and therefore already owns access rights to the product. If so, it will not display an advice of charge page. It then sends a request to your content server to deliver the content. If the consumer does not own the product, PAC assembles all the relevant purchase information and presents purchase confirmation information to the consumer.

In the case where the incoming purchase request contains only a content path to the product offer, and DCM does not have a specific product identifier, it must use an algorithm to select a product. Following is a high-level view of the algorithm, with the steps presented in priority order:

· If the content path links to a product offer already purchased by the consumer, DCM requests that content.

· If the consumer does not own a product offer in the content path and the content path links to only one product offer, DCM offers that product offer to the consumer.

· If the consumer does not own a product offer in the content path and the content path links to more than one product offer, DCM offers the highest-priced product offer to the consumer.

XE "Display purchase confirmation"Display advice of charge
PAC assembles and serves the purchase confirmation page to the consumer. It contains such things as:

· Name of the product offer

· Product description (uses QDESC, if provided in the buy link, otherwise uses the default description for this product as defined in Partner Center)
· Merchant name and short code (if campaign attributes are enabled in Merchant Config, and the parameters are given in the buy link request)
· Purchase price (if the buy link contains a QQTY parameter, PAC calculates the purchase price)

· Access for product offer (time, subscription, number of accesses)

· Links for confirming or canceling the purchase
In the case of an enhanced Buy Link purchase the following properties are also displayed:

· A text field and respective submit button for entering the appropriate PIN message in lieu of a standard confirmation button.
At this point, the consumer chooses to confirm or cancel the purchase. If the consumer confirms the purchase, PAC commits the purchase (see Commit the Purchase). If, however, the consumer decides to cancel the purchase, PAC links the browser to the designated Cancel Page URL. If provided, it uses the URL in the QCPP parameter of the buy link. If the QCPP parameter is not provided, it uses the default Cancel Page URL (as defined in Partner Center).
Note that it is possible to disable the Purchase Confirmation under special circumstances.
XE "Authorize the purchase"Authorize the purchase

If the consumer confirms the purchase, PAC then attempts to authorize the purchase. This typically involves answering one or more of the following questions:

· Has this consumer reached his or her spending limit? 
· Does the consumer have Smart Limits enabled?  Smart Limits is a configurable spending limit.

· Does the consumer have Parental Controls on?  Parental Controls prevent purchasing.

If so, DCM notifies the consumer with an error page.

Note: As described above, if authorization fails, PAC includes the URL of a cancel page (QCPP parameter). This guarantees that user can return to the store front.

XE "Commit the purchase"Commit the purchase

If authorization is successful, PAC commits the purchase. This involves the following steps:

· Saves a record of this purchase within DCM. Included in this record is the entire buy link. This information (including the buy link) can be included in financial reports.

· Creates and saves within the system an ownership agreement between this consumer and this product offer. The ownership agreement contains details of the product offer, including information for linking to the actual content.

· Sends an HTTP request to the content provider’s content server requesting delivery of the content. See the next section for more details on this process.

XE "Content delivery request"Content delivery

After Qpass records the purchase the consumer is authorized to access the content, whether it is an initial purchase or a subsequent access.  PAC sends a HTTP request to your content server (4), directing it to deliver the specified content to PAC (5). 
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Important: To support content delivery you must configure your content server to accept content requests from Qpass. This involves configuring the server to trust requests from the IP address of the PAC server.

Request the content

PAC identifies the location and protocol to use for the content delivery request. It then formulates the HTTP request and sends it to your content server.
The port used for the content delivery is determined by the incoming purchase request protocol to the purchase host.  If the protocol was HTTP, then typically port 80 will be used.  If SSL was used for the original purchase request, then port 443 with SSL will be used for the content delivery request.  
Important: If SSL is used then the content request will be posted via the HTTP POST method.

The HTTP request for content delivery contains almost all the parameters that were in the initial buy link (with the exception of the QCPP parameter). The Q parameters appear first in the request (to avoid the risk of being truncated), followed by any custom parameters you add. 

In addition to the original buy link parameters, PAC adds query string parameters to the request to provide additional information. The Q parameter of most importance to you is QAC, which indicates whether this is an initial or subsequent access. For a complete list of query string parameters, see the end of this section. 
Deliver the content

Your content server sends an HTTP response containing the content to PAC, and PAC proxies the content to the consumer’s device.  This could be a web browser or a mobile phone.  It is up to the Merchant to determine what needs to be delivered based on the HTTP headers sent in the request.  
Typically Merchants will send a redirect to their download page.  Content proxy delivery is not guaranteed.  The purchase has been recorded successfully.  Use the Event Notifications as a definitive guide as to whether you need to deliver content using other means.

Content URL Rewriting

PAC will rewrite all the hostnames in the content delivered if it matches the content server host used by PAC to make the request.  For example suppose the merchant is hosting their content requests on: 

qpass-content.zapcity.com
Also assume the PAC content host for zapcity is:

zapcity.qpass.com

If merchant Zapcity sends any content with the string “qpass-content.zapcity.com” to QPASS’ PAC server, it will get rewritten to “zapcity.qpass.com”.   This is important if you want to redirect the user to your download server.  You cannot redirect to the same “qpass-content.zapcity.com”.  It will just redirect back to PAC.  So if you want to redirect the user, just use a different hostname.  For example this hostname will not be rewritten, because it is not the same as the content hostname:

download.zapcity.com

This is the only rewriting that PAC will do.  Everything else should be delivered to the user’s mobile or web browser as it was sent to PAC.
XE "Parameters passed to the content server"Parameters passed to your content server

The following table describes additional buy link parameters that may be passed to content provider servers on the media request. Any QCPP, QPROMO, and QUSERID parameters are removed from the original buy link, but all other parameters are retained, including custom parameters. If a QVPID is present, it remains, but PAC also matches it to a content path, which is added. All HTTP headers supplied with a request to PAC are also passed (as headers) to the content server. 

	Parameter
	Description

	QAC
	First Access flag

If this is the first access of counted access material since this product offer was purchased, the QAC parameter value is INITIAL. 

If this is not the first access for counted access material, the QAC parameter value is SUBSEQUENT. 

If this is not the first access of the free content portion of the counted access content, the QAC parameter value is UNPROTECTED. 

No QAC parameter appears on the first access of the free content portion of counted access content.

	QAR
	Accesses remaining

This non-negative integer is passed on initial access to content following access-with-decrement to a counted-access offer. This value specifies the number of accesses remaining within this counted access product offer, after the decrement for this access has been applied.

	QBUYERID
	Unique consumer identifier

This value identifies the consumer.

	QDUR
	Access duration in seconds

Specifies the amount of time remaining in the access authorization period, in seconds. This parameter is passed on the first access following a purchase, and on the first access of counted access content. 

	QPUR
	First Access flag

If set to 1, signifies that this is the first access to content following a purchase. A zero value (0) indicates this is a subsequent access to previously-purchased content.

	QPURID
	Purchase Identifier

Identifies the purchase under which the access took place. This parameter is passed on first access following a purchase, and on first access following an access of counted access content.


XE "Product offers supported by PAC"Product offers supported by PAC

The following table describes the product offer types that can use buy link purchasing.

	Offer Type
	Example
	Access Rules
	Merchandising Options

	Item with single (one-time) charge
	Purchase one ringtone for $1.99
	One access to the content for a defined period, specified in minutes, hours, or days
	Payment methods

Point-of-sale pricing

Aggregate credit card purchases

	Item with recurring charge (subscription)
	Purchase one ringtone per month for $1.99
	Unlimited access to the content. Recurring-charge products renew automatically each month
	Payment methods 

Initial Free Period (IFP)

Aggregate credit card purchases

Do-not-renew capability

	Instance
	Choose one $2.99 item (a ringtone, game, or wallpaper, etc.) from a catalog of products
	One access if set up as single charge, unlimited access if set up as recurring charge
	Payment methods 

Single or recurring charge

IFP on recurring charge

Point-of-sale pricing on single charge

Aggregate credit card purchases

Do-not-renew capability 

	Counted access
	Purchase 10 accesses to a ski report service until the end of February
	10 accesses to a ski report that is delivered during the ski season (November through February). When all accesses are used up you can charge the consumer an overage fee for additional accesses or present them with the option to purchase more accesses.
	


XE "Parameters"Parameters

The buy link is a URL consisting of name/value pairs and parameters, some of which are intended for PAC and some for your content server. 

XE "Buy link parameters"Buy link parameters

Following is a buy link containing all the possible parameters. Each parameter is described in more detail in the following table. A very simple buy link could contain a PAC host name followed by a content path, so all name-value pairs are optional. Some are required for specific offer types.
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	Parameter
	Description

	PAC Host Name
	Virtual host name (for this content provider) identifying the server hosting the DCM Purchase and Access Control software. PAC receives the data from the buy link and processes the purchase and/or access request.

Each content provider is assigned a unique host name which is provided by the mobile operator when the provider is initially provisioned into the system.

	QCPP
	Cancel Purchase Page

URL that designates the page/card where the consumer's browser will be redirected should they decide to cancel a purchase of this product. The cancel page provides a good opportunity to recapture the sale. The URL value must be URL encoded. For example: QCPP=http%3A%2F%2Fmobile%2Ezapcity%2Ecom%2cancelmsg%2Ewml

Default: By default, the URL to the default cancel page is used. This page is defined in the Company Profile within Partner Center.

	QDESC
	Product Description

Optional alphanumeric text (up to 60 characters) that describes the product. This description appears on the purchase confirmation page that is displayed to the consumer. The description is stored in the system and may also be included on the consumer’s billing statement and in customer care user interfaces when displaying purchase or ownership information. Values use URL encoding. For example, Star Spangled Banner would be Star%20Spangled%20Banner.

The value of QDESC overrides the default description for this product (defined in Partner Center). If QDESC is not provided in the buy link, the system uses the default description. It is recommended that instances of a category product use the QDESC parameter, as this allows the inclusion of a specific description instead of the more generic category description. For example, the description for the ringtone category product offer may be Ringtone, whereas the description of the particular instance may be Star Spangled Banner.

Default: By default, the product description provided in Partner Center for this product offer is used.

	QIID
	Product Instance ID

Case-sensitive alphanumeric string that identifies a specific instance of a product from multiple products provided by this content provider for this path or product offer.

Instance IDs are typically used if the content provider is selling large numbers of similar products (for example, ringtones).  Instead of defining every ringtone as a separate product offer, the content provider can define a product category of ringtone (identified by a Vendor Product ID) and then use an Instance ID to designate a specific ringtone. By using category products and Instance IDs, a content provider can market large content databases without creating and maintaining information on each product instance.

QIID is required when requesting content that has been defined to use instance ID's, and is prohibited when requesting content that does not use instance ID's.

Note: If a QIID is used for the initial purchase, that QIID should be used for all subsequent access requests to ensure successful determination of ownership.

	QQTY
	Quantity (for point-of-sale pricing)

Numeric value used to calculate the product price for product offers that use point-of-sale pricing. This value is multiplied by the product offer’s defined base price to arrive at the price of the product offer. This parameter must appear for product offers that use point-of-sale pricing (typically used for category or instance products), and cannot be used for other offer types. A QVPID must also appear and QPROMO must not appear in a buy link employing QQTY.
Note: Point-of-sale pricing is not available for subscriptions.

	QPROMO
	Promotion Code

String identifying a promotion code. PAC will determine if the code corresponds to a currently active promotion specified in the Promotion Manager area of Partner Center. If a promotion code explicitly specified in a buy link is not available on this product offer, no promotion will be applied. If no promotion code appears in the buy link and this product offer qualifies for any promotion, the promotion resulting in the lowest price will be applied.

	QUSERID
	AT&T Mobile Phone Number
Unique customer identifier, most often a mobile phone number or WAP subscriber ID. QUSERID can be used when an identifier is not provided via an HTTP header (as is often done by WAP gateways) to bypass the step of manually keying in a phone number. Required for enhanced flow.

	QVPID
	Vendor Product ID

Unique, alphanumeric product identifier defined within Partner Center by the content provider for this product offer.

The buy link must contain a way to identify the requested product offer. This can take the form of the Vendor Product ID, or a content path. PAC matches a content path to a product offer. Note that a counted access offer cannot use QVPID, and must use a content path.

	QSMSAUTH
	SMS Authentication Flag

A flag containing the value “true” or “false” indicating whether the consumer should be authenticated using an SMS-based PIN exchange instead of AT&T’s ID Management web-based single sign-on solution.  It is also used in conjunction with the QUSERID parameter to dispatch the enhanced Buy Link flow.

This parameter is ignored for consumers who access the BuyLink with a WAP device. Required for enhanced flow.

Default is false.

	QREQUESTID
	Vendor Purchase Identifier

A merchant generated identifier that is unique for every purchase attempt.  Used by Qpass to ensure duplicate purchase requests aren’t submitted.  Can be used by the merchant to correlate purchase attempts with External Notification messages and sales reports.
See Qpass Product Identifiers at http://developer.att.com for more detail.

Caution:
If you send this parameter, then it must be unique for each purchase user, product, instance id combination.  Otherwise the purchase will fail.



	QMERCHANTNAME
	Merchant Name
The merchant name presented during advice-of-charge, in purchase history and on the AT&T customer bill.

Caution:
Required if Campaign Attributes are enabled in Partner Center, Merchant Config.

	QSHORTCODE
	Short Code
The SMS short code for the product being purchased.

Caution:
Required if Campaign Attributes are enabled in Partner Center, Merchant Config.
Should be sent as an Integer(leading zeroes will be trimmed).

	QCAMPAIGNID
	Campaign Id
The AT&T assigned campaign ID for the product being purchased.

Caution:
Required if Campaign Attributes are enabled in Partner Center, Merchant Config.
Should be sent as an Integer(leading zeroes will be trimmed).

	Custom values
	Optional values provided by the content provider

Custom values are any name/value pair in the buy link that does not correspond to a reserved parameter. This custom data is passed along in the content delivery HTTP request to the content provider’s content server. It also appears with the entire buy link in reports.

Caution: To avoid possible collisions with reserved parameter names, it is best to avoid names that begin with Q.

Do not add too many custom values. The custom values are placed at the end of the HTTP request to the content server, so there’s a possibility that some of the values may be truncated as the buy link is redirected to a handset during authentication or purchase. To avoid this problem, it is recommended that the buy link not exceed 256 characters.


XE "Purchase Web Service"Purchase Web Service

XE "Overview"Overview

The Purchase Web Service is designed to support a fast and easy purchase flow with minimal or no consumer authentication or purchase confirmation. This section describes the functions the Purchase Web Service performs, single and bulk operations, the Purchase XML element, and error handling.

XE "When to Use this Web Service"When to Use this Web Service

The primary reason to use the Purchase Web Service is when you intend to use your own application software to manage consumer purchases and accesses. When you manage purchase and access control, you use the Purchase Web Service to submit transaction data to DCM for all types of product offers, including single-item, subscription, and counted access.

Note: For counted access product offers only you will use the Purchase Web Service to record the initial purchase, and then use the Access Web Service to record subsequent accesses to the product. Note that the Access Web Service is supported by DCM version 4.2.1 and later. 

The Purchase Web Service supports a fast and easy purchase flow, one that does not require the consumer to authenticate using a password or PIN, or to confirm the purchase. For example, if you want the consumer to be able to purchase a ringtone by sending an SMS code from their mobile phone and then immediately download the ringtone, the Purchase Web Service is the appropriate purchase integration tool. It supports SMS- and WAP-based purchases and does not require consumer authentication and purchase confirmation.

XE "How the Purchase Web Service Works"How the Purchase Web Service Works

When a consumer purchases a product, your application sends a purchase request to the Purchase Web Service hosted by Qpass. 
Data Flow

The basic process supported by the Purchase Web Service is as follows:

4. Validate the information provided in the request message.

5. Authenticates and provisions/updates the subscriber based on data retrieved from AT&T’s Enterprise Directory.

6. Authorizes the purchase against AT&T’s rules regarding account status, parental control status, reseller account status, etc.

7. Sends a response back to the content provider, notifying them that the purchase request was completed successfully.

If any of the steps in the above flow fail, the Purchase Web Service denies the purchase and returns the appropriate status code in the response message.
Campaign Attributes

AT&T Mobility currently provides information to verify an Off-Portal charge such as Merchant Name, Short Code, Date, and Authorization procedures to resolve customer inquiries and disputes. The major areas of concern for our internal regulatory group, however, are FCC rules regarding truth in billing and clear, concise, customer friendly printed line item descriptions. For example:

· Is the line description for charges by content providers in plain language (Is short code or campaign code used in delivery or purchase such that customer would recognize?)

· Would customer readily identify the charge and description in line item with the service/content service they purchased? Such as, does the line item describe a brand, campaign or other info that the customer would recognize as purchased?

This enhancement’s purpose is to provide better information and clarify the end customer’s bill. When multiple merchants use an aggregator, the aggregator’s name appears on the bill and not the merchants’. To solve this lack of clarity, all the purchase flows have been modified to include the following optional parameters:

· Merchant Name: a string representing the name of the AT&T partner selling the product.
· Short Code: The SMS short code for the product being purchased. It must be sent as an Integer(leading zeroes will be trimmed).
· Campaign Id: The AT&T assigned campaign ID for the product being purchased. It must be sent as an Integer(leading zeroes will be trimmed).
XE "Supported operations"Supported operations

The Purchase Web Service supports two operations, one for single purchase requests and another for bulk processing of purchase requests.  The bulk purchase operation is not currently supported.  

Note: Content providers should not use the bulk purchase interface to submit purchase requests to the DCM system, each purchase request should be submitted individually using the single purchase operation.

XE "Single and Bulk Purchase Types"Single Purchase Types

Purchase requests can contain data for a single purchase or a batch of purchases. The synchronous single purchase operation is designed for purchases that are higher in value and lower in volume. The asynchronous bulk purchase operation is designed for lower value, higher volume purchases. The bulk operation offers a lower overhead method that is commensurate with the value of the transactions.

Applications access both the single purchase and bulk purchase operations through the Purchase Web Service, but you will use different methods to implement them. The following section describes the purpose and function of each method.

XE "Single (One-Time) Purchase"Single (One-Time) Purchase

The Purchase Web Service supports the purchase of a product for one-time use, such as an SMS product with a price point high enough to make a single transaction worthwhile. You may want to give the consumer the flexibility to buy a single access in special situations. The Single Purchase operation is synchronous; the purchase is processed in real time and the results of that processing are returned immediately.

XE "Accessing the Web Service"Accessing the Web Service

The Purchase Web Service is exposed via a SOAP interface. The implementation details for this interface are defined in the below WSDl and xsd files: 
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The Purchase Web Service also requires that you send an SSL client certificate for authentication. For details on obtaining a client certificate, see SSL Client Certificates.

Use the links provided below to connect to the Purchase Web Service:

· To submit to the Purchase web service in the production, or commercially available, environment:

https://cingular-api.qpass.com/purchasewebservice/services/PurchaseWebServicePort
· To submit to the Purchase web service in a test environment:

https://cingular-api-g3.qpass.com/purchasewebservice/services/PurchaseWebServicePort
XE "About Error Handling"About Error Handling

The Purchase Web Service uses two different mechanisms to return errors to the caller. If there is a syntactical error in a SOAP message (that is, the message doesn’t comply with the WSDL), a SOAP fault is returned.

An example of a SOAP fault is Client.BadRequest. This will be returned if your SOAP request message is not formatted according to the WSDL.

Other errors are returned as response codes within the response message. For example, the response code 40020 will be returned if the consumer’s account has been closed.

For more information on SOAP Faults and response codes, see Status Codes later in this document.

XE "Single Purchase Operation"Single Purchase Operation

To request a single (one-time) purchase you invoke the makePurchase method. The Single Purchase operation is synchronous, meaning that the purchase is processed in real time and the results of that processing are returned to the caller immediately.

XE "makePurchase"makePurchase

Use this method for a single purchase. This method accepts a Purchase element (containing information about the purchase) and synchronously performs validation, prepurchase processing (including provisioning if necessary), and recording of the purchase. Because makePurchase handles only one purchase at a time, you do not need to include the Purchase parent tag in the request.

The response to makePurchase is returned to the content provider in the form of a PurchaseResponse element, as described in the following table.

PurchaseResponse Element

	Element
	Required
	Data Type
	Description

	responseCode
	Yes
	integer
	Response code indicating success or failure of the purchase.

	responseMessage
	Yes
	String
	Message describing the status of the purchase that corresponds to the responseCode.

	vendorProductId
	Yes
	String
	Same as the value passed in via the request message.

	quantity
	Yes
	integer
	Same as the value passed in via the request message.

	description
	No
	String
	Same as the value passed in via the request message.

	instanceId
	No
	String
	Same as the value passed in via the request message.

	price
	Yes
	decimal
	Price of the product, for informational purposes only. If the product uses quantity-based pricing, this element represents the price per unit. If not, this element represents the full price of the product.

	tax
	No
	decimal
	Optional tax amount is returned based on whether tax is computed and the interface has been configured to return it.

	purchaseIdentifier
	Yes
	String
	Unique identifier for this purchase. It is the purchaseActivityId for this purchase.

	merchantName
	No
	String
	Same as the value provided in the purchase request.

	shortCode
	No
	Integer
	Same as the value provided in the purchase request.

	campaignID
	No
	Integer
	Same as the value provided in the purchase request.


XE "Sample Request Message"Sample Request Message

Following is a sample makePurchase request message. Note that the HTTP header is not included in the sample, but it is required in the actual request.

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
     xmlns:xsi="http://www.w3.org/1999/XMLSchema-instance"
     xmlns:xsd="http://www.w3.org/1999/XMLSchema">
    <SOAP-ENV:Body>
        <m:makePurchase xmlns:m="urn:qpass-PurchaseTypes">
            <userCredentials>
                <credentialType>mobileIdentifier</credentialType>
                <id>2063612441</id>
                <password/>
            </userCredentials>
            <vendorProductId>PurchaseXMLAPIProduct41067630722</vendorProductId>
            <quantity>1</quantity>
            <description>This is a test</description>
        </m:makePurchase>
    </SOAP-ENV:Body>
</SOAP-ENV:Envelope>
XE "Sample Request Message"Sample Request Message with Campaign Attributes

Following is a request sample that also sends the campaign attributes. If Campaign Attributes is enabled and these attributes are not sent, then the purchase will fail. Otherwise, the purchase will work fine without these attributes.
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
     xmlns:xsi="http://www.w3.org/1999/XMLSchema-instance"
     xmlns:xsd="http://www.w3.org/1999/XMLSchema">
    <SOAP-ENV:Body>
        <m:makePurchase xmlns:m="urn:qpass-PurchaseTypes">
            <userCredentials>
                <credentialType>mobileIdentifier</credentialType>
                <id>2063612441</id>
                <password/>
            </userCredentials>
            <vendorProductId>PurchaseXMLAPIProduct41067630722</vendorProductId>
            <quantity>1</quantity>
            <merchantName>Merchant Name</merchantName>

            <shortCode>2244</shortCode>

            <campaignId>1111</campaignId>

            <description>This is a test</description>
        </m:makePurchase>
    </SOAP-ENV:Body>
</SOAP-ENV:Envelope>
XE "XML Element Used to Describe a Purchase"XML Element Used to Describe a Purchase

For both the Single Purchase and Bulk Purchase operations, the XML element describing a purchase is called Purchase. This is a complex type element as defined by the web service’s XML schema. The Purchase element contains the subelements described in the table below. Note that userCredentials has its own subelements, which are also described in the table.

XE "Contents of the purchase element"Contents of the purchase element

	Element
	Required
	Data Type
	Description

	userCredentials
	Yes
	UserCredentials
	Information that uniquely identifies the user. This element is also a complex type that includes three subelements: credentialType, id, and password.

	credentialType
	Yes
	CredentialType: string
	Identifies whether the credential ID is a MSISDN, subscriber number, or mobile identifier.  Must be one of: “msisdn” “subNo” or “mobileIdentifier.”

Note that although this string is constrained by a simpleType “CredentialType,” it is essentially just a string that must be one of the above values.

	Id
	Yes
	string
	Information that uniquely identifies the user. The id value should be of the type defined by credentialType.

	Password
	No
	string
	Reserved for future use. It is currently not used.

	vendorProductId
	Yes
	string
	Identifier for the product being purchased. This ID must match the product’s ID in the Qpass product catalog.

	locale
	No
	String
	The locale to be used when determining the template to be used when generating SMS opt-in messages.  

Case insensitive, UNIX-style locale using underscores with the ISO 639 language code and ISO 3166 territory code.

Ignored if the value is not currently supported.  “en_us” is the only value supported at launch.

Ignored if the product offer is not configured by AT&T for SMS Opt-Ins. 

	smsOptInMessage
	No
	String
	Not used.

Up to 75 ASCII non-control characters.  Non-ASCII or control characters will be truncated.

Ignored if the product offer is not configured by AT&T for SMS Opt-Ins.

	Description
	No
	string
	Description of the product, which appears on the consumer’s bill. There is currently no length restriction on this element; however, a short description is recommended. If this element is not present, the description from the product catalog is used.

	instanceId
	No
	string
	Unique instance identifier for the product being purchased. This element is relevant only for products that are defined with instance identifiers.

	vendorPurchaseIdentifier
	No
	string
	Optional identifier a vendor may specify to help them track this purchase.

If the identifier is not unique, for example, a purchase already exists in DCM which is associated with this identifier, then the purchase request will be treated as a duplicate request and the response of the original purchase will be returned.

	merchantName
	No
	String
	The merchant name presented during advice-of-charge, in purchase history and on the AT&T customer bill.

Required if Campaign Attributes are enabled.

	shortCode
	No
	Integer
	The SMS short code for the product being purchased.

Required if Campaign Attributes are enabled.

	campaignID
	No
	Integer
	The AT&T assigned campaign ID for the product being purchased.

Required if Campaign Attributes are enabled.


XE "Purchase Web Service status codes"Purchase Web Service status codes

Once the content provider’s request message makes it through the HTTP and SOAP layers successfully, the Qpass Purchase Web Service is invoked. At this point, the Purchase Web Service returns status codes within the body of the response message. The code is returned in the <responseCode> element and the text message associated with the code is returned in the <responseMessage> element.

XE "Response Code Types"Response Code Types

The following table describes the types of response codes and their valid ranges. The types are Success, Reserved, Informational, Warning, Severe, and Fatal.

Types of Response Codes Used by the Purchase Web Service

	Severity
	Code Range
	Major Codes
	Description

	Success
	0
	0
	Transaction capture request was processed as expected.

	Reserved
	1-999
	
	Not currently in use. Reserved for use in a future version of the web service.

	Informational
	1000 – 19999
	All
	Transaction capture request was processed as expected.

	
	
	1000
	1001-1499 Account data info.

	
	
	1500
	1501-1999 Account technical info.

	
	
	2000
	2001-2499 Purchase data info.

	
	
	2500
	2501-2999 Purchase technical info.

	Warning
	20000-39999
	All
	Transaction capture request was processed as expected. Warning condition occurred.

	
	
	20000
	20001 – 20499 Account data condition.

	
	
	20500
	20501 – 20999 Account technical condition.

	
	
	22000
	22001 – 22499 Purchase data condition.

	
	
	22500
	22501 – 22999 Purchase technical condition.

	Severe
	40000 – 59999
	All
	Transaction capture request was not processed as expected.  Severe error occurred.

	
	
	40000
	40001 – 40499 Account data severe error.

	
	
	40500
	40501 – 40999 Account technical severe error.

	
	
	42000
	42001 – 42499 Purchase data severe error.

	
	
	42500
	42501 – 42999 Purchase technical severe error.

	Fatal
	60000 - 79999
	All
	Transaction capture request was not processed as expected. Fatal error occurred.

	
	
	60000
	60001 – 60499 Account data fatal error.

	
	
	60500
	60501 – 60999 Account technical fatal error.

	
	
	62000
	62001 – 62499 Purchase data fatal error.

	
	
	62500
	62501 – 62999 Purchase technical fatal error.

	
	
	63000
	63001 – 63499 External API data fatal error.

	
	
	63500
	63501 – 63999 External API technical fatal error.


XE "Response Codes Used by Purchase Web Service"Response Codes Used by Purchase Web Service

The following table describes the response codes returned by the Purchase Web Service.

Purchase Web Service Response Codes

	Severity
	Code
	Error Message
	Description

	Success
	0
	Success
	Request processed as expected.

For a single, synchronous purchase, the Purchase Web Service successfully processed the purchase. It is okay to deliver content to the customer.

	Informational
	13040
	Processing has not completed
	The system is still processing the batch request, and results are not yet available. Check back later. The status of the batch is Received.

	Severe
	40010
	User not found
	The user does not exist in the DCM database. This status code is returned if the consumer was not found in the system and the Purchase Web Service does not provision a user for this domain.

This status code is also returned if the client certificate contains an incorrect domain.

	Severe
	40020
	Account is closed
	Consumer’s account has been closed.

	Severe
	40030
	Account is locked
	There is a problem with the customer’s account. A possible trigger for this status code is a suspended account.

	Severe
	40040
	Over spending limit
	The customer has reached his/her predetermined spending limit.

	Severe
	40041
	Over bandwidth limit 
	This code is returned if the customer has reached his/her predetermined bandwidth limit.

	Severe
	42010
	Ineligible product
	This code is returned if any of the following is true:

The customer is not eligible for having charges billed to the phone.

The product is not eligible for low-security purchasing.

The product has an incorrect authorization level.

	Severe
	42020
	Duplicate Subscription
	Subscription of the same product already exists.

	Severe
	42035
	Invalid campaign attributes:{0}
	This error will be returned for Aggregators configured in the Merchant Configuration Tool as requiring Campaign Attributes and for which the following validation rules are NOT met:

“merchantName” is provided and is less than 50 printable ASCII characters

“shortCode” is provided and is at least 4 numeric characters.

“campaignID” is provided and at least 4 numeric characters.

“description” is provided and is less than 255  printable ASCII characters.

	
	
	
	

	
	
	
	

	Fatal
	62010
	Invalid product ID
	No such product exists in the product catalog.

	Fatal
	63010
	Authentication failure
	Could not authenticate the caller (i.e. Content Provider) specified in the Request message (typically based on Client Certificates).

	Fatal
	63020
	Invalid Record Count
	The number of tasks specified in the bulkRequest message does not match the number parsed from the attachment. This results in an Invalid state for the batch.

	Fatal
	63030
	Parsing error
	The XML request does not conform to the published XML Schema.

	Fatal
	63050
	Invalid request
	The XML request could not be mapped to a published API implementation.

	Fatal
	63060
	Bulk request removed
	A batch request with a status of Invalid was removed from the system.

	Fatal
	63070
	Bulk request failed
	A batch request failed.

	Fatal
	63080
	Too many records.
	The batch contained more than the maximum number of records (default is 100,000).

	Fatal
	63090
	No attachment.
	The batch did not have any transactions attached to it.

	Fatal
	63100
	Service not available
	Communication with an external system failed. This could mean that the network operator’s system is down or it could mean that a cryptography error occurred during communication between the Purchase Web Service and the network operator’s system. If the latter is true, the likely cause is a configuration problem on one side or the other.

	Fatal
	63490
	Not Supported
	The request contained an attribute or value that is not currently supported by the Purchase Web Service.

If additional information is available, it will be added to the Response Text.

	Fatal
	63499
	System Error
	A system error occurred. 

If additional information is available, it will be added to the Response Text.


XE "Access Web Service" 
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XE "External Notification"External Notification

	This chapter includes the following sections:
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XE "Overview"Overview

For businesses that manage access control or customer care, Qpass provides the ability to send notifications about several types of ownership events that either grant or deny the consumer access to the product. As shown in the following diagram, the Qpass application called External Notification communicates ownership state changes to the external system (the content provider's system) by sending a one-way SOAP message via HTTP or HTTPS. In the case a message fails, External Notification has the ability to retry the message at a configurable interval.
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In this introduction we describe the meaning of “ownership” and explain these different types of event notifications and the situations in which you might want to receive them. Note that to actually receive event notifications you need to contact the mobile network operator who will in turn coordinate setup with Qpass.

XE "When to receive notifications"When to receive notifications

Qpass can send notifications to any merchant system. The service is, however, targeted at those that are handling purchase and access control, and/or customer care. 

If your system is managing access control, it submits purchase requests to Qpass via the Purchase Web Service. When the purchase is successfully processed, Qpass can send a grant notification to your system, which should then enable the consumer to access the content. For recurring charge offers, which result in a purchase renewal on a predefined, periodic basis, Qpass can send renewal notifications. 

If you are managing customer care requests, you will want to receive notifications resulting from refund, do-not-renew, and cancellation requests, as well as requests to restore a concluded recurring charge offer. 

External Notification supports the following business scenarios:

· Purchase an offer — when the consumer successfully completes a purchase.  Qpass generates a grant event.
· Subscription renewal – when a consumer’s subscription is successfully renewed at the end of their current subscription period, Qpass generates a renew event.

· Request a DNR — when the consumer requests to discontinue a subscription offer, the consumer’s access to the content is maintained until the subscription period ends, which is typically the end of a 30-day period.  Qpass generates a conclude event.  

· Renewal processing failure - Subscriptions are automatically discontinued if a renewal cannot be processed successfully.  Qpass generates a conclude event.

· Subscription restored – when the consumer requests to restore a previously concluded subscription.  Qpass generates a restore event.  Note the restore must be received prior to the conclusion date.
· Request cancellation of a subscription offer — when the consumer receives a refund for the current subscription period via the AT&T Online Assistence Center, through a AT&T CSR or via the Subscription & Refund Management Web Service.  Qpass generates a revoke event. 
· Request a refund — when the consumer requests a refund for a single-item offer, subscription offer, or Free Trial Qpass generates a revoke event. 
· Subscriber Phone Number Change: when the subscriber phone number changes external Notification Message for changeMSISDN event will be sent to content providers. The Subscribers can be one with active subscriptions or with active one time purchases that have a duration period.
All of the above business scenarios are described in more detail in Sample notification messages.

XE "About ownership"About ownership

In the digital content marketplace, consumers do not actually own content. Rather, they own the right to access content according to the terms of a specific product offer. In DCM, therefore, the term ownership means right to access, and the system manages ownership to ensure that consumers are billed only for products to which they have access. 

A consumer’s ability to access content is determined by ownership state, which is affected by these activities:

· Purchase — when a consumer purchases a product offer and the purchase is successful, Qpass grants the consumer access to the product according to the terms in the offer definition.

· Renewal denied — if a renewal cannot be successfully collected due to a problem with the payment method, Qpass revokes access to the content.

· Refund — when a consumer requests a refund, Qpass revokes the consumer’s access to the product once the refund is approved.

· Do not renew (DNR) — when a consumer requests to discontinue a recurring charge offer, Qpass revokes access after the current charge period ends.

· Restore a DNR — if a consumer changes his mind about a DNR and requests to resume the offer, Qpass restores the consumer’s access to the product. 

· Cancel — when a consumer requests cancellation of a recurring charge offer, Qpass immediately revokes access to the product and requests a refund.

· Consumer’s account becomes inactive — if a consumer requests to close their account, Qpass revokes access to the product.

The variations on grant and revocation, including restore, are described in Types of notifications.

XE "How notification works"How notification works

When an event occurs that affects ownership state, the event notification is placed in a retry queue and External Notification attempts to deliver it. If notification is successful, the message is removed from the retry queue. If unsuccessful, the retry process takes over at a preconfigured interval (e.g., every 3,600 seconds). Notifications that cannot be delivered remain in the Qpass database and can be resent.

The path from Qpass to the external system is defined by a destination, which includes a name, an owner, and a URL. A given destination is an HTTP server that can accept multiple event types like revoke, grant, etc. The event message contains data associated with the event and the retry parameters associated with the message (for example, the number of times the message has been re-sent if it initially failed).

XE "Preparing to receive notifications"Preparing to receive notifications

To receive messages from External Notification, you need to do the following:

· Provide Qpass with the full URL and associated IP address where event notifications should be sent. You should provide this information for both test and production systems.

· Set up IP filtering to receive the notification messages, which should come from Qpass only. 

· Implement the action to take for each event type, including grant, revoke, conclude, and restore.

Qpass passes data to the external system via HTTP 1.0 or HTTPS using the post method. Each ownership event notification interaction consists of an HTTP post containing an XML payload representing an ownership event.

XE "Types of notifications"Types of notifications

The External Notification service sends notification messages for two main types of events—grant and revoke. There are two kinds of grant events, called grant and restore, and there are two kinds of revoke events called revoke and conclude. 

XE "Grant events"Grant events

A grant event is sent by Qpass when a consumer successfully purchases a product. The system grants the consumer access to the product and generates a notification about the grant event. Note that subscription renewals, which typically occur monthly, do not produce a grant event. A grant event must always precede a revoke event.

There are two types of grant events:

· Grant — produced when a consumer successfully purchases a product offer.

· Restore — produced when a consumer requests to restore a discontinued subscription (that is, an offer the consumer requested to not renew—a DNR). A restore event is only possible after the consumer requests a DNR and if the restore request is made before end of the subscription period. After the subscription period ends, Qpass revokes access to the product, and at that point the consumer cannot request that a subscription be restored.

In the OAC and CCC user interfaces, a restore event correlates to selecting the Renew Subscription option.

XE "Revoke events"Revoke events

A revoke event terminates the consumer’s access to content. A revoke event is triggered by a consumer’s request to cancel a subscription product or to refund a single-item offer.

There are two types of revoke events—Revoke and Conclude.

Note: A consumer can request a product refund via the OAC only if the product offer is defined in DCM as refundable. However, a customer service representative can always grant a refund in the CCC, regardless of how the product offer is defined.

XE "Revoke"Revoke

A revoke event causes the immediate termination of access rights. A revoke event occurs when one of the following happens:

· The consumer cancels a subscription, which automatically triggers a refund request as well. Once ownership to a subscription is revoked, it cannot be restored. The subscriber must repurchase the subscription offer. In the OAC and CCC user interfaces, a revoke event correlates to the Stop now and provide refund option.

· The consumer is granted a refund to an item purchase. This revoke event corresponds to the Request Refund option in the OAC and CCC user interfaces. This option is always available in the CCC, but is available in the OAC only products defined as refundable.

· The purchase event cannot complete successfully, in which case the system revokes the consumer’s access to the content.

The consumer requests that their account be closed.

XE "Conclude"Conclude

A conclude event applies only to subscription products. This event occurs when a consumer requests a DNR on a subscription offer. The system allows the consumer access to the content until the subscription period ends, at which point a conclude event is produced.

There are no refunds involved in this scenario. In the OAC and CCC user interfaces, a conclude event corresponds to the Do not renew option.

XE "Renewal events"Renewal events

For product offers that use recurring charge, Qpass automatically charges the consumer's account on a predefined, periodic basis (either monthly or every 30 days). Each time a recurring charge occurs, the system creates a renewal event, and Qpass can send a notification to the content provider's system indicating whether the renewal event was successful. 

· A renewSucceeded notification is sent when the renewal processes successfully. This corresponds to the RenewSucceededEvent. 

· A renewFailed notification is sent when the renewal fails. Every failed retry causes a notification to be sent to the content provider. This corresponds to the RenewFailedEvent. 

· A revoke notification is sent when ownership should be revoked. This corresponds to the RevokeEvent.
XE "Renewal events"Failure events

If Qpass cannot complete a purchase, a failure event will be created as a result of authentication or authorization failures.  Failure events are only sent for Buylink. 

· An authentication failure notification is sent when there is a problem with the users account.  Or in the case of Buylink user error.   It is possible that multiple authentication failures are sent from buylink, and the user successfully makes a purchase.
· An authorization failure notification is sent when the subscribers account is over it’s spending limit, or other factors make their account unbillable.

XE "Sample notification messages"Sample notification messages

When a grant or revoke event occurs, Qpass posts an HTTP document to the URL of your application. The HTTP post contains a one-way XML message that provides details about the ownership event.
Note: To prevent fraud, it is recommended that you use IP filtering to restrict receipt of the message from Qpass only.

XE "Sequence Number"Sequence Number
Each notification message generated by DCM will receive a per-Merchant identifier that will be contiguous across all messages generated for that Merchant.  

This sequence number uniquely identifies each message delivered to a Merchant and because it is contiguous, can be used by the Merchant to identify duplicate messages and messages their system did not process.

The sequence number is NOT intended to be the order in which messages should be processed.  Merchant systems can and will receive messages out of sequence order.  Messages should be processed as they are received independent of its sequence number.

In addition, duplicate EN messages may be received by the Merchant system either because of forced re-delivery of the message or because of a bad HTTP request/response exchange between the DCM and Merchant systems.  Merchant systems should ignore messages with a sequence number they have already processed.
The following table describes a typical series of DCM events along with the sequence number generated for each EN message.

	Action
	EN Message Type
	EN Message Sequence Number

	Purchase
	Grant
	1

	Purchase
	Grant
	2

	Refund
	Revoke
	3

	Subscriber DNR
	Conclude
	4

	Subscriber Restore
	Restore
	5

	Subscription Renewal
	Renew
	6

	Purchase
	Grant
	7


As your system receives EN messages, you should record the sequence number of each received message.  At set intervals (e.g., daily or weekly) you should scan the sequence numbers of received EN messages and any gaps in sequence number are messages your system did not receive.  

Missing messages are an issue you should escalate with a AT&T Product Manager by providing the missing sequence numbers for analysis of root cause and manual re-delivery.

XE "Vendor Purchase Identifier"Vendor Purchase Identifier
When a Merchant uses the Purchase Web Service to send purchases to DCM for processing, they are able to specify a ‘vendorPurchaseIdentifier’ attribute that uniquely identifies the purchase request.

Notification messages generated by DCM will include this vendor purchase identifier to assist in identifying which original purchase request an EN messages is associated with.  If no identifier is provided in the API request, or the BuyLink purchase interface is used, EN messages associated with the purchase will not include a vendor purchase identifier.

The following table describes a typical exchange of purchases on the Purchase API for a Merchant:

	Action
	Vendor Purchase ID

	API Purchase
	inv123

	API Purchase
	

	BuyLink Purchase
	

	API Purchase
	inv124


The following table represents a typical exchange of EN messages for the purchases described in the table above:

	EN Message Type
	Description
	Vendor Purchase ID

	Grant
	First API Purchase with vendor ID.
	inv123

	Grant
	API Purchase without vendor ID.
	

	Grant
	BuyLink purchase.
	

	Grant
	Second API purchase with vendor ID.
	inv124

	Revoke
	First API purchase refunded by CSR.
	inv123


XE "Reason Code and Message"Reason Code and Message
Revokes and concludes can happen for a variety of reasons, including:

· Revokes caused by CSR requested refunds.

· Concludes caused by subscriber requested Do Not Renew in the Online Assistance Center.

· Revokes caused by a failure to renew a subscription due to lack of Pre-Paid balance.

In order to provide increased visibility into the cause of revokes and concludes to the Merchant, reason code and reason message attributes are included in notifications.
See Reference Material for additional detail.

XE "Message format"Message format

See the Reference Material section for additional information.
XE "Business scenarios and sample messages"Business scenarios and sample messages

The following scenarios illustrate the consumer activities supported by External Notification, along with the associated behavior of the service. Note that all consumer and business names used in the scenarios are fictitious.

XE "Purchase a subscription"Purchase a subscription

Jennifer’s daily commute is wrought with traffic problems, so she decides to subscribe to a traffic alert service from a company called AlertNow.  AlertNow uses the DCM Purchase API to record the subscription for management by DCM, making a purchase request that looks like this:

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsi="http://www.w3.org/1999/XMLSchema-instance"

xmlns:xsd="http://www.w3.org/1999/XMLSchema">


<SOAP-ENV:Body>



<m:makePurchase xmlns:m="urn:qpass-PurchaseTypes">




<userCredentials>





<credentialType>mobileIdentifier</credentialType>





<id>2529925543</id>




</userCredentials>




<vendorProductId>TRAF34567</vendorProductId>




<quantity>1</quantity>




<description>This is a test</description>



<instanceId>rep25</instanceId>




<vendorPurchaseIdentifier>inv123</vendorPurchaseIdentifier>


</m:makePurchase>


</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

When DCM processes the initial $4.99 charge, it generates a grant notification that is sent to AlertNow. The notification message looks like this:

<?xml version="1.0"?>

<ownershipEvent type="grant" timestamp="2003-01-16T10:32:15+00:00" effective="2003-01-16T10:32:15+00:00">


<ownerIdentifier>MMS-2529925543</ownerIdentifier>


<purchaseDate>2003-01-14T09:42:08+00:00</purchaseDate>


<productIdentifier>TRAF34567</productIdentifier>


<purchaseActivityIdentifier>BC4UkZ/JVl4AAAoAAQqX2XWWckBFBq+Gi64=</purchaseActivityIdentifier>

<instanceIdentifier>rep25</instanceIdentifier>

<minIdentifier>2529925543</minIdentifier>

<sequenceNumber>1</sequenceNumber>

<reasonCode>0</reasonCode>

<reasonMessage>Processed Normally</reasonMessage>
<vendorPurchaseIdentifier>inv123</vendorPurchaseIdentifier>

</ownershipEvent>
XE "Cancel a subscription"Cancel a subscription

Len subscribed to a football score service offered by the content retailer, AlertNow, and within a few days he decided to cancel it and get a refund. He calls AT&T customer service and the representative uses the Qpass Customer Care Center application to cancel the subscription and refund the purchase amount.

When DCM processes these requests, a revoke EN message is generated and sent to the AlertNow system, telling it that Len has cancelled his subscription. It is up to AlertNow to revoke Len’s access to the product. The XML message sent by DCM looks like this:

<?xml version="1.0"?>

<ownershipEvent type="revoke" timestamp="2003-03-14T16:21:12+00:00" effective="2003-03-14T16:21:12+00:00">

<ownerIdentifier>MMS-2067438956</ownerIdentifier>


<purchaseDate>2003-03-10T10:15:05+00:00</purchaseDate>


<productIdentifier>FOOT4231</productIdentifier>

<purchaseActivityIdentifier>BC4UkZ/JVl4AAAoAAQqX2XWWckBFBq+Ai74=</purchaseActivityIdentifier>

<instanceIdentifier>chicago_bears</instanceIdentifier>

<minIdentifier>2067438956</minIdentifier>

<sequenceNumber>2</sequenceNumber>

<reasonCode>2000</reasonCode>

<reasonMessage>Refunded</reasonMessage>
<vendorPurchaseIdentifier>inv124</vendorPurchaseIdentifier>

</ownershipEvent>
XE "Refund a single item"Refund a single item

Jennifer purchased a Java game that she wasn’t satisfied with, so she calls AT&T customer service to request a refund. The CSR uses the Qpass Customer Care Application to look up the product and then requests a refund on Jennifer’s behalf.

When DCM records this activity, DCM sends a message to the content provider, Games Galore. This message tells Games Galore’s system that Jennifer has requested a refund. Then it is up to Games Galore to revoke Jennifer’s access to the game. The XML message sent by S looks like this:

<?xml version="1.0"?>

<ownershipEvent type="revoke" timestamp="2003-03-14T16:21:12+00:00" effective="2003-03-14T16:21:12+00:00">

<ownerIdentifier>MMS-2529785543</ownerIdentifier>


<purchaseDate>2003-03-10T10:15:05+00:00</purchaseDate>


<productIdentifier>WEB34567</productIdentifier>

<purchaseActivityIdentifier>BC4UkZ/JVl4AAAoAAQqX2XWWckBFBq+Bi84=</purchaseActivityIdentifier>

<instanceIdentifier></instanceIdentifier>

<minIdentifier>2529785543</minIdentifier>

<sequenceNumber>1</sequenceNumber>

<reasonCode>2000</reasonCode>

<reasonMessage>Refunded</reasonMessage>
<vendorPurchaseIdentifier>gg123</vendorPurchaseIdentifier>

</ownershipEvent>
XE "Discontinue a subscription"Discontinue a subscription

Sandra has been subscribing to sports score alerts from AlertNow for a while and has grown tired of them. Although she wants to complete her current subscription, she has decided not to renew the subscription. So she accesses the Online Assistance Center and views the details for this subscription. She clicks Cancel Subscription and then selects the Do not renew option.

When DCM receives this information, it sends a message to the content provider. This message informs the content provider that Sandra does not want to renew her subscription when it expires. It is up to the content provider to take appropriate action.

XML message sent by DCM:

<?xml version="1.0"?>

<ownershipEvent type="conclude" timestamp="2003-02-01T18:42:10+00:00" effective="2003-02-22T12:00:00+00:00">


<ownerIdentifier>MMS-4253329807</ownerIdentifier>


<purchaseDate>2002-10-21T17:24:08+00:00</purchaseDate>


<productIdentifier>ESPN4231</productIdentifier>

<purchaseActivityIdentifier>BC4UkZ/JVl4AAAoAAQqX2XWWckBFBq+Bi84=</purchaseActivityIdentifier>

<instanceIdentifier>atlanta_falcons</instanceIdentifier>

<minIdentifier>4253329807</minIdentifier>

<sequenceNumber>3</sequenceNumber>

<reasonCode>3000</reasonCode>

<reasonMessage>User Requested DNR</reasonMessage>
<vendorPurchaseIdentifier>inv101</vendorPurchaseIdentifier>

</ownershipEvent>
XE "Restore subscription renewal"Restore subscription renewal

After thinking about it a bit, Sandra decides that she really does want to continue the automatic month-to-month renewal of this subscription. She’s not aware that she can do this herself, so she calls a customer service representative. The CSR uses the Customer Care Center to restore Sandra’s subscription.

When DCM receives this information, it sends a message to the content provider. This message informs the content provider that Sandra’s subscription has been restored and should be automatically renewed when it reaches its expiration date. It is up to the content provider to take appropriate action.  Note the original renewal date is kept.
XML message sent by DCM:

<?xml version="1.0"?>

<ownershipEvent type="restore" timestamp="2003-02-03T09:32:17+00:00">


<ownerIdentifier>MMS-4253329807</ownerIdentifier>


<purchaseDate>2002-10-21T17:24:08+00:00</purchaseDate>


<productIdentifier>ESPN4231</productIdentifier>
<purchaseActivityIdentifier>BC4UkZ/JVl4AAAoAAQqX2XWWckBFBq+Bi84=</purchaseActivityIdentifier>

<instanceIdentifier>atlanta_falcons</instanceIdentifier>

<minIdentifier>4253329807</minIdentifier>

<sequenceNumber>4</sequenceNumber>

<reasonCode>4000</reasonCode>

<reasonMessage>User Requested Restore</reasonMessage>
<vendorPurchaseIdentifier>inv101</vendorPurchaseIdentifier>

</ownershipEvent>
XE "Restore subscription renewal"Automatic subscription renewal
At the end of the month, Sandra’s month-to-month subscription renewal comes up for processing by the DCM system.  After applying the charge successfully to Sandra’s account, DCM sends a message to AlertNow.

XML message sent by DCM:

<?xml version="1.0"?>

<ownershipEvent type="renew" timestamp="2003-02-22T12:01:22+00:00>


<ownerIdentifier>MMS-4253329807</ownerIdentifier>


<purchaseDate>2002-10-21T17:24:08+00:00</purchaseDate>


<productIdentifier>ESPN4231</productIdentifier>
<purchaseActivityIdentifier>BC4UkZ/JVl4AAAoAAQqX2XWWckBFBq+Bi84=</purchaseActivityIdentifier>

<instanceIdentifier>atlanta_falcons</instanceIdentifier>

<minIdentifier>4253329807</minIdentifier>

<sequenceNumber>5</sequenceNumber>

<reasonCode>0</reasonCode>

<reasonMessage>Processed Normally</reasonMessage>
<vendorPurchaseIdentifier>inv101</vendorPurchaseIdentifier>

</ownershipEvent>
XE "MSISDN change"EN for MSISDN change
A changeMSISDN message is generated whenever a subscriber phone number change event occurs. This allows CPs to deliver the content correctly during subscription renewal process.  Merchant configuration includes a new flag that identifies whether CP is enabled to receive the notification for phone number change event. This configuration can be easily changed by NO Admin via Partner Center Merchant configuration page. The default configuration will be turned off for all CPs which can be turned on as required. Following are the two business scenarios for change MSISDN notification to be sent out to CP.
a) Multiple subscribers opt to change their numbers and Network Operator requests Qpass to run a bulk change MSISDN job. Qpass system admin runs the job and all the numbers are updated as per the data provided by Network Operator.
b) A subscriber has changed phone number and makes a purchase with the new number. During purchase Qpass system will detect the MSISDN change and send a notification for each active agreement per CP e.g. If a single subscriber has 5 active subscriptions with 1 CP and has a number change, that CP will receive 5 number change notifications for that subscriber.
XML message sent by DCM:

<?xml version="1.0" encoding="UTF-8"?>
<ownershipEvent type="changeMSISDN" timestamp="2010-12-16T08:16:42+00:00" effective="2010-12-16T08:16:42+00:00">
<ownerIdentifier>swc_1172586295417_9939_953980753_vmag.mycingular.net</ownerIdentifier>
<purchaseDate>2010-12-16T07:46:34+00:00</purchaseDate>
<productIdentifier>subscription_14d</productIdentifier>
<purchaseActivityIdentifier>z1YCQ/sFnlYAAFAA5p8lAQfRATX2lpCqp1U$</purchaseActivityIdentifier>
<instanceIdentifier>asdf8asddf</instanceIdentifier>
<minIdentifier>4256989212</minIdentifier>
<oldMinIdentifier>4256989747</oldMinIdentifier>
<sequenceNumber>508</sequenceNumber>
<reasonCode>6500</reasonCode>
<reasonMessage>MSISDN Changed</reasonMessage>
<vendorPurchaseIdentifier>asdfsdfsdf</vendorPurchaseIdentifier>
</ownershipEvent>
XE "Exceeding refund limit"Exceeding refund limit

Many mobile operators limit the number of refunds a consumer may request. For example, a consumer may be allowed only one refund per month, not to exceed three refunds within any 12-month period. The following scenario illustrates this further.

John has a long commute so he purchases a subscription to daily traffic alerts. When he finds a job closer to home, he decides to cancel his subscription and request a refund. Unfortunately he has already requested another refund this month, so when he requests the refund via the network operator's Online Assistance Center (OAC), his request is denied. The External Notification service does not send a notification in this situation.

Note: The consumer has two options in this case. He can call a customer service representative and request the refund or he can use the OAC to request that the subscription not be renewed.

XE "Subscription and Refund Management Web Service"Subscription and Refund Management Web Service

XE "Overview"Overview

The Subscription and Refund Management (SRM) Web service enables content providers to provide customer care using their own applications, and have care transactions recorded in Open Market via the web service. 

Note: This version of the SRM web service is supported by the legacy Refund functionality in the Qpass system. 
Note: This version of the SRM web service is deprecated in 7.6 and will be removed in future version.

XE "How the SRM web service works"How the SRM web service works

The Subscription and Refund Management (SRM) Web Service is a public SOAP web service from Qpass that supports content providers and retailers who wish to provide front-line customer care. The service enables you to send information to Qpass DCM about three types of requests made by consumers: do-not-renew, restore subscription renewal, and refund. You use your own application to process these types of requests from consumers, and employ the SRM web service to have that data recorded in DCM. The following figure gives a high-level view of the overall process.
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Throughout this document, we will use Jane to represent the mobile phone subscriber who is contacting the content provider’s customer service representative, Stan, for help managing her account. Both Jane and Stan are fictitious characters.
XE "Difference between ‘Cancel’ and ‘Do Not Renew’"Difference between ‘Cancel’ and ‘Do Not Renew’

With a subscription product, Qpass automatically renews the consumer’s ownership on a monthly basis and places a charge on the account with which the consumer made the original purchase. Subscription products do not end until the product expires, the consumer explicitly requests to cancel or not renew the subscription, or the consumer’s account is closed.

Canceling and not renewing are different functions within DCM. To demonstrate the difference, let’s say a consumer (we’ll call her Jane) purchases a subscription product that gives her access to a different game each month. After a few months Jane sees that she’s forgetting to download the games and decides that she no longer needs this product. Jane has two choices: she can request cancellation of the subscription or she can request that the product not be renewed. If Jane cancels the subscription, DCM revokes Jane’s access to the product immediately. If Jane requests “do not renew”, DCM revokes ownership after the current month concludes and charges her the full amount for that month.

Note: This version of the SRM web service supports ‘do not renew’ requests but does not support cancellation requests.

XE "Refunds"Refunds

Giving the consumer the ability to obtain a refund is the most cost-effective way for retailers to provide customer care. The SRM Web Service provides this capability by enabling you to process refund transactions and then send the refund information to Qpass via the refund SOAP request message.

XE "Supported Uses"Supported Uses

The initial version of the SRM web service supports three operations. The following table describes these along with the objective that the consumer is trying to achieve.

	SOAP Operation
	Functionality Supported
	Consumer’s Objective

	concludeRecurrence
	Requests conclusion of a subscription product. This is also known as do not renew, or DNR. The consumer’s ownership of the product is not revoked until the renewal date.
	Discontinue (or do not renew) a subscription product.*

	restoreRecurrence
	Requests that a conclude event be reversed. This allows for the situation where the consumer has requested a DNR but then decides they really do want the product after all.
	Reinstate a subscription product that was previously concluded (or discontinued).

	refund
	Processes a refund request. In order for the consumer to request a refund, the product offer must be defined in DCM as refundable. This is set by the network operator using Partner Center.
	Obtain a refund for a product.


*Note that the consumer may think of not renewing a subscription as the same thing as canceling, but within DCM the two functions are different. See the next section for more information.
The first two operations—concludeRecurrence and restoreRecurrence—pertain to subscription-type products only. The refund operation pertains to all types of products, including single-item, category, and counted access. A future version of the SRM web service will support additional operations, such as the ability to cancel a subscription product and query DCM about a consumer’s ownership information.

XE "Subscription Management Operations"Subscription Management Operations

This section describes the two synchronous operations you invoke to record information in DCM about subscription renewal activities. The two operations are:

· concludeRecurrence

· restoreRecurrence

For details about these operations see concludeRecurrence Operation and restoreRecurrence Operation.

Note: The message samples in this section show the Body element of the SOAP messages. The HTTP headers are not discussed, but note that a SOAPAction HTTP request header field is required. An HTTP status code of 500 is returned if the SOAPAction header field is missing.

XE "concludeRecurrence Operation"concludeRecurrence Operation

When a consumer requests to discontinue a subscription product, she is asking to not renew the subscription after the current period ends. Use the concludeRecurrence operation to record do-not-renew requests in DCM. This changes the ownership status for the particular consumer.

XE "Scenario: Jane’s Do-Not-Renew Request"Scenario: Jane’s Do-Not-Renew Request

Our consumer, Jane, purchases a subscription product that gives her four accesses to a category of ringtones each month. Jane’s account is charged $4.99 per month for the service. After a month, Jane sees that she’s forgetting to download the ringtones, so she contacts the content provider to discontinue the product. (Note that Jane doesn’t want to cancel outright; she just doesn’t want the product to renew.)

The content provider’s customer service representative (we’ll call him Stan) takes Jane’s call and looks up her account and purchase history using his company’s customer care system. Stan uses his company’s customer care system to submit the do-not-renew request to DCM. The DCM system updates Jane’s ownership agreement for the subscription to not bill her again and revoke her access to the product on her next billing cycle date.

XE "Data Flow"Data Flow

The basic flow for the concludeRecurrence operation is:

8. Request message specifies the user (consumer) credentials, the activity ID, and a request for status of Do Not Renew (DNR).

DCM authenticates the sending application, verifies rights to update the consumer’s ownership information, verifies that the product is defined for recurring charge, and verifies that an active subscription for the consumer exists.

DCM changes the consumer’s ownership status to DNR.

DCM sends a response message with the response code and message.

XE "Conclude Request Message"Conclude Request Message

The table below shows the elements in a conclude request.

	Element
	Required
	Data Type
	Description

	endUserCredentials
	Yes
	UserCredentials
	This element is a complex type that contains three subelements:

credentialType — identifies whether the id is an MSISDN, subscriber number, or mobile identifier.

id — uniquely identifies the user.

password (not currently used)

	activityId
	Yes
	String
	Unique activity identifier for the financial event being concluded.


XE "Sample Conclude Request Message"Sample Conclude Request Message

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<soapenv:Body>
<ConcludeRecurrence xmlns="urn:qpass-SubscriptionAndRefundManagementTypes">
<endUserCredentials>
<ns1:credentialType xmlns:ns1="urn:qpass-CommonTypes">mobileIdentifier</ns1:credentialType>
<ns2:id xmlns:ns2="urn:qpass-CommonTypes">5555555555</ns2:id>
</endUserCredentials>
<activityId>BZDsEx356/EAAAwAAQRNm9VPNTJuGmicrHg=</activityId>
</ConcludeRecurrence>
</soapenv:Body>
</soapenv:Envelope>
XE "Conclude Response Message"Conclude Response Message

The table below shows the elements in a conclude response. Following the table is a sample of this SOAP message.

Elements in a Conclude Response

	Element
	Data Type
	Description

	responseCode
	ResponseCode
	Response code indicating success or failure of the restore.

	responseMessage
	String
	Message describing the status of the restore that corresponds to the responseCode.


XE "Sample Conclude Response Message"Sample Conclude Response Message

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.org/2001/XMLSchema"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
 <soapenv:Body>
  <ConcludeRecurrenceResponse xmlns="urn:qpass-SubscriptionAndRefundManagementTypes">
   <responseCode>0</responseCode>
   <responseMessage>Success</responseMessage>
  </ConcludeRecurrenceResponse>
 </soapenv:Body>
</soapenv:Envelope
XE "restoreRecurrence"restoreRecurrence

Sometimes after a consumer discontinues a subscription, he or she decides to restore it. Use the restoreRecurrence operation to reverse the DNR and restore the consumer’s ownership. Note that you can use restoreRecurrence only if the DNR has been applied and the renewal date has not passed.

XE "Scenario: Restore Jane’s Subscription"Scenario: Restore Jane’s Subscription

Our consumer, Jane, who purchased the sports score product and then decided she didn’t want it, changed her mind after her local football team started winning. On June 15 Jane decided to call up customer care and get the product restored.

Stan, the content provider’s customer service representative. looks up Jane’s account and purchase history. He sees that the product is marked for do not renew but that she still has until June 28 for that to take effect. Stan submits a “restore subscription” request into his customer care system, which then communicates the information to DCM. With this updated ownership information, DCM will charge Jane on June 28 for the product but will not revoke her ownership to it.

XE "Data Flow"Data Flow

The basic flow for this operation is:

9. Request message specifies the user (consumer) credentials, the activity ID, and a request for status of Remove Do Not Renew.

DCM authenticates the sending application, verifies rights to update the consumer’s ownership information, verifies that the product is defined for recurring charge and that a concluded subscription for that consumer exists, and that the “remove DNR” request occurs before the renewal date (since the DNR request was applied).

DCM removes the DNR and restores the consumer’s ownership.

DCM sends a response message with the response code and message.

XE "Restore Request Message"Restore Request Message

The table below shows the elements in a restore request. Following the table is a sample of this SOAP message.

	Element
	Required
	Data Type
	Description

	endUserCredentials
	Yes
	UserCredentials
	This element is a complex type that contains three subelements:

credentialType — identifies whether the id is an MSISDN, subscriber number, or mobile identifier.

id — uniquely identifies the user.

password (not currently used)

	activityId
	Yes
	String
	Unique activity identifier for the financial event being refunded.


XE "Sample Restore Request Message"Sample Restore Request Message

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<soapenv:Body>
<RestoreRecurrence xmlns="urn:qpass-SubscriptionAndRefundManagementTypes">
<endUserCredentials>
<ns1:credentialType xmlns:ns1="urn:qpass-CommonTypes">mobileIdentifier</ns1:credentialType>
<ns2:id xmlns:ns2="urn:qpass-CommonTypes">5555555555</ns2:id>
</endUserCredentials>
<activityId>BZDsEx356/EAAAwAAQRNm9VPNTJuGmicrHg=</activityId>
</RestoreRecurrence>
</soapenv:Body>
</soapenv:Envelope>
XE "Restore Response Message"Restore Response Message

The table below shows the elements in a restore response. Following the table is a sample of this SOAP message.

	Element
	Data Type
	Description

	responseCode
	ResponseCode
	Response code indicating success or failure of the restore.

	responseMessage
	String
	Message describing the status of the restore that corresponds to the responseCode.


XE "Sample Restore Response Message"Sample Restore Response Message

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
 <soapenv:Body>
  <RestoreRecurrenceResponse xmlns="urn:qpass-SubscriptionAndRefundManagementTypes">
   <responseCode>0</responseCode>
   <responseMessage>Success</responseMessage>
  </RestoreRecurrenceResponse>
 </soapenv:Body>
</soapenv:Envelope>
Note: A known issue with this version of the SRM Web Service is that a "success" response message will be sent for a restore request taken against any DNR with a valid activity ID, even if the original product purchase was not a subscription. This will not, however, affect the consumer's account

XE "Refund Management Operation"Refund Management Operation

This section describes the synchronous refund operation, which you invoke to record information in DCM about refund activities.

Note: The message samples in this section show the Body element of the SOAP messages. The HTTP headers are not discussed, but note that a SOAPAction HTTP request header field is required. An HTTP status code of 500 is returned if the SOAPAction header field is missing.

XE "Refund Scenarios"Refund Scenarios

You can use the refund operation for any type of product offer defined in DCM, including Item, Instance (also known as Category), and Counted Access products, and single-charge and recurring charge (subscription) offers. The only constraint on refund is that DCM will not process a refund for a purchase that has been charged back. For example, if a consumer contests a purchase charged to his credit card and the credit card company agrees to credit the consumer’s account with the purchase amount, then the billing system should not allow the consumer to request a refund.

The following two scenarios illustrate the functionality supported by the SRM web service.

XE "Scenario: Refunding a single-item product"Scenario: Refunding a single-item product

Jane’s son, Stephan, used Jane’s phone one day and purchased a ringtone without her knowledge. During a business meeting the next day, Jane’s phone rings with the new rap ringtone. Embarrassed and annoyed, Jane calls the ringtone company’s customer care service to ask for a refund.

Stan, the customer service representative, takes the call and looks up Jane’s account information and purchase history. His system verifies that Jane hasn’t already been granted a refund or chargeback for the ringtone, then submits a refund request. Stan’s system revokes Jane’s ownership of the product and then communicates this information to DCM. With the updated ownership information, DCM will reverse the charge.

XE "Scenario: Refunding a subscription product"Scenario: Refunding a subscription product

Bill is a consumer who, on June 1, purchased a subscription product that gave him ongoing access to games for his mobile phone. After downloading a couple of games, Bill decides the genre of games is not to his liking, so he calls the content provider’s customer service number and Stan takes his call.

Stan looks up Bill’s account information and purchase history and agrees to enter in a “stop now and provide refund” for the entire purchase amount. (Partial refunds are not supported at this time.) This action revokes Bill’s ownership of the game product. Stan’s system sends the new ownership information to DCM, which then reverses the purchase amount and terminates renewal billing.

XE "Data Flow"Data Flow

Use the refund operation to enable DCM to record a refund request.

The basic flow for this operation is:

10. Request message specifies the user (consumer) credentials, the activity ID, and a request for refund. The message can optionally include reason IDs and comments.

DCM authenticates the sending application and verifies rights to update the consumer’s ownership information.

DCM processes the refund request according to a set of rules.

DCM executes the refund and sends a response with the original transaction post data and unique activity ID.

XE "Refund SOAP Messages"Refund SOAP Messages

XE "Refund Request"Refund Request

The table below shows the required elements in a refund request. Following the table is a sample of this SOAP message.

	Element
	Required
	Data Type
	Description

	endUserCredentials
	Yes
	UserCredentials
	This element is a complex type that contains three subelements:

credentialType — identifies whether the id is an MSISDN, subscriber number, or mobile identifier.

id — uniquely identifies the user.

password (not currently used)

	activityId
	Yes
	String
	Unique activity identifier for the financial event being refunded.

	reasonId
	Yes
	Integer
	Reason code for why the refund is being requested.

	comments
	No
	String
	Comments about why the refund is being requested.


For details about reason code IDs, see Reason codes.

XE "Sample Refund Request Message"Sample Refund Request Message

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
      xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<soapenv:Body>
     <Refund xmlns="urn:qpass-SubscriptionAndRefundManagementTypes">
     <endUserCredentials>
           <ns1:credentialType xmlns:ns1="urn:qpass‑CommonTypes">


mobileIdentifier
           </ns1:credentialType>
           <ns2:id xmlns:ns2="urn:qpass-CommonTypes">


1112223333
           </ns2:id>
     </endUserCredentials>
     <activityId>BZDsEx356/EAAAwAAQR6XdVPuSVuGhSa5nY=</activityId>
     <reasonId>1</reasonId>
     <comments>NotSatisfiedWithProduct</comments>
     </Refund>
</soapenv:Body>
</soapenv:Envelope>
XE "Refund Response Message"Refund Response Message

The table below shows the elements in a refund response. Following the table is a sample of this SOAP message.

	Element
	Data Type
	Description

	responseCode
	ResponseCode
	Response code indicating success or failure of the refund.

	responseMessage
	String
	Message describing the status of the refund that corresponds to the responseCode.

	reason
	String
	Message describing the reason for the result

	refundActivityId
	String
	Unique activity identifier for the refund.  This is only included in the response if the refund request was successful.


For details about reason code IDs, see Reason codes.

XE "Sample Refund Response Message"Sample Refund Response Message

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.org/2001/XMLSchema"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
 <soapenv:Body>
  <RefundResponse xmlns="urn:qpass-SubscriptionAndRefundManagementTypes">
   <responseCode>0</responseCode>
   <responseMessage>Success</responseMessage>
  <refundActivityId>BRPsEwTG6/EAAAwAAQRkX/O9RZ1TbmiF9NY=</refundActivityId>
  </RefundResponse>
 </soapenv:Body>
</soapenv:Envelope>
XE "Reason codes"Reason codes

Reason codes consist of a string name and numeric ID. A customer care application can implement any of the codes listed in the table below to have a refund reason recorded in DCM. Note that the following table lists the product default codes; because these can be customized by the system implementer, the codes available to you may be different.

	Reason Code Name
	Numeric ID

	CP-None
	0

	CP-Loss of Eligibility
	1

	CP-Product Termination
	2

	CP-Abuse of Privileges
	3

	CP-Conversion to New Product
	4

	CP-Nonrenewable Product
	5

	CP-Duplicate Subscription
	6

	CP-Other
	7

	Subscriber-None
	8

	Subscriber-Did Not Use
	9

	Subscriber-Too Expensive
	10

	Subscriber-Did Not Like
	11

	Subscriber-Replaced By Same Company
	12

	Subscriber-Replaced By Different Company
	13

	Subscriber-Duplicate Subscription
	14

	Subscriber-Other
	15

	Refund-Qpass Detected Fraud
	1620

	Refund-Customer Detected Fraud
	1630

	Refund-Statement Billing Decline
	1601


Following are the default chargeback reason codes. These do not have numeric IDs. 

· Fraud

· Wrong account

· Billing error

XE "Reference Material"Reference Material

This section contains several pieces of reference material that you may want to use in creating your SOAP client and messages. 

Note: The SRM web service is designed to support a future operation known as Ownership Inquiry. The XML schemas and the WSDL provided here contain elements used by this future operation. These data elements and fields should be ignored.

The SRM web service can be accessed at this end point on the production environmet:

https://cingular-api.qpass.com/subscriptionandrefundmanagementwebservice/services/SubscriptionAndRefundManagementWebServicePort
To submit requests to the SRM web service in a test environment:
https://cingular-api-g3.qpass.com /subscriptionandrefundmanagementwebservice/services/SubscriptionAndRefundManagementWebServicePort
Here is the SRM web service WSDL is located at:
[image: image28.wmf]qpass-SubscriptionAndRefundManagementWebService.wsdl


This CommonTypes schema defines common elements used by several Qpass web services, including SRM. The CommonTypes.xsd:

[image: image29.wmf]qpass-CommonTypes.xsd


The SubscriptionAndRefundManagementTypes schema:


[image: image30.wmf]qpass-SubscriptionAndRefundManagementTypes.xsd


XE "Status Codes, SOAP Faults, and Response Codes"Status Codes, SOAP Faults, and Response Codes

This section describes the status codes that can be returned by the SRM web service. Errors that occur at the highest level of processing are returned as HTTP status codes. These errors receive only an HTTP server error in response. The next level of processing is at the SOAP layer. Errors in this layer are returned as SOAP faults. Finally, at the lowest level of processing is the web service itself. Status codes at this level are returned via the <responseCode> element of the response message. A text message explaining the status code is returned in the <responseMessage> element.

XE "HTTP Status Codes"HTTP Status Codes

The following HTTP status codes are not specific to the SRM service, but are generic HTTP codes. There are many other standard HTTP status codes (which you can find at http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html), but those listed here are the ones you are most likely to see when using the SRM web service.

	HTTP Status Code
	Transport/Binding Condition

	200
	No error.

	403
	The web service does not trust the client certificate.

	404
	The specified URI is incorrect.

	500
	Message cannot be parsed.

	500
	Bad function – the web service does not recognize the function.

	500
	SOAP fault

(Typical causes for this error are the omission of the SOAPAction header field or noncompliance with the WSDL file.)


XE "SOAP Faults"SOAP Faults

SOAP faults are generated in response to a request message that could not be handled. There are generally two main reasons that a SOAP message is not processed: the SOAP message did not comply with the WSDL, or its application-specific content was incomplete or incorrectly formed.

	SOAP Error Code
	SOAP Error Message
	Description

	(No fault element)
	None
	No error

	VersionMismatch
	Invalid namespace in the envelope element
	An invalid namespace was included in the request message

	MustUnderstand
	One or more mandatory headers not understood
	The caller sent a mustUnderstand header that the web service does not understand. This API does not require headers in its request messages.

	Client.BadRequest
	The request was badly formed.
	The request message does not match the WSDL definition.

	Client.BadData
	The request contained invalid data.
	One or more elements in the request message contain data of a wrong data type. In other words, the data does not match the type defined in the WSDL file.

	Client.Authentication
	Permission denied
	The calling application does not have permission to make this call.

	Server.UnexpectedError
	An unexpected error occurred (+detail element)
	The application code failed in an unexpected manner.


XE "Qpass Response Codes"Qpass Response Codes

Once a request message makes it through the HTTP and SOAP layers successfully, the SRM web service is invoked. At this point, the web service returns response codes within the body of the response message. The code is returned in the <responseCode> element and the text message associated with the code is returned in the <responseMessage> element. Table 9 describes the actual response codes returned by the SRM web service.

	Code
	Error Message
	Description

	0
	Success
	The request was successfully processed

	40010
	User not found
	The end user could not be identified

	40020
	Account is closed
	The end user’s account is closed

	42020
	Invalid Activity Identifier
	The activity identifier is not valid

	52010
	Refund Denied
	The refund request was denied. Check the reason for more information.

	52020
	Agreement Expired
	The ownership agreement has expired

	52030
	Agreement Right not granted
	The agreement does not have sufficient rights for the requested operation

	52040
	Agreement not recurring
	The agreement is not set up as a recurring charge

	52050
	Agreement already concluded
	The agreement has already been concluded

	52060
	Permission denied
	The caller was not permitted to execute the requested operation

	63010
	Authentication failure
	The caller could not be authenticated

	63050
	Invalid request
	One or more request arguments were incorrect

	63490
	Not supported
	The operation is not currently supported

	63498
	Retryable System Error
	A system error occurred. The operation may succeed upon retry.

	63499
	System Error
	System error occurred.


XE "Known Issues Concerning Error Reporting"Known Issues Concerning Error Reporting

In using this initial version of the SRM web service, you may encounter situations where the error returned is not the one you would expect. These error conditions pertain mainly to refund functionality.

· Issue 16483: If you submit a refund request for a purchase that has already been refunded, you should see an error such as 40020–the account is closed. Instead, you will see 63499–system error.

· Issue 16515: If the purchase in a refund request was previously charged back, you should see an error such as 52010–refund denied. Instead, you will see 63499–system error. The problem is that the exception type from the Refund API is not sufficiently precise to determine the correct response code.

· Issue 16516: If the purchase in a refund request was previously refunded or is pending refund, you should an error indicating this. Instead you will see 63499–system error. The problem is that the exception type from the Refund API is not sufficiently precise to determine the correct response code.

· Issue 16517: If restoreRecurrence is called on an ownership agreement that is not recurring or hasn't been DNR'd, you should see the error, 52040–agreement not recurring, but instead you will see 0–success. Regardless, trying to restore a non-DNR’d ownership agreement has no effect on the status of the ownership agreement. The agreement is already in the desired state.

· Issue 16519: If you send an unrecognizable integer as a reason code, you should see 63050–invalid request, but instead you will see 63499–system error. The problem is that the exception type from the Refund API is not sufficiently precise to determine the correct response code.

· Issue 16602: When refunding a purchase whose ownership agreement has already expired, you should see 52050–agreement already concluded. Instead you see 0–success.

XE "Reference Material"Reference Material

XE "XML schemas for Qpass web services"Content Delivery Request Parameters
The following table describes the content delivery request parameters.  

	Parameter
	Description
	Possible Values

	QVPID

	Same as the QVPID BuyLink parameter.
	Alphanumeric

	QIID
	Same as the QIID BuyLink parameter.
	Alphanumeric

	QUSERID
	The MSISDN of the subscriber who owns the content. 

Note: Because of security policies, this parameter is only given if the content delivery URL defined in the Qpass Partner Center uses the HTTPS protocol.
	10-digit MSISDN

	QMAGID
	The AT&T assigned Mobile Access Gateway identifier for the subscriber who owns the content.
Note: Because of security policies, this parameter is only given if the content delivery URL defined in the Qpass Partner Center uses the HTTPS protocol.
	Alphanumeric

	QREQUESTID
	Same as the QREQUESTID BuyLink parameter.
	Alphanumeric

	QSECRETCODE
	The Qpass generated secret code sent to the subscriber for authentication during a Web-based BuyLink purchase.  The secret code is unique per authentication.
Note:  This parameter is not given if the QSMSAUTH parameter is not used, or the BuyLink is accessed via a WAP device.
	5-Digit Alphanumeric

	QBUYERID
	The QUUID (system ID) created by DCM for the consumer. It is included among the details reported in the Financial Detail Data Extract.

It is also provided with all access requests to allow the content provider to track end user accesses across time.
	Alphanumeric

	QQTY
	Parameter used for point of purchase pricing method. This value allows the content provider to determine if the price is legitimate.
	Positive Integer

	QPUR
	This parameter indicates if the content delivery request results from a purchase.

If QPUR = 0, it indicates the content delivery request did not result from a purchase.
	1 (Yes)

0 (No)

	QAC
	Related to the QPUR parameter., this parameter indicates if the content delivery request is for an initial access (i.e., new purchase), a subsequent access (i.e., subscriber previously purchased content), or access to unprotected content (i.e., content that is free-of-charge).
	‘Initial’
‘Subsequent’
‘Unprotected’

	QPURID
	The Qpass generated Purchase Activity Identifier.  It is included among the details reported in the Financial Detail Data Extract.

Note: This parameter is not included in subsequent accesses.
	Alphanumeric

	QDUR
	This specifies the allowed duration, defined in seconds, for access to the content, as defined during product offer setup in the Qpass Partner Center.
Note: This parameter is not included in subsequent accesses.
	Numeric (representing seconds)


XE "XML schemas for Qpass web services"External Notification 

XE "PurchaseTypes schema"Message Attributes
This section describes the message types and formats used by the External Notification interface.

	Element
	Type
	Description

	Type
	String
	The type of event that occurred. The possible values are “grant”, “failure”, “revoke”, “conclude”, and “restore”.

	timestamp
	String
	The UTC time at which the event occurred.

‘yyyy-MM-ddTHH:mm:ss+00:00’ format.

	effective
	String
	The UTC time at which the cancellation takes effect. If type=revoke, the effective time will be the time at which the event took place. If type=conclude, the effective time will be the same as the expiration of the subscription. If type=grant, the effective time will be the time the subscriber’s ownership will expire (configured for each offer in the Qpass Partner Center), typically not given for subscriptions since they are open ended.  If type=restore, renew  or failure, the effective time is not given.

‘yyyy-MM-ddTHH:mm:ss+00:00’ format.

	ownerIdentifier
	String
	A unique AT&T MAG ID for the subscriber.

Note:  Legacy accounts could have a 10 digit MSISDN in this field instead of MAG ID.

	purchaseDate
	String
	The date and time at which the subscriber made the original purchase.

‘yyyy-MM-ddTHH:mm:ss+00:00’ format.

	productIdentifier
	String
	The Qpass product identifier specified by the Merchant in the Qpass Partner Center.

	instanceIdentifier
	String
	The product instance identifier provided by the Merchant when the product was initially purchased.

	minIdentifier
	String
	The subscriber’s 10 digit MSISDN.

	sequenceNumber
	Long
	A sequential, unique (per CP), positive number that identifies each message.  Not to exceed +9,223,372,036,854,775,807.  It is used to identify missing messages on the receiver side.  

Note:  This field does not indicate the order in which the message should be processed.

	purchaseActivityIdentifier
	String
	The Qpass generated identifier for the initial purchase activity this ownership event corresponds to.

Failure messages always have an empty “purchaseActivityIdentifier” value since no purchase occurred in these cases.

	vendorPurchaseIdentifier
	String
	The Merchant specific purchase identifier provided in the initial purchase attempt.

	reasonCode
	Integer
	The reason for the revocation.  Always “0” for GRANT, FAILURE, RESTORE and RENEW messages.

See Error! Reference source not found. for more detail.

	reasonMessage
	String
	A message describing the reason for the revocation that corresponds to “reasonCode”.  Always “Processed Normally” for GRANT, FAILURE, RESTORE and RENEW messages.

See Error! Reference source not found. for more detail.

	authenticationCredential
	String 
	A short string sent to the Subscribers phone via SMS to authenticate them.  For example “1234”.  This maybe useful if you want to reuse it shortly after a BuyLink purchase.  This will only be included in GRANT events.


XE "PurchaseTypes schema"Reason Code and Message Values
This section describes the valid reason codes and messages returned for REVOKE or CONCLUDE External Notification messages. 
	Reason Code
	Reason Message
	Relevant EN Events
	Description

	0
	Processed Normally
	GRANT, FAILURE, RESTORE, RENEW
	The ownership event occurred because of an untracked system event.

	1000
	Account Closed
	CONCLUDE
	The subscription was concluded because the owner subscriber’s account was closed.

	1005
	Account Closed MSISDN validation failure
	CONCLUDE
	The subscription was concluded because the owner subscriber’s account was closed due to failure to validate the MSISDN for this account.

	2000
	Refunded
	REVOKE
	The subscription was revoked because the active subscription period was refunded.

	3000
	User Requested DNR
	CONCLUDE
	The subscriber used the OAC to conclude their subscription.

	3100
	CSR Requested DNR
	CONCLUDE
	A AT&T CSR concluded the subscriber’s subscription using the CCC tool.

	3200
	Merchant Requested DNR
	CONCLUDE
	A Merchant used the Subscription and Refund Management API to conclude the subscription.

	4000
	User Requested Restore
	RESTORE
	The subscriber used the OAC to restore a previously concluded subscription.

	4100
	CSR Requested Restore
	RESTORE
	A AT&T CSR restored a previously concluded subscription using the CCC tool.

	4200
	Merchant Requested Restore
	RESTORE
	A Merchant used the Subscription and Refund Management API to restore a concluded subscription.

	5000
	PrePaid Insufficient Balance
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because of insufficient PrePaid balance.

	5010
	PrePaid System Unavailable
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because of the PrePaid system being unavailable.

	5100
	SmartLimits Insufficient Balance
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because of insufficient SmartLimits balance.

	5105
	SmartLimits Insufficient Bandwidth Balance
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because of insufficient SmartLimits bandwidth balance.

	5200
	PostPaid Over Spending Limit
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the account was over it’s PostPaid spending limit.

	5300
	Blocked Parental Control
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the account had parental controls enabled.

	5400
	Blocked Reseller Account
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the account became a blocked reseller account.

	5500
	Invalid Payment Type
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the account had it’s payment type changed to an invalid or unrecognized type.

	5600
	Account Missing Required Data
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the account was missing required data.

	5700
	Account Not Billable
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the account changed to an unbillable status.

	5800
	Account Not Found in ED
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the account was no longer found in ED.

	5900
	Inactive Product Offer
	REVOKE
	The subscription was revoked when the Qpass System was unable to renew it because the product offer is no longer active.

	6500
	MSISDN changed
	ChangeMSISDN
	Identifies subscriber’s phone number change.

	9800
	Agreement Not Active
	REVOKE
	If the Recurring Charge app has exhausted retries to renew the agreement, the subscription will be revoked with this error code which indicates an internal system problem.

	9810
	Failed to handle activityID
	REVOKE
	If the Recurring Charge app has exhausted retries to renew the agreement, the subscription will be revoked with this error code which indicates an internal system problem.

	9820
	Consumer not found in Qpass system
	REVOKE
	If the Recurring Charge app has exhausted retries to renew the agreement, the subscription will be revoked with this error code which indicates an internal system problem.

	9830
	Failed to post charge
	REVOKE
	If the Recurring Charge app has exhausted retries to renew the agreement, the subscription will be revoked with this error code which indicates an internal system problem.

	9900
	System Error
	REVOKE
	If the Recurring Charge app has exhausted retries to renew the agreement, the subscription will be revoked with this error code which indicates an internal system problem.


XE "PurchaseTypes schema"XML schema

This section describes the relevant XML schema and WSDL for External Notification messages generated by DCM.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="urn:qpass-AT&TExternalNotification" xmlns:impl="urn:qpass-AT&TExternalNotification" xmlns:xsd="http://www.w3.org/2001/XMLSchema" elementFormDefault="unqualified" attributeFormDefault="unqualified">

  <xsd:simpleType name="type">

    <xsd:restriction base="xsd:string">

      <xsd:enumeration value="grant"/>

      <xsd:enumeration value="revoke"/>

      <xsd:enumeration value="conclude"/>

      <xsd:enumeration value="restore"/>

      <xsd:enumeration value="renew"/>

      <xsd:enumeration value="failure"/>
      <xsd:enumeration value="changeMSISDN"/>

    </xsd:restriction>

  </xsd:simpleType>

  <xsd:complexType name="ownershipEvent">

    <xsd:all>

      <xsd:element name="type" type="impl:type"/>

      <xsd:element name="timestamp" type="xsd:dateTime"/>

      <xsd:element name="effective" type="xsd:dateTime" minOccurs="0"/>

      <xsd:element name="ownerIdentifier" type="xsd:string"/>

      <xsd:element name="purchaseDate" type="xsd:dateTime"/>

      <xsd:element name="productIdentifier" type="xsd:string"/>

      <xsd:element name="purchaseActivityIdentifier" type="xsd:string" minOccurs="0"/>

      <xsd:element name="instanceIdentifier" type="xsd:string" minOccurs="0"/>

      <xsd:element name="minIdentifier" type="xsd:string"/>
      <xsd:element name="oldminIdentifier" type="xsd:string" minOccurs="0"/>
      <xsd:element name="sequenceNumber" type="xsd:nonNegativeInteger"/>

      <xsd:element name="reasonCode" type="xsd:nonNegativeInteger"/>

      <xsd:element name="reasonMessage" type="xsd:string"/>

      <xsd:element name="resultCode" type="xsd:nonNegativeInteger" minOccurs="0"/>

      <xsd:element name="resultMessage" type="xsd:string" minOccurs="0"/>

      <xsd:element name="vendorPurchaseIdentifier" type="xsd:string" minOccurs="0"/>

      <xsd:element name="authenticationCredential" type="xsd:string" minOccurs="0"/>

    </xsd:all>

  </xsd:complexType>

  <xsd:element name="ownershipEvent" type="impl:ownershipEvent" />

</xsd:schema>

XE "Status codes"Status codes

Errors that occur at the lowest level of processing are returned as HTTP status codes. These errors receive only an HTTP server error in response. The next level of processing is at the SOAP layer. Errors in this layer are returned as SOAP faults. Finally, at the highest level of processing is the web service itself. Status codes at this level are returned via the <responseCode> element of the response message from any operation. A text message explaining the status code is returned in the <responseMessage> element.

XE "HTTP status codes"HTTP status codes

The following HTTP status codes are not specific to the Purchase Web Service, but are generic HTTP codes. There are many other standard HTTP status codes, which you can find at the World Wide Web Consortium website http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html, but those listed here are the ones you are most likely to see in conjunction with the Purchase Web Service.

	HTTP Status Code
	Transport/Binding Condition

	200
	No error.

	403
	The web service does not trust the client certificate.

	404
	The specified URI is incorrect.

	500
	Message cannot be parsed.

	500
	Bad function – the web service does not recognize the function.

	500
	SOAP fault – Typical causes for this error are the omission of the SOAPAction header field or noncompliance with the WSDL file.


XE "SOAP faults"SOAP faults

SOAP faults are generated in response to a request message that could not be handled. There are generally two main reasons that a SOAP message is not processed: the SOAP message did not comply with the SOAP specification, or its application-specific content was incomplete or incorrectly formed.

	SOAP Error Code
	SOAP Error Message
	Description

	(No fault element)
	None
	No error

	VersionMismatch
	Invalid namespace in the envelope element
	An invalid namespace was included in the request message.

	MustUnderstand
	One or more mandatory headers not understood
	The caller sent a mustUnderstand header that the web service does not understand. This API does not require headers in its request messages.

	Client.BadRequest
	The request was badly formed.
	The request message does not match the WSDL definition.

	Client.BadData
	The request contained invalid data.
	One or more elements in the request message contain data of a wrong data type. In other words, the data does not match the type defined in the WSDL file.

	Client.Authentication
	Permission denied
	The calling application does not have permission to make this call.

	Server.UnexpectedError
	An unexpected error occurred (+detail element)
	The application code failed in an unexpected manner.


XE "Response code types"Response code types

The following table describes the types of response codes and their valid ranges. The types are Success, Reserved, Informational, Warning, Severe, and Fatal.

Types of response codes used by the Purchase web service

	Severity
	Code Range
	Major Codes
	Description

	Success
	0
	0
	Transaction capture request was processed as expected.

	Reserved
	1-999
	
	Not currently in use. Reserved for use in a future version of the web service.

	Informational
	1000 – 19999
	All
	Transaction capture request was processed as expected.

	
	
	1000
	1001-1499 Account data info.

	
	
	1500
	1501-1999 Account technical info.

	
	
	2000
	2001-2499 Purchase data info.

	
	
	2500
	2501-2999 Purchase technical info.

	Warning
	20000-39999
	All
	Transaction capture request was processed as expected. Warning condition occurred.

	
	
	20000
	20001 – 20499 Account data condition.

	
	
	20500
	20501 – 20999 Account technical condition.

	
	
	22000
	22001 – 22499 Purchase data condition.

	
	
	22500
	22501 – 22999 Purchase technical condition.

	Severe
	40000 – 59999
	All
	Transaction capture request was not processed as expected.  Severe error occurred.

	
	
	40000
	40001 – 40499 Account data severe error.

	
	
	40500
	40501 – 40999 Account technical severe error.

	
	
	42000
	42001 – 42499 Purchase data severe error.

	
	
	42500
	42501 – 42999 Purchase technical severe error.

	Fatal
	60000 - 79999
	All
	Transaction capture request was not processed as expected. Fatal error occurred.

	
	
	60000
	60001 – 60499 Account data fatal error.

	
	
	60500
	60501 – 60999 Account technical fatal error.

	
	
	62000
	62001 – 62499 Purchase data fatal error.

	
	
	62500
	62501 – 62999 Purchase technical fatal error.

	
	
	63000
	63001 – 63499 External API data fatal error.

	
	
	63500
	63501 – 63999 External API technical fatal error.
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XE "Qpass Glossary"Qpass Glossary

XE "A"A

XE "Access control"Access control

The means used to restrict user access to something. For example, permissions and roles associated with a user account are used to restrict a user's access to certain features. Similarly, access rights associated with a product offer are used to restrict a consumer's access to a product. 

XE "Action type"Action type

A term used in Qpass reports to refer to a type of transaction. Action types define the types of transactions that correlate to a positive monetary amount (e.g., purchase, recurring charge) vs. a negative amount (e.g., refund, chargeback).

XE "Activity"Activity

Any action taken by a consumer, such as a purchase, cancellation, or refund request. The Qpass system collects activity data and records it in XML-based activity documents, which are then accessed by other system components such as reporting.

XE "Activity document"Activity document

An XML file created by Qpass when a consumer carries out an activity such as a purchase, access, or refund request. Activity documents contain information about the consumer, the consumer’s account, and the product of interest.

XE "Advice of charge"Advice of charge

A screen presented to the consumer that confirms the purchase of the selected offer. The look and feel of this screen is customizable and can include attributes such as the product offer name, amount of offer, date of purchase, access period, and payment method. 

XE "Aggregation"Aggregation

The process of billing a group of purchase events as a whole as opposed to individually. Charge aggregation rules are configured for each network operator, and the decision to apply aggregation is made by the network operator on a per-product offer basis. 

XE "Authentication"Authentication

The process of validating a user against a trusted authority of that information. In the context of buy link purchases, Qpass performs an authentication check of the consumer before allowing the purchase to proceed.

XE "Authorization"Authorization

The process of determining whether a consumer can carry out a purchase based on rules such as financial ability to pay, account status, or age. 
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XE "B"B

XE "Bill period"Bill period

Deprecated term. See Clearing group.

XE "Bill to card"Bill to card

A payment method supported in Digital Commerce Manager that enables the consumer to purchase a product using a credit card. 

XE "Bill to phone"Bill to phone

A payment method supported in Digital Commerce Manager that enables a consumer to charge a purchase to his or her mobile phone account. Also referred to as statement bill. 

XE "Billing"Billing

The process of placing a credit or debit against an account used by the consumer to carry out a financial transaction (purchase, refund, chargeback). Purchases can be billed individually (one transaction per bill) or aggregated (multiple transactions per bill).

XE "Billing type"Billing type

A term used in Qpass reports meaning the payment method used in a transaction (e.g., statement bill, credit card).

XE "Bundle"Bundle

1) A type of product offer that is defined as a set or group of multiple category offers (game, ringtone, graphic) or multiple content provider offers. 2) A type of product that bundles together multiple digital items from one content provider so they can be purchased in one transaction.

XE "Business entity"Business entity

Data in the software system that represent business entities. 

XE "Business parameter"Business parameter

A parameter used by the business policy. Examples: spending limit threshold on a spending limit rule.

XE "Business policy"Business policy

A software construct that can be used to enforce business constraints.

XE "Buy link"Buy link

A URL implemented as an HTML link and placed on a storefront to enable the consumer to initiate the purchase of a product offer. The URL specifies a Qpass server and contains other parameters that identify the product offer being purchased or accessed and the location of the actual content. When clicked, the buy link contacts the Qpass server running the Purchase and Access Control (PAC) software, which interprets the parameters included in the buy link to manage the purchase or access and capture and record the transaction. 
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XE "C"C

XE "Cancellation"Cancellation

Stopping access to and charge for a subscription product immediately (before the date of renewal). The financial impact of a cancellation is determined by the rules for the individual product (prorated or not) and is related to the original transaction. Cancellation results in a revocation of ownership.

XE "Clearing Detail Record"Clearing Detail Record

A record describing an individual financial event. In the telecommunications industry, the acronym, CDR, typically stands for Call Detail Record, but now with content and data services the acronym also means Charging Detail Record.

XE "Chargeback"Chargeback

A reversal activity between a content provider and payment processor that occurs because the end user disputes a charge. The payment processor charges back the purchase amount to the content provider. 

XE "Clearing"Clearing

In general financial terms, clearing is the settlement of an exchange between the seller and buyer, where the seller delivers securities and the buyer delivers funds. Clearing is the reporting of the settlement activity; specifically, reporting a group of statement bills to the network operator.

XE "Clearing detail record"Clearing detail record

A record describing an individual financial event. In the telecommunications industry, the acronym, CDR, typically stands for Call Detail Record, but now with content and data services the acronym also means Charging Detail Record.

XE "Clearing file"Clearing file

A collection of clearing detail records, preambled by a heading containing the clearing file summary.

XE "Clearing file summary"Clearing file summary

The header in a Clearing File that includes: clearing_group_identifier, created_time, file_name, number_of_records, and description. The BillClearingDataManager provides a method to persist the summary information providing a link to the clearing group.

XE "Clearing group"Clearing group

A logical grouping of bills used to create a bill clearing file. A grouping is commonly based on time, but could be based on some other factor such as volume.

XE "Clearing rules"Clearing rules

Rules for processing clearing detail records.

Generally within the Qpass system, each payment method is associated with a rule that determines when the purchase should be billed. When a purchase occurs, the system finds the rule for the payment method and associates that rule with the transaction. Statement bill transactions typically use the “Immediate” rule, while credit card transactions are associated with either the “Billing Anniversary” or “Tonight” rule.

XE "Closed account"Closed account

A subscriber’s account that has been closed and cannot be reopened.

XE "Comma-separated value"Comma-separated value

Abbreviated as CSV, this file format separates data into columns using commas and adds a carriage return at the end of each row. Easily imported into common spreadsheet applications like Microsoft Excel.

XE "Computed"Computed

A record is in a computed or re-computed state until an actual remittance or payment occurs, when it is in a remitted state. 

XE "Conclude"Conclude

A consumer’s request to not renew a subscription product after it expires. A conclude corresponds to the Do Not Renew option in the customer care center (CCC) interface. 

XE "Conclude event"Conclude event

A consumer’s request to not renew a subscription product after it expires. A conclude event corresponds to the Do Not Renew option in the customer care center (CCC) interface. 

XE "Configuration data"Configuration data

All of the configuration definitions and customizations for all of the profiles. This describes all of the information that is included in the configuration XML file when a retrieve operation is performed. 

XE "Configuration definition"Configuration definition

An XML file published with the product release that defines all configuration parameters and their use within the Qpass application. The product definition contains default values where appropriate. 

XE "Configuration parameter key"Configuration parameter key

Associated with each parameter is a configuration parameter key, which is used to uniquely identify the configuration parameter. For the example given below, where the Directory node is directly beneath the category, the configuration parameter key with a context specified is:

Directory/contextParameterStringArray:web_statics
XE "Configuration Service"Configuration Service

A subsystem that all Qpass products use. It is the official system of record for the system configuration. Clients to the service reside on local and remote hosts to provide configuration data to local objects; application objects retrieve configurations only from the clients. In the Retail Suite solution there are two instances of the Configuration Service: one to support Digital Commerce Manager and one to support Delivery, Discovery, Inventory Management, and other new Qpass products.

XE "Content"Content

The digital item or service purchased as part of a product. Content consists of any kind of information that can be located and displayed by a browser through a Uniform Resource Locator (URL).

XE "Content provider"Content provider

Content provider: The business entity represented as a party. In the upgrade process, content provider data is migrated from the Partner Center database to the Partner Center database.

XE "Content URLs"Content URLs

The URL associated with the products you are selling on your staging or production environment that reside on your server.

XE "Context parameter"Context parameter

A context parameter (contextParameterString or contextParameterFloat, for example) allows you to group similar contexts together to define several values or defaults using the same general parameter. For example, a contextParameterString can specify a bill request to send. The request value may vary depending on the customer, so the contexts in this case will be different billing types. Depending on the parameter, contexts can be customers (customer names), billing types (prepaid, invoice, creditcard, statementbill), or activities (purchase, accountclosure, refund), for example. See also parameter definition XE "Parameter definition"on page 329, standard parameter XE "Standard parameter"on page 337.

XE "Contract name"Contract name

The name of the revenue distribution contract associated with a specific contract ID. A contract name can be associated with many contract IDs.

XE "Counted access"Counted access

Number of uses designated (or remaining) in a counted access product offer. 

A type of product offer that is purchased in a fixed quantity and duration*, and is decremented upon use.  The emphasis is on the counting of the usage and possible access control of the contained content.  This model is appropriate for weather reports, major league sports updates and other time-specific content that a user wants to access frequently and can also be used for groups of items, like ringtones, within a category.  

  * Overall offer has fixed duration; each access also has a fixed duration.

XE "Comma-Separated Value"Comma-Separated Value

A file format separates data into columns using commas and adds a carriage return at the end of each row. Easily imported into common spreadsheet applications like Microsoft Excel. Abbreviated as CSV.

XE "Custom category"Custom category

Custom categories, within customCategory tags, are used to define custom parameters. These category names are also xs:IDs, so that they cannot be used as the name of any other element in a valid xml.

XE "Customer Care Center (CCC)"Customer Care Center (CCC)

A web portal through which customer care representatives can search for consumer accounts and assist consumers with various care-related activities, such as refunds and cancellations.

XE "CyberSource"CyberSource

Third-party credit card payment processing service used by Qpass to collect consumer’s account balances.
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XE "D"D

XE "Day zero"Day zero

The day on which daily ETL operations are expected to begin, after the initial data load of an environment is complete. 

XE "Digital Commerce Datastore"Digital Commerce Datastore

The Qpass reporting infrastructure responsible for generating data extracts that are used to produce financial, sales, and other types of reports. Abbreviated as DCD.

XE "Distribution contract"Distribution contract

An XML file stored in the Qpass system that specifies how funds are shared among parties named in the contract. There are two types of contracts: revenue distribution and promotion sponsorship. 

XE "Do not renew"Do not renew

An action taken by a consumer or customer care agent to discontinue the consumer's subscription to a product offer. When a do-not-renew action happens, the Qpass system records a do-not-renew event. Abbreviated as DNR.

XE "Domain"Domain

A group of computers and devices that are administered as a unit with shared rules and procedures. The domain in a Qpass instance generally refers to the Qpass customer running a particular instance of the software.
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XE "E"E

XE "Environment"Environment

Environment: An environment is an instance of the Qpass system that has been configured for a specific customer to run in a specified way, for example, as a test environment or a production environment.

XE "Event"Event

Event: An occurrence in the transactional system that changes the state of the system. Events can occur around ownership, parties, transactions, and authorization. A task may wait for an event (or set of events), or it may receive notification that the event occurred. Simple requests for information do not change the state of the system.

XE "Event group"Event group

Event group: A classification of action types as either Addition or Reversal. The Addition event group represents positive amounts while the Reversal group represents negative amounts. Event groups allow the report user to easily sum up addition and reversal events.

XE "Event type"Event type

Event type: A subset of event group. Event type labels a transaction as a purchase, recurring charge, chargeback, or refund.

XE "Extension point"Extension point

Interfaces exposed for the express purpose of customizing system behavior. They are by definition public interfaces. For every extension point, the Qpass product provides a default implementation and/or assembly specification that enables default system behavior. Implementing extension points is entirely optional.

XE "External ID"External ID

External ID: A type of identifier that can be associated with a product offer, a content provider, and a consumer. These identifiers are defined by Qpass system users, or systems linked to the Qpass system. Once created, an external ID is available for users and external systems to use in transactions with the Qpass system. A consumer's phone number, or their billing account number, are examples of External IDs used to identify people. The Product Offer Identifier created when a product is defined and used in purchase requests and reports is another example. 

External IDs are not required to be unique over time and may, therefore, be reused. Think of a phone number that is recycled, for example. They may only be unique within a very limited namespace. For example, multiple content providers can each have a product offer with an ID of 'ringtone,' it is the combination of content provider external ID and Product Offer identifier that is required to be unique within the system. 

The Qpass system resolves transactions and requests with external IDs to its QUUID values and often returns the external ID and its QUUID in transaction responses or reports.

XE "F"F

XE "Financial event"Financial event

Financial event: A transaction with a financial implication; typically a purchase, refund, or chargeback.

XE "Financial event state"Financial event state

Financial event state: A specific processing state, or status, of an event. Example states are waiting to bill, billed, collected, and disputed. 
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XE "G"G

XE "Grant"Grant

When a consumer is granted ownership to digital content or a service. 

XE "Grant event"Grant event

Grant event: An event that grants the consumer ownership to digital content or service.
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XE "H"H

XE "Hostname"Hostname

Hostname: The unique name by which a computer is known on a network so that it can receive information from another computer. 
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XE "I"I

XE "Inactive"Inactive

Inactive: A consumer's account that is in a suspended state. This is usually caused by a declined credit card or by a status change invoked by Quality Support Center (QSC). A consumer whose account is inactive cannot make purchases. An inactive account reverts to an open status once the cause for the suspension is corrected. 

XE "Initial data load"Initial data load

Initial data load (IDL): Describes the process during which reference tables are loaded with data for a specific domain, unrelated data is purged from those tables, and subscription data is loaded.

XE "Initial free period"Initial free period

Initial free period: Abbreviated as IFP, this is a promotional feature that enables a content provider to define a free period before charges begin to accrue for a monthly recurring charge product.

XE "Instance"Instance

Instance: A piece of content that a consumer downloads from a specific category or group, of similar content items. For example, a consumer can choose one ringtone from a category of 1,000 ringtones.  

XE "Integration point"Integration point

A point of functionality in the Qpass system that can be integrated with another Qpass product or with an external system or application. The integration may be achieved through an adaptor, a web service, or some other type of interface.

XE "Invocation parameter"Invocation parameter

Invocation parameter: A parameter passed to the software component through an API.

XE "Item"Item

Item: A term used to describe a product offer for one piece of content. 
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XE "J"J

XE "Java Naming and Directory Interface (JNDI)"Java Naming and Directory Interface (JNDI)

Java Naming and Directory Interface: A Java interface that provides a common way to name services and enables system components to “find each other”. By using JNDI, applications can more easily associate names with the locations of services and with information.

XE "JMS Serialization Checker"JMS Serialization Checker

JMS Serialization Checker: A utility that samples the JMS queues to locate incompatibilities between older versions of serialized objects in the JMS store and newer versions of the same object
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XE "L"L

XE "Light purchase"Light purchase

Light purchase: A purchase event type for which the system performs less authentication and authorization in order to facilitate a fast purchase experience. Also known as a bulk purchase.
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XE "M"M

XE "MBean"MBean

MBean: A type of JavaBean introduced for use with Sun Microsystems' Java Management Extensions (JMX) technology. Within the Qpass code, MBeans exist that enable monitoring of critical processes such as purchase and access. Each MBean monitoring point has a unique name and a defined list of metrics

XE "MSISDN"MSISDN

MSISDN: A 15-digit number consisting of a full international number and a mobile phone number. The abbreviation has different expansions including Mobile Subscriber ISDN Number, Mobile Station International Subscriber Directory Number, and Mobile Station ISDN Number. The Qpass system uses the MSISDN as one way to uniquely identifying consumers. 

XE "Multipack"Multipack

Multipack: Functionality available characterized by access to a predetermined count of an item during the product's access period. For example, a limited set of similar items that are offered together as a pack, such as 5 ringtones at a discounted price. Multipacks also offer an alternate product to consumers who have used all of their accesses before the end of the product's access period.
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XE "N"N

XE "NRD"NRD

Net Remittance Detail: Contains information about the amount remitted from the entity distributing the funds to the appropriate entity that provided the content or other salable item to the consumer.
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XE "O"O

XE "OAD"OAD

Operator Activity Detail: Contains information about all the transactional activity records that were initiated by someone other than the consumer (a Customer Service Representative, for example) during a specified period of time. 

XE "Online Assistance Center (OAC)"Online Assistance Center (OAC)

Online Assistance Center: A self-serve portal that enables consumers to manage their Qpass account information, request refunds, and manage subscriptions.

XE "Open account"Open account

Open account: A subscriber’s account is open and available for transactions.

XE "Overage"Overage

Overage: Billing of content access, after a counted access product offer has expired. 

XE "Ownership"Ownership

Ownership: The relationship between a product and a given party (usually a consumer) where the party has agreed to the terms or performed the necessary functions for owning the product. The system maintains agreements, tracks agreement events, tracks agreement changes, and provides agreement information.

XE "Ownership event"Ownership event

Ownership event: A record of ownership created by Qpass when a purchase succeeds. The ownership event identifies the consumer, the content provider, and the product offer. The state of the financial event determines whether the consumer can access the content.
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XE "P"P

XE "PAC"PAC

Acronym for the Purchase and Access Control component of the Qpass system, which supports a variety of functions for the purpose of managing the purchase and access processes.

XE "Parameter definition"Parameter definition

The parameter definition includes all of the descriptions, values, and settings within the parameter XML tag--values, defaults, profiles, or context, for example. 

XE "Payment method"Payment method

The way in which a consumer pays for a purchase. Standard payment methods supported by Qpass are statement bill (the consumer's mobile phone bill), credit card, and prepaid account. Additional payment methods can be supported using custom payment adaptors.

XE "Payment processor"Payment processor

A system outside of Qpass that processes charges and payments. The credit card payment processor, for example, that provides this service is CyberSource.

XE "Platform"Platform

The third-party software products and components that make up the operating platform for a Qpass system.

XE "P"P

Product Offer Catalog: Captures all the active offers in the database. 

XE "Product"Product

1) From the consumer's perspective, a product is the content available for purchase and download. 2) In the context of Qpass Discovery, a product is a family of digital items representing the same intellectual property and sharing common metadata. Digital items belonging to the same product may differ in quality of representation, like low resolution vs. high resolution video, and be offered under different terms. 

XE "Product category"Product category

In the configuration system, the product categories, within productCategory tags, are pre-defined by the Qpass product team and are supplied with each release. The elements within the product categories should not be modified; value elements can be added.

XE "Product definition"Product definition

The configuration information for system parameters and resource bindings that is provided with each version and patch. The product definition is the part of the configuration that comes with a specific release; it is a set of pre-defined parameters. Systems developers can create new parameters and modify custom parameters, but they should not change the product definition itself. They can provide overrides by adding value elements (and should if the product definition includes any required parameters) to parameters in the product definition.

XE "Product offer"Product offer

1) The information presented to the consumer that enables him or her to decide whether to purchase the item. 2) A set of attributes stored in a Qpass database that are specified by the content provider and network operator, and that enable the system to process purchase, access, and other transactions involving the product.

XE "Profile"Profile

A complete set of configuration values for all parameters and associated values. Profiles are defined within the base configuration definition. There is no limit to the number of profiles that may be defined, but exactly one profile is running within the system at any given time. An example of the use of a profile is a simulated profile vs. integrated profile. For example, a test profile might reference simulators used in development and test environments, while a production profile would reference real integration points to the company's portal content provider products. A running system must be restarted to switch profiles. For a profile to be valid, all required parameters must have a value for that profile.

XE "Promotion code"Promotion code

A unique identifier defined in DCM for each promotion. The promotion code can be included in a purchase request to retrieve a specific price that can then be displayed to the consumer.

XE "Promotion contract"Promotion contract

A set of parameters defined by the network operator via the Promotions feature in Partner Center that defines which party (network operator or content provider) bears the cost (in part or whole) of a promotion.

XE "Provisioning"Provisioning

The process of integrating a content provider with Qpass to enable transaction processing and reporting. 

XE "Purchase event"Purchase event

A record created by Qpass when a purchase succeeds. The purchase event identifies the product offer, the payment option, and the final quote presented to and confirmed by the consumer.

XE "Purchase host address"Purchase host address

A virtual host name used by the PAC to identify a content provider that submitted a purchase request. This virtual host name is mapped to the IP address of a web server running PAC in a given environment. 

XE "Purchase web service"Purchase web service

A SOAP-based web service provided by Qpass that enables an external application to pass data to and interact with the Qpass system for the purpose of processing and recording purchase transactions.
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XE "Q"Q

XE "Quoting service"Quoting service

A Qpass system component responsible for quoting a price to the consumer at the point of purchase. Qpass exposes an external interface to quoting called the Quoting web service.

XE "QUUID"QUUID

Qpass Universally Unique Identifier. A unique ID generated and used by the Qpass system for purchases, parties, product offers, refunds, revenue distribution contracts, and any other action or entity that requires a unique identifier. QUUIDs are often included in responses to web service requests and in reports, and are intended to be unique over time within an instance of Qpass.

XE "QVPID"QVPID

Qpass Vendor Product Identifier. A unique, alphanumeric identifier commonly defined by the content provider. The QVPID is used throughout the system in transaction processing and reporting. The QVPID is also referred to as the product offer ID. 
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XE "R"R

XE "Recurring charge"Recurring charge

Recurring charge: An attribute of a product offer that triggers periodic (e.g. monthly) automatic billing, and continues until the consumer cancels it. This is not a re-purchase, but rather a new financial event tied to an initial purchase. This is also referred to as a subscription. 

XE "Refill"Refill

Refill: A subsequent "repurchase" of a counted access offer. Refill is used to distinguish the action from a new purchase of the offer.  It can be automatic, as in a recurring charge, or manual as a subsequent offer to purchase another counted access offer after access depletion.  

XE "Refund"Refund

Refund: A credit to the consumer for the purchase price for a specific product. Refunds are associated with the transaction for which the refund is requested. Refunds reverse the entire amount of the original charge and can be done for any transaction (whether collected or not). 

XE "Remit"Remit

Remit: To send payment for products or services.

XE "Remittance"Remittance

Remittance: A record is in a computed or re-computed state until an actual remittance or payment occurs, when it is in a remittable state. Remittance refers to the distribution of money to all parties who share in the sales revenue. Remittance is also referred to as revenue distribution. 

XE "Renew"Renew

Renew: A subscription product that has seen been extended after its original product agreement is met. 

XE "Report"Report

Report: A formatted and organized presentation of data. Qpass provides several standard reports, some of which are online and some of which can be downloaded as XML- or CSV-formatted files. At Qpass, report is an inclusive term that describes online reports, downloadable reports, and downloadable data sets or extracts. 

XE "Repository load"Repository load

Repository load: The process that loads data from the transactional database into the ODS.

XE "Resource binding parameter"Resource binding parameter

Resource binding parameter: A parameter used by a software component to integrate with another software component, system, or system resource. Examples are: URL, hostname, port, or directory.

XE "Restore"Restore

Restore: An action, usually taken by a customer service representative, that restores a subscription that has been flagged as "do not renew".

XE "Restore event"Restore event

Restore event: A consumer’s request to renew a subscription after he or she has chosen to not renew it. Restores can happen only prior to the offer’s expiration date, and can happen only in the context of a conclude scenario (not a revoke scenario).

XE "Revenue distribution contract"Revenue distribution contract

Revenue distribution contract: An XML file stored in the Qpass system that defines the basic revenue distribution rules between a network operator and content provider. A revenue distribution can also be defined to apply to a specific product offer.

XE "Revenue distribution splits"Revenue distribution splits

Revenue distribution splits: The division of revenue, based on fixed amounts or percentages, as specified in the revenue distribution contract. Each split is represented in the contract as a split rule. It determines the amount that will be credited or debited to participating parties. 

XE "Reversal transaction"Reversal transaction

Reversal transaction: Any type of activity that reverses a charge. Reversals are caused by refunds, cancellations, chargebacks, superseded transactions.

XE "Revocation event"Revocation event

Revocation event: Taking back ownership of a product, initiated when a consumer requests cancellation and refund of a subscription product, or requests a refund for a one-time purchase (item) product.

XE "Revoke"Revoke

Revoke: The revocation of access to content. 
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XE "S"S

XE "Service"Service

Service: A system is an instance of the Qpass system running on a single computer or in a cluster of computers. 

XE "Settlement detail record"Settlement detail record

Settlement detail record: A record that can be returned by the network operator after receiving the Clearing File containing information about a Clearing Detail record.

XE "Settlement file"Settlement file

Settlement file: A settlement file is a collection of Settlement Detail Records.

XE "Settlement file summary"Settlement file summary

Settlement file summary: The header in a settlement file that includes: clearing_group_identifier, created_time, file_name, number_of_records, and description, and an attribute to link the settlement summary with the clearing summary.

XE "Split amount"Split amount

Split amount: The amount specified in a revenue distribution contract that is to be credited or debited to participating parties. The system generates a split amount when a purchase event occurs. 

XE "Split rule"Split rule

Split rule. A chunk of XML inside a revenue distribution contract that represents money paid to one party by another party. A split rule has a name and can have multiple split rule IDs, each of which determines precisely how the money is distributed to the parties involved. 

XE "Standard parameter"Standard parameter

Standard parameter: Configuration data includes system and resource binding parameters that are either standard parameters or context parameters. The standard parameters (parameterString and parameterFloat, for example) include a name and a definition for a single possible value or default for each profile. See also context parameter XE "Context parameter"on page 313, parameter definition XE "Parameter definition"on page 329.

XE "Start-up parameter"Start-up parameter

Start-up parameter: A parameter expressed and changed only at start-up time. An example is the JVM heap size.

XE "STG"STG

The staging database where data is initially loaded from the transactional database. This is where it is transformed prior to being delivered to the ODS.

XE "Subscription"Subscription

Subscription: A charging and access model that gives the consumer unlimited access to a product for a specified period and automatically charges the consumer at the end of the period for another period of access. The period is typically monthly.

XE "Subscription and Refund Management web service"Subscription and Refund Management web service

Subscription and Refund Management web service: A SOAP-based web service provided by Qpass that enables an external application to interact with Qpass for the purpose of processing and recording a variety of consumer care activities. Available to both content providers and network operators, the Subscription and Refund Management (SRM) web service enables the client application to inquire about product ownership, request a charge reversal, request changes to subscription ownership, revoke access, and record consumer care events like refunds and cancellations. 

XE "Superseded transaction"Superseded transaction

Superseded transaction: A transaction that reverses an incorrect transaction.

XE "Suspended account"Suspended account

Suspended account: A subscriber’s account that is in the suspended state. This is usually caused by a declined credit card or by a status change invoked by a CSR. A subscriber whose account is suspended cannot make purchases. A suspended account reverts to an open status once the cause for the suspension is corrected.  

Note: The term “inactive” is synonymous with “suspended”.

XE "System parameter"System parameter

System parameter: A parameter used by operators to control software, which may be changed at runtime.
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XE "T"T

XE "Third-party bindings"Third-party bindings

Third-party bindings: Configurations of third-party software tools that are needed to run the Qpass system, for example, Apache and Tomcat. Guidelines are provided for third-party bindings, but detailed configuration procedures are not provided. 

XE "Transfer rules"Transfer rules

Transfer rules: Rules for packaging and offering clearing files.
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XE "U"U

XE "URI (Universal Resource Identifier)"URI (Universal Resource Identifier)

URI (Universal Resource Identifier): Universal Resource Identifier. An address string that encodes the name and address of an object on the web, allowing the object to be accessed via some protocol. One of the most common types of URIs is the URL (Universal Resource Locator), which specifies an object’s location – oftentimes a web page.
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XE "V"V

XE "Value context"Value context

Value context: Some system configuration parameters can have multiple values depending on variable context.

342 IF,2)
0.0
= 0 " " "

" 
 


XE "W"W

XE "Web service"Web service

Web service: A software application or system designed to support interoperable machine-to-machine interaction over a network. Qpass provides several SOAP-based web services which communicate with external clients via request/response messages transported over HTTP.
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             Information that uniquely identifies the user. This element is also a complex type that includes three subelements: credentialType, id, and password.
        
         
             
                 
                     
                        Identifies whether the credential ID is a MSISDN, subscriber number, or mobile identifier.
                        Must be one of: msisdn, subNo, or mobileIdentifier.
                        Note that although this string is constrained by a simpleType CredentialType,
                        It is essentially just a string that must be one of the above values.
                    
                
            
             
                 
                     
                        Information that uniquely identifies the user.
                        The id value should be of the type defined by credentialType.
                    
                
            
             
                 
                     Reserved for future use. It is currently not used.
                
            
        
    
     
         
             A single purchase element.
        
         
             
                 
                     
                        Information that uniquely identifies the user.
                        This element is also a complex type that includes three subelements:
                        credentialType, id, and password.
                    
                
            
             
                 
                     
                        Identifier for the product being purchased.
                        This ID must match the product's ID in the Qpass product catalog.
                        Length cannot be 0.
                    
                
            
             
                 
                     
                        A price control tool (not related to the number of products or accesses being purchased).
                        Use this element for products that are configured for "quantity-based pricing"
                        These types of products have a base price per unit, which is then multiplied
                        by the quantity to obtain the final price. The default is 1.
                    
                
            
             
                 
                     
                        This will be used for calculating the delivery service fee in case of Prepaid AnswerTone products. 
                        It will act as the quantity for the service fee offer. 
                        This is only to be used for AnswerTone purchases and is not relevant to other partners or product.
                    
                
            
 
             
                 
                     
                        Description of the product, which appears on the subscriber's phone bill.
                        There is currently no length restriction on this element;
                        however, a short description is recommended. If this element is not present,
                        the description from the product catalog is used.
                    
                
            
             
                 
                     
                        Unique instance identifier for the product being purchased.
                        This element is relevant only for products that are defined
                        with instance identifiers.
                    
                
            
             
                 
                     
                        Optional identifier a vendor may specify to help them track this purchase.
                    
                
            
             
                 
                     
                        Name of the actual merchant selling the content.
                    
                
            
             
                 
                     
                        Short Code for the offer.
                    
                
            
             
                 
                     
                        Campaign Id of the offer.
                    
                
            
             
                 
                     
                        Use local to determine template when generating SMS opt-in messages.
                        Case insensitive, UNIX-style locale.  
                        Ignored if vendorProductId is not configured for SMS Opt-Ins.
                    
                
            
             
                 
                     
                        SMS opt-in message to sent to subscriber for purchases.
                        Up to 75 ASCII non-control characters. Non-ASCII or control characters will be truncated.
                        Ignored if vendorProductId is not configured for SMS Opt-Ins.
                    
                
            
             
                 
                     
                        Optional promotion code.
                        If specified, the promotion will be applied if eligible.
                        If the user is not eligible for the promtion,
                        or if the promotion code itself is invalid or ended, an error will be returned.
                    
                
            
        
    
     
     
         
             The response of a single purchase.
        
         
             
                 
                     Response code indicating success or failure of the purchase.
                
            
             
                 
                     
                        Message describing the status of the purchase that corresponds to the responseCode.
                    
                
            
             
                 
                     Same as the value passed in via the request message.
                
            
             
                 
                     Same as the value passed in via the request message.
                
            
             
                 
                     
                        Same as the value provided in the purchase request for ppatServiceFeeQuantity.
                    
                
            
             
                 
                     Same as the value passed in via the request message.
                
            
             
                 
                     Same as the value passed in via the request message.
                
            
             
                 
                     Same as the value passed in via the request message.
                
            
             
                 
                     
                        Price of the product, for informational purposes only.
                        If the product uses quantity-based pricing, this element represents the price per unit.
                        If not, this element represents the full price of the product.
                    
                
            
             
                 
                     
                        Discount, if any, reflected in the price of the product, for informational purposes only.
                        Optional.
                    
                
            
             
                 
                     
                        Optional tax amount is returned based on whether tax is computed and
                        the interface has been configured to return it.
                    
                
            
             
                 
                     
                        Unique identifier for this purchase. It is the purchaseActivityId for this purchase.
                    
                
            
             
                 
                     
                        Name of the actual merchant selling the content.
                    
                
            
             
                 
                     
                        Name of the actual merchant selling the content.
                    
                
            
             
                 
                     
                        Name of the actual merchant selling the content.
                    
                
            
        
    
     
     
         
             Bulk pruchase request.
        
         
             
                 
                     
                        The content provider's own identifier that describes this collection of purchases.
                    
                
            
             
                 
                     
                        The number of transaction records to be processed.
                        This value must be the same as the total number of Purchase elements
                        contained in the attachment.
                    
                
            
        
    
     
     
         
             The response of a bulk purchase.
        
         
             
                 
                     
                        A numeric code in the set defined by ResponseCode.
                        See the Status Codes section for a list of codes.
                    
                
            
             
                 
                     A human readable message associated with the response code.
                
            
             
                 
                     
                        An identifier generated by the system.
                        Currently numeric, but will be passed by this interface as a string.
                    
                
            
             
                 
                     
                        An optional human readable message containing additional information.
                    
                
            
        
    
     
     
         
             Request for the results of a bulk purchase.
        
         
             
                 
                     
                        The bulkIdentifier that Prosperity Series returns to the
                        content provider in response to a makeBulkPurchase message.
                    
                
            
        
    
     
     
         
             Contains information of a bulk results request.
        
         
             
                 
                     
                        Response code for the bulk result query. See the Status Codes section for a list of codes.
                    
                
            
             
                 
                     Description of responseCode.
                
            
             
                 
                     
                        Any additional text (beyond that provided in the following four elements)
                        describing the batch results.
                    
                
            
             
                 
                     The total number of transaction records specified in the bulk request message.
                
            
             
                 
                     The number of transaction records that succeeded.
                
            
             
                 
                     The number of transaction records that failed.
                
            
             
                 
                     
                        The total number of transaction records returned in the message.
                        This number should be the same as numberOfTasksFailed.
                    
                
            
             
        
    
     
     
         
             Contains information about each failed purchase.
        
         
             
                 
                     A numeric code. See the Status Codes section for a list of codes.
                
            
             
                 
                     A message associated with the result code.
                
            
             
                 
                     Contextual information about the task.
                
            
        
    
     
     
         
             Contains a list of purchase elements.
        
         
             
        
    
     
     
         
             Response codes of a single or bulk purchase.
        
         
             
                 
                     Success
                
            
             
                 
                     Pending opt-in confirmation
                
            
             
                 
                     Processing has not completed.
                
            
             
                 
                     Duplicate purchase
                
            
             
                 
                     User not found
                
            
             
                 
                     Account is closed
                
            
             
                 
                     Account is locked
                
            
             
                 
                     Over spending limit
                
            
             
                 
                     Ineligible product
                
            
             
                 
                     Duplicate subscription
                
            
             
                 
                     Invalid campaign attributes
                
            
             
                 
                     Opt-In Expired
                
            
             
                 
                     Invalid, ineligible, or inactive promotion code
                
            
             
                 
                     The promotions service is temporarily unavailable
                
            
             
                 
                     Invalid product ID
                
            
             
                 
                     Authentication failure
                
            
             
                 
                     Invalid Record Count
                
            
             
                 
                     Parsing error
                
            
             
                 
                     Invalid request
                
            
             
                 
                     Bulk request removed
                
            
             
                 
                     Bulk request failed
                
            
             
                 
                     Too many records
                
            
             
                 
                     No attachment
                
            
             
                 
                     Not Supported
                
            
             
                 
                     Catastrophic failure
                
            
        
    
     
         
             Identifies whether the credential id is a MSISDN, subscriber number, or mobile identifier
        
         
             
             
                 
                     Credential id is of type MSISDN.  Length should be 10.
                
            
             
                 
                     Credential id is of type subscriber number.
                
            
             
                 
                     Credential id is of type mobile identifier
                
            
             
                 
                     Credential id is of type username.
                
            
             
                 
                     Credential id is of type case sensitive username.
                
            
             
                 
                     Credential id is of type account ID.
                
            
        
    
     
         
             Non empty element value.
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             Information that uniquely identifies the user. This element is also a complex type that includes three subelements: credentialType, id, and password.
        
         
             
                 
                     
                        Identifies whether the credential ID is a MSISDN, subscriber number, or mobile identifier.
                        Must be one of: msisdn, subNo, or mobileIdentifier.
                        Note that although this string is constrained by a simpleType CredentialType,
                        It is essentially just a string that must be one of the above values.
                    
                
            
             
                 
                     
                        Information that uniquely identifies the user.
                        The id value should be of the type defined by credentialType.
                    
                
            
             
                 
                     Reserved for future use. It is currently not used.
                
            
        
    
     
         
             Identifies whether the credential id is a MSISDN, subscriber number, or mobile identifier
        
         
             
             
                 
                     Credential id is of type MSISDN.  Length should be 10.
                
            
             
                 
                     Credential id is of type subscriber number.
                
            
             
                 
                     Credential id is of type mobile identifier
                
            
             
                 
                     Credential id is of type username.
                
            
             
                 
                     Credential id is of type case sensitive username.
                
            
             
                 
                     Credential id is of type account ID.
                
            
        
    
     
         
             Non empty element value.
        
         
             
        
    
     
         
             Response codes of a single or bulk web service requests.
        
         
             
                 
                     Success
                
            
             
                 
                     Processing has not completed.
                
            
             
                 
                     User not found
                
            
             
                 
                     Account is closed
                
            
             
                 
                     Account is locked
                
            
             
                 
                     Over spending limit
                
            
             
                 
                     Ineligible product
                
            
             
                 
                     Invalid Activity Identifier
                
            
             
                 
                     Invalid Composition ID
                
            
             
                 
                     Composition does not support count
                
            
             
                 
                     No Accesses Available
                
            
             
                 
                     Invalid Purchase Activity Identifier
                
            
             
                 
                     Required Instance ID not present
                
            
             
                 
                     Unexpected Instance ID supplied
                
            
             
                 
                     Duplicate check requires Access External ID
                
            
             
                 
                     Refund denied
                
            
             
                 
                     Agreement expired
                
            
             
                 
                     Agreement Right not granted
                
            
             
                 
                     Agreement not recurring
                
            
             
                 
                     Agreement already concluded
                
            
             
                 
                     Permission denied
                
            
             
                 
                     Invalid product ID
                
            
             
                 
                     Authentication failure
                
            
             
                 
                     Invalid Record Count
                
            
             
                 
                     Parsing error
                
            
             
                 
                     Invalid request
                
            
             
                 
                     Bulk request removed
                
            
             
                 
                     Bulk request failed
                
            
             
                 
                     Too many records
                
            
             
                 
                     No attachment
                
            
             
                 
                     Not Supported
                
            
             
                 
                     Retryable System Error
                
            
             
                 
                     System error
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                Vendor defined identifier for a product offer.
            
        
         
             
                 
                     
                        Working name for the product offer vendor.
                    
                
            
             
                 
                     
                        External identifier for the product offer.
                    
                
            
        
    
     
         
             
                Ownership detail information.
            
        
         
             
                 
                     
                        Purchase activity identifier for the ownership agreement.
                    
                
            
             
                 
                     
                        Instance identifier for the ownership agreement.
                    
                
            
             
                 
                     
                        Current status of the ownership agreement.
                    
                
            
             
                 
                     
                        Date and time the ownership agreement was created.
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