 [image: image1.png]San José State
UNIVERSITY




Department of Computer Science

CS 265 – Cryptography and Computer Security

Digital Certificates & SSL

 Project Report

Submitted By:

Swapna Erabathini

Spring 2005

CONTENTS

2CONTENTS


3ABSTRACT


4Introduction


4SSL Handshake


6Digital Certificate Contents


7Digital Signature


8Authentication process


10Conclusion


10REFERENCES




ABSTRACT

The purpose of this Paper is to explain the SSL technology’s most common Handshake process, Digital Certificate contents, Digital Signature & the Authentication process. SSL (Secure Sockets Layer) is the industry standard protocol & technology for securing online transactions (e.g. Online purchase at http://www.amazon.com). SSL uses Encryption Technology & Digital certificates to provide the security required for authentication. SSL has highly reliable authentication & encryption processes, which helps identify hacker attacks (tampering, re-directing etc) and nullify* the effect of the attack.

* There is no system in the world that is 100% secure and SSL falls into the same category but the security used by SSL-128 bit encryption is so reliable that it is virtually impossible to break the security thus making SSL near 100% (if not 100%) secure.

Digital Certificates & SSL

AS THERE IS NO END TO THE SKY, THERE IS NO END TO IMPROVING THE SYSTEMS

 BROKEN SYSTEMS ARE THE INSPIRATION FOR DEVELOPING BETTER SYSTEM.S  
                                                                              _  ME  (SWAPNA ERABATHINI)

Introduction

SSL (Secured Sockets Layer) 

    SSL is as a protocol layer, lying between the Transmission Control Protocol (TCP) layer and the Application. It forms a secure connection between clients and servers so that they can communicate in a secure manner over a network. 

SSL provides the following: Security -  

1. Privacy :- Messages are encrypted so that only the two end point applications  understand the data. 

2. Integrity :- no data gets altered during it flight.

3. Authentication :- which verifies the identity of the remote user by using digital certificates. 

Digital Certificates

A Digital Certificate is an electronic file (also referred to as a Digital Passport) that uniquely identifies (authenticates) individuals and Web sites and enables encrypted communications.

Why do we need to Server Authentication?

Authenticating the server is very important, for example, when the client sends credit card over the internet, then definitely client wants to make sure about the receiving server's identity

SSL Handshake

The very first SSL handshake process takes place to establish new session between client & server. Sequence of Commands that occur when messages are exchanged during an SSL handshake, are explained below

1. The client first sends CLIENT_HELLO command to the server, which will include:- 

The highest SSL version, Data compression methods, The session ID, the Cipher supported by the client and a random data/message generated by the client which will be eventually used in the key generation process 


2. The server then sends the SERVER_HELLO command to the client, which will include: 

The highest SSL version , Data compression methods, Cipher, The session ID used for SSL session and the random data generated by server which will be eventually used in the key generation process 

3. The server then sends the CERTIFICATE command., which  will include the server's certificate.

4. The server then sends the SERVER_DONE command. This command indicates the completion of SSL handshake process by the server.

5. The client now sends the CLIENT_KEY_EXCHANGE after validating & authenticating the server certificate.

            These are the following points to note :-

                 a) The above command contains the pre-master secret created by the client     

                     and uses the server's public key to encrypt.

                 b) Using this pre-master secret and the random data (which is generated from 

                     the  SERVER_HELLO and CLIENT_HELLO commands.), symmetric 

                     encryption keys are generated by the client and the server .

6. The client then sends the CHANGE_CIPHER_SPEC, this particular command indicates that all further data will be encrypted. 

7. The client then sends the command, FINISHED, this command is sent to confirm that commands that were exchanged between the server and the client unencrypted, were not modified in the flight. To accomplish this, the client sends the digest of all SSL handshake commands so far.

8. The server then sends the command, CHANGE_CIPHER_SPEC, this particular command indicates that all further data will be encrypted. 

9. The server then sends the command, FINISHED. the server sends the digest of all SSL handshake commands so far.

       Step 5 above indicates a key process of authenticating the server. Now, we are              going to study in more details how the client is confirming a server's identity

     Now, to understand the authentication process, understanding of Digital Certificate contents and the Digital Signature is important .So, lets understand what it is.

Digital Certificate Contents

The contents of SSL digital certificates has a data section and a signature section (X.509 certificate specification) [image: image2.png]



Data Section 

The data section has the following information:

1. The version number of the X.509 standard supported by the certificate. 

2. The serial number that is unique among the certificates issued by that CA.

3. Public key information (including key representation & the algorithm used)

4.  The CA’s distinguished name (DN), that issued the certificate. 

5. The time of validity of certificate. For example, between 4:00 p.m. on Oct 11, 2000 and 4:00 p.m. on May 12, 2001. 

6. The certificate subject DN (also known as the subject name). 

7. Optional certificate extensions :- gives additional information which are used by the client or the server. 

Signature Section
The signature section has the following information:

1. CA creates its own digital signature by using cipher or cryptographic algorithm.

2. Hashing all of the information in the certificate together and encrypting it with the CA private key obtain the CA’s digital signature.
Digital Signature

Digital Signatures is used to address the problem of tampering and impersonation.

 Generation of  Digital Signature :-

1. The one-way hash of data is done.

One-way is the property of Hash function :- “Given any value y, it’s computationally infeasible to find a value x such that h(x) = y. Another way to say this is that it is difficult to invert the hash.” [1]

It means, hash value is unique for the hashed data. Any change in the data, even  

        deleting or modifying a single character, results in a different value.

2. The hashed data is encrypted using private key. So, encryption & decryption is used  

       to address the problem of eavesdropping (Confidentiality). 

3. The encrypted hash, along with other information like the hashing algorithm, is        known as a digital signature.

Validating the integrity of signed data using Digital signature :-

1. The original data and the digital signature transferred to the recipient. 

2. To validate the data's integrity

i) The recipient first uses the signer's public key to decrypt the hash. 

ii) The recipient then uses the same hashing algorithm that generated the original hash to generate a new one-way hash of the same data. (Information about the hashing algorithm used is sent with the digital signature)

iii)  Finally, the recipient compares the new hash against the original hash. 

             If (Two hashes match)

                   The data has not changed since it was signed.i.e, the recipient can   

                   be assured that the public key used to decrypt the digital signature 

                   corresponds to the private key used to create the digital signature.

            Else

                  The data may have been tampered with since it was first signed   

                  OR 

                  The digital signature may have been created with a private key that 

                  does not correspond to the public key presented by the signer.



However, confirming the identity of the signer also requires some way of confirming that the public key truly belongs to a particular person or other entity. Digital certificates and authentication are used in this case.

So, the significance of Digital signatures, makes it difficult for the signer to deny having signed the data.

Authentication process
A client uses the following steps with the server's certificate to authenticate a server's identity.

1. Confirm that the issuing CA is trusted. 

              If  ( DN of issuing CA    =    DN of CA in clients list of trusted CA)

                                   Continue Step 2

              Else

                       Server not authenticated.

2. Confirm that the the issuer's digital signature is validated by the trusted CA's public key 

            The client uses the public        to validate      CA digital signature

            key from the CA certificate     ------------(   on the server certificate presented

          If (The server certificate changed since it was issued by the CA, or      

                if the public key for the CA certificate does not correspond to private key                 used by the CA to sign the server certificate)

                          Server not authenticated.

         Else

                          Continue Step 3

3. The client then checks server certificate's validity period.

        If (the current date is not within the validity period)

              The authentication process does not continue. Server not authenticated.

        Else

                     Continue Step 4

4. Determine whether the domain name in the certificate matches with the domain name of the server.

        If (Domain name of server!= Domain name of  server’s certificate)

             So, Server is not located in same network address as specified in servers 

             Certificate. Thus, Server not authenticated.

        Else

                   The client determines that the server certificate is valid. And Continue 

                    Step 5

5. Check if the certificate has been revoked. 

                        Checks certificate revocation list (CRL) 

      6. Server is authenticated. The client then continues with SSL handshake. 

The server is ready to use the private key to decrypt the master key sent by the client as part of the SSL handshake process. Else, SSL session will be terminated.
Conclusion

SSL is the industry leading and most trusted protocol for secure transactions over the internet.
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