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SECTION - I

DETAILED NOTICE INVITING EXPRESSION OF INTEREST (EOI)

1. On behalf of Chairman and Managing Director Bharat Sanchar Nigam Limited New Delhi, EOI are invited from the Indian Companies under two stage bidding system (Techno-commercial bid & financial bid) through the e-Tendering process for Setting up Own and Operate Wi- Fi hot spots at Public Places through BSNL POP on Zonal and Revenue Share basis (Project 1, Project 2, Project 3 and Project 4). 

A.    Introduction

2. Bharat Sanchar Nigam Limited (BSNL) is having countrywide presence with wire line & wireless telephone subscribers base of over 100 mn and offer hosts of other services like Data communication, National long distance, International Long Distance, Internet, Broad band, Multiplay, Leased Line, etc. 

3. BSNL intends to Set up and operate professionally managed Wi- Fi hot spot services at Public Places through BSNL POP on Zonal and Revenue Share basis with CAPEX and OPEX on part of the Bidders. BSNL shall provide back haul bandwidth from BSNL POP on “as is where is” basis at BSNL’s cost. 
B.    Implementation Plan


4. BSNL has decided to divide the work envisaged in the EOI Document into 4 zones i.e. East, West, North & South. Every zone has been identified as an independent Project {South (Project 1), East (Project 2), West (Project 3) and North (Project 4)}. Bidder who has been awarded the work (hot-spot Service provider (HSSP))for any zone shall set up Set up, Own and Operate Wi- Fi Hot Spots at Public Places  to manage Hot Spot services through BSNL POP in that Zone with CAPEX and OPEX on part of bidder. BSNL shall provide back haul bandwidth from BSNL POP on “as is where is” basis at BSNL’s cost. Implementation plan is as below –

	S. No
	Name of the Project
	Zone
	CIRCLE/ States

	1
	Setting up, Own and Operate Wi- Fi Hot Spots at Public Places through BSNL POP on Revenue Share basis Project 1
	South
	Andhra Pradesh, Karnataka, Kerala, Tamil Nadu, Chennai

	2
	Setting up, Own and Operate Wi- Fi Hot Spots at Public Places through BSNL POP on Revenue Share basis Project 2
	East
	Bihar, Orissa, Assam, NE-I, NE-II, West Bengal, Kolkata TD, Jharkhand, A&N

	3
	Setting up, Own and Operate Wi- Fi Hot Spots at Public Places through BSNL POP on Revenue Share basis Project 3
	West
	Chhattisgarh, Gujarat, M.P., Maharashtra

	4
	Setting up, Own and Operate Wi- Fi Hot Spots at Public Places through BSNL POP on Revenue Share basis Project 4
	North
	Haryana, H.P. J&K, Punjab, Rajasthan, UP(E), UP(W), Uttaranchal


5. Above shall be achieved with the help of this EOI with single stage bidding and two stage opening system (Techno-commercial bid & financial bid) with one Technical bid and separate financial bids [One for each zone i.e. {South (Project 1), East (Project 2), West (Project 3) and North (Project 4)}] through e-tendering process. BSNL shall open and evaluate the financial bids of technically and commercially responsive firms for each zone (Project) separately. A Bidder can apply for more than one zone, however, no bidder shall be awarded contract in more than two zones for which separate financial bids have been invited.
6. Since BSNL has decided to use process of e-tendering for inviting this EOI, the physical copy of the tender would not be sold.
7. BSNL shall open and evaluate the financial bids of technically and commercially responsive firms for each zone (Project) separately and prepare a list of such firms arranged in decreasing order of the revenue share offered to BSNL from the highest (i.e. H1, H2, H3 and so on) separately for each zone (Project), for the purpose of selection of H1 on zonal basis. Bidder is at liberty to bid for one, more than one zones or all the 4 zones (Projects) separately. Detailed award of work criterion is in the later part of EOI document.
C.   Eligibility Requirement

8. Indian Companies who are registered/ incorporated in India are eligible to participate in the bid. The following eligibility criterion shall be met by the bidder company who intend to participate in this Tender :–
i. The Bidder firm shall be a company registered/incorporated in India under the Indian Companies Act, 1956.
ii. The Bidder firm shall have minimum annual turnover of INR 50 Crore each during last two financial years i.e. 2010-11 and 2011-12. Audited balance sheet of the company for these 2 financial years shall be submitted.
iii. Bidder shall have experience in Hotspot installation & operations with minimum of 20 hotspots. This experience requirement of 20 hotspots can be met by one or more locations. Bidder shall submit list of the locations having these 20 hotspots. Self certificate in this regard shall be submitted.
iv. Bidder shall have experience of implementation & operations of WAN network/MPLS VPN connectivity/Wi-Fi Connectivity projects having cumulative value of minimum INR 5 Crore after 01-04-2008. Out of these Projects, at least one project shall be of minimum value INR 1 Crore and should have covered at least 10 locations. 
v. If the bidder is not meeting the experience criterion as at Para iii and iv above, then the bid can be submitted through a legally bound consortium (as per the format at Section 7 (D)) with a company who has the experience as at Para iii and iv. However in such a case the lead bidder shall be in IT/Telecom/Networking business and must have executed IT/Telecom/Networking projects worth INR 50 Crore after 1-04-2008.
vi. The Company (Bidder) shall not be a Licensed Telecom Service Provider to provide Basic Services/ Cellular Telephony Services/UASL Services anywhere in India.
vii. The Company (Bidder) shall not have controlling equity stake or vice versa, in and of any Basic Services/ Cellular Telephony Services/UASL Services operating companies in India.
viii. In case of consortium bids, Clause no. (vi) and (vii) above, are applicable for consortium partner as well.
ix. The bidders shall submit necessary documentary proof showing that they meet the eligibility criteria along with their tender bid. All documents submitted will also be self attested by the bidder. 

9. As this Tender Document shall be following the e-Tendering Process, the Bidders may download the Detailed NIT along with Performa for Non Disclosure Agreement (“NDA”) from the BSNL Web site http:// bsnl.co.in.
10. Tender Document shall be available for downloading only after the following: 

(i) 
Payment of Rs 10000/-(Rupees Ten thousand Only), which shall be non-refundable in the form of crossed demand draft, drawn on any scheduled bank in New Delhi, in favour of ‘Accounts Officer (Cash), O/o BSNL Corporate Office, New Delhi’; and 

(ii)
Bidder is required to register compulsorily on the E-tender portal https://www.tcil-india-electronictender.com . Thereafter, upon payment of Rupees 10,000/- towards tender fee and submission of the NDA to AGM(MMY), 2nd Floor, Bharat Sanchar Bhawan, Janpath, New Delhi-1, the prospective Bidder will be authorized by MM cell, BSNL, to access/download the tender document from the E-tendering portal. 

(iii) Submission of Integrity Pact signed by Purchaser and Bidder is mandatory.
11. EMD/Bid Security: The Bidder shall furnish the bid EMD of INR 100,00,000/- (Rs One Crore) separately for each of the 4 projects in one of the following ways.

a) Demand Draft/ Banker’s cheque issued by a scheduled, Nationalized Indian bank’s Delhi Branch drawn in favour of A.O. (Cash), BSNL C.O. Payable at Delhi.

b) Bank Guarantee from a scheduled Nationalized Indian bank’s Delhi Branch drawn in favour of ‘DGM (MMT) BSNL C.O. New Delhi’ which shall be valid for minimum 180 days from the EOI opening date.

c) Bid security shall clearly indicate the name of the Project1/Project2/Project3/Project4, for which it is meant for.

12. The EOI document for participating in E-tender shall be available for downloading from https://www.tcil-india-electronictender.com after signing NDA in the enclosed format from .............. 2012, 16:00 Hrs onwards. 
13. Pre-bid conference will be arranged in the BSNL’s premises shortly after uploading of the EOI document, details of which will be duly informed on web-site.

14. Date & Time of Online Submission of EOI bid:   xx/xx/2012 by 11:30 Hrs 

Note 1 :
In case the date of submission (opening) of bid is declared to be a holiday, the date of submission (opening) of bid will get shifted automatically to next working day at the same scheduled time. Any change in bid opening date due to any other unavoidable reason will be intimated to all the Bidders separately.

15. Online Opening of EOI Bids:  At 12:00 Hours of this EOI closing date i.e. xx/xx/2012.
16. Place of opening of EOI bids: 
BSNL has adopted e-Tendering process which offers a unique facility for ‘Public Online Tender Opening Event (TOE)’. BSNL’s EOI Opening Officers as well as authorized representatives of Bidders can attend the Public Online Tender Opening Event (TOE) from the comfort of their offices. Kindly refer clause 8 of Section 4 Part B of EOI document for further instructions.


However, if required, authorized representatives of Bidders can attend the TOE at the Meeting Room, 2nd Floor,   Bharat Sanchar Bhawan, Janpath, New Delhi, where BSNL’s EOI Opening Officers shall be conducting Public Online Tender Opening Event (TOE).

17. EOI bids received after due time & date shall not be accepted.

18. CMD, BSNL reserves the right to accept or reject any or all EOI bids without assigning any reason. He is not bound to accept the highest bid.
19. The Bidder shall furnish a declaration under his digital signature that no addition / deletion / corrections have been made in the downloaded EOI document being submitted and it is identical to the EOI document appearing on E- Tender Portal (https://www.tcil-india-electronictender.com)

19.1   In case of any correction/addition/alteration/omission in the EOI document, the EOI bid shall be treated as non responsive and shall be rejected summarily.

Note 2 : All documents submitted in the bid offer shall be preferably in English. In case the certificate viz experience, registration etc. is issued in any other language other than English, the Bidder shall attach an English translation of the same duly attested by the Bidder & the translator to be true copy in addition to the relevant certificate.

All computer generated documents shall be duly attested/ signed by the issuing organisation.

AGM (MMY)

Section- 2
EOI Information

1. Type of EOI
: Single stage bidding two Stage opening -using Two Electronic Envelope System.

Note: The bids will be evaluated techno-commercially and financial bids of techno-commercially compliant Bidders only shall be opened.

2. Bid Validity Period / 

:       150 days from the EOI opening date.         

  
Validity of bid Offer for 

Acceptance by BSNL.

3. The EOI offer shall contain two envelopes viz. Techno-commercial envelope and financial  envelope which will contain one set of the following documents only :

a) Techno-commercial envelope shall contain Electronic Form-Technical with all relevant bid annexure of following (but not limited to) documents : 

i. Copy of EMD/Bid Security instrument.

ii. Copy of proof of payment of Cost of the EOI documents i.e. EOI fee. 

iii. Copy of Power of Attorney for signing EOI document.

iv. Certificate(s) showing fulfilment of the eligibility criteria(s) stated in Clause 8 of the Detailed NIT.

v. Documents stated in clause 10 of Section-4 Part A.

vi. Bidder’s Profile & Questionnaire duly filled & signed.

vii. Undertaking & declaration in Performa duly filled & signed.

viii. EOI documents duly signed for having read it & accepted it.

ix. EOI/ Bid form duly filled & signed.

x. Integrity Pact.

Note: Bidders are required to submit the EMD instrument, proof of payment of the cost of EOI document and Power of Attorney offline on/before the due date and time of online opening of the EOI.


b) Financial envelope shall contain Electronic Form-Financial with: 

i) EOI/ Bid form duly filled & signed.

ii) Electronic Form & Price Schedule (financial bid) with all relevant bid annexure.

 AGM (MMY)

SECTION- 3

SCOPE OF WORK 

1. SCOPE OF WORK: The scope of the work is for Wireless Hotspot Deployment- Provision of Wireless Connectivity at Public Places on BSNL Network based on Wi-Fi Technology. Retail hotspots across India shall be created by tying up with various retail outlets. Successful bidder also referred as “Hot Spot Service Providers (HSSP)” shall Set up, Own, Operate Hotspots with CAPEX and OPEX on part of Service Providers (HSSP)/ Bidders to manage Hotspot service.

1.1. Bidder shall design, build and operate the system to provide High Speed Internet Services with wireless network at its own cost.  The offered wi-fi hotspot equipment shall conform to international standards. 

1.2. The Bidder shall also provide comprehensive and flexible Billing capabilities and multiple authentication techniques for its customers with back end systems for authentication, authorization, accounting, security management, network management, billing and customer provisioning & management.

1.3. BSNL 2G/3G/4G customers shall be able to use the Wi-Fi Hotspots Network so created for offload, at a later stage as and when BSNL decides to do so however on mutually agreed Terms & Conditions including negotiated revenue share but with no CAPEX for integration etc. on part of BSNL. In such a case, negotiated revenue share to HSSP from Data revenue in 2G/3G/4G off-loads through these hot-spot shall not exceed one fifth of revenue share % to bidder that is being finalized through this EOI. In such a scenario, BSNL 2G/3G/4G subscribers shall be authenticated using EAP-SIM authentication. 

2. Responsibility of Bidder (HSSP):

2.1. Responsibility of Bidder (Bidder and HSSP are used interchangeably) shall be (but not limited to) following:

i. Finalize the Hot-spot locations with the site owner, enter in to agreement and also pay the commercial rents etc. to site owner.  

ii. Provide Set-up, Deploy, Own and Operate all the hardware &connectivity at hotspot locations with CAPEX and OPEX on part of bidder. 

iii. To extend the Bandwidth from BSNL POP to Hotspot location. For extending this Bandwidth from BSNL’s POP to hot spot locations, bidders shall arrange for the transmission media, cable and all other terminal equipments, convertors including laying and installations etc. at their cost.

iv. Provide secure Wi-Fi internet access with support to 2G/3G/4G offload and back-end services as per committed SLAs.
v. Manage Operations and Maintenance (O&M) at the hotspot locations.

vi. Set up call Center for dealing with customer requests/complaints related to hot spot services and also extend mechanism for Web support.
vii. Compliance to all mandatory government of India regulations and security guidelines and providing information to Law Enforcement Agency (LEA).
2.2. HSSP shall procure and install Network Monitoring (NMS) Tool and SLA monitoring tool and related infra required for this project 

2.3. HSSP shall also develop, set up and manage a portal for online registration of new users for Wi Fi Access as well as for re-charge of their accounts online. Data of users transacting through this portal will be saved / validated with BSNL AAA/ Billing software in the back end through web services / other integration modes. Transaction will be finally validated only after the same has been synchronized and validated with BSNL back end system. Service provide shall also develop the requisite web services / integration software in coordination with BSNL existing vendor.
2.4. Compliance to all Applicable Law

2.4.1. Security Requirements 

a) The Bidder (i.e. HSSP and also referred as supplier) shall enable BSNL (also referred as purchaser) to comply with Applicable Laws including but not limited to notifications, circulars etc issued by DoT from time to time. 

b) The HSSP recognizes and accepts that  in order to make, maintain and ensure BSNL’s networks compliant with security related instructions and guidelines issued by the DoT  from time to time,  complete cooperation and commitment of the HSSP is necessary. To help and address the business continuity, communication, security requirements and security management of BSNL’s network, the Supplier shall execute an agreement in the form as contained in Section 10 of the EOI Document before issuance of any Work Order WO (Also referred as PO Purchase Order) by the Purchaser.  It is clarified that the execution of such agreement shall be a condition to the effectiveness of the Advance Work Order. The Supplier shall indemnify and hold harmless the Purchaser and its employees, agents, shareholders, directors, representatives, against any claims or penalty or consequence arising out of breach of the security related terms of the License as a result of breach or non-compliance by the Supplier with its obligations in this sub-Clause (b) or any separate agreement executed for this purpose. 

c) It is clarified that any expenditure incurred by the Purchaser for complying with security related provisions as prescribed under this clause, in respect of all the network elements/equipments supplied under this EOI document, shall be borne by the Supplier concerned. In the event there is a breach of the security related provisions as prescribed under Applicable Laws, any penalty imposed by the DoT on the Purchaser shall be paid by the Supplier to the Purchaser. Further, any testing of Supplier’s equipment including requirement of testing equipment shall be met by Supplier on his own cost.

2.4.2. Compliance to IT Act: HSSP shall always comply to all the provision of Information Technology act 2008 Govt. of India with all its amendments notification etc. issued from time to time during the contract period

2.4.3. Bidder (HSSP) shall also comply with all other Govt. of India act and laws that are applicable to the work contained in this EOI
2.5. The list of activities to be undertaken by the Bidder would also include:

2.5.1. Access Network Architecture

i) Bidder shall be responsible for the planning and design of the access network architecture including access controllers, backhaul connectivity, routers, switches etc to meet the technical, capacity and service requirements. 

ii) Bidder shall plan for high availability, reliability and redundancy of the access network elements as per requirements.

2.5.2. Hotspot Locations

i) Bidder shall be responsible for design and RF planning for the determination of Access Point locations. 

ii) Commissioning & deployment of the hotspot solution:
(a) Bidder shall be responsible for installation of Access Points and related equipment at hotspot location.
(b) Bidder shall be responsible for backhaul connectivity provisioning using BSNL network and related equipment at locations. Backhaul connectivity shall be provided beyond BSNL POP shall be provided by BSNL at BSNL’s cost. However bandwidth (transmission media) from BSNL POP to hot spot location shall be arranged by HSSP at their cost.
(c) Bidder shall be responsible for getting necessary permission, approvals and space for installation of equipment and cabling at the location including at installation of radios / antenna on the terrace for backhaul link if required.

(d) Bidder shall be responsible for providing and executing Cabling, testing etc.
(e) Bidder shall bear all OPEX at hot spot location including space rent, electricity charges etc.
2.5.3. Product Approvals

i) The supplied wired and Wi-Fi devices shall be certified from Wi-Fi alliance forum and/or any other concerned authority/agency.

ii) Bidder shall be responsible for obtaining all approvals from Wireless Planning Commission (WPC) wing of DOT and Standing Advisory Committee for Frequency Allocation (SACFA) or any other concerned organization /agency, if any, as required for the equipment provided.

2.5.4. Bidder shall be responsible for design and engineering of all the network components to meet capacity requirements

i. Network shall be designed keeping in view the peak load conditions.

ii. the capacity requirement provided by Bidder shall cover at least following information:

(a) Available Internet bandwidth to backbone (Total and per user)

(b) Average number of Access points per Hotspot.

(c) Average Number of concurrent users per Wi-Fi access point.

(d) The Bidder shall design the system as to provide a minimum bandwidth per location as described in the table below:

	Parameters
	Type 1: Small Hotspot
	Type 2: Mid size Hotspot
	Type 3: Large Hotspot

	Locations 
	Cafe, Lounge, Food Court etc.
	Malls, IT Parks, Resorts, Hospitals, etc
	Campus,                          Very Large Malls, uncovered Broadband Semi-urban and rural areas.

	Bandwidth requirement
	2 Mbps (dedicated)
	4 Mbps (dedicated)
	10 Mbps (dedicated)


2.5.5. Equipment and network upgrades, support and maintenance

i. Identification of locations where hotpots will be set up and tie up with the premises owners including rental to be paid for this.

ii. Getting necessary approvals and permission from government authorities for set up of Wi Fi hotspots.

iii. Taking/Extending Connectivity from BSNL’s Location (Point of Presence) up to the proposed Wi-Fi site at their cost. Any requirement of converter cabling etc shall also be the responsibility of the Bidder
iv. Bidder shall maintain local support at each city for repair and maintenance of all equipment, cabling and connectivity provided at the hotspot locations.
v. Bidder shall be responsible for periodic updates of all equipment, cabling and connectivity provided at the hotspot locations.

vi. Cost of all the installation material shall be borne by the Bidder.

vii. The physical security of the equipment and relevant accessories will be the responsibility of the Bidder. Bidder at its discretion may take necessary steps like insurance, for all the equipments. BSNL will not be responsible for Bidder’s equipment installed in any way.

viii. Carrying all IT and non IT work required at the end points including identification of space etc required to set up the network.

ix. Procurement, plan, design, installation and support of all end point equipments (IT and non IT) required to set up Wi Fi Hotpots.

x. Set up and management of NOC for monitoring the health of network and maintenance.
xi. Creation of process and selling recharge coupons and also setup of centralized web interface for e-recharge with proper accounting mechanism and connect it with BSNL portal.

xii. Adequate Security mechanisms shall be provided in the Wi-Fi service equipment so as to prevent unauthorized access or interfaces to services, calls, protocols and data.
2.5.6. Prohibition of Certain activities by Bidder: Bidder shall not provide any content on the Wi-Fi Network of BSNL which is prohibited by Indian Laws. The Bidder shall be held responsible for Violation of Indian Laws in such case.
2.5.7. Marketing

i. Bidder will be primarily responsible for marketing the services, for pre-sales and after sales activities at their cost. However BSNL at its liberty may also associate in marketing efforts by way of including Wi-Fi services in its advertisements along with other services and also use BSNL sales channel for distribution of vouchers/recharge coupons to avail wi-fi hot spot services.
ii. BSNL and HSSP may also work out special promotion schemes/ contests, etc exclusively for BSNL’s Wi-Fi Service subscribers, on mutually agreed basis.

iii. Bidder shall maintain the branding of BSNL throughout the interaction with the subscribers while they will be availing the services.

iv. The Bidder shall make all out efforts in marketing to ensure so that desired rollout obligations are met.

2.5.8. Lawful Interception & Monitoring 
i. The Bidder shall make sure that system supports lawful interception and monitoring (LIMS). Lawfully Authorized Electronic Surveillance. (LAES) shall be supported as per the relevant clauses of GR No. GR/LIS-03/01 March, 2006 and SD/IMC-01/01 MAR 2004. The Bidder, as a part of bid, shall furnish details of the arrangement made to comply with the requirement of lawful monitoring of services.
ii. The system shall support Centralized Lawful monitoring solution for location to send usage logs (including URL visited, user name, MAC, IP Address, Time, duration, sessions etc.) which can be stored for a desired usage tracking as per the law.

iii. Support all the latest Regulation, Law or Government Orders for enabling LI.

iv. Ability for the system to drill down the usage of a user or location on graphical user interface.

v. The system shall produce reports, graphs and charts on the Protocol usage history based on the system, location or user historically.

vi. The system shall support lawful monitoring and also interception of both signaling & data traffic. 

vii. The system shall support lawful monitoring of EAPSIM based Mobile handset/CAS enabled handsets/laptop subscribers also.
2.5.9. Security: Adequate Security mechanisms shall be provided in the Wi-Fi service equipment so as to prevent unauthorized access or interfaces to services, calls, protocols and data.
2.5.10. Any Activity which is essential and left out from EOI shall be done by the Bidder
3. Responsibility of BSNL:
3.1. BSNL shall provide back haul connectivity to Hot spot location from its existing Point of Presence (PoP) at the cost of BSNL on “as it is basis”. In normal circumstance redundant bandwidth to Hot spot location from two BSNL POPs is not required. Any further requirement of converters, cabling etc to extend the connectivity from BSNL POP to Hotspot location shall be the met by the Bidder at Bidder’s cost.  

3.2. Providing expeditious approval to HSSP “Service provider” for rollout plan.

3.3. Hot Spot services shall be in the Brand name of BSNL. 

3.4. Promotion and Marketing of services shall be a joint responsibility of BSNL and HSSP. Therefore promoting the service through BSNL website and also through BSNL corporate communications.

3.5. Associate with HSSP in finalization of Hotspot locations on need basis. 
3.6. Opening of Escrow account for collection of Revenue, expeditious settlement of revenue share and SLA with HSSP on quarterly basis.

3.7. Billing software and AAA server of BSNL will be used for billing and voucher generation. HSSP will not set up separate billing and AAA server infra. Requisite modification in BSNL existing infra will be done by BSNL vendor.
4. Duration of the contract period
4.1. Duration of contract is 5 years from the date of commissioning and “Ready to Use” of the first “Hot Spot” location, for offering services to the end customers in each of the Project zones on exclusive basis. After five years also, the contract can be extended in block of two years at the liberty of BSNL on mutually negotiated terms and conditions including commercials. 
4.2. In the exigency of business and also depending on business requirements, BSNL during the period of the contract shall be at liberty to appoint more Hot Spot Service Providers in any zone.
5. Confidentiality:

5.1. The Bidder shall take adequate and timely measures to ensure that information provided through it as part of this contract/agreement shall be kept confidential, secured and protected and shall not be divulged to any unauthorized person/ firm.
5.2. BSNL’s Bandwidth Route and other Network Link details, equipment details etc shall always be kept confidential by the Bidder/HSSP.
5.3. Bidders (HSSP) shall treat all documents / data / software or part of them, which BSNL may provide or HSSP shall acceess, as strictly confidential and maintain secrecy for the same.
5.4. The HSSP shall maintain full confidentiality of the data supplied by BSNL. Under no circumstances the HSSP shall divulge/reveal/share such data for the purpose other than for meeting BSNL’s requirement. Any violation of this confidentiality clause may result in suitable penalty and /or termination of the contract, forfeiture of SD/ encashment of PBG. BSNL shall reserve the right to black-list the HSSP on all India bases. The decision of BSNL shall be final in this regard and binding on the HSSP.

5.5. Bidder (HSSP) shall not publish, disclose any information about, make available or otherwise dispose of the document / data / software or any part or parts thereof to any third party, directly or indirectly without prior written consent of BSNL.

5.6. Bidder (HSSP) shall restrict access to the documents/data/software only to those of their employees to whom it will be felt necessary and relevant for the contact center operations and shall draw the provision of this committement to BSNL made by the bidder, to the personal attention of those of its employees to whom access to the document/data/software will be granted.

5.7. BSNL may terminate the contract, in case confidentiality as above is not maintained by the HSSP.
SECTION – 4   PART A

GENERAL INSTRUCTION TO BIDDERS

A.
INTRODUCTION

1. DEFINITIONS:

(a)  “The Bidder” means the individual or firm who participates in this EOI and submits its bid.

(b) “Contract Agreement” means agreement between BSNL and Bidder.
(c) “Telecom Service Provider” means any Telecom operator in India, who is licensed by the Department of Telecommunications (DOT), Government of India to provide telecom services to the general public or to the other DOT licensed Telecom operators.

(d)  “Hot Spot Service Provider” (HSSP) means successful bidder who has been awarded work for hot spot services through BSNL POP.

(e) “The Advance Work Order” means intention of BSNL to please Work Order on the bidder.
(f) “The Work Order” means the order placed by the BSNL on the Supplier signed by the Purchaser including all attachments and appendices thereto and all documents incorporated by reference therein.  The purchase order shall be deemed as “Contract” appearing in the document

2. ELIGIBILITY CRITERIA: Kindly refer to Clause 8 of Detailed NIT (Section 1).

3. COST OF BIDDING

3.1   The Bidder shall bear all costs associated with the preparation and submission of the bid. BSNL will, in no case, be responsible or liable for these costs, regardless of the conduct or outcome of the biding process.

B.
THE BID DOCUMENTS

4.    DOCUMENTS REQUIRED 

4.1 The service and setup required from the Bidder, bidding procedures and contract terms and conditions are prescribed in the Bid Documents. The contents of the Bid documents are specified in the covering letter.

4.2 The Bidder is expected to examine all instructions, forms, terms and specifications in the Bid Documents. Failure to furnish all information required as per the Bid Documents or submission of the bids not substantially responsive to the Bid Documents in every respect will be at the Bidder’s risk and may result in rejection of the bid.
5.    CLARIFICATION OF BID DOCUMENTS

5.1
A prospective Bidder, requiring any clarification on the Bid Documents shall submit his queries through the BSNL in writing and by Email to the BSNL’s mailing address indicated in the invitation of Bid. BSNL shall respond in writing to any request for the clarification of the Bid Documents, which it receives not later than 21 days prior to the date of opening of the EOIs i.e. not later than XX/XX/2012 This date shall prevail over dates for submitting queries appearing anywhere on E-Tender portal. Copies of the query (without identifying the source) and clarifications by the BSNL shall be uploaded as Clarifications to the concerned EOI on BSNL C.O. website & on ETS portal, as addenda, for all the prospective Bidders who have downloaded the official copy of EOI documents from ETS portal.

5.2
Any clarification issued by BSNL in response to query raised by prospective Bidders shall form an integral part of bid documents and it shall amount to an amendment of relevant clauses of the bid documents. 

5.3
The format in which the clarifications are to be sent via FAX / E-mail (in MS-Excel sheets only) is

	S. No.
	Section
	Clause No.
	Ref Page No in Bid
	Brief Description of the clause
	Query/ Comments of Bidder

	
	
	
	
	
	


6.    AMENDMENT OF BID DOCUMENTS
6.1 At any time, prior to the date of submission of Bids, BSNL may, for any reason, whether at its own initiative or in response to a clarification requested by a prospective Bidder, modify bid documents by amendments.

6.2 The amendments shall be notified in writing through E-Tendering portal to all prospective Bidders on the address intimated at the time of purchase of the bid document from BSNL and these amendments will be binding on them.

6.3 In order to afford prospective Bidders a reasonable time (min 7 days) to take the amendment into account in preparing their bids, BSNL may, at its discretion, extend the deadline for the submission of bids suitably.

C.       PREPARATION OF BIDS

7.    DOCUMENTS COMPRISING THE BID

The bid prepared by the Bidder shall comprise of the documents specified in clause 3 of EOI (Section 2).

8.     BID FORM

The Bidder shall complete the bid form and appropriate price schedule furnished in the bid document.

9.     Financial Proposal 
9.1 The Firm shall submit the financial bid as per format in Section 9-Part II. 

9.2 The approved Revenue share shall remain fixed during period of contract and shall not be subjected to variation.

9.3 The Financial offer should be strictly in the format as at Section 9 (II) and any variation may render the offer invalid.

9.4 The revenue share % should be limited to 2 decimal points only. Any figure after 2 decimal points shall be ignored for all purpose. 

9.5 In case of variation between rate mentioned in figures & words, the amount in words shall prevail.

10.    DOCUMENTS ESTABLISHING BIDDER’S ELIGIBILITY AND QUALIFICATION
10.1 Company is required to furnish the following documents in additions to other required documents as per EOI document: 
(i) Certificate of Incorporation/ Registration.

(ii) Copy of Articles and Memorandum of Association or Partnership deed or proprietorship deed as the case may be.

(iii) Details of the firm along with List of Directors on the Board of the Company with their address(es), contact telephone numbers, DIN etc. (Section-VIII)

(iv) Board’s resolution in favour of authorized signatory.

(v) Attestation of the signature of the authorized signatory by the company bankers.

(vi) Certificates regarding eligibility conditions as per NIT.

(vii) Audited results of last two financial years (FY 2010-11, 2011-12) 

(viii) Letter of support from OEM as per Annexure-1 in Section 7 (G)
(ix) A no relative certificate in the format as at Section –6 (B). 

(x) Bid security, as per the details given in the Notice (NIT) Details.

(xi) A certificate from its bankers as evidence that he has financial capability to perform the contract.
10.2 In case of consortium bids, only lead bidder will interact with BSNL for all obligations/payment; however all consortium members will be responsible for the execution of the project.

10.3 A consortium member shall not participate in more than one consortium in one zone. Further, the bidder is also not permitted to be a consortium member under another bidder for this project.

10.4 No change in consortium members i.e. addition or dropping of a member shall be permitted after the submission of the bid
11. BID SECURITY 

11.1 The Bidder shall furnish a bid security of amount as specified in detailed NIT (Section 1). 
(i) The Bidders (small scale units) who are registered with National Small Scale Industries Corporation UNDER SINGLE POINT REGISTRATION SCHEME are exempted from payment of bid security up to the amount equal to their monetary limit. OR Rs. Fifty lakhs whichever is lower:
(ii) A proof regarding current registration with NSIC for the tendered items will have to be attached along with the bid.

(iii) The enlistment certificate issued by NSIC will not be permanent and shall be renewed within two years of its presentation.

(iv) The unit claiming concession of NSIC is required to submit its monthly turnover in support of its claim for meeting the delivery schedule. 

(v) If a vender registered with NSIC under single point registration scheme claiming concessional benefits is awarded work by BSNL and subsequently fails to obey any of the contractual obligations, he will be debarred from any further work/ contract by BSNL for one year from the date of issue of such order.

11.2 The bid security is required to protect the BSNL against the risk of Bidder’s conduct, which would warrant the forfeiture of bid security pursuant to para 11.7.

11.3 The bid security shall be submitted in the form as specified in clause 11 of detailed NIT (section-1).

11.4 A bid not secured in accordance with Para 11.1 & 11.3 shall be summarily rejected by the Purchaser being non-responsive at the bid opening stage.

11.5 The bid security of the unsuccessful Bidder will be returned/ discharged as promptly as possible and within 60 days of acceptance of EOI but not later than 30 days after the expiry of the period of the bid validity prescribed by the BSNL.

11.6 In case the same bidder is H1 in more than 2 zones then the H1 bidder shall be awarded work in max of 2 zones only and is to vacate zones as per the criterion defined later in the EOI document. In the zones so vacated, H2 bidder is to be awarded work at the H1 rates. In the event of H2 and so on bidders refusing to accept the work order at the H1 rate, BSNL reserves the right to place the order (Second stage AWO) for more than two zones to the same H1 bidder. It is mandatory for the H1 bidder to accept such an offer (second AWO) at their H1 price and shall perform the whole contract as envisaged in the EOI document. In such a scenario of non acceptance of second stage AWO by the H1 bidder for third and fourth zone within the specified time period, an amount equivalent to EMD of Third/Fourth zone shall be forfeited from the PBG deposited against previous AWO.             

.
11.7  The bid security may be forfeited:
(a)   If the Bidder withdraws his bid during the period of bid validity specified by the Bidder in the Bid  form or

(b)   In the case of successful Bidder, if the Bidder fails:
  (i)      to sign the contract 

                    (ii)     to furnish performance security.
(c) In both the above cases, i.e. 11.7 (a) & (b), the Bidder will not be eligible to participate in the EOI for same item for one year from the date of issue of APO. The decision of BSNL in this regard will be final & binding on all.

12. ”The Lead Bidder shall submit an irrevocable undertaking duly signed by it and its technology/consortium Bidder stating that both of them i.e. the lead Bidder and its technology/consortium Bidder shall be liable for due performance of the contract jointly and severally, failing which both of them shall be liable to be barred from having any business dealing with BSNL for a period of 3 years.”

13.  PERIOD OF VALIDITY OF BIDS  

13.1 Bid shall remain valid for period specified in clause 2 of EOI information (Section 2) from the date of opening of bids prescribed by the BSNL.  A bid valid for a shorter period shall be rejected by the BSNL being non-responsive.

13.2 In exceptional circumstances, BSNL may request the consent of the Bidder for an extension to the period of bid validity. The request and the response thereto shall be made in writing. The bid security provided under clause 11 shall also be suitably extended. The Bidder may refuse the request without forfeiting his bid security. A Bidder accepting the request and granting extension will not be permitted to modify his bid.

14.  FORMAT AND SIGNING OF BID 

14.1     (i)  
The Bidder shall submit his bid, online, complying all eligibility conditions, other terms and conditions of EOI document to be read along with the clarifications and amendments issued in this respect. All the documents must be authenticated using Digital Signature by the authorized person. Please refer Section 4 Part B for further instructions. 
 (ii) 
The copy of Memorandum and Article of Association shall be uploaded along with other documents as required.

14.2  The bid shall be digitally signed by the Bidder or a person duly authorized to bind the Bidder to the contract. The letter of authorization shall be indicated by written power-of-attorney accompanying the bid.  

14.3 The bid shall contain no interlineations, erasures or overwriting except as necessary to correct errors made by the Bidder in which case such corrected documents or revisions shall be authenticated by the person signing the bid using digital signature.

14.4 (i)
The Power of Attorney shall be submitted and executed on the non-judicial stamp paper of appropriate value as prevailing in the respective states(s) and the same be attested by a Notary public or registered before Sub-Registrar of the states(s) concerned.

(ii) 
The Power of Attorney be executed by a person who has been authorized by the Board of Directors of the Bidder in this regard, on behalf of the Company/Institution/Body Corporate.

(iii) 
In case of the Bidder being a firm, the said Power of Attorney shall be executed by all the Bidder(s) in favour of the said Attorney.

D.       SUBMISSION OF BIDS

15. SEALING AND MARKING OF BIDS: 

15.1   
The bid shall be submitted online using Two Envelope methodology. The first envelope i.e. Technical part shall consist of the compliance to eligibility requirements, Technical specification and compliance to all terms and conditions of the bid document including clarifications, addenda.  


The second envelope- Financial part shall contain Revenue Share. 


Bid sealing is done electronically by encrypting each bid part with a symmetric passphrase created by the Bidder himself. Please refer Section 4 Part B for further instructions.

15.2    Venue of EOI Opening:  Specified in Clause 16 of NIT (Section 1).

16. Bids must be submitted online by the Bidders as per instructions in Section 4 Part  B not later than the specified date & time indicated in the covering letter.

16.1 The BSNL may, at its discretion, extend this deadline for the submission of bids by amending the Bid Documents in accordance with clause 6 in which case all rights and obligations of the Leaser and Bidders previously subject to the deadline will thereafter be subjected to the deadline as extended.

17. LATE BIDS

17.1  No bid shall be accepted online by the Electronic Tender System® (ETS) after the specified deadline for submission of bids prescribed by the BSNL pursuant to clause 14. 

18. MODIFICATION AND WITHDRAWAL OF BIDS

18.1 The Bidder may modify, revise or withdraw his bid online after submission prior to deadline prescribed for submission of bid. If a bid is withdrawn, the same shall be archived unopened in the ETS Portal.

18.2 The Bidder’s modification, revision or withdrawal shall have to be online and digitally authenticated.

18.3 No bid shall be allowed for modification subsequent to the deadline for submission of bids.

E.        BID OPENING AND EVALUATION

19. OPENING OF BIDS      

19.1 The BSNL shall open bids online in the online presence of Bidders. The Bidder’s authorized representatives who chose to attend offline at time specified in Clause 14 of NIT (Section-1) on due date may also attend. The Bidder’s representatives, who are present, shall sign in an attendance register. Authority letter to this effect shall be submitted by the Bidders before they are allowed to participate in bid opening (A Format is given in section 7(c)).

19.2 A maximum of two representatives of any Bidder shall be authorized and permitted to attend the bid opening.

19.3 The Bidder’s names, Bid prices, modifications, bid withdrawals and such other details as the BSNL, at its discretion, may consider appropriate will be made available online at the time of opening.

19.4 The date fixed for opening of bids, if subsequently declared as holiday by the BSNL, the revised date of schedule will be notified.  However, in absence of such notification, the bids will be opened on next working day, time and venue remaining unaltered.            

20. CLARIFICATION OF BIDS

To assist in the examination, evaluation and comparison of bids, the BSNL may, at its discretion ask the Bidder for the clarification of its bid. The request for the clarification and the response shall be in on line or writing. However, no post bid clarification at the initiative of the Bidder shall be entertained. 

21. EVALUATION  

21.1 In the first stage of evaluation, BSNL (referred as purchaser also) shall evaluate the proposals to determine whether they are complete, whether required bid security has been furnished, whether the documents have been properly signed and whether the proposals are generally in order. 

21.2 Purchaser shall determine the substantive responsiveness of each of the technical and commercial proposals to the requirements of the Tender document. A substantively responsive proposal is one which conforms to all technical specifications and commercial terms and conditions of the Tender document without material deviation/exceptions. The purchaser’s determination of proposal’s responsiveness shall be based on the contents of the proposal itself without recourse to extrinsic evidence.

21.3 A bid, determined as substantially non-responsive will be rejected by the BSNL and shall not subsequent to the bid opening be made responsive by the Bidder by correction of the non-conformity.

21.4 The BSNL may waive any minor infirmity or non-conformity or irregularity in a bid which doesn’t constitute a material deviation, provided such waiver doesn’t prejudice the establishment of techno-commercial parity among the proposals. 
21.5 During the evaluation, BSNL at its discretion may call upon the bidder to give a techno-commercial presentation of its offer, to explain the solution offered its capability to undertake the project and to respond to any question from BSNL.
21.6 The financial proposals of only those bidders, whose techno-commercial proposals have been determined as substantively responsive, shall be opened.
21.7 Financial evaluation shall be done separately and independently in all the 4 Projects (zones) and a separate ranking list prepared for Project 1, Project 2, Project 3 and Project 4. 
21.8 The tender will be evaluated as per revenue share % (up to two decimal points) quoted by the bidder for offering to BSNL. After evaluation, BSNL shall prepare a list of bidders arranged in decreasing order of the quoted revenue share offered to BSNL starting from the highest (i.e. H1, H2, H3 and so on) for each of the Project 1, Project 2, Project 3 and Project 4 separately, for the purpose of awarding work. 
21.9 The Highest bidder (H1) in respective zone may be called for negotiations, if need be. The BSNL reserves the right to counter offer any price.
22. CONTACTING THE BSNL
22.1 Subject to Clause 20, no Bidder shall try to influence the BSNL on any matter relating to its bid, from the time of the bid opening till the time the contract is awarded.

22.2 Any effort by a Bidder to modify his bid or influence the BSNL in the Leaser’s bid evaluation, bid comparison or contract award decision shall result in the rejection of the bid. 

F         AWARD OF WORK
23. Award of Work/Placement of Order
23.1 After evaluation, BSNL shall prepare a list of bidders arranged in decreasing order of the quoted revenue share offered to BSNL starting from the highest (i.e. H1, H2, H3 and so on) for each of the Project 1, Project 2, Project 3 and Project 4 separately, for the purpose of awarding work. H1 shall be considered for awarding of work in respective Project (zone).
23.2 No bidder shall be awarded contract in more than two Projects (zones) for which separate financial bids have been invited. In case any bidder becomes H1 in more than 2 (TWO) zones, the H1 bidder shall vacate the zone(s) in which the evaluated H1/H2 ratio is the lowest from amongst the zones in which it is H1. The zone(s) so vacated shall be awarded to the corresponding H2 bidder.
23.3 In any zone, the offer to H2 bidder shall be at the H1 evaluated revenue share % offered to BSNL. H2 may decline the offer without the risk of forfeiting its bid security.
23.4 If the H2 bidder in any zone refused to accept the work then the offer shall be made to H3 bidder of that zone and so on H1 evaluated revenue share % offered to BSNL.

23.5 The H2, H3 and so on bidders may decline the counter offer without the risk of forfeiting its bid security.

23.6 In the event of H2 and so on bidders refusing to accept Work at H1 quoted revenue share % offered to BSNL. BSNL reserve the right to offer the contract for more than 2 zones to the H1 bidder. It is mandatory for the H1 bidder to accept such an offer and shall perform the whole contract as envisaged in the EOI document.
24. BSNL’S RIGHT TO ACCEPT ANY BID AND TO REJECT ANY OR ALL BIDS
The BSNL reserves the right to accept or reject any bid, and to annul the bidding process and reject all bids, at any time prior to award of contract without assigning any reason whatsoever and without thereby incurring any liability to the affected Bidder or Bidders on the grounds of Leaser’s action.

25. Issue of Advance Work Order (Letter of intent, AWO) and firm Work Order (WO)
25.1 The issue of an Advance Work Order shall constitute the intention of BSNL to enter into the contract with the Bidder Firm.

25.2 The Firm shall within 14 days of issue of an Advance Work Order (AWO) give his acceptance along with Performance Security and sign agreement. 

25.3 The issue of Work Order (WO) by BSNL shall constitute the award of contract on the Firm. BSNL reserves the right to forfeit bid security and also black list the firm for suitable period, in case the firm fails to honor the AWO without sufficient grounds.
26. ANNULMENT OF AWARD 

Failure of the successful Bidder to comply with the requirement of clause 25 shall constitute sufficient ground for the annulment of the award and the forfeiture of the bid security in which event the BSNL may make the award to any other Bidder at the discretion of the Leaser or call for new bids.

27. While all the conditions specified in the Bid documents are critical and are to be complied, special attention of Bidder is invited to the following clauses of the bid documents. Non-compliance of any one of which shall result in outright rejection of the bid.   

(i)  
Clauses 11.1, 11.3 & 12.1 of Section 4:  The bids will be rejected at opening stage if Bid security is not submitted as per Clauses 11.1 & 11.3 and bid validity is less than the period prescribed in Clause 13.1 mentioned above.

(ii) Clause 2 & 10 of Section 4:  If the eligibility condition as per clause 2 of Section 4 is not met and / or documents prescribed to establish the eligibility as per Clause 10 of section 4 are not provided, the bids will be rejected without further evaluation. 

(iii) If clause-by-clause compliance and deviation statements as prescribed are not given, the bid will be rejected at the stage of primary evaluation. In case of no deviations, a statement to that effect must be given. 
(iv) Price Schedules are duly filled as given in Section 9-part-II.
(v) Before outright rejection of the Bid by Bid-opening team for non-compliance of any of the provisions mentioned in clause 27 (i) above , 11.1 and 11.3 of Section- 4 Part A and Clause 8 of Section 1, though, the Bidder company is given opportunity to explain their position, however if the person representing the Bidder company is not satisfied with the decision of the Bid opening team, he / they can submit the representation to the Bid opening team immediately but in no case after closing of the EOI process with full justification quoting specifically the violation of EOI condition if any.


Bid opening team will not return the bids submitted by the Bidders on the date of EOI opening even if it is liable for rejection and will archive the bids unopened in the ETS Portal. 

28. Purchaser reserves the right to blacklist a bidder for a suitable period in case they fail to honor their bid without sufficient grounds.

29. The bidder should give a certificate that none of his/her near relative is working in the units as defined below where he is going to apply for the tender. 

In case of proprietorship firm, certificate will be given by the proprietor. 

For partnership firm, certificate will be given by all the partners.

In case of Limited Company, certificate will be given by all the Directors of the company excluding Government of India/Financial institution nominees and independent non-Official part time Directors appointed by Govt. of India or the Governor of the state and full time Directors of PSUs both state and central.  

Due to any breach of these conditions by the company or firm or any other person the tender will be cancelled and Bid Security will be forfeited at any stage whenever it is noticed and BSNL will not pay any damage to the company or firm or the concerned person.  
The company or firm or the person will also be debarred for further participation in the concerned unit.
The near relatives for this purpose are defined as:-
(a) Members of a Hindu undivided family.
(b) They are husband and wife.
(c) The one is related to the other in the manner as father, mother, son(s) & Son’s wife (daughter in law), Daughter(s) and daughter’s husband (son in law), brother(s) and brother’s wife, sister(s) and sister’s husband (brother in law).
Please refer to the Performa enclosed in Section VII (A)

30. VERIFICATION OF DOCUMENTS AND CERTIFICATES 

The Bidder will verify the genuineness and correctness of all documents and certificates, including experience/performance certificates, issued either by the Bidder or any other firm / associate before submitting them in the bid. The onus of proving genuineness of the submitted documents would rest with the Bidder. 

As per requirement of the EOI’s conditions, if any document / paper / certificate submitted by the participant Bidder is found to be false / fabricated / tempered / manipulated at any stage during bid evaluation or award of contract, then the bid security (EMBG) of the Bidder would be forfeited and the Bidder would be disqualified from the EOI. Action would also be taken for banning of business dealing with the defaulting firm. In case contract has already awarded to the Bidder, then PBG would be forfeited and the contract would be rescind / annulled and BSNL would be at liberty to procure the ordered goods and services from any other source at the risk and cost of the defaulting Bidder. Action would also be taken for banning business dealing with the defaulting firm.

To obviate any possibility of doubt and dispute and maintain veracity of the documents / papers / certificates, the documents conforming to eligibility part along with EMBG (bid security) of requisite amount will be submitted by the participant Bidder duly authenticated  by the authorized signatory and will be checked at the time of EOI opening. This bid part (already digitally signed by the authorized representative of the Bidder company during bid submission) will be digitally signed by the in charge of the EOI opening team and will be kept preserved along with the bid submitted online. In case of any dispute these papers will be treated as authentic one”.
SECTION – 4 PART B

SPECIAL INSTRUCTIONS TO BIDDERS FOR E-TENDERING

General

The Special Instructions (for e-Tendering) supplement ‘Instruction to Bidders’, as given in these Tender Documents. Submission of Online Bids is mandatory for this Tender.

E-Tendering is a new methodology for conducting Public Procurement in a transparent and secured manner. Suppliers/ Vendors will be the biggest beneficiaries of this new system of procurement.  For conducting electronic tendering, BSNL has decided to use the portal (https://www.tcil-india-electronictender.com) through TCIL, a Government of India Undertaking. 

 Benefits to Suppliers are outlined on the Home-page of the portal.

Instructions

1. Tender Bidding Methodology:  

Sealed Bid System – ‘Two Stage - Two Envelopes’.(Financial & Technical bid shall be submitted at the same time)

2. Broad outline of activities from Bidders prospective:

1. Procure a Digital Signing Certificate (DSC)

2. Register on Electronic Tendering System® (ETS) 

3. Create Users and assign roles on ETS

4. View Notice Inviting Tender (NIT) on ETS

5. Download Official Copy of Tender Documents from ETS

6. Clarification to Tender Documents on ETS

· Query to BSNL (Optional) 

· View response to queries posted by BSNL as addenda.

7. Bid-Submission on ETS

8. Attend Public Online Tender Opening Event (TOE) on ETS


– Opening of Technical-Part

9. Post-TOE Clarification on ETS (Optional)


– Respond to BSNL’s Post-TOE queries

10. Attend Public Online Tender Opening Event (TOE) on ETS

· Opening of Financial-Part 


(Only for Technical Responsive Bidders)

For participating in this tender online, the following instructions are to be read carefully. These instructions are supplemented with more detailed guidelines on the relevant screens of the ETS.

3. Digital Certificates

For integrity of data and its authenticity/ non-repudiation of electronic records, and be compliant with IT Act 2000, it is necessary for each user to have a Digital Certificate (DC). also referred to as Digital Signature Certificate (DSC), of Class 2 or above, issued by a Certifying Authority (CA) licensed by Controller of Certifying Authorities (CCA) [refer http://www.cca.gov.in].

4. Registration

To use the ElectronicTender® portal (https://www.tcil-india-electronictender.com). Vendor need to register on the portal. Registration of each organization is to be done by one of its senior persons who will be the main person coordinating for the e-tendering activities. In ETS terminology, this person will be referred to as the Super User (SU) of that organization. For further details, please visit the website/portal, and click on the ‘Supplier Organization’ link under ‘Registration’ (on the Home Page), and follow further instructions as given on the site. Pay Annual Registration Fee as applicable.

Note: After successful submission of Registration details and Annual Registration Fee (as applicable). Please contact TCIL/ ETS Helpdesk (as given below), to get your registration accepted/activated.

	TCIL Helpdesk

	TCIL’s Contact Person
	Mr. Rashk SIddiqui

	Telephone/ Mobile
	011-26202625 / 9868393717
 [between 9:30 hrs to 18:00 hrs on working days]

	E-mail  ID
	rashk@tcil-india.com

[Please mark CC: ets_support@tcil-india.com]


	BSNL Contact-1

	BSNL’s Contact Person
	Mr. A.K. Verma, AGM (MMY)

	Telephone/ Mobile
	011-23717844 

[between 9:30 hrs to 18:00 hrs on working days]

	E-mail  ID
	akverma@bsnl.co.in



	BSNL Contact-2

	BSNL’s Contact Person
	MrD.K. Mathur ,Dy. Mgr.(MMY)

	Telephone/ Mobile
	011-23717844
[between 9:30 hrs to 18:00 hrs on working days]

	E-mail  ID
	dkmathur@bsnl.co.in



5. Some Bidding related Information for this Tender (Sealed Bid)

The entire bid-submission would be online on ETS. Broad outline of submissions are as follows:

· Submission of Bid Security/ Earnest Money Deposit (EMD) 

· Submission of digitally signed copy of Tender Documents/ Addendum

· Two Envelopes

· Techno-commercial -Part  

· Financial-Part 

6. Offline Submissions:

The bidder is requested to submit the following documents offline to DM (MMT), BSNL Corporate Office, 2nd Floor, Bharat Sanchar Bhawan, Janpath, New Delhi – 110001 on or before the date & time of submission of bids specified in covering letter of this tender document, in a Sealed Envelope. The envelope shall bear (the project name), the tender number and the words ‘DO NOT OPEN BEFORE’ (due date & time). 

1. EMD-Bid Security (Original copy). 

2. DD/ Bankers cheque of Rs. 10,000/- drawn in favour of AO(Cash), BSNL CO, New Delhi, payable at New Delhi  against payment of tender fee.
3. Power of attorney in accordance with clause 14.4 of Section-IV Part A.

Note: The Bidder has to upload the Scanned copy of all above said original documents as Bid-Annexures during Online Bid-Submission also.

7. Special Note on Security of Bids

Security related functionality has been rigorously implemented in ETS in a multi-dimensional manner. Starting with 'Acceptance of Registration by the Service Provider', provision for security has been made at various stages in Electronic Tender's software. Specifically for Bid Submission, some security related aspects are outlined below: 

As part of the Electronic Encrypter™ functionality, the contents of both the ‘Electronic Forms’ and the ‘Main-Bid’ are securely encrypted using a Pass-Phrase created by the Bidder himself. Unlike a ‘password’, a Pass-Phrase can be a multi-word sentence with spaces between words (e.g I love this World). A Pass-Phrase is easier to remember, and more difficult to break. It is recommended that a separate Pass-Phrase be created for each Bid-Part. This method of bid-encryption does not have the security and data-integrity related vulnerabilities which are inherent in e-tendering systems which use Public-Key of the specified officer of a Buyer organization for bid-encryption. Bid-encryption in ETS is such that the Bids cannot be decrypted before the Public Online Tender Opening Event (TOE), even if there is connivance between the concerned tender-opening officers of the Buyer organization and the personnel of e-tendering service provider. 

Typically, ‘Pass-Phrase’ of the Bid-Part to be opened during a particular Public Online Tender Opening Event (TOE) is furnished online by each bidder during the TOE itself, when demanded by the concerned Tender Opening Officer. 

There is an additional protection with SSL Encryption during transit from the client-end computer of a Supplier organization to the e-tendering server/ portal.

8. Public Online Tender Opening Event (TOE)  

ETS offers a unique facility for ‘Public Online Tender Opening Event (TOE)’. Tender Opening Officers as well as authorized representatives of bidders can attend the Public Online Tender Opening Event (TOE) from the comfort of their offices. For this purpose, representatives of bidders (i.e. Supplier organization) dully authorized are requested to carry a Laptop and Wireless Connectivity to Internet.

Every legal requirement for a transparent and secure ‘Public Online Tender Opening Event (TOE)’ has been implemented on ETS. 

As soon as a Bid is decrypted with the corresponding ‘Pass-Phrase’ as submitted online by the bidder himself (during the TOE itself), salient points of the Bids are simultaneously made available for downloading by all participating bidders. The tedium of taking notes during a manual ‘Tender Opening Event’ is therefore replaced with this superior and convenient form of ‘Public Online Tender Opening Event (TOE)’. 

ETS has a unique facility of ‘Online Comparison Chart’ which is dynamically updated as each online bid is opened. The format of the chart is based on inputs provided by the Buyer for each Tender. The information in the Comparison Chart is based on the data submitted by the Bidders in electronic forms. A detailed Technical and/ or Financial Comparison Chart enhances Transparency. Detailed instructions are given on relevant screens. 

ETS has a unique facility of a detailed report titled ‘Minutes of Online Tender Opening Event (TOE)’ covering all important activities of ‘Online Tender Opening Event (TOE)’. This is available to all participating bidders for ‘Viewing/ Downloading’. 

There are many more facilities and features on ETS. For a particular tender, the screens viewed by a Supplier will depend upon the options selected by the concerned Buyer.  

9. Other Instructions

For further instructions, the vendor should visit the home-page of the portal (https://www.tcil-india-electronictender.com), and go to the User-Guidance Center
The help information provided through ‘ETS User-Guidance Center’ is available in three categories – Users intending to Register / First-Time Users, Logged-in users of Buyer organizations, and Logged-in users of Supplier organizations. Various links are provided under each of the three categories.

 
Important Note: It is strongly recommended that all authorized users of Supplier organizations should thoroughly peruse the information provided under the relevant links, and take appropriate action. This will prevent hiccups, and minimize teething problems during the use of ETS. 


The following ‘FOUR KEY INSTRUCTIONS for BIDDERS’ must be assiduously adhered to: 


1. Obtain individual Digital Signing Certificate (DSC or DC) well in advance of your first tender submission deadline on ETS.


2. Register your organization on ETS well in advance of your first tender submission deadline on ETS


3. Get your organization’s concerned executives trained on ETS well in advance of your first tender submission deadline on ETS


4. Submit your bids well in advance of tender submission deadline on ETS (There could be last minute problems due to internet timeout, breakdown, et al) 

While the first three instructions mentioned above are especially relevant to first-time users of ETS, the fourth instruction is relevant at all times.


9.  Minimum Requirements at Bidders end

· Computer System with good configuration (Min P IV, 1 GB RAM, Windows XP)

· Broadband connectivity. 

· Microsoft Internet Explorer 6.0 or above

· Digital Certificate(s) for users.
10. Vendors Training Program 

One day training (10:00 to 17:00) would be provided. Training is optional. 

Vendors are requested to carry a Laptop and Wireless Connectivity to Internet.

	Scheduled Date
	Date of uploading of Tender document + 7 days

	Venue
	Meeting Room, 2nd Floor, BSNL Corporate Office,

Bharat Sanchar Bhawan, 

Janpath, New Delhi – 110001

	Vendors Training Charges

(Per Participant) per training day 
	Rs. 2,500/- 

(plus Service Tax @ 10.3 %)

	Mode of Payment of Fees
	DD payable to M/s TCIL, New Delhi at New Delhi


AGM (MMY)

    SECTION 5 PART A 
General (Commercial) Conditions of Contract.


1. PATENT RIGHTS 

The HSSP shall indemnify the purchaser against all third-party claims of infringement of patent, trademark or industrial design rights arising from use of the goods and services or any part thereof in Indian Telecom Network.

2. TERMINATION FOR INSOLVENCY

BSNL may at any time terminate the Contract by giving written notice to the Bidder, without any compensation to the Bidder, if the Bidder becomes bankrupt or otherwise insolvent as declared by the competent court provided that such termination will not prejudice or affect any right of action or remedy which has accrued or will accrue thereafter to the BSNL.

3. Performance Bank Guarantee (PBG)
3.1 Successful Bidder would furnish a Performance Bank Guarantee (PBG) of INR 2.5 (Two Crore Fifty Lakh) Crore per project. The performance security Bond shall be in the form of Bank Guarantee issued by a scheduled Bank and in the form provided in ‘Section 7 (B)’ of this Bid Document.

3.2 If Bid is being submitted through consortium then Bidder as well as consortium partner will be required to submit the performance Bank Guarantee individually of INR 2.5 Crore (Two Crore Fifty Lakh)each separately in each project.

3.3 Performance guarantee shall be initially valid for a minimum period of six years, which include time for installation and commissioning time. For extension of contract beyond five years, PBG shall have to be renewed accordingly.
3.4 The  proceeds  of  Performance  Bank  guarantee  shall  be  payable  to  BSNL  as compensation for any loss resulting from the Bidder’s failure to compete its obligation under the contract. BSNL shall en-cash the PBG in the event of breach or failure to perform/meet the obligations on the part of Bidder/Lead bidder without prejudice any rights/remedies available to BSNL.
3.5 The bidder shall ensure that performance bank guarantee (PBG) is send to the purchaser directly by the issuing bank under Registered Post (A.D). In exceptional circumstances where the PBG is submitted by the bidder to the purchaser, the bidder shall ensure that an unstamped duplicate copy of the PBG is sent immediately by the bank direct to the purchaser by Registered Post (A.D).

4. Time period for “Launch of Hot Spot Service”
4.1 The successful firm referred as “HSSP” shall launch the services & get functionally tested first Hotspot location with minimum of 5 hotspots for functional acceptance by BSNL as further defined in Para 4.2 and declare “Launce of Hot Spot Services” within 3 months from the date of place of Work Order (WO) with the Bidder (HSSP). This shall be carried out separately and independently in each of the project zone even if the same bidder has been awarded work in more than 2 zones. 
4.2 HSSP shall provide the test schedule which will be approved by BSNL in consultation with HSSP. BSNL shall perform the functional testing for the first hot spot location as per this test schedule finalized.
4.2.1 The Functional testing shall be carried out by a team designated by BSNL, in order  to  ensure  that  the  Hot Spot services has  been  deployed properly & integrated to BSNL’s  existing access/ core infrastructure and to ensure that the quality of Services offered to the customers shall be at a satisfactory level. In functional testing billing, provisioning and Network/Hotspot monitoring mechanism, NMS and SLA tool established shall also be tested for proper functioning.  
i. The acceptance testing shall include tests for capacity and scalability on the equipment and functional tests.

ii. HSSP shall provide at its own cost, the software programs and testers required for carrying out the acceptance tests. 
iii. The HSSP shall arrange to provide the necessary tools and support for carrying out above tests.
4.2.2 NMS/SLA measurement tool shall be able to provide all the operational parameters including the downtime of hotspots for the calculation of SLA penalty. These shall be tested as part of functional testing before declaring “launce of Hot-spot Service”.
4.2.3 Based on functional test report, BSNL shall declare First Hot Spot location “Ready to Use”. This date shall be the date of reference for the contract period.
4.3 Rollout obligation
4.3.1 In order to quickly proliferate the Hot Spot services it is imperative that HSSP put a Roll out program in place and monitor closely the rollout. The minimum rollout obligations shall be carried out by the bidder so as to achieve following revenue targets (Year 1 shall be counted from the date of Launch of Service i.e. declaring first Hot Spot “Ready to Use”):
a) “Year 1”

: Minimum revenue of Rs 25 Cr. in each zone.

b) “Year 2 and so on 
: A minimum of Rs 50 Cr. revenue each year in each zone.

4.3.2 If the Bidder is not able to meet the above revenue targets in any particular zone then BSNL shall make the contract from Exclusive to Non-Exclusive basis and may appoint more HSSPs in that zone.
4.3.3 From BSNL side following will be the nodal authority for Project roll out monitoring, revenue settlement covering all the circles of the zone: 
	S. No
	Name of the Project
	Zone
	CIRCLE/ States
	Nodal authority for Project Roll out

	1
	Project 1
	South
	Andhra Pradesh, Karnataka, Kerala, Tamil Nadu, Chennai
	CGM Chennai Telecom District

	2
	Project 2
	East
	Bihar, Orissa, Assam, NE-I, NE-II, West Bengal, Kolkata TD, Jharkhand, A&N
	CGM Kolkata Telecom District

	3
	Project 3
	West
	Chhattisgarh, Gujarat, M.P., Maharashtra
	CGMT Gujarat Circle

	4
	Project 4
	North
	Haryana, H.P. J&K, Punjab, Rajasthan, UP(E), UP(W), Uttaranchal
	CGMT Haryana Circle


5. Penalty  

5.1. Liquidated Damage – Failure to launce the services in the stipulated period of 3 months from the date of award of work, shall result in imposition of penalty of Rs. 2,00,000 per week of delay for a period of six weeks and thereafter, Rs 5,00,000 per week of further delay for another six weeks. Delay beyond 12 weeks may attract forfeiture of the PBG and cancellation of contract in that zone, at the discretion of BSNL. 
5.1.1. Upper ceiling of penalty so imposed shall be INR 42 Lakhs per project.
5.1.2. BSNL reserves the right to initiate any other legal/ administrative proceeding as deemed fit
5.2. Operational Performance and SLA: Following penalties shall be levied on the Bidder for failure/ disruption of the services offered through their equipments to the customers..

	




S. No.
	Nature of fault
	Penalty amount

	1
	hotspot remains down for more than 3 Minutes on a cumulative basis in a day (calendar day)
	Rs. 100/- per day per hot spot


5.2.1. The above penalties shall be applicable if the failure/ disruption is due to the fault on part of the HSSP. HSSP shall not be penalized if the failure is due to fault on account of BSNL part.
5.2.2. HSSP shall provide NMS for Operation & Monitoring the Hotspot uptime and also the service availability. HSSP shall also provide the SLA measurement tool. 
6. Payment terms (Revenue Collection and Sharing)
6.1. Hot spot services shall be sold in the brand name of BSNL and accordingly all vouchers/service subscription portal shall bear the name of BSNL. However the name of HSSP partner shall also be suitably reflected along with BSNL.
6.2. BSNL shall open one Escrow account in every zone (that will cater to all the circles of that zone) for the purpose of Revenue collection. 
i. All payment receipts from the end customers i.e. “Wi-Fi Hot Spot users” as well as sale proceeds of vouchers sold by all channels of the zone shall be deposited in this Escrow account. A proper mechanism to ensure this shall be put in place by HSSP in consultation with BSNL.
ii. All applicable taxes and various Government levies, Prepaid and e-payment commission, License fee (if any) shall be deducted first from the revenues accrued on account of use of Wi-Fi services by the customers. For the sale accruing through BSNL’s sales channels the sales incentives/ commissions will be deducted first before sharing the revenue.
iii. Accordingly, Escrow account shall be instructed to split the payment receipt in to two parts and credited to respective designated accounts of BSNL and HSSP in the proportion which shall be decided as below:
For BSNL this amount shall be (X % +10 % of total revenue), where X is revenue share % offered to BSNL.

This extra 10% amount shall be kept by BSNL for settlement on account of all application Levies & Taxes, License fee (if any), sales incentives paid by BSNL to its retailers, commissions, SLA penalties etc. Such Settlement shall be done on quarterly basis. 

iv. BSNL shall designate one settlement authority per zone for this purpose. This is as follows:
	S. No
	Name of the Project
	Zone
	CIRCLE/ States
	Nodal authority opening Escrow account and Revenue share settlement

	1
	Project 1
	South
	Andhra Pradesh, Karnataka, Kerala, Tamil Nadu, Chennai
	CGM Chennai Telecom District

	2
	Project 2
	East
	Bihar, Orissa, Assam, NE-I, NE-II, West Bengal, Kolkata TD, Jharkhand, A&N
	CGM Kolkata Telecom District

	3
	Project 3
	West
	Chhattisgarh, Gujarat, M.P., Maharashtra
	CGMT Gujarat Circle

	4
	Project 4
	North
	Haryana, H.P. J&K, Punjab, Rajasthan, UP(E), UP(W), Uttaranchal
	CGMT Haryana Circle


7. SUBCONTACTS

7.1. The Supplier shall notify the purchaser in writing of all subcontracts awarded under these contacts if not already specified in his bid. Such notification, in his original bid or later shall not relieve the supplier from any liability or obligation under the contract.
8. TRAINING 

HSSP shall provide the training to BSNL nominated persons for monitoring Operations and maintenance of Hot spot services. Quantity of training shall be a minimum of 100 man- days per zone.
9. INITIAL TERM, LOCK IN PERIOD, EXIT CLAUSE AND RENEWAL

10.1 Duration of contract is 5 years from the date of Launch of service from the first hot spot location and declaring Hot spot “Ready to Use” for offering services to the end customers. After five years also, the contract can be extended in a block of two years at the liberty of BSNL on mutually negotiated terms and conditions including commercials.

i) The terms and conditions of the contract shall come into effect from the date of award of work, and will remain valid up to a period of five (5) years plus the implementation period. All the clauses of the contract shall come into effect from the date of award of work, unless otherwise specified.

ii) Given the nature of services proposed under this EOI, the terms and conditions of the contract shall survive beyond the termination period and up to the expiry of term of end customer purchased service as extant on the date of expiry of this contract, for the remaining period of such terms in customer service plan. 

iii) Contract shall have a lock-in period of three (3) years, from the date of launce of service. Thereafter, the contract shall stand automatically renewed and remain in effect from year to year unless and until terminated by either Party by providing a written notice of termination not less than six (6) months prior to the intended termination date. 

iv) HSSP’s Exit during the lock-in period shall carry a penalty in the form of surrender of all equipment and transfer of ownership to BSNL at zero cost in addition to the sum of all consequential damages, if any that arise on account of pre mature closure of as on date service contracts that BSNL would have entered into with its customers. 

v) If HSSP exits after lock in period, it will be liable to pay BSNL the sum of all such expenses that BSNL will be required to incur on servicing all existing customers, for the remaining period of their purchased plan validity. In such case, those customers may be serviced through alternate means /partners, at risk and cost of the HSSP, and the sum of expenses on executing such arrangement, if any, and difference of Revenue share (in case of the same being lower for BSNL in the new engagement), shall be payable by HSSP to BSNL. In case HSSP offers to continue to discharge the existing liabilities for all current customer contracts till expiry of their term, but refrain from taking up any new business, then the same shall be acceptable to BSNL on existing terms and conditions. 
vi) No penalty / damages / compensation shall be payable by either party before expiry of agreement period, if exit is made under the following circumstances:

a) the order of any Government (Central/State) or any statutory body 

b) in Force Majeure event 

10. FORCE MAJEURE

10.1   If, at any time, during the continuance of this contract, the performance in whole or in part by either party of any obligation under this contract is prevented or delayed by reasons of  any war or hostility, acts of the public enemy, civil commotion, sabotage , fires, floods, explosions, epidemics, quarantine restrictions, strikes, lockouts or act of God (hereinafter referred to as events) provided notice of happenings of any such eventuality is given by either party to the other within 21 days from the date of occurrence thereof, neither party shall by reason of such event be entitled to terminate this contract nor shall either party have any  claim for damages against  other in respect of such non-performance or delay in performance, and  deliveries under the contract shall be resumed as soon as practicable after such an event come to an end or cease   to exist, and the decision of the Purchaser as to whether the deliveries have been so resumed or not shall be final and conclusive.  Further that if the performance in whole or part of any obligation under this contract is prevented or delayed by reasons of any such event for a period exceeding 60 days, either party may, at its option, terminate the contract.

Provided, also that if the contract is terminated under this clause, the Purchaser shall be at liberty to take over from the Supplier at a price to be fixed by the purchaser, which shall be final, all unused, undamaged and acceptable materials, bought out components and stores in course of manufacture which may be in possession of the  Supplier at the time of such termination or such portion thereof as the purchaser may deem fit, except such materials, bought out components and stores as the Supplier may with the concurrence of the purchaser elect to retain

11 Termination of contract due to non-performance (default)

11.1 The BSNL may, without prejudice to any other remedy for breach of contract, by written notice of default, sent to the bidder, terminate this contract in whole or in part

a) If the bidder fails to Setup, Operate & Maintain Hotspots, perform services and meeting the Rollout obligations within the time period(s) as specified in the contract, or any extension thereof granted by the BSNL;

b) If the bidder fails to perform any other obligation(s) under the  Contract; and

c) If the bidder, in either of the above circumstances, does not remedy his failure within a period of 15 days (or such longer period as the purchaser may authorize in writing) after receipt of the default notice from the BSNL. 

11.2 HSSP’s termination during the lock-in period shall carry a penalty in the form of surrender of all equipment and transfer of ownership to BSNL at zero cost in addition to the sum of all consequential damages, if any that arise on account of pre mature closure of as on date service contracts that BSNL would have entered into with its customers. 
11.3 HSSP shall be liable to pay BSNL the sum of all such expenses that BSNL will be required to incur on servicing all existing customer contracts. In such case, these contracts may be serviced through alternate means /partners, at risk and cost of the HSSP, and the sum of expenses on executing such arrangement, if any, and difference of Revenue share (in case of the same being lower for BSNL in the new engagement), shall be payable by HSSP to BSNL.

11.4 In the event the BSNL terminates the contract in part, the bidder shall continue the performance of the contract to the extent not terminated.

12  TERMINATION FOR INSOLVENCY

12.1   The Purchaser may at any time terminate the Contract by giving written notice to the Bidder, without compensation to the bidder. If the bidder becomes bankrupt or otherwise insolvent as declared by the competent court provided that such termination shall not prejudice or affect any right of action or remedy which has accrued or shall accrue thereafter to the purchaser.

13 ARBITRATION 

13.1 In the event of any question, dispute or difference arising under this agreement or in connection there-with (except as to the matters, the decision to which is specifically provided under this agreement), the same shall be referred to the sole arbitration of the CMD, BSNL or in case his designation is changed  or his office is abolished, then in such cases to the sole arbitration of the officer for the time being entrusted (whether in addition to his own duties or otherwise) with the functions of the CMD, BSNL or by whatever designation such an officer may be called (hereinafter referred to as the said officer), and if the CMD or the said officer is unable or unwilling to act as such, then to the sole arbitration of some other person appointed by the CMD or the said officer. The agreement to appoint an arbitrator will be in accordance with the Arbitration and Conciliation Act 1996.  There will be no objection  to any such appointment on the ground that the arbitrator is a Government Servant or that he has to deal with the matter to which the agreement relates or that in the course of his duties as a Government Servant he has expressed his views on all or any of the matters in dispute. The award of the arbitrator shall be final and binding on both the parties to the agreement. In the event of such an arbitrator to whom the matter is originally referred, being transferred or vacating his office or being unable to act for any reason whatsoever, the CMD, BSNL or the said officer shall appoint another person to act as an arbitrator in accordance with terms of the agreement and the person so appointed shall be entitled to proceed from the stage at which it was left out by his predecessors.

13.2 The arbitrator may from time to time with the consent of both the parties enlarge the time frame for making and publishing the award. Subject to the aforesaid, Arbitration and Conciliation Act, 1996 and the rules made there under, any modification thereof for the time being in force shall be deemed to apply to the arbitration proceeding under this clause.

13.3  The venue of the arbitration proceeding shall be the office of the CMD, BSNL, New Delhi or such other places as the arbitrator may decide.

14 SET OFF 

14.1   Any sum of money due and payable to the Bidder (including security deposit refundable to him) under this contract may be appropriated by the BSNL or any other person(s) contracting through the BSNL and set off the same against any claim of the BSNL or such other person or person(s) for payment of a sum of money arising out of this contract or under any other contract made by the Bidder with  the BSNL or such other person(s) contracting through the BSNL. 

15 Indemnification

15.1 Bidder shall indemnify BSNL against any third party claim for carriage/ termination or any other charges that may be payable for this traffic.
15.2 In case of any claims by any third party towards licensing or otherwise for the products provided by the Bidder, it will be the sole responsibility of the Bidder to settle such claims. Under no circumstance, BSNL will have any liability for any such claim.

15.3 Since the Wi-Fi service shall be launched under BSNL license granted by DOT, Bidder will ensure that there is no breach of license conditions and  indemnify  BSNL  for  damages  both  for  financial  and  otherwise, arising out of any breach of the licensing condition.

15.4 Bidder, as a provider of Wi-Fi services on behalf of BSNL, will abide by all the regulatory, statutory and licensing norms without any violation.

16 COURT JURISDICTION:

(i) Any dispute arising out of the EOI/bid document/evaluation of bids/issue of acceptance letter shall be subject to jurisdiction of the competent court at the place from where the NIT/EOI has been issued.

(ii) Where a contractor has not agreed to arbitration, the dispute/claims arising out of the Contract/PO entered with him shall be subject to the jurisdiction of the Competent Court at the place from where Contract/PO has been issued. Accordingly ,a stipulation shall be made in the contract as under:

       ‘This Contract/PO is subject to jurisdiction of Court at Delhi only” .

SECTION 5 PART B 
Hot Spot Indicative Technical details and Service offerings
1. BSNL proposes to deploy public Wi-Fi hotpots based on the model described below:

1.1. Public Wi-Fi is wireless broadband connectivity provided by public spaces like hotels, restaurants, airports and other businesses, to meet the growing demand of mobile and laptop broadband users. These locations are called Wi-Fi Hotspots.

1.2. This WiFi network shall be able to support seamless mobility with 2G/3G/4G networks by using WLAN Gateway as and when BSNL decides to do so. This shall be tested at that stage only
1.3. The Wi-Fi solution aimed at providing last mile broadband connectivity shall create Internet Hot Spots to provide pre-paid or post paid connections at public places.

1.4. Wi-Fi Access Points (APs) shall be installed inside the hotspot premises like cafes, hospitals, Malls, campuses, restaurants etc. 

1.5. Backhaul connectivity will be either on wireless or wire line. BSNL shall provide the backhaul bandwidth from the BSNL Point of Presence (POS) on “as is where is basis” free of cost for the Wi-Fi hot spot services. 

1.5.1. However Bidder shall be responsible for extending the Bandwidth from BSNL POP to Hotspot at Bidder’s cost. For extending this Bandwidth from BSNL’s POP to hot spot locations, bidders shall arrange for the transmission media and all other terminal equipments, convertors including laying and installations etc. at their cost. 
1.5.2. In normal circumstances, there is no need to provide redundant Bandwidth to same hot spot location from two BSNL POPs.
1.6. Different Categories of Hotspot are as below:

	Parameters

	Type 1: Small Hotspot
	Type 2: Mid size Hotspot
	Type 3: Large Hotspot

	Locations 
	Cafe, Lounge, Food Court etc.
	Malls, IT Parks, Resorts, Hospitals, etc
	Campus, Very Large Malls, uncovered Broadband Semi-urban and rural areas.


1.7. All models shall support EAP-SIM centralized authentication with per subscriber session control. 

1.8. WLAN AP controller shall be separate from session controller or BRAS. WLAN controllers shall be used purely to manage AP infrastructure, security & initiating authentication. Session controllers shall be used for portal, metering, routing, filtering, etc.
1.9. Ensure that the Wireless Broadband Service shall be able to work in a proper way simultaneously with services such as Internet access, IPTV, data downloading etc.
1.10. Make use of Certified and licensed copies of the application software required for each location as applicable.  
1.11. Provide details of the equipment & full network diagram with full connectivity details proposed to be deployed by him
2. Indicative Service Offerings: Following indicative services are proposed from hotspot locations :-

Phase – I:

i. High Speed Internet access

ii. Guaranteed bandwidth depending on defined criterion.

Phase – II: 
i. Usage across multiple devices using a single account. 

ii. Destination based QoS

3. Bidder Interoperability 

The Bidder shall ensure interoperability of the deployed Wi-Fi service Network with other Wi-Fi service networks of Wi-MAX IEEE 802.16e.2005 or later (successor) versions in other areas where BSNL is providing Wi-Fi services on its own or with other Bidders. 

4. Fault Tolerance and Reliability

The system shall offer high levels of reliability and deliver uptime as per the SLA mentioned earlier in this EOI document. The system as proposed must provide protection against local environmental disrupters and resiliency for interference. This protection must operate automatically and not require manual intervention.

5. 2G/3G/4G data offload

The Wi-Fi network deployed shall be able to support to 2G/3G/4G data offload, as and when BSNL decides to do so at mutually agreed terms and conditions including commercials. The solution shall support standard based support as per 3G PP I-WLAN, 3G PP LTE – EPC core and WFA Hotspot 2.0 certification and any other standard evolve as per requirement. The network shall support seamless user authentication, unified user profile for billing prepaid, postpaid etc, end-to-end security, service continuity & mobility and cellular like user experience. The network shall support all types of authentication inter-alia SIM based authentication, username & password based authentication, MAC authentication and voucher authentication. The network shall support seamless cellular-Wi-Fi mobility, security, core services, continuity, video streaming, video conferencing & hosted enterprise services.

The network shall provide following to end user:

· High service quality and fast data rates

· Automatically connects mobile handset to network using SIM credentials

· Secured access

· Enable cellular-like access & roaming.

Any requirement of software/Hardware/services in the core network of 2G/3G/4G, any other core or any other equipment owned by BSNL for enabling the offload requirement shall be the responsibility of the Bidder.

The entire Wi-Fi network rolled out by Bidder shall also be used for 2G/3G/4G data offload as per requirement however Bidder shall specifically deploy Wi-Fi network in the areas where data capacity requirement of 2G/3G/4G customer of BSNL found to be high on mutually agreed basis. BSNL and Bidder shall mutually identify high traffic area for deployment of Wi-Fi APs for the purpose of 2G/3G/4G data offload.

****************
SECTION- 6 (A)
UNDERTAKING & DECLARATION Performa

for Understanding the Terms & Conditions of EOI & Specifications of Work

A)
Certified that:

1.
I/ We ……………………………………. have read and agree with all the terms and conditions, specifications included in the EOI documents & offer to execute the contract at the rates quoted by us in the EOI form.

2.
If I/ We fail to enter into the agreement & commence the contract in time the EMD/ SD deposited by us will stand forfeited to the BSNL. 

B)
The Bidder hereby covenants and declares that:

1.
All the information, Documents, Photo copies of the Documents/ Certificates enclosed along with the EOI offer are correct.

2.
If anything is found false and/or incorrect and/or reveals any suppression of fact at any time, BSNL reserves the right to debar our EOI offer/ cancel the LOA/ Purchase/ work order if issued and forfeit the EMD/ SD pending with BSNL. In addition, BSNL may debar the Bidder from participation in its future EOIs. 

Date: 
…………… 




       …………………………………

Signature of Bidder

Place: ……………

   



Name of Bidder……………………………….

Along with date & Seal 

Section 6 (B)

FOR DECLARATION BY Bidder in respect of no NEAR RELATIVES IN BSNL

“I…………..s/o…….……r/o……………. hereby certify that none of my relative(s) as defined in the tender document is/are employed in BSNL unit as per details given in Tender document.  In case at any stage, it is found that the information given by me is false/incorrect, BSNL shall have the absolute right to take any action as deemed fit/without any prior intimation to me.”
Signature 

Designation & seal of Firm

Name & full Address of the Firm.

………………………………………

………………………………………
………………………………………
PROFORMA
SECTION- 7 (A)
Format for the EMD (Bid Security) Bank Guaranteetc "Annexure – C- FORMAT OF THE BANK GUARANTEE" \f C \l 0001
(To be typed on Rs.100/- non-judicial stamp paper)

Dated: dd.mm.yyyy
Sub:
Bid Bond guarantee.


Whereas.................................. (Hereinafter called “the Bidder”) has submitted its bid dated............for the…......................... vide EOI No.                              dated                 KNOW ALL MEN  by these presents that WE ....................... OF .............................. having our registered office at .................(hereinafter called “the Bank”) are bound unto Bharat Sanchar Nigam Limited (hereinafter called “BSNL”) in the sum of Rs.................... for which payment will and truly to be made of the said BSNL, the Bank  binds itself, its successors and assigns by these present.

 THE CONDITIONS of the obligation are:

1. 
If the Bidder withdraws his bid during the period of bid validity specified by the Bidder on the Bid form or 

2. 
If the Bidder, having been notified of the acceptance of his bid by the Purchaser during the period of bid validity

(a)
fails or refuses to execute the Contract, if required; or 

(b)      fails or refuses to furnish the Performance Security, in accordance with  the instructions to Bidders.

We undertake to pay to the BSNL up to the above amount upon receipt of its first written demand, without the BSNL having to substantiate its demand, provided that in its demand, the BSNL will note that the amount claimed by it is due to it owning to the occurrence of one or both of the two conditions, specifying the occurred condition or conditions.

This guarantee will remain in force as specified in clauses 13 and 25.2 of Section 4 Part A of the Bid Document upto and including THIRTY (30) days after the Period of bid validity and any demand in respect thereof shall reach the Bank not later than the specified date/dates.

                                                           Signature of the Bank Authority

   Name

                                                                                       Signed in Capacity of 

 Name & Signature of witness                                        Full address of Branch

 Address of witness                                                                 

Tel No. of Branch

                                                                                   Fax No. of Branch

Section 7 (B)
-
Format for the Performance Bank Guaranteetc "Annexure – C- FORMAT OF THE BANK GUARANTEE" \f C \l 0001
(To be typed on Rs.100/- non-judicial stamp paper)

Dated: ………………

In consideration of the CMD, BSNL (hereinafter called ‘BSNL’) having agreed to exempt ___________________ (hereinafter called ‘the said Bidder(s)’) from the demand under the terms and conditions of an agreement/Acceptance letter No ________________ dated ____________ made  between _____________________ and __________________ for the supply of  _______________________ (hereinafter called  “the said  agreement ”),  of security deposit for the due fulfillment by the said contractor (s) of the terms and conditions contained in the said Agreement, on production of the bank guarantee for  _____________________________________we, (name of the bank) _________________________ ( hereinafter refer to as “the bank”) at the request of ___________________________________  (Bidder(s)) do hereby undertake to pay to the BSNL an amount not exceeding  ___________________ against any loss or damage caused to or suffered or would be caused to or suffered by BSNL by reason of any breach by the said Bidder(s) of any of the terms or conditions contained in the said Agreement.

1.          We (name of the bank) ____________________ do hereby undertake to pay the amounts due and payable under this guarantee without any demure, merely on a demand from the BSNL by reason of breach by the said Bidder(s)’ of any of the terms or conditions contained in the said Agreement or by reason of the Bidder(s) failure to perform the said Agreement. Any such demand made on the bank shall be conclusive as regards the amount due and payable by the Bank under this guarantee where the decision of BSNL in these counts shall be final and binding on the bank. However, our liability under this guarantee shall be restricted to an amount not exceeding ___________________________________.

2.          We undertake to pay to the BSNL any money so demanded notwithstanding any dispute or disputes raised by the Bidder(s) /Leaser (s) in any suit or proceeding pending before any court or tribunal relating thereto our liability under this present being absolute and unequivocal. The payment so made by us under this bond shall be valid discharge of our liability for payment there under and the Bidder (s) shall have no claim against us for making such payment.

3.          We( name of the bank)_________________________ further agree that the guarantee herein contained  shall  remain in full force and effect during the period that would be taken for the performance of the said agreement and that it shall continue to be enforceable till all the dues of the BSNL under or by virtue of the said Agreement  have been fully paid and its claims satisfied or discharged or till ________________________(office/Department) BSNL certifies that the terms and conditions of the said Agreement have been fully or properly carried out by the said Bidder (s) and accordingly discharges this guarantee. Unless a demand or claim under this guarantee is made on us in writing on or before the expiry of TWO/TWO AND HALF/THREE YEARS (as specified in the said Agreement) from the date hereof, we shall be discharged from all liabilities under this guarantee thereafter.

4. We (name of the bank)_________________________ further agree with the BSNL that the BSNL shall have the fullest liberty without our consent  and without affecting in any manner our obligations hereunder to vary any of the terms and conditions of the said Agreement or to extend time of performance by the said Bidder(s) from time to time or to postpone for any time or from time to time any of the powers exercisable by the BSNL against the said Bidder(s) and to forbear or enforce any of the terms and conditions relating to the said agreement and we shall not be relieved from our liability by reason of any such variation, or extension being granted to the said Bidder(s) or for any forbearance, act or omission on the part of the BSNL or any indulgence by the BSNL to the said Bidder(s)  or by any such matter or thing whatsoever which under the law relating to sureties would, but for this provision, have effect of so relieving us.

5. This guarantee will not be discharged due to the change in the constitution of the 

Bank or the Bidder(s)/ supplier(s).

6. We (name of the bank) ____________________ lastly undertake not to revoke 

this guarantee during its currency except with the previous consent of the BSNL in riting.

Dated the ________________ day of _______                   


For __________________________________

(indicate the name of bank)

Section VII (C)

Format for Letter of Authorization for attending Bid Opening

(To be typed preferably on letter head of the company)

To

DGM (MMT), MM Cell

Bharat Sanchar Nigam Limited 

(Corporate office)

2nd Floor Bharat Sanchar Bhawan, 


Janpath, New Delhi-110001

Subject: Authorization for attending bid opening on _________________________(date) in the EOI of ____________________________________________________.

Following persons are hereby authorized to attend the bid opening for the tender mentioned above on behalf of ______________________________________________ (Bidder) in order of preference given below.

Order of Preference

Name                                                 Specimen Signatures

I.

II.

Alternate

Representative

Signatures of bidder

                   Or

Officer authorized to sign the bid

Documents on behalf of the bidder.                 

Note:  1. Maximum of two representatives will be permitted to attend bid opening.  In cases where it is restricted to one, first preference will be allowed.  Alternate representative will be permitted when regular representatives are not able to attend.

         2.  Permission for entry to the hall where bids are opened may be refused in case authorization as prescribed above is not recovered. 

Section-7 (D)

Consortium Agreement

(On non-judicial stamp paper of appropriate value)

In compliance to Clause No. …..of EOI No.         dated       , a consortium has been formed on <Date>  between <Bidder’s Name> and various technology providers to meet various eligibility criteria specified  in the EOI under reference.

It has been agreed amongst all the consortium members that <Bidder’s Name> is designated to submit the Bid on behalf of this consortium and henceforth called as Bidder. It is also confirmed that all the members of the said consortium meet the eligibility conditions as specified in the above referred EOI and have authorized the lead bidder by way of duly executed power of attorney in his favour to act on their behalf (“Lead bidder” and “bidder” has been used interchangeably). 

It has also been agreed that the in its capacity as Bidder, <Bidder’s Name> shall interact with BSNL for all obligations, 

The Lead bidder and its technology/consortium partner shall be liable for due performance of the contract jointly and severally, whereas the responsibility of Consortium Partners other than lead bidder, shall be limited to such Consortium Partner’s share of obligations in the contract for products and /or services as defined in the agreements signed between the Lead Bidder and Consortium Partner and in accordance with the proposal submitted by the Consortium Partner to the Lead Bidder. Copies of all such agreements shall form part of the consortium agreement. 

The details of Bidder and various and consortium partners are as under:-

<Bidder Name>:- <Details containing Registered office & correspondence address>

<Consortium Partner 1>:- <Details containing Registered office & correspondence   address>
:

:

:

IN WITNESS WHEREOF the parties have caused this AGREEMENT to be executed by their duly authorized officers as of the day first above written

	For <Bidder’s Name>
Signature of Authorized Signatory

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-


	For <Consortium Partner-1>
Signature of Authorized Signatory

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-



	For <Consortium Partner-2>
Signature of Authorized Signatory

Name:-

Designation:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-


	For <Consortium Partner-3>
Signature of Authorized Signatory

Name:-

Designation:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-

Witness-1

Signature:-

Name:-

Designation:-

Contact Phone:-

Email-ID:-

Date:-




Section 7 (E)
INTEGRITY PACT 

Between

Bharat  Sanchar  Nigam Limited (BSNL) / hereinafter  referred  to  as  “The Principal”

and 

………………………………..hereinafter referred to as “The Bidder”

Preamble

The Principal intends to award, under laid down organizational procedures, contract/s for -------------------------------------------. The Principal values full compliance with all relevant laws and regulations, and the principles of economic use of resources, and of fairness and transparency in its relations with its Bidder/s and Bidder/s.

In order to achieve these goals, the Principal will appoint an Independent External Monitor who will monitor the EOI process and the execution of the contract for compliance with the principles mentioned above.

Section 1 – Commitments of the Principal

(1) The Principal commits itself to take all measures necessary to prevent corruption and to observe the following principles:-

(a) No employee of the Principal, personally or through family members, will in connection with the EOI for, or the execution of a contract, demand, take a promise for or accept, for him/herself or third person, any material or immaterial benefit which he/she is not legally entitled to.

(b) The Principal will, during the EOI process treat all Bidder(s) with equity and reason. The Principal will in particular, before and during the EOI process, provide to all Bidder(s) the same information and will not provide to any Bidder(s) confidential/additional information through which the Bidder(s) could obtain an advantage in relation to the EOI process or the contract execution.

(c) The Principal will exclude from the process all known prejudiced persons.

(2)  If the Principal obtains information on the conduct of any of its employees which is a criminal offence under the relevant Anti-Corruption Laws of India, or if there be a substantive suspicion in this regard, the Principal will inform its Vigilance Office and in addition can initiate disciplinary actions.

Section 2 – Commitments of the Bidder(s)

(1) The Bidder(s) commits itself to take all measures necessary to prevent corruption. He commits himself to observe the following principles during his participation in the EOI process and during the contract execution.

(a) Thee Bidder(s) will not, directly or through any other person or firm, offer, promise or give to any of the Principal’s employees involved in the EOI process or the execution of the contract or to any third person any material or immaterial benefit which he/she is not legally entitled to, in order to obtain in exchange any advantage of any kind whatsoever during the EOI process or during the execution of the contract. 

(b) The Bidder(s) will not enter with other Bidder(s) into any undisclosed agreement or understanding, whether formal or informal. This applies in particular to prices, specifications, certifications, subsidiary contracts, submission or non-submission of bids or any other actions to restrict competitiveness or to introduce cartelization in the bidding process.

(c) The Bidder(s) will not commit any offence under the relevant Anti-corruption Laws of India; further the Bidder(s) will not use improperly, for purposes of competition or personal gain, or pass on to others, any information or document provided by the Principal as part of the business relationship, regarding plans, technical proposals and business details, including information contained or transmitted electronically.

(d) The Bidder(s) will, when presenting his bid, disclose any and all payments he has made, is committed to or intends to make to agents, brokers or any other intermediaries in connection with the award of the contract.

(2)
The Bidder(s) will not instigate third persons to commit offences outlined above or be an accessory to such offences

Section 3 – Disqualification from EOI process and exclusion from future contracts

If the Bidder(s)/Bidder(s), before contract award or during execution has committed a transgression through a violation of Section 2, above or in any other form such as to put his reliability or credibility in question, the Principal is entitled to disqualify the Bidder(s)/Bidder(s)  from the EOI process or take action as per the defined procedure. 

Section 4 – Compensation for Damages

(i) If the Principal has disqualified the Bidder(s) from the EOI process prior to the award according to Section 3, the Principal is entitled to demand and recover the damages equivalent to Earnest Money Deposit / Bid Security. 

(ii)   If the Principal has terminated the contract according to Section 3, or if the Principal is entitled to terminate the contract according to section 3, the Principal shall be entitled to demand and recover from the Bidder the amount equivalent to Security Deposit / Performance Bank Guarantee in addition to any other penalties/ recoveries as per terms and conditions of the EOI.  

Section 5 – Previous transgression

(i)   The Bidder declares that no previous transgression occurred in the last 3 years with any other Company in any country conforming to the Anti-corruption approach or with any other Public Sector Enterprise in India that could justify his exclusion from the EOI process.

(ii)   If the Bidder makes incorrect statement on this subject, he can be disqualified from the EOI process or action can be taken as per the defined procedure. 

Section 6 – Equal treatment of all Bidders/Bidder(s)/Subcontractors

(i) The principal will enter into agreements with identical conditions as this one with all Bidders/Bidders.

(ii) The Bidder(s) undertake(s) to demand from all subcontractors a commitment in conformity with this Integrity Pact. 

(iii) The Principal will disqualify from the EOI process all Bidders who do not sign this Pact or violate its provisions. 

Section 7 – Criminal charges against violating Bidder(s)/ Bidder(s)/Subcontractor(s)

If the Principal obtains knowledge of conduct of a Bidder, Bidder or Subcontractor, or of an employee or a representative or an associate of a Bidder, Bidder or Subcontractor, which constitutes corruption, or if the Principal has substantive suspicion in this regard, the Principal will inform the Corporate Vigilance Office.

Section 8 – External Independent Monitor/Monitors 

1.   Principal appoints competent and credible Independent External Monitor for this Pact. The task of the Monitor is to review independently and objectively, whether and to what extent the parties comply with the obligations under this agreement.

2. The Monitor is not subject to instructions by the representatives of the parties and performs his functions neutrally and independently. He reports to the CMD of the BSNL.

3. The Bidder(s)/ Bidder(s) accepts that the Monitor has the right to access without restriction to all Project documentation of the Principal including that provided by the Bidder. The Bidder will also grant the Monitor, upon his request and demonstration of a valid interest, unrestricted and unconditional access to his project documentation. The same is applicable to Subcontractors. The Monitor is under contractual obligation to treat the information and documents of the Bidder(s)/Bidder(s)/Subcontractor(s) with confidentiality.

Notwithstanding  anything contained in this Section, the Bidder(s)/Bidder(s) shall have no obligation whatsoever to provide any internal costing mechanisms or any internal financial or commercial data pursuant to any audit or review conducted by or on behalf of the Principal.  Further, the Bidder(s)/Bidder(s) shall not be required to provide any data relating to its other customers, or any personnel or employee related date.   

4. The Principal will provide to the Monitor sufficient information about all meetings among the parties related to the Project provided such meetings could have an impact on the contractual relations between the Principal and the Bidder. The parties offer to the Monitor the option to participate in such meetings.

5. As soon as the Monitor notices, or believes to notice, a violation of this agreement, he will so inform the Management of the Principal and request the Management to discontinue or take corrective action, or to take other relevant action. The monitor can in this regard submit non-binding recommendations. Beyond this, the Monitor has no right to demand from the parties that they act in a specific manner, refrain from action or tolerate action.

6. The Monitor will submit a written report to the Chairperson of the Board of the Principal within 8 to 10 weeks from the date of reference or intimation to him by the ‘Principal’ and, shall the occasion arise, submit proposals for correcting problematic situations.

7.  If the Monitor has reported to the CMD of the BSNL, a substantiated suspicion of an offence under relevant Anti-Corruption Laws of India, and the BSNL has not, within reasonable time, taken visible action to proceed against such offence or reported it to the Corporate Vigilance Office, the Monitor may also transmit this information directly to the Central Vigilance Commissioner, Government of India.

8. The word ‘Monitor’ would include both singular and plural.

Section 9 – Pact Duration

This Pact begins when both parties have legally signed it. It expires for the Bidder 12 months after the last payment under the contract, and for all other Bidders 6 months after the contract has been awarded.

If any claim is made/ lodged during this time, the same shall be binding and continue to be valid despite the lapse of this pact as specified above, unless it is discharged/determined by CMD, BSNL.

Section 10 – Other provisions

1. This agreement is subject to Indian Law. Place of performance and jurisdiction is the Registered Office of the Principal, i.e. New Delhi. The arbitration clause provided in the EOI document / contract shall not be applicable for any issue /dispute arising under Integrity Pact.

2. Changes and supplements as well as termination notices need to be made in writing.

3. If the Bidder is a Partnership or a consortium, this agreement must be, signed by all Bidders or consortium members.

4. Should one or several provisions of this agreement turn out to be invalid, the remainder of this agreement remains valid. In this case, the parties will strive to come to an agreement to their original intensions.

--------------------------------


       

    ----------------------------------

For the Principal





For the Bidder/Bidder

Place……………………




Witness 1 : ………………………………

Date ……………………




Witness 2 : ………………………………

Section 7 (F)
Format of Non Disclosure Agreement (NDA)
This Agreement is made as of the ------------- 2012 between BHARAT SANCHAR NIGAM LIMITED (BSNL) a Government of India Enterprise, having its corporate office at BSNL BHAWAN,H.C.Mathur Lane, Janpath, New Delhi  which expression shall unless repugnant to the subject or the context mean and included its successors, nominees or assigns and M/s ------------------ ------------------------------------------------------------------------------ a company incorporated under the Indian Companies Act, 1956, and having its registered office at ------------------------------------------------------------------------------------------ herein after called “----------------------” which expression shall unless repugnant to the subject or the context mean and include its successors, nominees or assigns. 

Whereas in order to pursue the mutual business purpose of this particular project as specified in Exhibit A (the “Business Purpose”), BSNL and M/s---------------------------------------------------------------------------------------------- recognize that there is a need to disclose to one another certain information, as defined in para 1 below, of each party to be used only for the Business Purpose and to protect such confidential information from unauthorized use and disclosure. 

In consideration of the other party’s disclosure of such information, each party agrees as follows: 

1.      This Agreement will apply to all confidential and proprietary information disclosed by one party to the other party, including information listed in Exhibit A attached hereto and other information which the disclosing party identifies in writing or otherwise as confidential before or within thirty days after disclosure to the receiving party (“Confidential Information”). Information consists of certain specifications, designs, plans, drawings, software, prototypes and/or technical information, and all copies and derivatives containing such Information, that may be disclosed to one another for and during the Purpose, which a party considers proprietary or confidential (“Information”). Information may be in any form or medium, tangible or intangible, and may be communicated/disclosed in writing, orally, or through visual observation or by any other means to one party (hereinafter referred to as the receiving party) by the other party (hereinafter referred to as one disclosing party). Information shall be subject to this Agreement, if it is in tangible form, only if clearly marked as proprietary or confidential as the case may be, when disclosed to the receiving party or, if not in tangible form, its proprietary nature must first be announced, and it must be reduced to writing and furnished to the receiving party within thirty(30) days of the initial disclosure. 

2.     M/s ----------------------------------------------------------------------------------------- and BSNL hereby agreed at during the Confidentiality Period: 

a) The receiving party shall use Information only for the Purpose, shall hold Information in confidence using the same degree of care as it normally exercises to protect its own proprietary information, but not less than reasonable care, taking into account the nature of the Information, and shall grant access to Information only to its employees who have a need to know, but only to the extent necessary to carry out the business purpose of this project as defined in exhibit A, shall cause its employees to comply with the provisions of this Agreement applicable to the receiving party, shall reproduce Information only to the extent essential to fulfilling the Purpose, and shall prevent disclosure of Information to third parties. The receiving party may, however, disclose the Information to its consultants and contractors with a need to know; provided that by doing so, the receiving party agrees to bind those consultants and contractors to terms at least as restrictive as those stated herein, advise them of their obligations, and indemnify the disclosing party for any breach of those obligations. 

b)   Upon the disclosing party's request, the receiving party shall either return to the disclosing party all Information or shall certify to the disclosing party that all media containing Information have been destroyed. Provided, however, that an archival copy of the Information may be retained in the files of the receiving party's counsel, solely for the purpose of proving the contents of the Information. 

3.     The foregoing restrictions on each party's use or disclosure of Information shall not apply to Information that the receiving party can demonstrate: 

a)   was independently developed by or for the receiving party without reference to the Information, or was received without restrictions; or 

b)  has become generally available to the public without breach of confidentiality obligations of the receiving party; or 

c)   was in the receiving party's possession without restriction or was known by the receiving party without restriction at the time of disclosure; or 

d)   is the subject of a subpoena or other legal or administrative demand for disclosure; provided, however, that the receiving party has given the disclosing party prompt notice of such demand for disclosure and the receiving party reasonably cooperates with the disclosing party's efforts to secure an appropriate protective order; or 

e)     is disclosed with the prior consent of the disclosing party; or 

f)    was in its possession or known to it by being in its use or being recorded in its files or computers or other recording media prior to receipt from the disclosing party and was not previously acquired by the receiving party from the disclosing party under an obligation of confidence; or 

g)   the receiving party obtains or has available from a source other than the disclosing party without breach by the receiving party or such source of any obligation of confidentiality or non-use towards the disclosing party. 

4. Each party agrees not to remove any of the other party’s Confidential Information from the premises of the disclosing party without the disclosing party’s prior written approval.  Each party agrees to exercise extreme care in protecting the confidentiality of any Confidential Information which is removed, only with the disclosing party’s prior written approval, from the disclosing party’s premises.  Each party agrees to comply with any and all terms and conditions the disclosing party may impose upon any such approved removal, such as conditions that the removed Confidential Information and all copies must be returned by a certain date, and that no copies are to be make off of the premises. 

5. Upon the disclosing party’s request, the receiving party will promptly return to the disclosing party all tangible items containing or consisting of the disclosing party’s Confidential Information all copies thereof.   

6. Each party recognizes and agrees that all of the disclosing party’s Confidential Information is owned solely by the disclosing party (or its licensors) and that the unauthorized disclosure or use of such Confidential Information would cause irreparable harm and significant injury, the degree of which may be difficult to ascertain.  Accordingly, each party agrees that the disclosing party will have the right to obtain an immediate injunction enjoining any breach of this Agreement, as well as the right to pursue any and all other rights and remedies available at law or in equity for such a breach. 

 7.  Access to Information hereunder shall not preclude an individual who has seen such Information for the purposes of this Agreement from working on future projects for the receiving party which relate to similar subject matters, provided that such individual does not make reference to the Information and does not copy the substance of the Information during the Confidentiality Period. Furthermore, nothing contained herein shall be construed as imposing any restriction on the receiving party's disclosure or use of any general learning, skills or know-how developed by the receiving party's personnel under this Agreement, if such disclosure and use would be regarded by a person of ordinary skill in the relevant area as not constituting a disclosure or use of the Information. 

8.   As between the parties, all Information shall remain the property of the disclosing party.  By disclosing Information or executing this Agreement, the disclosing party does not grant any license, explicitly or implicitly, under any trademark, patent, copyright, mask work protection right, trade secret or any other intellectual property right. THE DISCLOSING PARTY DISCLAIMS ALL WARRANTIES REGARDING THE INFORMATION, INCLUDING ALL WARRANTIES WITH RESPECT TO INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS AND ALL WARRANTIES AS TO THE ACCURACY OR UTILITY OF SUCH INFORMATION. Execution of this Agreement and the disclosure of Information pursuant to this Agreement does not constitute or imply any commitment, promise, or inducement by either party to make any purchase or sale, or to enter into any additional agreement of any kind. 

9.     Either party’s failure to enforce any provision, right or remedy under this agreement shall not constitute a waiver of such provision, right or remedy. 

10.  This Agreement will be construed in, interpreted and applied in accordance with the laws of India.  

11.  That in case of any  dispute or differences, breach & violation relating to the terms of the Agreement. The said matter or dispute, difference shall be referred to sole arbitration of Chairman and Managing Director ( CMD) of BSNL or any other person appointed by him. That the award of the arbitrator shall be final and binding on both the parties. In the event of such Arbitrator to whom the matter is originally referred to is being transferred or vacates his office on resignation or other wise or refuses to do work or neglecting his work or being unable to act as Arbitrator for any reasons whatsoever , the CMD BSNL shall appoint another person to act as Arbitrator in place of out going Arbitrator and the person so appointed shall be entitled to proceed further with the reference from the stage at which it was left by his predecessor. M/s ---------------------------------------------------------------------------------------- will have no Objection in any such appointment, that arbitrator so appointed is employee of BSNL. The said Arbitrator shall act under the Provisions of the Arbitration and conciliation Act, 1996 or any statutory modifications or re-enactment there of or any rules made thereof. 

12. This Agreement and Exhibit A attached hereto constitutes the entire agreement of the parties with respect to the parties' respective obligations in connection with Information disclosed hereunder and supersedes all prior oral and written agreements and discussions with respect thereto. The parties can amend or modify this Agreement only by a writing duly executed by their respective authorized representatives. Neither party shall assign this Agreement without first securing the other party's written consent. 

 13. This Agreement will remain in effect for five years from the date of the last disclosure of Confidential Information, at which time it will terminate, unless extended by the disclosing party in writing. 

IN WITNESS WHEREOF, the parties hereto have executed this Agreement by their duly authorized officers or representatives. 

M/s ___________________    


BHARAT SANCHAR NIGAM IMITED 
Signature:_____________          




 Signature:____________  

Printed Name: _________           




 Printed Name:___________ 

Title:________________            



      Title:________________________   

EXHIBIT A

EOI document for Setting up, Own and Operate Wi- Fi hot spots at Public Places through BSNL POP on Revenue Share basis (Project 1, Project 2, Project 3 and Project 4)

Section 7 (G)
(To be given by OEMs)

(On the Bidder’s Letter Head)

To

DGM (MMT)

Bharat Sanchar Nigam Limited (Corporate Office)

2nd floor Bharat Sanchar Bhawan 

Janpath, New Delhi-11001
Subject: EOI for Set up own and Operate Hotspot on revenue share basis - Support for Implementation and operation
Reference : EOI No: BSNL/         /wi-fi/EOI/12-13
We undertake to provide the following in reference to EOI under reference:
1. Full Professional Service Support for turnkey implementation of the project covering Design, planning, supply and installation of all the hardware and applications, customization, commissioning, integration with other components of the project, training, Operation and maintenance of network and operations of the services as specified in the EOI document.

2. Preparation of all the documentation pertaining to planning, design, engineering, customization, integration, installation, operations and maintenance.

3. Support for operation, maintenance and upgrades is available as per terms and conditions of Operation during the entire period of contract with BSNL as envisaged in the EOI 

We also certify that the agreement in the above respect has already been signed with the OEM. 

__________________________________

Signature of Authorized signatory of Bidder

Signature of Authorized signatory of OEM/ Country Manager of OEM

Name 

Designation
SECTION- 8

Bidder’s Profile & Questionnaire

(To be filled in and submitted by the Bidder)

Details about the Firm (bidder)

	Sl
	Details Required
	Response from the bidder

	1
	Full Name of the firm (in capital letters)
	

	2
	Address of the Firm
	

	3
	Contact No. of the firm
	

	4
	Details of the authorized signatory 
	Name: ___________________________________________

Designation: ____________________________________

Phone: ___________________________________________

Mobile: __________________________________________

e-mail: ___________________________________________

Address: _________________________________________

                  _________________________________________

                  _________________________________________



	5
	Type of firm (Proprietary

  /Partnership/Ltd. /Pvt. Ltd.)
	

	6
	Income Tax Account No /PAN number (Latest income tax clearance Certificate to be attached with Proposal)
	

	7
	Board of Directors
	1. _________________________________________

2. _________________________________________

3. _________________________________________

4. _________________________________________

5. _________________________________________




        I hereby certify that the above-mentioned particulars are true and correct.

Signature 

Designation & seal of Firm

Name & full Address of the Firm.

………………………………………

………………………………………

SECTION- 9 

PART-I

BID Form

Dated: dd.mm.yyyy.

From





To 

…………………………………..


AGM (MMY), BSNL CO,

…………………………………..


IInd Floor, Bharat Sanchar Bhawan, 

…………………………………..


HCM Lane, Janpath,

…………………………………..


New Delhi-110001 

EOI No.                                                                            Date:

Dear Sir,

1.
Having examined the conditions of contract and specifications including addenda Nos.......................the receipt of which is hereby duly acknowledged, we agree to abide by all the terms and conditions of this EOI.  

2.
If our Bid is accepted, we will obtain the performance guarantees of a Nationalized Scheduled Bank’s Delhi Branch as per clause of 24 of Section 5 Part B of this EOI document.

3.
We agree to abide by this Bid for a period of 180 days from the date fixed for Bid opening and it shall remain binding upon us and may be accepted at any time before the expiration of that period. 

4.
Until a formal Acceptance Letter of Contract is prepared and executed, this Bid together with your written acceptance thereof in your notification of award shall constitute a binding contract between us.

5.     Bid submitted by us is properly sealed and prepared so as to prevent any subsequent alteration and replacement.

6.     We understand that you are not bound to accept the highest or any bid, you may receive.

7. We understand that the Bid document so submitted is the true copy of BSNL EOI documents available on the ETS portal of M/s TCIL (https://www.tcil-india-electronictender.com)  E-tendering Portal. Any deviation will result in the rejection of the bid.

Dated this .............................. day of  ........................ 20

Name and Signature …………………………..

In the capacity of………………………………..

Duly authorized to sign the bid for and on behalf of..............................................

Witness.........................................

Address........................................

Signature…………………………..

Section 9 
PART II 

   Financial proposal (Bid)
I/ We/ M/s………………………………………………………………………………offer following Revenue share (in %) net of all statutory License Fee, levies, Taxes and Commissions  (up to two decimal places) to BSNL, from the usage of Hot Spot services:
	S. No.
	Item
	Revenue share offered to BSNL (in %) up to two decimal places*
	Revenue share offered to BSNL (in %) expressed in words

	1
	Revenue from usage of Wi-Fi services 
	
	


We have taken Note of the following: 

1. * The revenue share % should be limited to 2 decimal points only. Any figure after 2 decimal points shall be ignored for all purpose. 

2. In case of variation between revenue share % mentioned in figures & words, the Revenue share % mentioned in words shall prevail.

3. Bidder shall quote the revenue shared offered to BSNL net of all statutory License Fee, , levies, Taxes and Commissions i.e. approved Revenue Share % to BSNL shall be applied on revenue from end customer net of all statutory License Fee, levies, Taxes and Commissions.

(Signature of Authorized Signatory)

Name…………………………….

Official Seal
SECTION 10
DRAFT AGREEMENT WITH REGARD TO SECURITY REQUIREMENTS

This AGREEMENT is made and entered into at New Delhi on this the [●] day of [●], 2011

BY AND BETWEEN

Bharat Sanchar Nigam Limited, a company incorporated under the Companies Act, 1956 and having its registered office at 2nd Floor, Bharat Sanchar Bhawan, HC Mathur Lane, Janpath, New Delhi 110001(hereinafter referred to as “BSNL” or the “TSP”, which expression shall, unless repugnant to the context or meaning thereof, include its successors and permitted assigns) of the FIRST PART;

AND

[●], a company incorporated under the Companies Act, 1956 and having its registered office at [●](hereinafter referred to as the “Supplier” or the “Vendor”, which expression shall, unless repugnant to the context or meaning thereof, include its successors, and permitted assigns) of the OTHER PART.  

(BSNL/TSP and the Supplier/Vendor shall be collectively called as the “Parties” and individually a “Party”.)

RECITALS 

A.
The Vendor has been awarded the Tender bearing no [●] for the planning,  engineering, supply, installation, testing, commissioning and annual maintenance of  [●] million lines/Subscriber capacity base and/or Ports as part of Package I: NGN Class 5 Core Equipments and /or Package II: NGN Class 5 Access Equipments (“Contract”). 

B.
Pursuant to the provisions of Clause [●] of Part [●] of Section [●] of the Contract, the Parties are executing this Agreement, subject to the terms and conditions as provided hereinafter. 

NOW THEREFORE, IN CONSIDERATION OF MUTUAL REPRESENTATIONS, COVENANTS AND OTHER VALUABLE CONSIDERATION, THE RECEIPT AND SUFFICIENCY OF WHICH IS HEREBY ACKNOWLEDGED, THE PARTIES HEREBY AGREE AS FOLLOWS:
1. 
Definition & Interpretation 
1.1
Definitions 

Unless the context otherwise requires, the different terms and expression used in this Agreement shall have the meaning assigned to them for the purpose of this Agreement :

“Access”  shall mean the interconnection with TSP Systems or access to or use of TSP Information stored on TSP Systems through interconnection with TSP Systems or access to or use of TSP Information stored on Vendor Systems or access to or use of TSP Information stored in any mobile device.


“ApplicableLaws” shall mean any law, statute, ordinance, rule, regulation, guideline, policy or other pronouncement having the effect of law of any Governmental Authority as interpreted and administered including any modifications or amendments thereto. 

“Authorised” shall refer to the approval by TSP  of the Access as part of the authorisation process and the Vendor Security Contact has a record of this authorisation. The term “Authorisation” shall be construed accordingly.

“Commencement Date”” shall mean the date when the Agreement is executed 

“Contract Personnel” means dedicated resources of the Vendor in terms of employees, subcontractors including employees of sub contractors and agents including agent’s sub contractors and their employees engaged for the purpose of this Agreement.

“End Date” shall have the meaning assigned to it in Clause 16.1. 

“Escrow Information” shall have the meaning assigned to it in Clause 7.11 (a). 

“Governmental Authority” shall mean any governmental authority, statutory authority, government department, ministry, secretariat, agency, commission, board, tribunal, court or other law, rule or regulation making body/ entity having or purporting to have jurisdiction on behalf of the Republic of India or any other government having or purporting to have jurisdiction over a Party, or any state or other subdivision thereof or any municipality, district or other subdivision thereof including, without limitation, the Chairman, Department of Telecommunications, Ministry of Communications, Government of India and/or any other telecom regulatory authority, including Telecom Engineering Center, having competent jurisdiction; and/or Chairman, Telecom Regulatory Authority of India, and includes any officer empowered by them to perform all or any of the functions of such a governmental authority.

“Information" shall mean technical, financial and commercial information and data relating to Party’s respective businesses, finances, planning, facilities, products, techniques and processes and shall include, but not limited to, discoveries, ideas, concepts, know-how, techniques, designs, specifications, drawings, blueprints, tracings, diagrams, models, samples, flow charts, data, computer programs, disks, diskettes, tapes, marketing plans, customer names and other technical, financial or commercial information and intellectual properties, whether in written, oral or other tangible or intangible forms.

“Licensor” shall mean the Department of Telecommunications, Ministry of Communications & IT, Government of India. 

“Personal Data” shall comprise of customer details and Call Detail Record (CDR)..

“Sensitive Information” shall mean any TSP Information marked as classified as per TSP’s data classification policy or deemed business critical. This also includes any other data, or element of information, notified as such by the Government (e.g. IT Act 2000).

“Security Standards” shall mean all the relevant contemporary standards associated with national and international security standard related to IT & Telecom equipment hardware and software and those related to information & communication security, including but without limitation to ISO 27000 series, ISO/ IEC 15408, 3GPP, 3GPP2, WiMAX etc. and as evolved from time to time.

“Subcontractor” shall mean any person, partnership or corporation with whom the Vendor places a contract and/or an order for the supply of any equipment, item, service or for any work in relation to the purpose of this Agreement. The term "Subcontract" shall be construed accordingly.

“Supplies” shall mean all components, materials, plant, tools, test equipment, documentation, hardware firmware, software, spares parts, services and all the things & items to be provided to TSP pursuant to the Agreement together with all Information and Work the Agreement requires to be supplied or performed for TSP.

“Term” shallmean the term of this Agreement starting from the Commencement Date upto the End Date.

“TSP” shall mean Bharat Sanchar Nigam Limited who has been issued the CMTS license under section 4 of Indian Telegraph Act 1885 by the Licensor, Government of India

“TSP Group Security” shallmean the security organisation based within the TSP.

“TSP Information” shall mean all data including data, text, image, sound, voice, codes, circuit diagrams, core & applications software and database, intellectual property as well as personal, public, operational and services data in TSPs custody which is and /or received which are supplied/ shared with Vendor for the purpose of this Agreement or are obtained by the Vendor on behalf of TSP.

“TSP Items” shall mean all items provided by TSP to the Vendor and all items held by the Vendor which belong to TSP.

“TSP Regulatory Contact” shall mean in-charge of TSP Regulatory Operations or such other person whose details shall be notified by TSP to the Vendor from time to time.

“TSP Security Contact” shall mean in-charge of TSP Security Operations Centre or such other person whose details shall be notified by TSP to the Vendor from time to time.

“TSP Systems” shall mean any TSP computer, application, databases , network infrastructure, network elements and appliances, core and applications software or such other systems as may be agreed in writing from time to time between TSP and the Vendor.

“Vendor” shall mean the vendor who supplies equipment, software and is and/or managed services to TSP for the purpose of installation, testing, commissioning, provision, operations and/or maintenance of TSP’s networks.

“Vendor Security Contact” shall mean such person whose details shall be notified by the Vendor to TSP from time to time for such purpose.

“Vendor Regulatory Contact” shall mean such person whose details shall be notified by the Vendor to TSP from time to time for such purpose.

“Vendor Systems” shall mean any Vendor owned computer hardware or software,

application database or network elements / appliance or such other systems as may be agreed in writing from time to time by TSP and the Vendor.

1.2
Interpretation 

Unless otherwise stated or unless the context otherwise requires, in this Agreement: 

(a)
the  headings, whether of Clauses or other parts of the Agreement, are for ease of reference only and shall not be relevant to interpretation;

(b)
the references to the Recitals, Clauses, Schedules and Annexures shall be references to the recitals, clauses, schedules and annexures of this Agreement;

(c)
words importing the singular shall include plural and vice versa;

(d)
words denoting any gender shall include all genders;

(e)
where a word or phrase is defined, other parts of speech and grammatical forms of that word or phrase shall have corresponding meanings;

(f)
references to statutes or statutory provisions include references to any orders, or regulations made there under and references to any statute, provision, order or regulation include references to that statute, provision order or regulation as amended, modified, re-enacted or replaced from time to time whether before or after the date thereof. 

2. 
Scope

This Agreement sets out the provisions under which the Vendor will be able to supply equipments and services and be granted Access to TSP Systems, network, equipments, data and facilities and TSP Information including Sensitive Information for the purpose of the planning, engineering, supply, installation, testing, commissioning, operations and maintenance, annual maintenance  on network/equipment as per the contract.

3. 
International Security Standard Certification

The Vendor shall have contemporary relevant Security standard certification and shall comply with the provisions of security standards certification with respect to  Telecom & IT equipment hardware and software and those related to information & communication security management, such as ISO 15408 standards as applicable to IT and IT related products, ISO 27001 for Information Security Management System, standards used by other relevant standard formulation bodies for Telecom equipment like 3GPP, 3GPP2, ITU standard etc or equivalent acceptable international standards or certification. Based on the requisite testing to be conducted at their labs, vendors will certify their own equipments as required under this clause. IT related elements in the telecom networks of the concerned OEMs, which are already ISO 15408 certified will be accepted as certified. Vendor will submit arelevant self certificate based on test reports in this regards.

4.
Security Requirements: 

The Vendor shall comply with following security policies:

4.1 
General

4.1.1 
The Vendor shall be Authorised to access only TSP Systems and Information in accordance with the provisions of this Agreement and only during the Term of this

Agreement.

4.1.2 
The Vendor shall identify to the TSP, details of Vendor Security Contact at the Commencement Date who will act as a single point of contact for TSP, such as a senior manager or CIO responsible for security, for any security issues. This responsibility shall be detailed within his/her job description. Notwithstanding anything to the contrary, the Vendor shall at all times be responsible to the TSP for any security related issues.  It is clarified that the Vendor Security Contact shall be a security cleared Indian national. The security clearance for the Vendor Security Contact will be applied , within one month of date of submission of necessary document by the vendor to TSP.

4.1.3 
As part of the Authorisation process, details of Vendor’s Contract Personnel that need Access will be requested by TSP. The Vendor Security Contact shall at all times ensure that only Contract Personnel who have a need to Access in order to fulfill the purpose of this Agreement are Authorised. This Authorization and any changes in the Contract Personnel would be notified by the Vendor for the information and for the approval (wherever applicable) of the TSP.

4.1.4 
Pursuant to Clause 4.1.3 above, the Vendor acknowledges that only the Contract

Personnel having requisite training are Authorized to access the TSP System.

4.1.5 
The Vendor shall have a well defined Information Security policy compliant with 

ISO/IEC 27001:2005 or have equivalent standards and in line with the TSP’s information security policies and requirements.

4.1.6 
The Vendor shall ensure that they have information security organization in place to implement the provisions of TSP’s information security policies. The Information Security responsibilities of all Vendor employees working for TSP shall be defined and communicated.

4.1.7 
The Vendor shall establish and maintain contacts with special interest groups to ensure that the understanding of the information security environment is current, including updates on security advisories, vulnerabilities and patches and ensure that the same is implemented.

4.1.8 
The Vendor shall conduct a Risk Analysis and ensure that all risks due to it own and subcontractors’ operations with TSP are identified, measured and mitigated as per the TSPs requirements. The Risk Assessment report is required to be shared with the Chief Security officer/CISO of TSP.

4.2 
Physical Security

4.2.1 
All Contract Personnel including sub contractors and their employees, agents and their employees of the Vendor working on TSP premises shall be in possession of a TSP Identification or Electronic Access Control (“TSP ID/EAC”) card. This card is to be used as a means of identity verification on TSP premises at all times and as such the photographic image displayed on the TSP ID/EAC card must be clear and be a true likeness of the Contract Personnel. If the TSP has any advanced identity verification systems the same would also apply. TSP and Vendor will mutually agree to re- define such verification measures from time to time
4.2.2 
All Contract Personnel including sub contractors and their employees, agents and their employees of the Vendor accessing premises (sites, buildings or internal areas) , where TSP Information is stored or processed, shall be in possession of an Identification or Electronic Access Control (“ID/EAC”) card. This card is to be used as a means of identity verification on these premises at all times and as such the photographic image displayed on the ID/EAC card must be clear and be a true likeness of the Contract Personnel or the Subcontractor or the Vendor’s employees, subcontractors and agents. If the TSP has any advanced identity verification systems the same would also apply. TSP may re-define such verification measures from time to time

4.2.3 
The Vendor shall not (and, where relevant, shall procure that any Contract Personnel shall not) without the prior written Authorisation of the TSP Security Contact connect any equipment, device or software to any TSP System and where it is not intended to be connected at a point in the TSP system.

4.2.4 
The Vendor shall be able to demonstrate that it has procedures to deal with security threats directed against TSP or against a Vendor working on behalf of TSP whilst safeguarding TSP Information.

4.2.5 
The Vendor and/or its Contract Personnel shall not access TSP’s electronic systems without first obtaining the written consent of the TSP Security Contact.

4.2.6 
The Vendor’s Access to sites, buildings or internal areas where TSP Information is stored or processed, shall be as Authorised and the Vendor and all its Authorised personnel shall adhere to robust processes and procedures to ensure compliance.

4.2.7 
The Vendor shall not conduct recording, photography or videography at TSP premises  that captures any TSP Information , without prior authorization from the TSP Security Contact. 

4.2.8  If already available at the TSP Premises, CCTV security systems and their associated recording medium shall be used by the TSP/Vendor  either in response to security incidents, as a security surveillance tool, as a deterrent or as an aid to the possible apprehension of individuals caught in the act of committing a crime. As such, these systems shall be Authorised by appropriate TSP Security Contact when used by Vendor.,  

4.2.9 The Vendor shall maintain a controlled record of all assigned TSP physical assets  and assigned TSP Items to them.

4.2.10The local area  surrounding the Vendor’s facilities at TSPs premises over which Vendor has authorized control shall  be physically inspected for security risks and threats by the Vendor in case of any abnormal activity / incident found / observed shall report the same to TSP. 

.

4.2.11
The Vendor shall disable the Access immediately if any Contract Personnel is no longer require Access or has changed roles for any reason whatsoever or whose integrity is suspected or considered doubtful or as may be notified by TSP in accordance with clause 4.3.1.

4.3 
Logical Security

4.3.1 
The Vendor shall notify TSP immediately if any Contract Personnel no longer requires Access or changes role for any reason whatsoever thus enabling TSP to disable or modify the Access rights.

4.3.2 
The Parties shall, implement agreed security measures across all supplied components and materials including software & data to ensure safeguard and confidentiality, availability and integrity of TSP Systems and TSP Information , Parties shall prepare documentation in relation to the implementation of logical security and shall ensure that it has such security as:

(a) prevents unauthorised individuals e.g. hackers from gaining Access to TSP Systems; and

(b) reduces the risk of misuse of TSP Systems or TSP information, which could potentially cause loss of revenue or service (and its Quality) or reputation, breach of security by those individuals who are Authorised to Access it; and

(c)
detects any security breaches that do occur enabling quick rectification of any problems that result and identification of the individuals who obtained Access and determination of how they obtained it.

4.4 
Information Security

4.4.1 
The Vendor shall not use TSP Information for any purpose other than for the purposes for which they were provided to the Vendor by TSP and only to the extent necessary to enable the Vendor to perform as per this Agreement.

4.4.2   The Vendor shall ensure that all information security requirements in this Agreement are communicated including in writing to all Contract Personnel in relation to their role.

4.4.3 
The Vendor shall ensure procedures and controls are in place to protect the exchange of information through the use of emails, voice, facsimile and video communications facilities.

4.5 
Contract Personnel Security

4.5.1 
The Vendor shall ensure that the TSP Information provided under this Agreement is used only to the extent necessary to enable the Vendor to perform its obligations as per the terms of this Agreement. All Contract Personnel shall sign a confidentiality agreement either as part of their initial terms and conditions of employment or when they start working in TSP buildings or on TSP Systems and TSP Information. These confidentiality agreements shall be retained by the Vendor and shall be made accessible to TSP, if required.

4.5.2 
The Vendor shall deal with breaches of security policies and procedures, including interfering with or otherwise compromising security measures, through a formal disciplinary process.

4.5.3  The Vendor shall provide a 'whistleblower' facility, available to all staff, with all TSP related issues reported back to the TSP Security Contact to the extent permissible by the law in a location in India where the Vendor is providing the services. . For the avoidance of doubt, this facility shall be used by the Contract Personnel if TSP’s employee, agent or contractor instructs Contract Personnel to act in an inconsistent manner in violation of the Agreement.

4.5.4 
The Vendor shall ensure that in respect to any Contract Personnel assigned to this Agreement, it shall carry out recruitment checks in accordance with its policies. 

4.5.5 
The Vendor shall ensure that all Contract Personnel maintain a clear-desk and a clearscreen policy to protect TSP Information, as per internal policy.

4.5.6 
The Vendor shall ensure that an auditable process is developed for the ongoing control and management of Contract Personnel access profiles.

4.5.7 
The Vendor shall, and shall procure that if a Contract Personnel’s job or role has been changed or terminated, such Contract Personnel shall securely destroy any TSP Information received in a recorded form from TSP (or has recorded received TSP Information) in accordance with its internal policy.  Vendor may retain one copy of such information for archival policy provided it does so in a secure manner..

 4.5.8 The vendor may perform the above activities as per its internal policy, which shall be shared with BSNL from time to time.

4.6
Additional Security Policies

4.6.1
The Vendor shall have documented operating procedures to discharge the security

requirements detailed within this Agreement and provide TSP with access to such documentation in accordance with “Access to Vendor systems” as stipulated in this Agreement.

4.6.2   The  Vendor  shall  implement  a  controlled  exit  procedure in  respect  of  the individual Contract Personnel to ensure the return of any TSP assets or TSP Items or TSP Information in the possession of the individual when any of the Contract Personnel who have Access, leave the employment of the Vendor or are no longer engaged for the purpose of this Agreement. Such controlled exit procedure shall include a written communication by the Vendor Security Contact to TSP Security Contact of this removal.

4.6.3   The  Vendor  shall  inform  the  TSP  Security  Contact  immediately  upon   its becoming aware of any actual or suspected unauthorised Access or misuse of TSP Systems or TSP Information or breach of any of the Vendor's obligations under this Agreement.

4.6.4  The Vendor shall maintain integrity of the software build including upgrades, operating systems and  applications  from  factory  to  desk.  The Vendor shall demonstrate that the software build (both proprietary and off-the-shelf) delivered to TSP is the same as the software build agreed with TSP. The software as provided by Vendor should not have any known viruses or malware which could hamper security including any unauthorized leakage of TSP Information including Sensitive Information. 

4.6.5   Any change of location by the Contract Personnel or Vendors support centers shall be notified to TSP.

4.6.6
Where Vendor uses subcontractors,,  TSP  may  require  that  the  associated  security  risks  are   clearly identified and assessed by TSP Group Security or the appropriate TSP  line of business security team. This will ensure that any unacceptable security risks are identified and addressed. This in anyway shall not reduce the Vendor from being responsible to TSP for its obligations to be performed under this Agreement relating to security.

4.6.7
Where Vendor uses subcontractors,  formal  contracts containing all necessary security requirements shall be put in place between the Vendor and its subcontractor before the Subcontractor or its personnel can access TSP Systems and TSP Information or occupy space in TSP’s buildings or space in the Vendor’s building that is used to access, hold or process TSP Information.

4.6.8
TSP may update from time to time, security related policies, guidelines, standards and requirements. TSP will incorporate such updates by reference which shall be notified in writing by TSP to the Vendor promptly. If the Vendor has an issue with such updates, the Vendor shall promptly detail its concerns to TSP in writing.  

4.6.9
The Vendor  shall record and maintain detailed  information of all Contract Personnel who are authorised to Access TSP Systems or TSP Information.

.

5. 
Access to TSP Systems

5.1 
Subject to the provisions of this Agreement, the TSP allows (so far as it can and is able to do so) the Vendor, to have Access solely for the purpose as contemplated herein during the Term of this Agreement.

5.2 
In relation to Access, the Vendor shall (and, where relevant, shall procure that all

Contract Personnel shall):

a) 
ensure each individual Contract Personnel has a unique user identification and password known only to such user for his/her sole use.

b) 
ensure Contract Personnel never share user identification, passwords or security tokens.

c)
promptly provide to TSPsuch agreed reports as TSP shall fromtime totime require  concerning  the  Vendor’s  use  and security  of  Access  and  any related mattersto Access.

d)
ensure onward bridging or linking to TSP Systems is prevented unless authorised by TSP.

e)
use all reasonable endeavors to ensure no viruses or malicious code like malware, spyware, key logger, bots (as the expressions are generally understood in the computing industry) are introduced, and that there is no corruption or modification or compromisation of TSP Systems or TSP Information, while meeting out the obligations under the Contract. 

f)
use  reasonable  endeavours  to  ensure  that  personal  files which contain information, data or media with no relevance to the purpose, are not stored on TSP building servers or TSP centralised storage facilities or TSP Systems.
5.3 
If TSP has provided the Vendor with Access to the Internet/Intranet, the Vendor shall, and shall ensure that the Contract Personnel, access the Internet/Intranet appropriately. It is the Vendor’s responsibility to ensure that practical guidance on internet and email abuse (as amended) is communicated to the Contract Personnel from time to time.

5.4 
The Vendor shall ensure that all Contract Personnel, subject to the Clauses headed

“Regulatory Matters” and “Confidentiality” comply with classifying and handling of Information.

5.5 
Any security software procured by the Vendor shall be used by the Vendor without modification, unless there is an essential need to do so, in which case appropriate controls shall be applied and the agreement of TSP Group Security sought.

6.
Access to Vendor Systems

6.1 
If Contract Personnel is granted Access to Vendor Systems having bearing on TSP data, information or network, the Vendor shall:

a) 
ensure each individual has a unique user identification and password known only to such individual for his/her sole use.

b) 
promptly provide to TSP such reports as TSP shall from time to time require, concerning the Vendor’s use and security of access to Vendor Systems.

c) 
allow Access only to the minimum extent required to enable the Contract Personnel perform their duties.

d) 
allow Access using a secure login process.

e) 
establish and implement formal procedures to control the allocation and de-allocation of Access rights.

f) 
ensure that the allocation and use of enhanced privileges and access to sensitive tools and facilities in Vendor Systems are controlled and limited to only those users who have a business need.

g) 
ensure that the allocation of user passwords to Vendor Systems that hold or access TSP Information is controlled through a formal auditable management process.

h) 
provide processes to demonstrate that remote and home working activities are only permitted where Authorised by TSP and subject to appropriate security controls within the Vendor’s organisation including but not limited to remote Access by users being subject to strong authentication.

i) 
demonstrate that users follow security best practice in the management of their passwords.

j) 
implement a password management system which provides a secure and effective interactive facility that ensures quality passwords.

k) 
ensure that user sessions are terminated after a defined period of inactivity.

l) 
ensure that audit logs are generated to record user activity and security-relevant events and securely managed and retained with nil ability on the part of the Vendor to allow any un-authorised access or amendment to the audit logs. Such audit logs must be maintained for future reference for a period of at least one year.

m) 
ensure that monitoring of audit and event logs and analysis reports for anomalous behaviour and/or attempted unauthorised access are performed by Vendor’s staff independent of those users being monitored.

n) 
make available audit logs where required by TSP for review.

o) 
ensure all systems holding, processing or accessing TSP Information shall be hardened as per industry  standards.

p) 
ensure that to the extent possible, development, test and live environments are segregated from each other and the other work areas in Vendor buildings.

q) 
implement controls to detect and protect against malicious software and ensure that appropriate user awareness procedures are implemented.

r) 
ensure that Vendor has in relation to all Vendor Systems formal security incident management procedures with defined responsibilities.

s) 
ensure that any unauthorised software is identified and removed from Vendor Systems holding, processing or accessing TSP Information.

t) 
ensure that Access to diagnostic and management ports as well as diagnostic tools are securely controlled to TSP’s reasonable satisfaction.

u) 
ensure that Access to Vendor’s audit tools shall be restricted to Relevant Contract Personnel and their use is monitored.

v) 
Ensure that data gathered after running audit tool is properly protected.

w) 
perform enhanced  independent  code   reviews  (including   penetration testing) onallVendorSystems, as a part of the Vendor’s security development lifecycle (SDL).

6.2 
The devices  which  use proprietary encryptiontechnique should not be used for holding TSP information.

6.3 
To the extent the servers are used to fulfill the purpose of this Agreement, Vendor’s servers shall not be deployed on un-trusted networks without appropriate security controls.

6.4 
Changes to individual Vendor Systems shall be controlled and subject to formal change control procedures. All documentation relating to Vendor Systems shall be protected from unauthorized Access or amendment.

6.5 
Security procedures and controls shall be used to secure equipment holding, accessing or processing TSP Information in Vendor Systems.

7. 
Conditions for Equipment Vendors

7.1 
Conformance to Security Standards and Policies

The Vendor shall ensure and certify that the supplied equipment has been subjected to penetration testing and all addressable vulnerabilities have been mitigated and the equipment is ‘Safe to Connect’ in the Telecom Network as per the latest standards and recommendations on the subject from ITU/ISO/IETF/IEC etc. It will also include that the equipment confirms to the security policies of the TSP with respect to network elements. This applies to all telecom network elements and IT equipment used in the network.

The Vendor shall also ensure that the equipment supplied has all the contemporary

security related features, facilities, hardware, software etc for the purpose of Interception, Monitoring, Analysis etc for use by the law enforcement agencies and provide complete information to enable these features and facilities before the supply of the equipment or the procedure of enabling these, if these are to be enabled after the commissioning of the network. The Vendor shall also submit a test report on these features and facilities and also a certificate that all contemporary features and facilities of this category exist in the equipment supplied.

Vendors will be allowed to certify their own equipments based on the testing at the labs which are capable of such testings. IT related elements in the telecom networks which are already ISO 15408 certified will be accepted as certified. Vendor can submit a relevant Self certificate based on test reports in this regard. 

7.2
Equipments ConfigurationGuide
Two sets of equipment configuration guide should be supplied which detail the configuration required to meet the policies and standards at least in respect of following:

Network Element security policies:

- Generic OS

- Technical Standard for Switches and Routers

- Management Standard for Switches and Routers

7.3
Reports
Areport onthe susceptibility to the attacks on mobile networks shall be provided by the Vendor to the TSP in the following manner:

(a)
Next Generation Network Equipmentsare susceptible to several attacks. The Vendor must submit a report categorically stating that the attacks to which the equipment and the network is susceptible, the degree of risk of each type of attack and mitigation technique to deal with these attacks.. TheVendorwillensurethatwhatevermitigationwaspossibleasperthecurrentavailabletechnologies,techniques,configurationhavealreadybeenusedandadoptedbythembeforethe supplyofthe equipment. 

7.4
Security fromMalware
There are no known cases of malware disrupting telecom services, yet. However, malware can cause information leaks and can result in the leak of private user information. However, some viruses, worms and Trojans can infect devices and spread malware via text messages or Bluetooth connectivity. This network-based service will also block Denial of Service attacks and restrict network traffic based on source, destination, IP ports and applications. It will also allow enterprise IT managers to lock and/or delete data on lost or stolen  devices. The connectivity could  affect  platforms  if  adequate  firewalls,  IDPs  are  not  strong.  Therefore Vendors would provide adequate firewall and IDPs with the supply of equipment.

7.5
CryptographyRelatedSecurityIssues:
Vendors will take suitable measures to deal with cryptography related vulnerabilities and submit a report of the measures along with a relevant certificate(s)that they have taken adequate measures to deal with these vulnerabilities.

i.
AttacksonCOMP-128algorithm 

ii.
Compromisedcipherkey

iii.
KeyrecoveryallowingSIMcloning

iv.
Hijackingoutgoingcallsinnetworkswithencryptiondisabled 

v.
Hijackingoutgoingcallsinnetworkswithencryptionenabled 

vi.
Hijackingincomingcallsinnetworkswithencryptiondisabled 

vii.
Hijackingincomingcallsinnetworkswithencryptionenabled 

viii.
Suppressingencryptionbetweenthe target userandthe intruder

ix.
Suppressingencryptionbetweentarget user andthe true network
7.6
DataFlowAttacks
Many sophisticated attacks disguise themselves in data flows across sessions and ports—the more traffic there is, the harder it is to identify the threats.  Vendors may ensure that they are aware of this and submit compliance on the same.

7.7
Additional Interfaces
Many of the problems in the data intensive infrastructure may come to increased number of interfaces additionally for data than those were present for voice only PSTN, hence, the Vendors must give special attention to  interfaces and  their  related  vulnerability.  Such  Vendors  may  ensure  that  they  provide additional notes that they have taken care of the same and the test mechanism and methodology adopted by them with adequate evidence. 
7.8
Security against Remote Access

The Vendor shall submit a written undertaking to the TSP clearly identifying all possible means of remote control/ remote access/remote command and control in the supplied equipment as well as suitable mitigation means to close such access mechanisms.

7.9
Software and Hardware Design Surety :Vendor may choose one of the following Options for Software and Hardware Design Surety

7.9.1 Option 1:

(a)
The Vendor shall at TSP’s request enter into an escrow deposit arrangement in respect of all Information and documentation in relation to Supplies in respect of Hardware, executable Software/source code/gold build etc, High Level  Designs (HLD), Detail Design Documents (DDD), listings and programmer’s notes) (“theEscrow Information”) as  would  enable  TSP  to  complete  any  outstanding obligations of the Vendor under this Agreement, including,  without  limitation, obligations that would have existed (including the requirement to fulfill any orders that TSP would have otherwise placed under this Agreement) had this Agreement not been terminated by TSP before the expiry of its Term.

(b)
Without affecting any other rights it may have, TSP shall have the right, free of charge, to use the Escrow Information, after its release, in order to use or maintain (including to upgrade) the software, to modify or have modified the software, and to authorize such modified software to or have it maintained by third parties, in case Vendor refuses to do so as per the Agreement.

(c)
The Vendor shall ensure that the Escrow Information deposited in accordance with Clause 7.11 (a)  is and will be maintained as sufficient to allow a reasonably skilled programmer or analyst to maintain, modify and correct the hardware and software without the help of any other person or reference, and the Vendor further undertakes to keep the Escrow Information fully upto-date throughout the Term.

(d)
On the occurrence of any event permitting the release of the Escrow Information, the Vendor shall immediately provide, at its cost and expense, to TSP for a reasonable period, such advice, support assistance, data, information, access  to Vendor's personnel or any key personnel of legal owner of the [Hardware and/or] Software for the purpose of understanding, maintaining (including  upgrading), modifying and correcting any of the Hardware and/or Software. The softwares and codes written only in English language shall be acceptable. The  code/softwares shall be proven to be operational and correct version and to be  certified that it does not have self-destructing programmes. This may be  ensured by using the same at least once for loading the system initially before being deposited.

7.9.2Alternative to option 1 is Option 2 as below::

(i)
Gold software copy or  the Executable copy of the software at the discretion of vendor. 

(ii)
Dumb hardware can be loaded with software by the TSP or under the supervision of TSP from Gold software copy or from the executable copy after checking that hardware is free from any software and ensuring that there are no harmful malware into the hardware. Alternatively, vendors will submit a certificate to BSNL that the supplied hardware is free from harmful malware based on the above test. 

(iii )
Upgradation of software for a period of as agreed in the Contract .

(iv)
Design of network (network diagram of Vendor Implemented equipment under the Contract) in digital form and/ or in hard copy 

7.10
Penalty
In the event that the Vendor is unable to comply with its obligations under this Agreement, as a result of which the Licensor imposes any sanction on the TSP, which results in any financial and other liabilities on the TSP, the Vendor shall be liable to make good such loss. In addition to the above, in case of any inadequate measures, act of intentional omissions, deliberate vulnerability left into the equipment or in case of deliberate attempt for a security breach by the Vendor, the Licensor may at its discretion blacklist the Vendor from entering into any supply deals with any Indian telecom operators. The TSP shall give the vendor the opportunity  to defend any claim prior to imposing any penalty or blacklisting the vendor on account of security breach being attributable to it.
7.11
Inspection
The Vendor must allow the TSP , Licensor/DoT and/or its designated agencies to inspect the hardware, software, design, development, manufacturing facility and supply chain and subject all software to a security/threat check at the  time of procurement of equipment and upto two more times every year until the supplies under the Contract have been completed, at the sole discretion of the TSP. . All the documents should be in English and handed over to the visiting team of the TSP at least 4 weeks ahead of the visit.

7.12
LanguageofSupplies
All the software codes, firmware, operating system, hardware details should be in Englishonly.

8.
Data Protection

8.1 
The Parties acknowledge that, in respect of all personal data and processed by the Vendor for the purpose of the provision of supplies under the  Contract, TSP alone as data controller shall determine the purposes for which and the manner in which such personal data will be processed by the Vendor.

8.2 
Other than at TSP's request, or where required by law to provide the supplies, the Vendor shall not disclose or allow access to any Personal Data other than, subject to Clause 8.4(f) to a person placed by the Vendor under the same obligations as contained in this clause who is employed or engaged by the Vendor or within the control of the Vendor in the performance of the Agreement.

8.3 
The Vendor shall not use personal data for any purpose other than the provision of the supplies and shall return any personal data to TSP immediately upon request at any time providing such return does not prevent the Vendor from fulfilling its obligations under this Agreement. The Vendor shall retain personal data no longer than is necessary for the provision of the supplies, in accordance with the relevant Applicable Law and such instructions as TSP may provide from time to time. Upon expiry or termination of this Agreement for whatever reason, the Vendor shall immediately return to TSP all personal data and certify that no copies have been made or retained by the Vendor or any third party acting on its behalf.

8.4 
The Vendor shall:

(a) 
process personal data only on the instructions of TSP and to the extent necessary for the performance of this Agreement; 

(b) 
not modify, amend or alter the contents of the personal data except as required or permitted by this Agreement or with TSP’s prior written consent; 

(c) 
implement the appropriate technical and organisational measures to protect personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, and against all other unlawful forms of processing, which measures are set out in more detail in Clause 4  and provide to TSP with a written description of the measures taken when requested by TSP; 

(d) 
comply with all relevant provisions of any TSP codes of practice notified to the Vendor from time to time and the Applicable Law ; 

(e) 
keep all personal data secure and confidential, act only on TSP's instructions with respect to it, and comply with such further reasonable requirements from time to time of TSP for the security of it; 

(f) 
ensure that, of the Vendor’s staff, only those of the Contract Personnel who need to have access to the personal data are granted access to the personal data only for the purposes of the performance of this Agreement and the Contract Personnel are informed of the confidential nature of the personal data and comply with the obligations set out in this Clause 8; 

(g) 
notify TSP forthwith, and in any event, no later than 12 hours from the time it comes to the Vendor’s attention, that personal data transferred by TSP to the Vendor has been the subject of accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, or any other unlawful forms of processing; and

(h) 
notify TSP in the event that it receives a request or notice from any person subject to having access to that person’s personal data held by it and will provide TSP with full co-operation and assistance in relation to any complaint or request including providing TSP with any relevant personal data it holds within the timescales provided by the request or notice or as otherwise required by TSP.

8.5 
In respect of transfer of personal data the following conditions shall apply:

(a) 
obtain TSP’s prior written consent before transferring personal data to any Subcontractors in connection with the provision of the supplies;

(b) 
prior to any transfer of personal data, enter into or procure that any Subcontractor delivering the supplies will enter into contracts for the transfer of personal data. In respect of personal data transferred by TSP to the Vendor or acquired by the Vendor from TSP’s systems to a country outside of India shall be on the basis of Applicable Laws , or such other data protection model contract terms as may be agreed between the Parties from time to time, except where the relevant Applicable Laws provides for a derogation from this requirement. 

8.6 
Any breach of this Clause 8 by the Vendor shall be deemed to be a material breach of the Agreement and the Vendor shall indemnify TSP from the against any costs, losses, damages, proceedings, claims, expenses or demands incurred or suffered by TSP which arise as a result of such breach.

8.7 
The Vendor shall, upon TSP giving reasonable notice, allow TSP or its nominatedrepresentatives such access to its premises, Information and records and those of its agents subsidiaries and sub contractors, as may be reasonably required by TSP from time to time to assess the Vendor’s and/or Contract Personnel’s compliance with this Clause 8.

9. 
Regulatory Matters

9.1 
The Vendor shall

(a) 
comply  with  all  regulatory  matters  under  Applicable  Laws  including, without limitation, any actions that TSP may require in connection with any regulatory matter, that are notified to the Vendor Regulatory Contact from time to time by the TSP Regulatory Contact in so far as they relate to the performance by the Vendor under the Agreement.

(b)
within  14  days  of  the  Commencement  Date,  ensure  that  the  Vendor Regulatory Contact contacts the TSP Regulatory Contact to establish the nature  and  extent  of  communication  between  them,  to  assist  them  in meeting  all  regulatory  requirement relevant to the Contract, as  set  by  the  Licensor   or  any Governmental Authority or any other person nominated by Licensor

(c)
ensure that the Vendor and its Contract Personnel have undergone the proper and adequate training for the purpose of performing its obligations under this Agreement and promptly provide such information to TSP as shall be necessary for TSP to respond fully and to the timescale required to any request or requirement for information from any Governmental Authority , to the extent that such information relates to the performance of the obligations by the  Vendor under the Agreement. 

10.
 Confidentiality

10.1 
In this Clause, “TSPInformation” which TSP from time to time identifies to the Vendor as being commercially confidential, or is by its nature commercially confidential or defined by TSP as confidential, or confidential as per the Applicable Law. The term “Information” shall mean and include all or any communication(s), Information(s) or data disclosed, whether written, visual or oral and other material supplied to or obtained by the Party (“Recipient”) from the other Party (“Disclosing Party”) during the course of the Agreement.
10.2 
Except with TSP's consent, the Vendor shall not disclose TSP Information to any TSP employee, not authorized to receive such information 

10.3 
Subject to the Clause 11, either Party receiving Information from the other shall not without the other’s prior written consent use such Information except for Contract purposes or disclose such Information to any person other than TSP's employees, agents and contractors or Contract Personnel who have a need to know and who are bound by equivalent obligations of confidentiality. Any breach of such obligations by Contract Personnel or TSP's employees, agents or contractors (as the case may be) shall be deemed to be a breach by the Vendor or TSP respectively.

10.4 
Clause 10.2 and Clause 10.3 shall not apply to Information that is:

(a) 
published except by a breach of the Contract; or

(b) 
lawfully known to the Recipient at the time of disclosure and is not subject to any obligations of confidentiality; or

(c) 
lawfully disclosed to the Recipient by a Vendor without any obligations of confidentiality; or

(d) 
replicated by development independently carried out by or for the Recipient by an employee or other person without access to or knowledge of the Information.

10.5 
The Vendor shall not publicize this Agreement without TSP’s prior written consent and shall ensure that any subcontractor is bound by similar confidentiality terms to those in this clause.

10.6 
Either Party that has during the course of this Agreement received Information in a

recorded form from the other (or has recorded received Information) shall return or

destroy in a complete irrecoverable mode (at the option of the disclosing party) such

records upon:

(a) 
expiry or termination of this Agreement; or

(b) 
upon earlier request unless such records are part of the supplies.

10.7 
This clause shall survive termination / expiry of this Agreement.

10.8
The obligations of confidentiality shall also be governed by the Non-Disclosure Agreement dated [●] (“NDA”), entered into between the TSP and the Vendor. In the event of any conflict between this Clause 10 and the NDA, the provisions of the NDA shall be applicable. 
11. 
Intellectual Property

11.1
Each Party will retain its right, title and interest in its respective trademarks, service marks and trade names as well as rights in respect of any patent, copyright, trade secrets  or  other  intellectual  property  used  during  the  performance  of  this Agreement. Both Parties recognise that except as otherwise expressly  provided herein or agreed between the Parties, they shall have no right, title,  interest or claim over the others’ intellectual property.

11.2
The Vendor agrees that it shall defend, at its own expense, all proceedings, suits and claims against and/or affecting the TSP or any of their officers, directors or employees (“Indemnitees”) with respect to infringement, breach or violation of any patent, trademark, copyright, trade secret, mark or other intellectual property rights of any third party in the course of performance of its obligations under this Agreement. The Vendor agrees that it shall indemnify the  Indemnitees for all sums, costs, expenses and liabilities including, without limitation, all reasonable attorneys’ fees and other costs, incurred by Indemnitees in connection with  or otherwise arising out of any such proceeding, suit or claim. 

If in any such suit so defended, all or any part of the equipment or any component thereof or the use thereof is held to constitute an infringement or violation of third party intellectual property rights and its use is enjoined, or if in respect of any claim of infringement or violation the Vendor deems it advisable to do so, the Vendor shall at its sole cost and expense take one or more of the following actions: (a) procure the right to continue the use of the same without interruption for the TSP; or (b) replace the same with non-infringing Equipment that meets the technical specifications stipulated under the Contract; or (c) modify the said equipment or any component thereof so as to be non-infringing; provided, that (i) the equipment or any component thereof as modified complies with all of the technical specifications as stipulated under the Contract; and (ii) Vendor shall fully indemnify the TSP for any costs associated with any such action.

12. 
Security Review-The Vendor shall:
(a) 
give to (or procure the giving to) TSP (or any person authorised by TSP) such

access at all reasonable times to the Vendor’s and any Subcontractor’s records and

premises related to this Agreement as TSP may require from time to time to assess

the Vendor’s compliance of these policies in this Agreement; 

(b) 
such assessments may include assessments of all elements of physical and logical

audits, penetration testing of the Vendor’s Systems. The Vendor shall facilitate this

assessment by permitting TSP to collect, retain and analyse information to identify

potential security risks including trace files, statistics, network addresses and the

actual information or screens accessed or transferred; and

(c) 
provide such reports to TSP and attend such meetings as may be reasonably

required by TSP.

13.
Network Audit, Test and Certification:

The process of networks audit and certification should be performed by the test and certification agencies to include following activities:

(a)        Network forensics to identify existing unwanted running processes\ malwares\

backdoors etc. on all networks' elements. The operation includes sniffing of live

traffic to identify unwanted redirection and interception of traffic.

(b) 
Network Hardening to map all networks elements and to calibrate them to

optimized secured state.

(c)  
Network penetration test to assure system durability against any kind of attack.

(d)  
Risk assessment to understand what actions should be taken to minimize future

damage to carrier and what risks are inevitable.

(e)  
Actions to fix found problems by setting systems to default or acquiring relevant IT security technologies to prevent such problems from reoccurring.


An available list of Test and Certification Agencies (Third Parties) in various countries who may take up the regular Technical Audit of Networks and Security Certification is given at Appendix I. The TSP may engage the services of any other Network Audit andSecurity Certification agency also

14 
Investigation:

14.1 
If TSP believes that there has been a breach by the Vendor of the provisions of this

Agreement, TSP will inform the Vendor Security Contact. The Vendor shall cooperate with TSP fully in any ensuing investigation. The Vendor shall provide list of users who have had access to TSP Systems and TSP Information to TSP and/or any law enforcement agency. TSP shall have access to the Vendor Systems and TSP Information in the Vendor’s premises generally with prior notice but include the right to make unannounced visits.

14.2 
The Vendor shall report to TSP Security Contact promptly of any potential misuse of TSP Information or improper or unauthorised access to TSP Systems and TSP Information.Upon request, the Vendor shall promptly provide to TSP a written report with details of the potential misuse of TSP Information or improper or unauthorised access to TSP Systems and TSP Information, a remedial plan and a timetable for achievement of the planned improvements and steps to be taken to avoid the repeat of the potential misuse of TSP Information or improper or unauthorised access to TSP Systems and TSP Information. 

14.3 
If any audit or investigation reveals that there is a potential risk to the confidentiality, integrity or availability of TSP Information in the Vendor’s processes or Vendor Systems, Vendor shall promptly correct any security risk in the Vendor’s processes or Vendor Systems promptly.

14.4 
During investigation, the Vendor shall co-operate with TSP, providing reasonable access, accommodation, facilities and assistance to all Vendor Systems as reasonably necessary to investigate the breach of the provisions of this Agreement including permitting interview of any sales, engineering or other operational personnel of Vendor. TSP shall, or at TSP’s request shall instruct the Vendor to, confiscate for evaluation any tangible or intangible asset suspected to have been used for information/ security breach or provide lead to investigation belonging to the Vendor or its subcontractor to aid the investigation.

15. 
Limitation ofLiability

The aggregate liability of the Vendor to the TSP in respect of any breach of obligations under this Agreement shall not exceed the sum of Rs. 50,00,00,000 (Rupees Fifty Crores only) per breach, provided that such limitation shall not apply to claims arising pursuant to Clauses 10 and Clause 11.2 or pursuant to any other Clause where such limitation is expressly excluded.
16.
Term and Termination

16.1
This Agreement shall be effective from the Commencement Date .Notwithstanding anything contained herein or in the Contract, this Agreement shall survive till any equipment is working, which is supplied and served by the Vendor under this Contract or for a period of ten years after signing of this Agreement whichever is later (“EndDate”).

16.2
This Agreement may also be terminated in the event it is so determined by the Licensor or under Applicable Laws. 

16.3
The termination of this Agreement shall be without prejudice to the rights and obligations of the parties which have accrued up to the date of termination.

17.
Indemnity 

17.1
The Vendor shall indemnify and hold harmless the TSP and its employees, agents, shareholders, directors, representatives, against any claims or penalty or consequence arising out of breach of the security related terms of the license granted by the Licensor as a result of breach or non-compliance by the Vendor with its obligations in this Agreement. 

17.2
It is clarified that any expenditure incurred by the TSP for complying with security related provisions as prescribed under Applicable Law shall be borne by the Vendor. In the event there is a breach of the security related provisions as prescribed under Applicable Laws, any penalty imposed by the DoT on the TSP shall be paid by the Vendor to the TSP. Further, any testing of Vendor’s equipment including requirement of testing equipment shall be met by Vendor at his own cost.

18.
 Governing Law 
This Agreement shall be governed by laws of India and the  Parties agree to the exclusive jurisdiction of the Indian courts where the registered office of the TSP is situated.
19.
Arbitration

19.1
In the event of any question, dispute or difference arising under this Agreement or in connection there-with, the same shall be referred to the sole arbitration of the CMD,BSNL or in case his designation is changed or his office is abolished, then in such cases to the sole arbitration of the officer for the time being entrusted (whether in addition to his own duties or otherwise) with the functions of the CMD, BSNL or by whatever designation such an officer may be called (hereinafter referred to as the said officer), and if the  CMD, BSNL or the said officer is unable or unwilling to act as such, then to the sole arbitration of some other person appointed by the CMD, BSNL or the said officer. The agreement to appoint an arbitrator will be in accordance with the Arbitration and Conciliation Act 1996. There will be no objection to any such appointment on the ground that the arbitrator is a government servant or that he has to deal with the matter to which the agreement relates or that in the course of his duties as  a government servant he has expressed his views on all or any of the matters in dispute. The award of the arbitrator shall be final and binding on both the parties to the agreement. In the event of such an arbitrator to whom the matter is originally referred, being transferred or vacating his office or being unable to act for any reason whatsoever, the CMD, BSNL or the said officer shall appoint another person to act as an arbitrator in accordance with terms of the agreement and the person so appointed shall be entitled to proceed from the stage at which it was left out by his predecessors.

19.2
The arbitrator may from time to time with the consent of both the Parties enlarge the time frame for making and publishing the award. Subject to the aforesaid,  Arbitration and Conciliation Act, 1996 and the rules made there under, any modification thereof for the time being in force shall be deemed  to apply to the arbitration proceeding under this clause.

19.3
The venue of the arbitration proceeding shall be the office of the CMD BSNL), BSNL Corporate Office, New Delhi or such other places as the arbitrator may decide.

20 
Notices

20.1
Any notice, documents, information, direction and any other communications required or permitted to be (or such other addresses as specified in writing by the respective Party from time to time) hereunder shall be sent in writing and sent by registered post, courier and or by facsimile transmission or delivered personally by hand or sent by email addressed to the other Party to the relevant addresses set out below at the following addresses:  

If to the TSP:


Bharat Sanchar Nigam Limited


2nd Floor, Bharat Sanchar Bhavan


HC Mathur Lane

New Delhi 110001


Attention: [●]


Fax:          [●]


Email:
     [●]

If to the Vendor: 

[Name]

[Address}

Attention: [●]


Fax:          [●]


Email:
     [●]

20.2
Any such notices and other documents shall:

(a)
if delivered by hand, be deemed to have been given and received at the place of receipt on the date of delivery;

(b)
if mailed by post or couriered, be deemed to have been given and received at the place of delivery on the date of delivery.

(c)
if given by facsimile transmission be deemed to have been given and received, at the place of receipt on the date as shown in the facsimile transmission report; and

(d)
if given by e-mail be deemed to have been given and received at the place mentioned in Clause 19 above on the same day.

20.3
Either Party shall inform the other of any change in its address above through a notice in writing to the other Party in the manner set forth above.

IN WITNESS WHEREOF THE PARTIES HAVE CAUSED THESE PRESENTS TO BE EXECUTED ON THE DAY, MONTH AND YEAR HEREINBELOW WRITTEN TO BE EFFECTIVE FROM THE DATE FIRST MENTIONED ABOVE

	SIGNED for and on behalf of 

Bharat Sanchar Nigam Limited 

……………………………………………..

Signature

……………………………………………

Name

……………………………………………

Position

………………………………………….....

Witness Signature

…………………………………………….

………………………………………………

………………………………………………

Name & Address
	SIGNED for and on behalf of [●]

……………………………………………..

Signature

……………………………………………..

Name

……………………………………………..

Position

………………………………………….....

Witness Signature

…………………………………………….

………………………………………………

………………………………………………

Name & Address
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