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Abstract

With regard to geographic locations of consumers, the Internet provides a borderless market. Businesses of all types and sizes can tap into a large consumer-base by conducting business-to-consumer (B2C) model of electronic commerce (e-commerce). Online retailers should consider issues relating to consumer protection as an integral part of their e-commerce operations. This paper explores standard guidelines, strategies and best practices to help online retailers abide by international laws and industry self-regulation that protects consumer rights and privacy. The paper also examines the government’s role towards this endeavor. The paper concludes with the benefits of enforcing self-regulation in order to draw more consumers online. 

Introduction

Companies can broadcast data globally due to the Internet making online shopping convenient, fast and easier than ever. However, e-commerce technology, used extensively in online shopping, such as commercial electronic databases, electronic payment methods and data mining technology are becoming a growing concern to consumers because of their potential misuse by companies. Consumers have developed a lack of confidence in e-commerce due, in part, to unclear company policies. 

Some online advertisers choose to be unknown with regards to their details and give little information about their range of online products and services, making it difficult for consumers to determine whom they are dealing with. Furthermore, marketers have promoted instantaneous selling transactions putting consumers in dangers of fraudulent sellers by mixing online entertainment experiences with advertisements that does not give consumers the time to consider their choices. (Starek III, 1995).   

Furthermore, consumers are left in many instances without sufficient information to assist them in making informed decisions on how to resolve complaints. Consumers are concerned about dispute mechanism to resolve any arising problems with online retailers.

In addition, suspicions about payment security have been identified as a major obstacle to the development of e-commerce (Personal Information Protection), particularly in relation to communicating consumer related payment details such as credit card numbers over the Internet. Consumers fear, when their personal information is transmitted on the Internet, that they jeopardize their privacy on the account that such information may be intercepted by a third party or hacked from a business’s database. Furthermore, there is the threat that the online retailer itself may abuse this information. Henceforth, businesses are required to ensure payment information security in order to establish and maintain consumer trust (A Consumer's Guide to E-Payments). 

According to a Federal Trade Commission (FTC) study in 2000, “97 to 99 percent of commercial Web sites collected at least one type of personal information from those who visited its site” (Liermann, 2001). Marketers have used Internet technology by recording, processing and storing information, at relatively little cost; in order to monitor consumer behavior, create environments driven by customer demand and boost spontaneous online sale. Furthermore, ‘Infomediaries’, information intermediaries companies, made profits selling data about consumer’s online navigation behavior. These marketing databases have become a valuable intangible asset for successful e-commerce to the extent that marketers are willing to pay $1,000 per subscriber (Sviokla, 2000). It is no surprise that 70% of US consumers are concerned about their personal privacy on the Internet (Managing Complexity to Realize Marketing Benefits Report, 2002) feeling that they have lost control how their personal information is circulated and used by companies.

These statistics are of real concern to consumers considering that in the United States (US), online retailers sales is expected to reach $72.1 billion in 2002 (Exage Survey, 2002). For online retailers the threat is that privacy and security concerns could cost them “almost $25 billion by 2006” (Managing Complexity to Realize Marketing Benefits Report, 2002) in lost sales. 
Online Trade Barriers Due to Laws and Regulation

In today’s global Internet economy, one country's laws may cause a barrier for trade for other countries. 

Eventhough the European Union (EU) Data Privacy Directive 95/46/EC of 24 October in 1995 is intended to protect the privacy rights of EU consumers with respect to the collection, processing, storage and transmission of personal data; it in effect regulated data privacy for business not just in the EU, but worldwide. Article 25 of the Directive states that “the adequacy of the level of protection afforded by a third country shall be assessed in the light of all the circumstances surrounding a data transfer operation…. particular consideration shall be given to the nature of the data, the purpose and duration of the proposed processing operation or operations, the country of origin and country of final destination, the rules of law… and the professional rules and security measures which are complied with in those countries.” (European Data Privacy Directive). 

Although the Directive supports the flow of information in EU countries, Article 25 of the Data Directive banned transfer of data outside the EU unless the recipient country provides adequate protection for the data. Clearly, it becomes in the best interest of online traders to keep up-to-date about consumer rights, their privacy and be compliant with international or local regulations. Not doing so could cause online traders vulnerable to “possible interruptions in data transfer concerning business dealings and also cause potential prosecutions by authorities under privacy laws [such as with EU countries]” (Privacy Fact Sheet).

Henceforth, the EU Directive has placed the burden on non-EU online retailers to adhere to strict EU legal guidelines if they want to do business with EU consumers.

Countries such as Australia and Canada followed the EU’s institutional approach to data protection by enacting their own privacy legislation, which adequately complies with the standards of the EU counterpart. In Australia, the Privacy Act 1988 incorporates the Privacy Amendment (Private Sector) Act 2000 amendments, which came into effect on 21 December 2001 and has provided regulations to personal information privacy (Privacy Amendment (Private Sector) Act 2000).

On the other hand, The US has negotiated and approved a ‘Safe Harbor’ framework with the EU in July 2000, which allows US companies to satisfy the European ‘adequacy’ standard while maintaining their traditional self-regulatory approach to data protection. Comfortable to a different culture with regards to data privacy, the Safe Harbor framework was not a popular gateway for US companies, who were “unwilling to bind themselves to the safe harbor requirements and place themselves under the FTC’s thumb” (Liermann, 2001). The fact is that enforcing and complying with Safe Harbor principles have proven to be costly and complicated for US companies. Moreover, US society has traditionally been more cautious about government infringement on their private data as opposed to that of the private sector (Varney, 1996).

Eventhough FTC efforts are similar to the EU Directive towards the protection of privacy rights, the EU Directive remains broader in scope and inflexible as it language applies to all processing of personal data. The Directive is comprehensive in its definitions. “Processing” as in (Article 2(b)) includes “any operation or a set of operations which is performed upon personal data, whether or not by automatic terms”. Similarly, “Personal Data” as in (Article 2(a)) is “any information relating to an identified or identifiable natural person”, which means the Directive applies even if the person’s name is not included in the database, but can be identified via another reference information (Swire and Litan, 1998).     
In contrast, FTC’s lack of obvious enforcement mechanism and its emphasis on private sector leadership, has not provided consumers a sufficient level of protection for privacy rights (Executive Summary. FTC Web site).

Nevertheless, the good news is that US as well as non-EU companies can adequately comply with the EU Directive, avoiding potential transatlantic trade barriers, if they adopt self-regulation policies that are aligned to the principles of the EU Directive. 
Multinational Data Protection  

It has been argued that multinational data protection, in addition to industry self-regulation efforts, are as critical as national laws addressing privacy issues in making e-commerce environment safe for consumers. 

For example, the Organization for Economic Co-operation and Development issued guidelines for consumer protection in the context of e-commerce (OECD Guide. FTC Web site). Australia, Canada and the US have signed on the agreement but the US did not create binding laws against it. The OECD setout best privacy practices in the context of e-commerce to help online businesses develop strategies for consumer protection such as the collection and use of personal information and provide consumers with advice about a safer online shopping. The OECD guidelines are similar in nature to private sector self-regulation. 

Online retailers that adhere to such guidelines basically cover key elements such as information protection, payment, redress and consumer privacy. 

For example, OECD ‘Information Protection’ guidelines require the use of fair business, advertising and marketing practices to provide accurate, complete and honest information to consumers. This guideline requires the sponsor of any online marketing material, products and advertisement to be identifiable with an appropriate, complete and accurate business name consumers can use to call for questions or problems. This guideline also requires detailed, complete and identifiable description of product and services offered. This guideline also requires ensuring consumers know they are making a commitment to buy before closing the deal, which gives consumers a chance to change their minds either to cancel the order or modify items and quantities in it. This guideline also requires clear and identifiable transactions cost, designating currency, methods of payment, delivery terms and time; as well as information about clear use of product, health and safety warnings, warranties, cancellation and refund policies, any applicable after sale service and any other routine costs. When engaging with children, OECD ‘Information Protection’ guidelines calls for online businesses to get consent from minor’s parents or guardians.   

Furthermore, OECD ‘Payment’ guideline requires the provision of easy-to-use and secure method for online payment so that personal information to be less vulnerable to hackers. Online business should make sure consumers have access to information about the security and authentication mechanisms the business uses, provide security appropriate for protecting consumers’ personal and payment information and provide security appropriate for identification and authentication mechanisms to be used by consumers. Protocols such as Secure Socket Layer (SSL) and initiatives such as Secure Electronic Transaction (SET) help consumers and businesses against fraud. This guideline also requires the capability to provide consumers with a record of the purchase and payment transaction. 

In addition, OECD ‘Redress’ guidelines address consumer complaints and difficulties. They have policies and procedures to address consumer problems quickly and fairly, without excessive cost or inconvenience to consumers. OECD Redress guidelines also encourage online businesses to take advantage of alternative dispute resolution mechanisms. The redress policies and procedures assist consumers to make informed decisions and resolve complaints.

Moreover, OECD ‘Privacy’ guidelines require online businesses to disclose privacy policies prominently on their e-commerce sites. It calls for protecting consumer privacy during e-commerce transactions and consulting with consumers on how their personal information is used. This guideline also requires businesses to inform consumers of the purpose for collecting personal information and whether the business discloses such information to third parties. At minimal, businesses are expected to inform consumers of the procedures to ‘opt-out’ - refuse their personal information to be shared with others or used for promotional purposes.

Industry Self-regulation

Industry self-regulatory guidelines are private sector voluntary basic principles concerning fair information practices - outlining what business should do when dealing with consumers over the Internet - that are similar to multinational data protection initiatives. Furthermore, industry self-regulation does not replace or take precedence over consumer protection laws. Self-regulation best practice increases consumer confidence and trust in a company’s e-commerce operations irrespective of its location by ensuring that they are safe online regardless of their place of living.

How Can Online Businesses Execute Self-regulation?

The challenge is to be able to implement and enforce these laws and guidelines in details nationally and internationally. Companies can take care of their share of the responsibility by practicing the following steps:

1. Mapping Data Workflow 

It is important that online businesses ask realistic questions about how to regulate their consumer information collection, storage, usage, transfer and dissemination process in all departments. Whether this data is shared with third parties and how businesses intend to inform consumers of policy updates and how they intend to honor consumer service preference for emails. Any use of ‘cookies’ that record consumer preferences, any mechanisms for consumers to ‘opt-out’, to prohibit the online business from using personal information for marketing purposes, or for consumers to ‘opt-in’, to give online businesses explicit permission to use personal information for marketing purposes.  The site should provide customers with choices regarding the use of their personal information and incorporate security procedures to limit access to customer information by unauthorized parties.

2. Privacy Seal Programs

Once information workflow map is analyzed and defined, businesses can develop privacy policy covering the workflow map and business functionality. 

Businesses can consider signing up for a third party online privacy seal programs such as Better Business Berea’s BBBOnLine program (BBBOnLine Web site) or TRUSTe program for an easy to read, fair, up-to-date and responsive privacy policy to post on the e-commerce Web site. Certification is awarded, to display a privacy seal, only to sites that adhere to established privacy principles and agree to comply with ongoing consumer resolution procedures. These programs “embody fair information practices approved by the U.S. Department of Commerce, Federal Trade Commission and prominent industry-represented organizations and associations” (TRUSTe Web site).   

Furthermore, privacy seal programs such as BBBOnLine reviews advertising and web practices directed at children. Online business is assessed whether they meet the Children's Online Privacy Protection Act (COPPA) regulation, which requires online businesses to obtain parents consent before any personally identifiable children information can be collected, used or disclosed, provide children warnings and explanations in easy-to-understand language, be careful in the way they provide hyperlinks and follow strict rules when sending email to children among others (Kid's Privacy Seal. BBBOnLine Web site).

3. Privacy Policy Implementation

Once privacy policy is developed, businesses can setout business processes to implement the policy and secure personal information from unauthorized access. 

Internally, businesses can get management involved to educate employees about the policy to maintain high discipline and manage risks. Employees should adhere to the policy otherwise it will be worthless. Furthermore, based on the information flow map, businesses should protect the database from unauthorized access by enforcing internal restricted access control to employees, implementing technical security measures against hackers such as firewalls or other technological solutions and to store backups in secure place.

Externally, online business may promote their privacy policy with external stakeholders such as consumers, suppliers and government agencies. Businesses should regard the privacy policy as a “live” document that requires updating to remain in conformity with a business’s internal privacy changes, international legal requirements or amendments to the national law. Businesses can give assurances that they use encryption technology to secure payment, which prevents third parties from decrypting information even if information is intercepted. Online businesses should also be prepared to respond to consumer requests, for example, requests for removal from email marketing list, restricting consumer profile collection or customizing preference services list.  

Role of Governments

In addition to the private sector, governments can evaluate their consumer protection laws to ensure they extend to online shopping and to ensure that consumers, if dissatisfied with an online shopping experience, have appropriate recourse to boost consumer confidence in the safety of online shopping.

Governments can help in creating an e-commerce friendly marketplace by working with consumer groups and business representatives in order to ensure that consumers understand their rights and responsibilities while shopping online.  

Governments should also encourage self-regulation as an industry-based alternative to protect online consumers. For example, the Australian Government encourages self-regulatory guidelines for businesses, consumers and government advisers in order to provide practical advice on self-regulation and to be a gateway to other resources on self-regulation (Self-Regulation – A ‘How to’ Guide).

Furthermore, governments engaging in bilateral agreements recognize each other’s judgment or some other law based on reciprocity principle. International law enforcement for B2C e-commerce transactions remains a complex issue. Further development is still required to simplify jurisdiction issues “because laws are different from country to country, and where there is a federation of states, from state to state.” (Jurisdiction Fact Sheet). Nevertheless, governments working together can better combat cross-border fraud and help establish a safe environment for e-commerce, promoting the needs and interests of consumers, business groups and minimizing online barriers to trade. Internet jurisdiction issues would be reduced if laws in different countries were the same or similar. Governments can be certain that a national legal framework will be in harmony with international standards if they follow guidelines such as the ones setout in the OECD. 

Conclusion

The international community is challenged to help facilitate social and economic development based on new emerging technology, while protecting individuals from fraudulent e-commerce. 

Consumers are entitled to have their privacy respected and protected in traditional as well as online trading environments. Depending on the tradition and culture of the society, some governments prefer a legal framework approach while others promote industry self-regulation in order to protect the interest of consumers.

The strategic objectives of self-regulation or legal frameworks are to secure the confidence of consumers, while shopping online and to ensure conformity to agreed international positions. Consumer laws, self-regulation, government education and information sharing among countries inhibit deceptive and fraudulent marketers from taking advantage of a greater access to consumers’ online shopping. 

However, it is the opinion of the author that without the US being the vanguard of enforcing online privacy protection, it will be more difficult down the road to correct the behavior of online collecting, storing, processing and selling individual’s personal data without proper consent; particularly if companies still view the risk of self-regulation enforcement to be less costly than the expense of complying. In deviation from tradition, it may well be the case that a new US privacy legislation is needed to help draw more consumers online and take advantage of the Internet without the fear of personal information to be exploited. 
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