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                           Stronger Consumer Protection

Introduction
The intellectual and cultural benefits that global networks like the Internet have to offer, coupled with the economic and commercial growth, convenience and increased choice promised by electronic commerce are attracting more and more users online every day. There are currently an estimated 201 million people worldwide with access to the Internet1 (a number that is projected to increase to more than 500 million by 2003 and approximately 28.8 million of those users are expected to spend USD8 billion3 shopping online in 1999. This rapid growth has turned the spotlight on the potential benefits and the potential pitfalls of business to consumer electronic commerce.

To some extent there has always been consumer protection and certainly there has always been need of it. For as long as there have been traders there have been those who would exploit there customers. Laws concerning basic necessities date back centuries, and much of current legislation such as food safety and weights and measures have their origins way back before the idea of `consumerism`  was even thought of. However the change in attitude towards great consumer protection can be tracked back to the Molony Report (1962), 1 which challenged the existing laissezs-faire attitude. 
Definition and Scope
E-commerce (electronic commerce or EC) is the buying and selling of goods and services on the Internet, especially the World Wide Web. In practice, this term and a newer term, e-business, are often used interchangeably. For online retail selling, the term e-tailing is sometimes used. 

E-commerce can be divided into: 

· E-tailing or "virtual storefronts" on Web sites with online catalogs, sometimes gathered into a "virtual mall" 

· The gathering and use of demographic data through Web contacts 

· Electronic Data Interchange (EDI), the business-to-business exchange of data 

· e-mail and fax and their use as media for reaching prospects and established customers (for example, with newsletters) 

· Business-to-business buying and selling 

· The security of business transactions 
            http://searchcio.techtarget.com
E Commerce 

In the intervening years there has been a variable explosion of consumer legislation and consumer protection has been recognised as a worthy aim by the EU, 2 leading to many consumer directives such as those on product liability, doorstep sales, product safely and misleading advertising. A new dimensions has been added to the problem of consumer protection by the growth and success of the internet which has increase in distance sales, often involving cross-border relationships. 

Promoting consumers’ rights, prosperity and wellbeing are core values of the EU, and this is 

 reflected in its laws. 

 Business 

• These ten principles represent the minimum level of protection all EU countries should, according to EU law, give consumers. 

1. Buy what you want, where you want 

2. If it doesn’t work, send it back 

3. High safety standards for food and other consumer goods 

4. Know what you are eating 

5. Contracts should be fair to consumers 

6. Sometimes consumers can change their mind 

7. Making it easier to compare prices 

8. Consumer should not be misled 

9. Protection while you are on holiday 

10. Effective redress for cross-border disputes
Consumer
Consumer behaviour can be conceptualized by introducing a theoretical framework which defines its scope and boundary and identifies six developmental levels. The infancy stage, Level I, is the study of consumer behaviour referred to as the scientific study of psychological structure and process dynamics of individuals consuming an economic good exchanged by a business organization while satisfying consumers at maximal profit. Level II is directed to both business and consumers for the purpose of satisfying consumers at a maximal profit and protecting and educating consumers in the market place. Level III extends consumer behaviour to the non profit sector through which a non profit organization satisfies consumers at minimal cost. Level IV takes consumer behaviour into the non economic goods' sector. These profit or non profit organizations may attempt to elicit a social response from its publics. Level V generalizes the study of consumer behaviour across different social entities. Level VI extends the study to the physical and biological areas. (Author/BM)
Business-to-Business Buying and Selling

Thousands of companies that sell products to other companies have discovered that the Web provides not only a 24-hour-a-day showcase for their products but a quick way to reach the right people in a company for more information. 

Security includes authenticating business transactors, controlling access to resources such as Web pages for registered or selected users, encrypting communications, and, in general, ensuring the privacy and effectiveness of transactions.
Stronger consumer protection 

Enhanced consumer protection legislation would on the one hand foster consumers’ confidence in ecommerce, on the other hand however, it might lead to a ‘knee-jerk’ legislative reaction that would probably inhibit the growth of new technologies and hamper further developments. The reverse may be true as well. Lax consumer protection legislation may have the advantage of encouraging e payment systems’ innovation allowing thus the market to develop, however, insufficient consumer protection legislation would inhibit consumers’ confidence in new e-payment systems prohibiting thus this new market from reaching a critical mass of acceptance hampering thus the development of e-commerce [1] Therefore, before leaping to the conclusion that new and stronger consumer protection legislation is needed, some alternatives should be considered and maybe given a chance 

 1.Pitofsky. R., ‘competition and Consumer Protection Concerns in the Brave New World of
Electronic Money’, United States Department of Treasury Conference: Towards Electronic Money Banking: The role of Government, September, 1996, http://www.ftc.gov/speeches/pitofski/banking
Stronger Consumer Protection in the light of...

Online Advertising 

Internet advertising debuted in 1994, when the first banner advertisement was 

sold and the first Web browser was made commercially available. Advertising on the Internet is a big business with big opportunities but it poses two main challenges on efficient consumer protection. These main issues are namely misleading advertising and behavioral tageted advertising.

Misleading Advertising

Advertisement itself is deemed to get the consumer informed and to make him purchase the relevant product or service. The provided information has always positive attributes but the only means for the consumer to verify is buying the product. Hence the consumer is the weaker party when it comes to advertisement. At the time when he is able to check the quality of the advertised product he has already spent money on it. To strengthen the consumer’s position it is necessary to regulate the way in which companies may promote their commodities. 

Consumers need to be informed in an adequate way. If consumers receive wrong or misleading information they are likely to buy products of insufficient quality. If consumers are misguided they will lose confidence in the market in general. Consumers´ distrust would fray the internal market beyond repair.  Hence the European Union is in charge to provide a legal framework to profit all forms of misleading advertising.

At present Directive 97/55/EC aims at preventing misleading advertising. This Directive was drafted in 1997. To achieve appropriate consumer protection it is inevitable to update this Directive to the online environment. Advertising online may be even more misleading than e.g. advertising in print form. Electronic commerce reduces the conceptual distance between advertising and contracting.
 The consumer in an online environment is tempted to “click and buy” products whereas he would take more time for consideration in the “real-world.” Hence the level of protection should be higher to prevent the consumer from overhasty purchases.

Behavioural targeted advertising

Online “behavioural advertising” means the tracking of a consumer’s activities online – including the searches the consumer has conducted, the web pages visited, and the content viewed – in order to deliver advertising targeted to the individual consumer’s interests.  Behavioural advertising is lucrative because advertising based on a person’s past actions has the potential to result in increased click-through and purchases.
 

There are reasonable concerns about the possibility of consumer data collected for this purpose falling into the wrong hands or being used for unanticipated purposes. Regulation has to safeguard consumers privacy rights and prevent profiling of consumers. Further online targeted advertising might cause a price policy differentiating between consumers. It is possible to offer the same good for a different price depending on the price the consumer was offered on an earlier visited page. This strategy is not only a form of unfair competition it also increases consumers distrust in the market.

Distance Marketing

Distance marketing in general is regulated by the Distance Selling Directive and the E- Commerce Directive. There is a special Directive on Distance Marketing of Financial Services providing, as the name indicates, a specialist framework for the distance marketing of financial services. 

All these Directives are designed to provide a minimum level of consumer protection. Basic principles are certain unalienable rights like the right to withdrawal and the introduction of information duties prior to the conclusion of the contract.

A main issue regarding distance marketing is the distribution of unsolicited commercial communications. The Framework Directive provides as a minimum protection that service providers must consult and respect registers where persons (only natural persons) not wishing to receive unsolicited commercial communications (e.g. mail shots sent by e-mail) can register (Article 7(2) Framework Directive). Therefore as a minimum standard, Member States must provide that where a consumer actively makes known his objection to unsolicited mail, that this 'opt-out' must be respected.
 The Distance Contract Directive and the Distance Marketing of Financial Services Proposal provide that the unsolicited supply of goods or services with a demand for payment shall be prohibited and the use of automated calling machines is also prohibited. Regarding unsolicited commercial communications these Directives have taken the same approach as the Framework Directive. This provides only a minimum standard of protection. To safeguard consumers interests it would be more efficient to prohibit all forms of unsolicited commercial communications. This is crucial with regard to the use of personal information e.g. email addresses, telephone numbers and post addresses. Consumers should have a right, that this sort is not being used unless the consumer has given his consent.

Electronic Contracting

Electronic contracting bears a higher risk for the consumer than traditional forms of contracting. In the course of contracting the consumer typically discloses data like his credit cards details even if the seller is unknown to him. Article 11 of the E- commerce Directive targets this problem. Article 11 provides protection to the customer when dealing with a service provider as it guarantees that the service provider will provide the customer with an acknowledgement of receipt of order if the customer does not request it.
 But even if the article aims at consumer protection it is not effective. Neither contract law nor the E-commerce Directive impose any legal consequences if there is a lack of acknowledgement of receipt. So it is reasonable to question the effectiveness of this article regarding consumer protection. 

The same problem occurs when it comes to error corrections. The supplier must give the consumer[ a chance in the ordering process to detect and correct errors (Article 11(2), again, this provision does not apply if the contract is concluded by individual communication such as e-mail, Article 11(3)). However, the Framework Directive does not determine the legal consequences if the supplier does not provide such error correction procedures. For example if a consumer clicked on the 'accept' button by mistake and there is no further step to confirm the conclusion of a contract, would the contract be void for mistake?
 As long as there are no legal consequences an adequate level of consumer protection is not provided.

Electronic Payment

Electronic payment systems hold tremendous potential for consumers, but they also pose risks. In order to become a part of consumers' everyday lives, electronic money must be widely accepted, convenient, and secure.

Electronic money presents a wide array of consumer protection issues. Among the most critical are liability for unauthorized use, privacy and availability of these new payment systems to underserved populations. 

Article 8 of the Distance Selling Directive targets consumer protection.”Consumer can request cancellation of a payment where fraudulent use has been made of his payment card(... ) In the event of fraudulent use, to be recredited with the sums paid 

or have them returned.” This article may achieve a high level of protection for some money schemes. It does exclude value stored cards.. The argument is, that owners of “electronic purses” should not be offered more protection than owners of a traditional purse.  It is feasible to “lock” the card whenever the owner claims, that the card is lost or stolen. Hence the issuer of the card could refund the money. This approach harms consumers´ trust in value stored cards and infringes consumers´ rights.

Many concerns arise about the collection of personal data. One issue is the amount of information that is collected an stored. Whenever users purchase something on the Internet they disclose sensitive data. Another related issue is the a lack anonymity. Buying online makes consumers inevitably reveal their identity. Up now there is no digital cash system that is truly anonymous.
 Even if there are some card based systems enabling anonymous online shopping the industry does not support these systems. It is in the industry’s interest to gather as much information about the consumer as possible. The collection of data allows profiling of consumers and reduces advertising costs. Regulation should permit this sort of profiling to safeguard the consumers trust in E- commerce. It is feasible for online shops to allow anonymous shopping. They should be required to keep separate accounts for “shopping” and “payment”. (as it works with Pay Pal) The payment details then should not be linked to the information regarding your shopping habits. In this scenario users are allowed to purchase anonymous.

Another factor regarding stronger consumer protection in electronic payment is the need for non credit card based systems. Banks do only issue credit cards to financially well situated persons hence less wealthy people are likely to be excluded from E- commerce. It also harms consumer rights when a fee for the use of some credit cards and debit cards is required. Only shops should be required to have credit card neutral payment systems. E payment has to be open for all consumers and all forms of currently available payment systems.

As consumers all need is better protection:

The internet has been playing a far greater role than was initially envisaged in both formal and informal communications. It is now much more than an instrument of communication and information. The internet is seen as a powerful medium and the benefits of contracting online are numerous.

Concomitantly, electronic commerce is hardly new
. Although consumer electronic commerce is growing on a rapidly serious scale over the last decade number of stumbling blocks continue to impede its developments. Commercial e- commerce where both parties to any contract are business is the easiest situation to deal with as the parties can in general agree to what they wish with few constraints. The position can differ considerably with other types of contract notably where one of the parties acts as a consumer.

One difficulty is related with ensuring the trust and reliability of consumers. A survey of UK consumers revealed that more than 60% would not engage in cross-border e-commerce with a company they did not already know
. For its development consumers must have the feeling of trust and that they should believe their transactions will be concluded in a way that later on transactions will not be redressed or modified without knowledge. They need to know that they will not be part of cyber crime or fraud. We all here the stories of people whose rights are violated just because they are not aware of the rules of game as much suppliers are. There must be some assurance that a trustworthy mechanism exists to ensure that security is not endangered.  In addition to the security of electronic transactions, consumers’ trust can be taken one step ahead if information on electronic transacting becomes more transparent. This will assist consumers in making informed and consensual decisions. Contract formation also tends to be raise problems. Parties are in hesitation as to when and what point it occurs. At this point also necessary measures addressed to enhance the integrity of this new mode of procuring goods and services.
As with the dawn of the internet and its usage with electronic commerce where it brought new possibilities has also brought some new challenged mostly against consumer. On the web every surfer is a potential customer. A full spectrum of ‘off line’ transactions are reflected in the online business world such as books, holidays packages, etc.. We can say with the internet the shopping mall is open for 24 hours with immediate access from any part of the world. It is obvious that another tackling issue requirement of signature by parties. Although there are contracts that do exist without the requirement of signature
 most contracts concluded in the real world do need one. 
The difficulties faced through online environment when contracting online has not been resolved yet. Identification through an e- mail or web page order may not provide sufficient proof that it was a certain party who had entered into the transaction. Because in many case we don’t know who is the counter part of the screen, who might be someone different seen as his name on the transaction. Closely related with this, electronic signatures give no resemblance to a person’s real signature although it is possible for the real signature to be scanned into a file and incorporated together with the document as an e mail. Despite regulations that have been promulgated by international organizations, uncertainty continues to exist as to when an electronic contract is treated as being concluded. 

Apart from abovementioned ambiguities when a dispute comes to a surface in relation online consumer contract the first issue to be resolved is which court has jurisdiction. 

For the present time European Union leads the way in the development of regional rules of jurisdiction for electronic consumer contracts.
 Elsewhere, such as United States of America case decisions appears to be determining the basis for jurisdiction for Internet related consumer contracts. Whilst these large regional areas have created frameworks and now rules it still remains to be seen for electronic commerce, if these measure are implemented will ultimately lead different principles for the same type of contract and potentially different results depending on where consumer is domiciled.( in U.S or E.U territory)

Here we highlighted some basic principles to be followed to enhance consumer protection in commerce having regard to  OECD Guidelines for Consumer Protection in the context of Electronic Commerce
 ;
Transparent and Effective Protection. E-commerce consumers should be no less protected when shopping on-line than when they buy from their local store or order from a catalogue.
Fair Business, Advertising and Marketing Practices. 
Advertising should be clearly identifiable. Businesses should respect consumers’ choices not to receive e-mail they don't want. Business should take special care when targeting children, elderly, and others who may lack the capacity to understand the information as presented. 

On-line Disclosures About the Business, the Goods and Services, and the Transaction. 
Disclosure should include complete and accurate information about the business, about the goods or services for sale and about how the transaction is made. What this means is that e-customers should know which business they are really dealing with. They should have a complete description of what they are buying. And they should have enough information about the transaction process to be able to make an informed decision.

Confirmation Process. 
The confirmation process for a sale should give the consumer a chance to see what he has agreed to buy and to change his mind if he wants before the purchase is completed.

Secure Payment Systems. 
Payment systems need to be secure and easy to use.

Redress. 
In an international transaction, redress is one of the most difficult areas to address, and  further work is needed.  There exists framework on applicable law and jurisdiction, but that it may be necessary to modify, or apply differently, this framework to make it effective to provide redress for e-commerce. The use of alternative dispute resolution is strongly recommended.

Education. 
Finally,  should be encourage governments, business and consumers to work together to educate consumers about electronic commerce, to foster informed decision making by consumers participating in electronic commerce, and to increase business and consumer awareness of the consumer protection framework that applies to their on-line activities.

Why weak consumer protection is not an option

The area of consumer protection is vital in the free market of E-commerce.  Consumers need to feel protected and ensured that any griveances or issues associated with purchasing items will be handled properly regardless of the amount spent.  If consumers are not protected, then the European economy will suffer from consumer fears and apprehension that their rights are not being protected.

The Green Paper on EU Consumer Protection in 2001 discusses the differences in national laws may create obstacles to the smooth working of the internal market, particularly in cross-trade between consumers and businesses, and therefore legal intervention at the EC level might be necessary in the form of either a framework directive on commercial practices coupled with specific directives (so-called mixed approach), or of a series of specific directives tackling individual problems. The Green Paper is then discussed in the light of several other official documents of the EC institutions and of some important inititives related to consumer protection and contract law (such as the Principles of European Contract Law, a kind of “Restatement” of European contract law), in order to assess the current state of the issue and possible future trends of development. The possibility of Community regulation in this field poses several problematic elements. The principle of enumerated competences and that of subsidiarity, which limit Community action, force it to frame the planned regulatory intervention in terms of obstacles to the working of the internal market created by different legal environments in the national legal systems; at the same time, most documents indirectly recognize that legal diversity is not in itself a sufficient reason for regulatory intervention, but only if this situation in fact hinders cross-border trade, an issue where there is strong disagreement. Even more problematic is the possibility of codifying at the Community level the whole of contract law, or, as it has been also proposed, the whole of private patrimonial law: not only is the issue of the existence of a sufficient legal basis for regulatory action very dubious, but what seems crucial, and yet almost completely neglected in the documents analysed, is the way that general contract law (or private patrimonial law) should be linked to the existing acquis communautaire in the field of consumer protection. Two possible strategies can be envisioned: (1)either the protective rules of consumer law are kept as a separate body of law conceived as a limited exception to the general principles of freedom of contract, or (2) the entire structure of contract law must be reviewed in order to take into consideration the existence of contracts with asymmetric powers of the parties, of which consumer contracts are one important (but not the only) example. Both alternatives have advantages and drawbacks, but at the moment it is almost impossible to forsee which of them, if any, will be experimented at the Community level, since the debate on it is still lacking at the official level. Yet, it seems that this is a crucial choice if EC law is to succeed in complementing national laws in this area. Finally, another controversial issue is how this body of Community law should relate to national laws: it could continue with the well-known minimum harmonization technique, which allows states to retain more protective legislation, or, as it has been suggested, it could shift to a maximum harmonization standard, which would severely impair flexibility for member States to adapt EC rules to national particular social and economic goals and needs. 
   With the emergence of new member states in the EU in the near future and different regional laws that must comply with EU regulations, consumer protection must be given priority over business interests.   Most businesses will argue that regulations hurt the market and hamper innovation

In the last 10 years the EU Commission developed several directives dealing with consumer protection. Because consumers are in the majority of cases the weaker party, they need a special protection by the law.

Otherwise, if the protection is too strong traders will not longer offer their services and goods to consumers.

Therefore the Commission tried to balance the interests of consumer on the one hand and the interests of the companies and traders on the other hand.

But is the balancing of interests successful in the end?

Directives

To answer this question, one must elaborate the works done in the EU ensuring a balance approach, especially the directives dealing with consumer protection. The most important are the E-Commerce directive and the Distance-Selling directive.

E-Commerce Directive (ECD)

The ECD is not dealing basically with consumer protection. But there are also some sections concerning consumer protection.

Articles 9-11 of the ECD were designed to fulfil the function of consumer protection
. 

Especially Article 10 provides consumer protection in online transactions
. 

Article 9 ECD

The service provider has to give information about different technical steps, technical means of identifying and correcting input errors and the language offered for the conclusion clearly, comprehensibly and unambiguously prior to the order to the consumer. 

The aim of this information is to provide the consumer of entering into binding contracts without realising the gravity of the agreement into which they are entering. Also familiarity with the other party can be lost when there is a lack of physically interaction and there is a risk of error in electronic documents due to the informal nature of the internet
. 

The problem is that the required information is the same for each contract. Consequence of this lack of flexibility is that Article 10 ECD is not sufficiently to meet the demands of a variety of contractual relationships and subject-matters encountered in e-commerce
. 

Article 11 ECD

Article 11 ECD should ensure the harmonisation of the moment when a contract is concluded
.

The result is that the consumer knows certainly when the contract is concluded. Therefore the confidence in cross-border trading will be greatly enhanced and harmonisation of the rules of contracts formation will benefit e-business
.

But at the end of the discussion about Article 11 EDC the aim, certainty about the moment was lost. The title was changed from “Moment at which the Contract is concluded” to “Placing the Order”. The change of title shows the compromise of different stages of contractual structure. In Spain there are just two stages
, in Germany, France and Belgium three
 and in the first draft of the ECD there were four stages.

The Article 11 final version of the ECD is not as clear as the first and second draft. This is a lack of certainty. Consumers will be even irritated by the title of the final version not knowing the moment in which the contract is concluded.

Distance Selling Directive (DSD)

The scope of the directive is about distance contracts between consumer and suppliers. The directive shall increase consumer confidence in cross-border transactions
.

Awareness of consumer

Just because of the directive no consumer will buy more goods and services on the internet. The problem is, that many consumers are not aware of the possibilities of the internet and also do not trust the new medium. There are so many uncertainties. To solve the problem one main part (Articles 4 and 5) of the directive deals with information, because lack of physically interaction requires information.

But it is questionable if the consumer confidence can be increased just by a directive. The Commission failed to inform consumers by awareness programs. Without the knowledge of the content of the directive no one can increase confidentiality. 

That is the main failure of the Commission.

If you want to communicate with consumers, directives are not sufficient.

Right to Withdrawal

The right to withdrawal is the key part of the directive
. The approach chosen for the directive is minimum harmonisation
.  Therefore every member state can maintain or introduce a higher level of consumer protection than guaranteed by the directive. 

The consumer shall have a period of at least seven working days in which to withdrawal the contract (Article 6 I).

Because of the minimum harmonisation the period differs. If, for instance, a consumer in the UK buys goods from a German supplier the period will be seven working days if the contract is governed by UK law and fourteen days if German law is applicable. Because of the international private law, the applicable law of the country in which the consumer has his habitual residence
.
Firstly, a costumer will not know the applicable law. Secondly the result of the case is absurd. It is the duty of the Commission to solve the problem. One possible interpretation can be that always the law is applicable which offers the best consumer protection
.

Conclusion

The level of consumer protection is very high in the EU, although there are some questions of detail not solved.

The main problem is the awareness of consumers. If they do not know their rights, the best directive will fail to increase the confidence of consumers.
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