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INTRODUCTION

The  Internet brought a technological revolution and digitalisation will probably also grow even faster. The key driver is the rollout of broadband technology, which is likely to give a significant boost to e-commerce. E-commerce has great potential to improve consumer welfare, by making a greater range of products available, boosting price competition and developing new markets. It also brings significant new challenges for consumers and business. In particular it weakens the grip of traditional advertising and retail mediums over consumer markets. Small and Medium Enterprises (SMEs) will have more direct access to consumers and goods and services will be increasingly tailored to the individual. 

Consumer policy is increasingly at the crossroads of the main challenges that face

citizens, economy and societies. The sophistication of retail markets is increasing the role of consumers. The greater empowerment of consumers has also led to greater responsibilities for them to manage their own affairs. While many can benefit, there is the question if the most vulnerable are less well equipped. This is the issue if there is a need for stronger consumer protection in e-commerce. As we will show in this paper, in our opinion there is no need for stronger consumer protection.

I) DEFINITION OF E-COMMERCE

With the emergence and development of new media technologies such as the Internet, people and businesses have increased their reliance on, and their use of these mediums as an avenue for commerce as it can be more convenient. This new avenue is referred to as e-commerce, which has been defined as the process of buying and selling or exchanging of products, services and information via computer networks including the Internet.

E-commerce can be traced back to EDI (Electronic Data Interchange) and EFT (Electronic Fund Transfer) introduced in 1970 as technologies, allowing business transaction electronically. Furthermore, the growth and acceptance of credit cards and ATM and telephone banking in 1980 were also forms of e-commerce. From the 1990s  onwards, it includes ERP (Enterprise Resource Planning) systems, data mining and data warehousing.

E-commerce has transformed business processes. Business information has become digitalised and can now be more widely accessed in first world countries due to the availability of the Internet. E-commerce can be described in terms of it being the “networking of the business communities and digitalising of business information”.

E-commerce has become globalised, specifically in online shopping and has become mainstream nowadays, in turn effecting the world economy. Consumers find that it is an easy way to get what they want and need from the sellers. However, the online markets still have a lot of risk problems, legal uncertainty and lack of transparency.

II) IMPORTANCE OF E-COMMERCE

As mentioned before, e-commerce is one of the important things that is affecting the world economy, a new model of business practice and consumer access has been developed. The importance of e-commerce is growing exponentially world wide to be 1.3 trillion US dollars annual by 2003. As per the Australian Bureau of Statistics 2003, e-commerce revenue totalled 9.4 billion US dollars and in 2002 this increased to 11.3 billion US dollars.

Globalisation and new technologies are also proven as stimulus for the importance of e-commerce in the business environment. E-commerce extends the market online through the growth of new technologies, namely the Internet, which results in the globalisation of businesses and develops a new space for the business market.

The Internet is a reasonable alternative to all of those means of communication. Any place and any way that your business communicates with its customers, you should think about how you could have done it online. That is the power of e-commerce. 

Electronic commerce is the paperless exchange of business information using electronic data interchange (EDI), e-mail, electronic bulletin boards, fax transmissions, and electronic funds transfer. It refers to Internet shopping, online stock and bond transactions, the downloading and selling of “soft merchandise” (software, documents, graphics, music, etc.), and business-to-business transactions.

Figures are significant: according to a rough estimate, “starting from basically zero in 1995, total (global) electronic commerce is estimated at some $ 26 billion for 1997; it is predicted to reach $ 330 billion in 2001-02 and $ 1 trillion in 2003-05”. In the European Union, similar estimates are in line with such predicted growth calculating an on-line revenue from € 3.5 billion in 1999 to about € 45 billion in 2023. While at the beginning around 85% of the e-commerce transactions were business-to-business, the ratio is rapidly changing in favour of the business to consumer transactions, as purchasing goods and services on-line can benefit consumers through a wider choice and lower prices, while suppliers, and in particular small and medium-sized businesses, can have access to greater market opportunities relatively cheap.

III) BENEFITS OF E-COMMERCE

The main opportunities of e-commerce to businesses and corresponding benefits to consumers include:

· Worldwide access and greater choice, e.g. Internet and World Wide Web.

· Enhanced competitiveness and quality of service, e.g. Infrastructure and physical advertisement.

· Mass customisation and personalised products and services, e.g. CD universe.

· Elimination of product availability and intermediaries, e.g. Wholesalers & retailers.

· Greater efficiency and lower costs, e.g. Internet shopping network.

· New business opportunities and services, e.g. co-ordinated delivery routes.

IV) LINES OF ARGUMENT

In the realm of e commerce, we find sufficient protection for consumers and we could not find any profound protection of business. In articles, surveys, news bulletin, e-commerce analyst and different reviews, you can find how consumers get protection. EU guidelines also elaborate how it would (or should) be implemented. But we also need strong protection at business side. Further discussion on this argument will be mentioned below that what actually insufficient, what kinds of laws be needed, how it would be implemented.

Main arguments against more regulations

There is so strong consumer protection within e-commerce that commercial entities face overbearing regulation for it. We will figure out the reasons why we do not need stronger consumer protection on economic aspect itself and legal aspect. Also, figure out consumer protection is enough in EU regulations and national laws and implementation in European countries.

V) Is the consumer weaker party in B-2-C e-commerce?

The truth is that consumers benefit a lot from B-2-C e-commerce. The growth of e-commerce can be beneficial to both consumers and businesses. It gives consumers the ability to shop around far more easily than in the past and so encourages price competition and innovation among suppliers. Consumer can shop for the best deal over a wide geographic area, lower search and selection costs. E-commerce is a market with perfect information, prices of well-specified goods and services available on-line. Compared to the traditional shop modal, e-commerce increase consumer satisfaction with much more choice, lower price and better quality of good and service. 

On businesses side, e-commerce makes the whole economic system, nationally and internationally, more competitive, because of lower entry barriers. E-commerce also removes geographical barriers to competition, lowers transaction costs and makes more efficient production. What have businesses got in e-commerce? More competition and lower profit margins.

Therefore, we find consumers are not the weaker party in the e-commerce. By contrast, commercial entities face more risk due to competition.

VI) Consumers and businesses are equal parties in civil and commercial matters

In civil and commercial matters, consumers and businesses are equal parties to enter into contract, thus the consumer and commercial entity are free to interact as they wish. Freedom to contract is one of the basic principles of contract all over the world. 

The framework of EU regulatory for e-commerce is a form of protection for consumer. By operating within the consumer protection framework, the liabilities of the commercial entities for faults or flaws in their selling goods and services may be capped or controlled. This framework of EU regulatory is beyond the base principle of civil and commercial law. 

Although do not hope the framework of regulatory stand on protection for commercial entity, just hope the regulatory provide equal environment for consumers and businesses.

VII) There are enough EU regulations on consumer protection

For both businesses and consumers that participate in online business, security concerns are very important. Many consumers are hesitant to buy items over the Internet because the question of trust. Consumer do not trust the person or company with whom they enter into contract, that their personal information will remain private, that whether or not they will receive exactly what they purchase, the security of payment system. Therefore, in the European Union, main principle of regulations and law within e-commerce is consumer protection.

a) Online advertising

Online advertising is a form of advertising that uses the Internet in order to deliver marketing messages and attract customers. Examples of online advertising include contextual ads on search engine results pages, banner ads, advertising networks and e-mail marketing, including e-mail spam. 

If the advertiser has opted for a response feature, the viewer may then choose to visit the brand’s website, or interact with the advertiser through other touch points such as email, chat or phone. Response to brand communication is instantaneous, and conversion to business is very high. This is because in contrast to conventional forms of interruptive advertising, the consumer has actually chosen to see the commercial.

Legal issues related online advertising is misleading advertising. Directive 97/55/EC  concern misleading advertising.

b) Distance marketing

EU Distance Marketing of Consumer Financial Services Directive will govern the sale of pensions, mortgages and other products on-line or by telephone, fax or mail. The Directive sets common standards for the information that must be supplied to consumers of financial services prior to a contract being concluded at a distance. 

The Distance Marketing of Consumer Financial Services Directive aims to encourage competition between suppliers throughout the EU. Many financial services, such as banking, credit, insurance, personal pension, investment or payment services, lend themselves to being sold over the internet, with consequent cost and access benefits for consumers and business alike.

In general, according to the Regulations, the following must be disclosed to the consumer in all distance sale consumer credit contracts: the supplier, including details of any professional the consumer deals with instead of the supplier; the financial service, including a description of the main characteristics of the financial service and the total price to be paid by the consumer; the distance contract, including information on the right of withdrawal (if applicable), any rights the parties have to terminate the contract early, any contractual clause relating to the law applicable to the contract; and redress: any out-of-court complaints and redress arrangements and any compensation arrangements other than those covered by the Deposit Guarantee and Investor Compensation Directives.

c) Electronic contracting

Contact formation in e-commerce have several legal issue related.

First is formation contract itself. According to Article 4 of Directive 97/7/EC, businesses that wished to sell goods or services to consumers, they should provide prior information about the contract to the consumer in written forms. The following information: (a) the identity of the supplier and, in the case of contracts requiring payment in advance, his address; (b) the main characteristics of the goods or services;(c) the price of the goods or services including all taxes; (d) delivery costs, where appropriate; (e) the arrangements for payment, delivery or performance;  (f) the existence of a right of withdrawal, except in the cases referred to in Article 6 (3);  (g) the cost of using the means of distance communication, where it is calculated other than at the basic rate; (h) the period for which the offer or the price remains valid; (i) where appropriate, the minimum duration of the contract in the case of contracts for the supply of products or services to be performed permanently or recurrently. That means, the consumers got a big amount of information about the businesses, and the competitors also can collect information about businesses, so this increases the risk of businesses opportunities.

Article 6(1) also gives consumers the right of withdrawal, ‘For any distance contract the consumer shall have a period of at least seven working days in which to withdraw from the contract without penalty and without giving any reason. The only charge that may be made to the consumer because of the exercise of his right of withdrawal is the direct cost of returning the goods. ’ Consumers have right to withdraw from the contract without penalty and without giving any reason. This article is unfair to businesses part. 

Second issue is electronic signatures In the European Union, the EU Directive on Electronic Signatures or the EU Electronic Signatures Directive was published in the EC Official Journal, as Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures.

Security concerns are of great importance and online companies have been working hard to create solutions. Encryption is one of the main methods for dealing with privacy and security concerns on the Internet. Encryption is defined as the conversion of data into a form called a cipher. This cipher cannot be easily intercepted unless the program or company that completed the encryption authorises an individual. 

Laws regarding use of electronic signatures:

· European Union - Electronic Signature Directive (1999/93/EC) 

· Costa Rica - Digital Signature Law 8454 (2005)

· Croatia 2002

· Czech Republic - Zákon o elektronickém podpisu 227/2000Sb.

· Slovakia - Zákon č.215/2002 o elektronickom podpise

· Slovenia Slovene Electronic Commerce and Electronic Signature Act

· Republic of Srpska 2005

· Turkey - Electronic Signature Law

Thirdly, contract formation across Internet is the across jurisdictional issued that arise as a result of the border-less of Internet.

d) Electronic payment

There is a set of regulations concerning electronic payment in recent years:

Commission Directive 2002/28/EC of 19 March 2002 amending certain annexes to Council Directive 2000/29/EC on protective measures against the introduction into the Community of organisms harmful to plants or plant products and against there spread within the Community

Directive 2000/46/EC of the European Parliament and of the Council of 18 September 2000 on the taking up, pursuit of and prudential supervision of the business of electronic money institutions

Directive 2002/65/EC of the European Parliament and of the Council of 23 September 2002 concerning the distance marketing of consumer financial services and amending Council Directive 90/619/EEC and Directives 97/7/EC and 98/27/EC,

The implementation of Recommendation 97/489/EC concerning transactions carried out by electronic payment instruments and in particular the relationship between holder and issuer.

VIII) Summary or why we don’t need more consumer protection related regulations

A lot of people say, that more consumer protection related regulations are needed to let e-commerce grow. But if one think about the previous arguments, is this really true?

a) Is the consumer really the weaker part or is there another problem?

The people who want more regulations always say, that the consumer is in comparison with the business always the weaker part and therefore consumer friendly regulations must protect him. This fiction implicates, that the business will often use this implicated power.

So we have to ask ourselves if the business is really that bad. The whole e-commerce was developed by business and is still developing due to the efforts of the business. Nowadays it is a very important business factor and so the business is intent to enhance it more and more. This also includes the factor consumer protection because a consumer without conciseness in a market will not use this market.

We also have to ask ourselves if the consumer is really the weaker part. Due to the existing regulations concerning consumer protection (e.g. cooling down phase…) it seems as if these regulations made him so strong, that he is at least equal to the business.

The problem is, that these rules are so complicated and unclear that the consumer often can’t handle them without being a doctor of laws.
 We have for example at least 28 information duties for the business part in the Distance Contract Directive (art. 4, 5), the Privacy Directive (art. 10, 11) and the E-Commerce Directive (art. 5, 6, 10).
 As a result of this lack of clarity the consumer sometimes thinks, that he can’t trust into e-commerce and this leads to less business in the area of e-commerce.

Because of this the EU shouldn’t think about more regulations. It’s better to think about how to simplify the existing regulations or to inform the consumer in a way, so that he can take advantages of these regulations.
 Only an informed consumer is able to make good decisions.
 Without being informed about the existing rules, new regulations don’t make sense. This duty to inform the consumer is also stetted in art. 14 b of the DPD (Data Protection Directive) which says that the Member states have to take all necessary measures to ensure that the data subject (the consumer) is aware of its rights.

Besides e-commerce will only reach its full potential if the regulations are not only targeted on the protection of only one of the concerned parties.
 The existing regulations have to be more balanced.

b) Why new regulations could harm e-commerce

Now that we know that new regulations don’t lead to more consumer protection, we have to think about, how the e-commerce market will react when there will be a bunch of new regulations.

c) Slowing down the development of the market and the technique

First of all it has to be told, that regulations always have the character to slow down the development of markets and technology
, because wherever something is regulated the people who act in this field have to invest al lot of their effort in following the existing regulations and therefore a lot of their potential is bound and can not be used to develop the market. Besides the used technique has to fit into the existing regulations and therefore the development of new and better technique which doesn’t fit in the actual regulations is slowed down, because the developer newer knows if there will be new regulations that will allow the use of the new developed technique and therefore it is a high financial risk to develop new technique.

Whenever the development of technique slows down because the existing potential isn’t used, a marked and the company’s in this marked aren’t really competitive
, because in other markets, that do not have these regulations (e.g. China or USA) the development will be much faster which is a great advantage for the company’s in these markets because they have the opportunity to tryout new techniques. Due to this fact the EU-companies will have the disadvantage that they always have to act in two ways. They have to develop lawful techniques for the EU-E-Commerce-Market and they also have to develop techniques, which make them competitive outside the EU.

d) Why self-regulation is the better way

A better way than EU-regulations might be self-regulation by the business. Guidelines developed by the business itself are always the better solution, because e-commerce is an international marketplace with totally new problems. The experts should solve these problems and in e-commerce these experts are the company’s that developed the market because they know where the problems are and how to solve them without harming the development. It’s always the better way to let the market develop its own principles than making artificial rules.
. Besides self-regulation leads to more individual solutions
 and has the advantage, that it leads to less costs for the government, because the government do not has to develop and impose new legislation.

Also a self-regulatory organisation might be able to execute sanctions against companies that violate industry standards faster, than the government can do.

Another important thing is that self-regulation due to technical development (e.g. new security or certification standards) is always the best way.
 Because this always leads to up-to-date regulations, which the government will never be able to afford.

Due to all these reasons self-regulation is the better way, because it is more individual, nearer to the needs of the market, cheaper and can react faster on changes.

e) Existing rules are not manageable for business

As said before the existing rules are not manageable for the customer and they are also not manageable for the business, because they are too bureaucratic and unclear.
 That’s also a reason, why we shouldn’t think about new regulations. In contrast we should deal with the existing rules and try to simplify them or overrule them wherever a simplification is not possible.

f) Why shouldn’t the consumer decide how much protection he wants?

Last but not least we have to ask ourselves, why the customer shouldn’t have the right to decide how much protection he wants. Why shouldn’t a customer that wants to abdicate his right of withdrawal have the opportunity to do so and get in return a discount?

Market analysis

IX) Electronic Commerce vs. Traditional Commerce

The European internal market has played a central part in meeting Europe's economic challengers and delivering tangible benefits for EU citizens.
 Electronic Commerce is different from traditional commerce. Traditional commerce is commerce where parties meet physically and a product is exchanged, where not all contact between the parties is done by electronic means. In electronic commerce the parties do not need any knowledge of the physical location of the counterpart. The Internet makes electronic commerce global.  Customers and clients all around the world can be reached without having to be physically present in all countries.
 All companies or persons can participate without regard to geographical location. Even small and medium-sized enterprises are able to be present in countries where only large multinational companies used to be. And customers are able to order products from anywhere and to seek the best price and the product that best meet their needs. Almost 500 million EU consumers are central to the main challenges facing the EU, i.e. growth and jobs; consumers are the motor of economic change as their choices drive innovation and efficiency.
 The Internet is interactive and thereby there is a time efficiency that is an advantage and difference of electronic commerce from traditional commerce. Companies are able to communicate with customers in a far more efficient way than before.
 Lets face the economic point of view in both E-Commerce and Traditional Commerce before the difficulties of E-Commerce are deepened.

X) Macroeconomic point of view in Commerce

In "general" macroeconomics one has to take four tests into consideration. The first is the market analysis, second the market structure, third the conduct and fourth the performance.

Firstly, market analysis gives the possibility to define a market. A market is where consumers and sellers interact with one another to determine the price and quantity of the goods produced. A market consists of a number of sellers that provide a similar product or service to the same group of buyers or consumers, what is called homogeneity. In addition, market activity varies across different locations. Buyers have different preferences, which may constitute different markets.

Secondly, the test of market structure tells you the number of sellers/buyers, product differentiation, which barriers to entry, the cost structures and vertical integration.

Thirdly one has to take a look on conduct. Here one gets information about pricing behaviour, product strategy/advertising, research and innovation in this part of the market, plant investment and legal tactics.

Fourthly one has to take the performance of a market into consideration. Here one gets information about production efficiency, locative efficiency, progress and equity.

The internal market in the EU has the potential to be the largest retail market in the world and the advent of the e-commerce revolution has transformed the potential for integration of retail markets in the EU to give a major stimulus to competitiveness and expand the opportunities for EU citizens.
 E-commerce has great potential to improve consumer welfare, by making a greater range of products available, boosting price competition and developing new markets.

A difficulty in E-commerce is the lack of transparency in the transaction. Information about a transaction, including personal information, might be spread around the world in no time. It becomes more difficult to trace, identify and distinguish transactions. This is a problem of anonymity of Internet transactions. This could lead to unpredictability for both parties. One has to ask how is to bear the risk of this unpredictability, the vendor or the buyer. 

The vendor is the party selling the digital product with the intention of earning profits by selling products. This also involves a certain risk (of selling with a loss or of not being paid). The vendor therefore has a need to be able to predict his legal situation. Without such a predictability, the vendor might not involve himself in cross-border electronic commerce.
 But one also has to see that the vendor takes the initiative when he offers products on the Internet. He must therefore in consequence accept that when he intends to sell worldwide through the net there is a certain risk involved. One could maybe even say, that the vendor as such cannot claim any more special protection than the buyer.

The buyer can be either a consumer (private person that buys mainly for his own use) or a professional party. It depends from this distinction, "what" the buyer is. Professional buyers are considered to be on equal terms with the vendor. Consumers are generally considered to be the walker party. The interest of protecting consumers has resulted in several legislative measures.

General needs of the EU

The European Union is seeking to forge ever closer links between the States and People of Europe to ensure economic and social progress, an internal market without internal frontiers to ensure the free movement of goods, services and the freedom of establishment, eliminate the barriers between Europe through development of information society services.

The European Commission recognized the importance of establishing electronic commerce without frontiers and an entrepreneurial culture to stimulate employment and global competitiveness in the EU.
 But also companies recognized that without consumer confidence in the online world, E-commerce in Europe would never flourish.
 The principle goal of the EU's Internal Market is to ensure the free movement of goods and services throughout the EU, unhindered by national legislation. The principle of free movement is embedded in a country of origin rule, where goods and services comply with the laws of the country in which they originate, they may not be excluded from the other Member States for non-compliance with national laws.

XI) Country of Origin Rule

The Internet has transformed any company with a computer and a telephone line into a worldwide supplier of information, advertising, goods and services. Through the Country of Origin rule the activities of a company are regulated in its country of establishment. It can be expected by the companies to know and comply with applicable laws of their establishment country. The Directive applies this rule only to key areas of electronic commerce. 

If the activities of a company are regulated in each country where a buyer or Internet user is located a company is confronted with the daunting task of complying with a multitude of national legal regimes. Businesses would be discouraged from participating in the electronic marketplace. This would have a huge impact on the consumer’s choice, which would be diminished, and lead to a higher price.

XII) Exceptions from the Country of Origin Rule

Two significant exceptions exist which have generated considerable concern within business community. One is the carve-out for consumer contracts, another the exemption for unsolicited commercial communication. The first lets consumers benefit from Member States consumer protection laws but also pose the risk that countries will artificially reconstruct national barriers to transborder sales.
 Latter requires companies sending unsolicited commercial E-mail and to exclude from any such mailings persons whose names appear on the list (while the ISDN Directive takes the opposite approach of establishing an opt-in mechanism for unsolicited commercial E-mail, requiring the affirmative consent of users prior to its being sent).

Especially the carve-out option can be a great impact on businesses located both inside and outside the EU. Businesses are likely to encounter difficulties in knowing and understanding the consumer protection of each Member State. This is how the global issue of the Internet arises.

The E-Commerce Directive embodies a negotiated attempt to balance business and consumer interest. The jurisdiction for E-Commerce in Europe has great implications for the global nature of electronic commerce.
 Parties should have a reasonable expectation of their rights and duties towards each other and where these rights and duties can be enforced. Whatever system is used to regulate the Internet, there should not be a production of over-regulation.
 If a global solution for co-operation and creation of principles for electronic consumer contracts -and thereby for the heart of electronic commerce- is to be preferred is maybe still a moot point.

The E-Commerce Directive in detail

XIII) Purpose of E-Commerce Directive

The purpose of the Directive on electronic commerce is to improve the legal security of such commerce in order to increase the confidence of Internet users. It sets up a stable legal framework by making information society services subject to the principles of the internal market (free circulation and freedom of establishment) and by introducing a limited number of harmonised measures.

XIV) Criticizing balanced approach

In an attempt to find a middle-ground between businesses and consumers, the Directive carves out a number of exceptions to the application of the country of origin rule that will permit Member States to impose restrictions on electronic services in selected areas. By potentially imposing significant restraints on the free circulation of online services, these exceptions have generated considerable concern within the business community. In particular, the exception already explained above have aroused apprehension.
.

The Directive establishes the groundwork for an Internal Market in E-commerce, particularly through its adoption of a country of origin rule. Unfortunately, the Directive contains elements that create ambiguity concerning the scope and application of its terms. In the long run, these provisions could undercut the Directive’s mission to foster a harmonized electronic marketplace in the EU.
 

XV) Disparity in implementation of EC Directive

a) National experiences

i) UK experience

There is still genuine concern that insufficient safeguards exist to deal with incoming ISSPs' established in the EEA States with less stringent financial regulation than, for example, in UK established firms. There is concern that the ISSPs' established in the UK could face dual conduct of business regulation unless a number of key sections of the directive are interpreted consistently throughout the EEA. Further concerns exist.

On the other hand, there are still advantages in the Regulations' country of origin principle that can benefit any member country business. For example, the UK's retail laws are among the most relaxed in Europe. This can give UK businesses advantages over, say, German competitors. A German e-tailer must comply with any German restrictions on promotional offers; its UK rival escapes such restrictions, even when selling to German consumers.

The Directive on the protection of personal data and privacy in electronic communications requires prior consent from a consumer before sending him or her unsolicited commercial email. The E-commerce Directive allows Member States to make their own laws on such email. It also excludes it from the country of origin principle. So, while spam may be currently legal in the UK, it is not legal in, for example, Italy, and a UK business cannot rely on UK law to justify the spamming of Italian consumers.

ii) Italy’s experience

Italy’s implementation of the E-Commerce Directive 2000/31/EC in Legislative Decree No. 70 of 2003 was deficient, violated Article 14 of the Directive, and risks hampering online enforcement efforts by requiring a court order before a takedown can occur. This requirement is contrary to that Directive and prejudicial to cross-industry agreements on take-down procedures. EU legislation requires only that the ISP know of the infringement to be obligated to takedown the infringing content. A proper notice and takedown procedure remains to be developed in Italy. Article 16 let. (b) of Legislative Decree No. 70 of 9 April 2003, implementing the E Commerce Directive, requires takedown procedures to be subject to a prior notice by the “relevant authorities.” This referral to the intervention of an undefined judicial or administrative authority is contrary to the E-commerce Directive and prejudicial to cross-industry agreements on take-down procedures. As a result, the industries believe that the Italian provisions of Legislative Decree # 70 of 2003 are inconsistent with Article 14 of the EU Directive 2000/31/EC where it requires a decision of the administrative or judicial authorities in order to remove the illicit contents or disable the access to them.

b) Case Law (Article 12-14)

In a few cases national courts have already interpreted the Directive. However, in these cases, the national implementing measures of the Directive had not yet been adopted in the States concerned.

i) Deutsche Bahn v. XS4ALL
 (judgement by Gerechtshof te Amsterdam (Court of Appeals), 762/02 SKG, of 7.11.2002)

Deutsche Bahn sued Google over links to a German anarchist website which showed how to sabotage a railway. It wasn't Google's fight: the world's favourite search engine firm promptly removed the offending links to the website of Radikal, the aforementioned anarchists.

Deutsche Bahn had already gone to court to bar German web ISPs from linking to the sabotage articles. When this didn't work, the company went to the Netherlands and sued the Dutch ISP XS4ALL, host of the Radikal pieces - under the EC Ecommerce Directive of 8 June 2000, Statewatch reports.

"The Directive defines the liability of ISPs in a very precise way. The implementation deadline was 17 January 2002, as this date had passed a Dutch judge had to rule on the case. Proceedings were initiated on the 10 April and the case was heard on the 15 April, giving XS4ALL little time to prepare. The judge ruled that the content, having been banned in Germany was indeed illegal under the terms of the Directive and XS4ALL had to remove the pages."

ii) Dutch Courage

So now the Dutch arm of Indymedia, the radical newsgathering collective, enters the fray, producing a page containing links to mirror sites, which have popped up all over the Web. On 23 April, indymedia received notice from Deutsche Bahn demanding the removal of the pages.

Indymedia.nl refused. The case went to the Dutch courts. And on 20 June, the news organisation duly lost its argument that by linking to mirrors, it was not linking directly to illegal material (at least three clicks away) and therefore it broke no Dutch law.

The EC Ecommerce Directive has been much criticised on the grounds that consumer rights enshrined in its philosophy are unfair to retailers and ISPs and may retard online trade. But who spotted its potential as a backdoor cross-border censorship tool? Possibly not even the EC. In December 2000, the Commission wrote:

“The (ECommerce) Directive clarifies that the Internal Market principle of mutual recognition of national laws and the principle of the country of origin must be applied to Information Society services. This will ensure that such services provided from another Member State are not restricted”.

The Indymedia.nl ruling seems to have exactly the opposite effect to that contained in the above sentiment.

Conclusion

As stated it is always the better way to let the market develop its own principles than making artificial rules. All the reasons we summed up in the text show that self-regulation is always the better way; it is more individual, nearer to the needs of the market, cheaper and can react faster on changes.

The solution would be to deal with the existing rules and try to simplify them. As they are today they are too bureaucratic and unclear, totally not manageable for the customers or business. 

The consumer is so strongly protected due to all the regualtions that already exists that he at least should be seen as equally strong to the business side. What we need is not more protection but making the regulations and rules clear to the consumer. Only an enlightened customer can make use of the existing rules. Beside the fact that no new regulations are not needed (as seen above), if there is no enlightment in the future also no more rules through regulation will lead to more consumer protection.
Not only one of the parties has to be targeted in the regulations. The existing consumer protection is sufficient to the needs. 

We do not need more consumer protection in e-commerce.
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