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Executive Summary – IT Security and Privacy

The following paper is a look into the ever-changing world of IT security.  Today’s businesses rely on data obtained from their customers, research, and other companies.  This data has to be kept secure in order to protect the interests of the business and their customers.  The paper will look at threats and vulnerabilities in IT systems, both manmade and natural, the role the CSO can play in a corporation, ways businesses can work to keep themselves safe from outside attacks as well as internal threats, and what to do if disaster strikes.

You will find this topic to be very important.  It is a subject that is thought of often, but not always understood.  Many in business today just expect that someone in the computer department takes care of IT security, but as we will show, individuals are just as responsible.  Also, with the growing ability of outside attackers, businesses must be nimble and able to respond.  With companies spending an average of 36% of their security budget and 7% - 8% of their overall IT budget toward technology, this is an important topic to understand.

With the increase of e-business, downtime can be costly.  Estimates vary, but downtime can cost a company from $1400 to $8000 per hour.  This is not something that many companies can afford to lose.  Downtime can also lead to permanent loss of customers and loss of the revenue they provide.

The authors used many sources to obtain the information in this paper.  Journal articles, surveys, books, and personal experiences were used to pull out relevant and recent data.  Unfortunately, a lot of information, including hard financial costs, is not easy to ascertain, as it is hard to put a value on downtime and virus attacks.  Also, with there not being a standard way of handling IT security, one companies’ costs may be more or less than another companies.


This research has led the authors to many different findings:

· IT Security is becoming more and more important with more companies employing the services of a Chief Security Officer to handle just that aspect instead of making it the responsibility of another person

· Outside attacks on company networks has increased over 250%

· Identity theft costs businesses alone $52.6 billion per year 

· Protection of company networks is becoming more and more complicated with the advances in technology, such as fingerprint identification, VPN’s, and simple fixes, such as removing disk drives and USB ports

This is just a sample of what this paper presents.  The final conclusion is that companies must be prepared in all ways, not just to prevent, but what to do when attacks do occur.  Developing a Business Continuity Plan is an involved, yet important part of IT security.

With the IT Security world ever-changing, companies must stay on top of the latest technologies and trends.  Keeping data safe and protecting employees and customers interests must be paramount.  Keeping networks safe, secure, and operational will keep businesses up, running, and profitable.

Data Rules the Business World
Information is what runs the business world.  Companies develop their own, research their own, buy what they need, and sell what they have.  If that was all that happened, there would be no need for IT security.  However, in a world that rewards knowledge and can provide substantial gains for those who obtain that knowledge the wrong way, companies have to protect their data from all angles.


Companies today are threatened by everything from natural disasters to accidents, from hackers and viruses to internal damage.  A company has to constantly monitor what goes on inside their offices, what comes in through their networks, and what is happening in the outside world.  The better they prepare, the more secure their data will be.


This paper will discuss the costs of IT security, IT threats and vulnerabilities, the role of the CSO, IT behavior and access, and disaster recovery.  This paper will look at research and stats, case studies, and personal experiences to paint a picture of what IT security must be in order to protect a company’s data.

IT Threats and Vulnerabilities

In today’s business world, companies rely on amassing data from their research, customers, sales, and many other sources.  This data has to be protected from threats and vulnerabilities that exist in the world.  Threats are anything, natural or man-made, that can damage an IT system.  A vulnerability is a weakness that allows a specific threat to cause adverse affects or anything that weakens the security of the systems and the information they handle [1].  Natural threats range from fires and hurricanes to accidents due to human error.  


Companies use two different ways to asses the threats on their companies systems.  A qualitative assessment is no more than an educated guess.  It is based on opinions of others gained through interviews, history, tests, and personal experience.  A quantitative assessment uses statistical sampling based on mathematical computations determining the probability of an occurrence based on historical data. [2]

Natural Threats


Natural threats are essentially natural disasters, which have always been looked at for the impact they have on people and their ability to function in daily life.  Hurricane Katrina in 2005 and the 2004 tsunami in Asia are just two of the most recent disasters to hit our world and disrupt daily life.  Just as people have to prepare for these types of disasters and be ready to continue their lives, businesses have to be prepared for the destruction that can come along with them.


Fire

When thinking of a fire in a companies’ building, picture a total loss to data stored on servers or all of the paper files going up in smoke.  While this is a catastrophic picture, if a company is prepared, it can be reduced to a small speed bump.  Do they have their servers backed-up off-site?  Are their paper documents scanned and saved?  Were the on-site servers stored in a fire-retardant room?  Does the company have a well-practiced escape plan for their employees?  These are all questions that a company can ask themselves about their preparedness for a fire.

Earthquake


Earthquakes are as unpredictable as any natural disaster.  Science has not been able to predict when they will hit, where they will be centered, and what magnitude they will reach.  Companies in areas that are prone to earthquakes must prepare for them.  Buildings can be built to be more resistant to the shaking and shifting of the ground during an earthquake.  Having servers and data back-up off-site is another option, but the location must be carefully picked.  If it is in the same area as the main location, the earthquake could affect the back-up system as much as the main.  


Hurricanes


As evidenced by the 2005 disaster in New Orleans, hurricanes can be a destructive force.  Even though we can see them coming and prepare to an extent, there is only so much that can be done.  As with fires and earthquakes, servers and data must be backed up off-site.  Also, servers should be stored above ground, keeping the rooms they are stored in from flooding.  


Accidents


Most people don’t think of accidents being preventable.  While they may not be, a company can take steps to prevent accidents.  Many companies use trained software experts to install and update software, preventing untrained employees from making mistakes and losing information.  Also, companies will hire outside contractors to move office furniture and computer hardware to prevent an employee from trying to do more than they should and dropping a server, for example.  Again, these solutions are not 100% effective, but they can reduce the number of accidents and reduce the loss due to accidents.

Man made threats

Manmade threats are the more common threats to businesses and their networks and data.  These can come in the form of a direct attack on a system in the form of hackers, spam, viruses and worms.  They can also show themselves in the form of credit card fraud and identity theft from data stolen from companies systems.  Also, terrorism is a constant threat to businesses.

Hack and Hacker

According to Wikipedia, a hack is “… the term in the slang of the technology culture which has come into existence over the past few decades. It means a programming exploit, or a commercial software break-in.”[3]  They also define hacker as “… someone who creates and modifies computer software and computer hardware, including computer programming, administration, and security-related items.”[3]  Companies experience threats from these people or groups constantly.  Three recent examples include attacks on AT&T, the United States Navy, and the US Department of Agriculture. 
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AT&T, the largest phone company in the United States announced that, in August, 2006, their computer systems were hacked and personal information such as credit card numbers were stolen.  This affected about 18,000 to 19,000 customers. [4] “We are committed to both protecting our customers’ privacy and to weeding out and punishing the violator,” said Priscilla Hill-Ardoin, the company’s chief privacy office, in a statement.


[image: image2]On June 2006, The Navy announced that personal data on 28,000 sailors and family members had been found on a civilian web site. [c]
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Agriculture Department, on August 2006, USDA information technology system was broken into by a hacker. The information put about 26, 000 Washington, DC employees at risk. [5]

Spamming
Spamming is defined as “… the abuse of electronic messaging systems to send unsolicited, undesired bulk messages.”[4]  While the costs of spamming is not easily determined, the general costs of spam for a company refer to the overhead of preventing spam, including spam blockers, and loss of productivity due to having someone dedicated to trying to stop the spam mail or the employees having to sort through what is real and what is not.

Phishing
“Phishing is a criminal activity using social engineering techniques. Phishers attempt to fraudulently acquire sensitive information, such as passwords and credit card details, by masquerading as a trustworthy person or business in an electronic communication.”[3] This scam attempts to get people to pass on personal information in order for the recipient to use it in nefarious ways.  Just recently, an e-mail was received by many of the students at the University of Missouri – St. Louis campus.  The e-mail looked formal and professional and asked for personal information to be sent to the sender.  See the example below, also known as a Nigerian scam.

FROM THE DESK OF MR. HASSAN YERIMA,

EXECUTIVE DIRECTOR,

FOREIGN OPERATIONS DEPARTMENT,

CENTRAL BANK OF NIGERIA,

GARIKI ABUJA

TELL : 234-803-7105651.

IMMEDIATE Release of your contract payment of US$18 million with

contract number #:MAV/NNPC/FGN/MIN/2003.

ATTENTION : THE HONOURABLE CONTRACTOR,

Sir,


From the records of outstanding contractors due for payment with the Federal government of Nigeria, your name was discovered as next on the list the outstanding contractors who have not received their payment.


I wish to inform you that your payment is being processed and will be released to you as soon as you respond to this letter.Also note that from the record in my file your outstanding contract payment is US$18,000,000.00 million dollars(Eighteen million  united states dollars) only.


Please re-confirm to me if this is inline with what you have in your record and also re-confirm to me the following :

1) Your full name and address

2) Phone, fax and mobile #.

3) Company's name, position and address.

4) Profession, age and marital status.


As soon as this information is received, your payment will be made to you by Telegraphic Wire Transfer (KTT) or Certified Bank Draft from central bank of Nigeria call me on my direct number as soon as you receive this letter for more details.

Thanks,

MR. HASSAN YERIMA.,

EXECUTIVE DIRECTOR,

FOREIGN OPERATIONS DEPARTMENT,

CENTRAL BANK OF NIGERIA


This phishing e-mail isn’t a professional phishing e-mail due to the mistakes in the content, such as “US$18,000,000.00 million dollars” or “From the records of outstanding contractors due for payment with the Federal government of Nigeria.” However, some phishing e-mail can look like official e-mail from banks and other commercial operations.  The receiver should check the name of server or e-mail before answer the e-mail for confirmation.

Viruses and Worms

“A virus is a self-replicating computer program written to alter the way a computer operates, without the permission or knowledge of the user. Though the term is commonly used to refer to a range of malware, a true virus must replicate itself, and must execute itself. The latter criteria are often met by a virus which replaces existing executable files with a virus-infected copy. While viruses can be intentionally destructive—destroying data, for example—some viruses are benign or merely annoying.”[3]

“Worm is a self-replicating computer program uses a network to send copies of itself to other nodes (computer terminals on the network) and it may do so without any user intervention. Unlike a virus, it does not need to attach itself to an existing program. Worms always harm the network (if only by consuming bandwidth), whereas viruses always infect or corrupt files on a targeted computer.”[3]

Statistics

A study by Symantec showed that, in the second half of 2004, phishing attacks increased 260% compared with the same period of 2003 and virus and worm attacks increased 300% during the same time period.  Symantec uses their “Global Intelligent Network” which consists of 40,000 sensors in 180 countries all over the world to monitor security breach activities. [6] Another survey from network called Mazu Networks reported that 47% of 229 mid and large size companies were attacked by worms.

Identity Theft
“I first was notified that someone had used my social security number for their taxes in February 2004. I also found out that this person opened a checking account, cable and utility accounts, and a cell phone account in my name. I’m still trying to clear up everything and just received my income tax refund after waiting four to five months. Trying to work and get all this cleared up is very stressful.”  This quote is from a consumer’s complaint to the FTC on July 9, 2004[7]   Identity theft is the fastest growth crime in the United States.[8]  Statistical data shows that 13.3 people every minute have their identity stolen.  This adds up to almost 20,000 people today.  On average, a person who is a victim of identity theft will spend 15 – 60 hours solving the problems that arise.

According to Federal Trade Commission (FTC), the number of victims who complained to FTC is increasing from 2003 to 2005. In 2005, 255,565 people complained to FTC for identity theft and they were categorized into information’s misuse by identity theft. The number one of misuse information is credit card fraud (26%) following by other identity theft (25%); medical fraud, insurance fraud, apartment and house rental, magazines subscribers etc.  From a survey in 2006, 9.3 million victims lost $57.6 billion from identity theft.  This was further divided into business losses, which were at $52.6 billion dollars and the individual loss at $5 billion dollars.  All of them together spent 297 million man hours to clear their problems. [8]
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Figure 1: Total identity theft records by calendar year [7]
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Figure 2: How victims’ information is misused [7]

Terrorism
“Bin Laden's operatives use encrypted e-mail to communicate, and . . . the hijackers did as well" (Behar, R. (2001, October 15). Fear along the fire wall. Fortune, 144(7), 145-148.)[9]

"Terrorist watchers suspect al-Qaeda may be hiding its plans on online pornographic sites because there are so many of them, and they're the last place fundamentalist Muslims would be expected to go" (Cohen, A. (2001, November 12). When terror hides online. Time, 158(21), p. 65[9]
There are two common ways to communicate with encrypted e-mail. The first one is very common and is based on an ancient skill, dating from 300 B.C., but it’s still effective.  The second is a more modern skill, being developed along with today’s technology.  

Cryptography

“Cryptography is the replacement of a unit of plaintext (i.e., a meaningful word or phrase) with a code word (for example, apple pie replaces attack at dawn).”[3] 

Nowadays, this method has changed from the simple substitution ciphers to mathematic algorithms that have made it more complex and hard to translate without the code.

Steganography

“Steganography is the art and science of writing hidden messages in such a way that no one apart from the intended recipient knows of the existence of the message.”[3] For instance, this picture of a tree can hide the picture of a cat behind it and intended recipient can convert it to the picture of a cat but others who received this tree picture didn’t know the existence of another picture behind it.  Going back to the quote above regarding terrorism, this is how information can be passed through websites without people knowing what they really are looking at.
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Figure 3 An example of Stegranography 
CSO In Today’s Companies


Today’s companies have to protect against all of the above threats and more.  The position of the Chief Security Officer, or CSO, is a position that is not defined for companies today.  The name itself is not consistent within the structure of business.  Many companies use the title CISO, or Chief Information Security Officer.  Other companies don’t have the position, using a CIO, or Chief Information Officer.  


A survey of 8200 CEOs, CFOs, CIOs, CSOs, Vice Presidents and Directors of IT and Information Security done by CIO Magazine and PricewaterhouseCoopers showed that, in 2004, 16% of companies surveyed had a CISO position and 15% had a CSO position.  The numbers rose in 2005.  The number of companies with a CSO and CISO both rose to 20%. [10]

Role and Background of the CSO


The role of the CSO within today’s companies is as varied as the titles.  Some companies have included the responsibilities of physical security along with information security.  In 2006, 75% of companies have some integration these for their CSO, up from 53% in 2005 and 29% in 2003.  Also, in 2006, 40% of companies have the same executive overseeing both computer and physical security, up from 31% in 2005 and 11% in 2003. [11]


The CSO also has many other functions that it must perform.  Rodney Petersen put together a list of roles that a CSO must perform in the Educause journal.  These roles included:

1) Oversee a network of security directors and vendors who safeguard the companies assets, intellectual property, and computer systems, along with the physical safety of employees and visitors

2) Identify protection goals, objectives, and metrics consistent with corporate strategic plans

3) Manage the development and implementation of global security policy, standards, guidelines, and procedures to ensure ongoing maintenance of security

4) Maintain relationships with local, state, and federal law enforcement and other related government agencies

5) Oversee incident response planning as well as the investigation of security breaches

6) Work with outside consultants as appropriate for independent security audits.

The backgrounds that CSO’s come from are as varied as the roles they play.  Despite the information component that a CSO must handle, only 63% of them come from an information system background. [12] Their other backgrounds, shown in the table 1 below, demonstrate the ability to handle the different day to day tasks that a CSO faces.
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Figure 4 CSO Backgrounds [12]

CSO Qualifications

Rodney Petersen, in Educause, also put together a list of qualifications that CSO’s must meet in order to perform their jobs.  Those qualifications are:

1) An intelligent, articulate and persuasive leader who can serve as an effective member of the senior management team and who is able to communicate security-related concepts to a broad range of technical and non-technical staff

2) Experience with business continuity planning, auditing and risk management, as well as contract and vendor negotiation

3) Strong working knowledge of pertinent law and the law enforcement community 

4) A solid understanding of information technology and information security

These qualifications will allow a CSO to be a positive influence on the other CXO’s within a company and increase the investment in IT security.

IT Security: Behavior and Access

No matter how much a company invests in security, it’s useless if the company’s users exercise poor judgment and behaviors when it comes to network security. And the most abused device in a company’s security system is the password. 

Passwords
Passwords are, in theory, supposed to restrict access to a certain system. They’re supposed to be exotic enough that an unauthorized user could not crack them. However, this is hardly the case. An audit noted by Australian firm Expertron Group Ltd. on an anonymous client’s internal system found that the IT staff, with little effort, cracked more than 50% of the passwords on the network.[13] Culprits include those who use easy-to-guess passwords such as pet or family names or those who fail to change the default password “password” or “admin.” Even more blatant abuses include writing down passwords and keeping them in a desk drawer or even taped to the monitor. All of these behaviors are tantamount to not having a security system at all. 

However, passwords aren’t useless or beyond repair. Strong password guidelines should be established to ensure their effectiveness. For example, UMSL recently strengthened its requirements: [14]
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Keeping a Company Going in the Face of Disaster

Previously, it was universally known throughout UMSL that the old default password scheme (utilized by most university students and faculty) relied on eight digits: the first two digits were the year of your birth; the third and fourth digits were your birthday, and the fifth through eighth digits were the last four digits of your social security number. In a university where ages are discussed between friends, birthdays are easy to ascertain, and exam scores are routinely posted by the last four digits of the student’s social security number, none of these components are hard to obtain. 

The new requirements ensure that passwords won’t succumb to “dictionary” attacks or easy to determine names and number sequences. In addition, case sensitive entries and non-alphanumeric characters exponentially increase the number of valid password character combinations. 

However, tough passwords don’t remedy the other weakness of password use: too many passwords, which oftentimes results in the user writing them down and keeping them handy in a desk drawer or taped on the monitor. The Trusted Platform Module (TPM) system removes this threat. “All passwords are stored in a chipset in devices, known as the trusted platform module (TPM), meaning that users only have to remember one password (to gain access to the TPM.)”[15] The TPM is accessed by an extraordinarily difficult pass phrase, usually a 32-word password, and [16] that the user would know by heart. Once accessed with the proper phrase, the TPM handles all secure logins for protected sites. 

Some companies and products have progressed beyond the need for passwords. Biometrics is quickly becoming the standard secure login method for many firms. Quickly evolving from the realms of science fiction and James Bond movies, fingerprint scanners are now commonplace as the technology behind them becomes more advanced and more inexpensive. Laptops from HP, Dell, Sony, and others as well as PDAs and smart phones are available with fingerprint scanners which restrict access. [16] 
Voice recognition applications have long been available for mobile phones, but typically only for voice commands—it’s not typically used as a security component since other available options are so effective and less prone to failure. Voice mimicking, the effect of colds, etc. can render this feature either too easy to crack for an unauthorized user or too difficult for an authorized user. 
Facial recognition is in a stage where it is advancing enough to be used as a component in security applications, but it’s not widely used. Higher-security applications, such as defense and technology research and development industries, may employ retinal scanners which take a picture of the user’s retina and associated blood vessels. This is considered even more failsafe than a fingerprint scanner: fingerprints can be lifted from a surface that an authorized user touched, but a photograph of the intricate design of the blood vessels in a person’s retina is nearly impossible to transfer to a scanner. 

Prevention – First Step to Overcoming Problems

Employers are more prone to an inadvertent attack by an authorized user than by an outside hack. Easy Internet access, viruses, hacks, and the ease at which programs (often malicious) can be installed on an unsecured network have been a great challenge for employers. 


To respond to these threats, many employers take steps that reduce the risks from these types of attacks. Some disable USB ports and disk drives, which prevent rogue or unthinking employees from releasing a virus into the system or stealing information, which is often sensitive. Others restrict downloads to prevent spyware, games, and to ensure that the only programs on a network are those that the IT staff has deemed necessary. And almost universally, employers utilize firewalls and anti-virus programs. 


Telecommuters pose a unique case for IT professionals. Employees working from home on a personal computer with an Internet connection tethering them to the office can expose all types of sensitive information to the world or copy and steal the same.  How does a company secure its systems while allowing for new work trends?  With the number of telecommuters estimated at 23.5 million people in 2003 and 40 million expected by 2010, [17] this is a dilemma that needs an effective solution. 


Virtual Private Networks (VPNs) are one solution. A VPN establishes a secure channel through the Internet through which encrypted data can be sent from the user to the network and vice versa. Advanced VPNs allow employees to see and access exactly what they would see while sitting at their desk in the office without worrying about other users on the Internet intercepting meaningful information. 

Protecting Its Interests – Diversified Financial Services, LLC

To demonstrate how these concepts apply to the real world, we’ll look at Diversified Financial Services, LLC (DFS). DFS provides financing and leasing on commercial, construction, and agricultural equipment to end users in the U.S. Its revenues top $ 300 million annually, and it employs 80 people in its Omaha and St. Louis offices and an additional 20 that work from their homes. 


The nature of DFS’ business requires that it have access to personal credit bureaus, credit applications which include bank account and line of credit account numbers, and financial statements on applicants, which are deemed sensitive, confidential information. Besides the obvious reason that this information must be kept confidential to avoid identity theft and fraudulent applications, DFS must comply by strict federal lending laws—a breach that’s reported, despite the absence of damage, could result in large fines. Security in the office is easier to manage, but it’s the 20 remote users that provide a greater challenge. 


DFS keeps its remote users secure by using a VPN and by restricting access only to vital employees, which must be approved by the Vice President. This approval is forwarded to the COO (who doubles as the Chief Security Officer) who issues the appropriate software and access codes to the approved user. Once enabled, the remote user sees and accesses everything he or she would in the office. 


DFS’ VPN system also restricts saving or printing information on the remote machine. Only company drives will be listed as “Save As” options on the remote machines, and printing documents from a remote location will not allow a document to print on a personal printer. 


Besides security for remote users, DFS keeps its office systems secure by disabling all USB ports and disk drives on all PCs. Office employees cannot download or import outside software and continuously-updated firewall and anti-virus systems are employed. 

When Disaster Strikes –  Is Your Company Prepared?
Knowing that attacks can come from all directions, a company can try to protect itself the best it can.  When a company faces a disaster, a complete Business Continuity Plan will considerably accelerate a company’s recovery from disaster and reduce the impact of any business interruptions.  The continuity planning professionals are most concerned with internal causes (accidental failures) of outage rather than external causes (such as natural disasters, hackers and terrorism).  A BCP is not just about IT and data backup. Planners must consider the business process for all business units.  Also, BCP’s need to acquire executive support for company wide resources and to be integrated into the operational issues.

Disaster Statistics

When facing a natural disaster, the Federal Emergency Management Agency (FEMA) states that there were 906 major disasters declared in the U.S. between 1976 and 2001. A close look at the businesses damaged by Hurricane Andrew in 1992, 80% of those who lack of business continuity plan failed within two years after the storm. [18]

Everybody still has a clear memory about Hurricane Katrina, which is the costliest natural disaster occurred in the U.S. by total damage estimates. The insurance losses in Katrina were estimated to be $40 billion. And 2005 was the busiest ever recorded year for storms, with 23 named storms causing 11 federal disaster declarations. [19]

Internal Causes of Business Interruptions are the Major Concerns

Before a company starts to develop a business continuity plan, a thorough analysis of the causes of business interruption (or disasters) will help to outline what the work scope is and which parts should draw more attention.  When we talk about disasters, they roughly fall into three categories:

1) Natural disasters: floods, earthquakes, fires, weather events(tornados, hurricanes, ice, hail & wind), landslides, avalanches & other earth movements

2) Man-made disasters: 

a. Sabotage of property, computer systems, and information

b. Terrorist acts

c. Strikes

d. Protests and other forms of civil unrest

e. Denial-of-service attacks on computer networks

f. Viruses, worms, and other computer beasts

3)  Subset of natural disasters and man-made events

g. Infrastructure failures (utility outrages, power outages, etc.)

h. Communications failures

i. Transportation outages

To analyze which causes are more likely to happen and are the major concerns, the continuity planning professionals usually look from internal and external aspects.

They are most concerned with internal causes (accidental failures) rather than external causes (such as natural disasters, hackers and terrorism) [18].

The following figure 5 from CPM/KPMG Business Continuity Benchmark survey 2002, based on 624 respondents, shows power outages, hardware and software failures, and communications failures as more common business interruption risks than natural disasters.  Power outages seem stay as the number one or two causes.  Contrary to this, an interesting finding is that the natural disaster is the only factor that decreased from 1999 to 2002. [18]
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Figure 5 CPM/KPMG Business Continuity Benchmark Survey Based on 624 respondents [18]
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Figure 6 Causes for Unavailability of Critical Business Systems         (Source: Ernst & Young, Global Information Security Survey, 2002) [18]

Cost of Outages are Significant 

It is hard to quantify the cost of an outage of internal management system. The following are published estimates of the costs of downtime for company web sites. [18]

1) Downtime is costing major Internet players an estimated $8000 per hour (Forrester Research).

2) Downtime costs $1400 per minute on average (Oracle).

3) For a typical medium-sized business, downtime costs average $78,000 per hour; these sites typically lose more than $1 million annually due to downtime (IDC).
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Figure 7 Average Hourly Effects on Businesses of Web Site Downtime

Steps To Develop a Plan 

These are recommended steps to develop a plan [20]:

1) Acquire executive support. 

Compared to other IT projects, a BCP might rely more on executive support.  Designing and maintaining BCP’s require many resources, and the priority of creating the BCP is very easy to be set much lower than it should be, because usually BCP’s can only show the benefit when a disaster strike. 

Another reason the executive support is vital to BCP is that managers are usually the first group of individuals to be informed when there is a crisis. Consequently, the management team should be well prepared to carry out the recovery steps stated in the BCP.

2) Select a process owner

Process owner is the person take responsibility of the development of BCP. This role is vital to seek all the resources

3) Assemble a cross-functional team

4) Conduct a business impact analysis

5) BIA is for setting the priority of resource allocation to each business unit depend on the disaster’s impact on them

6) Identify and prioritize requirements

7) Assess possible business continuity strategies

8) Develop a request for proposal for outside services

9) Evaluate proposals and select best offering

10) Choose participants and clarify their roles for the recovery team

11) Document the disaster recovery plan

12) Plan and execute regularly scheduled tests of the plan

13) Conduct a lessons-learned postmortem after each test

14) Continually maintain, update, and improve the plan

Roles and Responsibility

The Executive sponsor is the person on the executive team who takes direct responsibility for the BCP.  As we stated before, this role is crucial not only to get resource support but also to have the vision broad enough to cover issues of the whole firm in the crisis.

In many companies, the CTO is the one that gets the most attention in the BCP, because CTO is responsible for critical IT resources.  However, the CTO does not take responsibility for operational resources or for buildings and facilities, and the CTO’s overall scope might be limited.  If CTO takes the role of executive sponsor, there will be a tendency that the BCP will focus more on the technology assets and protect IT assets on the expense of business records and operational facilities [21]. 

Head of internal auditing can be a choice for executive sponsor because he/she is familiar with the assets, especially operational assets. On the other hand, the lack of credibility with operational staff and IT staff to make decisions place a hurdle that is not easy to overcome [21]. 

The corporate-wide perspective and other factors make the CFO the best among executive team to be the executive sponsor [21]:

1) Can choose alternatives, such as insurance

2) Judges the impact of an outage on the financial viability of the business, which is a key of the Business Impact Analysis

3) Assesses regulatory issues and their affect on risk management

4) Assesses cost issues and recommending budget and cost guidelines

There are several cross-function teams that should be formed to develop plans and implement recovery process [21]:

1) Recovery management team executes the disaster recovery plan at the time of the disaster and tries to get the critical functions of the business restored as soon as possible.

2) Salvage team goes on site at the time of a disaster. They decide what can be salvaged and what needs to be replaced, and this may include paper records and computer files.

3) Operational team runs the business functions during the recovery period until the business returns to normal. Usually the operational team is a subset of the team that runs the same functions under normal circumstances. 

4) Communication team is responsible for designing the means of communicating information to employees, customers, and the public in general. The importance of this team is obvious because a greater demand of information will be imposed in a disaster. Furthermore, the normal communication channels are vulnerable in the event of outage. 

Integration of the BCP 

Where to put BCP function in the hierarchy of a company will no doubt affect the actual effectiveness of the planning result.  To ensure that the BCP is corporate-wide, the BCP should be treated as a business expenditure. Ideally, a high-level position that is independent of IT might need to be created, which could be named “Chief Continuity Officer” [18] The 2002 CPM/KPMG Business Continuity Benchmark Survey indicated that although about 45% of the respondents have integrated a BCP in IT function, there are 35% that consider corporate/general management as the primary owner. [18]
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Figure 8 Integration of the BCP

(Source: 2002 CPM/KPMG Business Continuity Benchmark Survey, Witter Publishing Coporation, 2002)

However, the Ernst & Young Survey 2002 found that only 29 percent of responding firms treated BCP’s as a business unit expenditure, and 45 percent said it was within the IT budget. [18]

Budget for BCP – A Tradeoff Between Service and Costs

As the business world increasingly depends on E-business, the boom of businesses on the internet not only sours the hourly impact of downtime, but also stimulates the spending on disaster recovery resources. These kinds of spending are estimated to be 3-7 percent of the data center budgets. [18]

The following is a case study on a major player in the engine manufacturing industry, which reported sales of $9.9 billion in 2005 and employs 33,500 people worldwide. The company set up IT functions in shared service, which means they support other business units such as manufacturing and service. 

Up to now they have spent US$2.5 million on infrastructure for business continuity, mostly on data storage and redundant links.  A charge back system is in place to cover the cost the daily operation and maintenance of business continuity systems.

A major concern in the trade-off between service level and cost is the choice of data backup method - synchronized vs. asynchronies.  The synchronized method is to write data in the database and backup the database simultaneously.  Compare to that asynchronies method, which stores the data for a short time interval and sends it in a batch to a backup database. The synchronized method will guarantee the backup database has the most updated record, but it costs 3-4 times more than asynchronies method.

BCP – The Bottom Line

Common sense tells us a prepared plan beforehand can be a tremendous help in emergency. A complete BCP will considerably accelerate a company’s recovery from disaster and reduce the impact of any business interruptions.

BCP is not just about IT and data back-up.  We should consider the business process for all business units.  And a BCP needs to acquire executive support to get the support for company wide resources to be really integrated into the operational issues.
Findings


Throughout this paper, there have been a number of lessons and solutions that a company can take and implement or adjust to their own needs.  In today’s world, companies must be nimble as they move through the ever-changing world of technology and the abilities of people, both friend and foe.  The paper has shown that companies have a few simple rules that must be followed:

1) Companies should hire a Chief Security Officer or similar position.  This allows that person to focus on protecting company’s biggest assets – customers, data, and its employees

2) Virus Software and Firewall protection must be in place before anything can happen

3) Cutting edge protection is available.  VPN’s are a safe and secure way to allow employees to access networks.  Fingerprint and Retinal Scan technology can keep system secure better than passwords alone
4) Business Continuity Plans are a must for companies to have in place.  With an 80% failure rate among companies that don’t have a plan after a disaster strikes, one can see how important it is.

These conclusions are just the tip of the iceberg in IT Security.  Andy Jones, quoted in Gerald Kovacich’s “Information System Security Officer’s Guide,” said that, “The way in which the threats that are posed to an information environment are measured has not advanced at the same rate as the technology has developed and as a result, has not yet transitioned form being an art to a science.”  In other words, there is no right answer to keeping networks secure.  Only by staying on top of the technology and being prepared to react will keep companies data safe.
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By removing all but the last 2 bits of each color component, an almost completely black image results. Making the resulting image 85 times brighter results in the image. 
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Strong Passwords 


For security reasons, you must choose a strong password that meets the following requirements.


Your password must be 8 or more characters long. 


Your password must contain at least three out of four of the following categories of characters: 


Uppercase letters (A-Z) 


Lowercase letters (a-z) 


Digits (0-9) 


The following symbols/punctuation: ? . , ! _ - ~ $ % + =
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