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Introduction

Fraud may be defined as a deceit or trickery; or an intentional perversion of truth in order to induce another to part with something of value or to surrender a legal right.  A fraud may also be committed where a person who is not what he or she pretends, or holds themselves out to be
.  This definition closely matches the legal offence of fraud in the United Kingdom under the Fraud Act 2006, which came into force on 15th January 2007, repealing all deception offences under the Theft Act 1968 and 1978, and replacing them with a single offence of fraud
.  Under the new Act, fraud can be committed in three different ways:

· false representation
;

· failure to disclose information when there is a legal duty to do so
; and

· abuse of position
.

Under the 2006 Act, there are also new offences of possession
 and of making or supplying articles for use in frauds
.

The reform of fraud law leading up to the introduction of the Fraud Bill Fraud was a burning issue in the UK for many years, and for good reason: fraud is big business.  In 2004, it cost the UK economy in the region of £16 billion
.  Card fraud makes up a fair proportion of this figure: the cost estimate for the UK was £439.4 million in 2005, which can be compared to a total of £97.1 million in 1996.  The levels of card fraud are similarly high in the European Union (“EU”). In 2000, the volume of fraud was estimated at €600 million for payment cards alone (approximately 0.07% of the payment card industry’s turnover at that time)
.  The rate of annual increase in fraud and counterfeiting remains a cause for concern.  In the EU in 2000, fraud grew by approximately 50%
.   The figures for the UK (to 2005) can be seen in Appendix 1.  

As society modernises and the cashless age continues to develop, credit and other payment cards are increasingly pervasive
. In 2005, there were 141.6 million payment cards in issue - 69.9 million credit cards, 4.7 million charge cards and 67.0 million debit cards.  Spending on plastic cards in the UK alone totalled £292.1 billion, over four times the amount spent in 1995.   Their use has been accelerated by the increasing exploitation of the internet for commercial purposes, which allows the sale of goods and services by electronic means. Goods and services can be ordered at the press of a button, and paid for in the same way -- electronically
.  £22.0 billion of card spending took place online in 2005, as a result of some 310 million transactions
.  

To match the growth in their use, there has been an increase in the number of legal issues that pertain to such methods of payment, such as the regulatory regime applicable to issuers of electronic money, consumer protection and data protection issues, and the nature of the contractual relationship between the issuer and the retailer and the issuer and the consumer
. 

Of these, fraudulent use is easily one of the greatest and most problematic of all legal issues.  As technology advances, the sophistication of techniques used to accomplish card fraud advances too; for example, payment card counterfeiters now use the latest computer devices, including embossers, encoders, and decoders often supported by computers to read, modify, and implant magnetic stripe information on counterfeit payment cards
.  

The theft and increasing sophistication of the misuse of cards is a major headache for the banking and credit card industry; and whilst the cost of such crimes is staggering
, it is thought that much of the fraud has gone unreported as credit card firms and the banks which own them do not like to admit the scale of their security problems
. The cost of fraud is paid for ultimately by the customer via higher interest rates and higher prices in shops that pay fees to offer credit card sales
.

Card fraud takes on many forms, mostly resulting from card-holder negligence or from theft.  The most recent scam that is fresh in everybody’s minds is the exploitation of the chip and pin system through an elaborate fraud.  Criminals stole £1m after copying the credit and debit card details of hundreds of petrol station customers; affecting businesses across the UK and highlighting serious faults in the system which was meant to substantially reduce credit card crime and theft
.   

The types of fraud committed may be divided loosely into three main categories:

Stolen Cards:  where the card itself is stolen and is used before the card’s owner realises it is gone, or reports it missing; 

Identity Fraud: where the card is not stolen, but the card details are obtained, for example, from receipts, statements, intercepted or discarded documentation and email/phone scams (such as phishing); and

Card Generators: where card numbers are generated using software programs. As noted, this method requires some sophisticated knowledge of computers, and is therefore less common
.

Card holders often unwittingly facilitate fraud, for example by lending their card to friends or relatives, or carelessly store the card and PIN together
.

The vulnerabilities and problems associated with taking and processing payments are even more substantial where transactions take place ‘cross-border’. Difficulties with verifying the identity of both the customer and retailer leaves the system open to abuse; further, the fact that Organisations need to interlink their IT systems in order to process, for example, electronic funds transfer at point of sale (EFTPoS), holds an information security risk for those organisations. Organisations may attempt to secure their own IT environment, and may sign up to admirable schemes such as the Payment Card Industry Data Security Standard
, but they have little control over the IT systems they link with
.  Standards in the handling of information, the obligations of the parties to the transaction, the acceptance and rejection of payment orders, the rules relating to revocation, the correction of under-payment and restitution of over-payment, and the liability for interest and completion of credit transfers vary from country to country – this lack of uniformity means customers still need to be very wary when dealing with overseas traders.  

This paper looks at the problems that arise for both retailers and customers when cards are used as a method of payment.   It examines the domestic, European and international legislation in place that governs the holding and use of payment cards, and in doing so reveals how this legislation seeks to strike a balance between two primary considerations: the security of the customer’s information, and the interests of the business that is open to being targeted by fraud – sometimes by the customer itself.  The paper examines the development of that legislation and asks whether a fair balance has been achieved between the two competing interests.  The paper identifies that one of the greatest difficulties is that legislation between member states of the UK and also between the EU and non-EU countries is fragmented and varied.  Without a single unified initiative to combat card fraud, it is unlikely that fraud prevention measures introduced in individual countries will be effective.  The paper suggests therefore that a unified approach, as is being developed by the EU with the Single Payments Area initiative, is necessary, although not necessarily achievable in the near future. 

Card Payments Defined

There are four primary types of cards in circulation in the United Kingdom: cheque cards; credit/charge cards; debit cards; and Automated Teller Machine (ATM) cards. Some financial institutions have also created digital cash cards which operate rather like a store gift card. 

Each card often has several functions: for example, cards may operate as cheque cards, debit cards and ATM cards
.   

Cheque Guarantee Cards

A cheque card or ‘cheque guarantee card’, is issued by a bank to a customer for use with cheques drawn by the Customer. The Bank undertakes to the Payee that payment of the Drawer's cheques will be made, regardless of the state of the Drawer's account, provided that certain conditions are met.

It is a condition of the provision of the cheque card to the customer that the customer has no right to countermand payment of a cheque drawn in conjunction with the card; such a cheque cannot therefore be stopped. 

A cheque card is not a credit-token for the purpose of Section 14 of the Consumer Credit Act 1974 (“CCA1974”), because when the Bank pays the Supplier by paying the cheque, it does not pay for the goods or services concerned in the transaction, but merely honours its undertaking to meet the cheque
.

The use of cheques has been rapidly decreasing since 1990 and is set to continue to decline as plastic card and automated payments continue to grow.   The process of writing out a cheque and then accepting it at the sales till is time consuming, both for the retailer and the customer.  An estimated 61% of retailers find card payments preferable to cheques, for the speed, cost and security
.  The writer has chosen not to further consider the issues relating to cheques and cheque guarantee cards in this paper since the focus of our research is on cards that facilitate the electronic funds transfer of money (EFT).  The paper is concerned with financial transactions performed electronically where the cardholder initiates the transaction, making use of a payment card; and the use of cheques and cheque guarantee cards does not fit this model
.

Automated Teller Machine (ATM) Cards 

There are around 315,000 ATMs in Europe, with the United Kingdom, Spain, Germany, France and Italy accounting for approximately 3 out of 4
.  ATMs give the customer access to the cash in their account.  In addition, they may provide services such as balance enquiries, the facility to order a cheque book and to order a bank statement. Some ATMs allow the customer to transfer funds between their accounts, or to the account of a third party
.  ATM cards which allow withdrawal of funds where the customer account is in credit, are not 'credit-tokens' for the purpose of the CCA1974, Section 14(1); but where the card permits withdrawals against an overdraft facility or other form of credit, or permits withdrawals from ATMs belonging to other banks (unless the other bank is acting merely as an agent
), this will be a credit-token under Section 14(1)(a)
 – although this does not necessarily mean that the agreement under which the card was issued will be a credit-token agreement.

Whether the ATM card constitutes a ‘credit-token’ or not is relevant in the case of a disputed transaction.  If the card holder disputing the transaction can argue that his card was a credit token under the CCA1974, Section 14(1), then his liability for unauthorised use is limited under the CCA1974, Sub Sections 83 and 84, to a maximum of £50 prior to notification to the bank that the card is lost, stolen or otherwise liable to misuse – this, of course, applies to ordinary credit cards too
. Once the bank has been notified, the customer is liable for no further loss arising from use of the card.   As for other types of payment card, the customer will have no liability where the card has not yet been received by the customer or where the card details are used without permission and the card has not been lost or stolen
.

Where the customer claims that the use of his card was unauthorised (and the use is shown to arise from use of a ‘credit facility’ – see discussion above), per Section 171(4)(b) of the CCA1974, it is for the bank to prove either that the use was authorised, or that the use occurred before the bank had been given notice as stated above.   This is proving increasingly difficult as fraudsters use more sophisticated techniques: fake ATMs, pin capture devices, the hacking of card data during the transaction, card trapping which steals the card from the machine when the user inserts it, transaction reversal fraud and cash trapping
. 

Credit Cards

There is a competitive market of over 1,500 credit cards available to the consumer
.  Credit cards are cards that enable the holder to obtain goods or services without payment in cash or by cheque, or to obtain cash. Such cards can be divided into two further categories.

(i) Bank Credit Cards

These are credit cards issued by banks, usually through the VISA or Mastercard schemes.  The card allows the holder a revolving credit facility with a monthly credit limit. Such cards are credit-tokens within the meaning of Section 14(1) of the CCA1974. The related agreement which governs the provision and use of the credit card is an agreement for the provision of credit in connection with the use of a credit-token, and is therefore a Regulated Consumer Credit Agreement within the meaning of Section 8 of the CCA1974 - unless the credit limit afforded to the customer is greater than £25,000
 or the agreement is not made with an individual.  Cards issued after 1 July 1977, are also subject to Section 75 under which the issuer incurs liability for the suppliers' misrepresentations and breaches of contract, where the purchased price of the goods is greater than £100 but less than £30,000
.

(ii) Charge cards

Charge cards, issued by institutions such as American Express and Diners Club, are not strictly credit cards by definition - their primary function is only to facilitate payment, but in reality, credit facilities must exist since the holder accrues a debt in using the card and this is discharged when he pays his account off each month.  There is no credit limit issued. The institution issuing that card will ordinarily charge the holder an initial fee and thereafter an annual membership charge. The card holder is required to settle their account in full every month; failure to do so will result in a sum equal to interest, treated by the card company as ‘unliquidated damages for failure by the card holder to honour the terms of card membership’: hence, the agreement between the issuer and the card holder for a charge card is regarded as a non-instalment agreement for running-account credit will normally constitute an exempt agreement under the Consumer Credit (Exempt Agreements) Order 1989
, and is not therefore within the provisions of the CCA1974
.

Although they are different by definition, the legal characteristics and related issues that apply to the two categories of credit card are virtually the same (and many of these issues overlap with those affecting other types of card).   In both instances, there is a three-way relationship between the issuer, card holder and  supplier
 of the product or service, creating three separate sets of obligations. 

The first set of obligations exists between the card issuer and retailer: the card issuer enters into an agreement with the retailer who undertakes to supply the product or service to the card holder on production of the card. The issuer agrees to reimburse the retailer with the cost of the product or service (less the card issuer’s service fee) upon production by the retailer of a sales voucher or charge form signed by the card holder bearing the imprint of his card (or, more often nowadays, the customer is required to enter his PIN number instead of signing a voucher or form). 

The second set exists between card issuer and card holder: the card is issued to the card holder on the agreement of set terms, including that the card holder will reimburse the card issuer with the cost of the goods or services charged by the holder on the card. 

The final set of obligations exists between the card holder and the retailer.  This contract is unaffected by the fact that payment is made by credit card; the contract operates as if payment was made in cash.  In a normal credit or charge card transaction, the payment is regarded as absolute The card holder has all the rights and obligations that a cash-paying customer would have in respect of the goods and services purchased
; but also has no right to instruct the card issuer to stop payment if for any reason he is dissatisfied with the product or service obtained
.

These features are set out in terms of the overall transaction by Sir Nicholas Browne-Wilkinson V-C in Re Charge Card Services
.  Of note, there is no relevant distinction between the nature of the contractual relationship between each party to the credit card transaction, and the relationship formed between each party to a debit card transaction.

The misuse of credit cards is governed by Subsections 83 and 84 of the CCA1974, as well as by the Banking Code - a voluntary code of practice to be observed by banks and building societies in their relations with personal customers in the United Kingdom.  Additionally, as noted, the Fraud Act 2006 has been in force since 15 January 2007. Relevant offences under this Act include new offences to stop technology fraud, including 'obtaining services dishonestly' such as credit card fraud over the internet
.

Debit cards

Although there is still uncertainty as to whether debit cards are covered by the CCA1974, the process of the transaction is the same as that for a credit card: the card enables the card holder to obtain goods or services from suppliers against the card-issuer's undertaking to pay those suppliers by way of debit from the card-holder's account
.

In the UK, debit card networks are operated by VISA (incorporating Delta and Electron) and Mastercard (incorporating Maestro).  Switch debt cards have now merged with Maestro although the transactions in the UK are still processed by the Switch system.  

Debit cards facilitate payment by a direct transfer of funds from the customer's bank account to the supplier's account. Most debit card payments are processed electronically via Electronic Funds Transfer at Point of Sale (‘EFTPoS’)
. 

It is usual for the retailer’s terminal to require authorisation from the authorisation centre of the customer's bank to accept the card. The authorisation request, and its subsequent acceptance or rejection, will be sent over a telecommunication link via the authorisation centre of the retailer's own bank. Where the card has been accepted the terminal will produce a transaction voucher for the customer to sign (or the customer will enter their PIN on the terminal). Once verified, the signature (or PIN) acts as the customer's mandate to his bank to debit his account and credit the retailer's account, and a message to this effect is transmitted, via one of the EFTPoS networks, to the customer's bank and the retailer's bank. The message may be transmitted immediately to the EFTPOS network or it may be stored at the retailer's terminal for transmission in batch mode at the close of business that day. 

Although the EFTPOS system permits the adjustment of the customer’s and retailer’s bank balances to be virtually instantaneous, the EFTPOS system in the UK can take three working days to clear the transaction, the same period as for cheques: making it attractive to customers who can use their funds before they are cleared.  The delay is because of the clearing process: clearing is a “mechanism for the calculation of mutual positions within a group of participants with a view to facilitate the settlement of their mutual obligations on a net basis”
.  With the clearing process, the payment effected through the system is initiated by a payment order given by the originator, or someone acting with their authority, to the originator’s own bank. Where the originator and the beneficiary hold accounts at different banks, the payment order will lead to a further payment order passing between the originator's bank and the beneficiary's bank, sometimes through the intermediation of other banks. In the UK, clearing will more commonly take place multilaterally through a centralised clearing house
.

Card Fraud: Scale, Purpose and Cost

As we have noted, when a card sale takes place, funds are transferred between the account of the buyer and the account of the seller through an intermediary or series of intermediaries.  

The process of transferring funds in such way opens many opportunities for fraud to be committed.  Although the cost of such fraud is largely borne by the banking industry, the personal cost to the customer in time, inconvenience and frustration while an incident is investigated – together with the difficulties of being without the cards, waiting for fraudulent expenditure to be reversed or offset and the sense of violation - is immeasurable
.  Cost to individual companies is also overwhelming - companies like Expedia, who incurred a $4 million fraud bill in 2000
.

Disturbingly, APACS state that the proceeds of fraud on credit and debit cards are often used to fund serious organised crime such as drug trafficking and terrorism
.   Similarly, the European Commission have noted the growing involvement of organised crime, with criminal organisations able to “quickly change their modus operandi to circumvent  Countermeasures”.  They state that the proceeds from fraud strengthen organised criminal groups and this is, of course, a great concern today, with the threat of terrorist financing
.

The banking industry has fought to reduce the problem of fraud, introducing the chip and pin system which, as mentioned, has already been exploited
.  New technologies to combat fraudsters such as automatic speaker and dynamic signature verification, fingerprint and facial recognition, retinal and iris scanning, and hand and finger geometry
, are constantly being developed – these offer little protection for distance transactions but the majority of fraudulent transactions would benefit as these pass through the tills of retailers
.  

What this shows is that the issue of card fraud is a pertinent one, and something that is worth addressing.  It is a global issue and this would suggest that the solution to the problem would be a global solution.  To better understand how we can solve the problem, it is essential that we identify the weaknesses in the system where a payment is made.  These can be seen from examining the process from the point of taking a payment or instruction from the customer to the point of crediting the retailer’s account with the value of that payment.

Card Fraud: Process

A bank may only debit its customer's account where it has his mandate to do so
, and where the customer reports the card lost or stolen, the burden rests with the bank to prove that the customer did not authorise a particular transaction. In the case of a cheque the customer's mandate is his signature, and the same principle also applies where a customer signs a voucher when using an EFTPoS card.  In both cases, where the signature on the voucher is not that of the customer, it does not represent the customer’s mandate and the bank may not debit the customer’s account
.

Where the customer uses an EFTPoS card to purchase goods and services over the telephone the customer's mandate will be given orally; similarly, where the purchase is made over the internet, the mandate is given electronically
.  Where the customer enters their PIN number to verify a transaction, the PIN entered by the customer is his mandate for debiting his account
.   Where, however, the customer claims that the pin was entered by someone other than themselves, the situation is more tricky.  It is fairly certain that the customer will be liable where they adopt or ratify
 the unauthorised use of his PIN (for example, if they give it to someone else or subsequently agree to the transaction), or is estopped by his negligence
 or representation
. 

Where the customer disputes a transaction, the usual rule would be that burden of proof is on the bank to prove that it acted in accordance with the customer's mandate. The bank must prove that (a) the PIN was used, and (b) its use was authorised by the customer.  As Paget’s notes, since the majority of ATMs do not retain any record of the keystrokes entered into by the customer so that the bank will not be able to show what was typed in by the user of the card, this could prove extremely difficult.  It is also possible that the ATM could have been working off-line at the time, in which case the bank would be unable to show that the card had not had its PIN erased and a new PIN encoded onto it.  In practice, however, the Banking Ombudsman has placed  the burden of proving that the machine was not at fault on the bank and, if the bank can prove that there was no technical breakdown, it has shifted the burden to the customer to prove that he definitely did not use his card and PIN and that a third party has not gained access to the card or the PIN
. Paget’s notes that, in the overwhelming majority of cases, the customer is unable to discharge this heavy burden. 

Although it seems in theory somewhat unlikely that an ATM withdrawal on a customer’s statement could genuinely be a mistake, the trials endured by Abbey National cardholders during 1994 and 1995 involving counterfeit cards is a lesson to be learned. This act of fraud involved spying on Abbey customers as they used their cards in ATMs or cash dispensers.  The perpetrator, Stone, recorded the card details and PINs using powerful video cameras. These details were then encoded on the magnetic strips of other cards. Although all 500 victims were reimbursed by the bank, the stolen money has not been recovered. Proving their innocence in such a situation would have been very difficult for the individual consumer
.

The bank would of course seek to protect its position by entering a term in the contract between itself and the customer to reverse the burden of proof onto the customer.  Such a term would likely be caught in the Unfair Contact Terms Act 1977 s 3(2)(b)(i) since allowing the bank to debit its customer's account even when it has no mandate to so might in theory it entitle the bank to render a contractual performance substantially different from that reasonably expected of it.  The term could only be effective if it satisfies the reasonableness test laid down in s 11(1) of the Act. Similarly, if incorporated into a standard form contract (and where the customer is a consumer) it may be unenforceable as an 'unfair term' under the Unfair Terms in Consumer Contracts Regulations 1999.   However, there are grounds for upholding such clauses: since it will not be possible for a bank to differentiate between an authorised and an unauthorised authentication provided by use of a card and PIN, such terms are not necessarily to be regarded as unreasonable or unfair. 

Where the bank's contract attempts to make the customer liable for unauthorised use of his card and PIN, the customer may be able to claim that the bank had been negligent in the way that it allowed or facilitated such unauthorised use. For example, there is an established duty of care in the case of cheques that a bank owes its customer; and a similar duty may be found with regards to ATM and EFTPoS cards. The Bank’s failure to detect an unusual pattern of withdrawals which would have put it on notice as to the unauthorised use of the card may give rise to a claim of negligence. The exclusion of such a duty of care in the contract with the customer will only be permitted so far as the exclusion is fair
.   

Of course, if the customer can argue that their card was a credit-token under Section 14(1) of the CCA1974 then, as mentioned, their liability for unauthorised use will be limited under Subsections 83 and 84 of the 1974 Act, to a maximum of £50 prior to notification to the bank that the card is lost, stolen or otherwise liable to misuse – with no liability for distance transactions. 

Many lenders subscribe to the Banking Code and the Business Banking Code, which are, as stated, voluntary codes setting standards for good banking practice for banks and building societies in the UK
. These take a fairly consistent approach to the different types of payment card so far as personal customers and (small) business customers are concerned. The Codes do not distinguish between different types of payment card and both codes provide that, unless the card issuer can establish that the customer acted fraudulently or without reasonable care, the customer's liability for misuse of the card is to be limited. Where someone else uses the card before the customer informs the card issuer that it has been lost or stolen or that someone else knows the PIN, the customer's liability is capped at £50. Secondly, where someone else uses card details without the customer's permission, and the card has not been lost or stolen, the customer is not liable at all. Thirdly, the customer will not be liable where the card is used before he receives it.

However, because of the clearing process mentioned already, there is still the possibility that the Consumer may not know their card has been misused until some three days afterwards.  By this time, many fraudulent transactions could have taken place on their account.  Where the customer does not report their card or card details stolen because they don’t about it, there is still a potential liability for the customer.  

Distance and Cross Border Transactions

One of the areas where fraud has increased the most is remote payments (made by phone, mail, or on the Internet)
.   In particular, cross border transactions are a problem, where it is difficult to verify the identity of the buyer and seller, and where standards between countries vary.   The European Commission have noted that, whilst proportionally to the volume of transactions the scale of cross-border fraud is much higher than that of domestic fraud, preventative measures are mainly taking place at national level
.  Further, a cross border transaction involves many parties:  payment card schemes, banks, national Ministries and Central Banks, law enforcement, the European Central Bank, Europol, Interpol, the retail sector, network operators and consumer associations; but many of these are not involved in developing a uniform fraud prevention plan
.

Consumers using their payment card in the UK to pay for goods and services in the EU exclusively at a distance (for example, over the internet, by telephone or via email) are protected to some extent by the Consumer Protection (Distance Selling) Regulations 2000
 which implement EC Directive 97/7
 on the protection of consumers in relation to distance contracts.   Some contracts, such as for the provision of financial services, are excluded by Regulation 5(1), although these may be covered by other legislation, such as Directive 2002/65/EC.   

'Payment card' for the purpose of the Regulations includes not only credit cards, but also charge cards, debit cards and store cards (Regulation 21(6)), and therefore they offer wider protection than the Consumer Credit Act.

By Article 8 of the Directive
, Member States must ensure that consumers are able to (a) to request cancellation of a payment where fraudulent use has been made of his payment card in connection with distance contracts covered by the Directive, and (b) in the event of fraudulent use, to be recredited with the sums paid or have them returned. 

Regulation 21(5) amends Section 84 of the CCA1974 with the result that the card issuer can no longer make the card holder liable for up to £50 prior to notification that his card is lost, stolen or otherwise liable to misuse when the card is a 'credit-token' and is used in connection with a distance contract (other than an excepted contract)
.  This can be contrasted with US legislation (discussed below) which also offers more favourable terms where the card is of the credit, rather than the debit, type.

International Payments

It is particularly difficult for a consumer to have the confidence to use their card to purchase goods internationally.  The problem is that other countries have different standards for handling data, and different laws as to what happens when a transaction goes wrong.  Although the consumer is dealing with a retailer in the foreign country, there will be a number of different intermediary institutions handling the financial transaction between the parties.  Some of these institutions may be in countries different to that of the retailer, where the standards of handling card payments are quite apart from what the consumer may expect, and thus are more open to fraud.

 In an attempt to deal with the problems of disparity between the laws and practices of different countries regarding the transfer of funds, the Working Group on International Payments of the United Nations Commission on International Trade Law (UNCITRAL) drafted a Model Law on International Credit Transfers, influenced by the American Uniform Commercial Code
. The Model Law applies to credit transfers where the sending bank and the receiving bank are in different states
 but does not apply to debit transfers. 

The Model Law sets out  the obligations of parties to international EFTs; and creates standards relating to the acceptance and rejection of payment orders, revocation, correction of under-payment and restitution of over-payment, liability for interest and completion of credit transfers. It was adopted by UNCITRAL at the 25th Session on 15th May 1992, and subsequently the United Nations General Assembly passed  Resolution 47/34 (adopted 25 November 1992) encouraging UN member states to enact legislation based on it.   

Although the UK did not immediately take the opportunity to do so, the provisions of subsequent European legislation which it has adopted were heavily influenced by the Model Law.  Thus many features of the Model Law that are aimed at fraud prevention are similar to those found in UK legislation.  

For example, the Model Law deals specifically with what is to happen where the Payer disputes that he ever made the payment.  By Article 5(1): “A sender is bound by a payment order ... if it was issued by the sender or by another person who had the authority to bind the sender.”  Whether or not the person had authority is left to the law of the individual country.  Article 5(2) goes on to say: “When a payment order … is subject to authentication [by agreement between the sender and the receiving bank], a purported sender ... is ... bound if (a) the authentication is in the circumstances a commercially reasonable method of security against unauthorized payment orders, and (b) the receiving bank complied with the authentication.”  So the receiving bank will determine the authentication procedures it will implement, and the bank bears the risk of any unauthorised payment order where they have not implemented procedures that are commercially reasonable.  What is ‘commercially reasonable’ is not defined.  If however it is decided that the authentication procedure was commercially reasonable, and the bank followed the procedure, the Payer is bound by the payment order. 

The system is based on two assumptions.  The first is that the Bank cannot possibly distinguish between the authorised and unauthorised use of authentication.  If the authentication procedure is completed, they should be entitled to assume that the Payer is who they say they are and it would not be commercially possible to process payments unless this assumption could be made. 

The second assumption is that if the authentication procedure has been designed in a commercially reasonable way and was completed, and the bank did in fact follow the procedure, it is highly likely that the Payer was in some way at fault that someone unauthorised had obtained their information and authenticated the payment order.  The burden of proof is set out at Article 5(4)
.  

It is easy to justify the existence of a model law as a set of unified standards to encourage consumers to trade internationally.  However, the model law in its present form has inadequacies and the law in the UK is better.  The Model Law assumes fault on the part of the Consumer if authentication is completed successfully, but it is widely acknowledged that card fraudsters are getting increasingly sophisticated in the means they use to steal information.  The Consumer can only take so many steps in safeguarding their details, and the financial institutions are in a financially better position to put protection systems in place.  The Model Law fails to define what would be commercially reasonable for those systems and therefore needs readdressing if it is to be of any real value.

A Single Payment Area

The European Union has as one of its goals the achievement of an “integrated market for payment services which is subject to effective competition and where there is no distinction between cross border and national payments within the euro area”. This requires “the removal of all technical, legal and commercial barriers between the current national payment markets”
.  The plan, as indicated by the European Central Bank, is that from 2008 the date banks should begin harmonising credit transfers, direct debits and card payments, and this process should be completed by 2010
.

European law has been active in legislating in the areas of electronic payment systems and cross-border financial transactions.  In October 2004 the European Commission launched a new Action Plan (2004-2007) to prevent fraud on non-cash means of payment, following an earlier similar plan (2001-2003)
. The Commission has stated that effectiveness of transfrontier payments is a priority for the proper functioning of the internal market because it is a 'prerequisite for consumer confidence'
. 

The Commission has issued a number of Recommendations dealing with electronic payments and cross-border financial transactions, including payment cards.  Recommendations are not, of course, legally binding and so are not formally implemented by the member states; they may be addressed to the member states or to trade associations or other similar groups and may form the basis for codes of conduct.

Additionally, Directives on electronic signatures, electronic money institutions, cross-border credit transfers and e-commerce, and a Regulation on payment in euros have been adopted
.  The following represents the most significant current legislation in this area:

EC Commission Recommendation 87/598 on a European Code of Conduct relating to Electronic Payment (1987)
: In this recommendation, the Commission acknowledges that there is a close link between technological development and the unification of the internal market, i.e. the market will be more unified if electronic payment systems are developed and efficient.  A harmonised, compatible and complementary set of standards with regards to those payment systems is necessary for the success of the single payment area, which in turn achieves the community objective of free movement of goods and capital. This set of harmonised standards will in turn will contribute to the rapid modernization of banking services, distribution and the telecommunications and information industries, all helping the success of the internal market to continue.    

The Recommendation had two basic concerns: to encourage fair practice in relations between financial institutions, traders and service establishments, and consumers; and to encourage technological development so as to maximise interoperability between and within the different member states and minimise the risk of partitioning the market through incompatibility of systems
.  However, the Recommendation does contain provisions that are relevant to our discussion of fraud.  For example, 4(a) states that electronic payments are irreversible. An order given by means of a payment card shall be irrevocable and may not be countermanded.  This is important because the monitoring of the capital and financial soundness of those in a payment transaction is a key consideration to safeguarding the reliability of the payment system as a whole.   If the instruction is not final, the payer could seek to reverse it, or if their bank had the option of refusing it after the payee’s terminal said it had been accepted, the payee could be left with no recourse since they have no details of the payer other than those collected from the card.  This creates a lack of legal certainty and  opens up the system to fraud.  

Additionally, Section 4(b) requires that the information transmitted, at the time of payment, to the payee's bank and subsequently to the issuer must not in any circumstances prejudice the protection of privacy. It shall be strictly limited to that normally laid down for cheques and transfers.  By limiting the data transmitted to that which is essential for the transaction, the parties reduce the risk that the information will be misused by some intercepting party.  

EC Commission Recommendation 88/590 Concerning Payment Systems and in Particular the Relationship between Cardholder and Card Issuer (1988)

This recommendation covers all card-based payment systems, including EFT/POS cards and credit cards (but not cheque guarantee cards). The Commission noted the considerable variation in contractual terms between card issuers and holders, both between and even within member states, and sought to establish some basic guidelines, rather than to attempt the degree of harmonisation which would need legislative intervention
. 

In particular, the Commission noted that common rules were lacking in respect of a card issuer's liability for transactions which have not been authorised by the card holder, subject always to the contracting holder's own obligations in the case of lost, stolen or copied payment devices.   As we have noted, in such circumstances, it is extremely difficult for the cardholder to provide evidence that they did not authorise the transaction; and similarly for the bank to provide evidence that they did.  The Recommendation  at 3.2 requires that terms agreed by the parties in relation to such circumstances should be in easily understandable words and in so clear a form that they are easy to read.  This will ensure that consumers are fully aware of their rights and obligations in such circumstances.  

In addition, Sections 4.1 – 6.3 provide a number of recommended standards to ensure the safe use and operation of the card payment system.  The balance of obligations between parties is set out so that both are required to take steps to ensure the safe use of the card.  

The card holder is required, at 4.1(a), to take all reasonable steps to keep the card, and the pin number safe.  By 4.1(b), they must notify the issuer without delay as soon as they are aware that the card has been lost, stolen or copied, or some other breach of security has taken place which would allow it to be used.  They must also notify the issuer of any unauthorised transactions, errors or other apparent irregularities.  This places a reasonable burden on them to closely monitor their account.

As we noted previously, there are many cases of card fraud where the cardholder inadvertently discloses their pin, by giving it to a relative or storing it with the card and then losing (or having stolen) their wallet or purse.  By 4.1(c) they must not record the pin on anything that they carry with the card.  Additionally, by 4.1(d) they are not permitted to countermand any order given by means of their card; supporting the recommendations in 87/598.  

These are reasonable burdens to place on the cardholder – they are not excessive in terms of what is required to keep the card safe.  In addition there is a general obligation at Section 4.2 not to act with extreme negligence or fraudulently in the use of his card.  In exchange for performance of these obligations, once he has notified the issuer of misuse, he will not be liable for damage arising from such use.  Of course, these requirements are slightly less than those contained elsewhere – as we have seen, in the UK the liability is only £50 prior to notification, and that figure is zero where the transaction is made at a distance.  

In turn, the card issuer has a number of obligations.   Section 4.3 requires that they do not disclose the PIN or other confidential information about the card holder to any other party besides the cardholder.  This requires them to put stringent security measures in place to ensure that data is not inadvertently given away to the wrong person.   At Section 5, the issuer is required to take care when dispatching the card and only to do so in response to an application.  Since the contract is not concluded until the card holder receives the card, they cannot be liable until this point for any loss – this is in line with present UK law.  

Section 6.1 requires issuers to keep adequate records to enable operations to be traced and errors to be rectified. This places a burden on the card issuer to put systems in place which can identify suspicious and unusual activity.  In the UK, such systems are already in place and banks frequently place a stop on cards where the transaction is of a high value or many transactions are made frequently – further security checks are carried out to ensure that the person making the transaction is the card holder.  

By 6.2, the burden of proof in a disputed transaction is with the card issuer, who must show that the transaction was accurately recorded and that there was no technical breakdown or other deficiency.  Presumably, this then shifts the burden to the customer to prove that he did not perform the transaction, as with the present UK law.

Recommendation 88/590 provides some effective harmonising standards which if implemented through the single payments area, would help to achieve a good balance between the rights and obligations of card issuer and card holder.   On the whole, they have been implemented in the United Kingdom.  

European Parliament and Council Directive 97/5 on Cross-Border Credit Transfers (1997)

The aim of this directive is to progress towards the completion of the single market (through developing the single payment area) and to facilitate fast, reliable and inexpensive cross-border transfers within the Community.   Its objective is to establish minimum information and performance requirements for cross-border credit transfers; in other words, to ensure that  funds can be transferred from one part of the EC to another: “rapidly, reliably, inexpensively”
.

This Directive applies to cross-border credit transfers which do not exceed 50,000 euro (approximately £34,000
) or its equivalent in another EEA currency.  Cross-border credit transfers are defined as transactions carried out as a result of instructions given directly by an originator to an institution in one EEA State, the purpose of which is to make funds in an EEA currency available to a beneficiary at an institution in another EEA State.  The Directive applies to EEA states
 which are not EU Member States
, and to cross-border credit transfers in the currencies of those states. In the UK the Cross Border Credit Transfer Regulations 1999
 implement the Directive, which came into force on 14 August 1999
. 

However, it has been criticised as being of limited scope, since it does not apply to a wide variety of transactions, including international or domestic debit transfers, domestic credit transfers, cross-border credit transfers to countries outside the EU or inter-bank credit transfers
.  In addition, the Directive sets a time-limit of six business days for end-to-end execution of a cross-border payment – and this is substantially longer than the time needed for executing domestic payments
.  The Commission are still unhappy with the length of clearing time which, inter alia, opens up more scope for fraudulent transactions.  The payer does not see the transaction for a delayed period of time on their account – the payee has to wait longer to see if the payment will arrive, and the liquidity of both parties may change in the meantime.  This time period needs reducing for an effective single payments area to operate. 

The various European legislation that has been introduced, whilst covering a wide range of cross border payments, has created a complex system of rules – to be implemented by each Member State in a different way.  

Card Payment Legislation in the USA

In the USA, credit cards are the most frequently used electronic payment instrument, with 20.5 billion credit card transactions processed during 2000, valued at USD 1.5 trillion
.  Alongside these, there were 9.5 billion debit card transactions processed during 2000, valued at USD 419 billion.  The rights and liabilities of consumers and financial institutions in relation to electronic payment transactions, including funds transfers through the ATM or Point of Sale network, are generally governed by the Electronic Fund Transfer Act 1978 and the Federal Reserve’s Regulation E
.  

In the US, as for many other legal systems including the UK, the consumer has a right to cancel certain credit card payments – a right that is far broader than consumer rights in other payment systems.  Where a cardholder challenges a charge that appears on a credit card account, the issuer can charge back the transaction which in effect withholds the funds from the merchant.  Of course, this process, whilst protecting consumers from fraudulent transactions, can enable consumers to acquire goods and services and then charge back the cost claiming to know nothing about them.  The cost, in any case, is borne by the merchant
. 

In addition to the right to withhold payment, and in stark contrast to the law in the United Kingdom or European Union, US law protects the credit card holder from card theft by limiting the cardholder’s liability for unauthorised charges to the maximum of $50 absolutely
.   This applies even where the cardholder knows the card has been stolen and fails to notify the issuer of theft.  The card issuer is not therefore able to shift losses from unauthorised transactions to the cardholder
.  Similarly, in face-to-face retail transactions, it is the credit card issuer that retains all risk.  Whilst the merchant will deal with complaints about quality, the issuer will bear the loss where the cardholder disputes that they authorised a transaction.  The policy behind this is to place an incentive on the issuer to develop technologies to minimise the risk of loss from unauthorised transactions.

Unlike UK and European law, US law makes a firm distinction between the rules that apply for credit and debit cards – despite the fact that the cards look the same and use the same logos, arguably causing some confusion to consumers
.  For debit cards, TILA protection does not apply – payments are treated as electronic fund transfers and are therefore covered by the less adequate protection of the Electronic Fund Transfer Act.  As a result, cardholders who fail to report their card stolen are liable for up to $500 of any unauthorised transactions made.  Further, if a cardholder purchases a plane ticket with a debit card and the airline becomes insolvent and cancels the flight, they have no remedy except against the airline.  Of course, had they used a credit card, they would have been covered by TILA which would allow them to refuse to pay the portion of their credit card bill attributable to the plane ticket.  Consequently in the US debit cards are more attractive to merchants – and credit cards are more attractive to consumers
. 

So far as whether these measures could be adopted in the United Kingdom or Europe, the heavier burden on card issuers (at least for credit cards)  is attractive in that it forces them to take practical measures to prevent fraud.  The issuer is in a better position to take measures than the consumer but the reports of the FPEG (November 2006 and June 2007) suggest they do not always do so even where such measures are available  – in fact, there is very little standardisation as to the level of measures taken between countries and organisations.  

The burden on consumers to report their card stolen for debit cards seems fair in that it requires them to take greater care to prevent fraud but policy wise, it is questionable to differentiate between credit and debit cards.  As Mann notes, credit cards encourage excessive spending and policy wise, debit cards are more preferable since they only permit spending of the money that the consumer actually has
.  Allowing the increased liability for the consumer where they fail to report their debit card missing is therefore a poor policy decision.  In addition, credit card companies make far greater revenue on credit cards and should be encouraged, through increased exposure to loss where a transaction is fraudulent, to invest some of these funds into fraud prevention measures.

Conclusion

We have noted that card fraud is becoming increasingly sophisticated: and as a global problem, it is suggested that what is required is a global solution.  However, such a solution does not exist and has not been fully considered.  Within the EU, the legal framework for usage of payment cards is fragmented to account for different member states’ national legal systems. Whilst there are many EU initiatives including directives and recommendations which work towards harmonising standards, these are incomplete and therefore insufficient, leading to confusion and a lack of legal certainty.  Some legislation applies to only certain types of cards and transaction values – other legislation fails to account for situations such as where only one party in a transaction involving several institutions is outside of the EU.   Each state implements the legislation in different ways, leading to further disparity.  

UK domestic legislation, although affected by the developments in Europe, is similarly complicated and confusing.  The balance between the interests of the bank and the consumer is finely placed, and the burden of proving that activity on one’s account was fraudulent is thrown backwards and forwards between bank and consumer.   

A harmonised legal framework created with a co-ordinated and structured approach that takes into account all parties involved in a card payment transaction, would offer greater protection for both payment service providers and users; and both would benefit from the increased competition that would result from the customer’s increased confidence in the wider market
.   FPEG have noted that removing the differences in standards, regulations and practices throughout member states would favour interoperability and help preventing payment  fraud. The ultimate objective, by doing this, is that both the cardholders and payment system users would be able to enjoy the same high level of security throughout European Single Payments Area when using payment instruments
.

The reduction of many of the problems associated with card fraud will be through the introduction of practical measures – however, the legislature does have a significant role to play in curbing fraudulent activity.  In Europe, the Fraud Prevention Expert Group note the ongoing need for effective criminalisation and prosecution of fraud offences relating to cards.  They believe that the existing penalties for fraud offences are not harsh enough to act as a deterrent.  They also note that the procedures for freezing and recovery of the proceeds of fraud could be improved, since depriving fraudsters from the proceeds of their crime is a key element in the fight against fraud
.  A unified approach to these issues across Europe can only be a further step in the direction of achieving a successful functioning single payments area. 

The lack of transparency for international, non-EU transactions will remain, and will deter consumers from trading with organisations in countries not covered by protective EU legislation.  This is regrettable but unavoidable for the time being – however, educating consumers as to their rights where a country has signed up to the Model Law would help strengthen trade relations.  In addition, the Commission has proposed to create a dialogue with such countries both through multilateral groups, such as the G8, and through bilateral contacts, in an attempt to widen the protection afforded to its citizens
.  Even though this is a step in the right direction for increasing consumer confidence, the Model Law itself would need some substantial amendment to bring it up to the level of the Recommendations and Directives that we have examined for Europe.   

To maintain an effective relationship with all parties affected by card transactions in non-EU countries could be complex, but the increased dialogue could lead to strengthened relationships where, for example, data sharing suspicions of fraudulent activity could be exchanged.  Countries could participate such an exchange via means such as the CIFAS database.  CIFAS is the UK's fraud prevention service, which shares information across a number of sectors such as banking, credit cards, asset finance, retail credit, mail order, insurance, investment management, telecommunications, factoring and share dealing. CIFAS was the first data-sharing scheme of its type in the world; but other schemes have modelled themselves on CIFAS in South Africa, Ireland and Germany
.   The ideal solution to open up the international barriers to trade that fraud causes, would be a central fraud database which includes personal and address data for suspected fraud cases where, like CIFAS, members can check the accuracy of information when processing applications, for example for loans or credit cards
.  

Opening up the dialogue internationally will also give the opportunity to discuss harmonised standards on the storage and handling of customer data.  Only a small number of non-EU countries have been approved by the EC as having an 'adequate level of protection'
.  To secure consumer confidence and protection, this will need addressing.  
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