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Official documents such as passports and driver's licenses should be equipped with RFID chips.

Background

With Radio Frequency Identification, or RFID, objects are tagged with tiny computer chips attached to antennas. An RFID reader can be used to access the chip’s digital information, which can uniquely identify the tagged item. RFID is commonly used to keep track of inventory as it moves through the supply chain, from manufacturer to supplier to retailer.

In recent years, however, there has been a growing interest in using the technology to identify people. The U.S. State Department has announced that it will be adding RFID chips to passports
 while states such as Virginia are considering adding the chips to driver’s licenses.
 The inconspicuous nature of RFID chips, and the fact that some types can be read surreptitiously at a distance, has stirred debate over what effect their increasing presence will have on personal privacy.

Affirmative
	Affirmative
	Affirmative Rebuttals

	Efficient Security Check Argument:
(1) Saves people: RFID will result in fewer government employees needed at checking stations (e.g., airports). Fewer officers at customs means extra manpower could be used to catch terrorists, provide security, or offer better customer service.
(2) Saves time: RFID means less hassle to the public, since ID verification will happen faster due to less manual intervention required from people. (Studies show travelers can routinely spend more than an hour waiting in airport security lines during peak hours.
) This could be combined with face-recognition technology to decrease wait time even more.
(3) Saves money: It will save the airports money, as fewer people will be needed to verify passenger information. It will also decrease the “shadow cost” associated with airline safety. As it gets harder for terrorists to hijack a plane, it reduces the country’s possible losses.
	Rebuttal to Efficient Security Check Arguments:
(1) The fewer employees manually checking pictures and IDs, the more likely a counterfeit ID will get through.  In this way, RFID implementation will decrease security. In reality, people appreciate the time and effort taken to verify IDs and, most importantly, feel safer because of it.

(2) At the airport, the most important thing is to check identification. RFID alone cannot check identification. Biometrics might be necessary to offer complete identification. 
(3) We don’t really know how much it will cost to replace the current technology. It will require substantial initial investment, and may be a waste of money in the long run.

	Counterfeiting Argument:
(1) Including RFID will make it harder to duplicate passports and driver’s licenses.

(2) RFID could make it more easy to discover IDs that are counterfeit (e.g., if you know two identical RFIDs were used far away from each other, one must be a forgery).

(3) It will allow us to move away from less secure paper-based documents. 
	Rebuttal to Counterfeiting Arguments:
(1) There are likely other, more effective technologies to inhibit duplication of ID. For example, holography.
 RFID isn't required here.

(2) As long as people checking IDs enter them on a computer or swipe the magnetic strip some of them have, this can already be done.  RFID isn't required.

(3) Security is an arms race, and people will always figure out how to game the system by counterfeiting the RFID chips, hacking the readers, or both. RFID will give us a false sense of security. Inevitably, fake RFID documents will be as prevalent as today’s fake passports and driver’s licenses.


	Accuracy Argument:
(1) RFIDs are more accurate. RFID information could be used by law enforcement to verify the perpetrators of crimes.
	Rebuttal to Accuracy Arguments:
(1) If someone stole your RFID and misused it, you could suffer negative consequences. 



	Innovation/Business Opportunity Argument:

(1) Forcing the government to update information technology systems yields secondary benefits: better linked intelligence systems, less IT support employees needed, less frustration, technological spin-offs, etc.

(2) Replacing the current technology with this new technology will move money, creating jobs.
(3) RFID makes the process of car rentals, credit card verification, and other instances where you need to verify your identity easier and much faster.
	Rebuttal to Innovation/Business Opportunity Arguments:

(1) One can always update information technology systems without being forced to do so by a policy that requires RFID.
(2) Companies that are providing current technology will lose jobs. And consider how many companies make money out of maintenance service. 
(3)  Too much reliance on RFID alone is a dangerous thing. A stolen RFID-enabled document could lead to a person assuming your identity.

	Homeland Security Argument:

(1) RFID can help the government track suspicious individuals and stop terrorists from entering the country using fake passports.

(2) RFID can identify people from a distance.  For instance, a suicide bomber approaching a military base can be identified remotely before he or she gets too close.
	Rebuttal to Homeland Security Arguments:
(1) RFID alone cannot detect suspicious people unless the officers already know the suspicious person’s ID beforehand. 
(2) Identification from a distance has serious privacy issues. Face recognition technology could provide a better alternative.

	Item/Personal Retrieval Argument:
(1) RFID makes it easier to track lost or stolen documentation.

(2) RFID makes it easier to identify locations of accident victims if they have RFID-tagged documentation. Since RFID does not require a line of sight, people can be identified even if he or she is under some rubble.
	Rebuttal to Item/Personal Retrieval Arguments:

(1) If you lose your passport, a thief will be able to find it easily thanks to the tag. 
(2) In order to avoid the privacy issue, if you want you can carry a separate RFID transmitter for the purpose of retrieval. Is it really necessary to know who the person is under such extreme situation before you save them?


	Privacy Protection:
(1) RFID passports will include thin radio shields in their covers, preventing the chips from being accessed when the passports are closed.

(2) The State Department has added an access-control feature to passports. The data on the chip will be encrypted, with the key printed on the passport. A customs officer swipes the passport through an optical reader to get the key, and then the RFID reader uses the key to communicate with the RFID chip.
(3) The difference with RFID in our driver’s licenses and passports (versus, say, Visa) will be that the presence of tracking will be transparent and regulated by government. The data collected will not be sequestered inside a private corporation’s databases. 
	Rebuttal to Privacy Protection Arguments:

(1) We are opening our passport more and more often. Nowadays, passports are used as general purpose IDs. For example, new Italian regulations require foreigners to show their passports when using Internet cafes. Passports are no longer only opened at border controls.

(2) Encryption can be foiled. For instance, Johns Hopkins researchers cracked the encryption of SpeedPass and electronic car keys.

(3) Big brother problem. The government has more power to track you.

	General Efficiency Argument:
(1) Saves space: Many different types of information (address information, medical alerts, driving license, birth certificate data, etc.) can be aggregated into one place
(2) Saves time:  It will take you less time to prove/verify your identity (whenever you currently have to show your ID, such as a driver’s license)
(3) Saves money:  There are already places that are using RFID safely and effectively to lower costs: ski areas, amusement parks, night clubs, toll bridges. 
	Rebuttal to General Efficiency Arguments:
(1) The vendors who provide the current technology will lose jobs unless they are the ones who provide the new technology.
(2) It is dangerous to let people go quickly without checking their IDs. RFID cannot provide an accurate assessment of identification in a true sense 
(3) It may work well on a small scale, for instance at ski resorts. But on a country-wide scale, where there are fewer controls on how the technology is used, there are too many privacy issues. Also, replacing the current technology with RFID on all the passports and driver’s licenses will require a huge investment,
 and we don’t really know how much we’ll need to maintain them. 


Negative
	Negatives
	Negative Rebuttals

	Privacy Argument
(1) Main point: Tag might reveal your identity without your consent.  It’s like being constantly under surveillance.

(1a)  RFID chips don't check readers for authentication, so identity thieves could set up their own readers that impersonate legitimate ones.
(1b)  Even if the data on the tag is encrypted, RFID chips, including the ones specified for U.S. passports, can still be uniquely identified by their radio behavior. Specifically, these chips have a unique identification number used for collision avoidance. Researchers have shown how to uniquely identify RFID chips by querying them and watching how they behave.

(2) Criminals could use the RFID tags to help pick targets—for example, tourists from the richest countries (to kidnap or rob). Terrorists might set bombs to explode only when a citizen from a specific nationality is nearby.
(3) Stores could identify customers without their knowledge and price items discriminatively.
(4) Employers could monitor all employee actions and movements (whether at work or not) and promote and discipline discriminatively.  Do you really want your office to easily find out about an employee’s constipation by putting readers at the bathroom entrance and in each stall?

(5) The fact that the RFID information in passports includes nationality and gender information could result in new ways in which people could be targeted or discriminated against.

(6) Politicians, celebrities, and other figures in the public eye especially may not want their presence advertised.  The paparazzi would probably have a field day with RFID tagging devices.
	Rebuttal to Privacy Arguments

(1)  We don’t have privacy now.  Privacy is a myth. Visa and MasterCard have dossiers listing everything a lot of us purchase. Safeway knows what you eat every week and what you buy from the drug aisle. Equifax, Experian, and TransUnion know your credit history. Information aggregators sell your information.  

(1)  Which is more important, protecting your privacy from the government or increasing your chance of death from a terrorist attack?
(1b)  Since the ID part of RFID has no meaning except in a government database, one cannot be targeted for a crime based upon it.
(1b)  To fix unique identification number on chips issue, the State Department could require that the chips used in passports to implement a collision-avoidance system not based on unique serial numbers. (The RFID spec, ISO 14443A,
 allows for a random system.)
(2) Another new technology will likely be invented to protect against such criminals. Also RFID can work in the public’s favor. The police can use the technology to detect criminals.

(3) Stores can use RFID to provide a better customer service. 

(4) A law or regulation can prevent such misuse. Employers have private information of employees already but don’t misuse it due to business ethics and regulation protecting it.

(5) The government has our private information already.



	Anonymity Argument (as an instance of the privacy argument)

(1) RFID tags make it hard to be anonymous.  We cherish our ability to recede into private space, into anonymity. 

(1a) The reason many people use cash is for anonymity.

(2) Courts have frequently upheld the right to anonymity.  (That is, requiring RFID is pointless because it will be struck down by the courts.)
	Rebuttal to Anonymity Arguments

(1) People ought to value security more than anonymity.

(2) This is a fallacy. One cannot argue against an idea simply by saying, "well, we wouldn't be allowed to do it anyway."

	Misusing RFID Argument (a.k.a., a false sense of security)

(1) Why do the officers ask you questions and look at your ID card at the airport? They are looking at your facial expressions or behavior to tell whether you will do something bad or not.  RFID cannot do this.  If they use RFID to just pass people through security, they will lose all these other clues that are useful for catching criminals.

(2) What happens if someone steals or duplicates your RFID tagged passport, gets recognized as you by a tag reader and commits a crime? You’ll probably be unfairly charged for it.
	Rebuttal to Misusing RFID Arguments
(1) Security personnel can still stop people, ask questions, and see how they react.  RFID tags don’t prevent them from using these clues.

(2) To prevent duplication, we can make it very difficult to manufacture a chip with a desired ID.

(2) An RFID alone cannot convict someone of a crime, just as leaving, say, a passport at the scene of a crime isn’t enough to convict someone.

	Big Brother Arguments

(1) A state might put readers everywhere to know where every citizen is and their habits (such as where they go). 

(2) Consider the incompetence of the government.  Think about the stolen laptops at Los Alamos National Laboratory.
 What happens when the database of RFIDs gets hacked? Do we want to trust digital IDs to government?
	Rebuttal to Big Brother Arguments
(1) If it means safety and convenience, would you mind if the government knew where you were?

(2) The government can make a system secure, and can make the design transparent to prove that it is secure.

	Technology Advancement Arguments

(1) There exist other solutions to identify passports better: adding digital biometrics like fingerprints or iris analysis, which will make passports harder to forge and stolen passports harder to use.  

(2) As the technology gets better, the distance at which a passive RFID tag can be read is just going to increase. And the technology always gets better.  This exacerbates many issues such as the privacy ones, since now cards may be read from very far away.
	Rebuttal to Readiness of Technology Arguments

(1) Biometrics are not currently good enough and may never be.

(2) With a small antenna, one can make sure that the RFID chip is read only at a distance below one centimeter, so that one has to voluntarily place the passport on the reader to get the info from the tag.

	Readiness of Technology Argument

 (1) There needs to be some pretty serious quality assurance and testing before deploying this system, and this includes careful security evaluations by independent security experts.  Right now the State Department has no intention of doing that; it has already committed to a scheme before knowing if it even works or if it protects privacy.

(2) RFID readers and chips are not yet good enough. Many things can cause RFID reader to fail to detect tags that are present in the read range of a reader, such as collisions on the air interface, tag detuning, tag misalignment, and metal and water in the vicinity of the RFID system.  These and more aren’t understood enough.
	Rebuttal to Readiness of Technology Arguments

(1) The technology is ready and is already in use in many private enterprises (e.g., for supply chain management).

(2) Since so much attention is focused on this, the government will do a lot of quality assurance.



	Cost Argument

(1) It will cost too much money to implement this system: information technology costs, RFID chip costs, costs of reissuing all these passports, costs of maintaining duel policies during the transition, costs of training security personnel, costs of RFID readers, etc.

(2) It will take too much time (many years) to implement such a system widely.  A better technology will arrive by the time it could be fully deployed.
(3) People talk about the readiness of RFID in terms of its price.  But these estimates are wrong because supporting cryptography is beyond the resources of current low cost tags, although solutions do exist for more expensive tags.

	Rebuttal to Cost Arguments

(1) Considering all the shadow cost associated with safety, it is worth the cost.
(2) One cannot just wait for a new better technology to come along.  We need this now.  And who is to say that the new technology will end up being both cheaper and easier to deploy at the same time?
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