Identity Theft Policy and Procedures

POLICY STATEMENT

It is the policy of Semiconductor of Maine Federal Credit Union to comply with the requirements of the Fair and Accurate Credit Transaction Act (FACT Act), implemented by the Fair Credit Reporting Act (FCRA). It establishes numerous requirements that provide protection for the victims of identity theft. Specifically, it will be the policy of our Credit Union to have procedures in place that will allow the Credit Union to:

•
Respond to fraud and activity duty alerts

•
Properly dispose of consumer report information

•
Provide information to victims of identity theft

•
Properly handle notice of identity theft

•
Implement and Comply with the “Red Flag” requirements of the FACT Act. 

•
Respond to any notification received from identity theft to prevent refurnishing blocked information

•
Take appropriate action when the Credit Union receives a notice of discrepancy in the consumer’s address

•
Comply with the identity theft red flag guidelines when they are issued by the agencies

The Board appoints Diana Garcia, President/CEO, (“Identity Theft Officer”) to be responsible for developing appropriate written procedures and internal controls to assure compliance with the act. This includes training for all Credit Union staff, personnel and/or volunteers, as necessary, to effectively implement these Procedures;
Additionally, the Board requires the Identity Theft Officer to insure the Credit Union has procedures to:

•
Respond to fraud and activity duty alerts

•
Properly dispose of consumer report information

•
Provide information to victims of identity theft

•
Properly handle all notices of identity theft from consumers and prevent consumer credit reports from being polluted with incorrect information, such as that resulting from identity theft

•
Take appropriate action when the Credit Union receives a notice of discrepancy in the consumer’s address that is in accordance with the NCUA’s Rules or the FCRA rule.

The Identity Theft Officer will submit a report to the Board at least annually that discusses material matters relating to our identity theft program.

The report should include such issues as:

•
The effectiveness of the policies and procedures implemented by management

•
Service provider arrangements

•
Significant incidents involving attempted or actual identity theft and management’s response to the incidents

•
Recommendations for any changes to the program

Safeguarding Consumer Information

We will maintain internal controls sufficient to protect account holder financial information as outlined in our Information Security Policy and Procedures. If sensitive personal information is compromised, we will follow the procedures outlined herein and/or in our Incident Response Policy and Procedures (or other Policy/Procedures – Insert Title here).

Third-Party Providers

The Credit Union will enter into written contracts/agreement with all third-party service providers.  Our due diligence of those persons or entities will comply with any written guidance from our federal regulator and our Vendor Management Policy and Procedures. The Board understands that each vendor contract will have different provisions; however, it directs management to ensure that every contract contain a provision that addresses the service provider’s responsibility for security and confidentiality of our resources (e.g., consumer account information, hardware). The agreement should prohibit the service provider and its agents from using or disclosing any information received from us, except as necessary to or consistent with providing the contracted services.  

When the services involve “covered accounts” (12 CFR 717.90) that the Credit Union has determined as vulnerable to identity theft, the contract will include a requirement for the provider to have policies and procedures that will detect identify theft red flags that may arise in the performance of the service provider’s activities.  It should further state whether the provider should contact our institution or take its own appropriate steps to investigate, prevent, or mitigate identity theft.  Depending on the type of service provider and account information used by that provider, management may consider requesting a copy of the service provider’s policy and/or conducting an independent assessment of the provider’s procedures.

Training Employees

The Board directs management to conduct annual training for all employees, staff and/or volunteers as appropriate about identify theft and to supplement that training throughout the year as more schemes are uncovered. Some areas, such as new account staff or loan officers, may need training more often.

Educating Consumers

Management should devise a plan to educate consumers about identity theft by using material available from federal regulators, the NCUA or FTC, or private vendors. For example, management may choose to use the brochure titled Deter, Detect, Defend from the FTC’s Web site:

(http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt01.pdf)

Internal Audit and Periodic Assessment
The Board directs Management and the Identity Theft Officer to ensure that the internal controls and procedures established by management be tested annually by internal or external auditors. Reports of these audits should be reported to the Board with recommendations for corrective action and management’s response to the report. Management and the Identity Theft Officer are further directed to continually assess risks to “covered accounts” described in 12 CFR 717.90(b)(3)(ii) as amended from time to time or other applicable laws, rules and/or regulations, taking into consideration: (1) The methods the Credit Union provides to open Credit Union accounts; (2) The methods the Credit Union provides to access Credit Union accounts; and (3) The Credit Union’s previous experiences with identity theft. Such assessments should be reviewed/updated annually; and such a risk assessment is to be performed prior to the Credit Union’s implementation of any new or additional “covered account(s).” 
PROCEDURES FOR RESPONDING TO CLAIMS OF IDENTITY THEFT

Financial identity theft occurs when someone uses another consumer’s personal information without their permission to conduct multiple transactions to commit fraud. The fraudulent activity may include but is not limited to opening deposit accounts with counterfeit checks, opening credit card accounts, or purchasing goods in person or online with a debit card.

Evidence of Identity Theft or Unauthorized Activity

•
Accounts on an individual’s credit report that he/she did not open.

•
Unexplained charges or withdrawals from a Credit Union account or a credit card account.

•
A denial of credit for no apparent reason could indicate identity theft.

•
The address that bills are sent to have been changed by someone other than consumer who opened the account.

Examples of Identity Theft

•
The most common form of identity theft is when a thief uses another person’s Social Security number to open up a credit card account.

•
An identity thief uses a victim’s credit card number to make unauthorized purchases.

•
An identity thief establishes a Credit Union account, takes out a loan, or opens a utilities account (e.g., phone line) using a victim’s name and good credit.

•
An identity thief files for bankruptcy using a victim’s name.

•
An identity thief gives a victim’s name as his/her own when arrested by the police.

“Red Flags” Evidencing Identity Theft or Unauthorized Activity. 

What is a Red Flag? A Red Flag is a pattern, practice, or specific activity that indicates the possible existence of identity theft. These include the following: 

Alerts, Notifications or Warnings from a Consumer Reporting Agency

1. 
A fraud or active duty alert is included with a consumer report.

2. 
A consumer reporting agency provides a notice of credit freeze in response to a request for a consumer report.

3. 
A consumer reporting agency provides a notice of address discrepancy, as defined in § 681.1(b) of the Rule.

4. 
A consumer report indicates a pattern of activity that is inconsistent with the history and usual pattern of activity of an applicant or customer, such as:

a.
A recent and significant increase in the volume of inquiries;

b.  
An unusual number of recently established credit relationships;

c.  
A material change in the use of credit, especially with respect to recently established credit relationships; or

d.  
An account that was closed for cause or identified for abuse of account privileges by a financial institution or creditor.

Suspicious Documents

5. 
Documents provided for identification appear to have been altered or forged.

6. 
The photograph or physical description on the identification is not consistent with the appearance of the applicant or customer presenting the identification.

7. 
Other information on the identification is not consistent with information provided by the person opening a new covered account or customer presenting the identification.

8. 
Other information on the identification is not consistent with readily accessible information that is on file with the financial institution or creditor, such as a signature card or a recent check.

9. 
An application appears to have been altered or forged, or gives the appearance of having been destroyed and reassembled.

Suspicious Personal Identifying Information

10. 
Personal identifying information provided is inconsistent when compared against external information sources used by the financial institution or creditor. For example:

a. 
The address does not match any address in the consumer report; or

b. 
The Social Security Number (SSN) has not been issued, or is listed on the Social Security Administration’s Death Master File.

11. 
Personal identifying information provided by the customer is not consistent with other personal identifying information provided by the customer. For example, there is a lack of correlation between the SSN range and date of birth.

12. 
Personal identifying information provided is associated with known fraudulent activity as indicated by internal or third-party sources used by the financial institution or creditor. For example:

a. 
The address on an application is the same as the address provided on a fraudulent application; or

b. 
The phone number on an application is the same as the number provided on a fraudulent application.

13. 
Personal identifying information provided is of a type commonly associated with fraudulent activity as indicated by internal or third-party sources used by the financial institution or creditor. For example:

a. 
The address on an application is fictitious, a mail drop, or a prison; or

b. 
The phone number is invalid, or is associated with a pager or answering service.

14. 
The SSN provided is the same as that submitted by other persons opening an account or other customers.

15. The address or telephone number provided is the same as or similar to the account number or telephone number submitted by an unusually large number of other persons opening accounts or other customers.

16. The person opening the covered account or the customer fails to provide all required personal identifying information on an application or in response to notification that the application is incomplete.

17. 
Personal identifying information provided is not consistent with personal identifying information that is on file with the financial institution or creditor.

18. 
For financial institutions and creditors that use challenge questions, the person opening the covered account or the customer cannot provide authenticating information beyond that which generally would be available from a wallet or consumer report.

Unusual Use of, or Suspicious Activity Related to, the Covered Account

19. 
Shortly following the notice of a change of address for a covered account, the institution or creditor receives a request for a new, additional, or replacement card or a cell phone, or for the addition of authorized users on the account.

20. 
A new revolving credit account is used in a manner commonly associated with known patterns of fraud patterns. For example:

a. 
The majority of available credit is used for cash advances or merchandise that is easily convertible to cash (e.g., electronics equipment or jewelry); or

b. 
The customer fails to make the first payment or makes an initial payment but no subsequent payments.

21. 
A covered account is used in a manner that is not consistent with established patterns of activity on the account. There is, for example:

a. 
Nonpayment when there is no history of late or missed payments;

b. 
A material increase in the use of available credit;

c. 
A material change in purchasing or spending patterns;

d. 
A material change in electronic fund transfer patterns in connection with a deposit account; or

e. 
A material change in telephone call patterns in connection with a cellular phone account.

22. 
A covered account that has been inactive for a reasonably lengthy period of time is used (taking into consideration the type of account, the expected pattern of usage and other relevant factors).

23. 
Mail sent to the customer is returned repeatedly as undeliverable although transactions continue to be conducted in connection with the customer’s covered account.

24. 
The financial institution or creditor is notified that the customer is not receiving paper account statements.

25. 
The financial institution or creditor is notified of unauthorized charges or transactions in connection with a customer’s covered account.

Notice from Customers, Victims of Identity Theft, Law Enforcement Authorities, or Other Persons Regarding Possible Identity Theft in Connection With Covered Accounts Held by the Financial Institution or Creditor

26. 
The financial institution or creditor is notified by a customer, a victim of identity theft, a law enforcement authority, or any other person that it has opened a fraudulent account for a person engaged in identity theft.

Other Red Flags

27.
The name of an employee of the Credit Union or creditor has been added as an authorized user on an account.

28.
An employee has accessed or downloaded an unusually large number of customer account records.

29.
The Credit Union or creditor detects attempts to access a customer’s account by unauthorized persons.

30.
The Credit Union detects or is informed of unauthorized access to a member-customer’s personal information.

31.
There are unusually frequent and large check orders in connection with a member-customer’s account.

32. 
The person opening an account or customer is unable to lift a credit freeze placed on his or her consumer report.

Identity Theft Involving a Deposit or Credit Account

The following procedures are to be observed when a consumer reports suspected identity theft involving a deposit or credit account at our Credit Unions.

Written Notification

If a member/customer/consumer suspects they are a victim of identity theft that involves an account with our Credit Union, we will require they notify us in writing.  We will also require that they complete the Federal Trade Commission (FTC) affidavit of identity theft (See:

http://www.ftc.gov/bcp/conline/pubs/credit/affidavit.pdf
If the affidavit is completed in person at a branch, Credit Union employees should:

•
Assist the member/customer in completing the affidavit.

•
Make a copy of the consumer’s photo identification.

•
Attach the copy of the consumer’s identification and the police report to the completed affidavit.

•
Forward a copy to the Credit Union’s security officer.

•
Provide the member/customer/consumer with a copy of the FTC brochure “Take Charge: Fighting Back Against Identity Theft.” Copies should be kept at each branch location.  They can be reordered at no cost from the FTC’s web site at www.ftc.gov.

•
Inform the member/customer/consumer of their right to place a fraud alert on their credit reports as described in the brochure.

If the victim of the crime is out of our area, we will fax or mail a copy of the affidavit to them and require a notary signature when it is returned.  We will verify their identity by independent means, such as a reverse telephone directory or searches on the internet.

Block or Close the Account

Customer Information File (CIF)

We will flag the member/customer’s file to indicate that the account owner is a victim of identify theft and that any transactions that are attempted in person should be referred to an officer.  All other transactions will be rejected and reviewed by an officer to determine their validity.

Deposit Accounts

We will close the account in question and, if requested, open a new account for the member/customer

Credit Accounts

We will not report delinquent loans in the consumer’s name to the credit bureau until we have determined that the loan was in fact originated by member/customer.  If the account in question is a loan and we have already reported it as delinquent, we will correct the information by contacting the consumer reporting agency.

Communication About the Account

We will not respond to requests for information about the account unless we have satisfied ourselves that we are dealing with the victim rather than the perpetrator of the crime. Any person requesting information about the account should be referred to the senior officer in the branch or in the case of the main office, the security officer. Nevertheless, we will provide a person who has been the victim of identity theft with access to accounts and information taken out in his or her name without his or her knowledge.  

Safeguarding Customer Information

We will maintain internal controls sufficient to protect our member/customer’s financial information as outlined in Information Security Policy and Procedures.  If sensitive member/customer information is compromised, we will follow the procedures outlined in our incident response policy. 

Reconciling Addresses

If we receive a notice of address discrepancy from a consumer reporting agency, we will take precautions that will allow us to form a reasonable belief that the consumer report we received relates to the consumer who is requesting a service or product from us.  We may use the following procedures:

•
Obtain and use the consumer report to verify the consumer’s identity in accordance with our customer identification program (CIP), as required by the Bank Secrecy Act 

•
Maintain in our own records (such as applications) change of address notifications, other customer account records, or retained CIP documentation

•
Obtain current address information from third-party sources, or by verifying the information in the consumer report with the consumer

We will furnish an accurate address to the consumer reporting agency when we: 

•
Can form a reasonable belief that the consumer report relates to the consumer about whom the user requested the report

•
Establish a continuing relationship with the consumer

•
Regularly and in the ordinary course of business, furnish information to the consumer reporting agency from which the notice of address discrepancy relating to the consumer was obtained

We may confirm that an address is accurate by:

•
Verifying the address with the consumer 

•
Reviewing our own records

•
Verifying the address through third-party sources

•
Using other reasonable means

Special Rules for Debit Cards 

If we receive a request for an additional or replacement card within 30 days of receiving a change of address notification, we may not issue the new card unless we have:

•
Notified the cardholder of the request at the cardholder’s former address and provided a means to promptly report an incorrect address

•
Notified the cardholder of the address change request by another means (such as electronically) of communication previously agreed to by us and the cardholder and provided a means to promptly report an incorrect address

•
Used other reasonable means of evaluating the validity of the address change in accordance with our identity theft program.

The notices must be clear and conspicuous and provided separately from other correspondence sent to the cardholder.

If we have verified the cardholder’s address change using our internal procedures before an additional or replacement card was requested, we need not do so again.

Responding to Fraud and Active Duty Alerts

Procedures:

Upon receipt of a consumer report that contains an initial, extended, or active duty alert, it is the responsibility of the personal banker or loan officer to re-verify the identity of the member/customer, utilizing the current member/customer identification program (CIP) procedures, plus require at least one additional piece of verification.  If the alert contains instructions to contact the consumer before taking any action on the request, the personal banker or loan officer must contact the consumer in the manner specified to verify identity.  

Providing Information to Identity Theft Victims

Procedures:

If an apparent victim of identity theft makes an appropriate request for information, the President/CEO shall supply the account or loan application and the business transaction records to the apparent victim.  An appropriate request must:

•
Be in writing

•
Be mailed to 405 Western Avenue #515, South Portland, ME 04116-9421, Attn: Compliance Officer; and

•
Include relevant information about any transaction alleged to be a result of identity theft to facilitate compliance with this section including, if known by the victim:

—
The date of the application or transaction; and

—
Any other identifying information, such as an account or transaction number

Before supplying the information to the victim, the operations officer must require the victim to provide:

•
Proof of positive identification; and

•
Proof of a claim of identity theft

Positive proof of identification is obtained using the current CIP procedures.  Proof of an identity theft claim includes:

•
A copy of a police report evidencing the claim of the victim of identity theft; and

•
A properly completed copy of a FTC affidavit of identity theft

The operations officer will submit the request to the security officer for approval to block the reporting of identify theft information to a consumer reporting agency or any other party.  The security officer shall maintain the request form and attached records for five years after the date of receipt.

Erroneous Credit Scores and Frauds Associated with “Identity Theft Claims” 

It is generally known to the Credit Union that some unscrupulous persons have perpetrated frauds on financial institutions by claiming to have been victims of identity theft where they know or should know that this is false. Due to certain options elected by Credit Reporting Agencies, these persons are able to “clean up” their credit report [The agencies in question have adopted policies that remove such items of credit without verifying the bona fides of such claims as an apparent matter of convenience to said agencies. This results in the person’s credit score being increased in some cases by 100’s of points]. To the unsuspecting lender – the person applying appears to be a good credit risk; whereas in reality, the applicant is often a very poor credit risk. Further, in some cases, there has been actual reported fraud in connection with such matters. 

Therefore, to protect the Credit Union from losses and potential frauds, the Credit Union requires a member applying for credit whose credit report contains a “fraud/identity theft alert” to provide the following items as applicable:

· Copy of the police report pertaining to fraud/identity theft

· A listing of the creditors linked to the alleged fraud/identity theft

· A copy of affidavits relating to the fraud claim(s)

· A list of credit reporting agencies that have been notified of the fraud/identity theft
· Valid government picture ID
· Sponsor badge

If the member does not supply the items requested or otherwise refuses to cooperate in this matter, the Credit Union will submit the application and information the President/CEO for further consideration. If the President/CEO is not able to resolve the non-verified information, then the Credit Union will deny the request for credit. ( Other: “Unable to Verify Information Provided.”

SAR Reminder: Remember that any suspected frauds against the Credit Union may require the filing of a Suspicious Activity Report. Thus, such matters should in all cases be reported to the Credit Union’s Bank Secrecy Act Officer. 

Preventing Re-pollution of Information in Consumer Credit Reports

Re-pollution of credit reports is refurnishing information on an account that has been identified as information resulting from an alleged identity theft, notification from either a consumer reporting agency, or a consumer using an identity theft report.

Procedures:

The re-pollution procedures will be followed when the Credit Union receives:

•
Notice from a consumer reporting agency that information the Credit Union provided resulted from identity theft; or

•
An identity theft report from a consumer

When either above described item is received, we will identify the member/customer and investigate the claim.  After the investigation has been completed and we are certain that the information provided was the result of identity theft, we will take appropriate action to block the information from reporting to a consumer reporting agency or any party within 24 hours of receipt. If the account is a deposit account, generally this is accomplished by closing the suspected account and opening a new account for the member/customer, if appropriate.

 Reviewed and approved by Board of Directors 9/16/15.
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