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Abstract— This paper presents the results of a study performed over phishing threats and vulnerabilities present in nowadays authentication environments. The main goal of this paper if to present our solution, the anti-phishing model which can be applied to any web environment, and not just to e-banking or the financial sector, without limitations nor additional requirements. We start presenting a brief history of phishing, common solutions, some statistics about phishing attempts, social impact and monetary losses and our patented anti-phishing model. Following is an explanation about how different vulnerabilities have been addressed such as Man In The Middle attacks, phishing, pharming, SQL injection, social engineering, format string attacks, buffer overflow, brute force and many other vulnerabilities.  The proposed method has been the basis of a PhD thesis aimed at defining a model for secure operation of an Internet Banking environment, even in the presence of malware on the client side.  The authentication model is based on a mutual multifactor authentication process where both entities must be authenticated with more than one authentication factor. The proposed model has been designed to be easily applicable with minimum impact to the current Internet banking systems.  Its goal is to be resistant to the nowadays too frequent phishing and pharming attacks, and also to more classical ones like social engineering or man-in-the-middle attacks.  The key point of this model is the need for multifactor mutual authentication, instead of simply basing the security on the digital certificate of the financial entity, since in many cases users are not able to discern the validity of a certificate, and may not even pay attention to it.  Thanks to the rules defined in this proposal, the security level of the Web Banking environment will increase and customers’ trust will be enhanced, thus allowing a more beneficial use of this service. The proposed model has been simulated in order to demonstrate its effectiveness and feasibility. 

I. Introduction 

Phishing, as defined in Wikipedia, is “the criminally fraudulent process of attempting to acquire sensitive information such as usernames, passwords and credit card details by masquerading as a trustworthy entity in an electronic communication” [1]. Normally phishers hijack a bank’s web page and send emails to the victim in order to trick the victim to visit the malicious site (apparently the real bank site) in order to collect victim bank account information and card numbers. Pharming is “a hacker's attack aiming to redirect a website's traffic to another, bogus website. Pharming can be conducted either by changing the hosts file on a victim’s computer or by exploitation of a vulnerability in DNS server software”[2]. Man in the Middle (MITM) is “a form of active eavesdropping in which the attacker makes independent connections with the victims and relays messages between them, making them believe that they are talking directly to each other over a private connection when in fact the entire conversation is controlled by the attacker” [3].

A number of techniques and standards have been developed for providing information security against common threats, but currently there is no official preventive standard solution for phishing and pharming threats. There are an increasing number of new attacks and viruses against web pages of financial entities [4], such as “phishing” and “pharming” frauds that must be addressed in order to guarantee customers’ trust in web banking services. 

No standard exists in order to address and manage phishing and pharming attacks. The proposed multifactor mutual authentication process presented here allows to detect and then to address these two threats. Our authentication model works in a secure way also in the presence of these threats. 

  The specific novelty of this work is the mutual authentication method, which if correctly implemented avoids many threats such as phishing, pharming, man in the middle attacks and identity theft.  A mutual authentication process (Server and User) is required and necessary to circumvent phishing and pharming threats. The problem is actually wrong server authentication. Nowadays a digital certificate is considered as a valid solution for server authentication, but it is not enough for the final user. This is because many users are not able to see the difference between a valid and a non-valid certificate. Many times the false certificate is a very good copy and it is very hard to detect if it is a false copy or the original certificate. Additionally many users do not pay attention to details of the site’s certificates, so it is impossible to detect if the certificate is bad or not [5]. The system proposed herein is easily applicable to current banking systems as they only have to change the authentication process by adding a previous server authentication step to the user authentication. First, the server is authenticated and next, if the result of the server authentication is successful, the user will provide his credentials. In this manner user credentials are prevented from being stolen by a hijacking server.

    In the development of this work a number of different authentication scenarios have been considered. We have developed a prototype of the anti-phishing model in order to demonstrate the effectiveness of the proposed solution.

In this paper, after a brief overview of the state of the art of phishing threats, we discuss the social and monetary impacts of phishing on our society.   Next, common phishing defense mechanisms are presented and next our solution [6] is presented: the multifactor mutual authentication environments are enumerated and a threat solution approach is presented. Our solution is composed of two parts: software and hardware. In particular the hardware solution consists in a secure device which implements the mutual authentication process and deploys some security measures in order to work in a secure way also under compromised environments.

Finally, in the conclusions section the achievements are summed up. 

II. State of the art

The word “phishing” originated in the 1996 timeframe [7, 8]. The term was coined based on the analogy that fraudsters used email as a fishing hook to “phish” usernames, passwords and other sensitive information. The use of the letters “ph” is believed to have been derived from the word “phreaking”. “Phishing” first surfaced around 1996, when criminals stole American Online (AOL) accounts by “phishing” the passwords from AOL users. 

In order to understand the potential impact of such vulnerabilities in our society, we report some phishing statistics for the most popular phishing targets with the relative number of attacks received per month.  On February 2007/2008/2009 the most popular phishing victims were respectively: PayPal/Ebay/PayPal with more than 2511/5750/6240 attacks received. Next, in the second position Fifth Third Bank/PayPal/ Internal Revenue Service with over 1180/3795/325 phishing attempts. Finally in the third position we find Ebay/Bank of America/EBay with more than 795/570/290 respectively [9].  

In addition, from a research performed by Rachna Dhamija from Harward University [5], it is possible to appreciate the factors which take part in the phishing attacks success.  Dhamija first analyzed a large set of captured phishing attacks and developed a set of hypotheses about why these strategies might work. She then assessed these hypotheses with a usability study in which 22 participants were shown 20 web sites and asked to determine which ones were fraudulent. She found that 23% of the participants did not look at browser-based cues such as the address bar, status bar and the security indicators, leading to incorrect choices 40% of the time. In addition, as reported by research performed by Litan [10], some phishing attacks got more than  5% of their potential victims to provide sensitive information to malicious websites.  Another  research, performed by  Loftesness [11], reports that two million users gave information to a hijacking site,  resulting in direct losses over  $1.2 billion for U.S. in 2003 [12].

We can find many  preventive and detective solutions for phishing threats as provided by MarkMonitor, Panda Security, Verisign, Internet Identity, Cyveillance, RSA, WebSense, etc… [13], most of them are based on detecting fraudulent  emails and embedded URL, identifying and closing down the scam site, bombing phishing sites with dummy information (but apparently real) in order to confuse the attacker making it difficult to distinguish real data from dummy data. The use of digital certificates is also a solution proposed as a countermeasure for phishing attacks. From our investigation we concluded that the use of digital certificates for server authentication is not enough against phishing and pharming threats. This is for many reasons, for example many users do not pay enough attention to the digital certificate details or many others do not have the knowledge to perform a correct validation of the digital certificate. In addition we want to remind the fact that the attacker could decide not to use encrypted traffic (HTTP instead of HTTPS).  

We consider that all previous listed solutions are not enough in order to provide a secure environment because some of them are reactive solutions and others do not comply with security policies (e.g. deny as default, allow only permitted, etc.). In particular for blocking an attacker site, detecting fraudulent emails is like making a black list, and this is the opposite of allowing only permitted. 

Other solutions such as the use of two factor authentication are not enough: if we only authenticate the user, we have to authenticate also the server because we consider that both entities must be considered mutually untrusted. For this reason, in order to work in a secure way in presence of phishing attempts we propose a multifactor mutual solution.

Secure Electronic Transaction (SET) was a standard protocol for securing credit card transactions over insecure networks, specifically, the Internet [14]. SET is based on digital certificates and has the same limitations discussed for digital certificates solutions. In addition SET does not address expressly other threats such as Man In The Middle. 

Next, we report phishing statistics about total submissions and valid phishing attempts of the first day of each month. Total submissions comprise all submissions, not yet verified, delivered to PhishTank. Valid phishes are all submissions verified by PhishTank as real phishing attempts. These statistics are elaborated by PhishTank [9]:

	
	
	2006
	

	
	Oct
	Nov
	Dec

	Valid Phishes
	3678
	10044
	11309

	Invalid Phishes
	7061
	18130
	20352




As shown in Table 1 above, in 2006 only statistics from October are available. On 1st December, 20352 phishing submissions were reported and 11309 were valid phishing attempts[9].

In Table 2, phishing statistics for year 2007 are reported,  taken from PhishTank[9]. 

	
	
	2007
	

	
	Jan
	Feb
	Mar

	Valid Phishes
	18077
	19947
	10515

	Invalid Phishes
	30509
	25647
	11620

	
	Apr
	Jun
	Jul

	Valid Phishes
	40549
	43789
	11124

	Invalid Phishes
	77709
	53263
	15529

	
	Aug
	Sep
	Oct

	Valid Phishes
	5997
	10044
	11247

	Invalid Phishes
	9230
	14432
	15529





	
	
	2008
	

	
	Jan
	Feb
	Mar

	Valid Phishes
	11364
	13208
	11153

	Invalid Phishes
	15339
	17303
	15543



In Table 3 the statistics from January to June 2008 are reported. It is possible to appreciate an average of 10000 scams every month.

As shown in Table 2 the biggest number of reported valid phishing attempts happened on May 2007 with more than 53000 of total submissions and more than 43000 were valid scam attempts. Normally just half of the reported sites are real scam sites but in this case valid submissions are more than 80 percent.  On March 2007 valid submissions were more than 90 percent with more than 10000 valid submissions. From data reported for years 2006, 2007 and 2008 we can estimate an average of 15000 submissions reported to PhishTank and around 10000 valid phishing attempts. If the cost for each phishing incident is around 900$, as reported by Gartner [15,12], we can calculate a direct monetary loss of 90 million dollars just considering only those reported to PhishTank. By addressing phishing threats it is possible to save a loss of money and in addition new businesses will be made thanks to the increment in the customer trust and confidence and a consequent increment in the service demand.

Nowadays there are many organizations devoted to collecting phishing information as phishing attempts or phishing statistics, so the data reported above represent just one of these sources. This implies that the statistics reported here are not the total but can give an idea about the phishing presence in our society. The most popular phishing targets are financial entities but this kind of threats is affecting also non-financial entities. On June 2008 in first position we find PayPal with 5743 valid phishing attempts, second is JPMorgan with 1594 and so on. 

As presented in the previous paragraph, a huge number of phishing attempts exist, this implies a social and economical impact [12, 16]. The social impact is reported by Simi Kamini Bajaj [12]: “Phishing has already taken its toll. Consumer confidence in email is at an all time low. Sixty-Seven percent , or 150 million, U.S. consumers don’t use banking online today. And, over 88 million online banking customers would switch bank, or reduce online banking usage”.

In addition to the indirect losses produced by the low demand and usage of the e-banking services, there are direct losses. 

The Computer Crime Research Center (CCRC) is a non-profit, non-governmental and scientific research organization. CCRC reported on 2004 an article entitled: “The financial losses of Russian businesses caused by “carder” reached $20,000,000”. Carders are illegal organizations specialized on counterfeiting plastic cards and to use Internet for receiving information on card holders and card numbers [17]. 

Gartner reports that the average dollar loss per incident in 2007 was $886 and the cost of phishing attacks is calculated on 3.2 billion dollar for 2007 in US only [15, 12].

Virus Bulletin, on 2007, reports that Malware and Phishing cost more than 7 billon dollars in two years. [18] 

In order to show an example of personal losses we report the case between the Bank of Ireland and a group of customers that fell victim to a phishing scam that drained 160,000 Euros ($202,000) from their accounts [19].b
A. Consequently to the huge losses we consider to study accurately the phishing problem in order to provide a preventive solution. The use of a preventive solution implies that it is possible to save more than 3.2 billion dollars only in the US and in addition new businesses are assured thanks to the increment in the customer security which directly influences with an increment in the customer confidence and in the service demand [12].

III. PROPOSED METHOD

A. Authentication Threats and  Scenarios

We made a detailed study of the authentication process and the vulnerabilities that affect this process. In this section we present the authentication process risk analysis. Next, a few scenarios are presented, each of them with their corresponding vulnerabilities. The first scenario is the common authentication method currently used by the web-banking pages of most financial entities. This scenario is vulnerable to phishing and pharming as server identity and authentication resides in logo and web appearances, and in the server digital certificate respectively. This is an improper authentication method as the logo and appearance can be easily copied by an attacker. Regarding digital certificates, many users do no validate them correctly for many reasons: they don’t have enough skills to do it or they don’t pay the necessary attention. Digital certificates are better validated by software. 

Other vulnerabilities of this system are Man In The Middle (MITM) and Spyware, as user authentication is based on a constant value, so that if an attacker gets user credentials he will be able to use them wherever he wants. In order to work in a safe way under this kind of attacks, we need to introduce One Time Passwords. In this manner the attacker, even if he gets authentication details, will not succeed anymore. 

Another threat that affects this authentication model is malware or banking Trojans which could be able to affect the user environment and take complete control over it. In order to mitigate this risk we need to provide a safe and certified environment. 

The first scenario is based on one factor authentication. The server requires the customer to introduce username and password in order to be authenticated.  Obviously we found that the system is vulnerable to phishing and pharming attacks as the server authentication process is absent or weak.  


In the next scenario, the phishing threat is intended to be addressed. In this case, the user requests for server authentication first by introducing the customer identification. Here the vulnerability exists in using a fixed identifier to request the server authentication. This vulnerability exposes the system to Spyware and man-in-the-middle threats. In addition, after identifier 
interception it would be possible to perform a phishing or pharming attack against the falsified user identifier. If identifiers are generated sequentially, the system would be easily compromised by requesting all server authentication values and incrementing and decrementing users’ identifiers. This scenario is vulnerable to phishing after key interception, to Man in The Middle as no one time password has been used, and to Malware or Banking Trojan because if the customer operating system has been infected we cannot trust on it.

In order to work in a secure way in a compromised environment, as could be the user operating system infected by a banking Trojan, we need to use a trusted environment where we can assure that data cannot be tampered. 

In the next scenario, Scenario Three, phishing and pharming threats are addressed in the same way as in the previous scenario. Passive interception attacks and Spyware are also addressed by introducing One Time Password property for authentication requests and an additional authentication factor for user and server authentications. Unfortunately Scenario Three cannot work in a secure way when the user environment is compromised by Malware, banking viruses or Trojans. This is because if the user's operating system has been infected, we cannot trust it. The malware could modify any data, e.g., destination account number, amount of transaction, etc.

Under the presence of phishing or pharming attacks, this scenario would expose the most sensible authentication factor. This is because in order to authenticate an entity, all credentials are requested together. In order to address this problem, we must use the proposed Factor Protection Model (see below) because by requesting and verifying one authentication factor at a time, sequentially and mutually, as soon as we detect an authentication fault, we will not continue with the authentication process. In this way, if less sensitive factors are requested first, the integrity of the most sensitive authentication factor can be preserved. 

In the following scenario, we present the most secure scenario. The idea is to try to provide a possible solution to an infected user network or operating system. This would be absolutely the worst case and the most difficult to be addressed. If the user boots the computer from a secure device with all software unchangeable and digitally signed (e.g.: CD or USB), then this environment cannot be infected by viruses or malware residing on the customer's machine. The user operating system is not used, instead an inalterable, trusted and signed operating system is used.


B. N Factors  Mutual authent ication

Web banking systems, as any other web application, use HTTP for data transfer.  Regarding HTTP, all communications must be secured with the SSL/TLS protocol (i.e. HTTPS), and it is strongly recommended to use the POST method for sending data wherever possible. This is because when using the GET method, data is stored on history and URL caches in the local machine. 

The best authentication method is mutual multi-factor authentication, as when carried out in a proper way, it helps to detect, in a preventive manner, phishing and pharming attacks.  Such authentication process comprises key interchange, server authentication, and user authentication.

A part of our work has consisted in defining security requirements for mutual authentication, and every detail has been taken into account and included in the risk analysis; any non-compliance of the defined rules will make the application vulnerable and the purpose of mutual authentication will fail drastically.

The goal of any authentication method is to work reliably under adverse security conditions in a hostile environment, and in particular it must be resistant to “man-in-the-middle” attacks.

    Thanks to this model, the more sensible authentication factor will be protected from theft because at first, if there is no coincidence between the actual server response and the expected server response, the user will not follow with the authentication process as he o she will have detected the hijacking attempt.

Thanks to all security requirements defined, this system is able to provide the maximum and most secure authentication method.

The authentication process will involve two parts: for easy understanding we will call one “user” and the other “server”. 

In order to consider all possible situations, three authentication models have been defined. Each of these models is based on a different hypothesis. All three models can work with 3 authentication factors. The three factors are: something you have, something you are, or something you know. As  reported by [20,21], Three factor authentication is the highest authentication level.

a) Basic Model:

This model is based on the hypothesis that only one of the parts involved in the authentication process is the potential hijacking victim. For this reason it is required that the potential hijacking victim (e.g.: Server) must be authenticated first. In this authentication model all authentication factors will be requested and evaluated in the same request.  This model is faster than the other two, the factor protection model and the factor protection mixed model. The basic model authentication process is shown below:
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As shown in Figure 1, first the user requests server authentication. If the server response matches correctly the expected data, the server will request user authentication. It is very important to introduce one time password on each authentication and to provide confidentiality in order to be resistant also to Man in the Middle attacks. It is also important to be resistant to brute force attacks and then to block the account temporally at the N-th consecutive authentication failure.  N must be fixed to a number small enough in order to avoid credentials enumeration. 

Following the model proposed in Figure 1 it is clear that phishing cannot work properly as the user verifying the server response would realize immediately the hijacking attempt, because the server will be authenticated by an authentication factor which has been chosen by the user at the account creation time. The proposed model is expected to be easy to complete and understand by more than 99,9 percent of customers; instead, the percent of customers able to recognize a valid certificate is much lower, confirmed by  Dhamija's research [5].

The proposal consists in a unique authentication flow composed by two parts, one is  the server authentication and the other is the user authentication; in this way it is not possible to complete successfully the authentication process without a correct validation of all authentication factors. Another benefit of the proposed model is that it is easily applicable to the nowadays used authentication process. This is because only few changes on the actual authentication model must be applied in order to implement our Base Model, Factor Protection Model or Mixed Factor Protection Model.

In order to demonstrate that the Basic Model is the right weapon to be used against phishing, pharming and information interception, we summarize the benefits of this solution: the impact of adapting current login systems to the proposed model would be very low, it is easily understandable by the user, it provides a very high security level, it works securely in presence of phishing attempts and information interception, and under phishing attacks it preserves user keys.

b) Factor protection model

This model is based on the following two hypotheses:

1. Both parts involved in the authentication process are equally potential hijacking victims. 

2. At least one authentication factor is more sensible than the others. 

Under these hypotheses we want to save the most sensible authentication factors. In this case there is no requirement about who will be authenticated first. Here the restriction is that each part must be verified in a sequential order factor by factor. The factors are evaluated from lowest to highest factor sensitivity level. The first part will verify authentication of one factor of the other part and then this latter part will verify an authentication factor of the first part. In this way the most sensible factor will be protected by the verification steps of the previous authenticated factors. Only if all previous authentication steps have successful results, will it be possible to evaluate the next authentication factor.
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Figure 2: Factor Protection Model.

As shown in Figure 2, the Factor Protection Model verifies factor by factor, this is because the parts involved in the authentication process are mutually untrusted and both are equally potentially hijacking victims. In this way it is possible to preserve most sensitive credentials. In our classification we consider that the least sensitive authentication factor is the user digital certificate, next is the One time password and last  the symmetric key (e.g.: user password). Obviously, the digital certificate does not represent a danger because if it is not affected by any vulnerability, the private key should be safe. One time password is sensitive because it allows performing one step forward in the authentication process or in the requested service. The most sensitive factor is the symmetric key because it is valid for a long period of time, much longer than one time passwords as the latter expire at first use.

c) Mixed Factor Protection Model

This model is based on the hypothesis that both parts involved in the authentication process are potential hijacking victims. Another assumption is that all authentication factors have the same sensitivity level. This model is a combination of both previous cases. In this case at least one factor must be evaluated after the successful evaluation of another authentication factor. No restrictions have been defined for other potential factors involved in the authentication process. This process is faster than Factor Protection Model as it allows the simultaneous evaluation of more than one factor.

Mixed Factor model would be a good choice in order to make a flexible and faster authentication system. 

A possible implementation of the Mixed Factor Protection Model would be as follows:

1) Server Digital Certificate Validation

2) Customer Digital Certificate Validation

3) Other Server authentication factors

4) Other Customer authentication factors

d) Antiphishing Device

This device will perform part of the entire authentication process.

In this device a maximum of two of the three required authentication factors will be stored. One factor, the “know factor”, must not reside on this device. The device will not store “know factors” of either user or server entities. In this way, to be able to successfully complete the authentication process customer contribution is required. This is because in the case of losing the device, if someone found it, he or she would not be able to perform the authentication process correctly. 

The device stores a little auto boot operating system, which cannot be altered. All software is signed and when it communicates with the server, the digital signature of both parties will be verified. It is not possible to continue without valid signatures. The idea is to provide a system similar to Knoppix boot CDs.

In this way, if the device has its own operating system, the system is also secure if the customer operating system is infected by malware which could potentially alter data such as the amount of money or transaction destination, bank account number, etc.

The device will perform integrity controls and will provide a further layer of confidentiality by encrypting with asymmetric encryption all information travelling between both entities. 

The authentication factor with One Time Password property, for both entities, could be stored on the device. The user digital certificate will also be stored in the device. 

e) A real case of the Basic Model
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In the example of Figure 3, an implementation of the basic model is presented. In particular, two factor authentications are required for both entities. The process is the following:  first the user requests for login page (1), after the page reception  (2), the user requests server authentication (3), if the server response is correct (4), the user provides his credentials (5); if user credential matches correctly (6) then the authentication process ends successfully.

Below are reported the requirements for credentials and data that take part in the authentication process shown in Figure 3.

Id_Card: 

Length=at least N digits *


Char Space=[a-zA-Z][0-9]


Generation: Random

Req_Auth:

Length=at least O digits *


Char Space=[a-zA-Z][0-9]


Generation: Random

Auth_Code:

Length=at least M digits *


Char Space=[a-zA-Z][0-9]


Generation: Random

UserPredefinedObject:

Type: Object, image, interface appearances, logo  


Char Space=[a-zA-Z][0-9]


Generation: User chosen

USR_ID: 

Length=at least R digits *


Char Space=[a-zA-Z][0-9]


Generation: Random

USR_KEY_DER:

HASH(SRV_RND_KEY+USR_KEY)

USR_KEY:

Length=at least  P digits  *


Char Space=[a-zA-Z][0-9]


Generation: Random

USR_OT_PWD:

Length=at least Qdigits *


Char Space=[a-zA-Z][0-9]


Generation: Random

* The numbers N,O,M,P,Q,R, must be fixed to a value which avoids key enumeration. It can be changed depending on the key length.. 
C. 

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 




Conclusions

Our objective was to propose an authentication method resistant to phishing, pharming attacks.

The goal has been reached by basing the protection on the mutual multifactor authentication process, of which each detail has been accurately studied.  As mentioned, the main proposed novelty is this mutual authentication process, which is responsible for making the financial entity system highly invulnerable and immune to phishing and pharming attacks.  In addition, security is provided against a compromised client environment, like virus or spyware infections on the client side, as such malware could be able to steal the banking customer’s account access information. Another benefit of the proposed solution is that it is easily applicable to the current systems and easily understandable by the customers. This implies that no technical knowledge is required in order to distinguish a valid digital certificate from a non-valid digital certificate. 

In order to take into account all security topics not covered by the mutual multifactor authentication method, a number of security policies have been defined in this research project. These policies are very important in order to develop a “secure” E-Banking platform. Specific security policies have not been explained in this paper for obvious reasons. This authentication model has been simulated in order to demonstrate its robustness.  Simulation results confirm that the model  is not vulnerable to phishing and pharming attacks. More than 99,9% of users detected the phishing attack. In addition youser feedbacks shows that the system is user frendly and easy to understand and follow.  Penetration testing have bben conducted and no vulnerabilities was found.
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Table 2: Phishing statistics for year 2007.











Table 1: Phishing statistics for year  2006.





Table 3: Phishing statistics for year 2008.





Figure 1: Common authentication scenario vulnerabilities.





Figure 4: Anti-phishing device usage.





Figure 1: Basic Model .





Figure 3: An implementation of the Basic Model .














