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COURSE MODULE

ABI 204 / ECOMM  INTRODUCTION TO E-COMMERCE
Unit 1) Introduction to E-Commerce
Objectives 
In this chapter, you will learn about: 

• The basic elements of electronic commerce 

• Differences between electronic commerce and traditional commerce 

• Advantages and Disadvantages of E-Commerce 

• Business Process Suitability for E-Commerce 

• Economic forces that have created a business environment that fosters electronic commerce 

• The ways in which businesses use value chains to identify electronic commerce opportunities 

Traditional Commerce and Electronic Commerce 
To many people, the term electronic commerce means shopping on the part of the Internet called the World Wide Web. But it is much broader and encompasses many more business activities than just Web shopping.  

Electronic commerce refers to business activities conducted using electronic data transmission via the Internet and the World Wide Web. 

The three main elements of e-commerce are: 

• Business-to-consumer 

• Business-to-business 

• The transactions and business processes that support selling and purchasing activities on the Web 

Other categories include: consumer-to-consumer and consumer-to-government.  

Electronic Commerce 
Electronic Funds Transfers (EFTs) have been used by banks for many years. 

Electronic Data Interchange (EDI) occurs when one business transmits computer-readable data in a standard format to another business. 

Businesses who engage in EDI with each other are called trading partners. 

The standard formats used in EDI contain the same information that businesses have always included in their standard paper invoices, purchase orders, and shipping documents. 

Firms, such as General Electric and Wal-Mart, have been pioneers in using EDI to improve their purchasing process. 

Value Added Network (VAN) 

A value added network is an independent firm that offers connection and EDI transaction forwarding services to buyers and sellers engaged in EDI. 

VANs are responsible for ensuring the security of transmitted data. 

VANs charge a fixed monthly fee plus a per-transaction charge to subscribers. 

Activities as Business Processes 
Business processes refer to the group of logical, related, and sequential activities and transactions in which businesses engage, including: 

•  Transferring funds 

•  Placing orders 

•  Sending invoices 

•  Shipping goods to customers 

Important Factors Affecting Product Suitability 
Commodity item – product or service that has become standardized and well known. Office supplies, computers and airline transportation are examples of products or services.

Shipping profile – collection of attributes that affect how easily a product can be packaged and delivered. 

Advantages of Electronic Commerce 
• Electronic commerce can increase sales and decrease costs. 

• Web advertising reaches a large amount of potential customers throughout the world. 

• The Web creates virtual communities for specific products or services. 

• A business can reduce its costs by using electronic commerce in its sales support and order-taking processes. 

• Electronic commerce increases sale opportunities for the seller. 

• Electronic commerce increases purchasing opportunities for the buyer. 

Disadvantages of Electronic Commerce 
• Some business processes are difficult to be implemented through electronic commerce. 

• Return-on-investment is difficult to apply to electronic commerce. 

• Businesses face cultural and legal obstacles to conducting electronic commerce. 

International Electronic Commerce 
About 60 percent of all electronic commerce sites are in English, therefore many language barriers need to be overcome. 

The political structures of the world present some challenges. 

Legal, tax, and privacy are concerns of international electronic commerce. 

Internet and World Wide Web

Internet is a large system of interconnected computer networks that spans the globe. A part of the internet known as World Wide Web is a subset of computers on the internet that are connected to each other in a specific way that makes their contents easily accessible to each other.

Web includes an easy-to- use standard interface. This interface makes it possible for people who are not computer experts to use the web. 

Economic Forces and Electronic Commerce 
Business activity today occurs within large hierarchical business organizations, referred to as firms or companies. 

Transaction Costs 
Transaction costs are the total of all costs that a buyer and a seller incur as they gather information and negotiate a purchase-sale transaction. 

Another significant component of transaction costs can be the investment a seller makes in equipment or in the hiring of skilled employees to supply the product and services to the buyer. 

Network Effects 
As more people or organizations participate in a network, the value of the network to each participant increases. 

Example: An email account that is part of the Internet is far more valuable than an email account that connects only to other people in the company. 

The Role of Electronic Commerce 
Electronic commerce can play a role in 

• reducing costs 

• improving product quality 

• reaching new customers or suppliers 

• creating new ways of selling existing products 

By examining elements of the value chain outside of the individual business unit, managers can identify many business opportunities, including those that can be exploited by using electronic commerce.

Value Chains  in E-Commerce
Electronic commerce includes so many activities and transactions that it can be difficult for managers to decide where and how to use it in their businesses. 

One way to focus on specific business processes as candidates for electronic commerce is to break the business down into a series of value-adding activities that combine to generate profits and meet other goals. 

A strategic business unit is one particular combination of product, distribution channel, and customer type. 

A value chain is a way of organizing the activities that each strategic business unit undertakes to design, produce, promote, market, deliver, and support the products or services it sells. 

Strategic Business Unit Value Chains 
The support activities of a value chain for a strategic business unit include: 

• Finance and administration 

• Human resources 

• Technology development 

Industry Value Chains 
Value system describes the larger stream of activities into which a particular business unit’s value chain is embedded. 

Industry value chain (IVC) refers to value systems. 

IVC is used to identify opportunities for cost reduction, product improvement, or channel reconfiguration. 

Unit 2) Technology Infrastructure: The Internet and the World Wide Web
Objectives 
In this chapter, you will learn about: 

• The origin, growth, and current structure of the Internet 

• Packet-switched networks, routers and TCP 

• Internet protocols and Internet addressing 

• The use of markup languages on the Web, including SGML, HTML, and XML 

• The differences among internets, intranets, and extranets 

• Internet connection options 

•  Overview of Internet2 

Technology Overview 
Computer networks and the Internet form the basic technology structure for electronic commerce. 

· The computers in these networks run such software as: 

Operating systems, database managers, encryption software, multimedia creation and viewing software, and the graphical user interface 

· The Internet includes: 

The hardware that connects the computers together and the hardware that connects the networks together. 

Rapid change in these technologies requires businesses to be flexible. 

Packet-Switched Networks 
· A local area network (LAN) is a network of computers close together. A wide area network (WAN) is a network of computers connected over a great distance. Circuit switching is used in telephone communication. 

· The Internet uses packet switching. Files are broken down into small pieces (called packets) that are labeled with their origin, sequence, and destination addresses.
Routing Packets 
· The computers that decide how best to forward each packet in a packet-switched network are called ‘routers’. 

· The programs on these routers use ‘routing algorithms’ that call upon their ‘routing tables’ to determine the best path to send each packet. 

· When packets leave a network to travel on the Internet, they are translated into a standard format by the router. 

· These routers and the telecommunication lines connecting them are referred to as ‘the Internet backbone’. 
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Internet Protocols 
A protocol is a collection of rules for formatting, ordering, and error-checking data sent across a network. 

ARPANET is the earliest packet-switched network. 

The open architecture of this experimental network used Network Control Protocol (NCP) which later became the core of the Internet. 

The Transmission Control Protocol (TCP) and the Internet Protocol (IP) are the two protocols that support the Internet operation (commonly referred to as TCP/IP). 

The TCP controls the disassembly of a message into packets before it is transmitted over the Internet and the reassembly of those packets when they reach their destination. 

The IP specifies the addressing details for each packet being transmitted. 

TCP/IP Protocol Layers 




IP Addresses 
IP addresses are based on a 32-bit binary number that allows over 4 billion unique addresses for computers to connect to the Internet. 

IP addresses appear in ‘dotted decimal’ notation (group of four numbers separated by periods. example: 126.204.89.56).It is called dotted quad which uniquely identify a computer in the internet. Users find dotted quad difficult to remember. In its place a naming convention called Uniform Resource Locator(URL) is used.(ex: http://www.adobe.com)

An address such as www.microsft.com is called a domain name. Country name are top level domain names. 

EXAMPLES:

.com
US,Commercial

.ca
Canada

.fr
France

.uk
United Kindom

OTHER INTERNET  PROTOCOLS

HTTP- Hypertext Transfer Protocol

SMTP-Simple Mail Transfer Protocol 

POP-Post Office Protocol

IMAP-Interactive Mail Access Protocol

FTP-File Transfer Protocol

 INTERNET APPLICATIONS

E-Mail 

E-mail sent across the Internet must also be formatted to a common set of rules, otherwise e-mail created by one company (or Web site) could not be send to another company. Simple Mail Transfer Protocol and Post Office Protocol are two protocols responsible for sending and retrieving email using client-server model. An e-mail program running on a user’s computer can request mail from the mail server using SMTP.

The POP provides support for Multipurpose Internet Mail Extensions (MIME), which allow the users to attach binary file messages, such as formatted word processing documents or spread sheets, to email. 

Markup Languages and The Web
Web pages are marked with tags to indicate the display and formatting of text elements. SGML, HTML and XML are the three most important markup languages. SGML is the parent language of  both HTML and XML.  

SGML (Standard Generalized Markup Language) is a rich meta language, which is a language that can be used to define other languages.

Hypertext Markup Language 
HTML is a simplified subset of SGML. HTML is an instance of one particular SGML document type called Document Type Definition(DTD). HTML includes a set of tags that define the format and style of a document. It includes tags for tables, frames, and other features.

Extensible Markup Language
XML uses paired start and stop tags in much the same way as we define record structure in database system. An XML document can be embedded within the HTML document. XML handles the database structure details but formatting the text is done by HTML.

XML allows users to ‘extend’ the language by creating their own tags. 

HTML links

HTML Hyperlinks are bits of text that connect current document to:

• Another location in the same document.

• Another document on the same host machine 

• another document on the Internet. 

Hyperlinks are created using the HTML anchor tags

<a href=“http://www.cnn.com”> CNN Link Here </a> 
HTML Editors 
HTML documents can be created in any general-purpose editors like Notepad. 

Sophisticated editors can create full-scale, commercial-grade web-sites, complete with database access, graphics, fill-in forms. 

Microsoft FrontPage and Macromedia Dreamweaver are examples of Web site builders.

HTML TAGS  HTML tags are instructions for a browser to specify how a complete document or portion of it should be formatted and arranged on screen.HTML tags are used in pairs enclosed in <>(Angle brackets). 
General format :<tagname properties> Displayed information affected by tag </tagname>

WEB CLIENTS AND SERVERS

A client/ server architecture is used in LAN, WAN and Web. The web client  requests information from a particular web server on a distant computer. Using internet as the transportation medium, it is said to the server when the target server receives the request it retrieves the information requested as an html formatted page. It is then send to the client via the internet.
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Intranets and Extranets 
Intranets 

•  An intranet is an interconnected network (or internet – small “i” intended) that does not extend beyond the organization that created it. 
• Intranets are an extremely popular and low-cost way to distribute corporate information. 

• An intranet uses Web browsers and Internet-based protocols (including TCP/IP, FTP, Telnet, HTML, and HTTP) and often includes a firewall. 

Extranets 
• Extranets are intranets that have been extended to include specific entities outside the boundaries of the organization (business partners, suppliers, etc.). 

• An extranet can be a public network, a secure (private) network, or a virtual private network (VPN). 

A public network is any computer or telecommunications network that is available to the public. 

1. A private network is a private, leased-line connection between two companies that physically connects their intranets to one another. 

A VPN extranet is a network that uses public networks and their protocols to send sensitive data to partners, customers, suppliers, and employees using a system called ‘IP tunneling’ or ‘encapsulation’. 

Internet Connection Options  and tradeoffs
Some terminologies:
1. Dial-Up Connections

2. ISDN Connections

3. DSL Connections

4. Cable Connections

5. T1 connections

6. T3 connections

ADSL-Asymmetric Digital Subscriber Line provides bandwidths up to 640 kpbs upstream and 9Mbps downstream.

Large firms use high bandwidth telephone connections like T1 and T3 and also Asynchronous Transfer Mode (ATM) connections up to 622Gpbs. 

Internet2 
Internet2 is an experimental test bed for new networking technologies that is separate from the original Internet. 200 universities and a number of corporations joined together to create this network. It has achieved bandwidths of 10 Gbps. Internet2 promises to be the proving ground for new technologies and applications of those technologies that will eventually find their way t the Internet. 
Unit 3) WEB BASED TOOLS FOR E-COMMERCE

 WEB SERVER HARDWARE AND PERFORMANCE EVALUATION
Web Server Basics 
The main job of a Web server computer is to respond to requests from Web client computers. 

The three main elements of a Web server are the: 

 1. Hardware 

2. Operating system software 

3. Web server software 

Various Meanings of “Server” 
Server – any computer used to provide files to other computers connected to it through a network. 

A Server includes:

• Server software 

• Database server 

Types of Web Sites 
An important first step in planning a Web server is to determine what the company wants to accomplish with the server. 

· The company must estimate how many visitors will be connecting to the Web site and what types of files will be delivered through the site. 

· Companies create Web sites in a wide variety of forms 


They are: 

· simple development sites

·  intranets

·  information-only sites for customers

·  business-to-business portals

·  Storefronts

· content-delivery sites. 

Development Sites 
The simplest Web site and the least costly to implement is a development site. 

A development site can reside on an existing PC and can be developed with 

1. Microsoft FrontPage

or 

2.  Macromedia Dreamweaver. 

Testers can access the site through their PCs on the existing LAN.

Intranet Sites 
Corporate intranets includes

1 internal memos 

2 corporate policy handbooks 

3 expense account worksheets 

4 budgets 

5 newsletters

6 other corporate documents. 

· Intranets are shielded from the Internet;

·  they do not require additional security software to protect them against threats from outside the company. 

Extranets (B2B Commerce Sites) 
Extranets are intranets that allow certain authorized parties outside the company to access certain parts of the information stored in the system. 

Transaction-Processing Sites 
Transaction-processing sites, such as 

· business-to-business and 

· business-to-consumer electronic commerce sites

· must be available 24 hours a day, seven days a week; that is, 

· they must be high-reliability servers. 

Transaction-processing sites must also have spare server computers to handle high traffic volumes. 

Transaction-processing sites must also run security software. 

Content-Delivery Sites 
· Content-delivery sites deliver content such as news, histories, summaries, and other digital information. 

· Content must be presented rapidly on the visitor’s screen. 

· Visitors must be able to locate articles quickly with a fast and precise search engine. 

Web Clients and Servers 
· Internet connections that are part of the Web become Web client computers on a worldwide client/server network. 

· Client/server architectures are used in LANs, WANs, and the Web. 

· Web software is platform neutral, letting computers communicate with each other easily. 

Web Server Hardware 
The fundamental job of a Web server is to process and respond to Web client requests sent using HTTP. 

Web server computers have more memory, larger and faster hard disk drives, and faster processors than typical desktop or notebook PCs. 

A virtual server, or virtual host, is a feature that maintains more than one server on one machine. 

Web Server Performance Evaluation 
Benchmarking is a form of testing used to compare the performance of hardware and software. 

· Hardware and operating systems are key areas for benchmarking. 

· The speed of its connection can affect a Web server’s performance. 

· Throughput and response time can be used to measure a server’s Web page delivery capability. 

Throughput – is the number of HTTP requests that a particular hardware or software combinations can process in a unit time.

Response time - is the amount of time the server requires to processes one request. 

Web Server Hardware Architectures 
Large electronic commerce Web sites must deliver millions of individual Web pages every day. They must also process thousands of customer and vendor transactions each day. 

Approaches to Web server architecture are:

· a centralized architecture, which uses a few very large and very fast computers. 

· a decentralized architecture, which uses a large number of servers. 

Most large decentralized sites use load-balancing systems. 

A load-balancing switch is a piece of network hardware that monitors the workloads of the servers attached to it and assigns incoming Web traffic to the server that has the most available capacity. 

Operating Systems for Web Servers 
A computer must have an operating system to run programs as well as keep track of multiple users logged on to the system to ensure that they do not interfere with one another. 

The most common operating systems for Web servers from Microsoft are:

· Windows NT Server

· Windows 2000 Advanced Server

· Microsoft .NET. 

Unix-based products are also popular: 

· Linux

· Solaris 

· FreeBSD 

WEB SERVER SOFTWARE TOOLS
Web Server software is an application program that normally runs on a computer that is connected to a network. It converts the computer into an information store. This computer is commonly called a Web Server or an HTTP Server.

The information can be viewed from other computers via the network.

1. “Browser” is an application program that is used to view this information. 

2. The computer where the Browser runs is called a Web Client. 

The information content is organized as Hyper-Text. 

The most popular Web server programs in use today: 

• Apache HTTP Server 

• Microsoft Internet Information Server (IIS) 

• iPlanet Enterprise Server 

Apache HTTP Server 
• Free and performs efficiently. 

• Runs on many operating systems and the hardware that supports them. 

• Has a built-in search engine and HTML authoring tools and supports FTP. 

• Can be managed from either a server console or a Web server. 

Microsoft Internet Information Server (IIS) 
• Comes bundled with Microsoft’s Windows 2000 Server operating systems, & Windows XP Professional. 

• Includes an integrated search engine. 

• Permits administration from a remote server. 

• Combines HTML pages, ActiveX components, and scripts to produce dynamic pages. 

Sun ONE (iPlanet, Netscape) Web Server 
• Formerly sold under the names Netscape Enterprise Server and iPlanet Enterprise Server. 

• Runs on many operating systems, including HP-UX, Solaris, and Windows. 

• Its management tools allow administrators to manage users and monitor server activity interactively. 

WEB SERVER FEATURE SETS

Security

· Security services include validation of usernames and passwords.
·  Servers support Secure Sockets Layer (SSL) 

· protocol developed by Netscape

· For transmitting private information such as credit card number securely over public internet.
FTP
File Transfer Protocol – services whereby users can transfer files to and from the server.

Indexing and Searching 
· Search engine and indexing programs are important elements of many Web servers. 

· Search engines, or search tools, search either a specific site or the entire Web for requested documents. 

· An indexing program can provide full-text indexing that generates an index for all documents stored on a server. 

Data Analysis 
· Web servers can capture visitor information, including data about who is visiting a Web site, how long the visitor’s Web browser viewed the site, the date and time of each visit, and which pages were displayed. 

· Two of the most popular Web log file analysis programs are the Analog Web server log file analyzer and the WebTrends Web server log file analyzer. 

Link Checking 
· A link checker examines each page on the site and reports on any URLs that are broken, that seem to be broken, or that are in some way incorrect. 

· An orphan file is a file on a Web site that is not linked to any page. 
· Other important site management features include script checking and HTML validation. 
· A dead link, when clicked, displays an error message rather than a Web page
Remote Server Administration 
· With remote server administration, a Web site administrator can control a Web site from any Internet-connected computer. 

· It is convenient for an administrator to be able to fix the server from wherever he or she happens to be. 

OTHER WEB SERVER TOOLS

Tools that are part of web servers are:






1. portals






2. search engines






3. intelligent agents

Web portals – is a ‘cyber door’ on the web. It is the customizable home base from which users do their searching navigating and other web-based activities.

Two types of portals are there:

· Consumer portals

· Business portals

Search Engines- is a software that finds other web pages that match a word or phrase you entered. The word or phrase that you entered called search expression or query might include instructions that tell the search engine to search in its own database of web pages and web information.

Intelligent Agents – Intelligent agent or software agent is a program that performs functions such as information gathering, information filtering, or mediation running in the background on behalf of person or entity.

Unit 4) ELECTRONIC COMMERCE SOFTWARE
ELECTRONIC COMMERCE  REQUIREMENTS 
All electronic commerce solutions must at least provide: 

· A catalog display 

· Shopping cart capabilities 

· Transaction processing 

· Tools to populate the store catalog and to build storefront display 

Catalog Display 
· A static catalog is a simple list written in HTML that appears on a Web page or series of Web pages. 

· A dynamic catalog stores the information about items in a database. 

Shopping Cart 
In the early days, ecommerce used forms online shopping.  

A new way of online shopping is by using shopping carts. A Shopping Cart keeps track of  the items you have selected to purchase and allows you to view what is in your cart, add  new items to it, or remove items from it. When you are ready  to pay for a purchase you  click on a button(like “proceed to check out”) and commit your purchase transaction.   

To uniquely identify users and to store information about their choices is by creating and storing cookies. 

Transaction Processing 
Transaction processing occurs when the shopper proceeds to the virtual checkout counter. 

Transaction processing is the trickiest part of the electronic sale. 

· It calculates price, volume discounts, sales tax, and shipping costs. 

· Sales tax may vary in different states. 

· Some electronic commerce software provides connections to accounting software so that Web sales can be entered simultaneously. 

Connections between electronic commerce software and the accounting software are handled by a separate type of software called middleware. 

HOSTING SERVICES

Web Hosting services allow business to jump into electronic commerce without spending a fortune. It provides:

· electronic commerce software

· store space

· electronic commerce expertise 

· that do all the work of registering

· supplying with domain names

· maintain web service 24 hours a day

· process payments 

· authorize credit cards

· take care of shipping and taxes.

Web hosting choices:

· Self-hosting-
online business owns and maintains the server and all its software

Advantages : full control, instant hardware access, complete flexibility.

Requires: additional staff, Web Expertise, expensive equipment, high speed internet connection.

· Shared- hosting-
Web or commerce sites resides in the same server as several other servers.

Advantage: inexpensive, requires little time to maintain, may have very high speed connection to internet.

Disadvantages: loss of direct control, slow updates due to increased traffic on Web site, security concerns.

· Dedicated – hosting-
 A web host is provided for your web server alone.

Advantages: more Web and commerce software options, a good high speed connection, more decision making and site design control

Disadvantages: higher software costs, higher maintenance costs and very little control over the hardware.

· Colocated hosting – similar as self-hosting –server is owned by the online store but located at Web host’s site. The web host provide maintenance. Advantages same as self-hosting, but disadvantages include:

· Maintenance cost higher than self-hosting, more difficult to access server and more expensive software

BASIC PACKAGES

Basic packages are free software or low-cost electronic commerce software supported by the Web host for building electronic commerce sites. These are for sites with fewer than 50 for-sale items and have relatively low transaction volumes. 

 Hosting services in this class offer adequate spaces for your web store and form based shopping. They do not include transaction processing.

Typical examples:


B-City
-
offers free space in exchange of agreeing terms and conditions

From B-City home page you can proceed to registration page. After registration you can begin building your home pages.


Hyper-Mart - 
the site contains “Setting Up Shop” tutorial that guide the users through the steps to setting up their store and running it once it is online. 



BizLand.com – includes support for Microsoft Front page, a unique domain name, statistics about visits to your store and registration with major search engine.

Banner Advertising and Exchange sites

Banner Exchange Sites (BESs) are Web sites that help electronic merchants promote their stores online. Banner Exchange agreement allows one member to place a banner ad on another members’ commerce site at no charge as the second store can place its banner ad on yet another members’ site. This mutual advertisement sharing means that member pays for advertising and all members get commerce site promotion.

Full- service, Shared Mall-Style Hosting 
· A Full-Service Shared hosting sites provide online stores with good services, good Web creation tools, and little or no banner advertising clutter. 

· Web hosts in this group charge a monthly fee, a setup fee, and may also charge a percentage of or fixed amount for each customer transaction. 

· Mall-style hosts provide shopping cart software or the ability to use another vendor’s shopping cart software. 

· Mall-style hosting also offers transaction-processing through one of a few merchant services. 

· These merchant services allow customers to choose to purchase their goods and services with a credit card, electronic cash, or other form of payment. 

· Quality Web hosts in this category include Bigstep, Yahoo! Store.

· Electronic commerce stores get a variety of services for a low monthly fee. 

· Web hosting customers have their own domain name and IP address. 

Advantages of a shared Web host over dedicated hosting or self-hosting: 

• Low setup fee 

• No staff and capital costs 

• Free technical support 

MIDRANGE PACKAGES

E-commerce Software for Medium-Sized to Large Businesses 
Medium-sized packages allow the merchant to have explicit control over merchandising choices, site layout, internal architecture, and remote and local management options. 

Midrange software has connectivity with database systems and the store’s catalog information. 

Intershop Enfinity, IBM WebSphere, and Microsoft Commerce Server 2000 are examples of this type of software. 

Intershop Enfinity 
Intershop Enfinity is produced by Intershop Communications Inc. 

This software provides: 

• search and catalog capabilities 

• electronic shopping carts 

• online credit card transaction processing 

• connection to existing business systems and databases, such as DB2 and Oracle 

It has setup wizards and catalog and data management tools. 

IBM WebSphere Commerce Suite 
IBM produces the WebSphere Commerce Suite. 

It comes complete with catalog templates, setup wizards, and advanced catalog tools. 

It can be used both for B2B and B2C applications. 

This system runs on IBM AIX, Linux, IBM AS/400,Sun Solaris, Windows 2000, and Windows NT operating systems. 

Commerce Server 2002 
Microsoft created Commerce Server 2002. 

Commerce Server 2002 provides tools for: 

•  User profiling and management 

•  Transaction processing 

•  Product and service management 

• Target audience marketing 

Features:

· Bundled with Visual InterDev tools that help to customize the web site.

· Visual Model of the Server operations using pipelines

1. Commerce Interchange Pipeline for business-to- business transactions.

2. Order processing pipeline for business- to- consumer transactions.

· Tools for the commerce cycles of engaging a customer through marketing, transacting the orders and analysing sales information after sales.

ENTERPRISE SOLUTIONS FOR LARGE FIRMS

E-commerce Software for Large Businesses 
Enterprise-level commerce software is called e-business software. 

E-business software interacts with a wide variety of existing back office systems, including database, accounting, and ERP systems. 

An enterprise-scale solution requires: 

• a Domain Name Server (DNS) 

• an SMTP system to handle e-mail 

• an HTTP server 

• an FTP server for upload and download capabilities 

• a database server 

Examples of e-business systems: 

• IBM’s WebSphere Commerce Business Edition 

• Oracle’s E-Business Suite 

• Broadvision One-To-One Commerce 

• Transact 

Unit 5) Security Threats to Electronic Commerce 
Security Overview 
Computer security is the protection of assets from unauthorized access, use, alteration, or destruction. 

Two types of security: 

•Physical security 

•Logical security 

Physical security includes tangible protection devices, such as alarms and guards. 

Protection of assets using nonphysical means is called logical security. 

Any act or object that poses a danger to computer assets is known as a threat. 

Countermeasure is a procedure that recognizes, reduces, or eliminates a threat. 

The risk management model shows four general actions to take for the threat. 

Computer Security Classification 
Three computer security categories: 

· Secrecy 

· Integrity 

· Necessity 

Secrecy refers to protecting against unauthorized data disclosure and ensuring the authenticity of the data’s source. 

Integrity refers to preventing unauthorized data modification. 

Necessity refers to preventing data delays or denials. 

Security Policy and Integrated Security 
A security policy is a (system integrated) written statement describing which assets to protect and why they are being protected, who is responsible for that protection, and which behaviours are acceptable and which are not. 

The first step an organization must take in creating a security policy is to determine what assets to protect and from whom. 

Specific elements of a security policy address the following points: 

• Authentication: Who is trying to access the electronic commerce site? 

• Access control: Who is allowed to log on to and access the electronic commerce site? 

• Secrecy: Who is permitted to view selected information? 

• Data integrity: Who is allowed to change data, and who is not? 

• Audit: Who or what causes selected events to occur and when? 
Intellectual Property Threats 
Copyright is the protection of expression. 

Intellectual property is the ownership of ideas and control over the tangible or virtual representation of those ideas. 

U.S. Copyright Act of 1976. Copyright Clearance Center provides copyright information. 

Copyright infringements on the Web occur because users are ignorant of what they can and cannot copy. 

The Copyright Web site tackles the issues of copyright and newsgroup postings and fair use. 

Domain Names 
Issues of intellectual property rights for Internet Domain Names: 

•Cybersquatting 

•Name changing 

•Name stealing 

Cybersquatting 
Cybersquatting is the practice of registering a domain name that is the trademark of another person or company in the hopes that the owner will pay huge amounts of money to acquire the URL.On November 29, 1999, the U.S. Anticybersquatting Consumer Protection Act was signed into law. 

Name Changing 
Name changing occurs when someone registers purposely misspelled variations of well-known domain names. 

The practice of name changing is annoying to affected online businesses and confusing to their customers. 

Name Stealing 
Name stealing occurs when someone changes the ownership of the domain name assigned to another site and owner. 

After domain name ownership is changed the name stealer can manipulate the site. 

Threats to the Security of Client Computers 
There are three types of electronic commerce threats: 

•Client threats 

•Communication channel threats 

•Server threats 

Client Threats 
Web pages were mainly static. The widespread use of active content has changed the function of Web pages. 

Sources of client threats: 

• Active content 

• Java, Java Applets, and JavaScript 

• ActiveX Controls 

· Graphics, plug-ins, and e-mail attachments 

Active Content -Active content refers to programs that are embedded transparently in Web pages and that cause actions to occur. The best-known active content forms are Java applets, ActiveX controls, JavaScript, and VBScript. 

Active content also includes graphics and Web browser plug-ins. 

Malicious ‘cookies’ can destroy files stored on client computers. 

Plug-ins are programs that interpret or execute instructions embedded in downloaded graphics, sounds, and other objects. 

Active content, including all forms, enables Web pages to take action. 

Active content gives life to static Web pages. 

Virus 
A virus is software that attaches itself to another program and can cause damage when the host program is activated. 

· Worm viruses replicate themselves on other machines. 

· A macro virus is coded as a small program and is embedded in a file. 
· A Trojan horse is a program hidden inside another program or Web page that masks its true purpose. 

· A zombie is a program that secretly takes over another computer for the purpose of launching attacks on other computers. 

Communication Channel Threats 
The Internet is not at all secure. 

Messages on the Internet travel a random path from a source node to a destination node. 

Internet channel security threats include: 

• secrecy 

• integrity 

• necessity 

Secrecy Threats 
Secrecy is the prevention of unauthorized information disclosure. 

Privacy is the protection of individual rights to nondisclosure. 

Secrecy is a technical issue requiring sophisticated physical and logical mechanisms. 

Privacy protection is a legal matter. 

Web users are continually revealing information about themselves when they use the Web. 

Several Web sites offer an “anonymous browser” service that hides personal information from sites that you visit. 

One of these sites, Anonymizer, provides a measure of secrecy to Web surfers who use the site as a portal. 

Integrity Threats 
An integrity threat exists when an unauthorized party can alter a message stream of information. 

Cyber vandalism is an example of an integrity violation. 

Masquerading or spoofing is one means of creating havoc on Web sites. 

Necessity Threats 
The purpose of a necessity threat is to disrupt normal computer processing or to deny processing entirely. 

Necessity threats are also known as delay, denial, or denial-of-service (DOS) threats. 

Wireless Network Threats 
WAPs provide network connections to computers and other mobile devices within a range of several hundred feet. 

The security of that connection depends on the WEP, which is a set of rules for encrypting transmissions from the wireless devices to the WAPs. 

Wardrivers are attackers that drive around in cars using their wireless-equipped laptop computers to search for accessible networks. 

Server Threats 
Servers have vulnerabilities that can be exploited to cause destruction or to acquire information illegally. 

Server threats include: 

• Web server threats 

•database threats 

•common gateway interface threats 

•other programming threats 

Web Server Threats 
Setting up a Web server to run in high-privilege status can lead to a Web server threat. 

The secrecy violation occurs when the contents of a server’s folder names are revealed to a Web browser. 

The W3C Security FAQ provides information about server security. 

Database Threats 
Databases connected to the Web contain information that could damage a company if it were disclosed or altered. 

Anyone who obtains user authentication information can masquerade as a legitimate user. 

Database security requires attention from a careful administrator. 

Common Gateway Interface Threats 
Because CGIs are programs, they present a security threat if misused. CGI scripts can be set up to run with high privileges, which can cause a threat.CGI programs or scripts can reside just about anywhere on the Web server, which makes them hard to track down and manage. 

Other Programming Threats 
Another serious Web server attack can come from programs executed by the server. 

Buffer overflows can have moderate to very serious security consequences. 

A mail bomb occurs when thousands of people send a message to a particular address. 

Threats to the Physical Security of Servers 
Web servers are key physical resources and therefore the computers and related equipment must be physically protected by businesses. 

Many companies maintain backup copies of server content at a remote location. 

Examples of mission-critical Web servers that warrant comprehensive security are airline reservations systems, stock brokerage firm trading systems, and bank account clearing systems. 

Computer Security Resources 
· CERT 

· SANS Institute 

· Internet Storm Center 

· Center for Internet Security 

· Microsoft Research Security 

· U.S. Dept. of Justice Cybercrime 

· National Infrastructure Protection Center 

Unit 6) Implementing Electronic Commerce Security
Objectives 
In this chapter, you will learn about: 

• Specific security objectives for protecting Web business assets and customer privacy 

• How to protect client computers from security threats 

• How to protect information as it travels through the Internet communication channel 

• How to protect the security of Web server computers 

Security in Computer Information Systems 
Security is a serious issue. 

Customers engaging in electronic commerce need to feel confident that their transactions are secure from prying eyes and safe from alteration. 

The security policy must be regularly revised as threat conditions change. 

A security policy must protect a system’s privacy, integrity, and availability and authenticate users. 

Protecting Intellectual Property 
Digital intellectual property, including art, logos, and music posted on Web sites, is protected by laws. 

The U.S. Department of Justice maintains the Cybercrime site to provide information and updates on hacking, software piracy, and the latest security information, as well as the latest information on cyber crime prosecutions.

The Information Technology Association of America (ITAA) has proposed some solutions to the current problems in digital copyright protection, including the following: 

• Host name blocking 

• Packet filtering 

• Proxy servers 

Protecting Privacy 
Cookies contain private information that can include credit card data, passwords, and login information. 

The privacy problems exists because of the existence of cookies. 

The best way to protect your privacy is to disable cookies entirely. 

Protecting Client Computers 
Client computers must be protected from threats. 

Active content can be one of the most serious threats to client computers. 

Another threat to client computers is a malevolent server site masquerading as a legitimate Web site. 

Monitoring Active Content 
Netscape Navigator and Microsoft Internet Explorer browsers are equipped to recognize when they are about to download Web page containing active content. 

When a user downloads Web pages and runs programs that are embedded in them, it gives the user a chance to confirm that the programs are from a known and trusted source. 

Digital Certificates 
A digital certificate verifies that a user or Web site is who it claims to be. 

The digital certificate contains a means for sending an encrypted message to the entity that sent the original Web page or e-mail message. 

A Web site’s digital certificate is a shopper’s assurance that the Web site is the real store. 

Certification Authority (CA) 
A certification authority issues a digital certificate to an organization or individual. 

A key is usually a long binary number to be used with the encryption algorithm. 

Longer keys provide significantly better protection than shorter keys. 

Microsoft Internet Explorer 
IE provides client-side protection inside the browser. 

IE uses Microsoft Authenticode technology. 

Authenticode technology verifies that the program has a valid certificate. 

Netscape Navigator 
Netscape Navigator allows you to control whether active content is downloaded to your computer. 

If you allow Java or JavaScript active content, you will always receive an alert from Netscape Navigator. 

Using Antivirus Software 
Antivirus software is a defence strategy. One of the most likely places to find a virus is in an electronic mail attachment. Some Web e-mail systems let users scan attachments using antivirus software before downloading e-mail. 

Protecting Electronic Commerce Channels 
Providing commerce channel security means: 

•Providing channel secrecy 

•Guaranteeing message integrity 

•Ensuring channel availability 

•A complete security plan includes authentication 

Businesses must prevent eavesdroppers from reading the Internet messages that they intercept. 

Encryption 
Encryption is the coding of information by a mathematically based program and a secret key to produce a string of characters that is unintelligible. 

The program that transforms text into cipher text is called an encryption program. 

Upon arrival, each message is decrypted using a decryption program. 

Three Types of Encryption 
•“Hash coding” is a process that uses a hash algorithm to calculate a hash value from a message. 

•“Asymmetric encryption,” or public-key encryption, encodes messages by using two mathematically related numeric keys: a public key and a private key. 

•“Symmetric encryption,” or private-key encryption, encodes a message using a single numeric key to encode and decode data. 


[image: image3]
Secure Sockets Layer (SSL) Protocol 
The SSL system from Netscape is a system that provides secure information transfer through the Internet. 

The SSL works at the transport layer of Internet protocol. 

The SSL encrypts and decrypts information flowing between the two computers. 

All communication between SSL-enabled clients and servers is encoded. 

The protocol that implements SSL is HTTP-S. 

Secure HTTP (S-HTTP) Protocol 
S-HTTP provides a number of security features, including: 

•Client and server authentication 

•Spontaneous encryption 

•Request/response non-repudiation 

This protocol operates at the topmost layer of the protocol suite – the application layer. 

S-HTTP provides: 

•Symmetric encryption for maintaining secret communications 

•Public-key encryption to establish client/server authentication 

•Message digests for data integrity 

S-HTTP sets up security details with special packet headers that are exchanged in S-HTTP. 

The headers define the type of security techniques, including: 

• The use of private-key encryption 

• Server authentication 

• Client authentication 

• Message integrity 

A secure envelope encapsulates a message and provides secrecy, integrity, and client/server authentication. 

Ensuring Transaction Integrity 
Integrity violations can occur whenever a message is altered while in transit between the sender and receiver. 

Ensuring transaction integrity, two separate algorithms are applied to a message:

•Hash function 

•Digital signature 

Digital Signature 
An encrypted message digest is called a digital signature. 

A purchase order accompanied by the digital signature provides the merchant positive identification of the sender and assures the merchant that the message was not altered. 

Used together, public-key encryption, message digests, and digital signatures provide quality security for Internet transactions. 

Guaranteeing Transaction Delivery 
A denial or delay of service attack removes or absorbs resources. 

One way to deny service is to flood the Internet with a large number of packets. 

No special computer security protocol beyond TCP/IP is required as a countermeasure against denial attacks. 

Protecting the Web Server 
The commerce server, along with the Web server, responds to requests from Web browsers through the HTTP protocol and CGI scripts. 

Security solutions for commerce servers: 

•Access control and authentication 

•Operating system controls 

•Firewall 

Access Control and Authentication 
Access control and authentication refers to controlling who and what has access to the commerce server. 

Authentication is performed using digital certificates. 

Web servers often provide access control list security to restrict file access to selected users. 

The server can authenticate a user in several ways: 

•First, the certificate represents the user’s admittance voucher. 

•Second, the sever checks the timestamp on the certificate to ensure that the certificate has not expired. 

•Third, a server can use a callback system to check the user’s client computer address and name. 

An access control list (ACL) is a list or database of people who can access the files and resources. 

Operating System Controls 
Most operating systems have a username and password as well as a user authentication system in place. 

Access control lists and username/password protections are probably the best known of the UNIX security features. 

Firewalls 
A firewall is a computer and software combination that is installed at the entry point of a networked system.

The firewall provides the first line of defense between a network and the Internet or other network that could pose a threat. 

Acting as a filter, firewalls permit selected messages to flow into and out of the protected network. 

Types of Firewalls 
Packet-filter firewalls examine all the data flowing back and forth between the trusted network. 

Gateway servers are firewalls that filter traffic based on the application they request. 

Proxy severs are firewalls that communicate with the Internet on the private network’s behalf. 

Computer Forensics and Ethical Hacking A small group of firms whose job it is to break into client computers. 
Computer forensics experts are hired to probe PCs. 

The field of computer forensics is for the collection, preservation, and analysis of computer-related evidence. 

Unit 7) Payment Systems for Electronic Commerce
Objectives 
In this chapter, you will learn about: 

•The basic functions of payments systems that are used in electronic commerce 

•The history and future of electronic cash 

•How electronic wallets work 

•The use of stored-value cards in electronic commerce 

Electronic Payment Systems 
Electronic commerce involves the exchange of some form of money for goods and services. 

Implementation of electronic payment systems is in its infancy and still evolving. 

Electronic payments are far cheaper than the traditional method of mailing out paper invoices and then processing payments received. 

Electronic Payment Systems 
Estimates of the cost of billing one person vary between $1 and $1.50. 

Sending bills and receiving payments over the Internet promises to drop the transaction cost to an average of 50 cents per bill. 

Today, four basic ways to pay for purchases dominate business-to-consumer commerce. 

Electronic cash distribution and payment can be handled by: 

•Payment Cards (Credit, debit, or charge cards) 

•Electronic wallets,  
•Smart cards 

Scrip is digital cash minted by a company instead of by a government. 

Companies like Payment Online sell packages of payment processing services to Web merchants that accept several types of payments. 

Payment Cards 
Payment cards are all types of plastic cards that consumers use to make purchases: 

•Credit cards 

 such as a Visa or a MasterCard, has a preset spending limit based on the user’s credit limit. 

•Debit cards 

 
removes the amount of the charge from the cardholder’s account and transfers it to the seller’s bank. 

•Charge cards 

 
such as one from American Express, carries no preset spending limit. 

Advantages and Disadvantages of Payment Cards 
Advantages: 
•Payment cards provide fraud protection. 

•They have worldwide acceptance. 

•They are good for online transactions. 

Disadvantages: 
• Payment card service companies charge merchants per-transaction fees and monthly processing fees. 
PAYMENT ACCEPTANCE AND PROCESSING

Payment card transactions follow the general steps once the merchant receives a consumer’s payment card information which is sent via an SSL-protected web page:

1. The merchant must authenticate the payment card to ensure it is both valid and not stolen.
2. The merchant can check with the consumer’s payment card issuer to ensure that funds are available.

3. The funds travel through the banking system into the merchant’s account after the purchase has been shipped.

Open and closed loop system 

For some payment card system, banks and other financial institution serve as a broker between card users and merchants accepting the cards. These types of arrangements are called closed loop system.

Ex: American Express and Discover card

Open loop systems can involve two or more parties. Besides the Merchant’s and customer’s banks a third party called the acquiring bank is involved in the open loop system. The acquiring bank passes authorization requests from merchant’s bank to customer’s bank to obtain authorization for credit purchase from customer’s bank. A response is sent back to the acquiring bank and on to the merchant.

Ex: Visa and Master card.

Processing payment cards online

Electronic commerce software can handle payment card processing automatically. Many third-party, payment handling organization can perform fulfilment operations in which they pick, pack and ship products to your customers.

CyberCash provides merchant payment and card processing services with the ICVERIFY, PCAuthorize and WebAuthorize programs. These programs automatically accepts merchant forms containing consumer’s payment card information and captures the data and deposits the amount in the merchant’s payment card account. Once the customer receives payment from a customer through a web page form the merchant passes this information to the processing bank.

The bank network receives customer information, payment card number and performs the credit authorization with the issuing bank. Issuing bank then deposits the money in the merchant’s bank account. The merchant’s site receives confirmation of the acceptance of the consumer transaction. After receiving the notification the merchant’s web site sends an email with confirmation of sales to the consumer with details about the purchase price and shipping information.
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Electronic Cash 
Electronic cash should have two important characteristics in common with real currency: 

•It must be possible to spend electronic cash only once. 

•Electronic cash ought to be anonymous. 

The most important characteristic of cash is convenience. If electronic cash requires special hardware or software, it will not be convenient for people to use. 

Holding Electronic Cash: Online and Offline Cash 
Two approaches to holding cash: online storage and offline storage. 

Online cash storage means that an online bank is involved in all transfers of electronic cash. 

Offline cash storage is the virtual equivalent of money you keep in your wallet. However, it must prevent double or fraudulent spending. 

Advantages of Electronic Cash 
Electronic cash transactions are more efficient and less costly than other methods. 

The distance that an electronic transaction must travel does not affect cost. 

The fixed cost of hardware to handle electronic cash is nearly zero. 

Electronic cash does not require that one party have any special authorization. 

Disadvantages of Electronic Cash 
Electronic cash provides no audit trail. 

Because true electronic cash is not traceable, money laundering is a problem. 

Electronic cash is susceptible to forgery. 

So far, electronic cash is a commercial flop. 

How Electronic Cash Works 
To establish electronic cash, a consumer goes in person to open an account with a bank. 

The consumer uses a digital certificate to access the bank through the Internet to make a purchase. 

Consumers can spend their electronic cash at sites that accept electronic cash for payment. 

The electronic cash must be protected from both theft and alteration. 

Providing Security for Electronic Cash 
To prevent double spending, the main security feature is the threat of prosecution. 

A complicated two-part lock provides anonymous security that also signals when someone is attempting to double spend cash. 

One way to trace electronic cash is to attach a serial number to each electronic cash transaction. 

Electronic Cash Systems 
Compaq Computer’s electronic cash technology allows users to use its NetCoin electronic cash. 

KCOM offers its own NetCoin electronic cash system and offers electronic cash through its NetCoin Center. 

No standards were ever developed for the entire electronic cash system. 

Electronic Wallets 
An electronic wallet serves a function similar to a physical wallet: 

• holds credit cards, electronic cash, owner identification, and owner contact information 

• provides owner contact information at an electronic commerce site’s checkout counter 

Some electronic wallets contain an address book. 

Electronic wallets make shopping more efficient. 

Electronic wallets fall into two categories based on where they are stored: 

•Server-side electronic wallet 

•Client-side electronic wallet 

Electronic wallets store shipping and billing information, including a consumer’s first and last names, street address, city, state, country, and zip or postal code. 

Electronic wallets automatically enter required information into checkout forms. 

Stored-Value Cards 
A stored-value card can be an elaborate smart card or a simple plastic card with a magnetic strip that records the currency balance. 

A smart card is better suited for Internet payment transactions because it has limited processing capability. 

Smart Card 
A smart card is a plastic card with an embedded microchip containing information about you. 

A smart card can store about 100 times the amount of information that a magnetic strip plastic card can store. 

A smart card contains private user information, such as financial facts, private encryption keys, account information, credit card numbers, health insurance information, etc. 
CREDIT AND CHARGE CARDS

Credit cards are most popular form of online payments for consumers.  A credit card has a preset spending limit based on the users credit limit. 

A charge card carries no preset spending limit; the entire amount charged to the card is due at the end of billing period. 

The term payment card is used to refer both credit and charge cards.
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