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1 Introduction 

Distance-related road pricing is an important and effective policy instrument that is currently fully in the focus of attention. The fact that – and also the reasons why – distance-related road pricing is more fair and also more effective than toll collection using electronic toll gates will not be explained here
. Neither will be discussed that distance-related road pricing is also a more sophisticated policy instrument than (raising) fuel excise-duties, at least if the tariff is made partly or wholly dependent on the environment-friendliness or environment-unfriendliness of the vehicle. In this article we will, however, discuss the possibilities for a proper technical implementation, paying attention in particular to the important requirements of fraud resistance and privacy protection.

In Chapter 2, positioning-based systems and a number of their advantages and disadvantages are discussed. For the additional reason that privacy en​croach​ment concern – according to the news reports of the past few months in the media – seems to play an important role in the discussion on possible introduction of Distance-related Road Pricing (DRP), we emphasize in that chapter the requirement of privacy protection. In the case of positioning-based systems and all other prior art DRP systems or DRP system designs, fraud resistance is primarily based on various forms of physical protection. In Chapter 3, we discuss an important part of the problems regarding physical protection in the context of DRP systems. In Chapter 4, we subsequently present a new, relatively simple and inexpensive approach, requiring very little or even no physical protection. This approach is pre-eminently suited to meet the model and system requirements of the MobiMiles report
. Chapter 5, in closing, offers a number of conclusions.

2 Positioning-based DRP systems

By positioning-based DRP systems we mean DRP systems in which a) the DRP authority determines and keeps track of the position of vehicles externally, or in which b) in the vehicles concerned a box supplied by or on behalf of the DRP authority is installed that continuously receives data regarding its position or continuously determines its own position
. In the first case, the DRP authority outside the vehicles thus has at its disposal a very large number of privacy-sensitive data regarding positions, and the system can be qualified as a ‘tracking system’. In the second case, the system can be qualified as a ‘potential tracing system’, since the box provided in the vehicle on or on behalf of the DRP authority has at its disposal a very large number of data regarding positions that in principle could become available to – the part of – the DRP authority outside the vehicles (see Section 2.3). In this second case, some position-determining system or other will form an inextricable part of the required equipment in the vehicle concerned, and will be one of the components in the vehicle requiring protection against fraud. 

In positioning-based DRP systems, the required position determination can take place, for example, using GPS, GSM and/or an electronic road map. We use the fairly well-known term GPS (Global Positioning System) in the more general meaning of GNSS (Global Navigation Satellite System), although strictly speaking GPS, like the not yet implemented European Galileo system, is only one specific example of a GNSS. Since the principle of position determination using GSM (Global System for Mobile communication) is the same as using one of its successors, such as GPRS (General Packet Radio Service) and UMTS (Universal Mobile Telecommunication System), the generally known term GSM will hereinafter also denote such more modern mobile telephone systems. 

In the rest of this chapter, we first provide some further information on various possibilities regarding position determination, subsequently digressing quite extensively on the dangers for privacy, and finally identifying some further disadvantages of positioning-based DRP systems.

2.1 Position determination outside the vehicle by a GSM network

In one GSM-based approach, the positions of cellular phones present in vehicles are continuously calculated and registered in the GSM network, i.e. by computers in the GSM network. On the basis of the difference in arrival time of a message or signal transmitted by a cellular phone at three different receiving antennae of the GSM network, a fairly accurate calculation can namely be made of the location of the cellular phone. 

This does mean that at least three GSM receiving antennae must be located everywhere within the range of a cellular phone. For the purpose of position determination, therefore, many more receiving antennae are required than for telephone calls, for which one transmitting and receiving antenna within the range are quite sufficient. Thus in this case the costs of the additional infrastructure required for DRP are high due to the additional receiving antennae, the required synchronization of the time clocks at all receiving antennae, and the high processing volume required within the network. 

2.2 Position determination in the vehicle

In a different ‘mirrored’ approach using GSM, in each vehicle the position is determined by the cellular phone. This is done, in this case, on the basis of the difference in arrival time of signals transmitted simultaneously by at least three transmitting antennae of the GSM network.

In this approach, each location must therefore lie within the range of at least three GSM transmitting antennae, and the clocks at the transmitting antennae must be synchronized. In this case, although the network does not require a large processing capacity, new cellular phones are required that are capable of measuring the difference in arrival time sufficiently accurately, and of performing the further processing. In short, the extra costs for DRP in this ‘mirrored’ approach are also high. 

Note that this use of GSM is essentially the same as the use of GPS. The transmitters of the synchronized signals for GPS are just located in space and for GSM on earth. Also, for GPS the whole world is covered by a small number of transmitters, while for GSM even a much smaller area requires a large number of transmitting antennae. 

The use of GPS for DRP offers two important advantages with respect to the use of GSM, namely that 1) position determination using GPS is as yet more accurate than using GSM, and that 2) the infrastructure required for position determination using GPS (i.e. the system with satellites) is already completely available, while for position determination using GSM quite a number of additional infrastructural provisions would still need to be implemented.

Finally, we also mention the possibility of using an electronic road map, either in or not in conjunction with GPS or GSM, for position determining within a vehicle. Certainly if CD-ROMs are used in this regard, both the initial and the operational costs would be quite high.

2.3 The privacy threat 

It is obvious that tracking systems are bad for privacy protection and that position determination by a GSM network therefore cannot offer a real solution for DRP. But all other positioning-based DRP systems certainly also present a serious threat to privacy! Stated otherwise, if each vehicle were to contain a DRP authority’s box that continuously receives data regarding positions or itself continuously determines its position, there would be every reason for concern about privacy protection!

After all, in the vehicle such a box would get at its disposal a wealth of privacy-threatening data that it could collect and now and then transmit to a person or organization outside the vehicle. And, as we shall further argue in this section, it would make little sense to lay down by law that such privacy-sensitive data are not allowed to be collected and transmitted out of the vehicle, since it cannot be properly checked whether legislation in this regard is respected!

After all, the box will certainly require some communication channel or other for contact with the outside world, for example in order to perform a payment process or to incidentally transmit kilometer readings to a DRP-related authority outside the vehicle. But a permitted communication channel can, as every computer scientist knows (or should know), always be secretly misused for the unpermitted transmission of all kinds of extra information. 

For example, two participants in a public conversation can always use secret agreements regarding the timing of their mutual questions and answers for secretly exchanging additional information. Thus, they are still capable of mutually exchanging information that listeners to the conversation are unable to obtain. In short, privacy in the event of DRP can only be guaranteed if the DRP authority’s box is not provided with any positioning data or other privacy-sensitive data at all!
 

That besides laws also checks are required, has recently become painfully obvious by the Volendam and Enschede disasters in the Netherlands. (These disasters concerned a fire in a bar and a firework factory, respectively. In both cases there were many casualties and in both cases it turned out later that several safety regulations were violated already for a long time.) And that laws are sometimes also broken by the governmental authorities themselves
 has been clearly illustrated in, for example, the ‘IRT affair’, the ‘Pikmeer ruling’ and even recently in the event of illegal use of DNA taken from a person who was not yet an official suspect, via a cup of coffee offered to him by the police. There is thus reason enough for not investing blind trust in governmental authorities
. 

From the above it can be concluded that positioning-based DRP systems do not offer a good solution for the desired privacy protection. That, in fact, should already provide sufficient reason for choosing a DRP system based on other principles. Nevertheless, we will briefly mention superfluously a number of other disadvantages below. 

2.4 Some other disadvantages

Various critical observations can also be made with regard to the costs and the fraud resistance of positioning-based DRP systems. For example, the position-determining system used can in general be fairly easily misled, for instance by shielding the antenna of the cellular phone or of the GPS receiver. But transmitting false signals to one’s own antenna also opens possibilities for fraud. Another important disadvantage is that the fraud resistance of positioning-based DRP systems to date is always primarily based on physical protection, which leads to high costs, moderate fraud resistance and less flexibility. Because fraud resistance is also primarily based on physical protection measures in all other prior art DRP systems or DRP system designs, the subject of physical protection is discussed more extensively in the next chapter.

3 Physical protection

For rendering a DRP system fraud-resistant, all kinds of logical and physical protection measures can be used. In all prior art DRP systems or DRP system designs, physical protection measures in particular play an important role. In this chapter, we first briefly clarify the concepts of logical and physical protection. After that, a number of aspects of physical protection are discussed that are of importance for the mutual comparison of DRP systems and also for making choices when designing a suitable DRP system.

3.1 Logical and physical protection

For achieving a certain degree of fraud resistance, a system must obviously be protected against all kinds of fraud possibilities. As mentioned, this can be done using physical protection measures, but also by using measures on a logical (i.e. non-physical) level, such as legal, organizational and procedural measures for example.

In the case of physical protection, think of physically implementing – components of – the system in such a manner that fraud (or a fraud attempt) is made more difficult. For example, a bank safe can be physically implemented in such a manner that it is more difficult to take it away as a whole and/or to get money out of it than in the case of a cigar-box or a random cash register. 

We place all other protection measures under the denominator of logical protection. The most important form for this document is the combination of fraud detection and legal measures (say, penal laws). The chance of being discovered and punished makes fraud (or fraud attempts) less attractive. The combination mentioned therefore indirectly contributes towards fraud resistance, i.e. decreasing the chance of ultimate success of a fraud attempt. Physical protection measures provide a more direct contribution.

3.2 Considerable costs and never perfect

Every physical protection can be broken. Physical protection thus always involves a kind of arms race. Each measure leads to a countermeasure, which leads to a counter-countermeasure, which in turn leads to a counter-counter-countermeasure, etcetera, etcetera. All this causes the costs of physical protection to be considerably high in general. Furthermore, the necessity of now and then checking by means of a physical inspection whether a measure has possibly been broken leads to high costs (see also Section 3.4).

A system with several components to be protected generally offers more points of application for fraud attempts and worse fraud resistance than a system with only one component to be protected. Physically protecting each separate fraud-sensitive component in a multi-component system soon makes the whole system too expensive. Furthermore, the resulting protection level is always determined by the weakest part in the entire system.

3.3 As much as possible in one box?

In an attempt to contain the protection costs and to decrease the number of points of application for fraud, the components to be protected can, of course, be concentrated as much as possible in one physically protected box. This has been done, for example, in the Swiss DRP system for heavy vehicles. However, including many or even all components in one physically protected box does not, in general, provide much relief. After all, the ‘arms race’ makes even that one box soon expensive or too expensive, while new problems may arise. 

One such problem concerns fraud-sensitivity and is related to the fact that certified personnel, screened and selected for reliability, is then required for maintenance and repair, for example. After all, in particular such personnel poses a significant risk for fraud resistance! 

Another problem is that the system loses a considerable degree of flexibility. After all, later extension requiring the addition or adaption of a component in the physically protected box can pose all kinds of problems. For example, a later desired extension will become quite expensive, since only certified personnel is allowed to access the protected box to implement it. Implementing the extension may even be almost impossible if the new component does not fit in the protected box and new boxes have to be designed, produced and installed.

3.4 Required inspections are expensive and/or inadequate

In the case of physical protection, physical inspections are always required for checking whether the physical protection has been tampered with. Such inspections are very expensive and/or inadequate for DRP systems. If, for example, the inspection takes place during an annual (and planned) technical vehicle check (such as the APK in the Netherlands), skilled persons so inclined could enjoy themselves for the remaining 364 days a year as long as they can offer for inspection equipment that seemingly has not been tampered with. On the other hand, performing at random points in time and place visual inspections in passing vehicles on the DRP-equipment in those vehicles would be quite expensive, and would furthermore hinder the flow of traffic, since vehicles must then be stopped first.

3.5 The lesson with regard to DRP systems

The lesson that can be learned from the above is that it is best to minimize the necessity of physical protection and that it must be possible to carry out spot-checks at random locations and points in time, preferably in an efficient manner and thus, among others, without disturbing traffic at all. After all, the cheaper spot-checks can be carried out, the better intensive fraud detection (i.e. logical protection) can take the place of expensive physical protection measures.

3.6 Positioning-based vs. more traditional DRP systems

As has already been mentioned in the introduction, fraud resistance of all prior art DRP systems or DRP system designs is based primarily on all kinds of forms of physical protection. Since positioning-based systems do not offer a good solution for the desired privacy protection, one could perhaps expect that precisely the more traditional, tachograph-related and taximeter-related DRP systems with physically protected counters would find themselves in the focus of attention. That is not the case, however, because the latter – at least as far as publicity is concerned – receive only marginal attention. 

A possible explanation for the latter phenomenon is that experience has already shown that tachographs and taximeters are, as yet, too fraud-sensitive and/or too expensive to start (or to want to start) using such equipment on a large scale for DRP. But if that is indeed so, then the reason for that is probably precisely that fraud resistance in such systems is primarily based on physical protection. In short, although the low level of attention for more traditional DRP systems is then explained, but not in the slightest why positioning-based DRP systems currently receive much more attention, because in those systems too protection is primarily of a physical nature. One point worthy of mention, however, is that the installation costs for positioning-based systems could possibly be significantly lower, at least if the position-determining equipment can be included in the on-board unit.

The only other remaining explanation for the author is that the subject matter is often still insufficiently understood. In the first place, the privacy risk involved in positioning-based systems is often underestimated, simply because the problematic nature of covert communication (i.e. the use of so-called covert channels), as briefly described in Section 2.3, is unfamiliar. Secondly, there is in general often enthusiasm (or over-enthusiasm) and optimism (or over-optimism) for solutions in which new technology is used, such as GPS, for example. Including a GPS receiver in a protected box, for example, could perhaps be regarded as the solution for the problems associated, for instance, with the use of a physically protected sensor on the driving shaft, while the (comparable) possibilities for manipulation in the event that a GPS is used are underestimated.

Anyway, it is not quite clear to the author why the tachograph-related and taximeter-related DRP systems – seemingly – receive substantially less attention than positioning-based DRP systems. That does not alter the fact that the author hopes that this article will in any case form a useful contribution to weighing the pro’s and con’s when selecting or designing a suitable DRP system. 

4 Report-based DRP systems

The substance of a new approach developed in 1998 and since then referred to as a report-based
 is that:

· the mobile persons concerned are themselves responsible for, and also themselves exercise control over collecting, registering and transmitting the required DRP information, and

· those mobile persons must continuously report each relevant event, and thus in particular each unit of distance traveled, and

· the correctness of their reports is spot-checked by or on behalf of the DRP authority, and

· these spot-checks can be efficiently performed during their participation in traffic using telecommunication means at some distance from their vehicle (thus without hindering traffic).

Using this approach, physical protection can be greatly minimized, since the desired degree of fraud resistance is primarily achieved by means of efficient fraud detection (i.e. efficient logical protection). 

4.1 Electronic reports

Of course the mobile persons themselves are not required to manually fill in a form for each meter traveled; the compilation and submission of their reports is automated and certain equipment then continually reports electronically on behalf of the mobile person. In the reports, although the distance traveled and the applicable tariff, for example, must be mentioned, the absolute position of the vehicle concerned must not be mentioned!
 

For obtaining the data on distance traveled that are required for reports, a motorist can make use, for example, of a signal generated by a sensor on the driving shaft or by the ABS-system. But such distance data can, if desired, also be calculated and supplied by a processor that is connected to, or that forms part of, a position-determining system! 

To prevent possible misunderstanding as much as possible, we emphasize here immediately that – even if in the report-based approach a position-determining system is indeed used – there are at least two major and important differences with respect to the positioning-based systems discussed earlier. 

The first difference concerns the fact that the mobile person in a report-based DRP system himself exercises control over the transmission of information to the DRP authority, and that he or she can thus personally take care that privacy is not endangered. After all of course, the mobile person can withhold the data regarding positions at his/or her disposal, and he or she will certainly not be obliged to report such – possibly –  privacy-sensitive data systematically to the DRP authority. Thus, even if use is made in the vehicle of data regarding positions for the determination of the traveled distances, then actually only the distances derived from those data regarding positions will be used for the reports to the DRP authority! In other words, in a report-based system a position-determining system is never more than a direct or indirect aid to and for the mobile person for calculating and reporting the distances traveled and/or the applicable kind of tariff area. (And of course for other purposes as well, such as navigation, for example.)

The second difference concerns certain consequences of the fact that, in a report-based approach, each person having a reporting obligation of course is and remains responsible in person for the correct functioning of the resources he or she uses, i.e. for the correct functioning of all components except the chip (or chips) present on behalf of the DRP authority.

One of the consequences is that all resources employed for automated report compilation (and submission), such as a GPS receiver or a sensor on the driving shaft, for example, do not per se need to be protected against fraud attempts. In a report, after all, only the responsible sender and the correctness are of importance, while in general the manner in which the report is compiled – with or without resources – is irrelevant. Thus, in a report-based DRP system, resource manipulation, such as manipulation with a position-determining system by antenna shielding or false signal forwarding, makes little or no sense. On the one hand, after all, one remains responsible for the report content anyway and one can always be caught for a false report. And on the other hand, there will often be an easier way to compile a false report than via manipulation with optionally used resources. In short, all optionally used resources can fall outside the protected domain, which is an advantage for the flexibility (and thus the future maintainability) of the system and for keeping the initial and operational costs low. (In regard to the operational costs it should be taken into account that, if physical protection is required for fewer components, less physical inspections will be required for those fewer components.)

A second consequence concerns another substantial contribution to the minimization of operational costs. After all, the user responsibility referred to not only makes it self-evident that the user must carry the maintenance and repair costs of all resources he or she employs, but also has the effect that much less problems (legal disputes, for instance) will occur in the event of incorrect functioning components. For each system, of course, the user will be held responsible for ensuring the correct functioning of all vehicle equipment, and will be obliged to report any possible deviation he or she discovers to the DRP authority in a prescribed manner. But in a report-based system, there is much less chance of disputes in the period of incorrect functioning preceding the report. After all, if an incorrectly functioning resource has meanwhile resulted in such reports that the DRP amount paid or to be paid is too high, then the DRP authority cannot simply be held responsible for that in retrospect – although in the other systems that does seem possible, and even more easily so. After all, in those systems the resources form an inextricable part of the equipment sold or provided by the DRP authority and/or the physically protected boxes containing the resources make it inevitable that the DRP authority will be able to be held at least partly responsible for the correct functioning of the hidden content of such a protected box. 

Finally we remark that the electronic reports, besides the earlier-mentioned distance traveled and the applicable tariff, must possibly also contain, or be able to contain, information on all kinds of other variables that are of importance for a correct calculation (or for checking the calculation) of the levy due, for example the type of vehicle (make, year of construction, engine type, gearbox type, etc.), speed, acceleration, engine speed, number of occupants, type of fuel, fuel consumption, point in time, and so on, but also other data, such as the last tolling point passed and the toll payable there for example, or the currently applicable parking tariff and the point in time at which the current parking period started (see also Section 4.10).

4.2 Submitting reports

The reports can be made available to the DRP authority in two ways: either by sending them continuously via a transmitter, possibly even with a very restricted range
, or by sending them, during participation in traffic, to a chip present in the vehicle on behalf of the DRP authority, the chip at least functioning as a kind of protected mailbox. This mailbox needs to retain only the last N reports, for example only the reports related to the last 5 kilometers.

An essential point is that a report that has once been sent cannot be retrieved from this mailbox, but that the DRP authority is able to retrieve the last N reports using telecommunication means. Thus, if someone notices that he or she is about to be checked, he or she will not be able to quickly retrieve and correct a false report.

The above-mentioned chip containing software can be regarded as an electronic representative of the DRP authority, that, besides receiving reports possibly can also perform other tasks on behalf of the DRP authority as well.

4.3 Spot-checking reports

The DRP authority can quite easily spot-check whether the records in a vehicle are administered correctly, i.e. whether the representation shown in reports corresponds with the actual situation. 

Assume, for example, that the records concern only the kilometer counter and that in reports only kilometer readings are mentioned. The report correctness can then be spot-checked by requesting a kilometer reading between two successive points A and B along a road and checking whether the difference between the two requested kilometer readings corresponds with the distance between A and B. (If so, the kilometer counter on the corresponding road section is incremented correctly.) Or the speed of passing vehicles can be measured and compared with the speed that can be derived from the reports in their mailbox
. A third possibility is that the chip present on behalf of the DRP authority does not function purely as a mailbox, but continually calculates the corresponding speed itself on the basis of the incoming reports. The chip will then make this datum available when checked, allowing the speed measured outside the vehicle to be simply compared with the speed according to the DRP authority chip.

In the general case, in which data other than the kilometer reading can be registered only, a check thus comprises the performance of independent measurements and/or observations related to the checked vehicle, and the comparison of the results obtained with the corresponding report (or reports). This also includes comparison with the value (or values) calculated by the DRP authority chip on the basis of those reports. For said checks, some form or other of telecommunication is required, since the data established outside and inside the vehicle must first be gathered at the location of comparison before they can be compared with each other. For convenience, we assume here that this is the location from where the independent measurements and/or observations are performed. 

In order to be able to check and prove the authenticity of both the sender and the content of the report provided from the vehicle, the DRP authority chip must of course provide the report, together with the information to be provided (calculated on the basis of, or directly originating from reports that have come in) with a digital signature. This signature only needs to make a distinction possible between real and false chips, and is thus not per se required to be unique for each chip. However, it is not sufficient to be able to determine outside the vehicle alone that communication took place with a real DRP authority chip. When checking, it is namely certainly also important to know (and later even to be able to prove!) that communication, using such a chip, takes or took place in the correct vehicle, i.e. the vehicle that was subjected to the check. To this end, targeted communication can be used.

For example, from the check point the information request to be sent to a certain vehicle can be transmitted via a narrow beam of electromagnetic waves directed at a suitable receiver in or on that vehicle. By including a random number in this request, for example, and by having the DRP authority chip repeat this number in the report to be returned (in response to that request), it can be established whether this report is indeed associated with the vehicle designated by the narrow beam. 

The argumentation can thus take place in a similar way as in current speed checks. In current speed checks, a beam of electromagnetic waves (radar or laser) and a camera are both directed along the same line. Since only carefully certified and calibrated checking equipment is used, a photograph of the checked vehicle which also shows the speed measured provides sufficient proof. In a similar way, certified equipment can be used to take a photograph of a checked vehicle showing, for example, the independently measured speed as well as the speed reported from the vehicle by the DRP authority chip. 

The things mentioned could possibly be somewhat more visualized by having one or more indication lights turn on in the vehicle designated by the beam. For example, having a light turn on would offer the inspector an additional possibility of seeing whether he has directed the beam at the correct vehicle and of making visible on the photograph that the beam covered only one vehicle. Thus, several vehicles on the same photograph then need not pose a problem.

If during a check something appears to be wrong with the report (or the reports), or if there is no response to the request (or better stated: the command) to provide information, then of course one of the well-known countermeasures such as stopping the vehicle for further inspection or for establishing the identity of the vehicle can be taken. The latter can possibly be done in an ‘old-fashioned’ manner by taking a photograph of the license plate, but of course also using Electronic Vehicle Identification (EVI). The identity obtained can be used, for example, for sending a summons to appear at short notice for further inspection, or possibly even for directly sending a ticket.

Note that in the approach described, it is not per se required in the checks to use the license plate or any other identification immediately. Further identification is necessary only if fraud is suspected! Thus, a report-based approach can offer excellent privacy protection.

Note too that by manipulation of resources, such as a sensor (or sensors) and the position-determining system, a false state of affairs can always be generated in a chip present in the vehicle on behalf of the DRP authority. That applies not only for report-based systems, but for all other systems as well! A DRP authority chip can therefore never (i.e. not in any system at all!) check wholly independently whether all relevant equipment in the vehicle concerned operates correctly. Independently established information from outside the vehicle will always being necessary for a really proper check
. This essential point is one of the principles of the report-based approach. After all, if one must spot-check whether the final result of all data processing by the DRP authority chip does indeed corresponds with the actual situation anyway, then it holds: a) that one can best do so in an efficient manner (such as using telecommunication), and b) that therewith
 at the same time the importance also decreases of physical protection measures intended to – attempt! – to enforce that correct input only is supplied to the DRP auth​o​rity chip. In this way the essential point just mentioned in fact provides a budding opportunity to achieve a high level of fraud resistance at relatively low cost.

In short, the possibility of performing spot-checks at some distance from passing vehicles using telecommunication with the chip in the vehicle offers a number of important advantages with respect to the more common physical inspections. Firstly, these checks are much more efficient, that is cheaper, since they can be readily automated and are thus much less laborious. Checks at fixed locations can possibly even be fully automated! Due to the low costs, checks can take place much more intensively, so that each vehicle can easily be checked several times annually instead of only once a year, as is the case for the annual technical vehicle check in the Netherlands (APK). Said checks can also be better carried out by surprise, cf. mobile checks from moving patrol cars or from the air by patrol airplanes or helicopters. And of course it holds that: the greater the element of surprise, the better (i.e. the more effective). For example, checks by surprise are much more effective against fraud than checks at planned points in time, such as in APK checks for example
. Finally, we emphasize again that such checks can be performed during traffic participation without hindering, thus while the DRP equipment in the vehicle is in normal operation(!). 

4.4 Information supply for the payment process

Only in the event of payment in the vehicle or of the transmission of information with respect to the total amount due to the DRP authority outside the vehicle, some direct or indirect identification or other, such as a personal number, the number of a bank account or a license plate, must be provided in order to indicate which person or organization paid the amount due. Although techniques are available that offer good privacy protection in this provision of data, this hardly seems necessary in the variant described here. After all, if the mobile person can personally influence the time of transmission, sending such a message now and then, say once a month, would hardly involve an encroachment upon privacy.

Note that, however, if the reports contain information on the tariff and/or the kind of tariff area applied, the latter information in many cases is required for checking purposes only. Thus, for the payment process in those cases, only information concerning the total amount needs to be supplied to the DRP authority, and allocation to the kind of tariff area, for example, is certainly not necessary!

Finally we further remark that it is better in general to make as much use as possible of monotone counters, i.e. counters that can only increase or decrease. For example, we recommend maintaining an incremental levy counter (just like an electrical power meter or kilometer counter) that is not reset to zero (like the so-called trip distance counter in a car) after payment! 

The reason for the latter is that if the levy counter is indeed reset to zero after each payment, useful information is lost. This useful information can be retained by using two monotone counters instead of one increasing and decreasing counter, thus in our example one counter that cumulatively registers the total of all amounts due, and one counter that cumulatively registers the total of all amounts paid. The information retained in this way is particularly useful for achieving a higher degree of fraud resistance. From the viewpoint of fraud combating, it is better still to maintain only the former cumulative counter in the vehicle! Fraud by illegally incrementing the second cumulative counter in the vehicle is then intrinsically impossible. Note that payment in the vehicle in general is thus less safe than payment outside the vehicle (see also the following section).

4.5 Payment

A simple, inexpensive and safe solution is to have the payment take place outside the vehicle. The information for the payment process (viz. the cumulative amount and an identification) is then occasionally transmitted to the DRP authority outside the vehicle
. Payment can then take place through the existing infrastructure, e.g. via automatic debiting of a bank account. Of course all kinds of arrangements can be devised and applied for collection purposes, for example advance sub-payments as is usual in the Netherlands for the payment of water, gas and electricity, or for the payment of credit card transactions. 

Of course, payment could also take place in the vehicle using, for example, a personal identification number, a so-called ‘chipknip’, credit card, contact-free smart card or a cellular phone. To this end, these means must be able to come into contact with the chip that regulates payment in the vehicle on behalf of the DRP authority. 

If the equipment required thereto, such as a personal identification card or a ‘chipknip’ terminal, are used for payment only, this does not seem to be an attractive option. After all, not only would a large number of opportunities for fraud attempts (viz. one in each vehicle) be introduced
, but an unnecessarily large amount of money would be expended for this equipment. Unnecessarily so, since it can be done perfectly well without such expenditure! In short, it would seem to make more sense to opt for the occasional transmission to the DRP authority of a signed message indicating both the cumulative amount due  and a suitable identification.

In certain cases, however, the extra expenditure for such equipment is certainly justifiable or even attractive, e.g. a wireless connection (such as a Bluetooth or infrared interface) for establishing contact with a cellular phone. For then inter alia the display and the keyboard (or even better: the voice interface) of the cellular phone can serve as user interface! Or think, for example, of equipment for using a contact-free smart card. After all, a smart card can, just like a cellular phone, possibly also be made suitable for inter alia: 1) payment for public transport, and/or 2) serving as driving license or as credit-based driving license, and/or 3) serving as key for vehicle access, and/or 4) supplying certain information on the user, such as the preferred setting of seats, steering wheel, mirrors and so on in a certain car for example. 

In principle, a wireless – say Bluetooth or infrared – connection can be used for establishing contact with various other equipment. Such a connection can thus (possibly only later) be used to establish contact with a smart card reader and/or a cellular phone, for example, but also, for instance, with the revolution counter and/or fuel consumption meter of the vehicle and/or a user interface included in the dashboard by the car manufacturer. It seems wise therefore to consider whether the equipment required in each vehicle should either a) be provided with such a wireless connection, or b) be designed (and later produced) in such a way that a wireless connection can be readily added later on. 

4.6 Minimization of physical protection

In the approach just described there is one component on which everything hinges, viz. the chip that functions as electronic representative of the DRP authority and that receives the reports on behalf of the DRP authority. This single component
 must per se be physically protected against manipulation to a sufficient degree. Other components, such as the position-determining system, display, keyboard, sensor (or sensors), transmitter (or transmitters), receiver (or receivers) and antenna (or antennae), for example , are only resources for the mobile person, i.e. the reporting process of the mobile person) . Since these resources function on behalf of and under the responsibility of the person liable for reporting, the physical protection of these resources (such has also been remarked before) is not per se necessary! 

However, in order to reduce the intensity of the required spot-checks, it can nevertheless be wise in certain cases to implement some inexpensive physical protection measures for a few parts, such as a sensor on the driving shaft for example. Since such measures are only intended as an initial barrier for reducing the number of fraud attempts and are thus non-essential for fraud resistance
, they can be restricted without any problem to simple and inexpensive measures. 

As has already been suggested, minimization of physical protection is not only an important contribution to keeping the initial and operational costs low, but also to being able to achieve greater flexibility and better fraud resistance. 

4.7 Fast low-cost implementation

Since a sufficient degree of physical protection of software and data in chips
 is relatively inexpensive to implement, and since for the resources used no physical protection is necessary and thus only a few inexpensive physical protection measures will be applied, a report-based DRP system can be kept relatively inexpensive. Moreover, in a report-based approach existing technology will suffice. There is no need to develop new components and a new infrastructure is hardly necessary or not necessary at all. This is not only advantageous for the costs, but also for the rate of possible implementation. 

Since all components except the DRP authority chip can be placed outside the physically protected domain, relatively little time and money are required for selecting suitable manufacturers and supervising their production process, which in regard to necessarily fraud-resistant components is always of importance. For the single fraud-resistant component that is necessary
 it may be pointed out that there are years of experience with manufacturer selection and supervision. After all, physically protected chips have already been used for many years and for all kinds of electronic payment. 

The mobile person can also be given the option of personally choosing the resources to be used. For example, he or she could opt for a simple, inexpensive user interface or for a very nice but expensive one. In short, as far as the resources are concerned, free competition could be permitted. On the one hand, free competition can contribute towards reducing costs, but on the other hand could also lead to market fragmentation. Thus, if the mobile person is offered too much liberty, that could possibly adversely affect the unit price per product. 

Finally, we repeat here our previous remark that minimization of physical protection not only leads to lower equipment costs, but also to lower operational costs (particularly for maintenance and inspection).

The fact that the equipment required per vehicle for a report-based DRP system does indeed not need to cost very much can be derived from a press release of early March 2001???. in which the Austrian company Efkon indicated that the required on-board unit (OBU) and sensor together would cost about NLG 100 to 150. The highest amount includes a smart card interface. Since the use of smart cards, as mentioned earlier, is not necessary at all, an amount of approximately NLG 100 would suffice for equipment in each vehicle. Compare this, for example, with NLG 1300 for the box
 offered by FELA/ASCOM, the supplier of the previously mentioned Swiss positioning-based system for DRP for heavy trucks, in which fraud resistance is primarily based on physical protection and redundancy.

4.8 Miscellaneous details and applications

In the above, only an overall description of the report-based approach has been given. Of course much more can said regarding architecture, implementation details and all kinds of possible applications. For the first two aspects, think, for example, of the selection of a modular and open architecture for flexibility purposes (particularly adaptability and extendibility) or of the use of three separate processors for the DRP authority, the user of the vehicle and the vehicle itself (or its owner). 

As far as applications are concerned, the number of possibilities is almost inexhaustible. To sum up only a few: tailback information, traffic flow analysis, anonymous road section speed checks, parking control, intelligent speed adaptation, pay-to-ride lanes, fraud-resistant tachographs and taximeters, more precise determination of exhaust emission by traffic, tradeability of consumption- or pollution rights, credit-based driving license and kilometer-related insurance premiums that could be made dependent upon, for example, road type and region. In the following two sections we will discuss only the first four examples.

4.9 Collecting certain traffic information

If for distance-related road pricing purposes equipment is present in vehicles for registering meter readings and communicating with the outside world, the collection of certain kinds of traffic information becomes much easier. For example, using meter readings it is simple to collect anonymous information on the course of traffic flows and on travel delays on certain road sections, for example as a result of an accident or traffic intensity.

Note that car kilometer readings are a fairly unique datum: the chance of two cars having exactly the same kilometer reading simultaneously at one and the same location is very small. Thus, if one requests the kilometer reading of a car at the beginning of a road section and waits until three kilometers further on a car passes having that same counter value plus three (i.e. plus 30 hectometers), one can know with near certainty that exactly the same car is involved and thus also determine how long that car took to cover the three kilometer section. 

In this way one can not only carry out road section speed checks, but determine traffic flow rates and travel delays as well. An advantage is that travel delays in minutes provide more useful information than tailback lengths in kilometers. After all, for the travelling time it would certainly make a difference whether the vehicles in the tailback drive at an average speed of 20 kmh or 10 kmh, or even stand still altogether. 

Of course care must also be taken not to encroach upon privacy. Provisions must be made to ensure that one cannot follow the same anonymous car over large distances, or even the whole time. After all, knowing the location of where the car is usually parked in the evening, for example, would still threaten anonymity and privacy. Since the whole kilometer reading of a car is indeed often too unique, only the last four last digits, for example, of the meter reading – instead of the whole meter reading – should be used in the procedure described above. 

4.10 Parking control

The equipment for distance-related road pricing can also be used for paid parking, and then offers considerable advantages with respect to using parking meters and on-street parking ticket vending machines. At the beginning of a parking period, the DRP authority chip in the vehicle must be instructed that (or when) paid parking commences and which tariff must be applied. The chip can then independently register the parking costs involved, and for example add that amount to the total amount due for traffic levies. Traffic wardens can then walk or drive along the parked vehicles and simply aim a portable checking pistol randomly at the vehicles to be checked. If communication with the chip of a designated vehicle shows that nothing or not enough money is being paid, appropriate action, such as issuing a parking fine or attaching a wheel clamp, can be taken.

For the governmental authorities, the application just described is extremely advantageous, since – at least on the long term – parking meters or on-street parking ticket machines would then no longer be required. The purchase and maintenance costs of these devices can thus be eliminated completely, and theft and vandalistic action against parking meters and parking ticket machines is then a past phenomenon. Parking motorists then enjoy the advantage of not having to carry small change for ticket vending machines, and tof paying for the actual parking time only. Thus: one does not need to estimate the required parking time beforehand, never pays too much in the event of a premature return, never risks a fine or wheel clamp in the event of a somewhat later return, and also never needs to hurry back to be on time.

Besides that, it is an advantage for both parties mentioned that a reduced tariff (possibly even a zero tariff) can be applied for the first hour, for example, without the opportunity of misuse of this facility. After all, the chip can be simply programmed in such a way that the reduction for the first hour of parking only applies if a number of conditions is met. For example, the condition that the designated parking period starts, say, at least half an hour after expiration of the previous parking period and/or that another parking location or parking zone is used. In the case, the parking report must also comprise some indication or other of the parking location or zone. That need not be a unique identification
, so that privacy can also remain guaranteed in this event.

5 Conclusions

The subsidiarity principle incorporated in – privacy – legislation entails that governmental authorities must achieve an objective in the least privacy-encroaching manner if that is reasonably possible. Since we have demon​strated that report-based systems are more privacy-friendly than positioning-based systems for distance-related road pricing, there would seem to be sufficient justification for the conclusion that no positioning-based system
 may be used now or later for distance-related road pricing. Thus, motorists can rest assured that privacy encroachment will not be attendant upon possible implementation of distance-related road pricing.

In the way of equipment costs and fraud resistance, report-based DRP systems offer important advantages with respect to all prior art DRP systems and DRP system designs. Thus, not only with respect to positioning-based systems, but also with respect to more traditional, tachograph-related and taximeter-related systems with physically protected counters. In report-based systems, fraud resistance (particularly of the counters that are maintained by DRP systems) are based primarily on logical protection, and in all other systems primarily on physical protection. Since the execution of telecommunication-based spot-checks at random locations and points in time is much cheaper than random physical inspections, checking can be more intensive in report-based DRP systems and thus these systems can offer a higher degree of fraud resistance than prior art systems. Also, in sufficiently intensive checks a minimum of physical protection will suffice, so that the costs of the equipment required per vehicle are consequently much lower.

Report-based systems also offer still other advantages, such as for example lower operational costs and enhanced flexibility and thus enhanced maintainability. The operational costs can be kept lower, inter alia because fewer and/or less expensive physical inspections are required, no or much less maintenance and repair personnel is required that has been selected and certified for reliability, and much less disputes will arise regarding amounts that have been erroneously charged as a result of malfunctioning equipment. The strongly degraded importance of physical protection makes a modular and particularly also open architecture possible, which contributes significantly to better adaptability and extendibility.

The possibility of differentiating on the basis of inter alia distance, speed, acceleration, engine speed, type of fuel and vehicle characteristics make report-based DRP systems very suitable for the internalization of external costs and in particular also for implementing environmental policy. The possibility of differentiation according to time and location also makes them suitable for specific tailback control. Moreover, inter alia pay-to-ride lanes, parking levies and toll (for example at bridges and tunnels, but also at other tolling points, as was the intention with the concept of road pricing in the Netherlands) can be implemented quickly, simply and relatively inexpensively. 

In fact, the report-based approach offers an excellent opportunity for establishing a national or European system that not only offers high fraud resistance and excellent privacy protection, but is also readily extendible with many applications and can thus develop flexibly into an extremely comprehensive traffic information and pricing system. A small selection of applications that could be effected immediately or added later on includes: collecting parking dues, collecting tailback information, traffic flow analysis, anonymous road section speed checks, intelligent speed adaptation, enhanced fraud-resistant tachographs and taximeters, more precise determination of exhaust emission by traffic, tradeability of consumption or pollution rights, credit-based driving license and insurance premiums per kilometer that are possibly dependent, for example, on road type and region.







� The author’s homepage (www.cs.vu.nl/~wiebren) provides some more information on traffic information- and traffic fee pricing systems in general, and on the advantages of kilometer-based levyingdistance-related road pricing with respectin comparison to with toll porch gate systems, such as the Dutch ‘rekeningrijden’road-pricing, in particular.


� Prof. ir. R. Pieper, “MobiMiles - Bewust op weg”, 10 April 2001. (See also Footnote 7.) An English version of this report can be found at a web page (www.roadpricing.nl) of the Dutch Ministry of Transport.


� By ‘position’ we always mean here an absolute position. (See also Footnote 8.)


� The way in which kilometer-based levyingdistance-related road pricing can then be implemented anyway, will be explained in Chapter 4. See in particular Section 4.1.


� Say, by perhaps willing, but sometimes ‘somewhat too enthusiastic’ or, on the contrary, lax government officialscivil servants.


� Or stated in a more explicit and cumbersome manner: experience has shown that a critical, somewhat skeptical attitude, with perhaps even a healthy measure grain of suspicion with respect to – promises made by – governmental authorities is not unwise. (


� The MobiMiles report is based to a significant extent on the know-how described here (in this chapter, but in the rest of this article as well). Through various circumstance, the MobiMiles report was published earlier, however (see also Footnote 2).


� Mentioning the kind of tariff area in which a partial distance is traveled (say, a ‘relative position’), could be possiblemay be acceptable. But even if the tariffs are location-dependent, that such is not yet necessary per se! We will not digress on this.


� For example, the range can be only 100 meters. The almost continuous stream of reports is then locally ‘strewn about’. Although this variant is particularly interesting from the viewpoint of fraud resistance, we will not digress on this.


� Speed and distance traveled are interconnected and can be derived from each other. Thus a check is performed, for example, to determine whether the kilometer reading is incremented at a rate that is related to the actual speed of the vehicle.


� A really good checking process can thus never be restricted to ‘asking’ the chip whether everything is OK!


� In dual respect, since point b follows, on the one hand, directly (i.e. also independently of point a) from the foregoing, and on the other hand indirectly as well, since point b of course, precisely by the implementation of point a, will apply to a greater extent.


� For example, it would be possible to mount acceptable tires before the technical vehicle check, and to replace them by unacceptable ones after the check.


� For example, once a month or at each stop at a fuel station.


� See also the last paragraph of Section 4.4. 


� In the first variant, even a single fraud-resistant component in the vehicles is unnecessary! See also Footnote 9.


� After all, the spot-checks form the ultimate safety net and allow sufficiently intensive checks to be made to render said measures superfluous.


� Note that the protection of part of our national payment system, viz. all payments using electronic resources such as personal identification cards and ‘chipknips’, is also based on this.


� At least, in the variant extensively discussed here. See also Footnotes 9 and 16.


� This amount is based on the report “Effectiviteit and haalbaarheid van een geavanceerde kilometerheffing” [Effectiveness and Feasibility of Advanced Kilometer-based LevyingDistance-related road pricing], commissioned by the ‘Natuur and Milieu’ foundation [Nature and Environment] and published in September 2000 under the auspices of the Economisch Sociaal Instituut (ESI) [Social Economic Institute] of the Free University in Amsterdam, the Netherlands.


� We refer to the not in the least unique ‘identification’ that is required as a semi-identification. Providing a precise definition of this concept would carry us too far here. We suffice with a first impression by simply referring to Section 4.9, where the four digits of the kilometer reading provide an excellent example of a semi-identification.


� See the definition given at the beginning of Chapter 2.






