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Intelligence Sharing Initiative (ISI) Website

Thank you for expressing an interest in the Intelligence Sharing Initiative (ISI) website.  ISI is a daily digest of information on fraud applications, hot addresses, account takeovers, and other data regarding fraudulent financial activities provided by representatives from major retailers, law enforcement agencies, and financial institutions. Established in 2005 by the United States Postal Inspection Service, ISI provides a secure environment where the Inspection Service and fraud investigators can openly share information pertaining to mail theft, identity theft, financial crimes, investigations, and prevention methods. ISI was mentioned in The President’s Identity Theft Task Force Report titled “Combating Identity Theft-A Strategic Plan which was released in April 2007.
ISI interacts with the Postal Inspection Service Financial Crimes Database (FCD) to generate Trend Alert Reports.  These reports assist the industry in identifying high risk areas and closing suspect accounts, and have resulted in saving millions of dollars in potential fraud.  The database receives its records from major mailers and financial institutions, complaints from the USPS customer call center, the USPIS’ online mail theft complaint center and Inspectors in the field. FCD compiles and downloads these reports into ISI every week. The weekly trend reports present the top 20 ZIP codes that have experienced the greatest monetary loss from credit cards not received, credit cards not received with usage, and checks, cash and merchandise reported as not received, lost or stolen. In addition, ISI contains monthly Hot Addresses lists. Hot Address Lists include addresses identified during the course of Inspection Service investigations that are being used to facilitate fraudulent applications, account takeovers, merchandise fraud and reshipping schemes and, complaints from FCD. FCD complaints involve a fraudulent change of address or have been used for fraudulent applications or account takeovers.  
Registered ISI contributors drop their mail theft/loss and fraudulent account information files into a restricted area within the ISI website.  Access to this area is restricted to the Postal Inspection Service appointed ISI administrator.  The data is compiled and shared appropriately on ISI and is integrated into the Inspection Service’s Financial Crime Database (FCD).
FCD resides on a closed, secure internal network that can only be accessed by Inspection Service personnel after they receive a security clearance.  The system requires a username and password to gain access, and personnel from other agencies cannot gain entry.  The entire network resides behind a firewall that allows no external access. FCD contains information on stolen U.S. Mail, as well as stolen and fraudulently used credit cards, checks, ATM cards, debit cards, and convenience checks.  FCD enables Postal Inspectors to identify account-takeover schemes, Postal money order fraud, internet scams, and money laundering schemes.  Data input to FCD is received both electronically and in hard copy from financial institutions, major business mailers, Identity Theft Assistance Center (ITAC), U.S. Treasury, Inspection Service Field Offices and the Postal Service's National Consumer Call Center. 
ISI is a secure, password protected, members only database. Members of ISI agree that contributed fraudulent address data such as those addresses used to facilitate fraudulent applications, account takeovers, fraud accounts, mail/telephone/Internet fraudulent order schemes will be reformatted by the Inspection Service and posted on the ISI website for all members of the initiative to view.  ISI members also agree that access to the website is for contributing members only.  Non-receipt of data from an ISI member over a specified time will result in suspension of membership. Membership must then be renegotiated. The success of this initiative depends on every member contributing data.  

The industry may provide the Inspection Service with information pertaining to the following categories:

NRIs- Credit Cards
· Victim Address

· 604 Transaction Data, to include:

· Transaction Address (street, city, state, zip, and country code)

· Declined or Accepted

· Gross Fraud Amount

· Purchase Amount

· Card Mail Date

· Mail Location

· Investigator Contact Name for Victim Financial Institution

· ANI

NRIs - Convenience Checks 
· True Customer Name and Address as Above

· Payee Name and Address 

· Check Number

· Check Date

· Amount of Check

· Where Cashed or Deposited - bank name or code

· ABA Routing Number

Fraud Applications

· Victim Address (street, city, state, zip, and country)

· Home Phone

· Business Phone

· How Account was Opened--phone, mail, email, internet - with options to give identifiers

· Account Open/Issue Date

· Mail Date

· Suspect Name (with same as victim name option)

· Suspect Address (with same as victim address option)

· Suspect Telephone Number(s)

· Suspect ANI – IP Address – email address

· Transaction Data to Include:

· Transaction Address (street, city, state, zip, and country code)

· Declined or Accepted

· Fraud Amount

· Purchase Amount

Account Takeovers
· Victim Name and Victim Address (street, city, state, zip, and country)

· Home Phone

· Business Phone

· Account Number

· Date of Takeover 

· How Takeover was Done- fax, phone, email, internet with identifiers

· Total Loss

· Balance Transfer

· Convenience Check

· Suspect Name (with same as victim name option)

· Suspect Address (with same as victim address option)

· Suspect Telephone Number(s)

· Suspect ANI – IP Address – email address

· Transaction Data to Include:

· Transaction Address (street, city, state, zip, and country code)

· Declined or Accepted

· Purchase Amount

Internet Fraud (Credit Cards)

· Date of Order 

· Mailed From 

· Customer Name

· Customer Address (fraud address)

· Credit Card Number

· Description of Item Ordered

· Amount of Purchase

· Date Order Shipped

· ANI or Email Address (suspect information)

ISI consists of the following sections:

· Data Drop:  A location where members of the initiative securely deposit Theft/Loss and Fraudulent Account data files. This archive is visible to administrators only.
· Alerts and Announcements:  Area where weekly trend reports, monthly hot addresses, member alerts and requests for assistance and other time-sensitive data are posted.

· Fraudulent Addresses:  Compiled addresses derived from fraud account data supplied by major mailers and financial Institutions. Data includes ANIs, ISP, type of fraud, phone numbers, addresses and email addresses used to perpetrate mail fraud.
· Bulletin Board:  Information posted by the USPIS for the industry pertaining to theft/fraud trends, case summaries, etc.  

· Resources: A comprehensive list of major mailer and Inspection Service contact information. 

If you are interested in becoming a member of ISI, please email your request to Postal Inspector Joe Cronin (jwcronin@uspis.gov).
We will then forward you a registration form for membership to the ISI website.
Thank you again for your interest in ISI.

Joe Cronin

Postal Inspector, Program Manager

(202) 268-6903
jwcronin@uspis.gov
