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ATTACH 2 LABOR DESCRIPTIONS
Attachment 2

LABOR CATEGORY DESCRIPTIONS

Labor Category Descriptions.  The government’s minimum requirements for each labor category are identified in the paragraphs below.  The Contractor may augment their labor categories and job descriptions on a task order basis.  The Contractor may propose to the Government, at their discretion, additional labor categories and job descriptions within the scope of ITES-2S.

Program Management

Program Manager – Senior

Description: Under indirect supervision, oversees the operational planning, establishment, execution, and evaluation of a multifaceted program/project typically consisting of a set of closely related subprograms or associated activities. Oversees fiscal, operational, administrative, and human resources management of the program; seeks and develops outside funding sources, serves as principal point of representation and liaison with external constituencies on operational matters, and provides day-to-day technical/professional guidance and leadership as appropriate to the area of expertise.

Program Manager – Intermediate

Description: Under general direction, oversees the operational planning, establishment, execution, and evaluation of a multifaceted program/project typically consisting of a set of closely related subprograms or associated activities. Oversees fiscal, operational, administrative, and human resources management of the program; seeks and develops outside funding sources, serves as principal point of representation and liaison with external constituencies on operational matters, and provides day-to-day technical/professional guidance and leadership as appropriate to the area of expertise.

Program Manager – Associate

Description: Under immediate supervision, oversees the operational planning, establishment, execution, and evaluation of a multifaceted program/project typically consisting of a set of closely related subprograms or associated activities. Oversees fiscal, operational, administrative, and human resources management of the program; seeks and develops outside funding sources, serves as principal point of representation and liaison with external constituencies on operational matters, and provides day-to-day technical/professional guidance and leadership as appropriate to the area of expertise.

Project Management

Project Manager - Senior

Description:  Responsible for all aspects of the development and implementation of assigned projects and provides a single point of contact for those projects. Takes projects from original concept through final implementation. Interfaces with all areas affected by the project including end users, computer services, and client services. Defines project scope and objectives. Develops detailed work plans, schedules, project estimates, resource plans, and status reports. Conducts project meetings and is responsible for project tracking and analysis. Ensures adherence to quality standards and reviews project deliverables. Manages the integration of vendor tasks and tracks and reviews vendor deliverables. Provides technical and analytical guidance to project team. Recommends and takes action to direct the analysis and solutions of problems.

Project Manager - Intermediate

Description:  Under general direction, responsible for all aspects of the development and implementation of assigned projects and provides a single point of contact for those projects. Takes projects from original concept through final implementation. Interfaces with all areas affected by the project including end users, computer services, and client services. Defines project scope and objectives. Develops detailed work plans, schedules, project estimates, resource plans, and status reports. Conducts project meetings and is responsible for project tracking and analysis. Ensures adherence to quality standards and reviews project deliverables. Manages the integration of vendor tasks and tracks and reviews vendor deliverables. Provides technical and analytical guidance to project team. Recommends and takes action to direct the analysis and solutions of problems.

Project Manager - Associate

Description:  Under direct supervision, responsible for assigned aspects of the development and implementation of assigned projects and provides a single point of contact for those aspects. Interfaces with all areas affected by the project including end users, computer services, and client services. Ensures adherence to quality standards and reviews project deliverables. Manages the integration of vendor tasks and tracks and reviews vendor deliverables. Recommends action to direct the analysis and solutions of problems.

Project Planning Manager  

Description:   Manages technical projects of a medium to high priority. Responsible for meeting budget and time goals. Supervises activities of medium sized (15-25) multi-disciplinary team. Typically has 8-10 years of progressive business experience including management of projects. Reports to the Project Director or to the Corporate IT Planning Director.

 

Project Administrator 

Description:   Responsible for managing technical projects with strategic impact across the organization. Negotiates support from management, securing both financial and technical resources. Manages a multi-disciplinary team of 25 or more. Assesses opportunities, impacts and risks, develops and implements complex/new solutions. 

Project Engineer - Senior

Description:  Under general direction, has duties of instructing, directing, and checking the work of other project engineers. Responsible for the completion of assigned engineering projects within budgetary and scheduling guidelines. Leads a group of engineers, analysts, and/or technicians assigned for the duration of a project or may function as ongoing lead within a group of engineers associated with one or more technical areas within the telecom function (such as, but not limited to, network design, engineering, implementation, or operations/user support). Does not have formal supervisory responsibilities, although may provide input for (project) team member performance appraisals. 

Project Engineer - Intermediate

Description:  Under general supervision, has duties of instructing, directing, and checking the work of other project engineers. Responsible for the completion of assigned engineering projects within budgetary and scheduling guidelines. Leads a group of engineers, analysts, and/or technicians assigned for the duration of a project or may function as ongoing lead within a group of engineers associated with one or more technical areas within the telecom function (such as, but not limited to, network design, engineering, implementation, or operations/user support). Does not have formal supervisory responsibilities, although may provide input for (project) team member performance appraisals.

Project Engineer - Associate

Description:  Under direct supervision, has duties of instructing, directing, and checking the work of other project engineers. Responsible for the completion of assigned engineering projects within budgetary and scheduling guidelines. Leads a group of engineers, analysts, and/or technicians assigned for the duration of a project or may function as ongoing lead within a group of engineers associated with one or more technical areas within the telecom function (such as, but not limited to, network design, engineering, implementation, or operations/user support). Does not have formal supervisory responsibilities, although may provide input for (project) team member performance appraisals.

Quality Assurance

Quality Assurance Analyst – Senior 

Description:  Under general direction, carries out procedures to ensure that all information systems products and services meet organization standards and end-user requirements. Performs and leads tests of software to ensure proper operation and freedom from defects. May create test data for applications. Documents and works to resolve all complex problems. Reports progress on problem resolution to management. Devises improvements to current procedures and develops models of possible future configurations. Acts as information resource about assigned areas to technical writers and other Quality Assurance Analysts. Performs complex workflow analysis and recommends quality improvements. 

Quality Assurance Analyst – Intermediate 

Description:  Under general supervision, carries out procedures to ensure that all information systems products and services meet minimum organization standards and end-user requirements. Thoroughly tests software to ensure proper operation and freedom from defects. Documents and works to resolve all problems. Reports progress on problem resolution to management. Devises improvements to current procedures and develops models of possible future configurations. Performs workflow analysis and recommends quality improvements. 

Quality Assurance Analyst – Associate 

Description:  Under direct supervision, carries out procedures to ensure that all information systems products and services meet organization standards and end-user requirements. Assists in the testing of software to ensure proper operation and freedom from defects. Documents and works to resolve basic problems. Reports progress on problem resolution to management. This position is staffed by beginners who have had sufficient educational background and/or experience to qualify them to start in quality assurance analysis. 

IT Systems Architecture

Client/Server Network Architect 

Description:  Top-level technical expert responsible for design and development of a client/server environment. Develops strategy of client/server system and the design infrastructure necessary to support that strategy. Advises on selection of technological purchases with regards to processing, data storage, data access, and applications development. Sets standards for the client/server relational database structure for the organization (SQL, ORACLE, SYBASE, etc.). Advises of feasibility of potential future projects to management.

Software Architect 

Description:  Works independently designing and developing new software products or major enhancements to existing software. May lead a large development team in design of highly complex software systems. Acts as highest-level technical expert, addressing problems of systems integration, compatibility, and multiple platforms. Responsible for project completion. Performs feasibility analysis on potential future projects to management.

Systems Engineer - Senior

Description:  Under general direction, performs high-level systems analysis, evaluation, design, integration, documentation, and implementation of very complex application that require a thorough knowledge of administrative, and technical skills.  Directs and participates in all phases of system development with emphasis on planning, analysis, evaluation, integration, testing and acceptance phases (IV&V and DT&E).  Applies higher-level business or technical principles and methods to very difficult technical problems to arrive at automated engineering solution.  Designs and prepares technical reports and related documentation, and makes charts and graphs to record results.  Prepare and deliver presentations and briefings as required by the Task Order.  May be required to serve as Task Leader.  Responsible for ensuring the quality and services delivered for particular task(s) for which this skill is performing the Task Leader position. 

Systems Engineer - Intermediate

Description:   Under general supervision, performs high-level systems analysis, evaluation, design, integration, documentation, and implementation of very complex application that require a thorough knowledge of administrative and technical skills.  Directs and participates in all phases of system development with emphasis on planning, analysis, evaluation, integration, testing and acceptance phases (IV&V and DT&E).  Applies higher-level business or technical principles and methods to very difficult technical problems to arrive at automated engineering solution.  

Systems Engineer - Associate

Description:   Under direct supervision assists in performing systems analysis, evaluation, design, integration, documentation, and implementation of applications that require comprehensive knowledge and technical skills.

Managed System Engineer - Senior  

Description:  Under general direction, performs duties such as site surveys, architecture design, system evaluation, system analysis, and infrastructure assessment.  The managed system engineer shall perform duties on tasks that require expertise in system/processor architecture, wired for management baseline, desktop management interface, SNMP, client/server architecture, operating systems, software applications, network protocols, routers, switches, remote access servers, and firewalls.  

Managed Systems Engineer - Intermediate 

Description:   Under general supervision, performs duties such as site surveys, architecture design, system evaluation, system analysis, and infrastructure assessment.  Performs duties on tasks that require expertise in system/processor architecture, wired for management baseline, desktop management interface, SNMP, client/server architecture, operating systems, software applications, network protocols, routers, switches, remote access servers, and firewalls.  

Managed Systems Engineer - Associate

Description:   Under direct supervision, assists in site surveys, architecture design, system evaluation, system analysis, and infrastructure assessment.  

Principal Industry/Functional Area Expert 

Description:  Recognized for strong expertise in industry issues and trends.  Utilizes functional area expertise gained through direct industry experience to assess the operational and functional baseline of an organization and its organizational components.    Works with senior managers and executives to provide industry vision and strategic direction with regard to their enterprise.  Guides the determination of information technology inadequacies and/or deficiencies that affect the functional area’s ability to support/meet organizational goals.  Generates functional area strategies for enhanced IT operations in a cross-functional area mode throughout the organization.  Participates in account strategy sessions, strategic assessments and design reviews to validate enterprise approach and associated work products.  Provides guidance and direction to other professionals, acts in a consulting and/or advisory capacity; coordinates resolution of highly complex problems and tasks, possesses ability to meet and operate under deadlines.

Application Systems

Applications Systems Analyst – Senior 

Description:  Under general direction, formulates/defines system scope and objectives based on user needs.  Devises or modifies procedures to solve complex problems considering computer equipment capacity and limitations, operating time and form of desired results.  Prepares detailed specifications from which programs will be written.  Analyzes and revises existing system logic difficulties and documentation as necessary.  Competent to work at the highest technical level of all phases of applications systems analysis activities.  May use CASE tools.

Applications Systems Analyst – Intermediate 

Description:  Under general supervision, formulates and defines system scope and objectives through research and fact-finding to develop or modify moderately complex information systems.  Prepares detailed specifications from which programs will be written.  Analyzes and revises existing system logic difficulties and documentation as necessary.  Competent to work on most phases of applications systems analysis activities, but requires instruction and guidance in other phases.  May use CASE tools.

Applications Systems Analyst – Associate 

Description:  Under immediate supervision, assists in research and fact-finding to develop or modify information systems.  Assists in preparing detailed specifications from which programs will be written.  Analyzes and revises existing system logic difficulties and documentation as necessary.  May use CASE tools.

Software Engineer – Senior

Description:  Under general direction, conducts or participates in multidisciplinary research and collaborates with equipment designers and/or hardware engineers in the planning, design, development, and utilization of electronic data processing systems software. Determines computer user needs; advises hardware designers on machine characteristics that affect software systems such as storage capacity, processing speed, and input/output requirements; designs and develops compilers and assemblers, utility programs, and operating systems.

Software Engineer – Intermediate

Description:  Under general supervision, conducts or participates in multidisciplinary research and collaborates with equipment designers and/or hardware engineers in the planning, design, development, and utilization of electronic data processing systems software. Determines computer user needs; advises hardware designers on machine characteristics that affect software systems such as storage capacity, processing speed, and input/output requirements; designs and develops compilers and assemblers, utility programs, and operating systems.

Software Engineer – Associate

Description:  Under direct supervision, assists in designing and developing compilers and assemblers, utility programs, and operating systems.

Applications Programmer – Senior 

Description:  Under general direction, devises or modifies procedures to solve complex problems considering computer equipment capacity and limitations, operating time and form of desired results.  Designs, codes, tests, debugs and documents those programs.  Competent to work at the highest technical level of all phases of applications programming activities.  Note:  This position does not perform systems analysis functions.

Applications Programmer – Intermediate 

Description:  Under general supervision, modifies moderately complex applications programs from detailed specification.  Codes, tests, debug, and documents and maintains those programs.  Competent to work on most phases of applications programming activities, but requires instruction and guidance in phases.  Note:  This position does not perform systems analysis functions. 

Applications Programmer – Associate 

Description:  Under immediate supervision, modifies applications programs from detailed specifications.  Codes, tests, debugs, documents and maintains those programs   This level is staffed by beginners who have had sufficient educational background and/or experience to qualify them to start in applications programming.  Note:  This position does not perform systems analysis functions. 

IT Certified Professional – Senior

Description:  Under general direction, responsible for the most complex testing and analysis of all elements of the network facilities including: power, software, communications devices, lines, modems and terminals. Monitors and controls the performance and status of the network resources. May function in a lead capacity within the department. Provides guidance and direction for less experienced personnel. 

IT Certified Professional –Intermediate

Description:  Under general supervision, responsible for moderately complex tasks typically relating to network monitoring, operations, installation or maintenance. Handles routine network activities and identifies and resolves routine network problems.

IT Certified Professional – Associate

Description:  Under direct supervision, assists in monitoring and responding to technical control facility hardware and software problems utilizing hardware and software testing tools and techniques. May provide LAN server support. May assist installing terminals and associated hardware. Requires knowledge of data scopes, patch panels, modems, concentrators, and associated terminal and network management software.

Operations and Logistics

Seat Management Administrator.  The seat management administrator shall perform duties such as configuration management, infrastructure management, asset management, help desk, system analysis, and infrastructure assessment.  The seat management administrator shall perform duties on tasks that require expertise in system/processor architecture, wired for management baseline, desktop management interface, SNMP, client/server architecture, operating systems, software applications, network protocols, routers, switches, remote access servers, and firewalls.

Configuration Management (CM) Specialist - Senior

Description:  Under general direction, responsible for effectively tracking, logging, categorizing, and maintaining changes made against the accepted Army baseline(s) standards. Develops, distributes, and tracks all change packages resulting from approved Configuration Control Board action.  Trains personnel by conducting workshops and seminars on the proper methodology to maintain a proactive CM program.  Provides daily support and direction to staff as to change status requirements, deadlines, and problems.

Configuration Management (CM) Specialist - Intermediate

Description:  Under immediate supervision, responsible for effectively tracking, logging, categorizing, and maintaining changes made against the accepted Army baseline(s) standards. Develops, distributes, and tracks all change packages resulting from approved Configuration Control Board action.  

Configuration Management (CM) Specialist - Associate

Description:  Under immediate supervision, distributes and tracks all change packages resulting from approved Configuration Control Board action.   Provides daily support to staff as to change status requirements, deadlines, and problems.

Computer Operator – Senior 

Description:  Under general direction, monitors and controls one or more servers by operating the central console or on-line terminals.  Studies program operating instruction sheets to determine equipment setup and run operations.  Continuously observes the operation of the console panel, storage devices, printers, and the action of the console printer to monitor the system and determine the point of equipment or program failure.  Manipulates controls in accordance with standard procedures to rearrange sequence of job steps to continue operations when individual units of the system malfunction.  Confers with software systems engineering or applications programming personnel in the event errors require a change of instructions or sequence of operations.  Maintains operating records such as machine performance and production reports.  Competent to work at the highest level of all computer operations phases.

Computer Operator – Intermediate 

Description:  Under general supervision, monitors and controls a computer by operating the central console or on-line terminals.  May operate auxiliary equipment directly associated with the computer.  May maintain records regarding output units and supply inventories.  May assist in manipulating controls to rearrange sequence of job steps to continue operations when individual units of the system malfunction.  Competent to work on most phases of computer operations, but still may require some instruction and guidance for other phases.

Computer Operator – Associate 

Description:  Under immediate supervision, assists in performing routine tasks associated with operating a computer in accordance with detailed instructions.

Information Assurance

Information Assurance Engineer - Senior

Description:  Under general direction, responsible for all activities relating to information assurance procedures and systems. Develops information systems assurance programs and control guidelines. Confers with and advises subordinates on administrative policies and procedures and resolving technical problems, priorities, and methods. Consults with and advises other sections regarding internal controls and security procedures. Prepares activity and progress reports relating to the information systems audit function.

Information Assurance Engineer - Intermediate

Description:  Under general supervision, develops information systems assurance programs and control guidelines, assists in resolving technical problems, priorities, and methods. 

Information Assurance Engineer - Associate

Description:  Under general supervision, audits new and existing information systems applications to ensure that appropriate controls exist, that processing is efficient and accurate, and that systems procedures are in compliance with corporate standards

Information Systems Auditor – Senior 

Description: Under general direction, audits the most complex new and existing information systems applications to ensure that appropriate controls exist, that processing is efficient and accurate, and that information systems procedures are in compliance with corporate standards. Competent to work at the highest level of all phases of information systems auditing.

Information Systems Auditor – Intermediate 
Description: Under general supervision, audits moderately complex new and existing information systems applications to ensure that appropriate controls exist, that processing is efficient and accurate, and that systems and procedures are in compliance with corporate standards. Competent to work on most phases of information systems auditing.

Information Systems Auditor – Associate

Description: Under direct supervision, carries out routine phases of the systems audit function. Assists in the auditing of new and existing information systems applications to ensure that appropriate controls exist, that processing is efficient and accurate, and that systems and procedures are in compliance with corporate standards. Staffed by skilled employees who have had sufficient educational background and/or experience in information systems auditing.

Data Security Analyst – Senior 

Description:  Under general direction, performs all procedures necessary to ensure the safety of information systems assets and to protect systems from intentional or inadvertent access or destruction. Interfaces with user community to understand their security needs and implements procedures to accommodate them. Ensures that user community understands and adheres to necessary procedures to maintain security. May require familiarity with domain structures, user authentication, and digital signatures. Conducts accurate evaluation of the level of security required. May require understanding of firewall theory and configuration. Must be able to weigh business needs against security concerns and articulate issues to management. Frequently reports to a Data Security Administration Manager.

Data Security Analyst – Intermediate

Description:  Under general supervision, performs all procedures necessary to ensure the safety of information systems assets and to protect systems from intentional or inadvertent access or destruction. Interfaces with user community to understand their security needs and implements procedures to accommodate them. Ensures that user community understands and adheres to necessary procedures to maintain security. May require familiarity with domain structures, user authentication, and digital signatures. Conducts accurate evaluation of the level of security required. May require understanding of firewall theory and configuration. Frequently reports to a Data Security Administration Manager.
Data Security Analyst – Associate 

Under direct supervision, performs all procedures necessary to ensure the safety of information, systems assets and to protect systems from intentional or inadvertent access or destruction. Interfaces with user community to understand their security needs and implements procedures to accommodate them. Ensures that user community understands and adheres to necessary procedures to maintain security. Conducts accurate evaluation of the level of security required. Provides management with status reports. Frequently reports to a Data Security Administration Manager.

Disaster Recovery/COOP/Contingency Administrator. 

Description:   Responsible for preparing contingency plans for system software, hardware, and applications for the organization.  Implements procedures to ensure business applications continue to function through disruptive incidents within an organization.  Develops and maintains various security controls to protect technology assets from internal or inadvertent modification, disclosure or destruction.  Provide reports to supervisors regarding effectiveness of data security and make recommendations for the adoption of new procedures.  Oversees and facilitates the preparation of an organization-wide business resumption plan.  Responsible for ensuring the business resumption plan adequately addresses the organization’s requirements and established timeframes.  Responsible for day-to-day security administration of the organization’s data systems and data networks including systems access administration.

 

Information Security Specialist Senior.

Description:   Under general direction, uses current information security technology disciplines and practices to ensure the confidentiality, integrity and availability of corporate information assets in accordance with established standards and procedures.  Develops and maintains knowledgebase on changing regulatory, threat, and technology landscapes to continually develop or maintain security policies and standards, and ensure compliance throughout the organization.

 

Information Security Specialist Intermediate.

Description:  Under general supervision, uses current information security technology disciplines and practices to ensure the confidentiality, integrity and availability of corporate information assets in accordance with established standards and procedures.  Develops and maintains knowledgebase on changing regulatory, threat, and technology landscapes to continually develop or maintain security policies and standards, and ensure compliance throughout the organization.

 

Information Security Specialist Associate.

Description:  Under direct supervision, assists in developing and maintaining knowledgebase on changing regulatory, threat, and technology landscapes to continually develop or maintain security policies and standards, and ensure compliance throughout the organization.

System Administration

Systems Administrator – Senior 

Description:  Under general direction, responsible for activities related to system administration. Assigns personnel to various projects, directs their activities, and evaluates their work. Ensures long-term requirements of systems operations and administration are included in the overall information systems planning of the organization. Responsible for the installation, maintenance, configuration, and integrity of computer software. Implements operating system enhancements that will improve the reliability and performance of the system. 

Systems Administrator – Intermediate 

Description:  Under general supervision, responsible for installing, configuring, and maintaining operating system workstations and servers, including web servers, in support of business processing requirements. Performs software installations and upgrades to operating systems and layered software packages. Schedules installations and upgrades and maintains them in accordance with established IT policies and procedures. Monitors and tunes the system to achieve optimum performance levels. Ensures workstation/server data integrity by evaluating, implementing, and managing appropriate software and hardware solutions. Ensures data/media recoverability by implementing a schedule of system backups and database archive operations. Supports media management through internal methods and procedures or through offsite storage and retrieval services. Develops and promotes standard operating procedures. Conducts routine hardware and software audits of workstations and servers to ensure compliance with established standards, policies, and configuration guidelines. Develops and maintains a comprehensive operating system hardware and software configuration database/library of all supporting documentation.

Systems Administrator -Associate 

Description:  Under direct supervision, maintains integrity of the operating system environment. Performs system software upgrades including planning and scheduling, testing, and coordination. Performs workstation and server administration setup. Coordinates disk space planning and management. Maintains growth statistics, space forecasts, tape libraries, and software and hardware inventories. Performs data backups and recoveries. Monitors and maintains continuity with system software licensing and maintenance agreements. Provides recommendations regarding hardware and system software planning and budgeting. Maintains production change control schedule and participates in change control.

Data Administration

Database Administrator 

Description: Participates in the design, creation, and maintenance of computerized databases. Responsible for the quality control and auditing of databases to ensure accurate and appropriate use of data. Works with management to develop database strategies to support organization requirements. Consults with and advises users on access to various databases. Works directly with users to resolve data conflicts and inappropriate data usage. Directs the maintenance and use of the corporate data dictionary. 

Database Analyst/Programmer – Senior 

Description:  Under general direction, designs, implements and maintains complex databases with respect to JCL, access methods, access time, device allocation, validation checks, organization, protection and security, documentation, and statistical methods.  Includes maintenance of database dictionaries, overall monitoring of standards and procedures, and integration of systems through database design.  Competent to work at the highest level of all phases of database management.

Database Analyst/Programmer – Intermediate 

Description:  Under general supervision, designs, implements, and maintains moderately complex databases.  Includes maintenance of database dictionaries and integration of systems through database design.  Competent to work on most phases of database administration, but may require some instruction and guidance in other phases.

Database Analyst/Programmer – Associate 

Description:  Under direct supervision, assists in the implementation and maintenance of databases.

Database Librarian 

Description:  Under general supervision, enters and maintains data dictionary information, data keyword lists, and dictionary forms. Reviews all information to be entered into the dictionary to assure adherence to standards and to ensure that all requirements are met. Maintains current library of each processing system's information recorded in the dictionary. 

Data Warehousing

Data Warehousing Project Manager 

Description:  Works in a data warehouse environment that includes data design, database architecture, metadata and repository creation. Responsible for leading data warehouse team in development and enhancements of the data warehouse user interface. Establishes user requirements. Creates new standards and procedures related to end user and internal interface development. Works with Data Architect on technical issues and system architecture definition. Translates high-level work plans and converts to detailed assignments for team members. Monitors status of assignments, and reviews work for completion/quality. 

Data Architect 

Description:  Works in a data warehouse environment that includes data design, database architecture, metadata and repository creation.  Translates business needs into long-term architecture solutions.  Defines, designs, and builds dimensional databases.  Responsible for developing data warehousing blueprints, evaluating hardware and software platforms, and integrating systems.  Evaluates reusability of current data for additional analyses.  Conducts data cleaning to rid the system of old, unused, or duplicate data.  Reviews object and data models and the metadata repository to structure the data for better management and quicker access.

Data Warehouse Analyst 

Description:  Works in a data warehouse environment that includes data design, database architecture, metadata and repository creation.  Reviews data loaded into the data warehouse for accuracy.  Responsible for the development, maintenance and support of an enterprise data warehouse system and corresponding data marts.  Troubleshoots and tunes existing data warehouse applications.  Conducts research into new data warehouse applications and determines viability for adoption.  Assists in establishing development standards.  Evaluates existing subject areas stored in the data warehouse.  Incorporated existing subject areas into an enterprise model.  Creates new or enhanced components of the data warehouse.

Data Warehousing Programmer 

Description:  Under general supervision, responsible for product support and maintenance of the data warehouse. Performs data warehouse design and construction. Codes and documents scripts and stored procedures. Designs and implements data strategy methods. Develops appropriate programs and systems documentation. Assists with metadata repository management. Prepares and implements data verification and testing methods for the data warehouse. Creates index and view scripts. 

Data Warehousing Administrator 

Description:  Under general supervision, coordinates the data administration technical function for both data warehouse development and maintenance. Plans and oversees the technical transitions between development, testing, and production phases of the workplace. Facilitates change control, problem management, and communication among data architects, programmers, analysts, and engineers. Establishes and enforces processes to ensure a consistent, well managed, and well-integrated data warehouse infrastructure. Expands and improves data warehouse to include data from all functions of the organization using data manipulation, transformation, and cleansing tools. 

Help Desk/End User Support

Help Desk Coordinator

Description:  Responsible for ensuring the timely process through which problems are controlled.  Includes problem recognition, research, isolation, resolution and follow-up steps.  Requires experience and understanding of MIS environment.  Is able to resolve less complex problems immediately, while more complex problems are assigned to second level support or supervisor.  Typically involves use of problem management database and help desk system.  May provide guidance/training for less experienced personnel.

Help Desk Support Service Specialist – Senior 

Description: Under general direction, provides second-tier support to end-users for PC, server, mainframe applications, and hardware. Handles problems that the first-tier of help desk support is unable to resolve. May interact with network services, software systems engineering, and/or applications development to restore service and/or identify and correct core problem. Simulates or recreates user problems to resolve operating difficulties. Recommends systems modifications to reduce user problems. Maintains currency and highest level of technical skill in field of expertise.

Help Desk Support Service Specialist – Intermediate 

Description: Under general supervision, provides second-tier support to end-users for PC, server, mainframe applications and hardware. Handles problems that the first-tier of help desk support is unable to resolve. May interact with network services, software systems engineering, and/or applications development to restore service and/or identify and correct core problem. Simulates or recreates user problems to resolve operating difficulties. Recommends systems modifications to reduce user problems. Maintains currency and high level of technical skill in field of expertise. Escalates more complex problems to Senior Level.

Help Desk Support Service Specialist – Associate 

Description: Under direct supervision, provides support to end-users for PC, server or mainframe applications, and hardware. May interact with network services, software systems engineering and/or applications development to restore service and/or identify and correct core problems. Simulates or recreates user problems to resolve operating difficulties. Recommends systems modifications to reduce user problems. Refers more complex problems to intermediate and/or senior level. 

PC Support Manager 

Description:  Responsible for overall personal computer activity.  Establishes and implements PC policies, procedures and standards, and ensures their conformance with information systems goals and procedures.  Studies and projects PC resource requirements including personnel, software, equipment and facilities, and makes recommendations to management.  Maintains currency in new developments and technology.  Provides for the training of department staff and end users.  Directs setup and maintenance of library and materials for end user reference and reviews department staff.  Ensures that security procedures are implemented and enforced.  Provides leadership in the effective use of internal data processing, automated office systems and data communications.  May also manage LAN services.

PC Systems Specialist 

Description:  Under general supervision, performs analytical, technical and administrative work in the planning, design and installation of new and existing personal computer systems.  Works on moderately complex applications.  Confers with end users to determine types of hardware and software required.  Writes programs to fulfill requirements or selects appropriate off-the-shelf software and modifies to suit.  May maintain or utilize telecommunications protocols.  Installs new hardware and maintains existing hardware.  Trains end users in use of equipment and software.

PC Maintenance Technician 

Description: Under direct supervision, performs general maintenance tasks, troubleshoots and repairs computer systems and peripheral equipment located throughout the organization. Maintains an adequate spare parts inventory of systems, subsystems, and component parts used in repair work. Prepares progress reports for all work performed. Receives work direction from supervisor on work priorities and daily assignments. Frequently reports to a PC Support Manager.

Internet/Web Operations

Web Project Manager 

Description: Responsible for web strategy and operations. Develops business plan and annual budget for website function. Accountable for buget, staff planning, management, and products and service delivery. Oversees operational activities of the website(s) with specific attention aimed at content creation and website maintenance. 

 

Web Designer - Senior.

Description:   Under general direction, designs and builds web pages using a variety of graphics software applications, techniques, and tools.  Designs and develops user interface features, site animation, and special-effects elements.  Contributes to the design group’s efforts to enhance the look and feel of the organization’s online offerings.  Designs the website to support the organization’s strategies and goals relative to external communications.  Requires understanding of web-based technologies and thorough knowledge of HTML, PhotoShop, Illustrator, and/or other design-related applications.

 

Web Designer - Intermediate. 

Description:  Under general supervision, designs and develops user interface features, site animation, and special-effects elements.  Contributes to the design group’s efforts to enhance the look and feel of the organization’s online offerings.  Designs the website to support the organization’s strategies and goals relative to external communications. . Develops applications based on current, new and future net-based applications. Requires significant graphics and design experience as well as HTML knowledge.

 

Web Designer - Associate.

Description:  Under direct supervision assists in designing and developing user interface features, site animation, and special-effects elements.  Assists in designing the website to support the organization’s strategies and goals relative to external communications. Requires graphics and design experience as well as HTML knowledge.

 

Web software Developer - Senior.

Description:   Under general direction, designs, develops, troubleshoots, debugs, and implements software code (such as HTML, CGI, and JavaScript) for a component of the website. Works with graphic designers and other members of a project team to develop the site concept, interface design, and architecture of the website. Responsible for interface implementation. Integrates web applications with backend databases.  Deploys large web-based transaction systems using application servers. Researches, tests, builds, and coordinates the integration of new products per production and client requirements. Requires strong navigation and site-design instincts.

 

Web software Developer - Intermediate.  

Description:  Under general supervision, develops, codes, tests, and debugs new software and enhancements to existing web software. Competent to work on fairly complex programs with guidance. Works with technical staff to understand problems with web software and resolve them.

 

Web software Developer - Associate

Description:  Under direct supervision, assists in developing, coding, testing, and debugging new software and enhancements to existing web software.

Web Technical Administrator 

Description:  In role of onsite administrator, responsible for achieving overall technical integrity of organization’s website.  Maintains and upgrades hardware and software including website technical architecture related to hardware and telecommunication connectivity.  Administers e-mail, chat, and FTP services.  Communicates router configuration changes and troubleshoots system errors and bugs.  Maintains servers, creates monitoring reports and logs, and ensures functionality of links.  Monitors site for acceptable performance and user accessibility.  Establishes backups and monitors site security.

Web Content Administrator 

Description:  Responsible for developing and providing content that will motivate and entertain users so that they regularly access the website and utilize it as a major source for information and decision-making.  Responsible for managing/performing website editorial activities including gathering and researching information that enhances the value of the site.  Locates, negotiates, and pursues content.  Seeks out customers to gather feedback for website improvement and enhancements.  Requires experience in production management, web page design, HTML, and web graphics types and standards.

Network Administration/Support

Network Administrator – Senior 

Description:  Under general direction, responsible for the acquisition, installation, maintenance and usage of the company’s local area network.  Studies contractor products to determine those which best meet company needs; assists in presentation of information to management resulting in purchase and installation of hardware, software, and telecommunication equipment.  Manages network performance and maintains network security.  Ensures that security procedures are implemented and enforced.  Installs all network software.  Evaluates, develops and maintains telecommunications systems.  Troubleshoots network problems.  Establishes and implements network policies, procedures and standards and ensures their conformance with information systems and company’s objectives.  Trains users on network operation.

Network Administrator – Intermediate 

Description:  Under general supervision, responsible for the acquisition, installation, maintenance, and usage of the organization's local area network. Manages network performance and maintains network security. Ensures that security procedures are implemented and enforced. Installs all network software. Evaluates, develops and maintains telecommunications systems. Troubleshoots network problems. Establishes and implements network policies, procedures, and standards and ensures their conformance with information systems and organization objectives. Trains users on network operation. Frequently reports to a PC support manager or Senior network Administrator.

Network Administrator - Associate

Description: Under direct supervision, assists in the installation, maintenance, and usage of the organization's local area network. Assists in the establishment of network procedures regarding access methods and time, security validation checks, and documentation. Maintains network software and hardware inventories. Researches software and hardware issues regarding the network. Inform users when there are network problems. Monitors and maintains continuity with software licensing and maintenance agreements. Troubleshoots network problems. Frequently reports to a PC Support Manager or Senior network Administrator

Network Support Technician – Senior 

Description:  Under general direction, monitors and responds to complex technical control facility hardware and software problems utilizing a variety of hardware and software testing tools and techniques.  Provides primary interface with contractor support service groups or provides internal analysis and support to ensure proper escalation during outages or periods of degraded system performance.  May provide network server support.  Requires extensive knowledge of PC/network communications hardware/software in a multi-protocol environment, and network management software.  May function as lead job providing guidance and training for less experienced technicians.

Network Support Technician – Intermediate 

Description:  Under general supervision, ,monitors and responds to technical control facility hardware and software problems utilizing hardware and software testing tools and techniques.  May interface with contractor support service groups to ensure proper escalation during outages or period of degraded system performance.  May assist with installation of terminals and associated hardware.  May provide network server support.  Requires strong knowledge of PC/Network communications hardware/software, in a multi-protocol environment, and network management software.

Network Support Technician – Associate 

Description:  Under direct supervision, assists in monitoring and responding to technical control facility hardware and software problems utilizing hardware and software testing tools and techniques.  May provide network server support.  May assist with installation of terminals and associated hardware.  Requires knowledge of data scopes, patch panels, modems, concentrators, and associated terminals and network management software.

Documentation

Documentation Specialist – Senior 

Description:  Under general direction, is responsible for preparing and/or maintaining systems, programming, and operations documentation, procedures, and methods including user manuals and reference manuals. Maintains a current internal documentation library. Provides or coordinates special documentation services as required. Competent to work at the highest level of all phases of documentation. May act as project leader for large jobs.

Documentation Specialist – Intermediate

Description: Under general supervision, prepares and/or maintains systems, programming, and operations documentation, including user manuals. Maintains a current internal documentation library. Competent to work on most phases of documentation.

Documentation Specialist –Associate

Description: Under direct supervision, prepares and/or maintains systems, programming and operations documentation, including user manuals. Maintains a current internal documentation library. 

Technical Editor 

Description:  Responsible for content of technical documentation. Checks author's document for spelling, grammar and content problems (e.g., missing instructions or sections; redundant or unnecessary sections). Accuracy of content may fall under this position or the programmer, depending on the expertise of the editor. Ensures that documents follow the style laid out in the organization's style guide. May also be responsible for maintaining the style guide. Suggests revisions to the style guide as appropriate. Editor is often a technical writer who has moved to this position.

Graphics Specialist 

Description:  Responsible for graphics design and use, operation and setup of computer graphic systems for business communications.  Executes graphic projects and assists in coordination of all graphic production scheduling; coordinates production support with outside contractors, as needed.  Ensures that graphic projects are completed on time, within budget and to user’s satisfaction.  Interfaces with users to determine scope of project and best graphic medium.  Trains other personnel in proper use of computer graphic equipment.  Troubleshoots computer equipment problems and performs minor preventive maintenance.

Enterprise Resource Planning (ERP)/Business Process Development

ERP Business Analyst – Senior 

Description:  Under general direction, serves as senior subject matter expert associated with content, processes and procedures associated with ERP.  Defines the detailed requirements, analyzes the business needs, and validates solutions with the client.  Details requirements through the product development and other functions to support the project team.  Monitors other business analysts in software development methods and processes and implementation of those methods.  Evaluates development projects and assists in tailoring the development process to meet the project needs.

ERP Business Analyst – Intermediate 

Description:  Under general supervision, serves as subject matter expert associated with content, processes, and procedures associated with enterprise applications.  Applies functional knowledge to design and customization of workflow systems that provide seamless integration for client/server applications.  Writes functional requirements, develops test plans, and works with production issues.

ERP Business Analyst – Associate 

Description: Under direct supervision, serves as subject matter expert associated with content, processes and procedures associated with enterprise applications. Applies functional knowledge to design and customization of workflow systems that provide seamless integration for client/server applications. Writes functional requirements, develops test plans and works with production issues. 

Business Systems Analyst – Senior 

Description:  Under general direction, formulates and defines systems scope and objectives based on both user needs and a good understanding of applicable business systems and industry requirements.  Devises or modifies procedures to solve complex problems considering computer equipment capacity and limitations, operating time, and form of desired results.  Includes analysis of business and user needs, documentation of requirements, and translation into proper system requirement specifications.  Guides and advises less experienced Business Systems Analysts.  Competent to work at the highest technical level of most phases of systems analysis while considering the business implications of the application of technology to the current and future business environment.

Business Systems Analyst – Intermediate 

Description:  Under general supervision, formulates and defines systems scope and objectives through research and fact-finding combined with an understanding of applicable business systems and industry requirements.  With this knowledge, develops or modifies moderately complex information systems.  Includes analysis of business and user needs, documenting requirements, and revising existing system logic difficulties as necessary.  Guides and advises less experienced Business Systems Analysts.  Competent to work in some phases of systems analysis and considers the business implications of the application of technology to the current business environment.

Business Systems Analyst – Associate 

Description:  Under direct supervision, assists in formulating and defining systems scope and objectives through research and fact-finding combined with a basic understanding of business systems and industry requirements.  Includes analysis of business and user needs, documenting requirements, and revising existing system logic difficulties as necessary under direction of experienced Business System Analysts.  Competent to consider most business implications of the application of technology to the current business environment.

IS Training

Information Systems Training Manager

Description:  Responsible for all activities associated with education programs for both the information technology and end-user/PC personnel.  Advises on administrative policies and procedures, technical problems, priorities, and methods.  Assigns personnel to the various training tasks and directs their activities, reviews and evaluates their work, conducts performance appraisals and makes decisions on personnel.

Information Systems Training Specialist – Senior 

Description: Under general direction, organizes, prepares, and conducts complex training and educational programs for information systems or user personnel. May design and develop in-house programs. Maintains records of training activities, employee progress, and program effectiveness. Competent to work at the highest level of all phases of information systems training. 

Information Systems Training Specialist – Intermediate 

Description: Under general supervision, organizes and conducts moderately complex training and educational programs for information systems or user personnel. Maintains records of training activities, employee progress, and program effectiveness. Competent to work on most phases of information systems training. 

Information Systems Training Specialist – Associate 

Description: Under direct supervision, organizes and conducts basic training and educational programs for information systems or user personnel. Maintains record of training activities, employee progress, and program effectiveness. 

ATTACH 3 REPORTS
Attachment 3, Exhibit 1

Order Transactions (OT)

1. This report is due weekly.  Report order transactions from Sunday through Saturday (or orders not previously reported) and send to ASCP by COB on the following Thursday.

2. An e-mail response is required for negative reports (no transactions to report).

3. This electronic report needs to be submitted as a Microsoft Excel Spreadsheet, to amsel-dsa-scp-cr@mail1.monmouth.army.mil.

4. No extra spaces, commas, or ampersands allowed in the spreadsheet.  Dashes are allowed.  File name cannot be more than 50 characters in length. Vendor needs to ensure leading zeros are not dropped.  For example, Zip Code “07703” should not appear as “7703”; Order Number “0030” should not appear as “30”; CLIN Number “0003AA” should not appear as “3AA”.

5. NOTE:  Order Transaction and Vendor Status reports are cross-referenced for reconciliation and therefore, data must be consistent in both reports (i.e. order number, dates, dollar amounts, etc.).

6. All columns are required, even when there is no data for a specific column.

	Excel

Column
	Column Name
	Format
	Comments

	A
	Contract Number
	Alphanumeric (21)
	

	B
	Order Number
	Alphanumeric (30)
	1. Must be unique (minimum 4 digits). 

2. You cannot report this order more than once in the same file. (The order can have as many line items as you wish).

3. Record order number exactly as it appears on the order.

	C
	Order Mod Number
	Alphanumeric (25)
	Data required only when reporting a MOD.

	D
	Transaction Type
	Alphanumeric (2)
	The order types are as follows: CC = Credit Card, DO= Direct Ordering (paper order).

	E
	Date of Order or date of Order Mod
	DD-MMM-YYYY
	Report the actual date of the order, or when reporting an order mod, report the date of the order mod.

	F
	Date Transaction Cancelled
	DD-MMM-YYYY
	Data required only for Cancelled order/mods.

	G
	UNSPSC
	Alphanumeric (14)
	Format is ##.##.##.##.##. Last two positions should be “00” except for Low End Servers(32-Bit) = 01 and High End Servers (64-Bit) = 02 

	H
	CLIN Number
	Alphanumeric (39)
	Unique contract identifier of item being ordered (as identified in contract, i.e. product #, manufacturer part #, contract line item)

	I
	CLIN Quantity
	Number (7,0)
	CLIN quantity being ordered.

	J
	CLIN Unit Price
	Number (11,2)
	Price per item.

	K
	CLIN Extended Dollar Amount
	Number (11,2)
	Extended Dollar Amount = (CLIN quantity x unit price)

No formatting (i.e. No $ signs, commas, etc).

	L
	Dollar amount of Transaction
	Number (12,2)
	Reflects the dollar amount of this reported transaction (order or order mod.)

	M
	POC Last Name
	Alphanumeric (35)
	Customer’s Last Name.  (Use this column for customer’s full name when unable to separate first name, last name, title into separate columns)

	N
	POC First Name
	Alphanumeric (35)
	Customer’s First Name.

	O
	POC Title
	Alphanumeric (35)
	Customer’s Title  (i.e. COL, Mr., Ms., etc.).

	P
	Telephone Number
	Alphanumeric (20)
	Customer’s telephone number.  Format: 9999999999

	Q
	Email address
	Alphanumeric (40)
	Customer’s email address.

	R
	Street Address 1
	Alphanumeric (40)
	First line of the Customer’s Ship-To address.

	S
	Street Address 2
	Alphanumeric (40)
	Second line of the Customer’s Ship-To address.

	T
	Street Address 3
	Alphanumeric (40)
	Third line of the Customer’s Ship-To address.

	U
	City
	Alphanumeric (27)
	Customer’s Ship-To City.

	V
	State
	Alphanumeric (2)
	Customer’s Ship-To State for USA only.  Post office two character abbreviation.

	W
	Country
	Alphanumeric (27)
	Data required only when reporting a country other than USA.

	X
	5-digit Zip Code
	Number (5)
	Five-digit Customer Ship-To zip code.

	Y
	4-digit Zip Code Extension
	Number (4)
	Four-digit extension Customer Ship-To zip code.

	Z
	Service or Agency
	Alphanumeric (20)
	Use the abbreviation from the Service/Agency list located at https://ascp.monmouth.army.mil/scp/content/activitylist.jsp

	AA
	Army Activity
	Alphanumeric (20)
	Data required only for Army.  Use the abbreviation from the Army Activity list located at https://ascp.monmouth.army.mil/scp/content/activitylist.jsp

	AB
	Comments
	Alphanumeric (2000)
	Free text.

	AC
	ITES-2S TOR #
	Alphanumeric (30)
	Task Order Number, as assigned from the it e-mart RFP.

	AD
	ASCP Reserved 2
	Alphanumeric (2000)
	Reserved for Product Leader.


Attachment 3, Exhibit 2

Vendor Status (VS)

1. This report is due weekly.   Send to ASCP by COB on the Thursday following the weekly reporting period.

2. An e-mail response is required for negative reports (no transactions to report).

3. This electronic report needs to be submitted as a Microsoft Excel Spreadsheet, to amsel-dsa-scp-cr@mail1.monmouth.army.mil.

4. No extra spaces, commas, or ampersands allowed in the spreadsheet.  Dashes are allowed.  File name cannot be more than 50 characters in length.

5. Vendor needs to ensure leading zeros are not dropped.  For example, order number 0030 should not appear as 30.

6. When canceling orders, enter the date in Date Transaction Cancelled column in this report.

7. NOTE:  Order Transaction and Vendor Status reports are cross-referenced for reconciliation and therefore, data must be consistent in both reports (i.e. order number, dates, dollar amounts, etc.).

8. All columns are required, even when there is no data for a specific column.

	Excel

Column
	Column Name
	Format
	Comments

	A
	Contract Number
	Alphanumeric (21)
	

	B
	Order Number
	Alphanumeric (30)
	Record order number exactly as it appears on the order.

	C
	Order Mod Number
	Alphanumeric (25)
	Only Required when reporting a mod.

	D
	Date Received by Vendor
	DD-MMM-YYYY
	(i.e.  09-FEB-2002)

	E
	Date Rejected by Vendor
	DD-MMM-YYYY
	Data required only for rejected orders.

	F
	Date Accepted by Vendor
	DD-MMM-YYYY
	A Vendor receives an order and either rejects it or accepts it as a valid order.

	G
	Date Transaction Cancelled
	DD-MMM-YYYY
	Data required only for Cancelled order/mods.

	H
	Projected Ship Date by Vendor
	DD-MMM-YYYY
	Data required only when reporting a projected ship date.

	I
	Vendor Ship Date
	DD-MMM-YYYY
	For all orders shipped by the Vendor.

	J
	Projected Delivery Date
	DD-MMM-YYYY
	Data required only when reporting a projected delivery date.

	K
	Contractually Due Date
	DD-MMM-YYYY
	This is a date calculated by the Vendor that shows when the order is contractually due. This formula is agreed to by the Product Leader and Vendor and takes into consideration contract requirements such as CONUS, OCONUS, SURGE, NON-SURGE, SERVICES, etc.

	L
	Service Start Date
	DD-MMM-YYYY
	Data required only when reporting services.

	M
	Service Completion Date
	DD-MMM-YYYY
	Data required only when reporting services.

	N
	Comments
	Alphanumeric (2000)
	Free text.

	O
	ASCP Reserved 1
	Alphanumeric (2000)
	Reserved for Product Leader.

	P
	ASCP Reserved 2
	Alphanumeric (2000)
	Reserved for Product Leader.


Attachment 3, Exhibit 3

Monthly Task Order Status Report – SAMPLE

1.  This report is due by the 15th of each month.

2.  An e-mail response is required for negative reports (no transactions to report).

3.  This electronic report needs to be submitted as a Microsoft Excel Spreadsheet, to amsel-dsa-scp-cr@mail1.monmouth.army.mil.

1.0 Contract Overview Charts

	Tas

Task Order Number


	Task Order

Type
	Performance Based Contract?

Y / N
	TO Value

Without Options
	TO Value

With Options

	T001
	CPFF
	
	$100,000
	$ 600,000

	T002
	FFP
	
	$200,000
	$700,000

	T003
	CPAF
	
	$300,000
	$ 800,000

	T004
	T&M
	
	$400,000
	$ 900,000

	T005
	FPAF
	
	$500,000
	$1,000,000


Codes for Task Order Type:

CPAF – Cost Plus Award Fee

CPFF – Cost Plus Fixed Fee

CR - Cost-Reimbursable

CT – Cost Type Contract

FP - Fixed Price 

FFP - Firm Fixed Price

LH - Labor Hours

T&M - Time-and-Materials

2.0
Major Accomplishments and Milestone Achievements

Where applicable, the Contractor will provide narrative summarizing major accomplishments and milestones achieved.

3.0
Problem Identification and Corrective Actions

Where applicable, the Contractor will provide a narrative describing any problems, its impact, the corrective actions being taken to remedy the problem, and any other pertinent information.

Attachment 3, Exhibit 4

EVALUATION OF CONTRACTOR'S TASK ORDER PERFORMANCE

Task Order Number: _________________________

Status of Task Order: (check status):




Completed: __________




Renewal:    __________




Other:         __________

Name of Evaluator: ​​​​​​​​​​​__________________________Phone Number: _______________

(Technical)

Title of Evaluator: _____________________________________________________ 

Date: _______________________

Name of Evaluator:​​​​​​​​​​​ __________________________Phone Number:_______________

Optional: (End User) 

Title of Evaluator: _____________________________________________________

Date: _______________________

Name of Evaluator:​​​​​​​​​​​ __________________________Phone Number:_______________

Title of Evaluator: Contracting Officer 

Date: _______________________

The contractor should be evaluated using the following ratings:

E = Excellent:  Contractor exceeded the requirements.  Explain how.

S = Satisfactory:  Contractor met the requirements.  If the contractor had difficulty meeting the requirements, explain why.

U = Unsatisfactory:  Contractor did not meet all of the requirements.  Explain all noncompliances or unsatisfactory performance, and whether and how the contractor was at fault, where applicable.

N/A = Not Applicable.  Does not apply to the contract.

1.  Cost/Price Control. 
 Rating:
 E____    S____       U____  N/A____. 

 Consider:  Did the contractor complete the contract within the contract amount or did the contractor experience cost growth

2.   Schedule Control.

Rating:
 E____    S____       U____  N/A____.
     

Consider:  Did the contractor meet the original completion date? Request an extension due to reasons within its control?  Finish ahead of schedule?

3.  Contract Administration. Rating:  E____S____U____N/A____.  

Consider: Did the contractor respond to Government correspondence in a timely manner?  Were unnecessary cost/price change proposals submitted?  Were Government requested price changes submitted and negotiated promptly?  Were contract modifications promptly executed?  Were the subcontracts properly administered?  Did the contractor comply with its subcontracting plan?  Were progress reports submitted on time?  Were invoices submitted correctly?  Were contract discrepancies/problems reported promptly?  Were major subcontracts administered properly?

4.  Responsiveness to Government. Rating: E____S____U____N/A____.  

Consider: Were complaints from the Government resolved in a reasonable and cooperative manner?  Were telephone calls responded to promptly?  Were controversial issues resolved amicably?  Was the contractor reasonable and responsive the Government's needs?

5.  Contract Compliance with Technical Requirements.  

Rating:  E____S____U____N/A____.  

Consider:  Were all of the contract requirements met?  Were the objectives of the statement of work met?  Were problems resolved?  Will the delivered items or services be able to be used for the purpose intended?  If not useable, why not?  

6.  Key Personnel.  Rating:  E____S____U____N/A____.  

Consider:  Did the personnel have the knowledge and expertise necessary to perform the technical requirements?  Were changes in key personnel made? How often were they made?

7.  Recommendation:  Would you recommend award to this contractor for future contracts for like or similar requirements?  Yes___No___.   If no, please fully explain.

8.  Comments:  Please provide any additional comments that you would like to share with us:

Attachment 3, Exhibit 5

SMALL BUSINESS SUBCONTRACTING PARTICIPATION PLAN REPORT

1.  This report is due by the 15th of each month.

2.  An e-mail response is required for a negative report.

3.  This electronic report needs to be submitted as a Microsoft Excel Spreadsheet, to amsel-dsa-scp-cr@mail1.monmouth.army.mil.

1. Company Name: __________________________________

2.  ITES-2S Contract Number: __________________________________

3.  Date Submitted:  
3a.  Small Business Participation Report Period Start Date: __________________________________  
3b.  Small Business Participation Report Period End Date: __________________________________  

4a.  Total Obligated Dollars based on Current Total Contract Value: ______________________________

4b.  Total Obligated Percentage based on Current Total Contract Value: __________________________

5.  Obligated Dollar Value and percent of your participation as a Prime Contractor (Small Business prime contractors should also include their dollars/percent for their own small business participation below):
TOTAL

	TYPE
	PROPOSED GOAL

PERCENT
	ACTUAL GOAL

WHOLE DOLLARS / PERCENT

	Small Business Concerns 
	
	

	Large Business Concerns
	
	

	TOTAL
	100%
	100%


BREAKOUT

	TYPE
	PROPOSED GOAL

PERCENT
	ACTUAL GOAL

WHOLE DOLLARS / PERCENT

	For each Small Business concern, provide breakout:
	
	

	Small Disadvantaged Business
	
	

	Women Owned Small Business
	
	

	Historically Black Colleges and Universities / Minority Institutions (HBCU/MI)
	
	

	Historically Underutilized     Business Zone 
	
	

	Veteran Owned Small Business
	
	

	Service Disabled Veteran Owned Small Business
	
	


6. Detailed Explanations for percentages less than what was proposed:

7. Name of Individual Responsible for Administering Form: __________________________________
8. Email address of Individual Responsible for Administering Form: _______________________________
Attachment 3, Exhibit 6

 It e-mart Online Catalog Product Attributes (PA) Information Sheet

The PA report is due when adding, deleting, or modifying items (labor categories, descriptions, etc.) within it e-mart’s catalog. Use the following format guidelines for the PA report to insure items are displayed correctly: 

1. One item per row on the spreadsheet.

2. Unique item number per item.

3. Each item number must be consistent throughout the lifecycle of that item.

4. One worksheet per report.

5. All prices shall be listed as $0.00, which will default to “RFQ Required” on it e-mart. 

6. UNSPSC codes are required.  ECCMA format is preferred, but UCC is acceptable if vendors have previously standardized on that format.  UNSPSC codes in ECCMA format can be found at http://www.eccma.org/new/, and UCC format can be found at http://www.unspsc.org/.  

EXAMPLE:

Services


Software Maintenance/Support
81.11.22.00.00
8111220000


Maintenance/Support

81.11.22.01.00
8111220100


HW/SW Engineer


81.11.15.00.00    8111150000


Computer Programmer

81.11.16.00.00
8111160000


All Other Services

81.11.##.##.00
8111####00



# - Actual UNSPSC number required

Product Attributes (PA)

1.  This report is due when adding, deleting, or modifying items shown on in the catalog.

2.  This electronic report may be submitted by:

a. Emailed hyperlink where ASCP can download the file via html or excel spreadsheet (preferred method)

b. Microsoft Excel Spreadsheet, to amsel-dsa-scp-cr@mail1.monmouth.army.mil
	Excel

Column
	Column Name
	Format
	Comments

	A
	Contract Number
	Alphanumeric (21)
	Contract item is being listed on

	B
	Disposition
	Alphanumeric (1)
	Use one of the following letters to show what action you want to take against this item:

A = Add

D = Delete

M = Modify the existing item in the ASCP database

	C
	RFQ Required
	Alphanumeric (1)
	Leave blank if a customer may order this item without a RFQ. Enter Y if RFQ is required. 

	D
	Item Number
	Alphanumeric (39)
	Unique number for the item. For example, product #, manufacturer part #, contract line item. Must be Unique for each item.

	E
	UNSPSC
	Alphanumeric (14)
	Format is ##.##.##.##.##. Last two positions should be “00” except for Low End Servers(32-Bit) = 01 and High End Servers (64-Bit) = 02

	F
	Price
	Number(12,2)
	All prices with $0.00 will default to “RFQ Required”.

	G
	Manufacturer
	varchar2(40)
	N/A

	H
	Model
	varchar2(40)
	N/A

	I
	Warranty
	Varchar2(10)
	N/A

	J
	Specification sheet url
	Varchar2(2000)
	N/A

	K
	Photo url
	Varchar2(2000)
	N/A

	L
	Description
	Varchar2(2000)
	

	M
	related_to_item_1
	Varchar2(39)
	N/A

	N
	related_to_item_2
	Varchar2(39)
	N/A

	O
	related_to_item_3
	Varchar2(39)
	N/A

	P
	related_to_item_4
	Varchar2(39)
	N/A

	Q
	related_to_item_5
	Varchar2(39)
	N/A

	R
	Attribute 1
	Varchar2(2000)
	N/A

	S
	Attribute 2
	Varchar2(2000)
	N/A

	T
	Attribute 3
	Varchar2(2000)
	N/A

	U
	Attribute 4
	Varchar2(2000)
	N/A

	V
	Attribute 5
	Varchar2(2000)
	N/A

	W
	Attribute 6
	Varchar2(2000)
	N/A

	X
	Attribute 7
	Varchar2(2000)
	N/A

	Y
	Attribute 8
	Varchar2(2000)
	N/A

	Z
	Attribute 9
	Varchar2(2000)
	N/A

	AA
	Attribute 10
	Varchar2(2000)
	N/A

	AB
	Attribute 11
	Varchar2(2000)
	N/A

	AC
	Attribute 12
	Varchar2(2000)
	N/A

	AD
	Attribute 13
	Varchar2(2000)
	N/A

	AE
	Attribute 14
	Varchar2(2000)
	N/A

	AF
	Attribute 15
	Varchar2(2000)
	N/A


ATTACH 4 TO PROCEDURES
Attachment 4

Task Order Procedures

(a)  Definitions

“Fair Opportunity To Be Considered” means a process by which the Task Order Contracting Officer, after considering the circumstances of a given requirement, evaluates each contract holder’s ability to fulfill those requirements.

“Solutions Based Contract” means a contract encompassing the ability to obtain a complete solution under one contract vehicle from the analysis of hardware/software implementation to ongoing operation support of an IT solution.  This may include the acquisition of hardware, software, and other products, as well as, incidental construction as part of the total solution (See respective provisions in Section B and Section H).  In obtaining the IT solution, the portion of services and other products provided may vary to deliver the service/solution required.  

ITES-2S is a solutions based contract and the contractor’s will be required to provide IT solutions services through the issuance of Task Orders (TOs).  The IT solution services, including task and subtask areas, are indicated in Section C, Statement of Objectives.  Samples of “total solutions”, as required by ordering agencies, may encompass solutions including, but not limited to the following:

-A single task area, or involving functions from multiple task areas;

-Determination of the IT solutions required including providing specific technical details for implementation, and implementation of the solution;

-Acquisition, installation, fielding, training, operation, and life-cycle management of components and systems in the operational environments of US Army, DoD, and other Federal agencies.


-Providing hardware, software, incidental construction, or telecommunications products, in conjunction with all services needed to integrate a system, network, or other platform in order to meet a customer’s mission requirement;

“Ordering” terms are identified in Section G clause, “Ordering”.

(b)  Ordering Process

Authority.  The Task Order Contracting Officer (TO KO) will provide each contract holder with a fair opportunity to be considered for each Task Order.  Orders under this contract are subject to FAR subpart 16.505 (orders exceeding $2,500 and up to $100,000), supplemented with respect to orders on behalf of DoD for services exceeding $100,000, by DFARS 216.505-70.  

Each order for services exceeding $100,000 shall be placed on a competitive basis in accordance with DFARS 216.505 unless the TO KO waives the requirement on the basis of a written determination, using the justification and approval format in FAR 6.302-1.  This competition requirement applies to orders placed by non-DoD agencies on behalf of DoD.  Competition requirements are met only if the TO KO--

(1)  Provides a notice of intent to purchase to all contractors under the contract, including a description of work to be performed and the basis upon which the selection will be made; and


(2)  Affords all contractors responding to the notice a fair opportunity to submit an offer and to be fairly considered.

Waivers.   Waivers that can be considered, are:

(1)  the customer’s need for services is of such urgency that providing such opportunity would result in unacceptable delays;

(2)  only one contractor is capable of providing services required at the level of quality required because the services ordered are unique or highly specialized;

(3)  the order must be issued on a sole-source basis in the interest of economy and efficiency as a logical follow-on to an order already issued under the contract, provided that all awardees were given a fair opportunity to be considered for the original order;

(4)  it is necessary to place an order to satisfy a minimum guarantee; or

(5)  a statute expressly authorizes or requires that the purchase be made from a specified source (only applicable if services exceed $100,000).

(c)  Task Order Request (TOR)

The TO KO will issue a Task Order Request (TOR) to all contractors unless a waiver has been documented.  The TO KO should keep proposal submission requirements to a minimum.  The contractors will submit a proposal as indicated in the TOR.  Consider incorporating the following events or TO strategies in your TOR process, as applicable to your requirement:

(1)  Release a Draft TOR for question and answer session;

(2)  Conduct a site visit, due diligence session or TOR conference;

(3)  Evaluate on the basis of oral proposals;

(4)  Establish a web link to provide access to reference materials, or other appropriate task related 

Information; and


(5)  Include priced option years

A TOR will include the following:

(1) Include a TOR transmittal letter identifying:  TO strategy, contract type, proposal receipt date

 and time, estimated contract start date, period of performance, name of incumbent contractor, and any other related information that is not contained in the other documentation.

(2)  Either a Statement of Work (SOW), Performance Work Statement (PWS) or  Statement of

Objectives (SOO) (performance-based orders must be used to the maximum extent possible as required by FAR 37.102; Army requires justification for other than performance based)

(3)  Instructions for submission of proposals, selection criteria factors, and other information deemed

appropriate for the respective order.  The TO KO, in conjunction with the  requiring activity, may consider the following criteria (price or cost must be a factor in the selection criteria).  


Technical/Management Approach

-Understanding of the requirement

-Technical and management approach

-Staffing Plan (e.g., skill mix, personnel experience or qualifications and their personnel availability, performance location)

-Areas of expertise

-Past performance on prior task orders under this contract (e.g., approach, personnel, responsiveness, timeliness, quality, and cost control)  (Past Performance Information Management System (PPIMS) or Past Performance Information Retrieval System (PPIRS may be utilized, in lieu of requesting past performance information)

-Current distribution of workload

-Knowledge of the customer’s organization

-Teaming arrangements (including subcontracting)

-Security  (including clearance level)

-Performance-based approach

-Other specific criteria as applicable to the individual TO

Cost/Price

This part of the proposal will vary depending upon the contract type planned for the TO.  It should include detailed cost/price amounts of all resources required to accomplish the TO, (labor hours, rates, travel, etc.).  When competing for TO awards, the contractor is permitted to propose labor rates that are lower than those originally proposed and established in the Labor Rate Table, Section J, Attachment 1.  The contractor shall fully explain the basis for proposing lower rates.  The proposed, reduced labor rates will not be subject to audit, however, the rates will be reviewed to ensure the Government will not be placed at risk of nonperformance.  The reduced labor rates will apply only to the respective TO and will not change the fixed rates in Labor Rate Tables.  The level of detail required shall be primarily based on the contract type planned for use, as further discussed below.


-Fixed Price (FP) and Time and Materials (T&M).  The proposal shall identify labor categories in accordance with the Labor Rate Tables, and the number of hours required for performance of the task.  The proposal must identify and justify use of all non-labor cost elements.  It must also identify any GFE and/or GFI required for task performance.  If travel is specified in the TOR, air fare and/or local mileage, per diem rates by total days, number of trips and number of contractor employees traveling shall be included in the cost/price proposal.  Other information shall be provided as requested in the proposal request.

-Cost-Reimbursement.  Both “sanitized” and “unsanitized” cost/price proposals will be required for cost-reimbursement type task orders only.  “Unsanitized” cost proposals are complete cost proposals which include all required information.  “Sanitized” cost proposals shall exclude all company proprietary or sensitive data, but must include a breakdown of the total labor hours proposed and a breakout of the types and associated costs of all proposed ODCs.  Unless otherwise noted, unsanitized proposals will only be provided to the TO KO, while sanitized proposals will be provided to the requiring activity.  Cost/price proposals shall include, as a minimum, unless otherwise indicated in the proposal request, a complete Work Breakdown Structure (WBS), which coincides with the detailed technical approach; and provides proposed labor categories, hours, wage rates, direct/indirect rates, ODCs and fee.  Cost-reimbursement proposals shall be submitted in accordance with FAR 52.215-20 - Requirements for Cost or Pricing Data or Information Other Than Cost or Pricing Data.

(d)  Award

After evaluation of proposals in accordance with the selection criteria, negotiations may be held.  Otherwise, the Government will issue a TO (using an appropriate form DD1155) to the contractor whose proposal is most advantageous to the Government.  Notification of award shall be provided to the participating contractor’s, including, at minimum, the awardee and award amount.  In addition to any other data that may be called for in the contract, the following information shall be specified in each order as applicable:

(1)  Date of order;

(2)  Contract and order number (Note: Order numbering shall be in accordance with DFARS 204.7004  – Only the issuing office (ITEC4) is authorized to use the numbers 0001-9999).  Contractors placing orders pursuant to FAR 51 authorization may use their own order numbers in accordance with their standard ordering formats, as long as their order numbers are not duplicative of Government order numbers assigned in accordance with this paragraph;

(3)  Point of contact (name), commercial telephone and facsimile number, and e-mail address;

(4)  TO KO's commercial telephone number and e-mail address;

(5)  Description of the services and supplies to be provided, quantity, unit price and extended price, or estimated cost and/or fee/incentives;

(6)  Performance period, including any option periods, for services and delivery of supplies, if applicable;

(7)  Address of place of performance or delivery, if applicable;

(8)  Packaging, packing, and shipping instructions, if any;

(9)  Accounting and appropriation data and Contract Accounting Classification Reference Number (ACRN).  (DFAS requires an ACRN(s) on all orders.)

(10)  Specific instructions regarding how payments are to be assigned when an order contains multiple ACRNs, to permit the paying office to charge the accounting classification citations to the appropriate CLIN or SLIN.  If more than one accounting classification citation applies to a single ordered CLIN or SLIN, identify each assigned ACRN and the amount of associated funds using for the CLIN or SLIN;

(11)  Invoice and payment instructions to the extent not covered by the contract, as appropriate with the contract type of the order;

(12)  Any other pertinent information

(e)  Contract Distribution

Distribution of orders shall be made by the contract ordering offices, in accordance with FAR 4.2, Contract Distribution, DFARS 204.2, Contract Distribution and agency procedures.  
(f)  Debriefings

If requested, the TO KO shall afford a debriefing to the Contractor.  The debriefing procedures as described in FAR subpart 15.506 can used a guideline in developing the debriefing presentation, as applicable to the TO competition.
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Solicitation #__W91QUX-05-R-0004 . DD FORM 254

CONTROL OF COMPROMISING EMANATIONS (TEMPEST)

Provided by the Security Support Team
Deputy Chief of Staff for Intelligence (DCSINT)
(Updated 23 October 2003)

1. Reference:

a. DOD 5220.22-M. National Industrial Security Program Operating Manual,
January 1995.

b. Confidential Regulation AR 3§1-14, Technical Counterintelligence (TCI), 30
September 2002 (U).

2. In accordance with guidance referenced above, a TEMPEST Countermeasure Review
(TCR) will only be employed where a threat of exploitation exists. A TCR must be
performed by a Certified Tempest Technical Authority (CTTA) and be validated by
INSCOM TEMPEST elements prior to allocation of Army funds for TEMPEST
countermeasures.

3. When electronic equipment is used to process classified information. a completed DA
Form 7453 Facility Technical Threat Assessment (FTTA) Worksheet will be completed
IAW with Confidential Regulation AR 381-14, Technical Counterintelligence (TCI). 30
September 2002 (U) ouly if either of the following conditions applies

a. The contractor will use electronic equipment/facilities to process TOP
SECRET. SCIL. SAP, SIOP, Restricted Data information: or

b. The contractor does not maintain complete physical access control of the
facility, e.g.. the contractor is located in a suite.

4. Complete TEMPEST assessments will be protected at a minimum of “FOR
OFFICIAL USE ONLY™. A classification is warranted if classified threat information on
the facility is included or significant vulnerabilities are identified.
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Solicitation #_WOIQUX-05-R-0004, DD FORM 254

SAFEGUARDING “FOR OFFICIAL USE ONLY” (FOUO) INFORMATION

(Provided by the Deputy Chief of Staff for Intelligence (DCSINT))

1. The “FOR OFFICIAL USE ONLY" marking is assigned to information at the fime of
its creation in a DOD User Agency. It is not authorized as 2 substitute for a securty
classification marking but it is used on official Government Information that may be
withheld fron the public under exemptions 2 through 9 of the Freedom of Information
Act

2. Other non-security markings such as “Limited Official Use” and “Official Use Osly’
are used by non-DOD User Agencies for the same type of information and should be
safeguarded and handled in accordance with instructions received from such ageacies.

3. Use of the above markings does not mean that the information caznot be released to
the public, only that it must be reviewed by the Government prior fo ifs release, fo
determine whether a significant and legitimate Government purpose is served by
withholding the information portions of it

4. IDENTIFICATION MARKINGS:

a. An unclassified document containing FOUO information will be marked “For
Official Use Oaly” at the bottom ofthe front cover (if 2ny). on the first page, on each
‘page containing FOUO information, on the back page, and on the outside of the back
cover (i any). No portion marking will be show.

. Within a classified document, an individual page that contains FOUO and
classified information will be marked at the top and bottom with the highest security
classification appearing on the page. 1f an individual portion contains FOUO information
‘but o classified information, the portion will be marked FOUO.

<. Auy “FOR OFFICIAL USE ONLY information released to a contractor by a
DOD User Agency is required to be marked with the follorwing statement prior to
transfer:

‘THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY
'DISCLOSURE UNDER THE FOLA. EXEMPTIONS A%





[image: image6.png]d. Removal of the “FOR OFFICIAL USE ONLY” marking can only be
accomplished by the originator of othe competent authority. When “FOR OFFICIAL
‘USE ONLY” status is terminated. ail known holders will be nofified to the extent
possibe.

5. DISSEMINATION: Contractors may disseminate “FOR OFFICIAL USE ONLY”
information to their employees and subcontractors who have 2 need for the information in
connection with a classified conract

6. STORAGE: During working hours “FOR OFFICIAL USE ONLY information shall
be placed in an out-of-sight location ifthe work area is accessible fo persons who do not
have a need for the information. Dusing non-working houss, the information shall be
stored to preclude unauthorized access. Filing such material with other uaclassified
secords in unlocked files or desks is adequate when iaternal building secusity is provided
during non-working hovss. When such infemal security control fs not exercised, locked
‘buildings or rooms will provide adequate afer hous protection of the material can be
stored in locked receptacles such as file cabinets, desks or bookeases.

7. TRANSMISSION: “FOR OFFICIAL USE ONLY” information may be sent via first-
class mail or parcel post. Bulky shipments may be sent fourth-class mail

8. DISPOSITION: When 10 longer needed, FOUO information may be disposed of by
tearing each copy info pieces to prechude reconsiructing, and placing itin a trash
container or as directed by the User Agency.

9. UNAUTHORIZED DISCLOSURE: Usauthorized disclosure of “FOR OFFICIAL
‘USE ONLY" information does not constitute a security violation bu the releasing agency
should be informed of any unauthorized disclosure. The unauthorized disclosure of
FOUO nformation protected by the Privacy Act may result in criminal sanctions.
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Solicitation #_WOIQUX-05-R-0004, DD FORM 254

ADDITIONAL SECURITY GUIDELINES FOR COMSEC

(Provided by the Deputy Chief of Staff for Intelligence (DCSINT))

ADDITIONAL COMSEC GUIDELINES

Contractor Generated COMSEC Material: Any material generated by the
contractor (including, but not limited to: correspondence, drawings, models,
‘mockups, photographs, schematics, status programs and special inspection reports,
engineering notes, computations and training aids) wil be classified according to its
own content. Classification guidance will be taken from other elements of this
Contract Security Classification Specification, DD Form 254, Government furnished
equipment or data, or special instructions issued by the Contracting Officer, or
his/her duly appointed representative.

REQUREMENTS:

1. Contractor employees or cleared commercial carriers shall not carry classified
COMSEC material on commercial passenger aircraft anywhere in the world
‘without the approval of the procuring contracting officer.

2. No contractor generated COMSEC or government furnished material may be
provided to the Defense Technical Information Center (DTIC). Contractor
generated technical reports will bear the statement "Not Releasable to the Defense
Technical Information Center per DOD Directive 5100-38."

3. Classified paper COMSEC material may be destroyed by burning, pulping, or
pulverizing. When a method other than burning is used, all residue must be
reduced to pieces Smm or smaller in any dimension. When classified COMSEC
‘material other than paper is to be destroyed, specific guidance must be obtained
from the User Agency.

4. The following downgrading and Declassification notation applies to all classified
COMSEC information provided to and generated by the contractor:

DERIVED FROM: NSA/CSSM-123-2
DECLASSIFY ON: Source Marked "OADR" (if generated before 1 April
1995)
DATE OF SOURCE: (Date of document from which information is derived)





[image: image8.png]5. Al contractor personnel fo be granted access to classified COMSEC information
must be U.S. citizens granted FINAL clearance by the government prior to being
given access. Immigrant aliens, interim cleared personnel, o personnel holding a
contractor granted CONFIDENTIAL clearance are not eligible for access to
classified COMSEC information released or generated under this conract without
the express permission of the Director, NSA.

6. Unclassified COMSEC information released or generated under this contract
shall be restricted in its dissemination to personnel involved in the contract. Release
in open literature or exhibition of such information without the express written
permission of the Director, NSA, is strietly prohibited.

7. Recipients of COMSEC information under this contract may not release
information to subeontractors without permission of the User Agency

8. The requirements of DOD & S are applicable to this effort.

9. Additional notices to be affised to the cover and title or first page of contractor
generated COMSEC documents:

a. "COMSEC MATERIAL - ACCESS BY CONTRACTOR PERSONNEL
RESTRICTED TO U.S. CITIZENS HOLDING FINAL GOVERNMENT
CLEARANCE."

b. "THIS PUBLICATION OR INFORMATION IT CONTAINS MAY NOT
BE RELEASED TO FOREIGN NATIONALS WITHOUT PRIOR SPECIFIC
APPROVAL FROM THE DIRECTOR, NSA. ALL APPROVALS WILL
IDENTIFY THE SPECIFIC INFORMATION AND COPIES OF THIS
PUBLICATION AUTHORIZED FOR RELEASE TO SPECIFIC FOREIGN
HOLDERS. ALL REQUESTS FOR ADDITIONAL ISSUANCES MUST
RECEIVE PRIOR SPECIFIC APPROVAL FROM THE DIRECTOR, NSA."
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USARMY SCT ADDENDUM TO DD FORM 284, 7 June 2002

XXX (1) This contract requires access to Sensitive Compartmented Information
{SCT). The Commander, US Army Intelligence and Security Command (INSCOM),
acting on behalf of the DA Deputy Chief of Staff for Intelligence (DCSINT), as the
Cognizant Security Authority (CSA) for the US Army, has exclusive securiy
responsibility for all SCI released to the contractor or developed under the contract
and held within the Contractor’s SCI Facility (SCIE) or Co-utlization Agreement
(CUA) SCIF. The Defense Intelligence Agency (DL3) has security inspection
responsiblity for SCI and the Defense Security Service (DSS) retains responsibility
for all collateral information released or developed under the contract and held
‘within the DOD Contractors SCIF. The manuals, regulations and directives
checked below provide the necessary guidance for physical, personnel and
information security for safeguarding SCL, and are part of the security classification
specification for this contract
X DeD-5105.21 M1, SCT Security Manual, Adums
‘XS5 DeD T5-£108.21.31.2, SCI Manu, COVINT Piey
 DoD TS 105.21M3, TK Poley
" DCID 63, Precting Sensitive Compartmented Tnformation it Information Systems
" DCID 1721, Physical Security Standards for Construction of SCIFs
' DIAM 804, DaD Intelligence Informaion System
 DIAM 50.34, Securicy for Using Communication: Equipment in 2 SCIF
AR 38019, aformation System Securiey
380.25, DA Special Securicy System

AR 380.381, Special Access Program: (SAPS)
'IEX vy Handbook for SCT Contracts

Otber:

Iz

XXX () Contractor etimated completion date.
“ontract normally provides the Period of erformance. Option year: are ot to be ncluded as an
option s o valid untl exercized b the goverament),

(3) The name, telephone number, ¢ ess and mailing address of the
Contract Monitor (CM) for the SCI portion of this contract is: (Additionally
identify the Security POC & phone number and e-mail address at the

XX (4) All DD Form 254s prepared for subcontracts involving aceess to SCI
under this prime contract must be forwarded to the CM for approval and then to
HQ INSCOM, ACoFs Security, G-2, Contractor Support Element (CSE) for review
and concurrence prior to award of the subcontract.




[image: image10.png]XXX (5) The contractor will submit the written request for SCI visit certifications
through the CM for approval of the visit. The cerification request must arrive at
the appropriate Contract Support Element at least ten (10) working days prior to

the visit.

XXX (6) The contractor will not reproduce any SCI related material without prior
ritten permission of the CM.

(7 Security Classi
umder separate cover.

cation Guides or extracts are attached or will be provided

(8) Electronic processing of SCI requires accreditation of the equipment in
‘accordance with DCID 6/3, DIAM 504 and AR 350-19 (NOTE: Check only if item
11L indicates that a requirement exists for SCI AIS processing).

(9) This contract requires a contractor SCIE.

XX 00 Thie mnna;; requires ___(ST) (TK)___(G) HCS Accesses
{add others as required).

(11) The contractor will perform SCI work under this contract at the
Tollowing location:





