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I. Introduction


Over the last few decades, the world has witnessed a global revolution, unleashed by technological innovations and catalyzed by market forces.  Yet even as technology has made the world more efficient, it has also made the world vulnerable to the threats posed by malicious actors.  These actors have perpetrated innumerable crimes and the government struggles to combat these modern criminals.  One threat stands out as particularly frightening: identity theft.  The ability of a criminal to completely co-opt the identity of another person strikes at the very core of individuality.  No longer can the victim be assured that his place in the world is singular and unique, dependent on his actions alone; rather, he is subject to sudden and dramatic changes, all at the behest of an actor who he – in all likelihood – does not even know.  Noting the progressing trends of identify theft crimes in the last few years, Congress has begun to combat ID theft, hoping to drive it to extinction.  Yet the progress so far is discouraging.  Modern statutes suffer the weakness of inadequacy, often relying upon traditional methods to engage a new and fundamentally different form of crime.  The same problem afflicts most of the legislative proposals currently under Congressional consideration.  And to make matters even worse, the few proposed bills that might be effective face a likely death at the hands of a Republican dominated Congress.  Ultimately, Congress lacks the innovation and understanding to combat identity theft, leading to incoherent policies that do little to curb this new epidemic.

II. A Short History

Before 
identify theft laws were passed, Congress could only rely on fraud statutes to prosecute identity thieves.  Before 1998, government officials interested in prosecuting under federal jurisdiction relied heavily on United States Code, Section 1028 of Title 18, which explicitly dealt with “Fraud and related activity in connection with identification documents and information.”
  If individuals used false documents to commit identity theft then they could be charged under this federal statute.  The weakness of Title 18, however, was its complete emphasis on fraudulent documentation.  As Barry Finkelstein writes, “Previously, under 18 U.S.C. [section] 1028, only the production or possession of false identification documents was prohibited.  Now because of the rapid expansion of information technology, criminals may not require actual documents to assume an identity.”
  With the surge in internet use and with the growing reliance on personal identifying information such as social security and credit card numbers, the use of forged documentation declined and criminals shifted away from traditional fraud tactics.  Police, in contrast, did not make a similar shift, lacking a clear, codified conception of fraud in its derivative forms.  Before 1998, “There [was] no one universally accepted definition of identity fraud,” a fact which complicated both the enforcement and prosecution of this new crime.
  Preliminary attempts to shoehorn the problem into Title 18 proved cumbersome at best and burdened the government with new legal wrangles.

By 1998, the state of legislation had changed dramatically.  The General Accounting Office (GAO) had compiled a report, Identity Fraud: Information on Prevalence, Cost, and Internet Impact is Limited, which included information from a variety of public and private sources.  Overall, the report “documented the increasing rise of identity fraud in the United States, as well as the severe financial impact upon the victims of the crime and the national economy.”
  Moreover, it functioned as a catalyst for identity theft legislation, catapulting Senator Jon Kyl’s 1997 identity theft bill to the forefront of the Congressional agenda and assisting greatly in its passage in the House and Senate.
  Thus did Kyl’s Identity Theft and Assumption Deterrence Act of 1998 become the first piece of substantive law dealing specifically with identity theft.  In particular, it amended the United States Code to include identity theft as a unique crime:

Whomever… knowingly transfers or uses, without lawful authority, a means of identification of another person with the intent to commit, or to aid or abet, any unlawful activity that constitutes a violation of Federal law, or that constitutes a felony under any applicable State or local law… shall be punished.

The definition of the crime created a broad-based solution to the problem, electing to widen rather than narrow the scope of crimes that fell under this new statute.  Yet the Act touched on more than definitions.  It set down certain punishments for identity theft depending on the context of the crime.  It also helped to shift the focus of a ‘victim’ from defrauded corporations to the individuals whose credit and history were ruined by identity thieves.  Perhaps this act’s most interesting innovation was the creation of an infrastructure to combat identity theft.  This not only initiated a consumer education campaign and a hotline for victims to contact the Federal Trade Commission (FTC), it also led to the construction of a complaint database to help the government monitor identity theft cases.
  


However, Kyl’s legislation suffered from a variety of shortcomings, many of which afflict today’s legislative proposals.  First, it offered no practical means of enforcement for countering identity theft.  For the most part, the legislation was retributive, geared towards prosecuting and punishing criminals.  Yet whether or not state and federal law enforcement had the capacity to combat identity theft was not adequately addressed and was simply shunted away as a secondary concern.  Second, the legislation placed few burdens on businesses.  Although the corporate sector’s insecure data handling procedures often facilitate identity theft, the statute placed no new obligations on private businesses dealing with personal identifying information.  Without active attempts by corporations to make their procedures more secure, the government cannot effectively prevent identity theft; it can only attack identity theft after the crime has been committed.  Finally, the legislation failed to touch on the more tumultuous frontiers of identity theft: the internet.  Whereas computers and technology have helped thieves gain an extra edge, the government attacked the problem from a traditional point of view.  As the forefather of identity theft legislation, The Identity Theft and Assumption Deterrence Act set the stage for forthcoming proposals.  Yet it also symbolized many of the problems that would afflict future legislative initiatives.

III. Enforcement: Where Are the Tools?

Understandably, Congress still relies on law enforcement to undercut identity theft.  The traditional legal system coupled with the prosecution of criminals forms the foundation of the Congressional response.  Indeed, the effective use of law enforcement cannot be overstated in the context of this new crime.  Police fulfill the crucial tasks of investigating complaints of identity theft, marshaling and coordinating resources in their efforts to undercut identity thieves.  In this sense, law enforcement organizations require the authority to conduct investigations and prosecute the offender.  However, Congress cannot simply assume that – given legislated powers – law enforcement will automatically finish the job on its own.  Indeed, Congress must work hard to establish new guidelines for the prosecution and investigation of identity theft crimes, many of which are simply not thoroughly investigated.  Thus far, Congress’ general response to reinforcement has been to extend the powers of select federal institutions while simultaneously integrating the efforts of various federal bodies.  As noted above, Senator Kyl’s act created an FTC framework for fighting ID theft.  Collins and Green’s Internet False Identification Prevention Act followed directly in line with Kyl’s bill in its creation of a Coordination Committee on False Identification:

In general – The Attorney General and the Secretary of the Treasury shall establish a coordinating committee to ensure, through existing interagency task forces or other means, that the creation and distribution of false identification documents is vigorously investigated and prosecuted.

In this context, Congress prefers to offer more powers and dictate instructions to federal, regulatory bodies.  It then places the burden of designing a comprehensive national program on these same bodies.  

Yet simply allocating more power to federal bodies is insufficient to guarantee proper law enforcement of identity theft crimes.  Unless guidelines are introduced that teach police the proper methods of dealing with ID theft, no effective enforcement will take place.  In fact, current evidence indicates that law enforcement is woefully unprepared for battling identity thieves.  In 2000, Beth Givens of the Privacy Rights Clearinghouse gave a summation of law enforcement effectiveness:
Three-fourths (76%) of the respondents to the PRC/CALPIRG identity theft survey reported that the police whom they contacted were unhelpful. Detectives were assigned to their cases less than half of the time. And one-fourth of the victims were not able to obtain a police report.

She ended by proposing the adoption of pilot programs, such as the Los Angeles Sheriff Department’s police unit dedicated solely to fighting identity theft.  While these were some innovative solutions, little progress has been made over the last three years.  According to the Identity Theft Resource Center, “The average arrest rate (according to law enforcement) is under 5% of all reported cases by victims.”
  Statistically, law enforcement and police have been weak and ineffective in this area.
The reasons for such poor law enforcement in every state are somewhat varied, although some trends stand out as more prominent than others.  California, one of the states most afflicted with identity theft, has played host to a variety of anti-ID theft initiatives yet still suffers problems endemic of law enforcement in general.  In a survey conducted by the California’s Public Interest Research Group, police officers themselves felt that enforcement suffered from a multitude of problems.  A primary issue was coordination.  Only approximately 13% of them felt that they had proper state and federal coordination, stating that even the FTC’s identity theft database had “glaring holes” in its accumulation of data.
  Requests for a more complete and accurate database were high on the list of officer demands.  Moreover, officers pointed to a lack of a clear procedure to determine jurisdiction of identity theft cases.  For officers, it was “important that all law enforcement operate with the same set of rules.”
  Yet those tools were never provided by legislative authorities, making standardization nearly non-existent.  A slew of other problems were also noted although these were the most important problems according to law enforcement.  Ultimately, police “lack the time, resources, and training to complete extensive investigations required to track down perpetrators of identity theft,” and their job is made much more difficult by Congress’ unwillingness to broker effective guidelines.
  To this date, Congress has still not effectively taken the battle against identity theft to the state and local level.  
As the evidence indicates, Congress’ manifest failure is its lack of regulations specifying local and federal cooperation on identity theft problems.  While Congress certainly cannot impede on the rights granted unto states via federalism, it could lay out guidelines more clearly codifying proper procedures while encouraging states to adopt them.  Thus far, Congress has done neither, opting to enhance the powers granted to federal bodies (like the FTC) that might not even assist law enforcement in the execution of their tasks. 
IV. Responsibility: An “Unburdened” Corporate Sector

As noted above, Congress once viewed the true victim of identity theft to be the corporations defrauded and not the individuals whose credit was damaged through the actions of ID thieves.  That perception made Congress highly unwilling to put more obligations and responsibilities onto corporations which were already fielding great losses at the hands of defrauders.  Moreover, Congress’ continual dominance by the Republicans over the last decade has lent it a conservative bent, reflecting tendencies towards neo-liberalism and away from governmental regulation.  For their part, most corporations appear willing to risk monetary loss in order to stave off government regulation.
However, it is imperative that corporations are involved in the battle against identity theft.  Too often, individuals do not know when thieves are using their identities.  In fact, according to a report released by the FTC, on average, victims do not know that identity theft has been committed against them until about 12 months after the first event has occurred.
  In this vein, both consumers and corporations are defrauded with the individual often suffering horrendous damage to his credit and with corporations fielding great losses as they are unable to gain compensation.  The problem with the system is clear; there is a fundamental lack of coordination between consumers and businesses.  Often times, when a criminal acquires enough information about a victim to defraud a corporation, the corporation has insufficient safety checks to ensure that the purchaser of a service or product is actually legitimate.  As Linda Foley of the Identity Theft Resource Center writes, “Consumers are not the reason that identity theft exists today any more than building homes is the cause of home robberies. This crime begins in the business community and that is where the next battle must be fought.”
  For example, with a few pieces of personal identifying information, thieves can easily convince credit card companies to authorize shipments to addresses different from the legitimate holder of an identity.  Subsequently, they can call in orders or use the internet to make purchases.  These tactics could be made much more difficult to implement, but only if corporations both enhance their coordination with consumers and grow more stringent in searching out discrepancies in information sent to them by potential defrauders.  Thus, corporate involvement is not only a way to quickly detect identity theft after it has occurred, it can also be used as a preventative measure.

Unfortunately, Congress has proven either unwilling or politically unable to institute measures that would bring corporations closer into the coordinative framework.  Current statutes universally lack strong measures forcing corporations to comply with new responsibilities.  If anything, the government seems worried about applying new obligations.  For example, the Internet False Identification Act fails to place any new coordinative responsibilities on internet services yet explicitly states that punishments for transferring false identification “shall not apply to an interactive computer service used by another person to produce or transfer a document making implement.”
  The emphasis is clearly on removing not adding burdens.  And if burdens must be added, then the articulation of corporate obligations is often up to the businesses involved.  Republican Rodney Frelinghuysen’s proposal, the Online Privacy Protection Act, suggests that under Safe Harbor guidelines, corporations could create a coordinative framework which would then be evaluated by the FTC.  Although this solution appears to be workable, it is hardly optimal, for corporations could trade off security for convenience.  In fact, the act explicitly states that the guidelines would be “issued by representatives of the marketing or online industries.”
  Likely, those representatives will have an incentive to make minimally intrusive guidelines, thus rendering the entire solution useless.

It is a telling fact that the Republican Congress has continually rejected legislation which would place new responsibilities on corporations.  Before its untimely death, Dianne Feinstein’s highly touted Identity Theft Prevention Act included numerous provisions requiring corporations to play a more active role: “Credit issuers, credit reporting agencies, and other organizations with access to sensitive personal data have an obligation to handle such information responsibly, and should take affirmative steps to prevent identity criminals from intercepting such information.”
  A few brief examples from this proposed legislation suffice.  First, Feinstein’s bill required credit card issuers to confirm changes of address and issuance of new cards with the holders of the current cards, preventing thieves from simply acquiring new credit cards without the victim’s knowledge.  Second, it allowed consumers to place fraud alerts on their credit files, barring issuance of credit unless proper pre-authorization procedures – set down by the consumer – were fulfilled.  Third, the bill required companies to dispense information to consumers.  A consumer reporting agency would be required to issue a free annual report whereas companies that gathered information about consumers would be similarly required to give a copy of the data collected to the consumer upon the consumer’s request.  Lastly, the bill placed obligations on companies to investigate discrepancies in personal identifying information to root out identity thieves.  Ultimately, Congress rejected Feinstein’s proposed bill, letting it die in committee.  Undoubtedly, this decision reflected a Republican Congressional disdain for the regulation of businesses.
Congress will eventually have to impose certain obligations onto corporations if it truly wants to undercut identity theft.  Without sufficient coordination between the differing victims, it becomes nearly impossible to determine who has been harmed, when the harm has occurred, and how much harm has been inflicted.  The current morass of weak regulation and corporate procedure proves useful for ID thieves.  The inconvenience of the current structure often limits the motivation for an individual to be cautious with his identity.  Forcing some of the responsibility onto corporations would not only help people become more aware of their credit status, it would make it much more difficult for identity thieves to commit their crimes.  Yet for now, Congressional resistance to these initiatives only perpetuates a vulnerable system.


V. Technological Solutions: Or the Lack Thereof

Unfortunately for Congress, identity theft is not simply a problem of the physical world, observable via paper trails and hard evidence.  Rather, this new form of crime has done an excellent job of migrating to the internet.  Simply put, the internet’s digital nature coupled with its constant flow of information makes it a huge reaping ground for information thieves to steal the identities of unsuspecting or unknowing victims.  Obviously, Congress cannot legislate against certain theft tactics such as ‘spoofing’ and ‘phishing’ since they are simply exploits of the network.  However, there are areas of online corporate weakness that could be better protected.  Congress has been quick to recognize these problems yet slow in implementing measures dealing directly with this new technological transition.  For example, online companies routinely perform data-mining on web users and often are willing to sell databases loaded with user information to other companies.  The aggregation of such sensitive information and its subsequent distribution remind consumers of one valuable lesson: once information has left the hands of the consumer then the security of that information can never be assured.  For example, the Whois database, an online database that holds personal information about Internet domain name holders, has been accused of facilitating identity theft by providing too much information in the name of convenience.
  Databases such as these are threats to consumers.  Naturally, non-internet companies also perform data-mining but the ease with which information can be collected via the internet makes it a special case.  In addition, the internet is a faceless network, facilitating identity thieves by negating one-on-one contact.  FTC attorney Helen Foster states that “We think that perpetrators who would hesitate to show up to a bank or apply for a credit card in person would find it much easier to do over the Internet…  Applying for credit over the Internet is a faceless thing to do.”


Not surprisingly, Congress’ identity theft legislation is more notable for what it does not say than for what it does.  Ultimately, responses from both Representatives and Senators indicate a poor understanding of how newer technologies – like the internet – function and thus they choose not to pass statutes that deal explicitly with the problem.  Ironically, the Internet False Identification Prevention Act only mentions the internet and computers as a medium for disseminating false identification.  This act has simply made explicit what was already practiced in law.  It provides for no real preventative or substantive measures that engage the peculiarities of the internet itself.  Other identity theft legislation avoids the internet entirely.  The two key Democratic proposals, stemming from Feinstein’s Identity Theft Prevention Act and Cantwell’s Identity Theft Victim’s Assistance Act fail to mention the internet despite the prominent role it plays in facilitating identity thieves.  
Even when Congress sets regulations for the internet, it only submits the most ambiguous and simplistic of solutions.  Frelinghuysen’s current proposal, the Online Privacy Protection Act, is indicative of this trend.  It goes further than previous statutes and requires web sites to post their privacy policy along with information detailing how the web sites take down user information as well as how that information will be used.  Theoretically, this could help protect against identity theft by giving users the chance to decline accessing web sites which may use user information in objectionable ways.  However, Frelinghuysen’s legislation hits a major stumbling block when it demands that the site’s privacy policy be displayed in a “clear and conspicuous manner.”
  Such a criterion is exceedingly vague.  Similarly, his second proposal is equally ambiguous: “[web sites must] provide a meaningful and simple online process for individuals to consent to or limit the disclosure of personal information for purposes unrelated to those for which such information was obtained or described in the notice under clause.”
  Whether or not all individuals find this process meaningful and simple will be open to debate should this bill ever be passed and no doubt the lack of specificity will lead to more legal wrangling.  Instead of offering clear-cut criteria by which web sites can abide, Frelinghuysen has simply destroyed any incentive for web sites to be clear.  Without clear guidelines, the web sites will simply take it upon themselves to interpret the legislation, thereby undercutting a golden opportunity for a standardization of the process.
Congress’ elementary understanding of technology – particularly the internet – prevents them from effectively legislating against identity theft in the context of cyber security.  As in law enforcement, the best that Congress can do is to make broad, over-arching statutes that only loosely address the problem.  Yet unless it enhances its own understanding and its legislation, the internet will continue to be ample hunting grounds for identity thieves.
VI. Conclusion


Despite some good intentions, Congress’ response to identity theft has left large holes in the nation’s defenses against ID thieves.  The piece-meal advancement of legislative proposals has been slow and hard-going with many of the more important and innovative proposals cut down due to their aggressive nature.  Primarily, the lack of appropriate and permanent law enforcement capacity makes it far more difficult for both federal bodies and local forces to combat identity thieves, many of whom are not even investigated.  Congress’ traditionalist attitudes and habit of building ad-hoc coordinative structures prevents the effective pursuit and prosecution of these criminals.  Rather, Congress should focus on creating systems of coordination and stronger federal supplements for local police – such as an enhanced FTC database which aggregates information from other databases scattered nationwide.  These are some initial steps Congress could take.  Secondly, Congress has shown great reluctance in burdening the corporate sector with new obligations.  Unfortunately, it is the private sector which holds the key to preventing ID theft.  Credit card issuers should be made to confirm with legitimate card holders any changes of addresses or requests for new cards.  Credit reporting agencies should offer consumers free opportunities to evaluate their credit status – like free annual credit reports.  This would motivate people to seek out discrepancies in their credit history and detect events of identity theft.  And most importantly, corporations should actively seek out and investigate discrepancies in their consumer records.  These examples are but three of the possible roles that corporations could play in preventing identity theft from occurring.  Finally, Congress has been completely inadequate in bringing legislation to the technological front.  A fundamental lack of understanding has led both the House and Senate to pass broad, spanning statutes that lack the specificity to address technologically advanced problems.  A modern era requires modern solutions and Congress should pass more concrete steps for internet sites to take in order to protect privacy.  Ambiguous terminology helps no one.

As of yet, the future of identity theft legislation is unclear.  Although the task at hand is immense and although the structures of government are prohibitive of change, Congress must accept these challenges.  With technology, digitization, and ever growing emphasis on computer convenience, the world is a far different place now than it was in the not-so-distant past.  For better or for worse, it will be up to Congress to meet the demands of this new era.
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