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1. Introduction

Over the past year, as the number of Internet user has been tremendously getting increase, various business and technologies based on the Internet were developed. Above all, the e-commerce is the biggest market in these days but the concern of privacy protection is getting influential. For example, when a customer intends to purchase an item from the service provider on the Internet, his information, such as IP address, browsed items, date of visit and the number of page view, are stored in the company's server side. The service provider automatically collects customers' information to analyze and learn their purchasing pattern and inclination for the personalized advertisement and maintaining the customer relationship. However, the user who accesses sensitive web sites or wants to remain hidden on the network is dissatisfied with these kinds of personalized services. Moreover, it is possible that if companies deal illegally their customer information with other companies without any permissions or the customer information leak out of companies accidentally occurred, the privacy would be infringed and broken. We believe that the privacy protection features provide business advantages to the service provider. If two service providers sell the same digital contents with the same price while one of them provides privacy protection and the other does not, the former is definitely more attractive to customers. To provide useful privacy protection, many academic system protocols and applications have been introduced so far, but there are still many restrictions to implement them in practical.
In [8], Bao and Deng introduced the customer is able to pay for his desired content on the Internet but also his purchasing information is hidden from the service provider. However, it is difficult to get the necessary sales information for service provider’s business activities. In [4][12], these approaches generate the pseudonyms for customers and employ the TTP between the customer and the service provider. The service provider is able to get the necessary information related with its customers, but the customer must trust the TTP.  In [11], Otsuka and Onozawa proposed the system that also employs TTP consisting of the broker and the deliverer. The broker negotiates with the service provider as a purchasing agent for customer. The deliverer has the customer’s identifier to deliver items. However, if both broker and deliverer are colluded together, the customer privacy would be broken. 

In this paper, we categorized the customer’s personal information into the payment information and user-profile information. The payment information that includes the credit card number or banking account is usually used to authorize the customer for payment and this information is only opened to the payment server. The user profile information contains the user-untraceable data, such as customer’s age, gender or habit, and is used in the service provider to obtain necessary data for its business activities. Our protocol prevents the service provider finds out which customer have bought what kind of contents to protect customer’s privacy by providing unlinkability between the payment and user-profile information. Besides, we do not employ any kind of anonymous payment system causing more computation complexities and overheads to the network, and our approach can be easily applied into the current implemented payment mechanisms. While customer’s privacy is being protected, customers are required to reveal their identities to pay for desired contents and the service provider is able to get the necessary information for its marketing activities. To achieve described above, we design the RSA blind signature-based system architecture that protects the customer privacy for the digital content transaction.
2. Assumption

Our proposed system consists of three components: Customer, Service provider(SP) and Payment server(PS). The customer purchases digital contents from the SP on the Internet, and has to pay for desired contents validly with revealing their information required at the payment process. SP provides digital contents to the customer and this participant should have user profile information for its marketing activities. However, the SP is not permitted to get customers’ identities. Thus, it has to be difficult for SPs to trace a customer who bought a certain digital item. The PS is an entity performing the payment process for the customer.
  In real world, the PS could be a credit-card company, a bank or a payment gateway. In our approach, the PS cannot know about the customer’s purchasing information, such as what he bought or which content he expects to buy. Simply, the PS only deals with the payment information received from a customer and there is no way for PS to know which customer intends to purchase what kinds of contents. The PS does not reject the SP’s request to transfer money after finishing the transaction of the customer. In addition, we assume that the anonymity network employed in our approach is vulnerable to eavesdropping. However, it is robust against the traffic analysis attack.

 Our approach uses the proper data encryption, in the sense that if it is not encrypted adequately, it could be possible for attackers to snatch or steal the content transferring on the Internet and enjoy it illegitimately. We also consider that the customer may cheat the SP. For example, a wicked customer may download contents without paying fairy or with paying less than the content price.  We also assume that the TTP is not be employed in our system. In other words, all participants do not trust each other and the customer information is dispersed and decentralized over the system. 

3. Background
3.1 Anonymity Communication Network

During the past years, several kinds of anonymous-preserving network systems have been proposed and these can be classified into multi-proxy based and single-proxy based system. The multi-proxy based anonymous systems, such as Crowds, Onion-routing and HORDES, employ a number of network nodes between user and web server. In these systems, the user connection anonymity is protected by the cooperation of each node on the network. In the single-proxy based system, such as Anonymizer and LPWA, the connection anonymity is offered by the single proxy server; however, the user must trust this single proxy and all connection information are not anonymous to the proxy anymore. We will briefly explain functions and structures of these systems in this section.

A. Single-proxy based system

Anonymizer[5][6] is essentially a single server with web proxy that filters out the identifying header and source address from the web browsers’ HTTP requests. The web server only sees the identity of Anonymizer server instead of seeing the user’s true identity, and the LPWA[1] enable users to browse web sites using aliases that are secure, consistent and pseudonymous. Each alias presents a different persona, such as user name, password and e-mail address to each web site. 

B. Multi-proxy based system

Crowds[2][3] is a network infrastructure with multiple nodes and based on the idea that people can be anonymous when they blend into a crowd. This is operated by grouping users into a geographically diverse group. A user is represented in the Crowds by a process on local program called a “Jondo”. If any Jondo receives the request, it has to randomly decide whether to submit the request or to forward it to another Jondo again. The important feature of Crowds is that the request is sent in the same form along the path, so the each Jondo cannot tell whether its predecessor initiated the request or is just forwarding it from another Jondo. All communication between Jondos is encrypted by a shared key, thus the Crowds protects against the eavesdroppers and message attack. 

Onion Routing[9][10][3] provides anonymous connections using different layers of encryption. It operates dynamically the connection building within a network of real time Mix-network. It is hard to track packets because they can be dropt out and initiated at any node. When using the Onion routing, senders choose a sequence of routing nodes and open connections by sending layered encrypted data called “onion” to the first of them. Each onion router along the routes uses its public key to decrypt one layer of encryption, pads the embedded onion to maintain a fixed data size, and forwards the encrypted remainder of onion to the next node, but the data looks different to each router because of the layered public-key cryptography. However, if the first node connected with the initiator directly and the last node connected with the receiver corporate together, they are able to determine the source and recipient of communication. 

HORDES[7] employs multiple proxies similar to those used in the Crowds system to anonymously routes packets, but it uses the multicasting network to anonymously route the reply to the initiator. In forwarding message step, the initiator sends his messages to the responder through randomly selected Jonods similar to those of the Crowds system. The message forwarded by the sender, however, has the multicast group address of the HORDES network to receive a responder’s data. After a number of hops through the horde member, the last Jondo forwards the message to the responder. Then, the reply is sent to the multicast group. Against the malicious collaborators who communicate with each other to discover the information about the initiator, the HORDES provides the same sender anonymity compared with the Crowds and Onion-routing, but the collaborator attack could be possible only at the forward path but not the reverse path.

3.2 Anonymous channel system assumptions

Our approach uses the anonymity network system between the customer and the SP. 

This network is used to protect the user’s connection anonymity while the latent customer is browsing and receiving digital contents. In this section, we will describe the proper requirements of anonymity network that is suitable for our system protocol.

- Multi-proxy based system to avoid the information centralization

The anonymity network in our system is a multi-proxy based system, hence, the user does not need to trust a single third party for maintaining anonymity, and since requests of the user are destined for the web server through multiple proxies, it is more effective for providing connection anonymity. Moreover, it must be difficult to recognize who have initiated the request even if some of proxies are colluded. 

- Provide average level of data encryption or does not need

The digital content is encrypted with a symmetric encryption algorithm before delivering to the customer. If each proxy in the anonymous channel provides average data encryption, the degree of security in our system would be increased, but the function of data encryption at each proxy is not compulsorily required in order to avoid network overhead.

- Recovery the packet loss while transferring contents

While the SP and the customer are communicating together, the anonymity system must guarantee the content delivery without the loss. If the content is lost on the anonymity network, the system can provide the recovery method.

- User overhead should be low as much as possible.

To design the effective and practical system, the anonymity network does not cause much overhead for the network performance and efficiency.

4. System Requirements

We consider that the protocol is operated under the Public-key certification infrastructure. Every participated entities have their own public key from the Certificate Authorization(CA). As we described in previous section, the customer uses the anonymity network to be hide his information, such as IP addresses, cookies, in the browsing step, because if the anonymity network does not used in the browsing step, the SP is able to know who have accessed and analyze the accessing patterns from staying time in his site.  

- Decentralization of customer information
The user identities and his profile information should be managed in the PS and SP repeatedly. If the single system component manages and stores all information about customers, the information exposure could be more fatal than it could be at the system that disperses its customer information over participated components. Besides, customers are required to trust a single system component for being anonymous. Thus, our proposed system should scatter and decentralize customer information. 
- Providing customer identities for the payment

For applying the current payment technology and designing the system more practically, the protocol should not use the anonymous payment system. Consequently, to pay for desired digital contents, the customer needs to open his payment information but not any information related with desired contents. 

- Controlling the profile information exposure

The customer should provide his profile information selectively. That is, the customer needs to determine his preferences to be revealed to control his privacy from the SP, and our proposed system needs to ensure that the providing user preferences must depend on the customer’s willingness. 

- Unlinkability between customer identities and their profiles

Any entities except the customer itself cannot link the customer identifying information to his profile information. Even if the SP and the PS collude and share their information mutually, it must be difficult to find any relation between identities and profiles.

5. Our Proposed Protocol
In this section we describe our proposed system protocol, and how the unlinkability of customers’ identities and their transactions are provided. Overall protocol is consist of three phases: Setup, Purchasing and Delivery. We will use the following notations to describe the protocol.

	 Symbol
	Description
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	Content’s sample information. 
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	user Payment Information containing identification, Credit card number or account information etc.
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	Content’s price information
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	SP’s Identification
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	Symmetric encryption/decryption algorithms 
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	Blinding function by entity X. It accepts a public key K, a message M and secret random number r, and generates a blinded output.
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	Unblinding function by entity X. It accepts a secret random number r and a message M, and generates a unblined output
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	full digital contents
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5.1  Setup  protocol

CI creation: Before a transaction with customers, the SP creates the content’s sample information (CI). That can be a movie trailer, a part of song or any kind of attractable information. Note that the SP creates many CIs that introduce the same digital content, thus, each CI has its own identification (CID) to be used when the SP sends a full content to the customer at the delivery phase. After the SP creates CI with CID, the SP stores CID into the database. 

REFinQ Creation: The SP also creates the REFinQ that is a questionnaire of kind and required for the SP to understand customers’ preferences. To do this, the SP makes questions asking the user-untraceable information, for example, it may ask about age, gender, favorites, motive of buying and so on. 

Step.1  The SP carries out the following: generation of the signature for its own ID (SID) and price of ith digital content’ (Pi) with private key. After that, generate the bundle
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                           . Any latent customers can download this bundle without charge via an open network or an anonymous communication network. This bundle is only one-time downloaded in order to avoid the content re-delivery. 

Step.2  After downloading the bundle, the SP stores CIDi into the database because even though the digital content is not purchased yet, those information of stored CIDs could be a good statistical data for analyzing and auditing digital contents.

5.2  Purchasing protocol

Step.3  The latent customer who downloaded a bundle and decided to purchase makes out the REFinQ and we call it as REFanS after answering. To answer REFinQ is not a mandatory in our system. This step is totally depended on the customer’s intention. In other words, the customer does not need to make a REFanS or he can select any questions he just wants to answer. 
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Step.4  The customer generates his payment information(PAYINFO) to pay for desired content. The PAYINFO, in this protocol, is a credit card number, banking account, or any other information to be used for the payment process. We consider that the PAYINFO can be used as user identification and is only opened to the PS. To get a PS’s blind signature, the customer creates a random secret integer r, and computes                             

with the public key of PS. The value U is the blinded CI and the customer sends it to the PS for obtaining its signature. 
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Step.5  The customer encrypts a set of               , PAYINFO and U with the public key of PS, and sends it to the PS. 
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Step.6  The PS verifies               whether it is generated in the SP. If it is valid, the PS starts to process the customer’s payment request with PAYINFO and Pi.

Step.7  If the payment process is successfully processed, The PS computes 
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 where Pi is the content’s price just processed in Step.6 and generates the signature 
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Step.7-1  The PS send S to the customer.
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Step.8  At this step, the customer receives the value S. So, the PS’s signature, S, justifies that the customer paid properly without revealing what the customer intends to buy. To unblind the value S, the customer computes
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Fig. 1 Setup & Purchasing protocol

5.3  Delivery protocol

When the SP delivers the digital contents to the customer, an anonymity network is employed between them. An anonymity network to be employed in our system is used to provide the connection anonymity for the customer. Thus, the customer would be anonymous from the SP while he purchases the digital contents. As we described, we use the concept of multi-proxy bases system to avoid that the single proxy determines the customer’s identity.
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Step.9  In this step, the customer demands the SP to send the full digital content (M) by sending an encrypted data                                   where NCUS is a nonce generated by the customer.
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Step.10  The SP verifies                and compares Pi with
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to validate whether the customer paid accurate price for his desired content, and check the state of CIDi from the database to avoid the double delivery of digital content. Since the state of CIDi is automatically changed when the matching digital content is purchased or downloaded, we can easily obstruct the double use of 

Step.11  After doing all confirmation, the SP encrypts the full digital content (M) with NCUS which is from the customer. That is,                 
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Step.11-1 The SP sends encrypted full digital content Zi through the anonymous communication channel. When finishing the content delivery, the service provider changes the state of CIDi to purchased condition in the database.

Step.12  If the customer receives the encrypted full digital content, Zi, he computes
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                 to get his purchased digital content.
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Fig. 2 Delivery protocol

5.4  Money transferring

The SP requests the PS to transfer money after transactions. It is also possible that the money transfer between the PS and the SP can be occurred every fixed time. Since the PS has SIDs, the sale charge can be transferred to the right SP.

6. Discussion

In our protocol, since the customer blinds his desired CI and the PS merely generates a signature for blinded CI, the PS cannot learn which content the customer intends to purchase. Even though, the PS has customers’ identity information from PAYINFO, it does not provide enough information to infer or track the customers’ buying pattern because the CI is blinded by the customer’s secret random number r using RSA blind signature scheme. The other way, the SP has the customers’ profile information from the REFanS received from customers at the purchasing protocol. Each REFanS contains the individual customer’s preference such as his age, gender, date of purchasing, his favorites and so on, but these preference information do not say about any customer identifying information. In addition, all communication of the SP and the customer is achieved on the anonymity network so that the SP cannot trace the specific customer’s identity. 
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The SP just delivers contents to the customer through the anonymity network after authorizing whether the customer paid or not. However, we can consider that the collusion of the SP and the PS by sharing their information: customer identities and profiles. In our proposed protocol, if two participants share their information mutually, they cannot link customers’ identities to their profile information together since the PS does not know CI that the customer paid for unless knowing the customer’s secret number r. Also, the SP does not know who have bought its digital content, and there is no way to find any relevance between them. In another consideration, our proposed system enables the customer to pay for separated desired contents with different PIs at the same time because the PS processes the payment process according to individual PIs received from the customer without regard to CI. For example, assume that if the customer has several bundles,                                                                        
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and wants to purchase all of them, he sends ,                          , 
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…                           and,             , 
…              to the PS. The PS verifies every single             and computes 
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                ,                 …                . In theses transactions, the PS that may contract with another SPs has to recognize each SID for different PI in order to transfer money to the right SP. 

6.1  Controversy resolution
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Our approach provides protection against unfair activities by either the SP or the customer. Possible disputations and cheatings are addressed in this section. All cases require the authority as a mediator. In addition, if required, the customer can reveal his identity. At the end of the transaction, even if the customer paid for his desired content to the PS, it is possible that the SP refuses to deliver a full content. In this case, the customer shows his               to the mediator for proving that he already paid Pi for CIi to the PS. If it is valid, the customer prevails. In case of that the SP is demanded to re-deliver contents from the customer even though the transaction was terminated, the SP sends the encrypted full content, Z, to both the customer and mediator. Hence, if the dishonest customer insists that he did not receive the purchased content, his persistence is easily discriminated according to the presence of an encrypted content, Z stored in the mediator. Another possible fraud is that the customer who downloaded a number of bundles and accumulated             s can cheat the SP by replacing              associated with a higher cost item with another             associated with a lower cost item. Because the PS receives the              and blinded CI, the malicious customer can pay lower cost and request the content delivery to the SP by showing the signature             of the PS. However, the SP computes                   and compares with PI at the delivery protocol, and if P’ and PI are not the same, the SP easily becomes aware of the customer’s cheating.
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7. Conclusion

Many kinds of customer privacy-preserving systems use pseudonyms or TTP that hides all customer information from service providers, but our proposed protocol, in this paper, uses a current implemented payment mechanism instead of an anonymous payment system. In addition, customer privacy is sufficiently protected without TTP. The customer only sends the PS his payment information as an identity in order to pay for desired content and the SP performs the verification based on RSA blind signature scheme whether the customer paid validly. Since the communication between SP and the customer is achieved on anonymity network, the SP cannot learn and track a content that the customer intended to purchase. Moreover, even if the SP and the PS may collude together and share their customer information mutually, two entities cannot find out customer’s purchasing record due to the difficulty for linking customer identity to profile information. 
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Abstract


We presented the system protocol that protects the customer’s privacy for the digital content transactions. In general, most of privacy-preserving systems use pseudonyms or employ Trusted Third Party (TTP) that hides all user information from web servers. In our approach, the customer reveals his identity and the service provider is able to obtain customer’s buying pattern or preferences, however, the customer privacy is sufficiently protected by unlinkability between customer identity and profile information. The proposed system is designed with RSA blind signature scheme and operated on open network such as the Internet as well as anonymity networks. 
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