M.Tech. (Information Assurance and Security)

CURRICULUM

Degree Name:  M.Tech. (Full Time) Specialisation Information Assurance and Security 
Semester: 1
Theory
Code
Title
L
P      C

IAS101
Computer Network and Protocols
3
0
3

IAS102
Applied Cryptography theory and its applications
3
0
3

IAS103
Computer and Network Security
3
0
3

IAS104
Network Management
3
0
3

IAS105
Information Systems Security
3
0
3

IAS106
Queuing Theory
3
0
3

Practical:

Code
Title
IAS110
Network Technology and Security Lab
0
4
2

IAS111
Web and Internet Programming Lab
0
4
2

Total Credits 22

Semester: 2

Theory
Code
Title








        L       P
  C

IAS121
Enterprise Security Engineering and Architecture


        3
      0
   3

IAS122
Advanced Network Security Engineering
3
0
3

IAS123
Secure Electronic Commerce
3
0
3
IAS124
Secure Software Design and Programming
3
0
3

E1--
Elective I
3
0
3
Practical:

Code
Title

IAS210
Network Security Configuration & Management Lab
0
4
2

IAS211
Data Warehousing and Data Mining Lab
0
4
2


Total Credits19
Semester: 3

Theory

Code
Title








        L        P
  C
E2--
Elective II
3
0
3
E3--
Elective III
3
0
3

E4--
Elective IV
3
0
3

Practical:

Code
Title

IAS231 
Project Work Phase I
0
12
6


Total Credits 15
Semester: 4
Practical:

Code
Title








        L        P
  C
IAS232
Project work Phase II





         0
      24
 12



                                 Total credits to be earned for the award of the degree: 68

List of Electives

Code
Title








L
P
C

IAS131 Secure Telecommunication Systems




3
0
3

IAS132 Incident Response and Computer Forensic



3
0
3

IAS133 Database and Distributed System Security



3
0
3

IAS134 Wireless Network Security





3
0
3

CP053 Data Warehousing and Mining




3
0
3

IAS135 Risk Assessment and Disaster Recovery



3
0
3

IAS136 Secure & Survivable Real Time Control Systems


3
0
3

IAS101
Computer Network and Protocols




3 Credits

Unit I:  

Overview – Data Communication – Wide Area Network – Local Area Network – IEEE standards – congestion control – Design aspects - Communication Architecture and Protocols

Unit II:

TCP/IP History -  TCP/IP Architecture - TCP Connection establishment and Termination - TCP Data flow (interactive and Bulk) - timeout and retransmission - TCP future and Performance – IP – ARP – RARP – ICMP – Ping - trace route - IP Routing -  Dynamic Routing Protocols.

Unit III: 

UDP - Broadcasting and Multicasting – IGMP – DNS – TFTP – BOOTP. 

Unit IV: 

Domain Name Server-SMTP - POP3 – IMAP - SPAM – SNMP – NFS – Other TCP/IP Application - tcpdump.

Unit V: 

Cisco Networks – Interconnecting Catalyst Switch – Cisco Routers – Connecting to WAN – Troubleshooting.

References:

1. 
Data & Computer Communications, 6/E, William Stallings, Prentice Hall

2. 
The Protocols (TCP/IP Illustrated, Volume 1), by W. Richard Stevens

3. 
Interconnecting Cisco Network Devices (Cisco Career Certifications) by Inc. Cisco Systems, Stephen McQuerry (Editor), JOHN KANE

Resources:
1. 
http://williamstallings.com/DCC6e.html

2. 
Open internet Book.

IAS102
Applied Cryptography theory and its applications 

3 Credits

Unit I:  

Overview of cryptography - Probability theory, Information theory, Complexity theory, Number theory, Abstract algebra, Finite fields 

Unit II: 

Number-Theoretic Problems – Public Key Parameter - Pseudorandom Bits and Sequences.

Unit III:  

Attacks - Services - Mechanisms - Conventional Encryption - Classical and Modern Techniques – Encryption - Algorithms - Confidentiality.

Unit IV: 

Stream Ciphers – Block Ciphers (including AES) –Public key Encryption – Hash Function and Data Integrity – Identification and Entity Authentication – Digital Signature – Key Establishment Protocols

Unit V: 

Authentication, Applications - Electronic Mail Security - IP Security - Web Security.

References:

1. Hand Book of Applied Cryptography -Alfred J. Menezes, Paul C. van Oorschot and Scott A. Vanstone (http://www.cacr.math.uwaterloo.ca/hac/)

2. W. Stallings, Cryptography and Network Security, Prentice Hall PTR, Upper Saddle River, NJ, 2003 
IAS103
Computer and Network Security

3 Credits
Unit I: 

Application Security-examples-setuid programs - misconfiguration - macro languages - hidden functionality - buggy software - Buffer overflows attacks- Finding overflows - Exploiting overflows – Defenses - Format String Vulnerabilities - Secure Application Code – Example - tools for designing secure application code - Compiler extension - caching security hole - Bad Application Codes – example – sandboxing - Confinement problem – Software Based Fault Isolation -Security Problems in the TCP/IP Protocol Suite.

Unit II: OS Security

Secure operating systems - Access control and file system security - Remote file system security – NFS – SMB - SFS - User authentication – passwords – biometrics - smartcards.

Unit III: UNIX Security
UNIX history - The UNIX Universe - UNIX architecture - Users and Groups - Password basics - password file - Sun's Network Information Service (NIS) - File Systems and Permissions - Changing File Permissions - SETUID and SETGID - Extra services & Logging.

Unit IV: 

Intrusion detection and virus protection - Computer Virus - Antivirus Convolution - Bro: Network Intrusion detection in Real-Time.

Unit V: 

Internet security standards-VPN- Packet Filters, Application Layer Firewalls, Stateful inspection firewalls, NAT Network Address Translation, NAT limitations, Hardened operating systems & Firewall limitations.-Viruses-Current Internet Security Practices

References:

1. Security in Computing, third edition, by P. Pfleeger. 

2. Secure Programming for Linux and UNIX HOWTO, by David Wheeler.

3. Internet Security Essentials.

IAS104
Network Management

3 Credits

Unit I: 

Network Management Overview - Network Technology – Standard, Model and language

Unit II: 

SNMP V1 - Organization - Information Model – Communication and Functional Model – SNMP V2 – SNMP V3

Unit III: 

RMON - Broad Band Network Management – Telecommunication Network Management

Unit IV: 

Network Management Tools – Network Management Applications – Web based Management 

Unit V: 

Network Management with Cisco Devices

References:

1. Network Management: Principles and Practice by Mani Subramanian ISBN: 0-201-35742-9, Addison-Wesley

2. SNMP, SNMPv2, SNMPv3, and RMON 1 and 2 (3rd Edition) by William Stallings

3. Understanding SNMP MIBS by David Perkins, Evan McGinnis 
IAS105
Information System Security




3 credits

Introduction – Foundations:  Access Control Matrix model and mechanisms – Foundational Results
Policy: Security Policies - Confidentiality Policies Integrity Policies - Hybrid Policies – Noninterface and Policy composition
Cryptography: Basic Cryptography – Public Key Systems - Key Management – Cipher Techniques - Authentication
Digital signatures – Secure Design Principles - Authentication and Evaluation

Malicious Logic – Vulnerability Analysis – Auditing - Intrusion Detection.

References:

1. M.Bishop, Computer Security. Art and Science, Addison-Wesley 2003

2. C.Kaufman, R.Perlman, and M.Speciner. Network Security: Private Communication in a Public World. 2nd ed. Prentice Hall, 2002 

3. R.Anderson, Security Engineering, John Wiley and Sons 2001 

4. H.X.Mel, D.Baker, Cryptography Decrypted, Addison-Wesley 2001 

5. M. D. Abrams, S. Jajodia, and H. J. Podell, eds., Information Security: An Integrated Collection of Essays. IEEE Computer Society Press, 1995. (Out of print but accessible at http://www.acsac.org/secshelf/book001/book001.html). 

6. M.TECH.Whitman, H.J.Mattord, Principles of Information Security, Thomson Course Technology 2003 

IAS 106
Probability and Queuing theory




3 credits

Introduction: Discrete Random Variables - Continuous Random Variables – Expectation -  Conditional Distribution and Expectation -  Stochastic Processes 

Probability - Randomness and Probability -Combinatorics - Random Variables and Distributions - Expectation and Fundamental Theorems - Stochastic Processes – 

The Poisson Process and Renewal Theory, the M/G/1 Queue - Matrix Geometric Solutions - Queueing Networks - Epilogue and Special Topics 

Modeling and Performance Evaluation with Computer Science Applications:  

Markov Chains - Steady-State Solutions of Markov Chains - Steady-State Aggregation/Disaggregation Methods  - Transient Solution of Markov Chains  

Single Station Queueing Systems  - Queueing Networks  - Algorithms for Product-Form Networks  - Approximation Algorithms for Product-Form Networks  . Algorithms for Non-Product-Form Networks. Optimization - Performance Analysis Tools - Applications.

References: 

1. Probability and Statistics with Reliability, Queuing, and Computer Science Applications , Kishor S. Trivedi

2. Probability, Stochastic Processes, and Queueing Theory: The Mathematics of Computer Performance Modeling by Randolph Nelson.

3. Queueing Networks and Markov Chains : Modeling and Performance Evaluation With Computer Science Applications Gunter Bolch, Kishor S. Trivedi, Stefan Greiner, Hermann de Meer, Kishor S. Trivedi

IAS110
Network Technology and Security Lab

2 Credits

1. Experiment to understand 

a. Network Interface card installation and configuration.

b. Network Layer 2 devices

c. Layer 3 devices

d. Layer 4-7 devices

2. Experiment to setup 

a. LAN 

b. WAN connectivity

3. Experiment to understand cabling structure.

4. Program to understand 

a. Client/Server communication using sockets.

b. File operation for packet persistence.

c. Configure network interface card in various modes.

5. Program for sniffing.

6. Program for spoofing.

7. Experiment various protocols request response patters using the sniffer developed in exercise 4.

8. Write program to change various TCP setup configuration.

9. Creation of Computer Access policies & implementation in any OS.

10. Creation of Network Access policies & implementation in Network Devices.

11. Program to configuring the OS security aspects.

12. Understanding the Tripwire tool.

13. Experiment on encryption & decryption.

14. Experiment on digital signature.

15. Experiment on SYN Flooding attack.

16. Exercise on investigating Windows 2000 attacks.

IAS111
Web and Internet Programming Lab

2 Credits

1. Experiments on understanding Java programming language.

2. Experiments on CGI Scripts.

3. Experiments on Client side scripts.

4. Experiments on Web databases.

5. Program to understand SQL based attacks to web database.

6. Program for trace route.

7. Program for netstat command.

8. Program to understand ICMP mechanisms.

9. Program to generate ping based attack.

10. Program that work like nslookup command.

11. Program to understand PPP protocol.

12. Experiment on traffic monitoring and NIDS.

13. Experiment on EJB.

14. Experiment to understand Java Wallet.

15. Exercise on Java Security API.

16. Exercise on IIS API or Apache API.

17. Installing and configuring Sendmail server.

18. Exercise on creating Incident response policies.

19. Exercise on installing apache web server and configuring its components.

20. Exercise to install tomcat application server and configure tomcat security manager.

IAS121
Enterprise Security Engineering and Architecture

3 Credit
Unit I:

DMZ – concepts and design – Windows 2000 DMZ design – Solaris DMZ design – Wireless DMZ – Cisco PIX – Nokia firewall 

Unit II:

Checkpoint NG - ISA server 2000 – DMZ router and switches – DMZ based VPN - implanting wireless DMZ – Bastion Hosts - Hacking the DMZ – Intrusion in DMZ

Unit III:

Solaris Operating Environment – security – Network Settings of Security – minimization – Auditing – Architecture Security – Justifications – fingerprint database 

Unit IV:

Hardware and Software Security – securing sun fire 15K – Securing Sun Enterprise 10000 processor – Sun cluster Security – Sun Fire Mid frame Security Controller – Solaris Security Toolkit – Scripts  

Unit V:

ISA server introduction – options - ISA In Enterprise – ISA deployment planning and Design -  installation – Management – outbound access – inbound access – publishing services .

References:

1. Building DMZs for Enterprise Networks by Robert J. Shimonski, Will Schmied, Thomas W., Dr. Shinder, v Chang, Thomas W. Shinder

2. Enterprise Security: Solaris Operating Environment, Security Journal, Solaris OEv2.51, 2.6, 7, and 8 by Alex Noordergraaf

3. Configuring ISA Server 2000 by Thomas Shinder, Debra Littlejohn Shinder, Martin Grasdal

IAS122
Advanced Network Security

3 Credit

Unit I:

Perimeter Security Fundamentals - Packet Filtering – Stateful firewall – Proxy Firewall – Security Policy – Routers – NIDS – VPN – Host Hardening

Unit II

Host Defense Component - Perimeter Design: Fundamentals – Separating Resources – VPN integration – Performance tuning – Perimeter Maintenance – Network Log Analysis – Troubleshooting defense component – Assessment Technique

Unit III:

Introduction – Concepts – Storage Networking - Fiber channel Internals – Fiber channel SAN Topology- Benefits - Data Center - IP SAN topology – Storage – Storage Area Network Architecture.

Unit IV: 

Software for SAN – Backup Software - SAN Applications-  Adopting SAN – Managing SAN – Storage Network Organization – SNIA – Shared Storage Model - IP SAN Products - Fiber Channel Products
Unit V: 

Perimeter Security with Nortel and Cisco Products.

References:

1. Storage Area Networking Essentials: A Complete Guide to Understanding & Implementing SANs by Richard Barker, Paul Massiglia

2. Designing Storage Area Networks: A Practical Reference for Implementing Fiber Channel and IP SANs, Second Edition by Tom Clark
3. Inside Network Perimeter Security: The Definitive Guide to Firewalls, Virtual Private Networks (VPNs), Routers, and Intrusion Detection Systems by Stephen Northcutt, Lenny Zeltser, Scott Winters, Karen Fredrick, Ronald W. Ritchey,  New Riders Publishing, Paperback, Published June 2002, ISBN 0735712328

4. Nortel and Cisco Resources from respective labs

IAS123
Secure Electronic Commerce




3 credits

Introduction to Secure E-commerce - Role-Based Access Control (RBAC) 

Usage Control (UCON) Models - UCON Models and Architectures

Digital Rights Management (DRM) - P2P and Content Distribution

E-Payment - Privacy, P3P 

Trusted Computing - Federated ID
References:
1. Kenneth C. Laudon, Carol Guercio Traver, E-Commerce: Business, Technology, Society, Second Edition, Addison Wesley, 2003

2. Warwick Ford and Michael Baum, Secure Electronic Commerce, 2nd ed. Prentice-Hall, 2000 

3. Simson Garfinkel and Gene Spafford, Web Security, Privacy, and Commerce, 2nd ed. O'Reilly,  2001 

4. Rolf Oppliger, Security Technologies for World Wide Web, Artech House, 2000 

5. Bill Rosenblatt, Bill Trippe and Stephen Mooney, Digital Rights Management, Business and Technology, M&T Books, 2002

6. Andy Oram (Editor), Peer-to-Peer : Harnessing the Power of Disruptive Technologies, O'Reilly, 2001   

IAS124
Secure Software Design and Programming

3 credits

Introduction to Software Security- Managing Software Security Risks and Evaluating Systems -Survey of SSE-CMM - Selecting Technologies.

Open vs. Closed Source - Guiding Principles for software security - Auditing software 

Buffer Overflow - Race Conditions

Randomness and Determinism, Cryptography, Trust Management and Input Validation
Attacks !!-   Extensions of UML for security - Integrating AC policy into SW design

References 
1. J.Viega, G.McGraw, Building Secure Software, Addison-Wesley 2002
2. R.Anderson, Security Engineering, John Wiley and Sons 2001 
3. H.X.Mel, D.Baker, Cryptography Decrypted, Addison-Wesley 2001 
4. M. D. Abrams, S. Jajodia, and H. J. Podell, eds., Information Security: An Integrated Collection of Essays. IEEE Computer Society Press, 1995. (Out of print but accessible at http://www.acsac.org/secshelf/book001/book001.html). 
5. M.TECH.Whitman, H.J.Mattord, Principles of Information Security, Thomson Course Technology 2003 
IAS210
Network Security Configuration & Management Lab

2 Credits
1. Exercise on understanding the Network Security Devices.

2. Exercise on configuring Router based Security settings.

3. Installing and configuring Checkpoint Firewall-1.

4. Installing and configuring Snort IDS in DMZ.

5. Configuring Nortel contivity inbuilt firewall.

6. Creating and configuring Audit policies.

7. Managing load balancing with Nortel devices.

8. Configuring SNMP in Cisco & Nortel devices.

9. Security configuration in sendmail server.

10. Installing & configuring Enterprise Virus protection setup. 

11. Configuring Microsoft ISA.

12. Configuring VPN with Microsoft VPN and Nortel devices.

13. Exercise on Network Risk assessment.

14. Exercises on creating disaster recovery plan.

15. Exercises on Linux Security setup.

IAS132
Incidence Response and Computer Forensic

3 Credits

Unit I:

Insiders and Outsiders – Introduction to incident response – Preparing for incident response – Investigative guideline – Computer forensic process – performing trap and trace – Advanced network surveillance 

Unit II:

Incident response to Windows 2000 – investing windows 2000 – initial response to UNIX System – Investigating UNIX.

Unit III:

Investigating Router – Investigating web attacks – Investigating Application server – Investing Hack Tools.

Unit IV:

Establishing Identity in cyber space – security policies and acceptable policies – computer crime status – Response organization.

Unit V:

Analysis and detecting malicious code – detecting intruder – Disaster recovery flow up – preventing further attacks.

References:

1. Incident Response: Investigating Computer Crime  by Chris Prosise, Kevin Mandia

2. Incident Response: Computer Forensics Toolkit by Douglas Schweitzer

3. Incident Response: A Strategic Guide to Handling System and Network Security Breaches by E. Eugene, Dr Schultz, Russell Shumway, E. Eugene Schultz

IAS 133
Database & Distributed Systems Security



3 credits

Discretionary Access Controls in DBMS - Mandatory Access Controls - Covert Channels

Multilevel Secure Relational Model - Multilevel Secure DBMS Architectures - Commercial Products and Research Prototypes - Integrity Models and Mechanisms

Auditing in Relational Databases - Security in Statistical Databases - Protecting Identities in Microdata Release - Surviving Information Warfare Attacks on Databases

Avoiding Loss of Fairness - Watermarking Relational Databases - Recent Advances in Access Control Models

Trust Management - Secure Group Key Management - Hippocratic Databases

References
1. Marshall D. Abrams, Sushil Jajodia, and Harold J. Podell, eds. Information Security: An Integrated Collection of Essays, IEEE Computer Society Press, 1995. 

2.  N. R. Adam and J. C. Wortmann. “Security-control methods for statistical databases: A comparative study,” ACM Computing Surveys, 21(4):515-556, December 1989. 

3. Edward Amoroso. Fundamental of Computer Security Technology. Prentice-Hall, Englewood Cliffs, NJ, 1994. 

4. Silvana Castano, Mariagrazia Fugini, Giancarlo Martella, and Pierangela Samarati. Database Security, Addison-Wesley, Reading, MA, 1994. 

5. Dorothy E. Denning. Cryptography and Data Security, Addison-Wesley, Reading, MA, 1983.

IAS 134
Wireless Network Security 





3 Credits

Overview of Wireless Networks - Characteristics of the Wireless Medium - Physical Layer Alternatives for Wireless Networks - Wireless Medium Access Alternatives.

Principles Of Wireless Network Operation: Network Planning - Wireless Network Operation - Wireless Wans: GSM and TDMA Technology - CDMA Technology, IS-95, and IMT-2000 - Mobile Data Networks

Wireless LANs: Overview – Architecture of Wireless LAN – Wireless LAN Configurations – Wireless LAN Standards – Benefits of Wireless LAN

Secure Wireless LANs: Network Security – Securing the IEEE 802.11 Wireless LANs. Building Secure Wireless LANs: Planning Wireless LANs

Shopping for the right equipment – Equipment provisioning and LAN Setup – Advanced 802.11 Wireless LANs.

References:
1. Principles of Wireless Networks: A Unified Approach By Kaveh Pahlavan, Prashant Krishnamurthy. Published by Prentice Hall PTR ISBN: 0130930032; Published: Dec 11, 2001; Copyright 2002; Dimensions K ; Pages: 608; Edition: 1st
2. Building Secure Wireless Networks with 802.11 by Jahanzeb Khan, Anis Khwaja, Jahanzeb Khan, Anis Khwaja, ISBN: 0471237159, Publisher: Wiley; 1 edition (January 10, 2003)

CP053 
Data Mining and Data Ware Housing 



3 Credits

Introduction
Relation to statistics, databases, machine learning - Taxonomy of data mining tasks - Steps in data mining process - Overview of data mining techniques.

Visualization And Statistical Perspectives
Visualization - Dimension reduction techniques - Data summarization methods - Statistical Perspective - Probabilistic - Deterministic models - Clustering - Regression analysis - Time series analysis - Bayesian learning.

Predictive Modeling
Predictive Modelling - Classification - Decision trees - Patterns - Association rules - Algorithms.

Data Warehousing
Design - Dimensional Modeling - Meta data - Performance issues and indexing -VLDB issues - Development lifecycle - Merits.

Applications
Tools - Applications - Case Studies.

References:

1. 
Usama M.Fayyad, Geogory Piatetsky - Shapiro, Padhrai Smyth and Ramasamy Uthurusamy, "Advances in Knowledge Discovery and Data Mining", The M.I.T Press, 1996.

2. 
Jiawei Han, Micheline Kamber, Data Mining Concepts and Techniques, Morgan KauffmannPublishers,2000.

3. 
Ralph Kimball, "The Data Warehouse Life Cycle Toolkit", John Wiley & Sons Inc., 1998.

4. 
Sean Kelly, "Data Warehousing in Action", John Wiley & Sons Inc., 1997.
IAS135
Risk Assessment and Disaster Recovery

3 Credits
Unit I:

Disaster Recovery Introduction – Facility Protection – Data Recovery Planning – Strategies for centralized system recovery – Strategies for decentralized system recovery.

Unit II:

End user recovery – Networking Backup – Emergency Decision making – Improvement for recovery management – Plan maintenance and Testing – Controlling the damage.

Unit III:

Risk Analysis Introduction – Effective Risk Analysis – Qualitative Risk Analysis – Value Analysis – FRAP.

Unit IV:

Use of QRA – Case Study – Questionnaires – FRAP forms – BIA forms – Sample Report – Threat Definition.

Unit V:

Risk Assessment and Management – New Threat in Risk Management – Integrated Risk Management

References:

1. Information Security Risk Analysis by Thomas R. Peltier
2. Disaster Recovery Planning: Strategies for Protecting Critical Information Assets by Jon William Toigo, Margaret Romao Toigo, Jon Toigo

3. Develop an Effective Disaster Recovery Plan by TechRepublic

