NCO accommodates on-site risk reviews, Threat Risk Assessment and audits at the request of our customers on the average of three per month. In addition, we conduct internal weekly scans and remediate as appropriate across our enterprise. 

The most recent enterprise wide Vulnerability Assessment (Internal & External) is being conducted by a third party as of May 16th, 2008. The most recent DMZ application specific Vulnerability Assessment (Internal & External) conducted by a third party was in June 2007 and the most recent PCI audit was conducted in October, 2007 culminating in a certification in Jan 2008. 

Testing/regulatory requirements are satisfied via the following:

- Yearly Type II SAS70 audit (Completed in Feb. 08).

- Yearly SOX 404 audit (Completed in October 2007).

- Quarterly External 3rd party Vulnerability Scan: NCO Financial Systems Inc. is currently enrolled in a program to conduct quarterly vulnerability scans via an outside third party service in order to ensure that the NCO Financial Systems Inc. maintains its systems, application and architecture in compliance with the various regulatory programs, including PCI.

- Annual VISA/MasterCard PCI Compliance: NCO Financial Systems Inc. has been an early adopter of the Credit Card Industry best practices and compliance for data protection. A Level I,  third party audit/assessment is conducted yearly by an outside third party, resulting in the satisfactory compliance with the VISA PCI, MasterCard SDP and American Express DSS requirements. This process was last completed in October of 2007 with a submittal of the ROC with VISA on November 2nd, 2007 and a certification published via the VISA site on January 31st, 2008. Correspondingly, the assessment was submitted to MasterCard which resulted in a certification being published on the MasterCard site as of March 21st, 2008. VISA and MasterCard have validated NCO as a Level I provider, which is the most stringent level in the PCI schema.

Prior to this latest validation, NCO had completed the certification process in October 2006 which culminated in a validated certification and publication for 2006/2007 (for 3 years in a row). Our next on-site \ 3rd party certification cycle will begin the third week of September 2008. Due to NCO’s hub and spoke design this will continue to apply throughout our enterprise.

Following is the live link to the VISA web site (Once on the site, select the link on the right hand section for certified service providers – ref page 14 of 21):

http://usa.visa.com/merchants/risk_management/cisp_merchants.html?it=l2|%2Fmerchants%2Frisk_management%2Fcisp%2Ehtml|Merchants
Following is the live link to the MasterCard web site (Ref page 23 of 38):

http://www.mastercard.com/us/sdp/assets/pdf/Compliant%20Service%20Providers%20-%20May%2015%202008.pdf
- Yearly external, 3rd Party Audit reviews. (Completed in April/May 2007)

- Penetration Testing: NCO Financial Systems Inc. has contracted with an outside third party for yearly ethical hacking and penetration testing on critical systems and on a project/system/application basis, including internal and external testing. This testing is augmented with unannounced testing, to accurately determine and mitigate potential threats and risks.  (Completed in April/May 2007)

As critical vulnerabilities are discovered, potential impacts/threats/risks are evaluated and remediation is scheduled if applicable or compensating controls do not exist.  These processes and procedures are key in validating our information security performance and assessing how well we are protecting the integrity and confidentiality of client data. NCO also performs annual third-party “ethical hacking” testing on critical systems.

- Weekly internal scans: All servers are scanned for vulnerabilities via our internal Information security department prior to production implementation. 

-  All major projects are evaluated by our internal Information security department to assess risk, evaluate architecture and design and mitigate potential risk.

-  The internal audit department oversees and monitors risk within the organization and recommends remediation where appropriate.

- Internal NCO and Customer Legal / Counsel review of all applicable verbiage in SOW and agreements and compliance

Upon completion of the on-site risk reviews, Threat Risk Assessments and audits, NCO evaluates each finding in order to evaluate the risk vs. cost. Findings needing remediation are reviewed and scheduled accordingly.

